APC

apcommunications

i FWARERIXERE NVEE D -
Firewall Migration ToolZ/&RA UL I=#1TH
HRASHtT-C-O03Za=0-3 X

iTOCE25D MBSHB
=N —iE (k_miyauchi@ap-com.co.jp) 2024%F10H3H

N7¢




(FUIC P P APCommunications

1. A*i/ Sl=tvh)
2.5 EOBE)
3.Firewall Migration Tool (FMT)D#IE R BA
4 (RO A
a. 1REEDIE
b. REEDIHL
c. /REEIEE
d *ﬁnﬁiﬂiﬂ-
e. fREEF/IA
5.REE Yri%
a. SHEEEDRITIEER .
b. FENEITEFMTERREDLLEE
%‘c\jc ptlmlze ACL(Beta)

a.

b. Ap endlx

C. X
7.2\ (C

m'““o



1. S48 P P APCommunications

=t . KRS I-E-J=Z1=5—-—>3>X

URL . http://www.ap-com.co.jp/

At D RRETREXERGH 2T HoE 125
MEAFEHEIL 305

ESpEE=Tin ;. RASHAPT S X
(BEREE) =SS 7T X - v/ KA

R ;. AHE EE
apcommunications .
AV ;1995 11H16H

=¥ N~ : 9,250AH
NE=F . 4784 (2024F481871%)

sREE TSI —w—2 BETARIAS AT L
e
BmTAE G oy, || HEWE
hpiga y
A—1B6-7952 URAS 7]
L CM003
10821154 -
EEAEE EERAE
20041118 2006/4/7 EERRE  2006/4/26
M T RIS R T A | BmwRe]
O ITYLN—/ S RS
® FO—ULE VR WS
L 4 ok o SEY— AN R RS
° AFLMRS
o ITHEESR
UKAS
iSMS-AC il oAz | == )]
ISMS zrean o ° BEERIEICETLT IS —2a, Fuk
JaA-MOT10 O—SOBREHAER HE WM B ETEE
WERAE | 2008/6/5 ® FREDARSEY—E ADTE - EER s
o BEMREC&ET FUr— 3, WEBH—ER

P » APCommunications 3



1. S8 P P APCommunications

e L e T
P B APCommunications & JP | EN ABOUT  SERVICE  PRODUCTS  COMPANY  REC RUT @00 ‘fczv .

(TS 7 EBEEFRETKEICT S

Lorewnws e3> asT
JERDIEFICTRIONT (C

| ~I§&t%&ﬁm”w3gavtsa

NeoSIerZBHiEL.

#ULWMEEZEDIHTRHETT,

») ‘ :
|\

HEDSIKRFRB . HoLBHLBTES,

T~y

P » APCommunications 4



1. SttkENT

©H - BoEE » » APCommunications

thoa e FURUKAWA
.Cls.co. A10 ELECTRIC

apcommunications

HTIL A

—FDOBSRY NI —Dhksas

b - FEREEB USRI TY

#IVAY /= PSR LEE A

FYNT—IHBRA—H— B

FDOOH Ry MNT—T b+

=

HTYAIEAA—ITY,
KRROBREIFRIEDET . STEIEE .

AIHE (L, HREEMEZIZDDIEAN [ITHA> T SZ DI
BHD>TESL, ERZED EIFfZ0y EVWSBUONSIIRL.
NICHRRUZ A10RY MDD —O Rtk - S X%k - B ELAR
DHRNICKDRIRICEDFT UL,

P P APCommunicatio



1. HSEMN P P APCommunications

K& : BA A (H#PS5 KT E)

HE . #R/IE K

#XFE . Palo Alto Networkstt & 5 EHEST
Palo Alto Firewallt#sEZ=(4

ok o JKIK
CTF NEW

P » APCommunications 6



2. ShlpE/™ P P APCommunications

SOl >4 —DFirewall®&&@EM S Cisco Firewall Threat Defense(FTD) D TH&ELE % Ehth

FREE (C (L Ciscott M ERE TR L TUL\BFirewall Migration Tool(FMT)Z{ERE L. ©DERARRYCFENRITE
DLEAEREHBF I B ETFMTEFED VWO EBE TERATE Y —ILhMI>TESS

'-.,' I
S0 CISCO

Third-Party Firewall

P » APCommunications 7



3. Firewall Migration Tool (FMT)D#IZ5xEA

N |
|
VAN

HETiRtan 3 FTDEIL IJH— EXRTY—)L

ik
== @@ L
1 I =3 £
| - E Secure Firewall Cisco Secure
____________________ I Migration Tool Firewall Threat Defense
Third-Party Firewalls
BiTn YR— I EKOTSY hIA—A {:}

 Cisco Secure Firewall ASAZES)L
 Cisco Secure Firewall Device Manager (FDM) EIE®MFTD
« B—R)\—5F &G : Palo Alto Networks, Fortinet, Check Point

ERRGE

- BAITHRDOFTDIEFMCEIR (B UK (& cdFMC) ZHAE

« Windows/Mac/CloudX— X UIiZ{4
« Desktop App @
- CDOOUTSIORH—EX

P P APCommunications 8



FREIE

ommunications



4-a. {RIEOHBE

P P APCommunications
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4-c. fREEIEE
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#1375t (PaloAlto) #13% (FTD)
1 Interfece Interfaces
2 Zone Security Zones

3 Static Routing

Static Routes

4 Dynamic Routes

Dynamic Routes

5 Address Object Network Objects
6 Service Object Port Objects

7 Application ID Applications

8 Security Policy Security Rule

9 NAT Policy NAT Rule

10 | Security Profile(Threat Prevention)

Intrusion Policy

11 | GlobalProtect

Remote Access VPN
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B PaloAlto Strata Firewall

WAN
l Inbound
UnTrust

Outbound

})StU ntrust
[

PaloAlto FW (ver.10.2)

Trust

i o

Host Trust Active
Directory

Internal_Network

B Firewall Threat Defense

WAN
l Inbound
UnTrust

Outbound

}ostu ntrust

Cisco_FTD (ver. 7.2.5)

Trust

Active Cisco_FMC

_ Internal_Network
Directory

Host Trust
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Host_Untrust (Kali)
UnTrust
WAN
m . (Internet access)
] @Export )
~running-config.xml
PA-VM show_routing_route.txt
(ver.10.1.10) |
Config.zip
Trust g
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Host_Trust (Kal)) ActiveDirectory
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Host_Untrust (Kali)
UnTrust
WAN
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#1717t (PaloAlto) #1715 (FTD)
1 Interfece Interfaces YIEBA 25— T —ADHMIE
2 Zone Security Zones
3 Static Routing Static Routes
4 Dynamic Routes Dynamic Routes
5 Address Object Network Objects
6 Service Object Port Objects
7 Application ID Applications
8 Security Policy Security Rule “application-default" R (FZEAE
9 | NAT Policy NAT Rule
10 | Security Profile(Threat Prevention) | Intrusion Policy a1 U« HEE R B OB
11 | GlobalProtect Remote Access VPN Tuiﬂgﬁgi?jgﬁ@ggﬁﬂ
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#1717t (PaloAlto) #%175% (FTD) 25
1 Interfece Interfaces YREA 25 — T T —ADIHHI
2 Zone Security Zones
3 Static Routing Static Routes
4 Dynamic Routes Dynamic Routes
5 Address Object Network Objects
6 Service Object Port Objects
7 Application ID Applications
8 Security Policy Security Rule “application-default" R (FZEAE
9 NAT Policy NAT Rule
10 | Security Profile(Threat Prevention) | Intrusion Policy a1 U+ HKEEFEHEB DRAR
11 | GlobalProtect Remote Access VPN TL&EE@?&?&EQ%%J
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5-a. fREEfEER Security Zones P P APCommunications

'::I|Is'ég' Firewall Migration Tool (Version 6.0.1) do ©0

Map SGGUT“Y Zones Source: Palo Alto Networks (8.0+)
Target FTD: CiscoFTD v7.25

PAN Zone Name FMC Security Zones R _ .
—_— BT mzone AL
— fzZoneMERK BRI EETR

Trust Inside_Zone v C EHHEER
Untrust Outside_Zone v
Internet Internet v
Corp-VPN Corp-vPN "
DMZ DMZ W
Q w
10 v |per page Tto50f5 |4 4 Page| 1 [of1 » »
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5-a. fREEfEER Security Zones P P APCommunications

dleco Firewall Migration Tool (Version 6.0.1) 60 ©06

Map Security Zones @ Source: Palo Alto Networks (8.0+)
Target FTD: CiscoFTD v7.2.5

PAN Zone Name FMC Security Zones

S 1T LMD Zone & [ —&Fn

DZone’z B ENERK PIEE

Trust Trust

Untrust Untrust v

Internet Internet v

Corp-VPN Corp-VPN v

DMZ DMZ v
R — —

@ Success
Successfully gathered
10 v|perpage 1to50f5 |4 « Page[ 1 Jof1 » »]
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- {mA8J—~ — - default

Static Routes

P P APCommunications

o=

Router Settings
IPv4 IPv6
274 YT —b :
2EPEEs | W
HEEJOIF7AIL Q 2BORE )
\ FORAN RS
it i B LB —JoL2 | H51F ™ Sk AbUws BED L=t F—7
! T ! ! T !
OSPF D default-route 0.0.0.0/0 ethernetl/3 ip-address 192.168.79.254 default 10 None unicast
OSPFv3 D test 20.20.20.20/32 ethernet1/3 ip-address 192.168.79.254 default 10 None unicast
BGP
ILFFr R
@an Q&R ®@ae-
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5-a. IREEfEER  Static Routes P P APCommunications

'(':II'S'(':L',' Firewall Migration Tool (Version 6.0.1) 60 e e

Optimize, Review and Validate Configuration ® Source: Palo Alto Networks (8.0+)
Target FTD: CiscoFTD v7.2.5

Access Control Objects NAT Interfaces Routes

D Select all 2 entries  Selected: 0/ 2 Q_ Search &

Interface

O 1 ethernet1_3 V4 0.0.0.0/0 192.168.79.254

O 2 ethernet1_3 V4 20.20.20.20 192.168.79.254

AN

AT T D EN TAEE
SNTLD L& EER

50 v|perpage 1to20f2 |4 < Pageof1 > »
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5-a. fREEFEE Network ObjECtS P P APCommunications

Q

/"-EHE = o g T N\
(D 172.20.79.100 PRy hYAD 172.20.79.100/24 \

[ Kali_TrustHost PRy hTRAL 10.20.79.1/32

[ test PRy bYAD 1111

[ test2 PRy bYAD 2222

[ test3 IPFy TR Y 3.3.33

|:| test_google.cam FQDN wiww_ google com

QWirQDu_DNS_Server Py g 24T 10.20.79.10/32 /
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5-a. fREEFEE Network ObjECtS P P APCommunications

lé||I5l(|:|Oll Firewall Migration Tool (Version 6.0.1) &o e e

Optimize, Review and Validate Configuration © Source: Palo Alto Networks (3.0+)

P — Sy YOk EE Target FTD: CiscoFTD_v7.2.5
FATIT DR TENHEEE
Access Control ~ Objects  NAT  Interfaces Routes Remote Access VPN éﬂf“% : t%ﬁﬁgﬁg

e e Fort Objects ‘ VPN Objects )

| |Selectall 12 entries  Selected: 0/12 Q. Search .

Validation State

O 1 . test - Will be created in FMC - Network Object - 1.1.11 ‘

O 2 test2 Will be created in FMC Network Object 2222

| 3 Kali_TrustHost Will be created in FMC Network Object 10.20.78.1

O 4 Win2012_DNS_Server Will be created in FMC Network Object 10.20.79.10

O 5 0bj_0.0.0.0_0 Will be created in FMC Network Object 0.0.0.0/0 :<
O 6 obj_172.20.79.100_32 Will be created in FMC Network Object 172.20.79.100

] 7 0bj_10.20.79.1_32 Will be created in FMC Network Object 10.20.78.1

O 8 obj_192.168.79.196 Will be created in FMC Network Object 192.168.79.196

O 9 0bj_172.20.79.1 Will be created in FMC Network Object 172.20.79.1

\ =

perpage 1t0120f12 |« « PageoH > » — i
#4775 CSecurity

RuleOARAEHNS
BEERkSND
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5-a. IREEESR  Port Objects

P P APCommunications

Q 21 EmESs
. B Joran Fas A — - 5 \

[[] | service-dns TCP 53
[[]  service-http SRIESEEH TCP 80.8080
[[]  service-https SRIESEH TCP 443
[ Tcp_10002 TCP 10002
[J Tcp_10003 TCP 10003
[ Tcp_10005 TCP 10005
[J Tcp_10006 TCP 10006
[ Tcp_10007 TCP 10007

[ Tcp_10008 TCP 10008
[J Ttcp_ 10010 TCP 10010
[ Tcp_10014 TCP 10014
[0 Tcp_10033 TCP 10033
[] Tcp_10080 TCP 10080
[0 Tcp_10081 TCP 10081
[J Tcp.110 TCP 110
[J Tce_2s TCP 25
[ Tcp_3389 TCP 3389

TCP 443 TCP 443
N —

P » APCommunications
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5-a. IREEESR  Port Objects

il Firewall Migration Tool (Version 6.0.1)

Optimize, Review and Validate Configuration ©®

Access Control Objects NAT Interfaces Routes

Network Objects V@i VPN Objects

[ |Selectall 18 entries  Selected: 0/18

Validation State

P P APCommunications

AT DR E N THEE
SNTULD & &R

Q. Search

3000

Source: Palo Alto Networks (8.0+)
Target FTD: CiscoFTD_v7 2.5

1 UDP_500 Will be created in FMC

Port Object

udp:500

a

] 2 UDP_4500 Will be created in FMC Port Object udp:4500

O 8 TCP_10080 Will be created in FMC Port Object 1cp:10080

O 4 TCP_110 Will be created in FMC Port Cbject fcp110

O ] TCP_10033 Will be created in FMC Port Object cp:10033

] 6 TCP_25 Will be created in FMC Port Object fcp:25

dJ 7 TCP_3389 Will be created in FMC Port Object cpi3389

O 8 TCP_10002 Will be created in FMC Port Object tcp:10002
\ O 9 TCP_10003 Will be crealed in FMC Port Object 1Ccp:10003

NG 10 TCP_10005 Will be created in FMC Port Object tcp:10005

perpage 10 180f18 |« « PageoH > |

P P APCommunications

27



R Applications P » APCommunications

POLICIES

Q 117 EDEE | X
( BIES 555
EY] W= FELA SR A FFLA FFUsy—z3>» |H4—EZR URL AFJU FI33 JOozrI
1 | External_Allow_Trusthost BA Trust [@ Kali_TrustHost A Internet any dns #& application-default any @ e @@@[}' 1
[@ Win2012_DNS_Server A Untrust web-browsing
2 External_Allow_TrustHost_VPN A Trust [@ Kali_TrustHost BA Corp-VPN any dns 2® application-default any @ e none
\ [@ Win2012_DNS_Server web-browsing )
3 | External_Allow_UntrustHost B Untrust E 172.20.79.1 B Internet any any ¥ application-default any @ e none
[ Trust
4  External_Allow_UntrustHost_VPN = Untrust [@ 172.20.79.1 A Corp-VPN any any ﬁ application-default any @ ] none
« 3 | VPN-to-Untrust BA Corp-VPN any B3 Untrust any any any any .::',:. 2] none
& | VPN-to-Trust A Corp-VPN any A Trust any any any any @ £ none
7 internal_allow BA Internst any B Trust [@ 10.20.79.1 any any any .::',:. ] none
8  test_address_object any any any [@ test any any any @ o] none
9 | test_address_object_2 any any any @ test? any any any @ e none
10 | All-Allow any any any any any any any Fa] none
11 | untrust-to-dmz_001 P Untrust =2 401140732 PE DMz 2 172157.51/32 any 2% UDP_4500 any @ #Fa @
12 | untrust-to-dmz_002 B& Untrust @ 40.1.1.40/32 BB DMZ @ 172.15.7.51/32 any 2 UDP_500 any @ e f@l
13 untrust-to-dmz_003 B Untrust 2 101.1.10/32 B3 DMZ 2 172.15.7.51/32 any #® UDP_4500 any @ I .

P » APCommunications 28



5-a. IREHESR Applications

P P APCommunications

llC||I5l(|:|D|I Firewall Migration Tool (Version 6.0.1)

Optimize, Review and Validate Configuration ©

Access Control Objects

dooeo

Source: Palo Alto Networks (8.0+)
Target FTD: CiscoFTD_v7.25

AT DR TEN TAEE
SNTWVBC =R

[ ] Selectall 115 entries  Selected: 0/ 115 Q. Search v
OUR D ATIO B D
one g 0 M0 one B D M0 App & [ate ACTIO LbDjects

Q Q Q Q Q Q Q Q Q Q Q Q
[ 1 External_Allow_Trust... Inside_Zone  Kali_TrustHost... = ANY Internet,Out... = ANY ANY DNS, HTTP v E_?. Allow None o
] 2 External_Allow_Trust... Inside_Zone  Kal_TrustHost,... = ANY Corp-VPN ANY ANY DNS, HTTP v B | Alow None
] K3 ETTE Aon | CUsiae. Zone 17220700 T TEEL e AT TIT T Py g None
O 4 External_Allow_Untr...  Outside_Zone  172.20.79.1 ANY Corp-VPN ANY ANY ANY Allow None
[ 5 VPN-to-Untrust_#5 Corp-VPN ANY ANY Outside_Zone = ANY ANY ANY v Allow None
(] 6 VPN-to-Trust_#6 Corp-VPN ANY ANY Inside_Zone = ANY ANY ANY LV 4 Allow None
(] T internal_allow_#7 Internet ANY ANY Inside_Zone = ANY ANY ANY Vv Allow None
(] 8 test_address_object ANY ANY ANY ANY test ANY ANY v Allow None
[ 9 test_address_object... = ANY ANY ANY ANY test2 ANY ANY v Allow None -

perpage 1t0500f 115 |4 4 Pageofa [

Optimize ACL (Beta) Validate

P P APCommunications
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£ NAT Rule P P APCommunications

N6

Q s EOESs |-
| 7o)ty EHEH) v |
EA] | EETY — > |E5E‘}—D FEEA Y F—TT AR | EETF ELZ SESEF LA H— 2 EETES | B B | L 3
_— —— — — = — —— . —— —— —
1 | NAT1 source_nat & Corp-VPN A Untrust any any any any dynamic-ip-and-port 2L 903
A Trust ethernet1/2

172.20.77.254/24

2 | NATZ_destination_nat B Untrust A Untrust any any [@ 172.20.79.100/32 any none destination-translation 330

F LA 10.20.79.1/32

3 n none 12
4 InternetNAT_source_nat B Trust B Internet any any any any dynamic-ip-and-port L 50637
"
ethernet1/3
192.168.79.196/24
5 | InternetNAT _source_nat_Install_GPClient_Untr... g Untrust B Internet any [@1?2_20_?9_1 any any dynamic-ip-and-port L 2286

ethernet1/3

192.168.79.196/24

P » APCommunications 30



5-a. {REEFEER  NAT Rule P P APCommunications

il Firewall Migration Tool (Version 6.0.1) 0000

.. . . . - Source: Palo Alto Networks (8.0+)
Optimize, Review and Validate Configuration © Tasmnt ETD: CiscoF TD V725

Access Control Objects NAT Interfaces Routes Remote Access VPN *z'/f? 7TE @El'b""' b\‘iﬂtmﬁé

o SNTWVWRZ E&MER

D Select all 6 entries Selected: 0/6

Destination Dynamic IP /
Q] Port-Fallback
O MANUAL dynamic Comp-VPN Qutside_Zone any obj_ 00000 ANY ANY interface obj_000020 ANY ANY Mot Applicable
O MANUAL dynamic Inside_Zone Qutside Zone any obj 00000 ANY ANY interface obj 00000 ANY ANY Mot Applicable
O MANUAL static Outside_Zone | Inside_Zone any obj_172.20.79.... ANY ANY obj_0.0.00 0 obj_102079.1_32 | ANY ANY Not Applicable
O MANUAL static Internet Inside_Zone any obj_192.168.7... ANY ANY obj_0.0.00_0 ob_102079.1_32 | ANY ANY Not Applicable
O MANUAL dynamic Inside_Zone Internet any obj_0.0.00_0 ANY ANY interface obj 0.0.0.0 0 ANY ANY Not Applicable
\D MANUAL dynamic Outside_Zone  Internet ob] 17220791 0bj 00000 ANY ANY interface ob] 0.0.0.0 0 ANY ANY Not Applicable )
_

50 w|perpage 1to60of6 |« < Pageoﬂ »

Note: Dynamic |P/Port Fall-back option will create a pool that will perform |IP and Port Translation and will be used if the primary pool
"Translated - Source Address" runs out of IP
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5-a. fREEfEER (fgﬁ(iﬁtb—ﬁﬂ%‘reﬁ,"‘éd)ﬁjt?sﬁﬁ)b P APCommunications

#1717t (PaloAlto) #%175% (FTD) 25
1 Interfece Interfaces YA > — T T — ADHIE
2 Zone Security Zones
3 Static Routing Static Routes
4 Dynamic Routes Dynamic Routes
5 Address Object Network Objects
6 Service Object Port Objects
7 Application ID Applications
8 Security Policy Security Rule “application-default" R (FZEAE
9 NAT Policy NAT Rule
10 | Security Profile(Threat Prevention) | Intrusion Policy 1 U5 HEEEZIRB DRAR
11 | GlobalProtect Remote Access VPN TanngEﬁ?rfﬁgiEggiﬁj

P P APCommunications

O : BITHJHE
O : #170J6E
(BERAB)

X : BATAE]
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SEfESR  Interface P P APCommunications

NETWORK

Ethernet | VLAN | J— /w77 | R>7JL | SD-WAN

Q 9 1
AIHF—TT TR UEs) VLAN / X\—Fv
AHA—TT1R AT EBJOIJ7AI)b RE IP7ELZR REIL—5— &4 I IV — tFavFs Vv—2
& ethernet1/1 Layer3 ping 10.20.79.254/24 default Untagged none Trust
& ethernet1/2 Layer3 ping 172.20.79.254/24 default Untagged none Untrust
& ethernet1/3 Layer3 ping 192.168.79.196/24 default Untagged none Internet
—

Ethernet | VLAN IL—TF)Cw /7 2L SD-WAN Ethernet VLAN J[,—jc) Cw 27 R=alp SD-WAN \\
7 I=AA ERIOJ7 AN |PFFLR Ll me = EBTOI7 0 | IPPELZ B —5—
vlan none none

loopback none none

Ethernet | VLAN | JL—2f)Cw /2 7))L | SD-WAN

Q

AF—Jx 1A EB7O771) |IPFFLA {ERIL—F— tFailzar v— i1 dA bk
tunnel none none none
tunnel.1 none default Corp-VPN @
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5-a. IREEFER

Interface

P P APCommunications

cisco Firewall Migration Tool (Version 6.0.1)

Map FTD Interface ©

PAN Interface Name

ethernet1/1

FTD Interface Name Mapped Nameif

GigabitEthernet0/0 v ethernet1_1

ethernet1/2 GigabitEthernet0/1  ~ ethernet1_2

ethernet1/3 GigabitEthernet0/2 v ethernet1 3

0000

Source: Palo Alto Networks (8.0+)
Target FTD: CiscoFTD v7.2.5

L FInterfaceN& =N TULVRLY

] - VLAN Interface
- Loopback Interface

J\ . Tunnel Interface

1to30f3

10  v|per page |« <« Pageof‘l > »

o o
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5-a. fREEfEER Security Rule P P APCommunications

#ER 2 \

f E-ET) V= FELA V=2 FELA FIUs—23> | 4—EZR URL A5V FIi3 FoIz~AIl ATz o
1 | External_Allow_Trusthost B3 Trust [@ Kali_TrustHost A Internet any dns ¥ application-default any @ @ @@@E& la

# [@ Win2012_DNS_Server A Untrust web-browsing
2 | External_Allow_TrustHost VPN P Trust [@ Kali_TrustHost P Corp-VPN any Eg dns 22 application-default any OET none B 3

[@ Win2012_DNS_Server E web-browsing
3 | Extermal_Allow_UntrustHost PR Untrust [@ 172.20.79.1 A Internet any any #® application-default any @ A none I

B Trust
4 External Allow_UntrustHost VPN B Untrust [@ 172.20.79.1 A Corp-VPN any any 53 gppncamn.defaultj any @ #Fa none B !
5 | VPN-to-Untrust A Corp-VPN any A Untrust any S& = any @ 3] none ]
. & VPN-to-Trust & Corp-VPN any A Trust any any any any @ E| none B ]
7 | internal_allow A Internet any A Trust @ 10.20.79.1 any = s non ]
8  test_address_object any any any [@ test any 47 )= — —= - - _ B ]
#4177t C lapplication-default] %

9 st_address_object_2 g any ‘ " any BH_A oS ]
test_address_object_ any any any =R any {E}Eﬁ LTCL \515 = (J%}fg\b\%\g

10 | All-Allow any any any any any

11 | untrust-to-dmz_001 B Untrust [@ 40.1.1.40/32 BB DMz @ 172.15.7.51/32 any #% UDP_4500 any @ A %J ’

12 | untrust-to-dmz_002 BA Untrust [@ 40.1.1.40/32 B\ DMZ [@ 17215.7.51/32 any 3 UDP_500 any @ A @ B ;
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5-a. IREEFESR  Security Rule

P P APCommunications

clsco

Select Target ©

Firewall Management

FMC IP Address/Hostname/FQDN: 192 168.79.118

Choose FTD

Selected FTD: CiscoFTD_v7.2.5

Select Features

Device Configuration
Interfaces
Routes
Site-to-Site VPN Tunnels (no data)
Policy Based (Unsupported) @

Route Based (VTI)

( Proceed )

dlete Firewall Migration Tool (Version 6.0.1)

f# : [Disabled] Rule& LTHBITEND
B : Service TAny] ELTEITESNS

Shared Configuration

0l p on-de D 0
|:| Migrate policies with Application-default as Enabled @ b box. A

[ NAT Disabled”. Re

Metwork Objects

Port Objects

Remote Access VPN

0000

Source: Palo Alto Networks (8.0+)

imization

Migrate Only Referenced Objects

P P APCommunications
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Application [anyl /Service [application-default]
11l Eirewall Migration Tool (Version 6.0.1) —>BIR— hENTLVRLES. Disabled& U THAT dooceo
Optimize, Review and Validate Configuration © Application [xyzl| /Service [application-default] e e

—Application [xyz] /Service lanyl &UT#H1T ' o

Access Control Objects

[ ] selectall 115 entries  Selected: 0/ 115 Q. Search A

Action Objects

1 External_Allow_Trust...| Inside_Zone = Kali_TrustHost.W... ANY Internet,Out...  ANY ANY HTTP, DNS \/ F_E. Allow None o
2 External_Allow_Trust... Inside_Zone  Kali_TrustHostW... ANY Corp-VPN ANY ANY HTTP, DNS v B Allow None

3 External_Allow_Untr... | Outside_Zone  172.20.79.1 ANY Internet Insi... = ANY ANY ANY Allow None

O
O
O
(] 4 External_Allow_Untr... | Outside_Zone  172.20.79.1 ANY Corp-VPN ANY ANY ANY Allow None
O ) WVPN-to-Untrust_#35 Corp-VPN ANY ANY Qutside_Zone ANY ANY ANY v Allow None
(] 6 VPN-to-Trust_#6 Corp-VPN ANY ANY Inside_Zone = ANY ANY ANY v Allow None
(] 7 internal_allow_#7 Internet ANY ANY Inside_Zone = ANY ANY ANY v Allow None
(] 8 test_address_object...  ANY ANY ANY ANY test ANY ANY v Allow None
(] 9 test_address_object...  ANY ANY ANY ANY test2 ANY ANY v Allow None

perpage Tto1M50f 115 |« 4« Pageoﬂ >

application-default(Z B8 3 5 FAQ

https://lwww.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-pan/pan2threat-defense-with-the-migration-tool/m_migration_tool_fags.html
P P APCommunications 37
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bl Firewall Migration Tool (Version 6.0.1) 60 e el

CIsCo

S . . . . Source: Palo Alto Networks (8.0+)
Optimize, Review and Validate Configuration © Target FTD: CiscoF TD, v7.25

Access Control Objects NAT Interfaces Routes

Policy Assignment [IN=Y ] )

| | Selectall 1 entries  Selected: 0/1 Q_ Search v

Targeted Devices VPN Interface Validation State

O 1 External-Gateway S5L CiscoFTD_v7 .25 ethernet1_2 Will be created in FMC

4

50 ~|perpage 1tolof1 |4 < Page0f1 »
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5-a. RIEFESR RAVPN(Remote Access VPN)

Al - |
cieco Firewall Migration Tool (Version 6.0.1)

Optimize, Review and Validate Configuration ©

Access Control Objects NAT Interfaces Routes

P P APCommunications

So

74— —
Remote Access VPN *71775

( Policy Assignment ‘ IKEV2 LG Ee N3 AnyConnect Packageso ‘ Trustpoints )

Address Pool ‘ Group-Policy )

D Select all 3 entries Selected: 0/3

IP address Hostname/Domain/Entity ID @ AD Primary... @

O 1 migrationTestPr._.  LOCAL_REALM Not Applicable Not Applicable
(] 2 Auth-Profile01 AD(LDAPS) 10.20.79.10
O 3 migrationtestGr... | LOCAL_USER Not Applicable Not Applicable

Not Applicable

tac-test

Not Applicable

ERERDIZE(CHNTE
FEITHRENMVELRRD

dooeo

rce: Palo Alto Netwaorks (8.0+)
Target FTD: CiscoF TD_v7.2.5

Key/Passw... @

Not Applicable

Q_ Search

certificate @

50 ~|perpage T1to30of3 |4 <« PageoH > »]

Validation State

Will be created in FMC
Will be created in FMC

Will be created in FMC

P P APCommunications
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il Firewall Migration Tool (Version 6.0.1) 60 ©0

cisco
Optimize, Review and Validate Configuration ® AnlConnectd)Packages%J@}J\? : ;a;igu_% gelﬂgs (3'(;5)
ERI(CFMCICUploadLTHER [ 7

Access Control Objects NAT Interfaces Routes Remote Access VPN

Connection Profile o
D Select all 1 entries  Selected: 0/ 1 Q_ Search v

( Policy Assignment ‘ IKEV2

RAVPN Feature File Type File Name (Source : FMC) Validation State

O 1 Anyconnect Package Anyconnect Client Image Select File ~ ill be created in FMC

anyconnect-linux64-4.10.08029-webdeploy-k9.pkg
anyconnect-win-4.10.08029-webdeploy-k9 pkg

50 v |perpage 1tolofl [« 4 Pageof1 > »l
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il Firewall Migration Tool (Version 6.0.1) 60 00

CIsCo
Optimize, Review and Validate Configuration © et FrD: et 1
Access Control Objects NAT Interfaces Routes
. AUl Rl CaxAiE
[ ] Selectall 1 entries  Selected: 0/ 1 —\/Aarch v

Certificate Type Trustpoint (Certificate from Source Config)

O 1 SSL Global Identity Certificate GP-External

50 ~|perpage T1tolof1 |« <« Pageoﬂ > >
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5-a. IREEER (RIFR T[T TETRD O IZETE)

#1717t (PaloAlto) #%175% (FTD) 25
1 Interfece Interfaces YA > — T T — ADHIE
2 Zone Security Zones
3 Static Routing Static Routes
4 Dynamic Routes Dynamic Routes
5 Address Object Network Objects
6 Service Object Port Objects
7 Application ID Applications
8 Security Policy Security Rule “application-default" R (FZEAE
9 NAT Policy NAT Rule
10 | Security Profile(Threat Prevention) | Intrusion Policy 1 U5 HEEEZIRB DRAR
11 | GlobalProtect Remote Access VPN TanngEﬁ?rfﬁgiEggiﬁj

P P APCommunications

P P APCommunications

O : BITHJHE
O : #170J6E
(BERAB)

X : BATAE]
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5-a. 1RGSR Dynamic Routes P P APCommunications

* FMTTCI(IFBITISRIT
£ : PaloAltofllO~ 1L —= 3> —)L TdhBExpedition TEREERICBITITRI

{48 —4 — - default @B I
Router Settings [ &t 774k - boES
REF 1w )L—t JL—%&—1D 2222 |
—wimwEPd] BFD_None -
RIP TUFP | EEEOI7AL | IL-LOIOZR— | B
OSPF O | TU7 D 947 e 43H-Ix42
OSPFv3 [J oooo  norma | ethernet1/1
BGP ethernet1/2
NILFFw A
®:em
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5-a. 1RGSR Dynamic Routes P P APCommunications

* FMTTCI(IFBITISRIT
£%E : PaloAltoflld~1 2L —= 3> —)L ThBDExpedition CTEEFRICEBITIISRS

'éll's'élc;' Firewall Migration Tool (Version 6.0.1) do e e
Source: Palo Alto Networks (8.0+

Optimize, Review and Validate Configuration © eI
Target FTD: CiscoFTD_v7.25

Access Control Objects NAT Interfaces Routes

Routes(CDynamic
RouteshBIIENT
LVRWC &= SR

| Selectall 2entries  Selected:0/2

Interface IP Type Network

O 1 ethemet1_3 V4 0.00.00 192.168.79.254
O 2 ethemet1_3 V4 20202020 192.168.79.254
50 v per page 2 Page 1 > »
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5-a. I REERESR  Intrusion Policy

P P APCommunications

BIET 5%
f E-ET) V= FELA V=2 FELA FIUs—23> | 4—EZR URL A5V FIi3 FoIz~AIl LA o
1 | External_Allow_Trusthost B3 Trust [@ Kali_TrustHost A Internet any dns ¥ application-default any @ @ @@@E& 15 Ja
# [@ Win2012_DNS_Server A Untrust web-browsing
2 | External_Allow_TrustHost VPN P Trust [@ Kali_TrustHost P Corp-VPN any Eg dns 22 application-default any OET none 15 3
[@ Win2012_DNS_Server E web-browsing
3 | Extermal_Allow_UntrustHost PR Untrust [@ 172.20.79.1 A Internet any any #® application-default any @ A none 1= I
B Trust
4 External Allow_UntrustHost VPN B Untrust [@ 172.20.79.1 A Corp-VPN any any %% application-default any @ #Fa none B ]
5 | VPN-to-Untrust A Corp-VPN any A Untrust any any any any @ 3] none ]
. & VPN-to-Trust & Corp-VPN any A Trust any any any any @ E| none =] ]
7 | internal_allow A Internet any A Trust @ 10.20.79.1 any any any @ A none ]
8  test_address_object any any any [@ test any any any @ E| none =] ]
9 | test_address_object_2 any any any @ test? any any any @ =7 none ]
10 | All-Allo ny any any any any any £ none
11 | untrust-to-dmz_001 B Untrust 240114032 B DMz 2 17215751/32 any %% UDP_4500 any @ F] 1
12 | untrust-to-dmz_002 B Untrust 2401140732 BB DMZ 2 17215751/32 any %% UDP_500 any @ \& B ]

P » APCommunications
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5-a. REEF{ESR  Intrusion Policy P P APCommunications

'é',';é'c',' Firewall Migration Tool (Version 6.0.1) 60 e @

Optimize, Review and Validate Configuration © Intrusion Policy*>File Policyb“?f'zﬁé'nf
Access Control Objects l/ \tﬂtl/ \ : C‘:.b“ﬁﬁgﬁ_@ 35

[ ]selectal 115 entries  Selected 0/ 115

Application Action Objects
_ m _ _ m _ _ CO _ m‘ CHED | CO -
O 1 External_Allow_Trust... Inside_Zone | Kali_ TrustHostW... ANY Internet,Out... | ANY ANY HTTP, DNS vy Fe Allow None e
(] 2 External_Allow_Trust. .. Inside_Zone = Kali_TrustHost,\W... ANY Corp-VPN ANY ANY HTTP, DNS + Fo Allow None
(] 3 External_Allow_Untr... = Outside_Zone | 172.20.79.1 ANY Intermet,Insi... = ANY ANY ANY Allow None
(] 4 External_Allow_Untr...  Outside_Zone 172.20.79.1 ANY Corp-VPN ANY ANY ANY Allow None
(] 5 VPN-to-Untrust_#5 Corp-VPN ANY ANY Qutside_Zone  ANY ANY ANY vy Allow None
] 5 VPN-to-Trust_#6 Corp-VPN ANY ANY Inside_Zone | ANY ANY ANY + Allow None
(] 7 internal_allow_#7 Internet ANY ANY Inside_Zone = ANY ANY ANY + Allow None
(] 8 test_address_object... = ANY ANY ANY ANY test ANY ANY + Allow None
O 9 test_address_object... = ANY ANY ANY ANY test2 ANY ANY vy Allow None -

perpage 1to 1150f 115 |4 4 Pageoﬂ L]

Optimize ACL(Beta) Validate
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5-a. RIEFESR  Intrusion Policy

P P APCommunications

* FMTTCI(IFBITH SR
* X1 UFAHEECRAL TIEBNRUA —(CK> THBEED N B D IEDIEE(CITONER
£Z : PaloAltollD~NY 1L —= 3> — )L T BExpedition THEERICEITITRIH

et Firewall Migration Tool (V X
cisco J ( Security RuleZ#RI D LT, . IPS Policy
. , , FMT_LCT—1E:&EZE N OJEE
Optimize, Review and Validate Select IPS Policy *
Balanced Security and Connectivity v

Access Control Objects NAT Interfaces Routes Remote Access VPN | SIS =T 4B N B LA
—— | Select Variable Set * ERL-EEJ Hbj-d\iﬁ =
Selectall 115 entries  Selected: 115/115 (VN Default-Set “ %‘
MIGRATION ACTIONS
: Do not migrate
Migrate as disabled
1 External_Allow_Trusthost_#1 Ifsi Y] Internet,O... ANY ANY
RULE ACTIONS -
2 External_Allow_TrustHost_VPN... Igsi Y| Corp-VPN ANY ANY ANY v B, Allow 2
File Policy
3 External_Allow_UntrustHost_#3 Qui Internet,In... ANY ANY v Allow
4 External_Allow_UntrustHost V... dui 1PS Policy Corp-VPN  ANY ANY Blocked X
: No File policy available on the B0 L5 4+ N+ A
5 VPN-to-Untrust_#5 doi Log Outside_Z... ANY ANY e ER)T:Z:EJ Hbfdsiﬁ =
200 ~|perpage 1to1150f115 |4 4 paQule Action \I
Optimize ACL(Beta)
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5-b. FE#B1TEFMTERARFOLLB P P APCommunications

* SOIEEFEIZEY BSecurity Rule (5T1154F) OB ITIFRIZ LLER

® Intrusion Policy(ZWINHEFHEETE EIRDTCEHITHRIL

* BITORR(IFEITITDSecurity PolicyZEAEET D

® Security RulefEmk(Cf¥ S ZFEObjectst>ZonessSEDIERIFRE (EE BEEHST

REIE GUI X CLIEIEXT It GUI XFMTDA( > X b=ILEB
FHIZE(R FTD + FMCO#JHAZEE + FMTOA > X =)L
e A B IR ] 118049 879
=2 Objectst>ZonesZz/Epk 9 dNEHR 7/17E S TIEEMRAESE x

XABS(CEAUTETACEH TARESHRE A
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5-c. Optimize ACL(Beta)lcDUL\T » » APCommunications

* TUE/RSecurity Rulet®Shadow)l— )L % &iE L BIRE TR HRE
®* Optimize ACLZZE1T UTCERE CTothiaRZzxzR~
* [BITEIHIFR] 32N [HENELTEIT] 93N 28D DActionZEITR]EE

| |
Overview: ACL Analysis #ATTRUleD s s
y S RE T s

ACL Optimization®et

d the table below show identified redundant & shadow ACL rules. Click on "Download report” bejeuta-cdcact daialad AL e
‘ to validate and confirm the rules selected for migration.
ZITE I (CHIBRT
Total ACL rules - 115 o __ 1789 (CHIFR
. M Select all 29 entries  Selected:29/29 (e D
» Disabled ACL rules - 1 i
; TP LLILE WMIGRATION ACTIONS (L)
‘ ACL rules considered for optimization - 114 .-- MICEATICNACTIONS b
ACL Nat Netwo Po Application sta Redundant t
« Redundant ACL rules - 29 Do fot migrate s :
Sh d d ACL | T dmz-to-untrus. .. 1?2.15?.5[W]
L] -
adowe rules 2 dmz-to-untrus__. DMZ 1721575 *zﬁi_ btﬂ§b4t§-5
i i ‘ 23N Y
| . Unlque ACL rU|es - ?8 3 dmz-to-untrus_.. DMZ 17215751 ANY Cutside._.  any udp:4500 Al
|
4 dmz-to-untrus...  DMZ 172.15.751... ANY Outside... any udp:4500 AN TS o
Note - Some ACLs may oveﬂay between redundant and shadow rules, 5  dmz-to-untus.. DMZ 172.157.51... ANY Outside... any udp:4500 ANY v dmz-to-untrust_001...
| refer detalled excel reportlng available under ACL optlmizatlon Sectlon 6 dmz-to-untrus... DMZ 172.157.51... ANY Outside... any udp:4500 ANY o dmz-to-untrust_001...
7 dmz-to-untrus...  DMZ 172.15751... ANY Outside... any udp:4500 ANY v dmz-to-untrust_001...
. . . . . 8 dmz-to-untrus... DMZ 172.157.51... ANY OQutside...  any udp:500  ANY i dmz-to-untrust_002...
Click on Yes to proceed ahead with ACL optimization.
9 dmz-to-untrus... DMZ 172.15751.. ANY Outside... any udp:500  ANY v dmz-to-untrust_002.
10 dmz-to-untrus_.. DMZ 172.157.51.. ANY Cutside._.  any udp:500  ANY ~ dmz-to-untrust_002.
(New Interface will provide the ability to Review, Select and Optimize the original ACL rules) 1 dmzdountrus.. DMZ 172.15.7.51... ANY Outside...  any udp:500 | ANY « dmz-to-untrust_002...
] w
4 3
[ perpage 110290729 |« « Page[_1_Jof1 » »
Please click on feedback to provide inputs/suggestions on any aspect of feature relating to ACL Optimization, we'd love to
hear it
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<BL\a>
« VI RDTT7BERICEBEMEND D
o {EZEMl, REFRBINE LU CEIEICZEN RN
o {EZEDR(CRIBER(ICE> TEATABSHNMERFSNTULS
« ABRIECOFERAZZEULEETICIRADTLD
« Pushgi#& CPDFDL /ik— |\7J\':|:'.7]éﬂ5
o  Push#Z2(CFMCTCiHllNEa =]
. W— )I/a“:ﬁﬁﬁ@'%c_ct(c_A:§AE’J\7\€I375<“Zt7J“EJﬁE
o ZEONTENNERIEE(ICHSVT., KR TEEIRNRIADHSD

<KRICBRBD=>
- BEEODEthernetlIFLASADA > —T T4 AMNBITTETIRL)
« BGP/OSPF&EDS A=W IIL—F« 2T BEENBITTERA)
« RAVPNICHULTERI/FEEICFMCOENERENNE

P P APCommunications 51



6-b. Appendix » » APCommunications

FMTO2itRFEETT—4 (2023/6/9KF 1)
Total Download 50,000 N\

Device Migration Success Rate 94%+

Net Promoter Score 60 ’\ Q @\

FMTOF7ZYIOL—RB1O)L

12,3 BIC—ERFH/\—3 > U —XaNnNTud
FMT 7.0.0 2024478

FMT 6.0.1 2024458

FMT 6.0.0 2024428
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VI RO 7EERMEWVLT O o
Y, . e ¢« —EBERTE (FBATARIIG

« BATHIRD L 7R— MERE T ETE o . _

« TFI VT HERFFEBITZEREIC

« 18#dDSecurity Rule/&0bjectsdDiBiTHMEF . o
. . —EPBEBE(IFMCTIBNIERENNE
« 2,3MAARTIYIT—hENTLD

Firewall Migration Tool
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7. 7Y NO—OFX MEEMED OS2 INEEDLEWORK]

FW/UTMOtEF1 US4 RUS —DF X b,
Ty ND—ORBERICEITDITAMEEZBEME T 270450 i

2w ND— 1 L5 L — SRR
4%t 13551t Roursa

—

o0
o200l
o00%e%
oeletede?
9595058 ’
* ¢
Y R
o0
o

m L HEEE

1588 . (RERY bD—DZBEEER

® FW/UTMOD/RU > —BIET X MEEE
® v NJ—UMmiEEFT AN (Ping/Traceroute) BENL
® RV hJ—UamE7TA i (CEN

ERDT X MERK

HRAEN5R10.0.0.1 REEAL0.1.1.1  #REEH5R203.0.113.100

Best of Show Award ,B.E,ﬁu;\

25T Best of Show Award B,::*ST\
[ FAF <> 5HMA ] VJ

[ E%2UF 1M ] ')

S #vrv-sms

Inter * Network

FPA4FVAME/SR—=FENFILE ZPATVAME/SR=FEhFELE

mEsez>2  NEEDLEWORK 22xziiWebt -1 smwx  wmws  mwee

o http://www.ap-com.co.jp/ja/needlework/
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NEEDLEWORKF X MifiEE

ok T Ry ~7—2
192.168.1.100 10.0.0.1
192.168.2.100 10.1.1.1
172.16.1.100 203.0.113.100

s 5 NEEDLEWORK 4

@. 2y bT—i48 .

PC—ETHEWBZTAMERETETEY!
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XKFEFZEARESH

RedhatftdAnsiblex ALz

Ry ND—OBEMEDBAE L —Z2T%
HAENDECEIMEBEEZET—EX

Automation

—‘g Coordinator

F—hX=23>0—FT1%—%—

1, BE{EEAH—EX
= BEMLEADRASY— K7V

)

ZYRT—SICB I BEABLOSERREERARL
EENA LT3 B8 () S5 55 8 UYL 108 22
RedHat
Ansible Automation

BREEBVIVSTFF—LINRREHLET
Platform

2,07xv>3FIY—ER
= IV ERETI YL 20w
BELRBEMEEA Z M ER TXIIE

3, 9347 > I0—0
= BEREEANYE— NI —TTEE Uik
B3R BB EHEEST IR

I>SZ7h 5B THa8E1HEN

IEENRBNICBETDE. Ry NI—TEROBEMMEESEHREB TESH TVZEITDIRETT,
NI —=FEBTEFRL, BET2 27T EOMGHSNEY 1 V)LZ2BE3 L5 (TR L.
N2 —FFIXRDOHIRIZIF TR, BBI 22 ZVDEFAR—23 VA LECEDRNADET,

4, Frv bYR—hk
= Fov MIOY/R— b2, hSDILS
I —F+ 2 OORG R E iRt

| Angible
soreweare pesigntz w3 [P S ggv\pi 5, BEft L —=>4
Ansib e = [EEFIC B LIS T 1Rt

fE*tRI DU F 1S ADIERREZIEPIEE

i

e
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PaloAltoF4owv hH—EX HEbZIEY—EX

KFEAEEEW
ROFPILERY R T— IR DB —EXTOANAT—ICES ITr>75 HE|H—E R
.
foraxa7 IV by b 7—%2 X PA-Series __*_. Coordinator
F—rA—2amz>a—FrFr—F—

ARYLZIBH—E X for Microsoft Azure

€TJ/)USvVOhBDUT M > DSORKZAFTA4IANDIT B >
RA19L—>3>y—EX D5I RAZA1T14ITRBEYERIBH—ER
for Microsoft for Microsoft Azure
A
ADY—/t 55 RIBITZIEY—E R [EshDDX] PIEAE - AL
BRI YILFT1 2O —EXR
VDI/DaasSVUi1—=3>
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