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CYBERSECURITY| NEWS - 4 MIN READ

Cyber Insurance Firm Suffers
Sophisticated Ransomware Cyber Attack;

Data Obtained May Help Hackers Better
Target Firm's Customers

(%) ALICIAHOPE - APRIL 5,2021

News Weather
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£ soore [ i sire | 9 pioie |

One of the largest insurance firms in the U.S. CNA Fin; TECH
“sophisticated cybersecurity attack” on March 21, 202
the company’s employee and customer services for th

shut down “out of an abundance of caution” to preven

attacks
Founded in 1967, the Loews Corp subsidiary is =5
sdxcentral SO-WAN  SON  NFV

CONTAINERS SECURITY  EDGE

among the top 10 cyber ins

leading 15 casualty and proj

3 dead-end job again.

U.S. It employs about 5,800

annual revenue of over $10

News

Health-Care Providers See Surge in
Ransomware Attacks in Europe, U.S.

By Ryan Gallagher | April 3, 2020
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As city computers held hostage, FBI
warns of increase in ransomware

MULTICLOUD  OPEN SOUR

Retailer FatFace pays $2m ransom to Conti cyber
criminals

Retailer EatEace paid out 2 §2m ransom ta restare its data fallowing 3 January 2021 cyher attack hy the Conti

Incident Of The Week: Garmin Pays $10
Million To Ransomware Hackers Who
Rendered Systems Useless

It is believed that Garmin paid the $10 million ransom.

26 Mar 2021 14:00
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Phishing, Ransomware Scams
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[_H Honda Automohile Customer Service
@HondaCustSve

At this time Honda Customer Service and Honda Financial

Services are experiencing technical difficulties and are

unavailable. We are working to resolve the issue as gquickly as

possible. We apologize for the inconvenience and thank you

for your patience and understanding.
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Given the recent attack against|Colonial Pipelinejand many other organizations, ™ &7
. URLIJ ‘/7 W W omms g b EqLiring all employeestoTa eW update that will help the system detect

- ATYDI—F

and prevent the latest strams of ransomware. This update will help harden the employee’s workstation.
Please, update your system|by May 28th, 2021.JIT will follow-up with future actions to take.

You can download the ransomware system update using the link below:

.selectivepatch.com/patch/update.html|?!6c64d7192eaeabcab3070292fe806767e310422¢e#

Thank you for your cooperation.

.CISCO SECURE ( ¢ é 5 affiliates. All rights reserved. Cisco Pub
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Tao: no-reply@jaeson.net
N NEY
- [EEEMEINEER

e NO-re p|y€ *IJ % If you have any further guestions regarding your invoice, please call Customer Service.

Please find attached file containing your order information.

Flease do not reply directly to this automatically generated e-mail message.

Thank you.
Customer Service Departmeant

cisco SECURE ( é X: ates. All rights reserved. Cisco Pub
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2 Microsoft

You have (7) undelivered mail clustered on your cloud due to low email storage

capacity detected. awaiting your action to be delivered to you.

This may also cause the account to be disabled if ignored.

Release messages to inbox

Microsoft Administration Team

(C) 2021 security services
[Notice] : If this email was sent to you in your Junk or Spam folder

please mark it as not spam due to our new security update.
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Secure Email Domain Protection  Cloud Mailbox Secure Securex
Gateway Phishing Defense Awareness
Training
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B® Microsoft

Permissions requested
Review for your organization

This application is not published by Microsoft or
your organization.

This app would like to:

~/ Read mail in all mailboxes

~ Read organization information

~~ Sign in and read user profile

If you accept, this app will get access to the specified resources
for all users in your organization. No one else will be prompted to
review these permissions.

Accepting these permissions means that you allow this app to
use your data as specified in their terms of service and privacy
statement. The publisher has not provided links to their terms
for you to review. You can change these permissions at
https:/myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

o and/or its affiliates. All rights reserved. Cisco Public
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new journal rule

Apply this rule...

*Send journal reports to:

Name:

lCisco Secure Email Cloud Mailbox

*If the message is sent to or received from...

[Apply to all messages] |

*Journal the following messages...

All messages - |

Save | | Cancel

22
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Ef A —)LFEEN (Forged Email Detection)

Business Email Compromise (BEC) xf %
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From: Chuck chuck.robbins@mail.com

Subject: [B2&]
EETEDOHEN

SMTP TYRO—77 KL XA&@E

220 mx.mail.com ESMTP i11si22058766wmh.67 — gsmtp

HELO mail.outside.com 4—@

S telnet mail-smtp-in.l.mail.com 25
Trying 74.125.206.26...

Connected to mail-smtp-in.l.mail.com.

Escape character is 'A]".

250 mx.mail.com at your service

MAIL FROM: adam@outside.com

d/or its affiliates. All rights reserved. Cisco Public

—
2502.1.0 0K i11si22058766wmh.67 - gsmtp

*ﬁﬁf& KEDRXEHICESIRZ
From: adam@outside.com

Subject: {{aDATEEMH D } [FE2]
FEEZEOBFEL

2 ICBEER
tEFsLI MY LR

« Allison Johnson

* Barry Smith

*Chuck Robbins

*Dave Tucker



Learn and model
behavioral relationships

Cisco Secure Email Phishing Defense
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50,000+ New /
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Phishing DefenselZ&k A BREINT=7 O LD XN

Message Details x
ﬂ Compromised Account: joe@ ] A e — = = Al O
mey ‘
Trust Score 1 P r ey
Dire y, B LY
Authenticity Score 10.0 148.163.129.52 - (dispatchl-usl.ppe- ‘/'
Kano
hosted.com) 53 o
\!
Domain Reputation 3.7 ‘\ Zaria
1 o
Kaduna
o
Matched Policies: Su /
Untrusted_Messages MessaPnin 7
Compromised Account )
Parakou
o { ©
/
) ‘
Scoring Analysis { ¢
g Y L lbagan e
Messages originating from a location not typically associated with th| S J‘\\ }
Compromised Account La‘gos Benin City »,j e
* Country of origin: Nigeria o Omésha / C
J
Wari { Cameroon |
Authenticity 10.0 Authenticity is a measure of whether the sending infrastruct Calabay) \\
148.163.129.52 the domain. g Hercoun e / Bertous | |
(dispatchl-usl.ppe-hosted.com) Douala
Email authentication checks: o YM
@ SPF Pass Non-aligned DKIM Pass & DMARC Pass
Show Less Always show more details ¢ Feedback

Qo

asco SECURE
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http://CISCO-PROXY/REDIRECT?



URL Rewrite (Outbreak Filters)
Instant block, do not proceed!
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Advanced Malware Protection (AMP)
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Advanced Malware Protection
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Supported file formats:
o T7—hAT: ZIP
o MS Office: DOC/X, PPT/X, XLS/X

Before PPFA S

Fri Hov 13 19:86:44 20828 Info: File reputation query ipitiating. File Hame = 'malware.zip', HMID = 735, File Size = 68
618 bytes, File Type = application/zip

Fri Hov 13 19:86:44 2828 Info: Response received for file reputation query from Cache. File Hame = 'malware.zip', HID
= 735, Disposition = UNSCAMHABLE, Halware = Hone, Analysis Score = B8, sha25%6 = 779dfed583115733Fd8296bb8593dd8A4Cc5al2b 0
636d67c1cu723F59728ae58a08, upload actiun = Recummended to send the file for analysis

F ig=—Hae—t8—=tg bt lnpnnt g 2 3 ‘malware.zip®. Extraction has failed
- |Archive Erro The file is passwurd prutected

Frai—foe =i rod 2828 —Tnios Tire—attacimenmc-could not be scanned. File Hame = 'malware.zip', MID = ¥35%, SHA256 =779

dfed583115733FfdE296bbB593ddBUc5a42bB636d6 717 23F5972Bae58a08, Unscannable Category = Message Ervor, Unscannable Reason
= Archive Error: The file is password-protected

After PPFA

Fri Hov 13 19:87:42 28208 Info: File reputation query initiating. File Hame = 'malware.zip', HID = 736, File Size = 68
618 bytes, File Type = application/fzip

Fri Hov 13 19:87:42 20820 Info: Response received for file reputation query from Cache| File Hame = "malware.zip', HID
= 736, Disposition = FILE UHKHOWH, HMalware = Hone, Analysis Score = B, sha256 = 770dFes5a5 5733 Tde2obudF7odudicTal2b
B636d67c1ca723F59728ae58a0, upluad action = Recommended to send the file for analysis

Fri Hov 12 19:87:42 2028-inwros DUIIIPI S SEUr AL E T e T Shacro F79dfed5s 831157 33FdB226bbB593dd B 4cSa?2bB636d6TCICHT23

F59728ae58a8 HID = 736, Extracted File: File Hame = "malware.exe', File Type = appllcatlnnfx dosexec', sha256 = 487906

3fdBceBadbh5c5318aBc Y37 T T F T OUDETECOH I TUGFUT UDUEFaa0aoCC Uy uL:pu:lfLuu Y T MR nr:puu e rECElUEd from = Cloud,
Malware = Hone, Analysis Score = B, upload_. actlun = Recummended to| send the Flle Fur an319515

Fri Hov 13 19:17:56 2828 Info:

2fz223a8ccé, File name: malware.exe, Submit Timestamp: 1635323263 Update Timestamp: 16353238?6 015p051t10n' 3 ScurE' I

188, nnalysis Id: '?aa2geeﬂ?aF231?36uFFeah3udﬂe154h', Details: w32.48?9363FDﬂ—1BB.SBN.TG

o i AARBEBIRIE YK —
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- SHA256 (File Hash) for Filtering

- TR 774V DOABRIEHRUIT77M4ILVIE
MICEOTHRIIT7AINZFEIBRIT VS a3V
File Hash ListA < 3> hVEN

- N AENEEDSHA-256D R IT7AIL
(2R LAVT IV ITAINEETEICKET I3y
=9 HEIZFI AR EE

- Ayt—IU T4 )LATHAEEE

New File Hash List Details

File Hash List Name: IkngwnibadisHAZSG

Description:

Working file list of known bad, blocked
HA256 P

File Hash Type: | o

@ sHaz56

O Al of the above

File Hash: | (04091 486R9840daRA2A30CT472 A BASNRAA79CA5120edE426 3311z | Enter the file hashes separated
§40428008dD by a comma or on new lines.
g;ggﬁgamaofswnmmsrwatazuaarw:.casuamas

ic
0db2c5a16787716c55¢025633c13941147220906397984accal46¢
fabfceRis

109¢db5a120¢ 792 dhdf3c0bf1924e2d776752¢
1ce663h24

2{2450463c3369h2be3899: 27915 0B4Babe
36347cd000h 4

Add Condition

Message Body or Attachment

Message Body

URL Category

URL Reputation
Message Size
Message Language
Macro Detection
Attachment Content

Attachment File Info Help

Does the message contain an attachment of a filetype matching a
specific filename or pattern based on its fingerprint (similar to a
UNIX file command) or threat information from the selected
source(s)? Does the declared MIME type of an attachment match,
or does the IronPort Image Analysis engine find a suspect or
inappropriate image? Is the attachment corrupt?

| Attachment File Info

Attachment Protection
Subject Header

Other Header
Envelope Sender
Envelope Recipient
Receiving Listener
Remote IP/Hostname
Reputation Score
Domain Reputation
DKIM Authentication
Forged Email Detection

e e e e

@® Filename
Contains i

I *

O Filename contains term in content dictionary
C File type
—CLMIME tupe

File Hash List

To create a file hash exception list, go to Mail Policies > File Hash
Lists.

Tmage Analysis Verdict
This condition s currently unavailable because the service is not
enabled. See Security Services > IronPort Image Analysis.

) External Threat Feeds
) Attachment is Corrupt
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Orchestration
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tisco  Threat Response  Investigate Snapshots Incidents Intelligence

Paste log entry, IP address, domain, etc

I

Upload Snapshot What can | search for?

Getting Started

Start by configuring integrati dules in Cisco SecureX, which allows Threat Response to

query your existing Cisco investments.

|
\
L)
J
v
(10

AMP for Endpoints Email S y Appl Fi
— -
) 1
SMA (Email) SMA (Web)
Cl . Lo
Stealthwatch Enterprise Threat Grid Umbrella

Web Security Appliance

Don't own these preducts? Sign up for a free trial,

AMP for Endpoints | Email Security Appliance | Firepower | SMA (Email) |
Stealthwatch Enterprise | Threat Grid | Umbrella

My First Investigation

Paste any of I0Cs (IP, d ins, SHAs, etc.) from security blogs, alerts from your
SIEM, log files, and any other d data. Threat R will parse these 10Cs for
you! For a quick start, here are a few Cisco Talos posts - just copy the entire set of IOCs at
the end of each article:

B Pylocky Unlocked: Cisco Talos rel PyLocky decryptor (4

B Fake Cisco Job Posting Targets Korean Candidates [
B DNSpionage Campaign Targets Middle East [

Need Help?

@ Browse the help topics, which include definitions, FAQs. and much more

Understand the Relations Graph with this 3-min video

[E] See real investigations with Threat Response with our HowTo series

L] ? | Robert Sherwin v

Z

@D Auto Omit

Speed up your investigations with SecureX Orchestration

You can add custom response workflows into the pivot menu to seamlessly run actions and
execute workflows on observables found virtually anywhere...for no additional cost! Check
out this new 2 minute video to see this in action and leamn how to get started with
Orchestration today.

SecureX Orchestration



Cloud Mailbox® 7 >

il
cisco

<4 Email

¥ Cloud Mailbox

Administration:

Account Details

Microsoft 365 Tenant ID:

Journal Address:

Home Messages Insights

af732¢93-502¢c-42be-b098-TcBabe3da5ch
ccBb30f4-348e-11ea-af08-8c16454fad32@...

Business ID: 16aad39c-e0c8-4415-a086-d61b01026828
Support 1D: Not
License Type Subscription 1D Seat Count Stan Date End Date
standard 41 Sep 02 2020 Sep 16 2021

SECURE

1) v 4 TSecureXé&!

G%) Preferences

Notification Email

Audit Logs

Google Analytics

SecureX Dashboard

Send Notifications for Retrospective Verdicts

/

Past 30 days

® Enable Go
Having

ogle Analytics
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Information Security Awareness Quiz X

Cisco Secure e

. .
Awareness Training |
Which factors should be considered when granting an employee access to an application? Select all that
apply.
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Phishing Simulation

Recipient Action Summary

o 7—_~/7°l/_ I‘%{ﬁﬁﬁ L-—c%ﬁ(:%’”ﬁﬁ}_)b%{lﬁmﬂ'ﬁg =Reported Phishing Do not Cpen = 0pened only

mYiewed Images B licked Linked u0pened Attatchment

B Completed Form

alf et
cllsclo Lo el 14(7%)

8(4%)
el | a%)
~ @ Content Builder
-cl ! é'&
~ @ Phishing Simulato Ere— 1S 38(19%)
. v @ Content Builder -
Dashboards ~ @ Phishing Simulator e, SO 93(46%)

Phishing Templates [r— Simulations - My Email Template

Quizzes

e Phishing Templates o) 2\ ) @)
imuaton v @ Phishing Simulator & \9; ) \9; {0) o 19(0%)
Si lations
&% Email Center imlstion st Settings  Email Template  LandingPage  Feedback Page  Recipientlist  Schedule Launch
. ~ % Email Center
S Phishing Templates File~ Edit~ Inset~ View~ Format~ Table~ Tools ~
Send — 22(11%)
History Simulations S e (B L Y A~ E X BB -5 R 8| » ©

History
Global Email Templat v &% Email Center Formats ~ | FontFamiy ~ | FontSizes ~
Global Email Template:

v (@) Anaiyica I Send Total Action Performed

Gamification Dashbof Gamification Dashboary et

Insert Tags ~ | Insert Link Into Page ~

Standard Reports Standard Reports Global Email Templates Login
Saved Reports v [ Analytics
~ B Environment Gamification Dashboard > Please login to unlock your account.
Users Standard Reports
Filters Saved Reports
B environment o~

Users

Filters

Setinas

alraln
cisco S EC U RE © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public C d Form : 14




Secure Email Gateway & Awareness TrainingD &

- Awareness TraininglZUE—r U yh— AR 22 —23 T AMIAELE 2D

A—H DY RR) ZEmail GatewaylZig2{it

- Email GatewayTlIEUE—Rr2)yA— RO A—FE R RIZLI=EE AR o —@E A Al fE
- URLOESNE, EZHZ . K770 DO</OKRE., EShiE (PDFE) . BEBL 7ML DT Oy 1L

Cisco Security Awareness

Cisco Security Awareness

Cisco Security Awareness Enabled

Repeat Clickers List Poll Interval 'Z?Z\ 1d

Edit Settings
Repeat Clickers List Settings

List Name Report ID Last Updated Status Update
Repeat Clickers 2020 Thu Nov 12 09:17:32 2020 EST Active Update List

| = Machine: esa4.hc3033-47.iphmx.com An update for the Repeat Clickers list was initiated successfully.

Cisco Security Awareness Updates

File Type Last Update Current Version New Update
Cisco Security Awareness Config Never Updated 1.0 Not Available
Cisco Security Awareness Engine Never Updated 1.0 Not Available

No updates in progress.

Update Now

il
cisco

SECURE

Incoming Mail Policies

@ Any Sender [©nly if all conditions match v|
() Following Senders ) Any Recipient
O Following Senders are Not @ Following Recipients
Email Address:
4
P (e.g. user@example.com, user@, @example.com,

@.example.com)
(e.g. user@example.com, user@, @example.com, @.example.com)

Include Repeat Clickers List

LDAP Group:
(From Cisco Security Awareness)
Query:
Group: Add Group |[ Remove
LDAP Group:
Query: [ Azure AD DS.group ¥
Group: [ Add Group |[ Remove
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Key Takeaway !

v EA=IVIEERAEL TRAUBERIGREEIL—,
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V FGDEA=ILEF L) TAROONDH= KA R,
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v Cisco Secure Email Gateway, Cloud MailboxldCh S &xEFDE
BUCEADTA o ATLoMY ERIE

&5 [ZPhishing Defense. SecureX (¥£{2) . Awareness Training
NO—LLRIGEELT. EA—ILICEDAE TOEEIZEIER
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