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- CAASM (Cyber Asset Attack Surface Management)

°
Figure 1: Hype Cycle for Security Operations, 2021
Breach and Attack Simulation
VPT
DRPS /.
File Analysis
Integrated Risk Management
7 SOAR
g Deception Platforms CAsBs
E SIEM
= Pen Testing as a Service MDR Services Hardware-Based e
u(-)_' Security Vulnerability
o Endpoint Detection / Assessment
ﬁ and Response  ~
-——
AASM > (s §)
- \ CAASM
~
External Attack Surface —
Management .
+ Ti Services
Autonomous Penetration NDR
Testing and Red Teaming OT Security N
Innavation Peak of Inflated Trough of Slope of Plateau of
Trigger Expectations Disillusionment Enlightenment Productivity
TIME
Plateau will be reached: <2wrs. 2-5vrs. @ 5-10wrs *>10wrs. X Obsolete before plateau
https://info.jupiterone.com/resources/gartner-hype-cycle-security-
operations?utm_campaign=CAASM&utm_medium=ppc&utm_source=adwords&utm_term=caasm&hsa_mt=p&hs
N | 1t | " a_net=adwords&hsa_ver=3&hsa_kw=caasm&hsa_acc=9405854578&hsa_grp=126397058805&hsa_tgt=kwd-
cIsco S E C U R E 14107191550908&hsa_src=g&hsa_ad=550251265620&hsa_cam=14874578122&gclid=CiwKCAiA4veMBhAMEiw

AU4XRr5LMqw6M2-WMWFIMr63YhrnXissVg55jbeXSQqFkQ10icQdtqWNOhhoCb5SUQAVD_BWE


https://info.jupiterone.com/resources/gartner-hype-cycle-security-operations?utm_campaign=CAASM&utm_medium=ppc&utm_source=adwords&utm_term=caasm&hsa_mt=p&hsa_net=adwords&hsa_ver=3&hsa_kw=caasm&hsa_acc=9405854578&hsa_grp=126397058805&hsa_tgt=kwd-1410719155090&hsa_src=g&hsa_ad=550251265620&hsa_cam=14874578122&gclid=CjwKCAiA4veMBhAMEiwAU4XRr5LMqw6M2-WMWF9Mr63YhrnXissVg55jbeXSQqFkQ1oicQdtqWN0hhoCb5UQAvD_BwE
https://info.jupiterone.com/resources/gartner-hype-cycle-security-operations?utm_campaign=CAASM&utm_medium=ppc&utm_source=adwords&utm_term=caasm&hsa_mt=p&hsa_net=adwords&hsa_ver=3&hsa_kw=caasm&hsa_acc=9405854578&hsa_grp=126397058805&hsa_tgt=kwd-1410719155090&hsa_src=g&hsa_ad=550251265620&hsa_cam=14874578122&gclid=CjwKCAiA4veMBhAMEiwAU4XRr5LMqw6M2-WMWF9Mr63YhrnXissVg55jbeXSQqFkQ1oicQdtqWN0hhoCb5UQAvD_BwE
https://info.jupiterone.com/resources/gartner-hype-cycle-security-operations?utm_campaign=CAASM&utm_medium=ppc&utm_source=adwords&utm_term=caasm&hsa_mt=p&hsa_net=adwords&hsa_ver=3&hsa_kw=caasm&hsa_acc=9405854578&hsa_grp=126397058805&hsa_tgt=kwd-1410719155090&hsa_src=g&hsa_ad=550251265620&hsa_cam=14874578122&gclid=CjwKCAiA4veMBhAMEiwAU4XRr5LMqw6M2-WMWF9Mr63YhrnXissVg55jbeXSQqFkQ1oicQdtqWN0hhoCb5UQAvD_BwE
https://info.jupiterone.com/resources/gartner-hype-cycle-security-operations?utm_campaign=CAASM&utm_medium=ppc&utm_source=adwords&utm_term=caasm&hsa_mt=p&hsa_net=adwords&hsa_ver=3&hsa_kw=caasm&hsa_acc=9405854578&hsa_grp=126397058805&hsa_tgt=kwd-1410719155090&hsa_src=g&hsa_ad=550251265620&hsa_cam=14874578122&gclid=CjwKCAiA4veMBhAMEiwAU4XRr5LMqw6M2-WMWF9Mr63YhrnXissVg55jbeXSQqFkQ1oicQdtqWN0hhoCb5UQAvD_BwE
https://info.jupiterone.com/resources/gartner-hype-cycle-security-operations?utm_campaign=CAASM&utm_medium=ppc&utm_source=adwords&utm_term=caasm&hsa_mt=p&hsa_net=adwords&hsa_ver=3&hsa_kw=caasm&hsa_acc=9405854578&hsa_grp=126397058805&hsa_tgt=kwd-1410719155090&hsa_src=g&hsa_ad=550251265620&hsa_cam=14874578122&gclid=CjwKCAiA4veMBhAMEiwAU4XRr5LMqw6M2-WMWF9Mr63YhrnXissVg55jbeXSQqFkQ1oicQdtqWN0hhoCb5UQAvD_BwE
https://info.jupiterone.com/resources/gartner-hype-cycle-security-operations?utm_campaign=CAASM&utm_medium=ppc&utm_source=adwords&utm_term=caasm&hsa_mt=p&hsa_net=adwords&hsa_ver=3&hsa_kw=caasm&hsa_acc=9405854578&hsa_grp=126397058805&hsa_tgt=kwd-1410719155090&hsa_src=g&hsa_ad=550251265620&hsa_cam=14874578122&gclid=CjwKCAiA4veMBhAMEiwAU4XRr5LMqw6M2-WMWF9Mr63YhrnXissVg55jbeXSQqFkQ1oicQdtqWN0hhoCb5UQAvD_BwE
https://info.jupiterone.com/resources/gartner-hype-cycle-security-operations?utm_campaign=CAASM&utm_medium=ppc&utm_source=adwords&utm_term=caasm&hsa_mt=p&hsa_net=adwords&hsa_ver=3&hsa_kw=caasm&hsa_acc=9405854578&hsa_grp=126397058805&hsa_tgt=kwd-1410719155090&hsa_src=g&hsa_ad=550251265620&hsa_cam=14874578122&gclid=CjwKCAiA4veMBhAMEiwAU4XRr5LMqw6M2-WMWF9Mr63YhrnXissVg55jbeXSQqFkQ1oicQdtqWN0hhoCb5UQAvD_BwE

Secure Cloud Insights with JupiterOne %
AT SA TV APIRIER(CFEAEOBRIRENRA > b

= Q_pL
----- Ol o O- 0
== g o e
2TOT7YE 7ty NET O IIRDERTE
(e R {1} REIEIE
aws AAzure
\-/‘7
2 =
Google Cloud - _‘

N\

Public Cloud Diverse Entity Types
.ICIIISIéIOII SECURE © 2022 Cisco anc its affiliates. All rights reservec

4-r:=
-—

--------------------- O A
SRR SRS

BTV

e

w__

Network

"
Endpoint

Access

Scanners Repos



Secure Cloud Insights \ 1L 7 —FFJF+

SaaSE! DR

N 2.7ty MORIBERYESY @
/—)

\ EBEOT—HI—-RICEH BTy

il
g

N

. ?4f{7“_“ 5 NI 74T DR BEOT
s ATAI)T— v hOAEREREFRENYES ) = 2\
. 3.75—bMELARIR
D)LY,

API®T =92 N)— L&/ TLTRA

T1I(CHRE

R | Q L | T5-tEnBE. Foy

HREER R T SA 72 RAF 1Y)
UL—23>7 57084

S INBITUESE
SR BT —R—U>Y

‘ases’ SECURE



Secure Cloud Insights
559 REF T RAFPEIR(CSPM) + HA/\— 7y N7 Hyo8 —JIREHE (CAASM)

TFIVFARAFYD
e =CIE: Y |

« APIEIEICLDIZDUR DY
1\=T7y Mz BEIRE.
g i e

« J5UREDREIRRERET
7—NBAlL 227407 -
HADA R EE 7z O]k

t¥1VF74EIYTSATIAD

FryvJ BB ICIBE

« WAIRAXEIRERTSTSAT>

AR>S — R Uk BTAI 72
BB, TryJ0ORIR(L

« 5500FRICERNIZITY

ENRS L) TVCLDAWRET>
TIATAREDFER

.ICIIISIéIOII SECURE © 2022 Cisc d its af t Il rights r (

FAYIY—-JIAEH

« J39R EOYAN\=-TyE

DF8 B8 Bz B B AT (CIBARL
UL —23> 3wy TRk

« 7YY —-JIR%IEEL,

F1)F1FryIPURY, FE
s ARNERDEZHFTE



A

Secure
Cloud Insights

il
cisco

TR

. KT HH5 ROTFAR— NIFIR, A4S TR BEDERDA > TFERA T4
JATVYRISTIRDBIIRE et i Aot agrvit e

U —>3> 39y IvE > I T1REOBEGEBEMICTYES L. aI8iiL

b WINESUSIV WERA= /\/S. Azure. GCPIEEDTFIUF(ERFr—REABL. 1TS54 7> ZHEHL
IB(CSPM) DIZHDIET VA% EFEH

e T b o S Dy =S ey N HENUHABENIZ20A LD TFA T ARIUA— REF TR hAILRS

.U./r} (‘_jj‘/ \“j_\/x H%E?}gl'litb}\|/“JVOJZFVWDOO)H?%EO)JXE‘R;@%ETE@_%LCT"j’f}\—73}\j_/xid_f

FOELTEE ;ﬁ%ﬁ(ﬁﬂﬁ%’i%‘%%tﬁ)\ s EEHZICEL. AEOSCIN B ZE

Attack Surface FRTOISTATAEISTFAMEUT, BRI RE ZEMRIE TIEIE I3
M ana g eme nt T. NEPB LUNER RN T 7 AYIH—J 1 ADIEIEN O] §E




oo gemes FERIATSATIAZAIA —
o REYR-b

D7 RFIVTARATFrEIR ¥ 4 BEIRT TS5 7Y ALK~
(CSPM)

,‘ N2 LTS T54 T ALK~ NOVER:

‘oses’ SECURE



(% Compliance

Compliance Overview

A @
TATUS

BENCHMARKS

AAAAAAAAAAAAAAAAAAA

SSSSSS

18%
O Total com pliance on Selected Standards
Foundations v1.3.0

EVIDENCE COLLECTION @

PCIDSS

SOC2, CIS Framework, PCI DSS BEXER
AT SA47 O AVKR— Y R—b

‘asco SECURE

EERIST AT AR —Re -k

H—EECTETOI T T7AVR—Ne )\ —

BEDRIFI—ITECAT—HR
ARIITDATI (LD, >T5
A7 > ARz B RE(ChERR

AT AT VAR EACIET B
HOFYT B0, A TFAT X
ZEEBAIDITHDIET > AUNEE




BRI T4 7> AL R— b

T—HY=ANBINELT 5D
N=U>JbREZHRAI<A X EE
BT —ATITIAT O RIR
e EBHEMN

AT FATIARIS = ENE0
HHLE R B BRI

dladn
cisco

aws  AWS
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CREATE CONFIGURATION

CONFIGURATION SETTINGS

Account Name
The account name or alias that uniquely identifies this integration

configuration.

Description

A description of the configuration.

Polling Interval

The interval at which this integration will run.

DISABLED

THIRTY_MINUTES

ONE_HOUR

FOUR_HOURS

EIGHT_HOURS

TWELVE_HOURS

ONE_DAY

ONE_WEEK
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is public access enabled

Is public access enabled for any 53 Bucket?

Is public write access enabled for any 53 Bucket?

Is public access enabled on any Azure Blob Container?
Is public read access enabled for any 53 Bucket?

Is public access block configured for non-public 53 Buckets?
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Add Compliance Framework Specification

Edit question

Display Name

The name or alias of this configuration

Query results are

bad Bad

Specification

Paste your compliance framework file below in JSON or CSV format. See community examples at:

I hub.com/JupiterOne/security-policy-templates/tree/main/templates/standards

CSV data containing the following keywords in the column headers will be auto converted into JSON:

‘section’ (or ‘domain’) 'id, title' (optional), requirement! (or 'summary') Query

2 find azure_role_definition with roleType='CustomRole' and actions
assignableScopes!~=('/resourceGroup/' and '/providers/')

Compliance

Standard
Youhaveused ( 5 ) outof | unlimited ) Compliance Modules included in your subscription.

CIS Azure Foundations

You must have obtained the necessary license and permission to use the framework for your organization. Licensing is not provided by JupiterOne. I'LL SELECT FROM THE PRESETS CREATE

LV T 54 ‘7\/17\67‘/57— ROVEROBE s
ﬁ@bl@?»{z‘ D\\ﬂﬁg CIS Azure Foundations v1.3.
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CLASS v .
. 3561 —
DataStore
7 TYPE ~ aws_db_cluster_snapshot aws_db_instance = aws_dynamodb_table aws_ebs_snapshot 8 aws_ebs_volume
. O

DISPLAY NAME CLASS TYPE ACCOUNTNAME Goog I e Sto ra g e
3 |

j1-gcintegration-dev-v3-super-secret-stuff Datastore google_storage_bucket  jl-gc-inte
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*Convenience Role Binding for Bucket
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ALLOWS gep-uniform-bucket
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Role Binding for Bucket
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DataStore = (1) Problems

Properties Tags Metadata Raw Data

Problem(s) ®

gcp-uniform-bucket

[«; Finds Cloud Storage buckets without uniform
24 bucket-level access (it's recommended to use
uniform access to simplify granting access).
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||\ Internet facing IS3

it ENTER to search or select a question from below

Are there public facing instances that are allowed to access non-public 53 buckets?

‘What |AM roles and policies can external facing instances use?

550 OJIVD 1 DELTRHINSERBH

alraln
cisco SECU RE © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



UL —23>23wIRWIC LB T AVIH —JT AU A DFREE

S A~ Ry NCEBENTLESTHD. HOIE/R S3
Search for Anything TN ICATETCUEIA DRIV RSN ?

Internet facing IS3

Hit ENTER to search or select a question from below : 3F./LA\E:ﬁ 53 ZI\I/_\

Are there public facing instances that are allowed to access non-public 53 buckets?

‘What |AM roles and policies can external facing instances use?

@ @ jewelery-mexico-schemas-
»f SIAIIR pe strategist-tuna-service-sg

aws_security group

PROTECTS 3 Firewall = (3 Problems
- AW ; ;
jewelery-mexico-schemas-strategist-tuna-segvice-sg Properties Tags Mattita PawData

Problem(s) ® A
i-0613d3de2dbbce070
ec2-restricted-ssh

i @ dram-coherent-pants-orchestrate-service-%tdl 1py%jo-0022e2a0=8
2 [df Incoming SSH traffic for the security groups
- is accessible.

Internei &
\ description Sp y G u p |-I—J ‘,j.

Ent-pants-orchestrate-service-9tdl1py%jo-0022e2a0e8e84d4-policy Harum praesentium ea eum volu ‘
hEFRIEn

UL -3y TIRyT LD, J5IR EOR IS¢ Zeik5
FOAERIBIMRAIRARL . BEIRTELIRISARE Cuis -

7fce jewelery-mexico-schemas-strategist-tuna-serv
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QUESTION  AWS Cross-Account Assume Role Trusts Diagram*
QUERY Find aws_account that has aws_iam that has aws_iam_role as

o

aws_iam_role X 2

o

aws_iam_role X 12 o
DeveloperExternal

o

DeveloperIntegrationsExternal
v/ ALL DATA LOADED

TR IE®O

a that (trusts|assigned) (Account

aws_account X 2

JupiterOne Vendor Account

jupiterone-dev

|AccessRole|User |UserGroup) as b where a.tag.AccountName!

Security
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EMREEZROIORTHY
>RRSABR, vpcETU
vpcI> RiA > MRS —,
IAMARUS —, O—RINZ>
Y—DERE. INTH
BEIICRREINS

IR Z#8 Xzl Blast
Radius(R2ZEH) 1725
RU. BENIZITROTH
> NERB X TURIE T DU
NEFR



75— hRR(BAREDFR RN EIEE

—,. CIsco

.g) SECURE cLoup insiGHTS w

Q Alerts MAI

TYPE SEVERITY 1 ALERT TITLE / MESSAGE COUNT FIRST ALERTED ON  LAST ALERTED ON

Alert CRITICAL root-account-mfa-enabled 1 11121 640AM  11/26/21 640AM DI
& AWS account root user does not have MFA enabled. A1l - / B DIg

53-bucket-public-acp-prohibited

53 buckets should not allow public read/write access to the bucket ACL policy. 2 119721 3:25PM /2521 325PM 1

Alert CRITICAL

ec2-restricted-ssh e . . . o1
Alert Incoming SSH traffic for the security groups is accessible. 80 10/15/21 12:54PM 11/26/21 12:53PM T

aws-unvalidated-external-trusts
Identifies assume role trust relationships from integrated account to external |AM role or
Alert user or account that is not integrated (i.e. unknown to JupiterOne). Ensure all valid accounts 9 11/5/21  11:21AM 11/26/21 11:21 AM DIY

are integrated to reduce noise. You can also manually edit known/trusted external accounts

and set the "validated' property to 'true’
REDAMELI T AT AERBRERT
5— DAY IR— FISEREER TS, 85k
G IARET S5 — M R7x ] BE
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0 = SEND EMAIL () e CREATE _SERVICE NOW_INCIDENT }:-—'E E Z’@:’#%IHE

oo | REHSIIELT, T M-I,
SNSYyt—3, ?’I\ED’]“*}X?
[ 4 SEND_SLACK MESSAGE R AB t /\ ]:‘Eb\__l' BE

« Mall

« SNS

«  Webhook

Rl seesaok « Service Now
[] & SEND_SQS_MESSAGE o JIRA

hat-all i
8
Alert CRITICAL Check whether a storage account is deployed with a private endpoint to a VNet, and that internet access is 13 06/8/21 1:27 AM 10/25/21 1:28 AM @ CD SSSSSSS

blocked with a firewall
16
[J & CREATE_JIRA_TICKET 8

0
09/23/2021 10/01/2021 10/09/2021 10/17/2021 10/25/2021
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Vulnerability
Agents
Bugcrowd
Detectify
GitLeaks
HackerOne
NowSecure
Qualys
Rapid7

Snyk
Tenable
Threat Stack
Veracode
Vuls.io
WhiteHat
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Endpoints

Carbon Black
Cisco AMP
Crowdstrike
Duo

Jamf
SentinelOne
Trend Micro
AirWatch
Wazuh

BERT v RNIA— L

202111 AK=

Clouds Network People & Access
Amazon AWS Cisco Meraki Google G Suite
Microsoft Azure DigiCert JumpCloud
Google Cloud Nmap Microsoft Azure AD
Whois Okta
Shodan Onelogin
Workflows Custom Others
Jira GraphQL + REST API Github
PagerDuty NodelS SDK KnowBe4
Slack BambooHR
ServiceNow GoDaddy
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With SecureX:
- SecureX Sign OnZz{ERUEREEEERR
- SecureX Integration®>1—J)L¢EntitlementhE%h
- d-Y—(FSecureXF I =FIFATE. 20224 (C(FSecureX1>>

TN XR=Sv—EUR> D&% 2022F(CFTE
With Secure Cloud Insights:
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Integration e

N — _ N [ B ] I m\mnmm--ww i
—IFFAMEB(ICLD., INIEMERB R OEREZITE "o ° Eul

et 4811 172318007201

3 displayName

. e
&) Secure Cloud Analytics  Monitor ~  Investigate +  Report ~  Settings Qv APa @, L. ‘ A5 SECURE

»

@ Potential Data Exfiltration at-047312aa15¢099bde

Secure Cloud

Description Device downloaded data from an internal device that it doesn't communicate with regularly. Shortly after that, the device uploaded a nat-047312aa15e09¢bde »*
similar amount of data to an extemal device. This alert uses the Potential Data Forwarding observation and may indicate that sensitive

.
An al t| cS s s comromised [(roreastons ~ ] [Jovce sommon ©
, A —=
MITRE Tactics

nat-047312aa156099de M

o 5e099bde

© Observations 110.200.120.49

MITRE Techniques.

Alert Type Priority go to alert priorities page @

© Session Traffic i””gg""e
{ [ AbuselPDB la[:iev—srv—public—
[ cisco Umbrelia
Alert Rule Details T3 Google Search
Status @ Open | O o iclicen
J 1 QL A P I D 3468 ‘ E‘ Cloud Insights Device Graph ; i.ees
JlQL API Req UeSt Updated 2020-09-29 18:51:55 EDT D516983210)

RESpOnSE With Created 2020-09-29 18:51:55 EDT

IPs at the time of alert

for IP/ hostname
metadata

d ata Hostname at the time of alert: nat-047312aa15e099bde AMAZON WEB SERVICES GENERATED DATA
Cloud Provider Amazon Web Services

Assignee -
Resource Types AWS::EC2::NatGateway

AWS Account obsrvbl-dev (210516983210)

Tags ( Rl -3 VPC vpc-04456ab739938ee3f

Region us-east-2

Region us-east-2

Post an Incident Post to SecureX Incident Manager | @
Close Alert X Close Alert USER GENERATED TAGS IN AWS

Name dev-srv-nat-b
Infra dev-srv

Secure Cloud
Insights

ECURE CLOUD INSIGHTS GENERATED DATA

Mac Address: 02:6b:e2:dd:50:4c

Interface Typ
Create Time 2021-08-18
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- CAASM (Cyber Asset Attack Surface Management)

-CSPM HEBE(CHIZ . FBFEN'ERD TaaS D7y MEHRZ —thICEEU TR )%
iR 279v79-JIXEIEHEE (CAASM) 893

- CSPM & CAASM TOHHEREVYVIRR

-*%ESZODF':ﬁ RRCITRGZESH R F THRCILIETES
Y TR EHEF UL FAE AR B IR ICIE TS 3 EHER Z &/ IMETED
ﬁkl‘:l:'.jﬂfl:yﬁlb‘%b\iﬁ/\ﬁﬁﬁ-‘@’i YZIHEIETED

IYTRREELICIADDPT NI —F IIANUIYATAZRT RNF—S

alraln
cisco SECU RE © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



el .' , tugboat logic

COmpetItlve OverV|eW Sgéffre AXONIUS * Vanta %y paloalto RAPID¥)

Cisco Secure Tugboat Prisma Divvy
Jse Gases and Functionalities Cloud Insights Logic & Vanta
Cyber Asset Visibility & Governance J J J
(cloud, non-cloud asset inventory)

Cloud Native Security
(Configuration, policy-as-code violations)

Governance, Risk, & Compliance
(security audits, evidence collection, etc)

Security Operations
(threat modeling, IR)

Vulnerability Management

Configuration Monitoring & Alerting
(IAM, IAG, infrastructure and endpoint monitoring)

v

Relationship graphs visibility
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