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o Vendor/Project  Product “  ShortDescription Action Notes
Name o Date
Catalog
40444 1 r Remote t : Accellion FTA8_12_370 and earlier i
40us4 . : S s Accellion FTAOS. [‘(‘“ :n o:- = "d LT Apply updates
CVE-2021-27108 ecellion FTA Commandinjection 20211103 rrecved by OS command axecution via a per vendor 2021-11-17
crafted POST request to various admin
Vulnerability instructions.
endpoints.
Accellion FTAOS Accellion FTAS_12_411 and earlier is Apply updates
CVE021:21102  Accellion 1A Command Injection ~ 2021-11-03  affected by OS command executionviaa  pervendor 20211117
Vulnerability local web sarvice call. instructions.
Accallion FTAS 12 370 and sariieris
Accellion FTASQL et b Sl Tdaction v fedHost AP0 updates
F202127101  Accellion FTA Injection 211103 CMecedbysQlinjectionviaacrafiedHost o pnger 2021107
Vulnerabilit headerina request to instruetions
J document_roat htmi,
) Accellion FTAS_12_411 and earlier ks Apply updates
- Accellion FTASSRF
VE02127103  Accallion 1A o 021-11-03  affected by SSRF wiaa crafted POST request  pervendor 20211117
s to wmProgressstat html, instructions.

Acrobat Reader DC versicns versions
2020.013.20074 [and earlier),
2020.001.30016 [and earlier} and

Adoba robatand 2017.011.30188 fand earlier} are affected
e Aastar Beapbacad by a heap-based buffer overflow Apply updates
robatan eader Heap-bas :
Adobe 2021-11:03  vulnerability. An unauthenticated attacker r vendor 20211117
Reader uffer Overfiow J mrabilty ticat pervey

could leverage this vulnerability to achieve  instructions
arbitrary code execution in the context of

the current user. Exploitation of this issue

requires user interaction in that a victim

must open a malicious file.

Vulnesabllity

020-1313 ) Or Service improper perations 4 Acrobat Reader DC versions versions
2021.001.20150 [and ea
2020.001.30020 [and ea
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R— Adebe Acrobat and by a Use After Free vulnesability. An Apply updates
CVE202128550  Adobe foader Reader Use-After- 20211103 unauthenticated attacker could leverage  per vendor 20211117
Free Vulnerability this vulnerability to achieve arbitrary code  instructions.
execution in the context of the current user.
Exploitation of this issue requires user
interaction In that a victim must open a
malicious fle.
Adobe ColdFusion Update 5 and earlier
Adabe ColdFusion versions, ColdFusion 11 Update 13 and
] Evam " Apply updates
Deserialization of earlier versions have an exploitable
E20184939  Adobe ColdFusion 20211103 S pervendor 20220503
Untrusted Data Deserialization of Untrusted Data e
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