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Top 10 Exploitable Vulnerabilities =

Talos Blog Cisco / Kenna Top 10 Exploitable
Vulnerability

Vulne il Ide Du
o Vendor/Project  Product e et Diesaplcx! Action — Notes
Name © Date
Catalog
40444 1 r Remote t ’ Accellion FTA8_12_370 and earlier i
40444 v . > C s Accellion FTAOS [‘(‘“ :n o:- 3 Du oo Apply updates
CVE-2021-27104  Accellion FTA Commandinjection 20211103 rrecved by OS command axecution via a pervendor 20211117
craited POST request ta various admin
Vulnerabllity instructions.
endpolnts.
Accellion FTAOS ccellion FTAS_12_ 411 and earleris Apply updates
VE22127102  Accellion FTA Command injsction ~ 2021-11-03  affected by OS command executionviaa  pervendor  2021-11-17
Velnerabilty local web sarvice call. instructions.

Accellion FTAS_12_370 and earlieris

Accellion FTASQL fected by SQL injection vin a crafted Host PPV UPates

E20n-21101  Accellion FIA Injection 021113 Do by SQLInfecton via A crated ot e vendor 20211117
header in a request to

Vulnerabil instruction
erabllty document_root html. sroctions
) Accellion FTAS_12_411 and earler s Apply updates
i Accellion FTASSRF
oE222m03 Accellion FTA e 20211103 affected by SSRF via acraied POST request  pervendor 20211117
s to wmProgressstat html, instructions.

Acrobat Reader DC versicns versions
2020.013.20074 [and earlier),
2020.001.30016 [and earlier} and

Adoba robatand 2017.011.30188 (and earlier) are affected
o — e by a heap-based buffer overflow Apply updates
Adobe robatan sl 20211103 vulnerability. An unauthenticated attacker  per vendor 20211117
Reader Buffer Overflow

could leverage this vulnerability to achieve  instructions
arbitrary code execution in the context of

the current user. Exploitation of this issue

requires user interaction in that a victim

must open a malicious file.

Vulnesabllity

CVE-2020-1313 ) Service rly ha perations, a ; Acrobat Reader DC versions versions
2021.001.20150 [and ea
2020.001.30020 [and ea
2017.011.30194 (and earlier) are affected

R— Adebe Acrobat and by a Use After Free vulnesability. An Apply updates
E202128550  Adobe foader Reader Use-After- 20211103 unauthenticated attacker could leverage  per vendor 20211117
Free Vulnerability this vulnerability to achieve arbitrary code  instructions.
execution in the context of the current user.
Exploitation of this issue requires user
0-0646 interaction In that a victim must open a
malicious fle.
Adobe ColdFusion Update 5 and earlier
Adabe ColdFusion versions, ColdFusion 11 Update 13 and
] Evam y Apply updates
Deserialization of earlier versions have an exploitable
E-2018-4939 Adobe ColdFusion 20211103 S pervendor 20220503
Untrusted Data Deserialization of Untrusted Data e

httbs'://qbloqs.cisco.com/ip/2022/03/securitv—u kraine-update/ https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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AsyncOS 14.0 for Cisco Secure Email Cloud Gateway 1—HHAK

https://www.cisco.com/c/ja_jp/td/docs/security/ces/user_guide/esa_user_guide_14-0/b_ESA_Admin_Guide ces_14-0/b_ESA_Admin_Guide_12 1 chapter_01000.html#task_1256.
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https://www.cisco.com/c/ja_jp/td/docs/security/ces/user_guide/esa_user_guide_14-0/b_ESA_Admin_Guide_ces_14-0/b_ESA_Admin_Guide_12_1_chapter_01000.html#task_1256526
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Cloud Mailbox Defense (CMD) Cloud Email Security (CES)
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Data Loss Prevention (DLP for Outbound)
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3d Party;## (External Threat Feed, SIEM. SSO etc.)

KKK
LA QK KKK

SecureXEH#E

O KL

X CDM® F L — Bl BR (3 Be 1L 4



CMD A —JL7

Malicious
These messages have been convicted of containing, serving, o
supporting the delivery of propagation on malicious software.
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Last 30 days

8.2K

1 year projection

Spam

These messages have been identified as unsolicited marketing mal
‘or other potentially unwanted content.
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Last 30 days
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1 year projection
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Phishing

These messages have been comvicted of fraudulently copying. or
U mimicking legitmate senvices in an attempt 1o acquire sensitive
credit card numbers,

such as

and more.
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These messages have been identified as mar
other bulk content.
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Traffic Volumes By Conviction & Incoming & Intermal & Mixed % Outgoing
The graphs below il the of over the previous 30 days.
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Cisco Umbrella
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2 Secure Access Service Edge
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Malware
C2 Callbacks
Phishing
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Network Detection and Response (NDR)
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Cisco Secure Network Analytics (SNA, [HStealthwatch) #1%
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https://www.cisco.com/c/ja_jp/products/security/duo/index.html
https://engage2demand.cisco.com/LP=24824
https://www.cisco.com/c/ja_jp/products/security/umbrella/index.html
https://engage2demand.cisco.com/LP=26357
https://www.cisco.com/c/ja_jp/products/security/email-security/index.html?ccid=cc000156&dtid=odicdc000509&oid=otrsc020039
https://www.cisco.com/c/ja_jp/products/security/email-security/free-trial.html
https://www.cisco.com/c/ja_jp/products/security/stealthwatch/index.html
https://engage2demand.cisco.com/LP=26246
https://engage2demand.cisco.com/LP=617
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