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Operating Systems by Platform

macos ) Create macOS Policy windows 0 Create Windows Policy Android, ios 9 Create Android, iOS Policy Trusted EndpDints 58)

® End-of-Life 0 (0%) ® End-of-Life 0(0%) @® End-of-Life 0(0%) ® Trusted 0(0%)

@ Qut-of-Date 0(0%) ® Supported by Microsoft 1(100%) ® Out-of-Date 7(14.3%) @ Not-Trusted T(12.1%)

® Up-to-Date 6 (100%) ® Up-to-Date 42 (85.7%) Unknown 51 (87.9%)
Includes major Windows versions, not patch levels. Access devices + 2FA devices using Duo Mobile
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Device Health as Trust (DHAT)
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Device Health as Trust (DHAT) &
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v Jamf Pro Integration

1. Create a Jamf APl user

2. Click " + New"

into the form below.

5. Set the "Privilege Set" to "Auditor"

\&- Save the new user

3. Create either a Standard Account or add an LDAP Account

f1. In the Jamf Console Navigate to System Settings > Jamf Pro User Accounts & Groups A

4. In the "Account" tab, enter a username and password. Copy the username and password

S

2. Provide account credentials

v Active Directory Integration

Dashboard » Trusted Endpoints Configuration » Active Directory with Device Health

Active Directory with Device Health ... i remove integration
E2 Windows

n This integration is currently disabled. You can test it with a group of users before af

DCTDomain SIDER#F

1. Login to the domain controller to which endpoints are joined

2. Open PowerShell

™~

APIA—HERL A &

Jamflz & %

f3. Execute the following command, then retrieve the domain Security Identifier (SID) from your clipboard

After running the command, the domain SID will be copied to your clipboard. The SID is used to know if your user's computer is joined to the domain controller.

1. Enter the username and password from step 1 into the form below

2. Enter the api details

(Get-ADDomain | Format-Table -Property DomainSID -HideTableHeaders | Out-String).Trim() | clip Copy

\
f .
4. Paste the domain SID

4
Jamf Pro account username

N\

Enter the Jamf Pro account username.

—

Jamf Pro account password

JamflZ7 7€ R | } <— | pomai 2
: omain SID
a— 6 AP' l __'f 0) Ex. §-1-5-21-XX000000- X000 -XXX00000C I % —E fi

1H¥R % & 8%

Save

Enter the Jamf Pro account password.

eg: example.jamfcloud.com

Gnler the domain of your Jamf Pro instance.
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Timestamp
Wsm

Result User Application

4:09:21 PM ' Granted duodemo Meraki - Single Sign-On

OCT 30, 2020 User approved

Access Davice

4:07:53 PM X penied
OCT 30, 2020

duodemo  Meraki - Single Sign-On

Endpoint is not trusted

Second Factor

Splunk ConnectormMAPIZ{# 5
TEHEH, aTRE

¥ Mac OS X 10.15.7 (19H2)

HIMURAKA-M-DOHG
86.0.4240.111
Not installed
Not installed

Hostname
Chrome
Flash
Java

¥ WebAuthn & U2F

Touch ID (WebAuthn)
WARSX8Q2CGEMOWS002WX
I

Device Health Application
Installed

Firewall On

Encryption On ~

Password Set

Security Agents  Running: Cisco AMP for
Endpoints

Yokohama, 14

Trusted Endpoint

has a valid Duo certificate

~ Windows 10.0.17134.1726

HIMURAKA-AS670
86.0.4240.75
Not installed
Not installed

Hostname
Chrome
Flash
Java

Device Health Application
Installed

Firewall On

Encryption Off

Password Set

Security Agents  Running: Cisco AMP for
Endpoints

Yokohama, 14
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Mismatched User Certificate
Endpoint is not trusted because the certificate is associated
with another user.
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14:06:06 duodemo

202142R178

X Denied

Endpoint is not heaithy

Single Sign-On

AMP Console - Generic Service Provider -

v Windows X 10.0.19041.630
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