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SRv6 455 2. B FHdeployment session @ Interop Conference

Interop Tokyo 2022

SRv6 -Application and Benefits
from Mobile Network Operator’s Perspective

Praveen Kumar
Department Manager, IPTX Strategy, Architecture & Engineering Department
Rakuten Mobile, Inc.
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- SRv6 MIUP & ICN -

SRv6 MUP (Mobile User Plane)

* Transform 5G user plane architecture from telco’s legacy circuit-switching
to the latest IP routing. (i.e., SRv6)

Data
Network
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Network
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Multi Cloud Networking & NaaS
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SRv6 - IZZE{L B[R]

« RFC 8402 * — Proposed Standard
- SR-MPLS with MPLS dataplane and Label SID’s
- SRv6 with SRH and SRv6 SID’s

RFC 8754 — Proposed Standard
- SRv6 DataPlane: SRH and SRv6 SID

RFC 8986 — Proposed Standard
- Network Programming (END, END.X, END.DX/DT, H.Encaps)

RFC 9252 - Proposed Standard
- BGP Overlay Service Based on SRv6

RFC 9259 - Proposed Standard
-  OAM in SRv6

£ S5HEMESRFC

- SR Policy (draft-ietf-spring-segment-routing-policy-22) *
- IS-IS extention (draft-ietf-Isr-isis-srv6-extensions-18)

- BGP-LS extension (draft-ietf-idr-bgpls-srv6-ext-09)

W
‘wf::‘ Segment

IPv6

Routing Header

1OOMové'r'" “SRQé

S PREVAILS

* SR-MPLS/SRv6 1L @



SRv6 micro SID (uSID)

HRIEARXAELIL
uSID (Cisco)
- CRH / SRm6 (Juniper)
- G-SRH (China Mobile)
- CSID (Huawei)

IETF SPRING WGIZH WV T, SID EHEAKXD 7T - # &5+ % 1T D Design
TeamMF B

- draft-ietf-spring-compression-analysis
> Cisco, China Mobile, Huawei [&. SRv6 (RFC8754/8986) & M A HatE Z5&5A L. CSIDE L TMerge
>CSID [Z 2D Flavor : NEXT (uSID), REPLACE (G-SID)



SRv6 micro SID (uSID)

csip  umsk  vsiD  [NATISE R

|
Encapsulation Header Size 1 :
Forwarding Efficiency : _ |
. . I
State Efficiency I Requirement is me? !
I Shade shows relative degree I
SRv6 Based I based on conclusion text. I
SRv6 Functionality : I
|
Heterogeneous SID Lists 1 I
[ '

SID List Length

BN : Most e Least |
SID Summarization I 1
|
Operational Requirements : 1
Scalability Requirements | :

|
Protocol Design Requirements I ) . I
Requirement is not met 1
Security Requirements I\ ]
———————————————— -

Source: SRv6 Compression Design Team Status Report, IETF-111

. IHFE (X, Huaweid uSID (NEXT) £ % FAH



SRv6 micro SID (uSID)

7
\\

SRv6 Base Encapsulation

SA:2001::1
DA:2001:db8:0:4:1:0:0:0
NH:RH

Type:4(SRH)
NH:IPv4|SL:1

Segment List:

[0]: 2001:db8:0:5:45:0:0:0
[1]: 2001:db8:0:4:1:0:0:0 G
[2]: 2001:db8:0:3:48:0:0:0
[3]: 2001:db8:0:2:1:0:0:0

— SID =

SRv6 uSID Encapsulation

[4]: 2001:db8:0:1:42:0:0:0

SA:7.5.4.3
DA:11.6.19.71
Port:UDP

UDP Header/Data

cisco EW

SA:2001::1 match
DA:2001:db8:100:200:300:400:500::
NH:IPv4 Shift &
SA:7.5.4.3 Forward !!
DA:11.6.19.71
Port:UDP
[Locator + Function (+ Args)] UDP Header/Data
SRv6 uSID Carrier
: \
2001 :0db8 : 0100 : 0200 : 0300 : 0400 : 0500 : 0000
: J \ I\ J | ; \ ]
SRv6 uSID uSID uSID uSID uSID EoC
Block 1 3 4 6




SRv6 micro SID (uSID)

SA:2001::1
DA:2001:db8:100:200:300:400:500:600
NH:RH

 Basic SID/uSID M ;RTE

Type:4(SRH)
NH:IPv4| SL:1
Segment List:

[0]: 2001:1:0:1:44::
[1]: 2001:db8:100:200:300:400:500:600
[2]: 2001:1:0:2:1::

[3]: 2001:db8:700:f111::
[4]: 2001:db9:500:800:900::

SRv6 uSID Carrier

 ——SRV6SID

SA:7.5.4.3
DA:11.6.19.71
Port:UDP

UDP Header/Data



SRv6 & IPV6 7 FLARAT7—xXT U F ¥ EDER

RST8]

SRV6 SID X IPv6 PRL A7 —FTOFvITERLTWNSADTIEAELA ?
uSID MIEIE(X. IPv6 data plane D EZZEZ LD TIFA LA ?

SID TEZ D BATEIL -

SID [& RFC4291 IPv6e 7RL R &(E
8755
IVRRAMDAA—T—RI(Z
ZNYHTOoNEHEHD TR
IPv6 DAIZIR LS HY, SRv6-non-
aware T#H A /—F (transit
node) D IL—T 4 DHIZ{EF
Y (%)

RFC7608 (variable prefix length)
HVE A AT EE

ISRE T Et

Segment Identifiers in
SRv6

draft-krishnan-6man-sids-00

https://datatracker.ietf.org/doc/draft-ietf-6man-sids/



Unreachable Prefix Announcement

* SRv6 DIBRAIL IPV6HITAE—3Y IZEKBRT—ZE) T+

« LA, inter-area/domain IS4 E—1a vk, HEDprefixEERICOVT7—PI U R
TEEL

(e.g. Remote domain M PEIZPEEMFEETEH. BGP PICHAEIFELZZLY)

— Unreachable Prefix Announcement

SUMMARY
BGP PIC triggered for fcce:cc00:2000::/40  fcee:cc00:2011::/48

fcee:cc00:2011::/48

). &

fcce:cc00:2011::/48
UPA

* |-D: draft-ppsenak-Isr-igp-ureach-prefix-announce
* Demo : https://www.youtube.com/watch?v=i28RgnUcD4w

c1sco W ‘
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Network as a Platform

Traditional SP Network SP Network as a Platform
API I

UNI ﬁ > i

CE FL IAPI | 1 API
Network
Fabric ]

, - Network

Fabric

A—HLDERIL UNI TlEZa< AP
FybJ—H#& i s (X PE TlE%< host
2D —9R)—ZHIEHT HDE host



Network as a Platform

SP Network as a Platform

API 1
ﬁ e ﬁ
1 AP | I API
D . Network
Fabric
&

WY APIZIRIE T 5= RYFT—HD
WRZ#EYIZIBET A2 ENH D

WBEETUAN)T—3ZIE&EL. ERYTS

Path Tracing
Demand Matrix

Building Blocks for Network Slicing



Path Tracing Path Tracing

e |ETF draft e Demo: Link

_ |
[Search] [txt|html|xml|pdfized|bibtex] [Tracker] [Email] [Diffl] [Diff2] [Nits]
Versions: @0 01

SPRING C. Filsfils
Internet-Draft A. Abdelsalam, Ed.
Intended status: Standards Track P. Camarillo, Ed. e HW vendor + Open Source Support
Expires: 1 December 2022 Cisco Systems, Inc.
M. Yufit
Broadcom
T. Graf
Swisscom
Y. Su
Alibaba, Inc n  —
S. Matsushima
SoftBank BROADCOM. I l'l | MARVELL
M. valentine NS A—
Goldman Sachs
30 May 2022

Path Tracing in SRv6 networks A p —_ﬁ @
draft-filsfils-spring-path-tracing-01 \_‘ ——— - 10
Abstract

Path Tracing provides a record of the packet path as a sequence of
interface ids. In addition, it provides a record of end-to-end /’I

ggéﬁzi g:{;r\:ggyds;g: and load on each egress interface along the WIRESHARK ECRQLJMP

Path Tracing allows to trace 14 hops with only a 4@-bytes IPv6 Hop-
by-Hop extension header.

Path Tracing supports fine grained timestamp. It has been designed
for linerate hardware implementation in the base pipeline.


https://www.segment-routing.net/path-tracing

Path Tracing - Packet Format

« |Pv6 Header
« SA, DA, DSCP, FL, ...

- Hop by Hop header
« PT Option Type
« MCD Stack

« SRH
« SID List
« SRH PT-TLV (TS, OIF ID, OIF Load)

Path Tracing

Version Traffic Class Flow Label

Payload Length Next Header Hop Limit

SA

DA

Next Header Hdr Ext Len Option Type Opt Data Len
MCD Stack
Next Header Hdr Ext Len Option Type OptData Len
Last Entry Flags TAG
SID List
Type Length | OIF ID OIF Load

64-bit Transmit Timestamp of Source Node

Session ID | Sequence Number




Path Tracing
Path Tracing - Motivation

« ECMP MZ% LMZ & Resiliency BAE LVAY, EREIZ
ECFBED>TLSMIEAEH

- A MODNNR(T7FEEEH D !

ABFM, ABGM, ACFM, ACGM, ACHM, ADGM, ADHM
BUMNESENTWAEEEEL H S

/ — FBODRIB/FIBMNENT-15E

GEEFECTRZIOTULNAD

- &/ — FOEMKREORY) O—IXESGTDOMN



. 41l i
Path Tracing — 5 Pt e
- /Ny ME{GLDdeterministic GRESRM) L AL—X
« HW/N\A TS A > (ZLlinerate TR
- CPUAMpunt, Co-processor ~NDA 70— K7L
« MTURIEDE & : 3 bytes / hop
- Interface (12 bits), Timestamp (8 bits), Load (4 bits)

- T—HREHE
(Fa—RESEBaY rO—5 - 7 FTUS—S 3 VIZEED)
. SRv6/IPv6ZHHR— k
e O—LLARBETFTAA A K
L LAY——REDAB—T—h

« £9 1 Probe b o ELE
- In-bandRELA[EETH AN, EEICRH LT



Path Tracing - IR&E 9 5T —4 Pl el

« Source Node @A
ProbeZz £ Y 5/ — F
« SRC.T64: 64-bit PTP Tx Timestamp
« SRC.OIL: 4-bit Outgoing Interface Load
« SRC.OIF: 12-bit Outgoing Interface ID

- Midpoint (FRfEl/ —F) @B, G
MCD: 24-bit Midpoint Compressed Data
« MCD.OIL: 4-bit Incoming Interface Load
« MCD.OIF: 12-bit Incoming Interface ID
« MCD.TTS: 8-bit Truncated PTP TimeStamp

« Sink Node @M
ProbeZEIN L Ta LY 2 —IZ1%1E
« SNK.T64: 64-bit PTP Rx Timestamp
« SNK.IIL: 4-bit Incoming Interface Load
« SNK.IIF: 12-bit Incoming Interface ID




Path Tracing - Controller

« Controller:
TRTOAVKR—

* API:

ESTN LA S22 SR~

* Collectors:
MROS—, /—F®ar o445 . TO0—JT7—4%IL&E

Path Tracing

. Network Fabric¥o4} &R Application& M API

+ Databases:
Graph DB, TS(Timestamp) DB, Key Value Store

« |ID allocation:
DEIY LY TP IILTYXLDERE

+ Cfg-manager:
SB-APIZ {8 FHLPT(Path Trace) configD T a

* Probe-injector:
PT session D BATA

* Probe-processor:

IRELI-TA—ThSET—IEHEE

North Bound API

Controller

________________________________________________________________

| Databases § B |
| Topolo I | Confi I | Probes I i ¥
pology g ID allocation I Processor
. CoIIectors Probe injector Cfg-manager
E 1 Topology Config Probes
[ South Bound API
LSITTIIIITIIIIINIIIIINIIIIINIT

__________________________________________________

Network Fabric

* Analyzer: 21—~ —XIZIEL T, RELI-TB—T D7 ‘#Fr



Demand Matrix

Demand Matrix + ACP (Automated Capacity Planning)

Demand Matrix : Xfth &0 Algo= &M Traffic Matrix 515 » T

DM(u,v,a) = Vo (w,v,a) =V, (u,v,a)

—_

7G

e Vourwv,a): /—Fu b . /—F v DAlgoBr—4 a [TRLT
EELNI70v0E

o Vi(uwv,a): /—Fub . /—Fv® AlgoAr—4 a XL T
2T, T1v 02




”What'if” ﬁj\*ﬁ-@%é L Ej]1t Demand Matrix

c NNV TS0 FTESHMICET (Bl 1FE I &)

s XY IV RFwTLay bERFE (MRAS—ERS T2V 7D)

- Demand Matrix Z &5

- FRENEEI 70y oDEMELIaL—2 3y (—EX%RDBERGE)

- B, /J—F. SRIGOEEE®>Ial—Fk
- ) UMD REE FHRE —

27



Demand Matrix

— A3 NN LS NS A\
7 4 7 | 9 \\J y l / | \— F sas —
1 I

- BIRERERSILAR— b

- BFRITTD"X—L - A 2"

R TOE=FMETICE T DR Y T —0 EDwhat-iff#iTD
V) —XZBFBHT—RAMT—2R : :

2DDEEGIEEZE

>%§%€§(+1—: Isaj’f “J7 oo (Gora) @—X— . “
AN VO DS T4 v ICHDBEE e -——

>kayFEnf=-c374099 @ACP

U BRBERRIBBIST T4V IDLTT ,/>K;\

EOFV)VADEEA NI RDS 76
&) FDEEM N
WAETA 754 8T 50Dy cIT—ORF vy T
ay kDEFHO—F

\ J
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ER - A RETDERE
- faFnt) o

RUVERITREEI SV VIODY R+ (HREIKTY— )

> “HRHDNG" FZEILREMLA, EROAREMERESL
RUEMLTWLWAYVIDVAMNBBENS T4y TY—h)
>ONIUER” - BEHEITEVDS, RETHEZELKEL |

L BET Y IOEHORE S

c DUTAANGERY FT—DAVR—R2 b

2y FI=VICKRVBRICEFTEECIT/— K/ IEFDY
Ak

RUBRICHRY NI —VEWIRT S/ — /I IEEDIR L
— IREZEHDHE-OHDIEMH
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Building Blocks for Network Slicing

5G Network End-to-End Slicing

FYRD—91))—REFYRD—OEEF D EIL BFEDEC R ABHD=HIZ, FEIRLF-7 T
—ay / Y—EXR /AR aVEBEWVNIRBLTETTESLSIZTS

Crosswork Network Automation
Default QoS - Billing recorgs | Billing VPN

— ¢ o © ©

DSL/PON
. Mihaul/ i Michaul/
e —— Access @ Pre-aggregation Aggregation Core

| Prioriity QoS - singallng
Default QoS - Billing records Sexdenta
Ethernet
[ — e — e
Default QoS - Biling records + 10T - =iy WEC/CRAN Hub Regional DC
Trusted Infrastructure, 5G Timing Support (SyncE & PTP)
[ — e ] SegmentRouting MPLS / IPv6
T— Csomersico (PN)
Defauit QoS - Intemet
Automated Steering of VPN Services to slice l I
SR Service Programming (NFV, SFC) and Slice Identifier

Operation, Administration and Management (OAM) and Performance Management (PM)
QoS using DiffServ

cisco EAW Orchestration at the Controller
#CiscoEngage © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public

Centralized
DC

Slice Intent achieved with Flexible Algorithm (and/or SRTE policy)
TI-LFA with O(50 msec) protection in the slice underlay




SR Flexible-AlgorithmZ{E > =X 5 4 X Dl

Building Blocks for Network Slicing

1

10 3 5 10
Default Slice 1 1 6
Algo 0 1 1 1
10 2 4 10
1
50
Low Latency Slice 3 3 5 3
- Algo 1?8 1 7 65 - 5 6
(minimize delay metric) 3 2 4 3
50
10 3 1 5 10
non-encrypted links 10 2 . 4 10

cisco W ‘
#CiscoEngage © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



Building Blocks for Network Slicing

Flexible Algorithm T—4& T L— >

SA:2001::1
DA: fcbb:bb00:2:£3d2
NH:IPv4

SA:10.10.21.10
DA:10.10.22.10
NH:UDP

SA:10.10.21.10
DA:10.10.22.10
NH:UDP

SA:10.10.21.10
DA:10.10.22.10
NH:UDP

fcbb:bb00:2::/48  Shortest IGP

CE 1

fcbb:bb01:2::/48

SA:10.10.21.10

DA:20.20.22.10
NH:UDP SA:2001::1

DA:fcbb:bb01:2:£000
NH:IPv4

SA:10.10.21.10
DA:20.20.22.10
NH:UDP

SA:10.10.21.10
DA:20.20.22.10
NH:UDP

uDT = fcbb:bb00:2:f3d2::
uDT —fcbb:bb01:2:f000



AT— kL X, Hop by Hop® & 21—l

Building Blocks for Network Slicing

IPv6 DAZ R T IPV6 Flow Labe|§E’C IPV6 DSCP % EL T
Outgoing IF Z &R Slice/Particion Z1ER 005 Queue % B4R

Partitiofi 1

Queue ? 1l :\Kli
AW EREl

* draft-ali-spring-network-slicing-building-blocks
* draft-filsfils-spring-srv6-stateless-slice-id
Blgeze

CIsco

#CiscoEngage © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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