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o hEam Cisco Integrated Management Controller Redirection Vulnerability
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Cisco Integrated Controller L Summary
Vulnerability CVEs CVE-2017-6604

A vulnerability in the web interface of Cisco Integrated Management Controller (IMC) Software could allow an unauthenticated,
201854268 01:00 remote attacker to redirect a user to a malicious web page.

2018F456E 01:00 The vulnerability is due to improper input validation of parameters in HTTP requests. An attacker could exploit this
vulnerability by sending a crafted HTTP request to an affected system, which could cause the web interface of the

affected software to redirect the request to a malicious URL. This vulnerability is known as an open redirect attack,
which is used in phishing attacks to get users 1o visit malicious sites without their knowledge
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