stfren] _ _
CISCO The bridge to possible

HashiCorp Terraform & Cisco Intersight TEIRI % 1aC DFRFE

DAROADINA Ty KI5 RKEY T Y

2021/ 10/ 20

Takayuki Tanaka (takaytan@cisco.com)
Sr. Product Sales Specialist

Data Center/ Virtualization Operations
Cisco Systems, G.K



¥ |

L%

INEZLDEETDX(T ORIV RTA—A—230) DBEANED F, Z<LDOT7TV5—arhtro5
AL BEFRSINTLNET,

ZTOHER, £XE, TOAILHBRELIYRLS, KYBEIC, FYBHMICI—Y—ICR#T L L
2. SNFETLULEIZAZIEINTVET,

CHNIZEY, BREAM /A= 3 oA IILDOERIEERELG S SN, TIZES>TEEAFGTNE
EDHEFELGT>TLET,



55% 47%

SHE2EBTYR—FEh3 D7 TV5r—avik, “EPa15—
T r— 3 o80EN FEIL—LT—Y "#F->THEEIND




20232k, V5V FICERE 2025&F(Z(Fk, T8 —TS54KX -7
hd37F7)5—23>20M70%h%, T)H5—SavichHdarTHen
AVTFTEERATSHLIICES E&(E. 2020FEND5%M 5 15%IZ LR




Edge | IOT and OT



77U7 vavEAT7

o~ :."Qf; =4

)
{_T
IR
\




2DONHRE DL CHR—F

4 )
r N
) .
yormryEED | 8 | 4vISTIVS=TO
_ T3 Y, _ T Y,

Cisco DevNetTDevOps —




Cisco DevNet & [ ? .
~TATSIEYTF4T—ILEALSZEF! ~ W&

2014 &, FYbT—H—HTATSTEY T PREERMZIMEL. SON DR EE/BLILEYR— T 5HDT05 5L
ELT. Cisco DevNet DIREMBIEENELT=, Cisco DevNet Tl&. FNETHTAROY/N— HR—k TOY S LEHHEEK
LoD, a—T4V I LG EDEHDFEEI TV, Sandbox, Learning Lab R EEZRESE-TIYNTI+—LELTEISL.,
B TECisco DevNet (&, R T T )r—aEE/MLIZY. APl [ZTDWTRAREY, OS2 =T THhOBRFEE L3XFHL
Y$ 5 TY,

Cisco DevNetTlk, F7AS 52254 Terraform. Ansible LE D BEEY—IL. CI/CD, A>T+ . loT HE ., rybkT—4H
[CROEVLVRFTDREYIZERERYA T, 3TV ETEITHRELTLETS,

REDRYNT—IOAVTZANSYF YN TOT ST IVICIEY  API ERADBRRICEWNTIE, 7TV r—avRAfEE L
A5 T DEENEBERIZESTETULVET , DevOps ELVEEMNTE=DLH, TS E=TH/ A5 —DEEDHE
RTHY. BERDTAOY/—ZHR—FF 5D Cisco DevNet DR B TEHYET .

T D e Tk B0 FAU—avkfuIS FIYE—Sa v ETOATSTINA LTS




i/;<:JE£ﬂﬁ%§mu L—[)@thﬂ|ﬁg ﬂﬂ

HIEEDX:*&TTT%E@EE': DeVNet |:|1L.\ 75{ j]”é;h-lgzbf-o
HZAD DevNet BEMEFEHIIO—/N\ILTLEEAZLESH. TATSTYEYTA~DEEKD S
SxRLELT=,

DevNet Fxpert (v1.0) Lab Exam Topics

ent, and Deployment

rammability and Automation




Cisco DevNet - Infrastructure as Code (laC)
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Infrastructure as Code

Get started with Infrastructure as Code

Cisco helps you embrace DevOps, APls, and Automation to manage networks efficiently, control A
risk, and optimize for growth and innovation.

NEW
Cisco and HashiCorp announce collaboration
ol I Il | b . rHJ Cisco will sell HashiCorp Cloud Business alongside Cisco The solution
ciIsco delivers hybrid cloud automation, in which Terraform can provision and manage equipment
Hashitorp inside private running Cisco i
Read about Cisco and HashiCorp

developer.cisco.com/iac
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® HashiCorplZDIVT

Unlocking Cloud Operating Model
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Traditional Datacenter Modern Datacenter
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Infrastructure as Code
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Terraform Cloud for Business?

Infrastructure as Code
A2750OFTaE 3= 5 B/

Collaborative Infrastructure as Code
AVISNEELER

Team Management and Governance
R)O—DEBOT I EREDERTE

. HashiCorp

.' Advanced Security, Compliance and
Terratform Cloud | &z
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Self-Service Infrastructure

A2 75D/ B -HIBRZEL—H—T

Performance and Scale
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Infrastructure as Code - Terraform
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INFRASTRUCTURE PUBLIC MODULE COMMUNITY
AS CODE REGISTRY

- HashiCorpfth'RFEL TWEA—T>Y -2
- N\=3 EIREBEMEZFERAL TS —ZHIR

- J-RBLURIS—ELTO Terraform 1>J3AKSY
Fr IR TZEENL

+ 300 UEDA-T> YR TOAI—EEELT, 85 _
DBA > T5A NI F v TR R Terraform(c&d
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PLAN

APPLY
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Infrastructure as Codelc&dTerraform Eh{E

Terraform Cloud
or
Terraform Enterprise (on-prem)

GitHub or GitLab

Trigger

resource "aws_instance" "vm-1" {

State:
= data.aws_ami.centos.i [ 1M
e ot {“vm-1"}

associate_public_ip_address = true
key_name = "cgascoig-mac”

tags ={
Name = “vm-1"

}

}

amazon
WeDServices.

resource "aws_instance” "vm-1" {
ami = data.aws_ami.centos.id

LLLLI
instance_type = "t2.medium"
associate_public_ip_address = true = L
key_name = "cgascoig-mac” - -
tags = ( = L
Name = "vm-1" TTTTT

vm-1

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public
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A & registry.terraform.io 2 | @2 4

HashiCorp

.=‘ Terraform | Registry Q intersight Browse v  Publish v  Sign-i

@ Providers Seeall >

. CiscoDevNet/intersight

@ Modules Seeall »

terraform-cisco-modules/iks

Did Intersight Kubernetes Service r

-~ H P N A N NN N S

f'rlu THIVUUICD IV YUIVI Y US IV Y TTIY WYV T HTUOU UC LU Y UV I U ULVl o,

@ Browse Providers @ Browse Modules

880 providers, 5395 modules & counting



'é'.'s,'c':'é' Intersight Kubernetes Service

IIIRCLDETE

a7 0 @ ‘ To9-F54 T30

INTERSIGHT

=iE
o BE—0I39RR-4IEERLT
R (CFESKubernetes35X

&R
o IA-TFAX Mt
o P THIIIRNSKubernetes
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-’ \* ~\
'-
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== v IVFIA SN FHR= |k -
Cisco UCS v R7AF)IYHHR—b e

v Y) |/9:’75'j |\-U-7ﬁ_ l\ Cisco HyperFlex



Intersight Kubernetes Service — TFE/#RK

ATV ABIEBADKuUbernetes75 A ER

= @ Terraform Cloud(C &
MEEH e

Intersight KuberenteszsiE

1. Ku bernetes} (—>3>

3 . QZQJ |\= ZI/ j j |\§& .a‘ H-i:g;;,aform CIUUd

4. 1Y l\lj_,]"_,b,_._, @ Kubernetes 75X T8
5. NTP-DNSExXE

- MEE - .

1 . G|t|_a b(:ctéj_ IQ{SE‘;'-EE _ """ DC East Kubernetes c DC East
2. AVTVIRIRIBEDKubernetesV S AFEKTE

3. Terraform CloudD3EFs [
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@ Intersight Kubernetes Services%E%zI1—RME

_

4
0 114 memory 16384
115 disk_size - 40
116
r‘o 117 org_name - var.organization
118 tags var.tags
119 }
& 120
121 module "k8s_worker_medium" {
122 source "terraform-cisco-modules/iks/intersight//modules/worker_profile"
123 name "k8s_medium"
124 cpu 6
- 125 memory 24576
s 126 disk_size - 60
127
128 org_name - var.organization
129 tags var.tags
130 }
131
TERMINAL
~/github/richfield-iks-infra-dev % git add .
~/github/richfield-iks-infra-dev % git commit -m "Added infra for Cisco Live"
*.pre-commit-config.yaml' config file not found. Skipping ‘pre-commit’.
@ [main f60d815] Added infra for Cisco Live
1 file changed, 155 insertions(+), 155 deletions(-)
rewrite main.tf (89%)
{o} ~/github/richfield-iks-infra-dev % git push

Intersight Intersight Service Intersight
Cloud for HashiCorp Workload
Orchestrator Terraform Optimizer
Intersight Intersight
Virtualization Kubernetes
Service Service

Intersight Infrastructure Service

—_—

021 Cisco and/or its affiliates. All rights reserved. Cisco Public



@ Terraform Cloud(c&?dKubernetes ClusterB&h1{t;

Intersight Intersight Service Intersight
Cloud for HashiCorp Workload
Orchestrator Terraform Optimizer

Intersight Intersight
Virtualization Kubemetes

& Plan finished
Service Service

f’f Cost estimation finished " 9 +00.
Intersight Infrastructure Service

@ Apply running

.dev_vcenter_small.intersight_kubernetes_virtual_machine_infrastructure_provider.infra_provider: Modifying... [id=60350e047a6722d30c25194]
rge.intersight_kubernetes_virtual_machine_infrastructure_provider.infra_provider: Modifying... [id=60350e037261722d30c25184]
Modifications complete after 1s [id=60350e047a61722d30c25194]

_infrastructure_provider.infra_provider: Modifications complete after 1s [id=60350037a61722d30c25184]

mall.intersight_kubernetes_virtual_ infrastructurs

modu X
module.dev_vcenter_large.intersight_kubernetes_virtual |

Cancelable
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S

£

®

2

Sl Intersight
MONITOR
OPERATE -
Servers
Chassis
Fabric Interconnects
Networking Sites. ()
HyperFlex Clusters
Storage
Virtuahzation
Kubemetes
CONFIGURE 25
Orchestration
Profiles
Policies
Pools
OPTIMIZE ~
Overview
Plan
Placement
More
ADMIN -

Targets

CONFIGURE > Profiles.

Iit

Progress
General

©)

)

Cluster Configuration

——

—(=)

) Node Pools Configuration
Add:

O,

ons Configuration

g

‘Summary

o

Results

D @mnan

(4

@5 Q [ @ Dan Hanson Q.

Start Time 3/9/2021,12:27:56 PM
Cluster Name  myHealth

Status. "g\*‘
[ Coltapse All
—  Deploy Kubernetes Cluster Profile ()

© Deploy Add-ons.

Duration

Cluster Type

45m 425

instance

A1)

InProgress (0)  Success(1)  Falled(0)  Waming (0)

310120

‘executed inside workflow engine and after the subworkflow finishes this task

‘execution and

© Deploy Add-ons

© Deploy Cloud Provider

Deploy a list of kubernetes resources onto a kubemetes cluster.

© Build Cloud Provider

© Infrastucture Type

user visible.

l9g:

tput
The outputs from the 12.12:44
M

3/10/2021,12:1213 PM
3/10/2021,1212:11 PM
3/10/2021,12:12:10 P

,12:12:00

the decision case.

© Deploy CNI

Deploy a list of kubernetes resources onto a kubemetes cluster.

© Build CNI Manifest
Creates CNI manifest

© Get Kubernetes Node Group Profile

© Wait For Connected Cluster
Wait for connactad clnater

and this task

3/10/2021,12:12:07 PM

3/10/2021,12:12:06 PM

3/10/2021,12.12:06 PM

2110172021 121205 M

\

Intersight Intersight Service Intersight

Cloud for HashiCorp Workload

Orchestrator Terraform Optimizer
Intersight Intersight
Virtualization Kubemetes

Service Service

Intersight Infrastructure Service




@ FFEEANDKuUbernetes Clusterzig{it

e

( \ Intersight Service Intersight
& Terminal Shel Edt View Window Help BO2 08 Cbw® O™@ W 4 F o) 00%E WedMar10 1243PM danhanso Q @ i= for HashiCorp Workload
o0 et =R Terraform Optimizer
~ % export KUBECONFIG=~/Downloads/dev-kubeconfig.yml
~ % kubectl get svc --all-namespaces
NAMESPACE NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE Intersight Intersight
default kubernetes ClusterIP 100.64.0.1 <none> 443/TCP 18m . P
iks ccp-monitor-grafana ClusterIP 100.64.0.177  <none> 80/TCP 13m Virtualization Kubernetes
iks ccp-monitor-prometheus-alertmanager ClusterIP 100.64.0.35 <none> 80/TCP 13m Service Service
iks ccp-monitor-prometheus-kube-state-metrics ClusterIP None <none> 8e/Tce 13m
iks ccp-monitor-prometheus-node-exporter ClusterIP None <none> 9100/TCP 13m
iks ccp-monitor-prometheus-pushgateway ClusterIP 100.64.0.166 <none> 9691/TCP 13m
iks ccp-monitor-prometheus-server ClusterlIP 100.64.0.75 <none> 443/TCP 13m i i
iks essential-cert-manager ClusterIP 100.64.0.77 <none> 9402/TCP 13m Interslght Infrastructure Service
iks essential-cert-manager-webhook ClusterIP 100.64.0.224 <none> 443/TCP 13m
iks essential-nginx-ingress-ingress-nginx-controller LoadBalancer 100.64.0.202 10.139.240.209 80:32669/TCP,443:30523/TCP 13m
iks essential-nginx-ingress-ingress-nginx-defaultbackend ClusterIP 100.64.0.39 <none> 80/TCP 13m
iks essential-registry-docker-registry ClusterIP 100.64.0.155 <none> 443/7CP 13m
iks kubernetes-dashboard ClusterIP 100.64.6.139  <none> 443/7CP 13m
kube-system calico-typha ClusterIP 100.64.0.221 <none> 5473/TCP 13m
kubeisyslem kube-dns ClusterIP 100.64.0.10 <none> 53/UDP,53/TCP,9153/TCP 18m
~%

I
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1. Intersight ServiceZz’EFRUE
KubernetesZ5A1ER%

2. Cisco ACIICLAREBRyND—DEIR
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©
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aws O |
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k AWS Region )
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Providers CiscoDevNet aci Version 0.7.1 ~ | Latest Version

aci Qverview Documentation @ USE PROVIDER ~

aci HELPFUL LINKS

by:CiscoDevNet Using Providers
Learn Terraform
Networking

VERSION © PUBLISHED & INSTALLS & SOURCE CODE
0.7.1 4 monthsago  37.1K ©) CiscoDevNet/terraform-provider-aci

Report an issue
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Cisco ACIIC&AIRERY NI —)ETE
$FIFTY MRy NI— DR VERU T, (RA8RY ND— B BETS

N in APIC

cisco

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations
ALLTENANTS | AddTenant | TenantSearch: [[ENCEICECSI | common | demo | mgmt | infra
common
@ Quick Start
I C» Quick Start
B common Summary Steps

& Application Profiles
= Networking
> [ |P Address Pools
» [ Contracts
& Policies
= Services

A tenant is a logical container or a folder
for application policies. This container can
represent an actual tenant, an
organization, or a domain or can just be
used for the convenience of organizing
information. A tenant represents a unit of
isolation from a policy perspective.

The common tenant is preconfigured for
at provide common
tenants in the fabric. A
policy Jofnnd in the common tenant is
usable by any tenant

Create a security domain for the tenant administrator

Create a tenant and VRF

Create a fiiter for the contract

Create a contract

Create an application profile under the tenant

While creating the application profile, create the
necessary EPGs

While creating the application profile, specify contract =——=
consumers and providers

=x-1-X-Y-

See Also

Application Profiles

Bridge Domains

VRFs

Contracts and Filters

External Bridged Networks (L2 Outside)
L30ut

SPAN

L4-L7 Services

Atomic Counters
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Infrastructure as Code
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1. {RIEEYSVRERHEOIETE (AWS, Azure, A>JL) |
2. NIFIF9RRIBADIRIENS > ERH
3. YIFIIDRRIEBCBITRIEYS D EIR

IaC J—-FEH

1. GitLabll&2d1—REE
2. Terraform Cloud®;&/H




JIWFI59MEEUIARIEN S > DRAA-T AN —23>
INFH5Y RBEAOIRIEYY — AR

General Designer Mapping Code History
= Tools

Workflows Operations

Executors
Invoke Web API Request
« Compute . condition
Add Server Policies to Profile

Clear Server Storage Controller

Foreign Configuration N AWS Cloud Deploy 2 On-prem Cloud Deploy . Azure Cloud Deploy

[+

Copy Server Profile

£

Delete Server Virtual Drives

®

Deploy Server Profile

&

Dismount Server Virtual Media
Device

[

Import Server Storage Controller
Foreign Configuration

@ No validation errors found. Save the workflow to re-validate. Last saved 38 minutes ago
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