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Summary

Selected firmware bundle will be downloaded to the fabric interconnects and upgraded. Click on Requests to monitor the
progress of the firmware upgrade.
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Setup Software Download Service

To upgrade firmware from Cisco Repository, Intersight must be
© enabled for Cisco Software Download Services. Learn more at
Help Center.

Provide your user credentials to get security token which is required to get
access to cloud firmware image library.

Security token will be valid for next 24 hours.
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Validate if any upgrade is running in fabric interconnect

Validate if image is present in fabric interconnects.

Validate the space

in the fabric
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Intersight [Z& % UCS H—/\DR) O—R—XEHK5FE

. Standalone UCS [ Intersight [C3E#t T 2 Z & T, R O—R—XEEEMNATHE

. FlIntegrated UCS [, IRFE(L UCS Manager TR O —DEEMNAIRE= A, R
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“Infrastructure as code (laC) is the process of
managing and provisioning computer through
machine-readable definition files |...]”

Wikipedia - https://en.wikipedia.org/wiki/Infrastructure_as_Code

CCCCCCCCCCC



Infrastructure as code Z=EIHT 5%k R T Y—IL
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puppet 7 CFENngine

‘c‘ ta.i].:.f Tail-f is now @

CHEF partof Cisco.  gALTSTACK



Ansible #34Tt

- UTIFEITEFIETSY b7+ —A
c ZLDIEFED R R AIEATEE

>

s DRTLDER / BREE

ID I TOERRA/ VIR TNy —CDERE

BRABEVRATLOTOED 3=V @ @
=X L= 3V ANSIBLE

Compute

c T2 A—T YV —X (BiFITIL Red Hat)

Networking



Ansible Collection

e RUA—FTa—)lIE Ansible ITEENTEL D
. Ansible 2.10 TIZ Ansible Collection DA > X F—JLHAANE
e RS —FDa—)LDEM - 7y 7TT— k& Ansible Core ') 1) — X [Z4KTE L ALY

« RUA—F 21—/l Ansible Galaxy
& Y AF AT O craxy
- MEBRED1—ILDHDA VA =)L ANSIBLE

c MWEBRBED2—ILON—230FfA VR R—)L

- Intersight Ansible Collection
« https://galaxy.ansible.com/cisco/intersight g
REZIE:

Cisco [ZFMBEE L IFMIBHEDAZEHHE LT Ansible ED a2 — LD ZITHo>TWVET, B
R—FZDOWTIFRELTEYEFBEADT, FOHITELSIESLY,



https://galaxy.ansible.com/cisco/intersight

Ansible Intersight Collection D& LN AHIE

- Python, Ansible E1TIRIE Z# (&

- Ansible Galaxy & Y Intersight Collection &4 > X b—JL
- Intersight APl &+ — D ARk

e AR RY)T7A )L, Playbook #HmE L THIMH

CIsco

@ python” @Y wsue




« MacOS
« Python 3.7.5

$ python --version
Python 3.7.5

« Ansible 2.10.3

$ ansible --version
ansible 2.10.3
config file = None
configured module search path = ['/Users/sanomura/.ansible/plugins/modules’,
'/usr/share/ansible/plugins/modules’ ]
ansible python module location =
/Users/sanomura/dev/20201209 intersight_ansible_webinar/test/lib/python3.7/site-packages/ansible
executable location = /Users/sanomura/dev/20201209 intersight_ansible_webinar/test/bin/ansible
python version = 3.7.5 (v3.7.5:5c02a39a0b, Oct 14 2019, 18:49:57) [Clang 6.0 (clang-600.0.57)]



Intersight Collection M4 > X k—JL by Ansible Galaxy

« Cisco Intersight Collection in Ansible Galaxy
https://galaxy.ansible.com/cisco/intersight

- ansible-galaxy A< > FIZ & % Collection DA > X b—)L

$ ansible-galaxy collection install cisco.intersight

Process install dependency map

Starting collection install process

Installing 'cisco.intersight:1.0.8' to
'/Users/sanomura/.ansible/collections/ansible_collections/cisco/intersight"’


https://galaxy.ansible.com/cisco/intersight

Intersight Collection DA X b—J)LaA VT UV HEE

c A VAR M=ILEDT ALY MDAV T Y ETERR

$ cd /Users/sanomura/.ansible/collections/ansible_collections/cisco/intersight
$ 1s

Development.md LICENSE.txt README.md misc | plugins |«—
FILES.json MANIFEST.json  docs | playbooks | roles

o Playbook 7_-\\,{ |/7 '\ U G)Ijq?é_". 4> 7 )L Playbook N EFENS

$ cd playbooks/

module, module_units,
documentation & FEN S

$ 1s

claim_device.yml intersight_ntp_policy.yml
cos_server_policies_and_profiles.yml intersight_server_profile.yml
deploy_server_profiles.yml intersight_virtual media_policy.yml
devnet_inventory ova_workflow.yml

example_inventory roles

firmware_direct_download.yml server_actions.yml
hcl_status.yml server_firmware.yml

intersight_boot_order_policy.yml staging inventory
intersight_imc_access_policy.yml update_all inventory.yml
intersight_local user_policy.yml update_standalone_inventory.yml



Intersight APl F+—H#FAE (1)

'::Ills.élcl;' Imersight BE @ Saki Aizono A,
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E_-F o i X
{E} Fho O

Fhor O

®

T A0FHA FhIv A PBST-UCSC

Fha kD 5d12271f7564612d30acdfdd

¥

https./5d12271f756461 2d30acdfdd.inters . ght oo
Db SV B

291D Premier

201956 H25H 22:52

F7EAE & R

Default Idle Timeout 30m

IP Access Management Maximum Concurrent Sessions per User 32 sessions

1y Default Session Timeout 16h
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'::Ills.élcl;' Imersight BE @ Saki Aizono A,
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A3ID

F7EAE & R

IP Access Management
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Intersight APl F+—HEV1S A&

AP — DAY

kil
Ansible for Webinar

AP| Key Purpose

AP key for OpenAPl schema version 2 ® Use RSA keys with 2048 bits, RSA SSA PKCS1 v1.5 signature algorithm, and SHA256 cryptographic hash

—~. APl key for OpenAP| schema version 3 (This is a feature in preview
" and for SDK developer use only) ©




Intersight APl F+—H#EFAHZE (4)

asco  Intersight

APIF — DAY
pEEEsERELEdY Iy 0— KTeEZoERETT, #T

0 WERELETSCERTEREA, L. WITHHFLL
FUEAF 2R TCERT,

APIF—ID

APl % — ID (& H8) R |

i —

BEGIN RSA PRIVATE KEY-— *’ﬁ%_"ﬁz‘ij__#‘z I":{%ﬁ
R B (L)
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ARV YT7ALILAHAPIZEHDHAEZTA R

- Intersight Collection Playbook 7« L2 k') O ’example_inventory’
J7AILIZAPI F—BEHMAEENTHE Y., FHERIFCNZFIRT 5,

+ example_inventory ZAE— L TH LW AR M) D74 IILEER

$ cp example_inventory inventory

c AR MY T 7 AILAD [Intersight:vars] £ & 3 > HY, API F—ER
SEESATHEY., TN E Playbook Mo ST BHE L S,



AIRVKN)IT7PALILAAPIZEHDAREITA R
B LEAPI F—EFIATALESIA VRV N DA ILERE

example_inventory Z7AJL :

[Intersight HX]

# Note: at least one host (e.g., sjc07-r13-501) must be present for
update_* inventory.yml to work

sjco7-r13-501

sjc@7-r13-503

[Intersight_Servers]

~

> BIERIER =T LT

BIEFFE

[Intersight:children] -
Intersight HX RELEBERD/N\RZHETE

Intersight_Servers

[Intersight:vars] APl +—IDZA A

api_private_ keyd~/Downloads/SecretKey.txt |

api_key_id4596cc79e5d91b40@010d15ad/5f0ce0ad7564612d3311a1f3/5F0ea8eb7564612d334ccb5a|




ANV R)ERETYIT—FI D

- Playbook “update_standalone_inventory.ym!” Z #l|FH L T Intersight Hh 15
EREMBL, RAVKT7AUY—ROA YR R T7AILET
v J {;-___ r~-?;-%§)o
$ ansible-playbook -i inventory update_standalone_inventory.yml

[WARNING]: running playbook inside collection cisco.intersight

PLAY [Inter‘51ght] 3k 3k 3k 3k >k 3k >k 3k >k %k >k 3k >k 3k 5k 3k >k >k %k 5k 3k 5k >k 5k >k 3k 5k %k 5k >k 5k >k 5k >k %k >k 3k >k >k >k 3k >k %k 5k >k 5k >k 5k >k %k >k >k >k >k >k >k >k k >k k >k ok

TASK [cisco.intersight.intersight_rest_api] *¥¥¥**xxidokkd*xxx*(gnip)



==/ e o Il -

AT RA BE (L1537 Collection DT YT T—KR LD
$ ansible-playbook -i inventory update_standalone_inventor-y.ymlA/ FEZFFFZEELT Collection T4L KR4}
[WARNING]: running playbook inside collection cisco.intersight Playbook ZHEZE 9 HHY. TRIRIEE TILOK

PLAY [Intepsight] >k 3K 3k 3k >k 3k 3k >k K 3k 3k >k 3k 3k >k >k 5k 5k 3K 3k >k %k 5k 5k 3k 3k >k >k 5k 5k >k >k 5k 3k >k >k 5k 3k >k 5k >k >k %k 5k %k %k 5k %k %k %k 5k >k >k %k 5k %k %k K %k %k %k %k

TASK [CiSCO.interSight.interSight_reSt_api] Sk 3k 3k 3k ok 3k >k sk 5k 3k sk ok 3k 3k Sk 3k >k sk ok 3k 3k Sk ok >k sk ok ok sk skook >k skosk kk k
ok: [s]jc@7-r13-501]

TASK [debug] 3K 3K 3k 3k >k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k >k 5k 5k 3k >k 3k 3k >k 5k >k >k 5k 3k >k 5k %k >k 5k 3k >k 3k 3k 3k >k 3k 3k >k >k 3k 3k >k 3k 3k >k >k 3k 5k >k >k 5k 3k >k >k %k >k %k >k %k >k %k %
ok: [s]jcO7-r13-501] => {

"msg": "Inventory filepath
¥"/Users/sanomura/.ansible/collections/ansible_collections/cisco/intersight/playbooks/inventory¥

}

TASK [lineinfile] >k 3K 3k sk 3k 3k ok 3k 3Kk sk sk 3k sk sk 3k ok ok 3k sk sk K 3k sk 3k sk sk 3k sk sk sk 3 sk sk >k 3k sk sk >k sk sk sk 3k sk sk sk 3k sk sk >k 3k sk sk 3k ok sk >k 3k sk skok sk
ok: [sjc@7-r13-501]

TASK [1ineinfi1e] >k 3K 3k sk 3k ok sk sk 3k sk sk sk sk sk sk sk ok koK sk sk >k ok skok sk sk sk sk sk sk 3k sk sk sk sk sk sk sk sk sk sk 3k sk sk sk ok sk sk sk sk sk sk sk sk sk sk ok sk skok sk
changed: [sjc@7-r13-501] => (item=UCS-PBST-C-C220M4-3)
changed: [sjc@7-r13-501] => (item=UCS-PBST-C-C220M4-4)
changed: [sjc@7-r13-501] => (item=UCS-PBST-C-C220M4-2)
changed: [sjc@7-r13-501] => (item=UCS-PBST-C-C220M4-1)

R AR E @ A R R e R R R B e

sjc@7-rl13-501 : ok=4 changed=1 unreachable=0 failed=0 skipped=0
rescued=0 ignored=0



ARV T7AILNBEMIZT YT T—hEN 5,

E1TRI

[Intersight_Servers]

%7 ¥

[Intersight Servers

UCS-PBST-C-C220M4-1|iserver_moid=5e33c03a6176752d33676196
UCS-PBST-C-C220M4-2|iserver_moid=5e33bel56176752d33661948
UCS-PBST-C-C220M4-4|/server_moid=5e18050b6176752d339e563
UCS-PBST-C-C220M4-3iserver moid=5e16e2966176752d3366afdd

model=UCSC-C220-M4S
model=UCSC-C220-M4S
model=UCSC-C220-M4S
model=UCSC-C220-M4S

[ !

H—/\4 H—/\® Moid

$ Moid = Managed Object Identifier
REST ')*/—X (Managed Object) A%

1

H—/N\ETF)L

ERSN=EZITEIVETONSEARDID




Intersight + Ansible ZFI|FB L 7= & A

Scenariol : H—/\DHR) o—/T AT 7 A ILEE

. Standalone UCS B —/\DARY o—/7JA 774 ILEERK L. Y—/\(C
B GXTE) T 5,

R)— JOJ74)L Standalone
UCS C220 M4
Boot Order
\ H—nNTJOIJ7r7AI)L ||» S ——
ANSIBLE /'
Intersight Playbook: =35
ECa—)L cos_server_policies_and_profiles.yml 7y ITT—k
Task:
- 77 AIILAER
« KUY O—ER _ l J [ J
* TATFANT v TT—k Playbook: Playbook:
Playbook: deploy_server_profiles.yml cos_server_policies_and_profiles.yml deploy_server_profiles.yml
Task:
H—nT0 774 I\LOERH




R —/78 77 A ILERXTE Playbook
“cos_server_policies_and_profiles.yml” @& &k}

- hosts: "{{ group | default('Intersight_Servers') }}"
connection: local
collections:

- cisco.intersight

Collction AT—F Ak
BRAITDES1—ILDZEEHNTE

tasks: «——— CCMBBRVERLH
# Get the Organization Moid used by all profiles and policies «—— #B&E®M Moid ZENBTE49RY
- name: "Get Organization {{ org name }} Moid"
intersight rest api:
<<: *api_info
resource_path: /organization/Organizations
query_params:
$filter: "Name eq '{{ org name }}
register: org_resp
delegate to: localhost
tags: always

#
# Configure profiles specific to server (run for each server in the inventory)
# Server Profiles role will register a profile_resp and profile resp list (from all hosts) can
be used by policy tasks
#
- name: "Configure {{ profile_name }} Server Profile" «——— H—/N\TOT7AILEHRTETEIERY
intersight_rest_api:



R S—/7 077 A JLEXE Playbook - Boot Order Policy

“cos_server_policies_and_profiles.yml” - Task > Block A® Boot Order Policy %7

- block:
# Boot Order policy
- import_role:
name: policies/server policies
vars:
resource_path: /boot/PrecisionPolicies
api_body: {
"Name": "COS-Boot", ]
"ConfiguredBootMode": "Legacy",

"BootDevices": [ Boot Order 7R!) > — DX E (&

{ S
"ObjectType": "boot.LocalDisk", ﬁTU:/-ﬁﬁ :FOS-Boot‘ X
"Enabled": true, BESNI=T—rE—F:LAH—
"Name": "Disk", T—hTNAR
"Slot": "MRAID" _ D—ﬁ)b?»fxﬁ

3 BN Yes

{ TINA X4 : Disk

“Ob]ectT)'{pe : "boot.VirtualMedia", Z 0Ok : MRAID
Enabled": true,

"Name": "VM", ) ﬁa_‘?‘_a‘)‘T'rT
"Subtype": "cimc-mapped-dvd" %EXQ:YES
} TINARE VM
1, HIB2AT : cimc-mapped-dvd
"Organization": { -
"Moid": "{{ org_resp.api_response.Moid }}"

}

}

S . = 7 === ==+~
tags: boot_order < 277 : Playbook D4FE DR DAHEITTEDKDIZESD



R L—/T AT 74 JLEXTE Playbook - Boot Order Policy
-3 #FRAL=E9ETT -

$ ansible-playbook -i inventory cos_server_policies_and_profiles.yml --tags boot_order
PLAY [Intepsight SePVePS] 3k 3k 3k 3k 3k >k 3k ok 3k 3k 3k Sk 3k 3k 3k Sk 3k ok Sk ok 3k 3k Sk 5k 3k >k 3k ok 3k 3k 3k 5k 3k 3k 3k ok 3k ok 3k >k 3k 5k 3k >k 3k ok ok koK %k kok ok %

TASK [Get Opganization default Moid] 3k 3k >k >k >k 5k 3k >k >k 3k 3k 3k 3k 3k 3k >k >k >k >k 3k 3k 5k 3k 3k >k 5k 3k ok ok 3k >k >k %k %k >k k ok k sk k k ok ok

ok: [UCS-PBST-C-C220M4-1]
ok: [UCS-PBST-C-C220M4-4]
ok: [UCS-PBST-C-C220M4-3]
ok: [UCS-PBST-C-C220M4-2]

TASK [policies/server policies :
changed: [UCS-PBST-C-C220M4-1]

TASK [policies/server_policies :
skipping: [UCS-PBST-C-C220M4-1]

TASK [policies/server_policies :

reported)] ***

skipping: [UCS-PBST-C-C220M4-1]

Configure COS-NTP Server Policy] *¥**ikkdxsiokt*

Set_fact] %k 3k >k 5k >k >k >k >k 5k >k >k 5k >k >k ok >k >k 5k >k %k %k >k >k %k >k >k 5k %k >k 5k %k >k >k >k >k k k

DL/ [RUE(CAND ot e B e e B 38 B3R e 38 333 B 30 B E B R B B 3 B B B B 3 K B B B E S E B B B E B B B S B B B BB B B B B B B B3 R B B BE 3 R B B BE3 B3

UCS-PBST-C-C220M4-1
UCS-PBST-C-C220M4-2
UCS-PBST-C-C220M4-3
UCS-PBST-C-C220M4-4

: ok=2
: ok=1
: ok=1
: ok=1

changed=1
changed=0
changed=0
changed=0

unreachable=0
unreachable=0
unreachable=0
unreachable=0

failed=0
failed=0
failed=0
failed=0

skipped=2
skipped=0
skipped=0
skipped=0

Update Server Profiles used by COS-NTP Server Policy (change may always

rescued=0
rescued=0
rescued=0
rescued=0

be

ignored=0
ignored=0
ignored=0
ignored=0



Intersight GUI $5 SR B

Platform Type

UCS Server

Playbook TIETELT=R) O —HIMEREIN S,

Boot Mode

mEZhiES—RE—F

F—hkFITA 2

O—AlTr A7

=g A
Disk
O—HhlL7+ 227

MRAID

FEATsT

cimec-mapped-dvd




K1) S—/78 77 A IJLEXSE Playbook - £{KZET

NABIAX%Z L TEITLE=

$ ansible-playbook -i inventory cos_server_policies_and_profiles.yml
PLAY [IntEPSight SEPVEPS] 3k 3k 3k >k 3k >k sk 3k >k 5k 5k >k sk 5k >k 3k ok 3k ok 3k %k >k Sk K ok 3k >k 3k sk >k 5k sk >k sk sk %k %k >k 3k 5k >k 5k %k >k sk 3k >k kK %k %k >k sk k

TASK [Get organization default Moid] 3k 3k 3k 3k sk 3k Sk sk Sk ok ok 3k sk sk ok ok >k sk sk ok ok ok sk sk ok sk ok ok ok sk sk ok ok ok sk sk ok sk ok ok ok >k k
ok: [UCS-PBST-C-C220M4-2]

TASK [Configure SP-UCS-PBST-C-C220M4-2 Server Profile] ¥tttk
ok: [UCS-PBST-C-C220M4-2]

TASK [policies/server_policies : Configure COS-Boot Server Policy] #¥¥kkkksdxxxx
ok: [UCS-PBST-C-C220M4-2]

TASK [policies/server policies : set_fact] *¥xxxxssssssskskkokdohnhonhohdok ko okfohohhon ok ok
ok: [UCS-PBST-C-C220M4-2]

TASK [policies/server policies : Update Server Profiles used by COS-Boot Server Policy (change may always be
reported)] ***
changed: [UCS-PBST-C-C220M4-2]

TASK [policies/server_policies : Configure COS-NTP Server Policy] *#¥kk*¥xkokkxxx
ok: [UCS-PBST-C-C220M4-2]
(...snip)

PLAY RECAP 3k sk sk sk >k 3k ok sk sk sk >k 3k ok ok sk ok Sk sk sk sk sk sk sk sk sk sk sk 3k sk sk sk sk sk sk sk sk sk sk sk 3k 3k 3k sk sk sk sk sk sk sk sk >k sk sk sk sk sk >k 3k ok sk ok ok sk >k ok ok ok ok sk
UCS-PBST-C-C220M4-2 : ok=16 changed=4 unreachable=0 failed=0 skipped=0 rescued=0 ignored=0



Intersight GUI #& SR B[

'.':I,'s',';!:',' Intersight

Y—7FAT A H—/NFOT 7 A ILDIER

Target Platform

A Mot Deployed UCS Server (Standalone)

Network




ER L8774 )L —NIZRRAT S

- Playbook “deploy_server_profiles.ym!” ZF|H L TH—/\(Z
JOJ77M4ILVEREAT 5

$ ansible-playbook -i inventory deploy_server_profiles.yml
PLAY [IntePSight SePVGPS] 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k ok ok 5k 5k 5k >k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k K 3k >k >k >k >k %

TASK [Deploy (or user defined action) Server Profile] ¥k¥rokdrsokkkookokkohokokdorokokrk
changed: [UCS-PBST-C-C220M4-2]

PLAY RECAP >k 3K 3k >k >k 5k 3k >k >k 5k >k >k 5k 3k >k %k 5k 3k %k >k 5k >k >k 5k 3k >k 5k >k >k >k 5k >k 5k >k %k 5k >k %k >k 5k >k >k >k 5k >k >k >k >k %k %k 5k >k %k >k >k %k %k >k >k %k %k 5k >k %k > %k %k %k %k

UCS-PBST-C-C220M4 -2 : ok=1 changed=1 unreachable=0 failed=0 skipped=0 rescued=0

ignored=0



Intersight GUI #& 5& [B]

'::I,';,';!-_',' Intersight ’ > H=—)7F07 7 JLDDeploy K % . Saki Aizono 2

28]
7= hRFEAR Y 2 — D BRA

t—/{F 07 7 -1 )L DDeploy
5fd6215f696f6e2d30b151d8 NTPH YU & — DB

Zw =/t

UCS-PBST-C-C220M4-2 J— R & — DR
HyperFlex? Z A%
bz g SP-UCS-PBST-C-C220M4-2 (tr—/ 1.

sanomura@cisco.com NTPH U 2 —OESE

_ 20204E12H13H 23112
TARL—332
BTEA 20204E12H13H 23113
a7z
’ HARg 58 s
Y 3
KRk

Bt




Z DD Intersight + Ansible 1& FH {5

Scenario :

2. H—/\®D HCL - Hardware Compatibility List [&$x D BN 1F
3. Intersight ~NDT/N\A ADEEX (SER®R') > V)

4. HyperFlex DEE (SER/HRY > V)



Scenario 2 : —/\0) HCL ¥R D H 1%

. Ansible Playbook “hcl_status.ym!” [Z& YU, &Y —/NDHCL') X FZE
F9 5,
-RELEEHRE csvEXTO—DILIZRET S,



Playbook ”hcl_status.ym!” & X AR

tasks:
# Get HclStatus “— HCLRAT—HRZWBIHERY
- name: Get HCL Status for Server
intersight_rest_api:
<<: *api_info
resource_path: /cond/HclStatuses
query_params:
$filter: "ManagedObject.Moid eq '{{ server_moid }}'"
delegate_to: localhost
register: hcl_resp
when:
- server_moid is defined
# Create .csv file with version and status information .
- copy: «—— svITAIWEERT HE2RY
content: |
Name, FW version, 0OS vendor, 0OS version, HW status, SW status, Overall Status
{% for host in hostvars %}
{% set vars = hostvars[host|string] %}
{% if vars.hcl_resp.api_response is defined %}
{{ vars.inventory_hostname }}, {{ vars.hcl_resp.api_response.HclFirmwareVersion }}, {{ vars.hcl_resp.api_response.HclOsVendor
}}, {{ vars.hcl_resp.api_response.HclOsVersion }}, {{ vars.hcl_resp.api_response.HardwareStatus }}, {{
vars.hcl _resp.api_response.SoftwareStatus }}, {{ vars.hcl _resp.api_response.Status }} {{ vars.hcl resp.api_response.ServerReason }}
{% endif %}
{% endfor %}
dest: /tmp/hcl_status.csv
backup: false
run_once: true
delegate_to: localhost



Playbook ”hcl_status.ym!” DETEFER

- Playbook M ZE4T

$ ansible-playbook -i inventory hcl_status.yml
PLAY [Intersight Servers] 3K 3K 3K 3k K 3K 5k 3k K 3k K 3K 5k Sk K 3k K 3K 5k Sk K 3K 3k 3k 3K 3k Sk >k 3K 3k Sk K 3K 3k 3k K 3k 3k >k 3K 3k Sk %k K 5k k Rk k k Rk k ok

TASK [Get HCL Status fop Sepver] 3k 3k sk sk sk sk 3k 3k sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk skosk sk k
ok: [UCS-PBST-C-C220M4-3]
ok: [UCS-PBST-C-C220M4-1]
ok: [UCS-PBST-C-C220M4-2]
ok: [UCS-PBST-C-C220M4-4]

TASK [Copy] >k 3k 5k >k >k 5k 5k >k >k 5k 5k %k >k 5k >k >k 5k 5k >k >k 5k 3k >k 5k >k >k 5k 3k >k ok >k >k 5k 3k >k 5k 5k >k >k 5k 5k >k >k 5k 3k >k 5k 5k >k >k 5k 3k >k >k 5k >k >k 5k 5k >k >k 5k ok >k k ok k ok

ok: [UCS-PBST-C-C220M4-1]

Rl AR E @ A R R e e s

UCS-PBST-C-C220M4-1 : ok=2 changed=0 unreachable=0 failed=0 skipped=0 rescued=0 ignored=0
UCS-PBST-C-C220M4-2 : ok=1 changed=0 unreachable=0 failed=0 skipped=0 rescued=0 ignored=0
UCS-PBST-C-C220M4-3 : ok=1 changed=0 unreachable=0 failed=0 skipped=0 rescued=0 ignored=0

UCS-PBST-C-C220M4-4 : ok=1 changed=0 unreachable=0 failed=0 skipped=0 rescued=0 ignored=0



Playbook ”hcl_status.ym!” DETEFER

- Playbook M ZE4T

$ ansible-playbook -i inventory hcl_status.yml
PLAY [Intersight Servers] 3K 3K 3K 3k K 3K 5k 3k K 3k K 3K 5k Sk K 3k K 3K 5k Sk K 3K 3k 3k 3K 3k Sk >k 3K 3k Sk K 3K 3k 3k K 3k 3k >k 3K 3k Sk %k K 5k k Rk k k Rk k ok

TASK [Get HCL Status fop Sepver] 3k 3k sk sk sk sk 3k 3k sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk skosk sk k
ok: [UCS-PBST-C-C220M4-3]
ok: [UCS-PBST-C-C220M4-1]
ok: [UCS-PBST-C-C220M4-2]
ok: [UCS-PBST-C-C220M4-4]

TASK [Copy] >k 3k 5k >k >k 5k 5k >k >k 5k 5k %k >k 5k >k >k 5k 5k >k >k 5k 3k >k 5k >k >k 5k 3k >k ok >k >k 5k 3k >k 5k 5k >k >k 5k 5k >k >k 5k 3k >k 5k 5k >k >k 5k 3k >k >k 5k >k >k 5k 5k >k >k 5k ok >k k ok k ok

ok: [UCS-PBST-C-C220M4-1]

Rl AR E @ A R R e e s

UCS-PBST-C-C220M4-1 : ok=2 changed=0 unreachable=0 failed=0 skipped=0 rescued=0 ignored=0
UCS-PBST-C-C220M4-2 : ok=1 changed=0 unreachable=0 failed=0 skipped=0 rescued=0 ignored=0
UCS-PBST-C-C220M4-3 : ok=1 changed=0 unreachable=0 failed=0 skipped=0 rescued=0 ignored=0

UCS-PBST-C-C220M4-4 : ok=1 changed=0 unreachable=0 failed=0 skipped=0 rescued=0 ignored=0



e ENT= csv 7714 ILARE

- “hcl_status.csv” 7 7 A ILDMERL SN D,

hcl_status
Mame FW version 0OSwvendor OS version HW status SW status Overall Status
UCS-FPBST-C-C220M4-1 | 4.0(2) Wiware ESXi 6.5 U1 | Validated Validated Mot-Listed Incompatible-Components
UCS-PBST-C-C220M4-2 | 4.0(1) Wihiware ESXi 6.5 U1 | Validated Validated Mot-Listed Incompatible-Components
UCS-PBST-C-C220M4-3 | 4.0(2) Wihiware ESXi 6.5 U1 | Validated Validated Mot-Listed Incompatible-Components
UCS-PBST-C-C220M4-4 | 4.001) Validated Incomplete | Incomplete Missing-Os-Driver-Info

|
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Scenario 3 : Intersight ~MD T /N1 X & &%

- Python £L<[Z Ansible IZ&Y T /31
RIL—LTOtERADEFHEAAEE

« ADVTHMZKY, THARIZTIE
AL, THNAREHREERI—FZE
B THUS

+ Video demo of automated device claim

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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https://youtu.be/MldPSHPYslU

Scenario 4 : HyperFlex D& E

« Intersight APl ZF|FHL T. HyperFlex M
RYL—/TAIFAIERE LT IFR
== Ll
go)gﬁﬁ%ﬁﬁﬂ RE . Intersight Automated HyperFlex Deployment with Ansible
* Intersight Ansible EV21—ILZFA s T

75 ]
'!' WIS * HELIFFLL ﬁ COEIVENTS

« WITLTEBDISRAZHEAA—)L
A HE 0.

° VI d eo d emo Of H X a UtO m at | on Intersight Ansible Overview and HyperFlex Deployment Examples

This document prsvides an overvew of the Cisoo Inbersight Ansibde modisles wihich include a complate exam ple of

automrabirg HyperFes duster deployment. For geneml information on Intersight, wisit koo Inbersight - Csoo

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public


https://www.youtube.com/watch?v=vncGACwBCgc
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Support Case Manager
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@ Healthy

@ Healthy

© Healthy

© Healthy
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10.1.64.71 UCSC-C220-M55X
10.1.64.72 UCSC-C220-M55X

10.1.64.73 UCSC-C220-M55X

KVMDEE)
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(2) Intersight H 5 @ Tech Support 7 7 1 JLERS
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gxhdNIL. Tech Support ZEHUF

Tech Support ZE G- EETEHDIE
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B-Series VIC/Adapter
IOM
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UCSM Tech Support
CIMC Tech Support
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Intersight - ServiceNow 31

ServiceNow 7549 4 V&1t
- Cisco Intersight ITSM Plugin

Read-Only @ APl 7 9 £ A CEHER[HE
T554 2 D#eE
c TINARAL R M) IEHRDFEEA
AUV TU R

. Intersight M EF L =7 5 —LIRHZF B

+ ServiceNow [CK DD LR— b ERX YD aR—

Intersight Essentials 54 £ AU EHNNE
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Cisco Intersight ITSM Plugin

https://store.servicenow.com/sn appstore store.do#!/store/application/baef2ff5db132300d7b59235ca9619e3

Cenlified App Get

Cisco Intersight ITSM Plugin
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Other App Versions

Dependencies and Licensing

3= Product Details 17 Ratings and Reviews View Dependencies and Licensing Requirements
Compatibility
Paris
Summary Crlando
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ICisco UCS®) and Clsco HyperFlex® hyperconverged infrastructure
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Cisco Intersight ITSM Plugin € >~ X b—JLF|E

1. Performance Analytics and Reporting Plugin D7 7 T4 N— k

- Cisco Intersight ITSM Plugin (X, # Y afR—FO4 Py FERTT SH1=
& 1Z Performance Analytics and Reporting plugin Zz | F§

2. (Intersight Virtual Appliance | MDIFE) MID H—/\D R E
3. Cisco Intersight ITSM Plugin DA > X F—)L



Cisco Intersight ITSM Plugin £% %€

SEerviCenow senicem anagement

@ System Administrator ¥ o & @ (&3‘3
= Intersight Authentication S
intersight ® < = |ntersight- Flashstack # = oco Savekimport  Delete

= *

Cisco Intersight ] l I l ] ' I ' 2
Cisco Intersight Portal -~ c I S c o

¥ Configuration

& >k Name | Intersight- FlashStack

& >k Hostname  intersight.com
Intersight Configuration

@URL  https://intersight.com/
¥ Inventory Sync
. & >k APIKeyID
Servers g ~ PA=] N N &2 =3
Intersight M5 HERIFLT= API £ — ID B LU MZEBRIBFHREA D
HyperFlex Clusters @ sk SecretKey (Read_only)
cheduled Jobs - i 44— . . . S
Scheduled Job @ On-Premises Intersight Virtual Appliance MiFE (L. MID H—/\DKRE
Import Queue Incidents ~ Others
¥ Support
L & Xk Incident  Application Development o @ $ >k IncidentCaller  Saki Aizono o @
Assignment Group Name
Contact Support
& Alarm Severity & Critical, Warning, Info Advanced

Save & Import Delete
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System Administration

Now

By S

Create and Deploy

Reporting and Analytics

v Open Dashboard Version

System Administration

System Security

Data Management

Homepages

User Administration

e
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@ System Administrator ~ O\

Business Logic

Diagnostics

Integration
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Cisco Intersight ITSM Plugin & v & 2 7/h— K

cisco Intersight ITSM Plugin Dashboard

pl Dashboard
* Incidents Open Older
0 than 30 Days

Alarms
Incidents
B8 Servers Alarms vs Incidents
#5 HyperFlex Clusters 1500

Fabric Interconnects

1000

(3) Support

Alarms
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I Incident Not Raised M incident Raiised

System Administrator

Total Open Incidents Overdue Incidents

1,389 0

Incident States

Closed=1
——
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Cisco Intersight ITSM Plugin 7 5 — LGk

clsco
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Intersight ITSM Plugin

Dashboard

Incidents

Servers

HyperFlax Clusters

Fabric Interconnects

Support

)

|

i

F1454

F0436

Fo0283

F0436

F0479

F0283

Fo283

F0436

F0436

Fnon7
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Source Type

UCS Domain

UCS Domain

UCS Domain

UCS Domain

UCS Domain

UCS Domain

UCS Domain

UCS Domain

UCS Domain

1ICS Nnmain

Source Name

CC7UCS-13

D23-UCs1

CC7uUCs1

D23-UCs1

CCrucst

HX29

HX29

SAM-QA-108

D23-UCs1

CO7Irs

Component

org-root/ls-demo1231/iface-in-band

org-root/fw-host-pack-3.2.2¢c/pack-imag. ..

sys/chassis-1/blade-6/fabric-B/path-1/v...

org-rootfiw-host-pack-3.2.2¢c/pack-imag...

sys/chassis-1/blade-2/adaptor-1/host-et...

sys/rack-unit-3/fabric-B/path-1/vc-2891

sys/chassis-1/blade-8/fabric-A/path-1/v...

org-root/org-HX/fw-host-pack-HyperFle...

org-root/fw-host-pack-M4Servars/pack-i...

zvelrhassie-1/hlada -1 /adantnr-1/hoetde-1

Message

Vian 'KVM-817" resolved to unsupporte...

board-controller image with vendor Cisc...

ether VIF 2595 on server 1/6 of switch...

storage-controller image with vendor LS...

Virtual interface 2610 link state is down

ether VIF 2891 on server 3 of switch B ...

ether VIF 2999 on server 1/ 8 of switch. ..

board-controller image with vendor Cisc...

adaptor image with vendor Cisco Syste. ..

Arantar fr: hnet intariara 11711 link sta

System Administrator 2,

Incident

INCOO11081

INCO010324

INCO011384

INCO010343

INCO011320

INCO010570

INCO010651

INCO010866

INCO010209

INCAN11119

Wed, 17 J

Wed, 26 £

Tue, 06 A

Wed, 26 £

Tue, 06 A

Thu, 02 M

Wed, 08 \

Tue, 30 A

Wed, 26 €

Fri N2 A
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Cisco Intersight ITSM Plugin €1 XY FJIEHR—&

'CI:“S Intersight ITSM Plugin Servers

iy Dashboard
T A
) Aarms
(@ Incidents UCSPE-172-28-224-52-1

savbu-ga-modoc-1-bmc
E=2 Servers

HX29-6
g% HyperFlex Clusters
UCSPE-172-28-224-52-9

C220-WZP22040038

@) Support C220-WZP2231029T

52 Fabric Interconnects

UCSPE-172-28-224-52-13

CC7UCS-13-1-7

UCSPE-172-28-224-44-3-1

1IASDE 179,90 994 _44_1

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public

Health

IABARANAE

Management IP

172.28.224.52

10.193.197.191

10.193.151.180

172.28.224.52

172.28.224.105

10.105.219.52

172.28.224.52

172.28.225.20

172.28.224.44

179 20 94 A4

Model number

UCSC-C220-M4S

UCSC-C480-M5ML

UCSC-C220-M58X

UCSC-C480-M5

HXAF220C-M5SX

UCSC-C220-M58X

UCSC-C220-M58N

UCSB-B200-M4

UCSB-EX-M4-1

Hnrer frinas

CPU Capacity (GHz)

9.6

76.8

25.0

Y-

£ | system Administrator 2,

Memory Capacity (GB)

48

48

48

Ao

Firmware

3.1(1e)

4.0(4b)

4.0(4b)

3.1(1e)

3.1(2d)

4.0(4b)

3.1(1e)

4.1(28a)

3.1(1e)

L ETEPY
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Cisco Intersight ITSM Plugin 4 >N > b 1) [§#REE

c‘:scho Intersight ITSM Plugin Servers > C220-WZP22040938

0lo
[) Aarms
Name
(I} Incidents
Health
£ Servers
User Label

& HyperFlex Clusters
Management IP

5= Fabric Interconnects Address

Serial

® Support PID

Vendor

Revision

Asset Tag

Firmware
Version

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public

C220-
WZP22040938

Critical X

172.28.224.105

WZP22040938

HXAF220C-
M5SX

Cisco Systems
Inc

Unknown

3.1(2d)

Power

CPUs

Threads

CPU Cores

CPU Cores Enabled
Memory Capacity(GB)

CPU Capacity

ID

Adapters

NIC Interfaces
HBA Interfaces

uuID

£ | System Administrator 2

oo Dashboard

Incidents Alarms
ON

40 INC0010008 New @

Intersight Alarm:
20 PS_RDNDNT_MODE: Power
Supply redundancy is lost: Rese...

192 GB

44.0 GHz

DB81A3DBE-30B8-49F5-955A-0355616CAC23
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SErviCeNOW sewice Management @ srenaiminsar - Q. P @ B

intersight =  Scheduled Script Executions m Search Name ¥ | kearch 1 to3of3
\;) All > Name = |mport/ or. Name a
{t:? O\ = Name & = Class = Updated
Cisco Intersight
i) DeleteProcessQueveData true Scheduled Script Execution 2019-05-30 04:09:19
O true Scheduled Script Execution 2019-08-22 05:07:07
(i) Importinventory true Scheduled Script Execution 2019-04-11 05:16:54

Actions on selected rows... & 1 t3of3




Intersight 7 72— L DA R—b (E1TEIRDEEE

serVicen W Service Management Q System Administrator ~ Q, P @ @‘j

= Scheduled Script Execution —
< == |mportAlarms Intersight a)x:_j_eim ,f = oce Update Execute Now Delete 1‘ \l’

Daily
Weekly

thly
Active
nce

Run + On Demand L

intersight

Name

Application Cisco Intersight ITSM Plugin @

Conditional

Condition s E Bt | “ v A A @ BH % i
gs.getProperty('x_caci_cisco_inter.start.import')+'' == 'true’
Runthisscript | % E (3« B8 Q w & A @ H % m

var snLogger = new Cisco_SNLogger();
var appUtil = new Cisco_AppUtil();
try{
snLogger.debug('Inside Cisco_ImportAlarms Schedule Job for running it periodically.');

var daoScrpt = new Cisco_DAOScript();

daoScrpt.insertIntoQueue('Start Alarms Import', *', 'Alarms’,
appUtil.configuration,property.authSysId);
}ecatchie){

snLogger.error(’Exception caught Inside Cisco_ImportAlarms Schedule Job for running it
periodically on every 3 hours');
}




A
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!
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-
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.
ServiCennw service Management =l Cisco Intersight 4 @ System Administrator ~ O, (Y @ b3
Filter navigator =  Incidents [Self Service view m Search Opened v  Search -V\ 1 2001411 » PP
* \?? All > Caller = plugin user > Active = true
02 Q = Number = Opened v = Short description
Self-Service
2019-08-22 Intersight Alarm: storage-controller image with vendor LSI Logic Symbios Logic, model SAS1064E PCI-Express Fusion-MPT SAS and version
i) INC0011416
L% 05:01:47 01.32,09.00/06.34.00.00)
~ 2019-08-22 | - p - . .
) INC0011415 05:01:47 Intersight Alarm: psu image with vendor Cisco Systems Inc, model UCSB-PSU-2500ACDV-ECD15020029 and version 03.00.00 is deleted
2019-08-22 P . . .
) INC0011414 05:01:44 Intersight Alarm: Server 1/4 (service profile: org-root/Is-DEE-Ctrl-05) vmedia mapping esx-6-5-1 has failed.
- 2019-08-22 s ; . ; ; ;
G) INC0011412 04:47:20 Intersight Alarm: Server 1/1 (service profile: org-root/ls-Server127febtest) vmedia mapping KS has failed.
2019-08-22 . . . .
i) INC0011413 04:47:20 Intersight Alarm: Server 1/1 (service profile: org-root/Is-Server127febtest) vmedia mapping CentOS7 has failed.
- 2019-08-22 . . ~ " - - -
@ INC0011411 04:47:19 Intersight Alarm: Server 1/7 (service profile: org-root/Is-esx-6-5-0-2-ip-224) vmedia mapping esx-sp-nfs has failed.,
2019-08-22 )
O) INC0011410 04:47:18 Intersight Alarm: Server 1/2 (service profile: org-root/Is-OCP-Master-01) vmedia mapping RHEL74 has failed.
2019-08-22 . . N . . r
INC0011409 04:47:17 Intersight Alarm: Server 1/3 (service profile: org-root/ls-OCP-Infra-02) vmedia mapping RHEL74 has failed.
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Category

Cloud

Cloud Native

Compute / Fabric

Application Performance
Management (APM)
Hyperconverged

Hypervisor

Storage

Target Name

Amazon Web Services
Amazon Web Services Billing
Microsoft Azure Enterprise

Agreement

Microsoft Azure Service
Principal

Kubernetes

Cisco UCS Server (Standalone)
Cisco UCS Domain (UCSM
Managed)

Cisco AppDynamics

Cisco HyperFlex

VMware vCenter

EMC VMAX

EMC XtremelO

EMC ScalelO

EMC VPLEX

NetApp

Pure Storage FlashArray

Minimum License Tier Required

for Intersight Workload
Optimizer

Intersight Workload Optimizer
Essentials

Intersight Workload Optimizer
Essentials

Intersight Workload Optimizer
Essentials

Intersight Workload Optimizer
Essentials

Intersight Workload Optimizer
Advantage

Intersight Workload Optimizer
Essentials

Intersight Workload Optimizer
Essentials

Intersight Workload Optimizer
Advantage

Intersight Workload Optimizer
Essentials

Intersight Workload Optimizer
Essentials

Intersight Workload Optimizer
Essentials

Intersight Workload Optimizer
Essentials

Intersight Workload Optimizer
Essentials

Intersight Workload Optimizer
Essentials

Intersight Workload Optimizer
Essentials

Intersight Workload Optimizer
Essentials

Intersight Assist Required

Yes

Yes

Yes

Intersight Assist VM
« AUTLZRAD Third Party & RxiERRT S
BEICNE
e Cisco T—AtUA—ERDIEEIX. T/ 1
AOARTATEEEGNATEL=HIZFE
o NTN)YH959RE LY Kuburnetes IR1E
[T E

GA &EMY I+ T7EHR— FE

https://www.intersight.com/help/resources/cisco_intersight_workload_optimizer_getting_started#supported_targets
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Load Balancer Business Appication

| Provision Application Component, Suspend Applica

Scale up VCPU for Container default/music-xhd78/web-app from 34.49841 MHz to 134.49841 ...

U Scale up VMem for Container default/turbotest-mem-rc-29rik/memory-load from 200 MB to 2...

Apphcation Move ContainerPod default/router-1-ks74z from osp-node-1 to osp-node-2
Move ContainerPod default/max-api-45hgh-c from osp-node-4 to osp-node-2

Move ContainerPod default/pod-demo-3527420688-bxggf from osp-master-3 to osp-node-4

ntainerp efault/pod-demo-3527420688-bxg esnt comply to VMPMAcce

Pending Actions

Provision Virtual Machine osp-node-3

Database Server tual Machine
)

Scale down VMem for Virtual Machine dhcp-198_19.196.0_24 from 4 GB to 3 GB

Underutilized VMem in Virtual Machine dhcp-198_19.196.0_24"

EST. SAVINGS: $50 EFFICIENCY v

VIRTUAL MACHINE — IMPACT FROM ALL ACTIONS
dhcp-198_19.196.0_24
VIRTUAL MEMORY

1.2 % 13% 4
-
4 GB 3GB







Cisco Intersight &R

- Intersight Online Help
https://intersight.com/help

« Intersight How To (AARZED L Rz a =T 444 )
https://community.cisco.com/t5/-/-/ta-p/4072043
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https://intersight.com/help
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Cisco dCloud T~ EIRiE

- Getting Started with Cisco Intersight v1
https://dcloud2-rtp.cisco.com/content/instantdemo/getting-started-with-cisco-
intersight-vl?returnPathTitleKey=content-view

« Cisco UCS Management with Intersight v1
https://dcloud2-rtp.cisco.com/content/demo/467125?returnPathTitleKey=content-

view

- Cisco Intersight Workload Optimizer (Preview) v1
https://dcloud2-sng.cisco.com/content/instantdemo/cisco-intersight-workload-
optimizer-tech-preview-v1?returnPathTitleKey=content-view
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