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Traditional deployments & Traffic models
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Inverted Traffic Model

Changes in Types of Traffic, Origins and Destinations

Internet Challenges:
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Market Requirement
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Case study - Cross Domain security architecture
deployment in Magyar Telekom

Hungarian service provider
streamlines security with Cisco

Magyar Telekom, a leading European telecommunications provider
serving five million customers, achieves business efficiencies and builds
ambitious plans that include fiber and 5G enabled by Cisco's unified

“The most important thing is that the Cisco
security platform simplifies everything we do”

Source: https://www.cisco.com/c/en/us/about/case-studies-customer-success-stories/magyar-telekom.html




Introducing of Magyar Telekom e

europe.telekom.com

- Magyar Telekom is Hungary’s leading
telecommunications operator, providing the full range of
telecommunication and info communication (ICT)
services

- Fixed line, mobile (2G- 5G) and integrated services, as . -

well as IT and system integration services, B2B, B2C et e o
WITH MAGENTA ONE

- Magyar Telekom Group has more than 8,300 ACROSS EUROPE

employees including our subsidiary, Makedonski , ﬂ
Telekom. LT fg

Smart technology
INNOVATIVE
TECHNOLOGY FOR

- Magyar Telekom’s majority owner (59.21 %) is T e iR o
Deutsche Telekom




Evolution of Access Control

Now with ISE:
For wired, wireless, VPN
Multi-forest support
Info sharing with PxGrid
loT support
We are waiting cloud connector
Posture as the 1st level of enforcement
(for example: WannaCry)

Topology review

Past with NAC appliance:
- only for wired
- AD integration
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Posture Assessment Policy
against RDP vulnerability (CVE-2019-0708)

- At that time there was no official rule for it

- Very flexible possibility to create own rule

Service Conditions List > Remote_desktop_win_notrun

Service Condition Registry Conditions List > pc_WIN7_x86_KB4499175
Registry Condition

* Name | Remote_desktop_win_notrun
*Name | pc_WIN7_x86_KB4499175

Description [ Description |

* Operating System  Windows 7 (All)
* Operating Systems ~ Windows All R 2
Compliance Module Any version

Compliance Module Any version Registry Type | RegistryKey d

* Service Name I TermServicé Registry Root Key | HKLM " * Sub Key \\ 11bf3856ad364e35~x86~~6.1.1.9 | (enter sub-key without leading backslash)

Value Operator | Exists o ‘

3 =

Service Operator ’ Not Running

m Reset




Firewall

User information sharing with
PxGrid

Role Based Access Control Internet
. : o -
(AD membership) -> easier rule
Set . !VPNg eway

Site1-Office-PFW Site2-Office-PFW sitel and sitel
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Intranet % ? Office network 3
NG Firewall with NGIPS and & & )

Threat Intelligence

For both directions, in and out




S e C U re R e M Ote AC C e S S 8 Cisco AnyConnect Secure Mobility Client

VPN:

- VPN (~5000 concurrent AnyConnect S —
user + ASA software) + Umbrella + Duo YTy —

- Same security level like in the HQ, for
posture, for example System Scan:

Compliant.

- Visibility with AnyConnect Network Hermcrk e e
Visibility Module and ASA NetFlow

- Defense for Remote Workers by A s
Umbrella Roaming Client Umbrella i actie.

- Duo: More comfortable solution than just
a simple SMS




Cisco Secure Endpoint / AMP

Threat Grid Appliance

More than 10k active endpoints
Cloud based management

Orbital queries against new
vulnerabilities, like SMB, logged-
In users and running apps

Fine-tuned, special policy for
Servers

On prem Threat Grid around
1,500 samples per day

Integration with WSA, ESA, FTD
and TheHive

Query Catalog

¢ Back

CVE-2020-1472 Monitoring 2.0.0

CREATED

Created by Cisco 2020-09-17. Updated
2020-10-05.

This query is applicable to Windows.
"CVE-2020-1472" is a privilege elevation
vulnerability in the Netlogon Remote Protocol (MS-
NRPC). This query checks for hosts that are
vulnerable to "CVE-2020-1472" by checking if
correct patches were applied on the system. Please
note that as some KB's could be superseded in the
future - the Microsoft documentation should be

checked for additional KB values mitigating the CVE.

The query also retrieves the registry key
"FuliSecureChannelProtection” value data that could
be set to:

- "1" indicating that DCs will deny vulnerable
Netlogon secure channel connections unless the

@ Catalog queries are designed to run independently.
= [ | 4+ Add to query

WITH bl AS (SELECT 1 AS one, name FROM
os_version), b2 AS (SELECT 1 AS one,
GROUP_CONCAT (hotfix_id) AS kb_installed FROM
patches), b3 AS ( SELECT 1 AS one,

DATETIME (mtime, "unixepoch", "UTC") AS
enforcement_mode_status_last_modified, CASE
data WHEN "1" THEN "Enabled" ELSE "Disabled"
END enforcement_mode_status FROM registry
WHERE path LIKE "HKEY_LOCAL_MACHINE\SYSTEM
\CurrentControlSet\Services\Netlogon
\Parameters\FullSecureChannelProtection" )
SELECT bl.name, b2.kb_installed,
b3.enforcement_mode_status,
b3.enforcement_mode_status_last_modified,




Monitoring & Anomaly detection

Stealthwatch for anomaly detection Coanitve ThisatAnaliics
HOSt Group iS CrUCial AFFECTED USERS BY RISK
Multi Domain capability 104

Integration with ID provider and user
monitoring

ENCRYPTED

Cognitive Intelligence
Flow rate: 15k FPS

@) 10.100.165.10 ¢
@) 10.244.148.87

Encrypted Traffic Analytics, ETA: AT &

- Precise incident reporting © 1010145106

- Using Catalyst 9k series as a Sensor

- ETA support from Flow Sensor 7.1




WannaCry Example for Stealthwatch

I StealthWatch Management Console (admin - 10.20.61.47)

File Edit View Top Status Security Hosts Traffic Reports Flows Configuration Help
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Cisco Secure Web and Emaill

- Web:
- Part of AMP integration, common policy
- Over 15 millions requests per day (Web)
- 0.5% blocked (URL category, bad reputation, advanced malware)

& 15378 ®i535Vm 21358 M & 1159k & 25167
Total Data Used Total Transactions HTTPS Transactions Transactions Blocked Transactions Blocked Malicious Verdicts
4 2.46% Prior Day 4 4.60% Prior Day 4 3.61% Prior Day 4 119.91% Prior Day No Data For Prior Day 4 87.21% Prior Day

- Email:
- SecureX integration in production

- Microsoft 365 and on-premise Email servers are protected




Security Efficacy Order

- Cisco Advanced Malware Protection

- Cisco ldentity Services Engine

- Cisco Stealthwatch Enterprise

- Cisco Next-Generation Intrusion Prevention System

- Cisco Umbrella




SecureX threat hunting with the help of analyzers

tisco Threat Response Investigate  Snapshots  Incidents [E5f) Intelligence Modules
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domain

SecureX integration with TheHive

Analyzers:
observables will be
tagged by
analyzers

Responders: after /
during investigation
analysts can initiate
an incident action
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VWhat Cisco SecureX means in Practice?

- Feed information from different
channels, like MISP

- The role of SecureX:
- Quick threat hunting and response

- Deeper integration with Cisco security
systems, like Orbital

- Automation and orchestration option

- The role of TheHive:

- Long term incident handling and
documentation

- Playbooks for different incident types, case
template

Phishing e-mail
Phishing Telekom via spam e-mail

Dokumentaclo készitese| Adatok rogzitése

Dokumentaclo készitése| Bizonyiték rogzitése

Technical Response] Phishing URL Jelentése a Google safe browsing weboldalan

Technical Response] Phishin domain tiltasa InvDDoS rendszerben vezetol jovahagyas utan
Technical Response) Phishing domain tiltasa az Umbrella rendszerben

Technical Response) Phishing domaln tiltasa a WSA rendszerben

Technical Response] IPS block

Ccommunication) Valasz és Kulsd kommunikcld szervezése




Summary

- Cisco’s Cross domain security architecture has got a strong backend
integration allowing better threat mitigation

- The Cisco ecosystem involves interlocking security modules including 3
party solutions and provides holistic approach in a multi-vendor environment

- SecureX key practical capabilities:
- Quick threat hunting and response
- Deeper integration with Cisco security systems, like Orbital
- Enhanced Automation and orchestration option
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