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Agenda

‣ Changing Traffic models & Key 
security requirements in SP IT infra

‣ Cisco Cross-Domain security 
Architecture

‣ Magyar Telekom Case study -
Practical deployment of Cisco’s 
Cross Domain security architecture
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Challenges:

• Costs
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Case study - Cross Domain security architecture 
deployment in Magyar Telekom

Source: https://www.cisco.com/c/en/us/about/case-studies-customer-success-stories/magyar-telekom.html

“The most important thing is that the Cisco 
security platform simplifies everything we do”



Introducing of Magyar Telekom

• Magyar Telekom is Hungary’s leading 
telecommunications operator, providing the full range of 
telecommunication and info communication (ICT) 
services

• Fixed line, mobile (2G- 5G) and integrated services, as 
well as IT and system integration services, B2B, B2C 

• Magyar Telekom Group has more than 8,300 
employees including our subsidiary, Makedonski 
Telekom.

• Magyar Telekom’s majority owner (59.21 %) is 
Deutsche Telekom



Evolution of Access Control

Past with NAC appliance: 
- only for wired
- AD integration

Now with ISE:
- For wired, wireless, VPN
- Multi-forest support
- Info sharing with PxGrid
- IoT support
- We are waiting cloud connector
- Posture as the 1st level of enforcement 

(for example: WannaCry) 



Posture Assessment Policy 
against RDP vulnerability (CVE-2019-0708)

• At that time there was no official rule for it

• Very flexible possibility to create own rule



Firewall

• User information sharing with 
PxGrid

• Role Based Access Control   
(AD membership) -> easier rule 
set

• For both directions, in and out

• NG Firewall with NGIPS and 
AMP

• Threat Intelligence 



Secure Remote Access

• VPN  (~5000 concurrent AnyConnect 
user + ASA software) + Umbrella + Duo

• Same security level like in the HQ, for 
posture, for example

• Visibility with AnyConnect Network 
Visibility Module and ASA NetFlow

• Defense for Remote Workers by 
Umbrella Roaming Client

• Duo: More comfortable solution than just 
a simple SMS



Cisco Secure Endpoint / AMP 
Threat Grid Appliance

• More than 10k active endpoints

• Cloud based management

• Orbital queries against new 
vulnerabilities, like SMB, logged-
in users and running apps

• Fine-tuned, special policy for 
servers

• On prem Threat Grid around 
1,500 samples per day

• Integration with WSA, ESA, FTD 
and TheHive



Monitoring & Anomaly detection

• Stealthwatch for anomaly detection

- Host Group is crucial

- Multi Domain capability

- Integration with ID provider and user 
monitoring

- Cognitive Intelligence

- Flow rate: 15k FPS

• Encrypted Traffic Analytics, ETA:

- Precise incident reporting 

- Using Catalyst 9k series as a Sensor 

- ETA support from Flow Sensor 7.1



WannaCry Example for Stealthwatch



Cisco Secure Web and Email

• Web:

- Part of AMP integration, common policy

- Over 15 millions requests per day (Web)

- 0.5% blocked (URL category, bad reputation, advanced malware)

• Email:

- SecureX integration in production

- Microsoft 365 and on-premise Email servers are protected



Security Efficacy Order

• Cisco Advanced Malware Protection

• Cisco Identity Services Engine

• Cisco Stealthwatch Enterprise

• Cisco Next-Generation Intrusion Prevention System

• Cisco Umbrella



SecureX threat hunting with the help of analyzers

• Cisco SecureX platform for 
unified view of e2e security 
controls 

• We can compare the results 
coming from SecureX threat 
hunting and TheHive 
analyzers

• We can save these IoCs into 
casebooks and we can share 
them with other analysts



SecureX integration with TheHive 

• Analyzers: 
observables will be 
tagged by 
analyzers

• Responders: after / 
during investigation 
analysts can initiate 
an incident action



What Cisco SecureX means in Practice?

• Feed information from different 
channels, like MISP

• The role of SecureX:

- Quick threat hunting and response

- Deeper integration with Cisco security 
systems, like Orbital

- Automation and orchestration option

• The role of TheHive:

- Long term incident handling and 
documentation

- Playbooks for different incident types, case 
template 



Summary

• Cisco’s Cross domain security architecture has got a strong backend 
integration allowing better threat mitigation 

• The Cisco ecosystem involves interlocking security modules including 3rd

party solutions and provides holistic approach in a multi-vendor environment

• SecureX key practical capabilities:

- Quick threat hunting and response

- Deeper integration with Cisco security systems, like Orbital

- Enhanced Automation and orchestration option



Question?



Thank You!


