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1. ARMEMNEERMSETHIER

Overview Events Heat Map

Indications of Compromise

Demo_ZAccess O - || Mark Resalved
Threat Detected , Java compromise , Executed malware ,

Potential Dropper Infection
Demo_SFEicar O - Mark Resalved

Threat Detected , Adobe Reader compromise , Executed

malware

Demo_5ality O - || MarkResalved
Connecticn to suspicious domain , Executed malware , Threat
Detected

Demo_zbot O - Mark Resalved
Threat Detected , Executed malware , Potential Dropper
Infection

Demo_Ramnit O - Mark Resalved
Threat Detected , Executed malware

Demo_TDSS O - || MarkResalved
Threat Detected , Executed malware

Demo_Stabunig O - || Mark Resolved
Executed malware , Threat Detected

Demo_Tinba O - | MarkResoived
Executed malware , Threat Detected

Demo_Rimecud O - Mark Resolved

Executed malware , Threat Detected

Hosts Detecting Malware (7 days)

Computer Count

Demo_ZAccess 25 |
Demo_SFEicar 19

Demao_Ramnit 14

Demo_TDSS 13

Demo_Zbot 13

Detection Name Count

W32.ZAccess. 150t 26 |
W32.Ramnit.A 14

ZBot:FakeAlert-tpd 13

Eldorado:Alureen-tpd 12

Win32.DemoMal.Rat.Client 12

Computer Detection Name
Demo_TDSS Eldorado:Alureon-tpd
Demo_TDSS Alureon:Olmarik-tpd
Demo_TDSS Eldorado:Alureon-tpd
Demo_TDSS Eldorado:Alureon-tpd
Demo_TDSS Eldorado:Alureon-tpd

Refresh All O Auto-Refresh | ~

Hosts Detecting Network Threats (7 days)

Computer Count

Demo_Stabunig 4 |
Demo_Tinba 2

Demo_Zbot 1

Remote IP Count

52.155.37.12:.' 2 |
205.234.2521212 2 |
75.102.25.76 2 |
178.19.25.92 1

Computer Detection Name Remote IP
Demo_Tinba DFC.CustomIPList 82.165.37.127
Demo_Tinba DFC.CustomIPList 82.165.37.127
Demo_zZbot DFC.CustomIPList 178.15.25.92
Demo_Stabunig DFC.CustomIPList 75.102.25.76
Demo_Stabunig DFC.CustomIPList 75.102.25.76
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EEKIREER AMP X, 74 EFEMEESKLTERN

{RETIE AR T REARIE 100% B, REE—MEMRBRNERRECNHIE. ZENREEREERNHR
FEME VAR BB A, IS ERE A RB TR, PRI E S EE AL, 1t
AR S T RN B R ENRREEFRE, BIE&ERAT R LB b I BR R E R

M [EZ IR BR AMP A E AN, RIS ABIEN T, NMFES LR EHXHIRE, HER
BEAESKREERMG (B 2) . SHMIRFEIFETLUTE 400 N5 XX, EMoAHHEIESR

TERM. ZAAWREBUEASZINE SN, EBfttRe (BBERIERED ATRMENENBHENRE

TREBNXM, FRELHER.

B2 AALTEESRIENMT R 2R E SR

POINT-IN-TIME DETECTION
Analysis Stops
Not 100%
Antivirus - Sleep i.
Sandboxing Techniques
+ Unknown - Blind to
ﬁ‘ ProtScals L3 scope of _
« Encryption compromise
« Polymorphism :ﬂ
Initial Disposition = Clean  Actual Disposition = Bad = Too Late
RETROSPECTIVE SECURITY
Analysis Continues
>
Cisco AMP Turns back
time
Al
#: A | Visibility
and control
are key
Initial Disposition = Clean =~ Actual Disposition = Bad = Blocked

ERNEERIAFEHSREER MG

LSMBERA TS, BRTRE, TERERAGERBLY, R NKAKEEEALNTLBIREREHT
8. KRR, S5M. MEREARANHLAZTESRERBETHLROBHTTE. FATELIHHEN AMP &
FESMMERM RS, TURIELIRRNERRY, HETESREMITIE DB IEIE T X6 .

o HENHFTEMBANRREMNL? BLRGEZRTRW?
TR ENE (B 3) ZXARXEIFHER AMP WARES T FFESTERER REEERER

M RE, BESEEREXKNBRATRARE. XLEDEESIRNEEREMANBEERTEHE M
R PREGLE SRR, FENERR T REREAEE.
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3. fEENREHIERRAS

Dashboard Analysis = Outbreak Control = Reports  Management = Accounts =

Device Trajectory for Demo_SFEicar TRIEZORE UTE
Wowt "
ne o

[ System | @ & B
Tued385. 0250 [Poe)
a.exe [PE] {Er
chigs exe [PE) kA &
10,41 [PE)
14 [PE] e
4083259, 4ddbbe (4}
2 PEl —G @5 @5
ssdice. 202 (o)
> Pl e hd
BATESEE, 450050 (4] - -
4[PE) iy
st (1) B d\bvﬁb e - s
Ba3104T. BV908e (F)
Thalbuc, (T8 DR &
cabib0, 4488 [Rer) &

AcroREI2 exe [PE) B e

5]

i

e mayarosoz | J hovazing
sewt e ) @) eraate ] @ copy ] S mave = B weeuts = G open 7| (B comnaction [7] @ sean datection = (B wone block & @ compromisad?
(] @ vestore [ (D reboat [#] @sean [@] B dets update 7] @ pslioy wpdate (7] @ connectosupdate 7] & scan schedule [7] @ uninstant
event perosmon: (7] @ benign ] @ maticious ] @ unimown BVENT FLASS: ] nene [#] duwaming  [F] @ auditonly

PLETE [ ewecutable [G] ms oftice fale2) [] pdf [#] mscabinet  [7] fash 7] =ip auchive [ other [] rinaven

(seach.. SelectAll || Clearall I

o BRRNEHTT BRLLTEEN?
HEZHNER AMP X954 (B 4) A Talos REFRSHF /AT IEFHFESR AMP Threat Grid BI;P &%
R, BitRe, SEUTSENPERE, #ESEEREGMAIRECENITE. XHESTETEHITAN
FAES, 8FTATER. BEXHSE. TERHINMTREREE, URMAHEEHEEK. EMXEES,
B E L E M T fRIEHI BRI IR SR R E RIS

B4 XHESF

Dashboard Analysis * Outbreak Control + Reports  Management = Accounts = v5.1. 2015030600

File Analysis for 1afdf8c2...4d961fa5

& Download Sample W Analysis Video % Network Report & 27 Artifacts -
Matadata Bshavioral Indicators Network Activity Procasses Artifacts Rigistry Activity Fila Activity
. .
Behavioral Indicators 0
© Artifact Flagged as Known Trojan by Antivirus Severity: 100  Confidence: 100
© Process Enabled Autorun through the Creation of autorun.inf Soverity: 100 Confidence: 100
@ Sality Default Mutex Detected Severity: 100 Confidence: 100

Sality is a file infector that spreads by infecting executable files Categories infection, parsistence, mahwarne

and by replicating itself across network shares. Infected hosts Tags trojan, hast, process, lock, mutex, RAT
join a peer-to-peer network used 1o propagate malware on the

compromised computer Typically, those additional programs

will be used to relay Spam, proxy COMMUNCAtions, steal

private information, infect Web servers or achieve distributed

computing tasks, such as password cracking.

Process ID Process Name Mutant Name
42 1 Explonet EXE uJLpeim
55¢.exg] S2gl exe  ulipeim
.
© Process Modified a File in a System Directory Severity: 90  Confidence: 100 p
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RMIEFTNLIRIIIRINEIE.

o RMNEBTLIHILEMHREIRARE? RATTABIERERZE?
E[EZIHEBR AMP Rz HIThRE AR M —REThEE, REPPREEERGMEERHERER (FlnE
WBEREEFXAHNT) B H, MALFFREUNBRUER. BURABLE/LTRANTMNEER
A EEH], WM E GG B E R E AR FT A RIESIE], K EREUE L 5 P B0 RtE) .
5, AMP ERTABFIEE RGMAFTEEITE. ZRASRBEBSHBMFERAEHZXS|IAE ST R
f, FHRBEMZERRAREIARM, BIAERTE RIS

RIPLLIR . BangE. RIREMMLE

EEZIHEER AMP RIFERESLTERY, F RMALHE (PC. Mac, BERIREMEMNRSG) LHREIF
R HREEESREMERAKIES T, NMEUREBHERUANMNSREERY, BRIBEEECGRNLRS
Z2R (RERARES EEEMAIR EAMERERBTRIRGD .

s, mELIREER AMP SHEEMEHER AMP &%, B3 8 —ENEEF A RMEMAR ERHEESE
BB ENFE, BN, B REMEZIREERN, ERILURAILEMN LG8 L W& R 5] A ER AR HL
Wiy, FXLBEARKUSIMERWA, UK SIIEFH SRS,

AR R el AR AP

AMP mEEEAFTT R MEBFAFEMS, PAEELHE IR AMP EEZREHERTHIEEITOH. LRt
HAFE, BARBHARBIZHITHH. N TEASRAERNARMS, TRHEMRAZIED. LE—IHRR
ARERARBES N FEMTMMAE B EHEN RSB REREANSREEKERIR.

MAEEMEMS, HELKNIR AMP J Windows R%t. Mac &%, BahR&MEMNRFRHLSEHERE.
. REEMRE.

FILEEMS, #EE PC. Mac. BENRFMEMME EWE LI DR AMP ERREEERNG, FENF
fit, HEAMAFELEREMRATRED, NMERMBGHEES.

ENEEEEMNZ2ER

HEL I ER AMP 2T XHIBEMESRLNZ2ER. BRRLFEMEE. Talos Z2HERSHAR/NEF AMP
Threat Grid BV BEIRIBEAFITUH AN KB ERES, HEWEER . BEAREKX, HEEBESIRE
FEMETH. RE, KBENRHEREE AMP BPiuf, LUEEFRZIEESMEMER.

@i 4% AMP Threat Grid RS 2 R& IR AMP b, BJRURH 350 AT IR THRETERE (HUXEHR

1) MEFEITAIERR, AR ARMEERGAEE, BIEXKA HTTP 71 DNS K2, TCP/IP #iER, ZH
ENEiHEE, UESEMTEREE. AMP Threat Grid ® AR FRMIBEREE . ATHRENRE (BBSH 800 % H

MHAR, FEHHZATH) . &G, AMP Threat Grid HEEEBHNARRE (CUHRERRERUSHEREFAT
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ALk EN ® Microsoft Windows XP Service Pack 3 2 &S kA
AMP ® Microsoft Windows Vista Service Pack 2 5 & Sk A

® Microsoft Windows 7

® Microsoft Windows 8 #0l 8.1

® Microsoft Windows Server 2003

® Microsoft Windows Server 2008

® Microsoft Windows Server 2012

® Microsoft Windows Embedded POSReady 2009

® Microsoft Windows Embedded POSReady 7

® Mac OS X 10.7 RESIA
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