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1. @
1.1 R

Cisco Nexus® 9000 Z&F3#uH 7= RIEEMRENE AR AZZE T—REETOZRINENMTE . AARBETER
[EMME AT Cisco® Nexus 9000, {B#E T #4144 Cisco Nexus 9000 ZMEBEE H IR LB Z A,

FEEBERMAT Cisco Nexus 9000 KL%, #ATESHNEEFBEN/LIT, LT SMBMLEHE
K, HNETEEBRIIEA Nexus 9000 #hil, FEIRTHF15E 7T —LAt &R,

X AR B E AR THELE A THLRER Cisco Nexus 9000 AZ#ALANALR, HiEMTIEAERYT REEH OHINEE
PHASMKBER., LR ERGGEERTEERZ TERNBLRR, XTIT RATARAZHHEEMAE
LUk, XLARIRA EUHABEMEE.

(i) IREAIASRAANERENMR, NIFENBET BANFFIEERAER NX-0S BiT% BRI AT 4RIZETh
BE. ABRKPTRM TIFLERMHEE, ETEFHE—PRIEEXMYL. BRGRMZITATHL. 3t Cisco Nexus
9000 AI#miZThRERI 2 EITIE N B T AR TE R .

1.2 3R EAR
MEFRBELREIA, TIHFNSEARENEMEEARNEIEE, EMSE B

http://www.cisco.com/go/nexus9000 .

1.3 At 4% Cisco Nexus 9000 HEF13z 4]
Cisco Nexus 9000 Z53z#eHl (B 1) 2H/NEEIEFOHIBEZIE, TRERTFEERSE: M8, MeE, wmO%
E. TRIEMHEMEER.

1. Cisco Nexus 9000 Z&FIAHEHL =S

Cisco Nexus 9000 F %1341 AN A B8 BY XA 1T 534, FISCEIRR A #E. Cisco Nexus 9000 XA AI5E K
DEEETRMBEEFLNT R REATRTRAEMBE (ASIC) Trident li (BR4EEH T2) . T2 ASIC A LUEFH
BER. kS, Cisco Nexus 9000 ZFI3ZHa7E 10 GE 1 40 GE Sin OZE MRS EMAETIT . Cisco Nexus
9000 RALFEMARItAE, HERGEENIMRHE, XEBEEEESHATEHLEEH O,

Cisco Nexus 9000 BIFAI AN BRI AR E L. FEBSAXE, ELRHEHIFANEERM: Sl ikSEIFATIERTL
B RSB FERI AT REEM (VXLAN) 28 ; B0 M EIEeE (DCNM) IFFHER T AR K 0M
HIRHBE—F A8 GUI BT R, SEHENIEREL, TRSRHEMITIIE.

wJ&, Cisco Nexus 9000 1258 KB R 4miZTNEE, AIZFFFR KA NX-API. Python. Chef # Puppet & T E#I%h
MMBIRE (AEEMUURIFLINIEE [DevOps] 1EE) .
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sHF B E A, Cisco Nexus 9000 £%3Z#4~=MmZ 1 GE & 10 GE iT##1 10 GE & 40 GE TRHIRETF
&, FA2ERBUEHORERE Cisco Catalyst® 3 #IE 8 =5 . Cisco Nexus 9000 A LU ST B M4
. ABEBENE—MEBEMEE Cisco Nexus 9000 RFIZHM AR/ NENE T, HIRHEBERTERONAREET
REEFOHERE, ERNBTENLCERITUAREF/AZMZT.

1.4 %F Cisco Nexus 9000 ZEFI3z#4]
Cisco Nexus 9000 &5 E1E AR Cisco Nexus 9500 R FIIELRIL AT FN45 /M8 Cisco Nexus 9300 RFE EBE
THhHl. KEREBEREERMIFEATL~REE.

R A Cisco Nexus 9000 RFIAZHANIZME T AMRIMEER . B LUEARR NX-OS IRH7EFRAHER Cisco Nexus
ZIHLIMEHERE Cisco Nexus 9000 &%, =&, BAHLUFERABEHMERN BRI A AR OREMIZE (ACI),
U FIA—MEsM. ETREHNASEIESE.

BT & 4tH9 NX-OS Ik (Z1EE#A PortChannel [VPCl. BRSSHFEHEAHLK (ISSU - K3K) . M BESNEE [POAP] 1
Cisco Nexus 2000 R5I3z #4605 FREEX#F) 4, Cisco Nexus 9000 EIiE{THIHALE NX-OS iF#EH T2 MEEY
FIngE:

o EEERER NX-OS API (NX-API) AEIESHRE T HTTP/HTTPS Li@idimfgid2iAM (JSON = XML)
SREIBZ RN 5A, MAEEEHEIER NX-0S 65417,

o Linux Shell i [alf$5 45 AT LUEIE Linux Shell BIA ST 2 ALH#HITELE, B TLHS M RBMIEENBsIL, KL
BRfREN TR Z B — B .

o BIAEANNIRIEAN T ARIFIFEITIT, AEAFREAESRANLEIF AR B R ERAUEIF RS YL
IR ARZ BN BFETERAR GIFRATmSE) =#EAT .

o RIS LRIBEA VXLAN 550 B R AR 3 H iR E R AR AR 5588 < [BIAVIB{E . VXLAN 1215
VLAN #HEHEE 2 BUUAMARS, BEREEESMNRIEN B AMRRRHIXERS.

BEARRIEMEE, 5219 (Cisco Nexus 9000 5l NX-OS Bk FA B FIPELISET) -

KEEBEEANBEAR, EROETINE, 1M vPC, VXLAN, BARREEEHE 47 RBSEA. WE
THR Cisco Nexus 9000 534l LB NX-OS HISRTHIEIIE, BLAMR. L TBTARRBTL

2. ACI #hzEE

21 ft4g ACI?

RABRUANA R OHEMIZNE (AC!) FIRKMER E—MHEBUTRFRELATEN S RNATHE, KENER
BIMZ% . ACI BT FER 2 2 MR A 7T B 3R FE T8 S5 R AY 18 A SRR IE 2Lk SLELX — B4R

BRACI EERRUATWFZEE: BEELSTTHRAMEREMEEEECMM SR N MIBEEE, BRAIERX
FRRRERE R LU E N LRI 5K B ACH2 T —FREERRN 5 7% 1R LARI A 9 D RYIR B Sm AT A1
(NRHEB—EFIEREMIZRE) , FRETMRAMLE 4-7 BIRSEN, UEE—NARMEREHENE
BEENRSR.

ACI B R VPR IEL S5 BN A TR EMLE B LFIECEM S, REHBL. AREEFMESEEIGE.

ACI WTEMLEFNE 4-7 EEMIRETERMG—BENR, HENRERRBETNEMEIRLES. £RHEERIE RN
MR EEMLEITRR, BUNE_REZELANARSHEEHREIE TS, ACI K. FHRRNESRS

B ATEAREI EENERR RS, RSITASHFLXE. ARBRME=ZF005 4-7 REUFIIERS
WENERMBNLIEE, BAUERENTREEEENAFE.
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BN ACI R, B ALIRARBIOERRBNAFTRKBEML, THELELFMEREIOS M. s, ACIH
TR EMMIEEE, EFMRIFSE TR EILFIIE SRR AR -

2 B RTIAM ACIGUI REAZENAEXMEEE. RBNANEREXME, BEENAEEXHERENX
—EAFRBLEAFREAFESEREURAIFNBERNEZRN A, MAREZATHN., WESZMNA FRE—1T
X—1THy4<1THRmE (CLI) K55,

& 2.

=ZRR AR RA

LISl Application EPGs

(S

ER® ErG Ap_Saners
EB® £rG Ootabase_Servers
BQ
[ TR F
EB&® Mypplication
B tetvorking
EE 8 ericke Domains
EH B Frovate networcs
I Bxernal Brdged Networks
[ B Es¢crmal Revted Networks
I8 Action Rule Frofiles
B CarlRoused
B Ouside
BRI Frotocol Folicies

»

2.2 3§ Nexus 9000 NX-0OS &% ACI =
AEREBESNE NX-0S (#H]) R T Cisco Nexus 9000 53z #4. B2, Cisco Nexus 9000 FEH2 ACI
TR, Cisco Nexus 9300 A #HLFNIFZ% Cisco Nexus 9500 LT LUEE# 5 ACI #E R,

Cisco Nexus 9000 Z##l 2 /ER ACI ZRaRVERl, HIRHMEZIIER. £ ACI R\ REITHY Cisco Nexus 9000
ZIAERFBRIER S, XLETHI S 2 A BR A RIEEMILEITHIEE (APIC) MEPRITHIRR RE R API
ZEER. APIC AJgi—3F ACI ZZHEEFE I TE L IRIE, BRENNFNEIE, FETIEXTHIEF O RN A SRBg =R
Bk

7£ Cisco Nexus 9000 £ E#l NX-OS #xR#ieA ACI RAFR BT ABEBHITILTER.

A% Cisco Nexus 9000 RF3z#AHY ACI R HEMEE,

3. BRI IR
REHNET R IRF ORI HXEERFER, LUK Cisco Nexus 9000 RFIHA ST ALIRIX L % (ST,

RENTIEGHBE

R ABEERREP OCANEMGUE, THRZENRNELE . EVETER, TEETRE, BasiHt
FE XA REAETBRIEMEEPOHARE) BREB. ZRRTT RERHILEI R 42T 5 E .
FRERIThEEE R VXLAN F3 s ERE M X H .

HEFEER ACI [k,
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BEPLOANFR-ARE
BF|PORERNEANELN. NE, ELHPREBEBRSZ[ZEBLEANBREF-BAERE, ERRSHEHRILZ
EFEEEMERREF OIS . X—HTTEHREFONES, KHNEA (B0 Hadoop) KR, EMRE
MEEFED. RENZEHEPORHTIREMEN, BAR-AREESHE LITEIROERICLRE, RAXMK
i Y

F-ARENT KRBT F AR -ETFRENBEEFRZEP OIRITAE, ERANBRE DR HFSC & R
H. HEEVEBHABHHREEENERERRSH[MEN. BTG EMNERFRESHRLE L X ZENE
HRBORIIFEDNBENM, LUEZEELH A0 RGBSR R

Cisco Nexus 9000 BEATARAEITE AR EMAENE B, Al HERLRI ORI BEEERNRER=
B9 BTSRRI R -EF AT . ARRBEIHLENCCRASM/E Tt

SHEPUKRE 2 EMNE 3 BERENTE

ABHgERNAEEEERHRETLD) FEEESIEZRNER, tiTFEEEENFAE IP tbltzE. HiEH 0N
AP VFRELZMEREMEE LN ZSNIEFAHRERT, HEXEREZEARERE, RIFFENHBARIER
Fo REDRIBELATASI: a) FH VXLAN £33, HAd VNI (VXLAN RIEHRRFT) fEAMEFFRFT; b) @il
EHEEBE L (VRF) LB BSAESMNTAE IP thitz=E.,

HER LD BEPONE 2 BiZH

EHRTL, B2 BRMAMBEREN ERETH, WURATINYL (ARP) 1 Ipve SEERE BRBNSEE
5. B VXLAN ATLUB A BRI, XEFEGEATRUFERN (VW) BEERREF CANETLE, B2
FEME RN R AR IR SR LR R AR R .

Elitk, #3508 VXLAN SCREAFE—RAER DT R NE. FRIEIIEEMNSEAE: B FMEHL LK VPN
(BGP EVPN) 774 MAC TIiAHER, MUMMILSRMNE 2 RRIBREHEXAZH. #id BGP EVPN S A4 EWER
FHIEHEGEBAZEN, SIMRL B 5 ARP #1 IPv6 SIEIERIEEEEAB) o lbiER AT AR TR
B, ET|EEE.

S RBIE DR
REREERBBEPOUARRECUBEROES N ER, UFEMEESEE, REREZLNTR. HiE
PO PEREBENFR G SWERERMER, URERENQfTEEE

4. YiEH LB ERT
FTIN—LEFKRER), WRPLOEETE/LERDRELR:

o EHUL - FTERITHEML TS (ESXi. OpenStack #1 HyperV) HIAE T ELIMLEINEE. IREMLE T EL
PP X Lk P 0L 4% T E A TR R AL

o HE., MEMFHEITENEE - BREZERT SRR HEEABEERZEG (AR~ 2R
PR, EEEM. BEBNSEDIFEAMLE. 82 vDisk, 1§ vDisk 48ERIERH) . A TSIt E,
FREEMIEHE T REEIZM AP L SR B s g &.

e DevOps - B THIEH LHMIECT K, HIEHOETRMRH 2 1B i3 4F2HESS (W Puppet #1 Chef) i#
1T XEEZRMEE— MRS A BFFRFAMIEITH “RIB” =5 BFFREM “E4ESL” . Puppet 1 Chef
FRATESESREGE (—AESFANEEREIRMES) EXHER, FRIPENENEESR “R
I PITHARZIREE.
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o FNASRAERT - FEHOEMIEMEIEAEMMN TIHFENERSH TEASNIMETERSESHNINE, Ea—H
MRS, TEARBERTIFEMEMIEEINS, MERF—MMIMESD, ERITIEASKEALUAREERLE,
HARURENAERETHITT R, €86, FBINTBNAN, TELEMEHIPITEENMERIRE
R, IP F4k. VLAN FI5%KRE.

o BRHFE XML (SDN) - SDN iz HIFESMENRN BB FE NS, FETUEFSEMENSEFIRS, [
A REIEMENE R MMR L. T BELE—RAEW OpenFlow Z M. FAFER SDN #FEMLS
AIAEIZASEN & FM A (30 Hadoop. #MSTEHIZ) BIMAER.

Cisco Nexus 9000 & 7Ei# B N & REVEIRH/DRIEEFR K. BXZIIRENIFAITIE, BESEARHENE 6 75
o AimEMFMBINT

o

NX-API: ZE&EHIERI NX-OS API (NX-API) AETRRIZMH TE HTTP/HTTPS Li@idint2id 125 A
(JSON = XML) REIBIEHAIGZE, BRTEREHEER NX-0S 41THAR.
5 Puppet #1 Chef 185 5%: Cisco Nexus 9000 3Z#e#l AR IBIRHE T 5 Puppet #1 Chef &R E, F
R T RIFBEENECEFNETE Cisco Nexus 9000 RFIZMHAIZIE . S IBE 2] Cisco Nexus 9000 &%l
KR, SEBRAMEREREUEATRESIHT BB TEEN®S.
OpenFlow: ERlETHEH OpenFlow i (%7 NX-OS XHFiNIG&H L) FER ONE il MkizHIsS
(REERS B L) XHF OpenFlow, FH{EA OpenFlow REEEIRF%E. ONE 15588 K i3 k[0 R 1214
Java IR LU ML IR L A ETER4E .

Cisco OnePK": OnePK E— "S5 THERANI AR, BTHEL. B3k, WERSVEELMAE. BX
# C. Java #1 Python, #5 PyCharm. PyDev. Eclipse. IDLE. NetBeans E&f. {EEIHEZH API
&, EALERIHEMENNEREEFNITE. ~ISEAEXKHEE; ABETRENRS (F)
WMARSSRE [Q0S]) ; RIBAEIBUAIMERI (FIEnEER) BENA; BxITES MEENIIER
2; FABENAREHESR.

Guest Shell: MEFR NX-OS kA 6.1(2)13(1) FFi4, Cisco Nexus 9000 RFi& & ZHFiFiElE R
“Guest Shell” BIDEHITEE. 7£ Guest Shell A, MEERRWIRF Bash iR, HERERAR
&M Linux e S EIEZ A Guest Shell IR :

o HifEIMLE, €3E NX-0S B HHERE VRF

o BB Cisco Nexus 9000 Bootflash Ff & AIIEENFIE Nij a4 R
o BEBEIIT Cisco Nexus 9000 CLI

o TAJifia) Cisco onePK API

o BEBFE. REMIZIT Python B

°  REMBRIMIEIT 64 fiL Linux K2

o BREARGENMBHVIRAAEFEFEERNRIE RS

o SiERMERETAHRM

o

o

© 2015 BRFVZEMBAR . REAENF. AXEFEATHENAFLHHESR. #E8:

Cisco UCS® Director: {8 Cisco UCS Director AT AR BRIA & EAIEHETE S . vBlock #1 FlexPod,
HEEMEXER UCS BRSE2S. Nexus ZIALFIZMER TR E F REIRH R EIH A ER A ETE .

Cisco Prime” Bt /L& EIEE (DCNM) 2—MNEFBANTE, ATENERLTHE, MEiE
fEEAIE R E R BRI M. B BSL. DCNM BIEARRA R B2, FaRMTEEEFT
iE. DCNM #iF&E & Cisco Nexus 3Z#4l. BR UCS F1ER MDS &% #%-.
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o OpenStack: OpenStack 2FENFEZEIEFE. Cisco Nexus 9000 ZFIEIEXT OpenStack A
Neutron B9 32#%. Cisco Nexus fifH3£5 OpenStack Networking APl 8, FE#EALE Cisco Nexus
AZHALLAR Open vSwitch (OVS), fE&EREIMLLEIEFERF LiZ1T. Cisco Nexus ff A (N HIERFNE AN
% ERCE VLAN, MEEEEEM A VLAN Id, EFHFEE VLAN ID HEUHREE, HEARNELTE
HEHPEAMBER. REERE VLAN, UEEBRTR—HEAMENAFARELL GHE) FH LETH
ETWLEE YR MBI TIBE. I, RESMATEENZYEEMENZEREH#ITRE, UMEIRT
REREERMIMATH EEEER VLAN. BXIEMES, B8 Cisco OpenStack.

o ETRIERIMLE T REREIA AES: Nexus 9000 fEEHLFN ACI RN TiEIT. ACI BRIBHINGEEE, &
T RSB LEMFI—MESS, LIEEAE XN ANERMEHESE KU R B EEEMILRE. ACI iR —L
FHEFEEFNEX. HA. Kinif (EPG), ERISHKIELIK EPG SR ZRIEMEMXEK. BXIEHRESR,
ESF (CBRUN BRI ERNSEIRITHERS) « hitp://www.cisco.com/c/en/us/solutions/collateral/data-
center-virtualization/application-centric-infrastructure/white-paper-c11-731960.html.

5. B& NX-0S % FEIhRE
& AT Cisco Nexus 9000 R %3 HALAIBRL NX-OS B LUFFHIRIEIT:

o BHAER NX-OS #E

o BRACIBE
Cisco Nexus 9000 R7IfEFAE5EMRAIER NX-OS 8], ZMAREBE—HWTHFIRS, AUXFRFLERTITHERR
B, MmEHRRERE.

BRI NX-0S EAEHERTMEFRNEK, BFhinms, KBel, SEFM—RIHEFENITIL. BR NX-OS &
FRIEHEF O AR SAN B2 E . fRERNRHRIFE. BRI NX-OS ETEERE. RE. #RER Linux
A%, KHHRHRIR ., ATREMERL. B8 NX-0S EES—HEHEES O, ARRG—EIEH O REME R
it

EHREFFREE:

o R - BHR NX-OS iR EFAHUTHITE S HEE R FEBIUARARFEN 2 BRMHES, Eit—NF@E
FRIEANHEASSHEMTRSRIETE . KASHRGEE. FHEMRSLTRERS, ElELEY
FERS, EMRLURSIEsMEHED, MEMRSZSWREET. REYRGERSAUBITERSERRF,
X fEIZAR S5 AT AT H b AR 553 E PR R B B 1T

o Bt - B NX-OS RALHNL, ATAERKRTEANMEMERMSFE, THNESEMENET. BIHER
FIRIERRIL, BEREMESRURZBEMROBEHEEIE, B NX-0S it T SETENRERSR
RIHIRITITIELE M
B NX-OS M iR S FINEE. BRRSFREFAR (ISSU) RIEEIRIEE . REEaE T BMIRERR
R, RFFERENET. STRENRRUEZFATUEREHE DREIEHERIE, MASHET
W& EREMARS. R NX-0S RAIFHEFIFESHETFASE; WRFESHFLEMLLE®SHHN
17, BEITHRIEREIT.

o X - BN NX-0S B AXEEGMSRINGE, FTEULRMFLZE. KETR, SIMRMEFRAERE
FBR NX-0S., XLThEHRMA H U EEMREANENE—EES.

RABREP OMENAEERAGNEIMNERGFEHEE— TN, —HrRE, FEREMNSE. 2
)R FISEME AR T REME S
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BRI OMEEIER (DCNM) 2RTLUMIEFREER NX-OS HEMETREER, AFEPEERARE
RABUTH I BMIEISN, HIBHESKTHREEE . N, BHR NX-OS {247 Cisco I0S® HifF Ry
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8. EME 4-7 BRE
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o MIAFAIFEE EMEFRAIBEN
o MERF FifIEISMER Web AR 5588

BREEER ASA B AERIEMEESR, FihE
http://www.cisco.com/c/en/us/td/docs/security/asa/asa93/configuration/general/asa-general-cli/intro-fw.html .
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10.1.1 FINZZHANF N B B FhBES
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EX R,

WREH POAP TaEH) Cisco Nexus ZIRHIEBHITRKEISHECE, TIRIVEHN POAP &R, EHRFFHEE
##% (DHCP) AR 5528, FLAE$ED IP ok, MXFEZFRARS (DNS) fRS5% IP UL BITER). MRS E 2
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% 36. {F¥F POAP BaIEEL Cisco Nexus 9000 &%l

1P F%
BB 5538 1P B
DHCP
EEEEEH =l
HIFRREE

BERIARR G
fERERE

BE. BMERSH

WMRFEUTEY, ¥EABEBEE:
a. BRI ENEFE
B. M4&HR7FTER DHCP ARS5 23N FR B Bhi& & /) DHCP ZILES
¥ Cisco Nexus & & _E{EFH POAP Thag, BEHMITUTHE:
1. BCE DHCP BR% 25 LAEA Cisco Nexus 9000 3Z#AlL53E IP ik, [& 37 £77 T Ubuntu DHCP B & /R,

37. Ubuntu DHCP BR %888 & 7~ 15l

DHCPARGS="eth@";
ddns-update-style interim;

allow booting;
allow bootp;

ignore client-updates;
set vendorclass = option vendor-class-identifier;

subnet 172.31.216.0 netmask 255.255.252.0 {

default-lease-time 21600;
max-lease-time 72000;

option bootfile—name "poap.py";
option tftp-server-name "172.31.216.138";

option domain-name-servers 172.21.157.5,172.21.157.6;
option routers 172.31.216.1;

option broadcast-address 172.31.216.255;
option subnet-mask 255.255.252.0;

host leaf3 {
hardware ethernet 88:f@:31:2b:a4:78;
fixed-address 172.31.216.132;

¥

host leaf2 {
hardware ethernet 7c:69:f6:df:e8:a0;
fixed-address 172.31.216.131;

}

host leafl {
hardware ethernet 7c:69:f6:10:5a:b0;
fixed-address 172.31.216.138;

I
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2. DHCP BLEHi5EH Poap.py XHB&EFEET
https://github.com/datacenter/nexus9000/blob/master/nx-os/poap/poap.py .

RE TFTP RS 3H44 poap.py XM BEERIAM TFTP FRSHE R
4. REREERMGIIE. REREQEMFEEE poap.py WATRE. IP U HEIE.

5. WBMRXHRMERE .md5 MEE TFTP ARFEEF . IR Linux fREa8 LiBE %4 “md5sum <Image_file>
<image_file>.md5” 44 % Md5.

6. Bihg&.
38 B TEH POAP 11T Cisco Nexus 4 2 zhim e HAE] A B =l .

B 38. REGIEEH

Abort Auto Provisioning and continue with normal setup ?(yes/no) [n]: 2014 Dec 18 21:02:50 switch %$ VDC-1 %$ %POAP-2-POAP_DHCP
_DISCOVER_START: POAP DHCP Discover phase started

2014 Dec 18 21:02:59 switch %$ VDC-1 %$ %POAP-2-POAP_INFO: Using DHCP, information received over mgmt@® from 172.31.216.138
2014 Dec 18 21:02:59 switch %% VDC-1 %$ %POAP-2-POAP_INFO: Assigned IP address: 172.31.216.132

2014 Dec 18 21:02:59 switch %% VDC-1 %$ %POAP-2-POAP_INFO: Netmask: 255.255.252.0

2014 Dec 18 21:02:59 switch %% VDC-1 %$ %POAP-2-POAP_INFO: DNS Server: 172.21.157.5

2014 Dec 18 21:02:59 switch %$ VDC-1 %$ %POAP-2-POAP_INFO: Default Gateway: 172.31.216.1

2014 Dec 18 21:02:59 switch %$ VDC-1 %$ %POAP-2-POAP_INFO: Script Server: 172.31.216.138

2014 Dec 18 21:02:59 switch %% VDC-1 %$ %POAP-2-POAP_INFO: Script Name: poap.py

2014 Dec 18 21:03:09 switch %% VDC-1 %$ %POAP-2-POAP_INFO: The POAP Script download has started

2014 Dec 18 21:03:09 switch %% VDC-1 %$ %POAP-2-POAP_INFO: The POAP Script is being downloaded from [copy tftp://172.31.216.13
8/poap.py bootflash:scripts/script.sh vrf management ]

2014 Dec 18 21:03:10 switch %$ VDC-1 %$ %POAP-2-POAP_SCRIPT_DOWNLOADED: Successfully downloaded POAP script file

2014 Dec 18 21:03:10 switch %% VDC-1 %$ %POAP-2-POAP_INFO: Script file size 18941, MD5 checksum f2f4128442905838d81ad@b52d1724
01

2014 Dec 18 21:03:10 switch %% VDC-1 %$ %POAP-2-POAP_SCRIPT_STARTED_MD5_NOT_VALIDATED: POAP script execution started(MD5 not v
alidated)

2014 Dec 18 21:03:50 switch %$ VDC-1 %$ %POAP-2-POAP_SCRIPT_EXEC_SUCCESS: POAP script execution success

2014 Dec 18 21:03:50 switch %% VDC-1 %$ %POAP-2-POAP_RELOAD_DEVICE: Reload device

2014 Dec 18 21:03:50 switch %$ VDC-1 %$ %PLATFORM-2-PFM_SYSTEM_RESET: Manual system restart from Command Line Interface

[ 161.09602@] ([1418936639] writing reset reason 9,

[?

CISCO SWITCH Ver7.17
Device detected on 0:6:0 after @ msecs
Device detected on @:1:1 after @ msecs

10.1.2 ZRHEHK
BILIENETAFEHET vPC WBEHIEN, EHITUTEE:

o FHRE—E VPC ML (VPC MM . FEULFHRERIE], SEHMEZZ M . ZTHRINEFMEE, R
BRE THHEN SRS E— ST NEENEXRER, HAFRERERATE -4l (VPCRE
ATHAL) .

o WINZAZBHBARCEITR . ARG, THRIIGRE vPC XHFMETE vPC K.

o FRE_ARMN. MREF -SRI LESHERRE, BESBE_AXRINEARIETET M. &
EfimEEAE, £—8 (BEAR) BHISELAEHERSFHORE.
o HPASZA RN RERINTER. WHRERE, TEN vPC MEXREEY, HFRABMEANRESHR.
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https://github.com/datacenter/nexus9000/blob/master/nx-os/poap/poap.py�

10.1.3 Guest Shell A28
MER} NX-0S #fh 7 6.1(2)13(1) FF#&, Cisco Nexus 9000 FRFi& & X HiAE1 %A “Guest Shell” B ERITE
[8. 7E Guest Shell A, MEEIBGMWITT Bash if1a)# R, HERFAZER Linux S EIRZ . Guest Shell
78

o WiFEIML, AIEER NX-OS R4S HHERA VRF

o EB#EE Cisco Nexus 9000 Bootflash FrEATIEZENFIS A 7 814X IR

o REMBINIT Cisco Nexus 9000 #541THE (CLI)

« TJiHia) Cisco onePK™ API

o BEMEITA. RIEFNEIT Python BIZK

o HEBBRIFNIEIT 64 {i Linux M A

o BEEHERGEFMESVIRMAEHFEEENRIGRS
BRITZAS A ENRES S, FIEEYX Linux S8, XHEHENANSEKR, MASENENRSENTE.
Guest shell XHRAGARERIEXHINA . EXHASENHNILEAETTE.
BONBRAT, LHFAEIESIEFEMZEIESIE LIZHMM guest shell R BITEZIERAGBE, S2HRE guest
shell. {SENNEIRS|E RS, MEEIRRAFUFIA guest shell El$ a4, iZ®41% guest shell AN EAEIES|E
F&2&RAEE5| 2.

BXEZi¥E, 1551 (Cisco Nexus 9000 &%l NX-OS AI4wiEMsRE 6.x hiL) :
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/6-
x/programmability/guide/b Cisco Nexus 9000 Series NX-OS Programmability Guide.pdf.

1. ERMLF =108

1.1 ERHLIRERR

Cisco Nexus RFIZMHIZME T EVWLIREFSRINEE, BFEZBIATLLSHZ M4 VMware vCenter EEHITIEE. &
B, MIBRKBINENET, EIWRERSERSSHENED LSSEE VLAN.

BaI, VMware vCenter B ESX 5.1 1 ESX 5.5 IR AL FEMNIREFSZTEE. EXEHENENRS 64 NEMHL, Fr
% vCenter 5% 350 P EH. BIE MST A THm % T 600 4 VLAN, 7£ PVRST R F&% X% 507
VLAN.

EIUHL IR ER 22 Y L AT Ak &= B R & I ISUIE £ 41 532 L O 4B < Bk o
AT 20 LUE A E LR B SS I TRy — L 321 -
o BREMNERIEERS - BINBAT, SAXRNNEAEEDBREMIIIREES. BUURBEEEESFER [no]
vmtracker enable &4 EZEO LZERMBAE.

o fIli5 VMware vCenter B9,

o MERNE VLAN EH - BOABAT, EWIIRIFSRSIREZKREB VMware vCenter EFBRSEH, HIUME
MM ORE. SEFTLRESZERE—MESHIE, ZRiEENMEEMREMEEN. B FmO8
{EE B35 VMware vCenter [E#.

o BRAZIAHE VLAN - BUABR TE£EE A0 EMMER VLAN. ZEERaIEEIE VLAN &, InRFEL
HN—EENBESZ—EEH, FRIZEBNAERN VLAN EiZZRi EAEE, WS BHEIZSERI LR
EETER VLAN, SRR IINgE. B2, MREEMANSE VLAN, M RFEhtlERE LT
VLAN.
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http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/6-x/programmability/guide/b_Cisco_Nexus_9000_Series_NX-OS_Programmability_Guide.pdf�
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/6-x/programmability/guide/b_Cisco_Nexus_9000_Series_NX-OS_Programmability_Guide.pdf�

e VPC #EMBE - £ VPC th, EFEMMZAZ (8 vCenter IEIEEERE. EIMWIIRESRIEHT —NHSK
WEBNIERZ B vPC REM.

N ER(E A ERWIIRIRSE, MBALERITSAHRIEOFR VLAN HEWERE 2 BXE 3 2R E, RMIEERNTESH
A VLAN,

ENWRERS A E

Leafl (config) # feature vmtracker

Leafl (config) # vmtracker connection vCenter_connl

Leafl (config)# remote ip address 172.31.216.146 port 80 vrf management
Leafl (config)# username root password vmware

Leafl (config) # connect

Leafl (config)# set interval sync-full-info 120

Leaf2 (config)# feature vmtracker

Leaf2 (config) # vmtracker connection vCenter_ connl

Leaf2 (config)# remote ip address 172.31.216.146 port 80 vrf management
Leaf2 (config)# username root password vmware

Leaf2 (config) # connect

Leaf2 (config)# set interval sync-full-info 120

R AT EMNIRERREENEXE RS,

F4. RErHd
show vmtracker status 12 vCenter FUIEIERS

show vmtracker info detail REEXRESAFEOHEXENELHEMENER

BXIFMER, 1531 (Cisco Nexus 9000 FFI NX-OS EHINIREFSEAC B4/ 6.x ML) :

http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/6-

x/vm_tracker/configuration/guide/b_Cisco Nexus 9000 Series NX-
OS Virtual Machine Tracker Configuration Guide/b Cisco Nexus 9000 Series Virtual Machine Tracker Confi
guration_Guide chapter 011.html.

11.2 OpenStack

Cisco Nexus 9000 R%I &%t OpenStack Networking A Cisco Nexus {4 (Neutron) B 35, iz ER AL
ERT IS ME AR EEEMISHERIRS (laaS) W%, UBEMATEREMMATIEMIRMEEE, T R
FMEREM. ZEEEMT I EMEHREFRIRIEREM. OpenStack WERFEHKARS . ZHAMNITEERIZER
BENIARETRE. 182, BERIMMBEEMIZIESCH OpenStack VLAN [ZE iR B AT sETR EIXE

OpenStack Networking 24 T X FHfifr EIRECEMB A AT REME. BR, SIREEHNERIZEGHBirk
ARHECE. 7 VLAN B% 8 EH EiE1T OpenStack &R, HAREHREEEMUMBIIMEML, MIEFERE
ERE.
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Cisco Nexus fffF ZiFEIHER S MG, LSRR ERERT, BT iRER
EMEIFIEST Cisco Nexus Hiftk. Cisco Nexus HiftriES OpenStack Networkin

Open vSwitch (OVS) fffsh, AR
g API iR, HEHAEE Cisco Nexus

ML AR TE FEAUM 54572 EIB1THY OVS. Cisco Nexus T {REMEEMELIN L EECE VLAN, mHEIEERE
#u53EC VLAN ID, EFBFE VLAN ID FHEHEUHER, HETENBEATREERSEKAHER. REEER
VLAN, LUMEZERTRE—HEAMENARELME GHE) EH LBITREMNE T RN E BRI TRIE. LIk,

R AT E ENZIYBEME R ERHI TR, UERRIFRERBEMSR
% 5 A T ML EIE BRI A S Mk AR OpenStack anfaf X Lekh .

39. ¥ Cisco Nexus 9000 &%13Z##/.AY Cisco OpenStack Neutron i

HZEEEN EECE A VLAN (& 39) .

OpenStack

{# Al NETCONF 5 Cisco Nexus 9000 3 #{TES

OpenStack
A £

SRE Y

BREO ovs
IXENFEFE Lt

VLAN 100 VLAN 200 | VLAN 100 | VLAN 200

etho eth0 eth0| eth0|

br-eth0 br-ethO br-eth0

B -
VLAN 200
VM 2
10.0.1.4

i FH 2 E# 3 EH 4

5EN AR GRERITER

% 5. OpenStack Networking #9 Cisco Nexus 1

1§~ VLAN 3 REIEEM WRTEYIBFELIME EECE VLAN, OpenStack —
RINEHF—NME. BIERDIUEFEZEF A E M
HOMRLE 2R 55

=X FIAARM VLAN ID TEF AR EETSIBEL VLAN ID & HRIREFERR AR
FAHY VLAN ID, M\MBREIFH BEHEMEEZESZ
IRERNRER T

LR (ToR) ZHHPRMEEE, RIERTEAEREGIIERIRH SRR METRRN

VLAN VLAN, X2—/MFHERSHENTE

E&ESEL VLAN ID EREEEIME ENA AR O E AIBRE

VLAN, Bl RRF S A B E PR

KB, ZHRHBIHCRZEN VLAN | HitEENES MIRFEITR, ToR THRIEER
[ REMIK, HEFEFHRICERIIRINAIThLk
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BRHENRRTE

g? OpenStack AP i F HEt B ¥R E IR
il

ESHFIFAERE VLAN ID, 753k 27 S
AR B FE 32 A EIEECRNERGHIBED VLAN

7Ei83d Cisco Nexus #hfHIRENFE FEEEIE R
WEHMZENRO L, FHFSEREPMEYE
EHI VLAN

A5 EN LEERMLEHE KA VLAN BLE
R B EAAI IR O, SSEUERA
%05 VLAN Bt

4% Cisco Nexus 2000 R %3z 5644 R AE L
BREXE., ZHENTE, FHERISCRR
Hl VLAN Fe B EE

FAOW, #75]



11.3 Cisco UCS Director

Cisco UCS Director 2— M EEEANEFEREMMELE, EALULNEELEAT IT ATHBEERETEIEER
#\. @it UCS Director 2R B &NLTHRE, L8 IT RTEIAIINEZTERSFFE. Cisco UCS Director &R {50
B MR U A RIZES, HARSFATERERITSE, FEBERRSHESERE TIEREFTRELENZE

iE. [ 40 #4277 UCS Director T{ERIZRE.

40. Cisco UCS Director T{EiRFE 15!

SSHCommand_89
106. 554 Command

Run ifconfig

N

_—
SSHCommand_90 x
07. SSH Command
step 2
— \-\.
.
\'\
SendEmail_91 x
08. Send Email
Send mail
— ——
Completed
(Success)

~

—

Completed
(Failed)

Cisco UCS Director 4 1F815@E M UCS &182E GUI FEIITHIF S ENEE B, B 41 FIH TH{ER UCS

Director B ITHIIF 2 £
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41. HE LAY UCS Director BEhLI1ES

1. #%#F UCS BREE 21. f&2% UCS 5| S5kB% WWPN

2. fE UCS BR&HEith 22. BIE VLAN A

3. RR UCS BR%B 23. f#if& UCS VLAN 4R

4. FHREESAME UCS RSt 24. {&2% UCS VLAN/VLAN 4H4R 4043 R
5. M UCS BR&#8ith P IR AR 5525 25. RR$SEs4Edn

6. XkBf UCS ARSECE TR 26. EFHRIAIR S B IEE

7. EE UCSRHE 27. 570 VLAN

8. #TFF UCS BRS3E8IR 28. MF& UCS 3| 555

9. %M UCS BR&5=5HIE 29. ffip& UCS VLAN

10. BIEREIE UCS RSB E i 30. %% VLAN RMEIRR S B E i

1. GBI UCS lREEEx i 31. MREELE MR VLAN

12. %% UCS BRBECE T 32. MBRSBELE XM iISCSI vNIC
13. f&2% UCS BRFZBLE 35| SR8 33. MBRZFECE ST MIPR ISCSI vNIC
14. f#Ip& UCS BRSZECE T 34. MBRSBELE THHAM vNIC

15. xBf UCS BRBECE T 35. MBRZHECE ST MR vNIC

16. HUE<EX UCS BRS2E 36. BIERZEE XM iISCSI 5|5 5KBg
17. BUE:EE UCS BRBACE 1+ 37. BREEEXHSISKIBIEKAM ISCSI 5|15
18. fllE UCS B|53%8% 38. MBRSHBCESCH vNIC Hiflk% VLAN
19. 1824 UCS 3|53kH& LUN ID 39. 1% VLAN 2| vNIC 184R

20. FEpE UCS 5|55 40. M vNIC 4R IFR VLAN

BXIEMER, 1HEE Cisco UCS Director SRR 7T EHEA .

11.4 Cisco Prime i/ ML ETHRE

Cisco Prime #iEH/OMEEIERE (DCNM) 2— M EEBRANIE, ATREREBIREROITE. MEMEHERMIZER
EPHEPOKE, BIEMBAE. DOCNM HEKREARFRRE, ESRMNINEGEEEIFAE. DCNM fFEFEE
Ffi& Cisco Nexus 3Z#&#LLA R EFR UCS F1 MDS &%

HEAS SRR =BT ER T DCNM-LAN 6.x Bi. DCNM B—IRsR KIhaE 2 et B A o A B sh EHRINE .
42 BR T LR EIRTNRA.

42. DCNM R E

@ Cisco Prime DCNM - LAN (172.23.102.68)
File View Tools Go Help
Qo @ LB Howe @i u A
P ;
Eqropology view |
Last Loaded Topology:

e

L)

Default_LAN

= =

N E B

Q Spine? = Sret

2] (NSK- 29508) (N9K-29508)

a0

* 3 =
T 2 B ;
% Topology Ed o . kS
[#] inventory 8 Leafl eal
X (NAK-CA306PX)
& _ (NIK-CI396PX)
G Interfaces -
Pe— i)
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DCNM ZR A TEESRINEE, flan vPC. BEL NX-OS BUKERR T =4TH|. AIE~rEaEh—axT
AL (& 43) .

B 43. DCNM 323 &=

File View Tools Go Help
[EISX) HECE ] B Y |
e — | I
| &) Mﬂuv
Power Usage =
QP Comer S5 Gt Hame Desarption ProductD Seril Mumber Hardware ... SoftwareVersion  Status Terpeotre.. S
+ | Leafs NexusS000 CIII6PX Chassis NIK-COIIEPX SAL1B02KLKR &.1(212(3)
+ | Learz Nexus9000 CIIIGPX Chassis NIK-CITIGPX SALIBOGLUMW 61(2)12(3)
+ | spine1 Nexus5000 C3508 (8 Shot) Chassis NOK-CO508 FGE174601TE &.1(2)12(3)
& [ spine2 Nexus9000 C9508 (8 Shot) Chassis HOK-CI508 FGE180305QF &1(2)12(3)
18 Network Cardin Siot 1 360 40G Ethernet Module NIK-XIEIEPQ SAL17338C)6 0.3020 61123 e ok o ok
M service Cordin S0t 22 Fabric Module NSKC9508+M SALIBOLINHP 11 6. 1123 ok o ok
B Service Cardin S0t 24 Fabric Module NIK-CI508FM SAL1B0LIXHC 11 610123 e ok o ok
M Service Cardin S0t 26 Fabric Madule NIK-C9508-FM SALIBOLIUZM 11 6.1212(3) e -| ox
1 Processor Cardin Siot 27 Supervisor Modkde NIKSUP-A SAL 1747GLMY 6. 1(2123)
mﬁ-m—mu‘_-
I Network CardinSot 0. System Controller NSK SC-A SALL7SOHRVX 11 RETEE) Stanchy
) Power Suppiy 1 Nexus9000 C9508 (8 Siot) Chassis Power Supply NSKPAC-3000WS  DTMI7S201K 10 ok
) Power Supply 2 Nexus9000 C9508 (8 Siot) Chassis Power Supply NOKPAC-3000WS  DTMI7520203 10 Shutdown
@ Power Supply 3 Nexws3000 C9508 (8 Siot) Chassis Power Supply NSKPAC-3000W-8  DTM17520205 10 Shutdown
-
Topolog P—
i L  Detais | TCAM Statstcs a
(2] 1wentory =
{5 vt Devices |
G Intertac Card Name: Network Card in Siot 29 Software Verson:  6.12(2)12(3)
|
3 switching Desaiption: System Controler Status: © Active
% Routing || || Number of Ports: 0 MAC Address Range:
{3 searity Praduct ID: NSKSC-A W Range: NiA
1 Configuration Change Management [ | | Hardware Verson: 1.1 Serial Number: SALI740HPT6
1% Device OS Management
X3, DONM Server Administration |
%, Senices |
i3 Event Browser |
1303 Network Analyss |
»

11.5 Cisco Prime JREZER

FEEAAGE KB, BMRSIIFRE—TEEEEMNANG, AT REREEREMRERNBRMEEST
HILE .,

Cisco Prime BR &5 B RI2EUA T EZE T4

o AL, BLEFEIR laaS. PaaS REM IT REIE—FE (& 44)
e laaS. PaaS REHM IT [RFEHESER (SS0O); EEERIEZNES.
o ITEERTATUABRKARBREERSERE, UWENATESWEKRIILERES

o BId API 5XMERIZEMEM IT FREER, UMEHERRASFREMZEMEA . RFEIEHE
OpenStack, Cisco UCS Director, Red Hat Openshift PaaS. vCenter %

o QURIE, DMERAFLAGHIT I8 L8] LUSE EY A A P A RS AIE K 7T A A R R
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44. Cisco Prime fRZE RS PaaS # laaS &M ER RS

R4

Cisco Prime

EsBE=R
|

4 v | v
vCenter (ESX) OpenStack [THEAT |« OpenShift
laaS laaS - Webscale F&EIERE

% |

L. ERTREEE Ayl oy

12. BahL AT 4RIz 14

12.1 ZIFEG ML THEE

BABITHEFZHIIAEMEENAE, (EEAVERVIXT Cisco Nexus 9000 R 7 HAIZHAVE M IhaE 3, HIanAR
KHRE (QoS). HIBLIKE B ML EIRHN (SNMP) F1Z#FHI MIB.

BERE
# R AN B & REVIHE A KBRS OH) QoS R, SMERZATNAMEREEHE, MetEtE
MFHEBRERRL . ZXN—MEK-BRE. EAREPOCANERE. BSNNENEBEEESRATERNLE,

% Cisco Nexus RFIE M R —4%, Cisco Nexus 9000 Z&FI3Z#edifid BRHEHR{L QoS CLI (MQC) 3z## QoS Ht
E. REDRIRENUSKBERERIIFIEFEREALMERIRGIRE, & XA AEE SRR RALERE R,
AEER AN AR HIES. HIASOEE, REFERARSREGSIGREMHRATEOLENRSK. QoS &
IWERTLTFERRE, BAREEIFIE.

5 Cisco 10S ##A[E], Cisco Nexus 9000 3Z##l _ERIER NX-OS FHA = AR SRIEIRET KA, BREURTFE
2 SEHERY QOS ThaE. BR NX-OS QoS HI=fBI R H X EMIiRE4E:

e QoS %A - AT/, FRICFRELEH]

o HEBAEA! - BT &%, HIAFIAE

o 4% QoS XA - AT ARSGSERMIZE . FETFIFMEEITAH

M 4&-QOS KBRS NERGEE MK, M QoS XBFHMXAAIRENEAELEMEO L, —MARNH
FTEAMAOFMEO, SMEOSHLMD QoS K (WRFE)

Hig

R FEEERBERT, Cisco Nexus 9300 & L& % 8000 MARKEHMMIRRTE R MITMSTRE. LFAIE
2 RT3 RLAMBEALE. Cisco Nexus 9300 FEEIAE 2 FFE 3 BABNITET IP WEHRRMUAEEK
MEH, LUEREIERE IP E MAC SR E LA B EEE.

Cisco Nexus 9300 F & X FH B MEEIEHIN (IGMP) ARA 1. 2 F1 3, #YTEXRAHE (PIM) FHEER ., EHLa
FBIBIEL I (MSDP).
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SNMP F03Z R0 MIB

SNMP {2 4REIEZRNIE S R EIBML L% %, H3E Cisco Nexus 9000 AFI3c#Hl. SNMP ZIH2E{FH SNMP
PRI MG B AES) . SNMP RIBEZE RS FIEIT, HIEHIRIREHREERS. Cisco Nexus 9000 FRFI3L
ML LM RIEBEV AL E A S EIEREE. MIB 2 SNMP REBHIZEXRES. Cisco Nexus 9000 F 53 H#M 2 #F
SNMP v1. v2c 1 v3. 3ZIRHIERTLAZIFET IPv6 B SNMP,

SNMP &4 % F Cisco Nexus 9000 RFIZZEHLENBHH K XL EIERE, HlINAELPIEEARERMBMNEIESE. I8
FHEEFIM Cisco Nexus 9000 3Z#efl ERIRIBR X AEIRRS, BEESBAMINER. ATHHNBMAEIESEMHIA.
% 6 BHETERANBERA T B AR SNMP &R,

7£ Cisco Nexus 9000 3Z#e#ll L, BRI NX-OS ¥FHLRSEH B, FRLMBEELEBMGEL (VRF). EH
SNMP FEEFATIIE.

4NZE Cisco Nexus 9000 RFIZAZ#A EZ#H MIB FIIFR, BESRILTIER.
INEIRBECEEE, 15518 (Cisco Nexus 9000 &%l NX-OS R4 EIBACE15/ 6.0 kR BY “HiE SNMP” 4.

% 6.  Cisco Nexus 9000 RFI3Z## EBVIATE R T /2 FI A9 SNMP FaRH

generic : coldStart

generic : warmStart

entity : entity_mib_change

entity : entity_module_status_change
entity : entity_power_status_change
entity : entity_module_inserted
entity : entity_ module_removed
entity : entity_unrecognised_module
entity : entity_fan_status_change
entity : entity_power_out_change
link : linkDown

link : linkup

link : extended-linkDown

link : extended-linkUp

link : cieLinkDown

link : cieLinkUp

link : delayed-link-state-change

rf : redundancy_framework
license : notify-license-expiry

license : notify-no-license-for-feature
license : notify-licensefile-missing
license : notify-license-expirty-warning
upgrade : UpgradeOpNotifyOnCompletion
upgrade : UpgradeJobStatusNotify
rmon : risingAlarm

rmon : fallingAlarm

rmon : heRisingAlarm

rmon : hcFallingAlarm

entity : entity_sensor
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12.2 i&353 NX-API %} Cisco Nexus 9000 34 T4RTE

Cisco NX-API 523t Cisco Nexus 9000 RFIFAFHITET HTTP M4wizifal. Lt EFBRFFIR Web ARS8 NX-API
2. NX-API@idEF Web B9 API 121 B} NX-OS CLI RYECEFMEIRIhAE. & F AT LULE AL XML 3¢ JSON #%
K& AP ER L. Itk APl 32357 Cisco Nexus 9000 Z5IFE & FIRIEFF 4 .

AEBRMT APIBLE, FAFSCESLRNAE CLI 1T (W E—3R2Emid) BITheE. BEIFMEEIEASE 1423 %
(NX-API 70 &) HI—ER12 4.

12.3 Chef. Puppet #1 Python &5}

Puppet 1 Chef 2FMRITH) . BT EENERMIZMEEINUIEL. Chef ERATIBIIE (—HARESFRHME
BRERES) EXNHEE, HAFENERBEAZIRE L. FEAEIEZ Cisco Nexus 9000 RFIZAE, &
R AMEEEIREURATWES BRI FEEN®S. ERIGLT A NE B FEIE Cisco Nexus 9000
HII3Z 154

Puppet IZ#RIMNEEIE X G, HaRER. FRAEREE Cisco Nexus 9000 RINR#MlE, S¥iRAMLEE
EREURBTNZSRINBEEEHN®S.

Puppet #1 Chef fEE A% 5 Bzt F0 DevOps #XFFEI 2B B £FKF. Cisco Nexus 9000 &AL #F
Puppet 1 Chef #2242, Puppet #1 Chef F% FumEe B EI2Z#H] L RYIEREERL NX-OS (& 45)

45, % #7E Cisco Nexus 9000 &% _Ei&id Puppet SEE B Eh{k

e = @) T B Puppet MBI RS GV ATE LSS
=ll= S="= ZEMERE. EE R R T Y RIS,
Lo R —
1Y o
e8 2 0 >
a @D 3 BE - 3
§ . e b
@ #%: Puppet s il ERLAREN, Puppet
B ARREER ° FEIAE A B AR —F =,
MprETE, FETLBERE {EEs TR EM TR T EE.

EMER. Fob, EATLLER
FFHE AP ¥ Puppet S8=%
BiETEER.

@ i Puppet BiEMERS

e S515E X IR RR S #HT

WEE A cm. .’f-*_ tbEg:, HEDEHEETEE
>

R, BRENREEN.

BRRKS Puppet {1

Puppet E#1

12.4 A1 R B EEMR RN I F

Cisco Nexus 9000 &%53z#eH| EpyiEsail B NX-OS a1 B iHEEZ M E Y (XMPP) & FinE R EIRIER
%, LEMFEBTLLE XMPP BAMIIREFHEEMELE Cisco Nexus 9000 RFIZ#H#A, X&EEAHEATA
FR3ZR. XMPP X #5r8E/8 A £ IMAE R RIThEE:

o {HECE - 4¥—%H Cisco Nexus 9000 RFEFZRIMEIFIRLE, FHLAANFAEE—H Cisco Nexus 9000 &7
Wil LEINEE BT I5iE AL B % 3 —2H Cisco Nexus 9000 Z51i%4%, MAERENEBEE.

o B—EML - XMPP RBF[AIUFLHE—EE L. APBETREN XMPP RRB[HIFMHIIE, REREZRS
2B LEME T BIREZ R EIANER .

o e -XMPP EOXHETAGMNIHDIES (RBAC), HEMBHRAFARESITHINBERNEITHGS.

FA6W, #T75T



o Bk - XMPP 2— M ETHRENFRIED. MAMERT AT LUERILEDB3ERE Cisco Nexus 9000 &
Fligg& (E46) .

46. Si%7E Cisco Nexus 9000 ZR%I_Eifid XMPP LI BEhik

XMPP %77 -
ITRE%

”‘ﬁ

XMPP

12.5 OpenDayLight & #1 OpenFlow 3%
Cisco Nexus 9000 RF1%3# 5 BRHEZERFFIR OpenDaylight I E S (& 47) . OpenDaylight £ L REHA
PR Z RGN, EAEREE —LEMISHEEK.

o BRIERBRBULFELENH XL BAFHRIESBBENITE. RAMMLEEIR.
o NAEFFAXARFEMEEMENEENZED. EMFAES (GIMBEEE. ZRINSHIN TR0
HEMBUFE U TLZE.

Cisco Nexus 9000 ZFI§Eid L& MAISmEIED (fflan Cisco onePK) 5 OpenDaylight 1% #2388 5% .

47.  OpenDaylight: 5Kk #F Cisco Nexus 9000 %75

—————————

)£ Rz A ‘ ‘ )
thiEfRgs | AORE MR, HiBTRS

OpenDaylight APIs (REST)

I I

BETs L8R 35 e zans (T ’ ngpi;znht
T A | |
| 1

AR O i

el Ea
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Cisco Nexus 9000 453 #% OpenFlow LAEIENE FER R, Hlanksg Tap SCE (E 48) .

48. £ Cisco Nexus 9000 &%I_EFIF OpenFlow X #Fi# 1T Tap SLE

i
e

[l
oy

b AT i IDS-Green

#£1B9%E —> SPAN TRl

13. EFEHERR

ARSI #7158 (ERSPAN) a5 — A2 NEHO LRE, HEBS—AKMH EH— S BEiFm0
BUMEsRE (B49) . AEXAEMAKEIE (GRE) tHYEL, ERTESE 3 EMAEIDEZ RS BiRTHNs
[E)E& .

49. ERSPAN

SPAN &3

192.168.10.8 | EthO

1/5
192.168.10.7

A1 2

ERSPAN %4 EXBKEMAOFME DO, HE/ZREZ ERSPAN Bfrf GRE BE. X {EMKEEERATLUEM
USRS M BB E MR RO E . e, BEERAIERIFMbIEREREERER.

ERSPAN T LAXIR4E_E# % & 32t a BERNIE . B RIERE N T R AYRim O 5 W2 M o 2 s
HBfrmmO. SRS OMAERE (ANO) « £ (E0) W@ (FEE) HEiEE. ERSPAN REEIRERO.
iR VLAN =iE VSAN. 2 VLAN 85 ERSPAN &R, iZ VLAN B ZHNEOE 2 ERSPAN iE. ERSPAN
EATHATHIREaKE.
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ERSPAN L&

'BLE ERSPAN

Leafl# Configure terminal

Leafl (config) # Interface Ethernet2/5

Leafl (config-if)# ip address 192.168.10.7/24
Leafl (config-if)# ip router eigrp 1

Leafl (config-if)# no shut

Leafl (config) # monitor session 1 type erspan-source

Leafl (config) # erspan-id 1

Leafl (config)# vrf default

Leafl (config) # destination ip 192.168.10.8

Leafl (config)# source interface Ethernet2/1 rx

Leafl (config) # source interface Ethernet2/2 rx

Leafl (config) # source vlan 50,60 rx

Leafl (config) # no shut

Leafl (config) # monitor erspan origin ip-address 172.31.216.130 global

Leaf2 (config) # monitor session 1 type erspan-source
Leaf2 (config) # erspan-id 1
Leaf2 (config) # vrf default
Leaf2 (config)# destination ip 192.168.10.8
Leaf2 (config) # source interface Ethernet2/1 rx
Leaf2 (config) # source interface Ethernet2/2 rx
Leaf2 (config)# source wvlan 50,60,100 rx
Leaf2 (config) # no shut
Leaf2 (config) # monitor erspan origin ip-address 172.31.216.131 global
ERHS
show monitor session all BB % ERSPAN EZMIFHAER

Ethanalyzer 2% T Wireshark (LLR[#7J3 Ethereal) BIEFRI NX-OS thil i LE. RisFkMEBEIEEN
Wireshark BI&3 & {Thi A . Ethanalyzer 23HFH|FEMAERIEN CPU BIREHITHEHIGMSIATIR. FAE
IRE ORI mgmt0 $E O BURE B THEEHRR . Ethanalyzer (£ 5 tcpdump FERIAYIEIR T EESHEEF
Wireshark 18£8 2 RIS ESHEE

SREABESHE ACE HRE RS (AEERERRED . ERAMBRMERIIESFTNEES AL ACE HIEEH
71|L,EH"J%$Q

Leaf2# ethanalyzer local interface inband capture-filter “tcp port 80”

Leaf2# ethanalyzer local interface inband
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Ethanalyzer 73R 25 NX-OS R H P LM KIERE, BRTLUF ACL 5REEME S ERIEA—MIRRS X,

Leaf2 (config) # ip access-list acl-cap
Leaf2 (config-acl) # permit tcp 192.168.60.5 192.168.60.6 eq 80 log
Leaf2 (config-acl)# permit ip any any

Leaf2 (config) # interface el/1l
Leaf2 (config-if)# ip access-group acl-cap in

Leaf2# ethanalyzer local interface inband capture-filter “tcp port 80"

ELRFERAFAATURSER NX-OS BEERIRR (AIAFRER) , AGEKMISZEEENNATRE, MAFEHMN
Hig%. CIREEMERBENNEERTUNAEE SRS, ﬁ'ﬁi’ﬁ X E R PEENTIRERBE IR

BRI NX-0S cBEFZRGRESR. BRUERRFPRESSIRAGRESNITEIR.

PRI ARERT 632 HATETER EMNRE SRR, BR NX-0S ¥R E SR EHN ASCI X, FAFRTERKIED
RHEEAIZ X EARITHEERREIRESRE. APTUESMESUREEESTHEREENT A,

YHAPEREABITHE SR, SMEL U TERER:

e atomic - {N7ER A &K E B IR A SLHERR

o best-effort - SCiEERF BT T 1R

o stop-at-first-failure - SLHEZE & & 8 IRATE LA ELR
ZIAELRZERZ atomic.
BENE SMFERER

!Configure Checkpoint

Leafl# checkpoint stable Leafl
Leaf2# checkpoint stable Leaf2
Leaf3# checkpoint stable Leaf3
!Display content of Check point
Leafl# show checkpoint stable

!Display differences between check point stable Leafl and running config

Leafl# show diff rollback-patch checkpoint stable running-config
!''Rollback the running config to a user checkpoint stable Leafl

Leafl# rollback running-config checkpoint stable Leafl
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14. Mg
14.1 =&

14.1.1 Cisco Nexus 9500 = &5l

Cisco Nexus 9500 RFURRUAZBANE R W TP OPBEREAET CCRSIROIZHRI) .

50 5 T 7

BAICET Cisco Nexus 9500 #lFHTE NX-OS BHIER MRHMAIZF (R ACI RXELFEWZRR)

50. Cisco Nexus 9500 Z&+~E &

4k Cisco Nexus 9500 £+
X9600
X9636PQ 36p QSFP+
X9500
X9564PX 48p 1/10G SFP+ FA 4p QSFP +
X9564TX 48 p 1/10G-T 0 4p QSFP+
X9536PQ 36p QSFP+ (1.5:1)
X9400
X9464PX 48P 1/10G SFP+ %0 4p QSFP +
X94B4TX 48 p 1/10G-T 0 4p QSFP+
X9432PQ 32p QSFP+

NX-0S

NX-0S. ACI

NX-0S.

NX-0S.

NX-0S

NX-0S

NX-0S

ACI

ACI

6

£

N9504. N9508

N9504. N9508.

N9504. N9508.

N9504. N9508.

N9504. N9508.

N9504. N9508.

N9504. N9508.

N9516

N9516

N9516

N9516

N9516

N9516

3¥: #5 Cisco Nexus 9500 @ T, THRESHHNTRER. BESAXLER, & FTAMTEELETK.

14.1.2 Cisco Nexus 9300 /=R &%

Cisco Nexus 9300 &5E EA & X IRNBEIE A GEANIZHEI)

o SRLE 9300 ZIRALIEIT S IR O IR 1

EITHER RSB A A AR R SR . B 51 FIH T AR B A AHR A 5 NX-OS BHl#EH) Cisco Nexus

9300 #l78.
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51. Cisco Nexus 9300 #f8EC &

JE4&4k: Cisco Nexus 9300

__--_
N9396PX 48p 1/10G SFP+ and 12p QSFP+ NX-0S. A
N9396TX 48p 1/10G-T and 12p QSFP+ NX-0S. ACl 2 £
N93128TX 96p 1/10G-T and 8p QSFP+ NX-OS. ACl 3 o
N93128TX2 96p 1/10G-T and 8p QSFP+ NX-0S. ACl 2 5
N93128PX2 96p 1/10G SFP+ and 8p QSFP+ NX-OS. ACl 2 &
N9372PX 48p 1/10G SFP+ and 6p QSFP+ NX-0S. ACl 1 &
N9372TX 48p 1/10G-T and 6p QSFP+ NX-OS. ACl 1 5
N9332PQ 32p QSFP+ NX-0S. ACl 1 &
N9332PQ2 32p QSFP+ NX-OS. ACl 2 2

3¥: & Cisco Nexus 9300 @ FMft, THESHHN~RER. BESAXLEK, XBRITAMTEELETK.

14.2 NX-API

14.2.1 F NX-API

7£ Cisco Nexus & #& E, CLIX7ER&E LEIT. NX-API@Bid{ER HTTP/HTTPS 7E3Z iRl sM SRR X & CLI, MM
125 7X L CLI f9a]ifa)tE. %3 Cisco Nexus 9000 &%51i&#& FHIEHA Cisco Nexus CLI RGEIERA LY E. NX-API
TEER®S. BEE. 0 Linux Bash.

14.2.2 £ NX-API

5/ NX-API I\ Cisco Nexus 9000 RFiE &GS, @ 73@&%@&%& FiE=T% CLI /83| HTTP/HTTPs
POST HYIESCH . XHFEK M AN A XML 8¢ JSON ittt zliR

14.2.3 NX-API &

NX-AP| Z#FALE . BRdSH0 Linux Bash. XFEKFMNTR, NX-API 1% XML 1 JSON #&z. NX-API i8] LLA
TR REST Z Fif#l Postman ELE Cisco Nexus 9000 3Z##l..

18] NX-AP| Z3K &1 R 7 Cisco Nexus 9000 A 53z a4 _t /5 F & T84 O #0 NX-API ThAE.
HEIRE HIERAEEETERE CLI S B A NX-APl. BUAERT, NX-API #2H. EHEMHFETHS$HEA NX-APL,
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Wil AETEE O NX-API IhEE

!Enable Management interface

Leafl# conf t

Leafl (config)# interface mgmt 0

Leafl (config)# ip address 172.31.216.130/24
Leafl (config) # vrf context management

Leafl (config)# default gateway 172.31.216.1
'Enable NXAPI feature

Leafl# conf t

Leafl (config) # feature nxapi

—BEAEBEOM NX-API IhgE, BInRBEMEEHIZBINABE P& Postman EAE 1. BABAT, &
B NX-API ThEert, <&M http/https .

7E1E A NX-AP| Jb&Rt, #EIUER Firefox illinge 24.0 MiAK E Sk A .

1. FTFFRISEEEH M http(s)://<mgmt-ip> LUS N NX-API ib&. B 53 F1 54 2iF5KFni e R 89 = .

52. &K - cli_show

Quick Start | Logout G

‘Il NX-API Developer Sandbox

Message format: @

show ver
json-pc json

Command type: @
dli_show_ascil «ll_conf
bash
U Enable chunk mode @

SID | Session ID for chunk mode

RespoNse:

Copf. Copy
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53.  HHNER - cli_config

il NX-API Developer Sandbox Qucksily gl
. Message format @
hestnane Lesfl
o fon
Command type: @
bash

G

R EHEAE R XML/JSON #) CLI 4,

AETNERE M PR XML 5 JSON 1EJ3iE B ETT .

MAMSAB: cli_show (MFER®S) M cli_conf (MAFHE®S) .
ERTENEERAERELTRERS.

EIERRRE, MEWEEREATAERS (B 55) .

IR CLI TR, MRFEE:

N o o bk D

<msg>Success</msg>
<code>200</code>

8. 4R CLIITRN, MAHEE:

<msg>Input CLI command error</msg>
<code>400</code>
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® 54. CLI BUTERIMmAL

"l NX-API Developer Sandbox ey (ope Gy

Command type: ©

Enable chunk mode ©

SID | Session ID for chunk mode.

14.2.4 £ Postman AJ NX-OS fii &
Postman 21EJ Chrome 5824 RRIZHLAY REST Z Fik. (/A Postman A7 Cisco Nexus & & LT NX-API
REST AA. BiHS APl LURTEHITEMECE, Postman AISLIIEEFMATERA M.

9. $THMLEFIETRFFHIEIT Postman B Fim. Z=H Web PR ENIZ5SE 56 FHIFREEHEMN.

55. ZH) Web AR AENE

Mormal 48 No environment =

Enter request URL here

form-data = x-www-form-urlencoded  raw JSON =

1|

Preview Add to collection
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10. BT HEIE Postman T NX-API #1117,
I) 7 URL ZTT-RA#IN MGMT IP (http://172.31.216.130/ins).

Authentication Required *

The server http://172.31.216.131:80 requires a username and
password, The server says: Secure Zone,

User Name:  admin

R EE R

Passwaord:

‘ Log In H Cancel

i) EIF “POST” 1EH#RIELREA,

iii) ARIERA IR EE ML/IJSON,

iv) #ERIECEE XML/JSON K.

V) RRIREEIE T LU AP &K % % 2 Cisco Nexus % & .

http://172.31.216.130/ins

form-data x-www-form-urlencoded raw JSON
T .
"ins_api": {
"wvarsion™: "1.8";
4 “type": “"cli_show",
5 "chunk": "@",
p "sid": "1",
4 "input": "show version",
"output_format": "json"
}
}
Send Save Preview Add to collection

Body EL5T) 2000k [T 1857 ms

Pretty = Raw  Preview ) =l JSON = XML

"ins api":

"type": “"cli_show",
“version": "1.0",
"sid": "eoc",
"outputs": {
"output”: {
"input": "show version",
“msg": "Success",
"code": "200",
"body": {
"header_str": "Cisco Nexus Operatin

2014, Cisco and/or its affiliates.\nAll rights reserved

parties and used and distributed under their own\nlicen

stated, there is no warranty, express or implied, inclu
rnnca \nCortain £ +hic cnf i

L nun ramnanonte A +uwana ana 1iran
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143 &

14.3.1 #0OF VLAN Gt &
HAK VLAN FiiEOE S

!Create and (optionally) name VLANS

Leafl# configure terminal

Leafl (config)# wvlan 50,70,100
Leafl (config-vlan) # vlan 50

Leafl (config-vlan)# name Webserver
Leafl (config-vlan) # vlan 60

Leafl (config-vlan) # name Appserver

!'Configure Layer 3 spine-facing interfaces

!Configure Interface connected to Spinel

Leafl# configure terminal

Leafl (config)# interface Ethernet2/1

Leafl (config-if) # description Connected to Spinel
Leafl (config-if no switchport

speed 40000

ip address 10.1.1.2/30

no shutdown

)
)
Leafl (config-if)
Leafl (config-if)

)

#
#
#
#

Leafl (config-if

!Configure Interface connected to Spine2

Leafl (config) # interface Ethernet2/2

Leafl (config-if)# description connected to Spine2
Leafl (config-if)# no switchport

Leafl (config-if)# speed 40000

Leafl (config-if)# ip address 10.1.1.10/30

Leafl (config-if)# no shutdown

!Configure Layer 2 server and service-facing interfaces

! (Optionally) Limit VLANs and use STP best practices

Leafl (config)# interface Ethernetl/1-2
Leafl (config-if-range)# switchport
Leafl (config-if-range) # switchport mode trunk

Leafl (config-if-range)# switchport trunk allowed vlan 50,60

)
)
)
)

Leafl (config-if-range)# no shutdown
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Leafl (config)# interface Ethernetl/1

Leafl (config-if)# description to Serverl
Leafl (config-if) # interface Ethernetl/2
Leafl (config-if) # description to Server2
Leafl (config-if) interface Ethernetl/48
Leafl (config-if
Leafl

description to F5 Active LB
config-if switchport

( )
( )
Leafl (config-if)
Leafl (config-if)

#

#

#

# switchport mode trunk

# switchport trunk allowed vlan 50,60
#

Leafl (config-if) no shutdown

!Configure Leaf2 Interface connected to Spinel

Leaf2# Configure terminal

Leaf2 (config)# interface Ethernet2/1

Leaf2 (config-if) # description connected to Spinel
Leaf2 (config-if)# no switchport

Leaf2 (config-if) # speed 40000

Leaf2 (config-if)# ip address 10.1.1.6/30

Leaf2 (config-if) # no shutdown

!Configure Interface connected to Spine2

Leaf2 (config) # interface Ethernet2/2

Leaf2 (config-if) # description to connected to Spine2
Leaf2 (config-if)# no switchport

Leaf2 (config-if) # speed 40000

Leaf2 (config-if)# ip address 10.1.1.14/30

Leaf2 (config-if)# no shutdown

!Configure Interface connected to Serverl

Leaf2 (config) # interface Ethernetl/1

Leaf2 (config-if) # description Connected to serverl
Leaf2 (config-if) # switchport mode trunk 50,60
Leaf2 (config-if)# no shutdown

!'Configure Interface connected to Server?2
Leaf2 (config) # interface Ethernetl/2
Leaf2 (config-if) # description Connected to server2

Leaf2 (config-if) # switchport mode trunk 50,60
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Leaf2 (config-if)# no shutdown

!'Configure Spinel Interface connected to Leafl
Spinel# configure terminal

Spinel (config) # interface Ethernetl/1

Spinel (config-if description connected to Leafl
Spinel
ip address 10.1.1.1/30

no shutdown

( ) #
(config-if)# speed 40000
Spinel (config-1if) #

( ) #

Spinel (config-if

!Configure Interface connected to Leaf2
Spinel (config) # interface Ethernetl/2

Spinel (config-if) # description Connection to Leaf2

Spinel (config-if) # speed 40000
Spinel (config-if)# ip address 10.1.1.5/30

Spinel (config-if) # no shutdown

!'Configure Spine2 Interface connected to Leafl
Spine2# Configure terminal

Spine2 (config) # interface Ethernetl/1

Spine2 (config-if) # description Connection to Leafl
Spine2 (config-if) # speed 40000

Spine2 (config-if)# ip address 10.1.1.9/30

Spine2 (config-if) # no shutdown

'Configure Interface connected to Leaf?2

Spine2 (config)# interface Ethernetl/2

Spine2 (config-if) # description Connection to Leaf2
Spine2 (config-if) # speed 40000

Spine2 (config-if)# ip address 10.1.1.13/30

Spine2 (config-if) # no shutdown

14.3.2 BREAYECE - EIGRP
SRR R ER X BRI 1Y (EIGRP) BCE

!Enable the EIGRP feature on Leafl
!Configure global EIGRP process and (optional) router ID

Leafl# configure terminal

Leafl (config) # feature eigrp
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Leafl (config) # router eigrp 1
Leafl (config-router)# router-id 1.1.1.33

!Enable the EIGRP process on spine-facing interfaces

Leafl (config-router)# interface Ethernet2/1-2

Leafl (config-if-range)# ip router eigrp 1

'Enable the EIGRP feature on Leaf?2

!Configure global EIGRP process and (optional) router ID

Leaf2# configure terminal

Leaf2 (config) # feature eigrp

Leaf2 (config) # router eigrp 1

Leaf2 (config-router)# router-id 1.1.1.34

!Enable the EIGRP process on spine-facing interfaces

Leaf2 (config-router)# interface Ethernet2/1-2

Leaf2 (config-if-range)# ip router eigrp 1

!'Enable the EIGRP feature on Spinel

!Configure global EIGRP process and (optional) router ID

Spinel# configure terminal

Spinel (config) # feature eigrp

Spinel (config) # router eigrp 1

Spinel (config-router)# router-id 1.1.1.31

!Enable the EIGRP process on Leaf-facing interfaces
Spinel (config-router)# interface Ethernetl/1-3
Spinel (config-if-range)# ip router eigrp 1

'Enable the EIGRP feature on Spinel

!'Configure global EIGRP process and (optional) router ID
Spine2# configure terminal

Spine2 (config)# feature eigrp

Spine2 (config)# router eigrp 1

Spine2 (config-router)# router-id 1.1.1.32

!'Enable the EIGRP process on Leaf-facing interfaces
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Spine2 (config-router) # interface Ethernetl/1-2
Spine2 (config-if-range)# ip router eigrp 1

14.3.3 DCI Y BGP i &
IR B AR 54 DCI/AMRERE AT E RSN IR R B R 2 18],

BLEHIEHLANERAT BGP AS 65000, HEFHZHH-

1/6 1/6
51MEBEE A AR Reht 1
IP:10.1.1.6 IP:10.1.1.5
AS: 65500 AS: 65000

Leafl# Configure terminal

Leafl (config) # feature bgp

Leafl (config) # route-map bgp-route permit 65000

Leafl (config-map) # match ip address prefix-list 172.23.*. %
Leafl (config-map)# set tag 65500

!Configure global BGP routing process and establish neighbor with External border
router

Leafl (config)# router bgp 65000

Leafl (config) # neighbor 192.168.20.8 remote-as 65500

Leafl (config-router) # address-family ipv4 unicast

Leafl (config-router-af)# redistribute eigrp bgp-re route-map bgp-route
'Re-distribute BGP routes into EIGRP routing table

Leafl (config) # router eigrp 1

Leafl (config-router) # router-id 1.1.1.34

Leafl (config-router) # redistribute bgp 65000 route-map bgp-route

14.3.4 EANEK VPC BLE
vPC g &AL E

'Enable feature and create a vPC domain

Leafl (config)# feature vpc
Leafl (config)# vpc domain 1

!Set peer keepalive heartbeat source and destination

Leafl (config-vpc-domain) # )# peer-keepalive destination 172.31.216.131 source
172.31.216.130
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'Automatically and simultaneously enable the following

! best practice commands using the mode auto command: peer-
! gateway, auto-recovery, ip arp synchronize, and ipvé6 nd

! synchronize.

Leafl (config-vpc-domain) # mode auto

!Create port channel interface and attach it to physical interface

Leafl (config) # feature lacp

!Create the peer-link Port Channel and add to domain

!Configure best practice Spanning Tree features on vPC
!Create a Port Channel and vPC for a server

!The vPC must match on the other peer for the server

Leafl (config)# interface port-channellO

Leafl (config-if)# description to Peer

Leafl (config-if)# switchport mode trunk

Leafl (config-if) # spanning-tree port type network
Leafl (config-if)# vpc peer-link

Leafl (config-if)# no shutdown

!''Please note that spanning tree port type is changed to
"network" port type on vPC peer-link.This will enable
spanning tree Bridge Assurance on vPC peer-link provided
the STP Bridge Assurance (which is enabled by default) is
not disabled.

Leafl (config) # interface port-channel20
Leafl (config-if) # description to Severl
Leafl (config-if) # switchport mode trunk
Leafl (config-if) # vpc 20

Leafl (config-if)# no shutdown

Leafl (config)# interface port-channel2l
Leafl (config-if) # description to Sever2
Leafl (config-if)# switchport mode trunk
Leafl (config-if) # vpec 21

Leafl (config-if)# no shutdown

Leafl (config-if) # interface Ethernetl/1l
Leafl (config-if) # switchport mode trunk allowed vlan 50,60
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Leafl (config-if) # channel-group 20
Leafl (config-if) #
Leafl (config-if) #
Leafl (config-if) #

interface Ethernetl/2
switchport mode trunk allowed vlan 50,60

channel-group 21

Leafl (config)# interface Ethernetl/33-34

Leafl (config-if-range) # channel-group 10 mode active

Leaf2
'Enable feature and create a vPC domain

Leaf2 (config)# feature vpc
Leaf2 (config)# vpc domain 1

!Set peer keepalive heartbeat source and destination

Leaf?2 (config-vpc-domain) # )# peer-keepalive destination 172.31.216.130 source
172.31.216.131

'Automatically and simultaneously enable the following

! best practice commands using the mode auto command: peer-
! gateway, auto-recovery, 1p arp synchronize, and ipv6 nd
! synchronize.

Leaf2 (config-vpc-domain) # mode auto

!Create the peer-link Port Channel and add to domain
Leaf2 (config-vpc-domain) # feature lacp

Leaf2 (config-if interface port-channel 10
Leaf2 (config-if switchport
Leaf2 (config-if

Leaf2 (config-if

#

#

# switchport mode trunk

# switchport trunk allowed vlan 50,60
#

Leaf2 (config-if)# vpc peer-link

Leaf2 (config)# interface Ethernetl/33-34

Leaf2 (config-if-range)# channel-group 10

Please note that spanning tree port type
peer-link.This will enable spanning tree
provided the STP Bridge Assurance (which

© 2015 BRFVZEMBAR . REAENF. AXEFEATHENAFLHHESR.

mode active

is changed to "network" port type on vPC
Bridge Assurance on vPC peer-link
is enabled by default) is not disabled.

$O3M, #75]



Leaf2 (config)# no shutdown

!'Configure best practice Spanning Tree features on vPC
!Create a Port Channel and vPC for a server

!The vPC #11 must match on the other peer for the server

Leaf2 (config)# interface port-channel20

Leaf2 (config-if) # description to Severl

(
( )
Leaf2 (config-if)# switchport mode trunk
Leaf2 (config-if) # wvpec 20

Leaf2 (config-if)# no shutdown

Leaf2 (config)# interface port-channel2l
Leaf2 (config-if) # description to Sever2
Leaf2 (config-if) # switchport mode trunk
Leaf2 (config-if) # wvpec 21

Leaf2 (config-if)# no shutdown

Leaf2 (config-if)# interface Ethernetl/1

Leaf2 (config-if) # switchport mode trunk allowed vlan 50,60

Leaf2 (config-if) # channel-group 20

Leaf2 (config-if) # interface Ethernetl/2
Leaf2 (config-if)# switchport mode trunk allowed vlan 50,60
Leaf2 (config-if) # channel-group 21

®7. ETH%
Show vpc RIEH X vPC BELEMIFMER M P S MERAIAS
Show vpc consistency-parameters <vlans/global> RIEH X vPC KE 1 FIAE 2 —HMSHRETFRNIEMRES

14.3.5 ¢H#%EF0 VXLAN
FF LT X AT (PIM) FABFE L I (MSDP) AiBECE

Spinel
!'Enable PIM and MSDP to turn on multicast routing

Spinel (config)# feature pim

Spinel (config) # feature msdp

!Enable PIM on the spine-facing interfaces

'EIGRP should already be enabled on the interfaces
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Spinel (config)# interface Ethernetl/1-2

Spinel (config-if-range)# ip pim sparse-mode

!Configure the Rendezvous Point IP address for the ASM
! group range 239.0.0.0/8 to be used by VXLAN segments

Spinel (config) # ip pim rp-address 10.2.2.12 group-list 239.0.0.0/8

!Configure MSDP sourced from loopback 1 and the peer spine
! switch’s loopback IP address to enable RP redundancy

Spinel (config) # ip pim ssm range 232.0.0.0/8
Spinel (config)# ip msdp originator-id loopbackl

Spinel (config)# ip msdp peer 10.2.2.2 connect-source loopbackl

!Configure loopbacks to be used as redundant RPs with
! the other spine switch.LO is assigned a shared RP IP
! used on both spines.Ll has a unique IP address.

!Enable PIM and EIGRP routing on both loopback interfaces.

Spinel (config) # interface loopbackO
Spinel (config-if)# ip address 10.2.2.12/32
Spinel (config-if)# ip router eigrp 1

Spinel (config-if)# ip pim sparse-mode

Spinel (config)# interface loopbackl
Spinel (config-if)# ip address 10.2.2.1/32
Spinel (config-if)# ip router eigrp 1

(

Spinel (config-if)# ip pim sparse-mode

Spine2
!Enable PIM and MSDP to turn on multicast routing

Spine2 (config) # feature pim

Spine2 (config) # feature msdp

!Enable PIM on the spine-facing interfaces

'EIGRP should already be enabled on the interfaces

Spine2 (config) # interface Ethernetl/1-2

Spine2 (config-if-range)# ip pim sparse-mode

!Configure the Rendezvous Point IP address for the ASM
! group range 239.0.0.0/8 to be used by VXLAN segments
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Spine2 (config)# ip pim rp-address 10.2.2.12 group-list 239.0.0.0/8

!Configure MSDP sourced from loopback 1 and the peer spine
! switch’s loopback IP address to enable RP redundancy

Spine2 (config)# ip pim ssm range 232.0.0.0/8
Spine2 (config)# ip msdp originator-id loopbackl

Spine2 (config)# ip msdp peer 10.2.2.1 connect-source loopbackl

Spine2 (config)# interface loopbackO
Spine2 (config-if)# ip address 10.2.2.12/32
Spine2 (config-if)# ip router eigrp 1

Spine2 (config-if)# ip pim sparse-mode

Spine2 (config) # interface loopbackl
Spine2 (config-if)# ip address 10.2.2.2/32
Spine2 (config-if)# ip router eigrp 1

Spine2 (config-if) # ip pim sparse-mode
ARk T
Leafl

!'Enable and configure PIM on the spine-facing interfaces

Leafl (config) # feature pim
Leafl (config) # interface Ethernet2/1-2
Leafl (config-if-range)# ip pim sparse-mode

!Point to the RP address configured in the spines

Leafl (config)# ip pim rp-address 10.2.2.12 group-list 239.0.0.0/8
Leafl (config) # ip pim ssm range 232.0.0.0/8

Leaf2

'Enable and configure PIM on the spine-facing interfaces
Leaf2 (config) # feature pim

Leaf2 (config)# interface Ethernet2/1-2

Leaf2 (config)# ip pim sparse-mode

!'Point to the RP address configured in the spines

Leaf2 (config)# ip pim rp-address 10.2.2.12 group-list 239.0.0.0/8
Leaf2 (config)# ip pim ssm range 232.0.0.0/8
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VXLAN BCE

'Enable VXLAN features

Leafl (config) # feature nv overlay

Leafl (config) # feature vn-segment-vlan-based

!'Configure loopback used for VXLAN tunnels

!Configure secondary IP address for vPC support

Leafl (config) # interface loopbackl

Leafl (config-if)# ip address 192.168.1.1/32

Leafl (config-if)# ip address 192.168.2.1/32 secondary
Leafl (config-if)# ip router eigrp 1
)

Leafl (config-if)# ip pim sparse-mode

!Create NVE interface, using loopback as the source
!'Bind VXLAN segments to an ASM multicast group
Leafl (config-if interface nvel
source-interface loopbackl

) #
Leafl (config-if) #

) # member wvni 5000 mcast-group 239.1.1.50
#

Leafl (config-if
Leafl (config-if) # member vni 6000 mcast-group 239.1.1.60
!Map VLANs to VXLAN segments

Leaf2 (config-if) # wvlan 50

Leaf2 (config-vlan) # vn-segment 5000
Leaf2 (config-vlan)# wvlan 60

Leaf2 (config-vlan) # vn-segment 6000
Leaf2 (config-vlan) # wvlan 100

Leaf2 (config-vlan) # vn-segment 10000

RN TXLERBENEXETH L.

%8 Erwd

show nve vni Rt VNI BUIEARIE B AR BB FRTS
show nve interface R4 VTEP BOMIEMIER

show nve peers R VIEP SR £ HFAER

show mac address-table dynamic RIEAREFAN MAC HHHEMER
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14.3.6 B3R % ASA it &

!Create subinterface for Webserver and Appserver using VLAN 50 and 60
!Assign security level 100

'Assign an IP address to act as a gateway for VLAN 50 and 60

ciscoasa(config)# interface Ethernet0/0.50
ciscoasa(config-subif)# description Webserver
vlan 50

ciscoasa(config-subif

(

( )

( ) #
ciscoasa(config-subif)# nameif Webserver
ciscoasa(config-subif)# security-level 100
ciscoasa(config-subif)# ip address 192.168.50.1 255.255.255.0
ciscoasa(config)# interface Ethernet0/0.60
ciscoasa(config-subif)# description Appserver
ciscoasa (config-subif)# wvlan 60
ciscoasa(config-subif)# nameif Appserver
ciscoasa (config-subif) # security-level 100

(

ciscoasa (config-subif)# ip address 192.168.60.1 255.255.255.0

!Create external interface

ciscoasa (config)# interface Ethernet0/1
ciscoasa(config)# nameif outside

ciscoasa (config) # security-level 100

ciscoasa (config)# ip address 209.165.201.2 255.255.255.0
ciscoasa(config)# interface Management0/0

ciscoasa(config) # nameif mgmt

ciscoasa(config)# security-level 100

ciscoasa (config)# ciscoasa(config)# ip address 172.31.216.149 255.255.252.0
ciscoasa (config) # management-only

!Create object group to match web and HTTP traffic

ciscoasa(config) # same-security-traffic permit inter-interface

ciscoasa (config) # same-security-traffic permit intra-interface
!Provide access to traffic from outside to Webserver

ciscoasa(config) # object network Ciscoapp
ciscoasa (config-network-object)# host 209.165.201.5
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ciscoasa(config)# object network Webserver-VIP
ciscoasa (config-network-object)# host 192.168.50.2

ciscoasa(config)# nat (outside,Webserver) source static any destination static
Ciscoapp Webserver-VIP

!'Provide access to traffic from inside Webserver/Appserver to outside

ciscoasa (config)# object network Webserver-outside
ciscoasa (config-network-object)# nat (Webserver,outside) dynamic interface
ciscoasa(config)# object network Appserver-outside

ciscoasa (config-network-object)# nat (AppServer,outside) dynamic interface

!Provide access to traffic from Webserver/Appserver

ciscoasa (config) # object network Web-Source
ciscoasa (config-network-object)# subnet 192.168.50.0 255.255.255.0
ciscoasa (config) # object network App-Source
ciscoasa (config-network-object)# subnet 192.168.60.0 255.255.255.0

ciscoasa(config)# nat (Webserver,AppServer) source static Web-Source Web-Source
destination static App-Source App-Source

ciscoasa(config)# nat (AppServer,Webserver) source static App-Source App-Source
destination static Web-Source Web-Source

!Configure access list for HTTP traffic from outside to Webserver

ciscoasa(config)# object service http

ciscoasa (config-service-object)# service 80

ciscoasa (config)# access-list HTTP extended permit object http interface outside
interface Webserver

ciscoasa(config)# access-group HTTP global

BXER ASA 5500 B AEHIIEMER, 1HHEER ASA 5500-X BT T—XBH AEMu.

14.3.7 F5 LTM fa #5380 &
AEIEREE

ltm node 192.168.50.5 {
address 192.168.50.5
session monitor-enabled
state up

}

ltm node 192.168.60.5 {
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address 192.168.60.5
session monitor-enabled
state up

}

ltm node 192.168.60.6 {
address 192.168.60.6
session monitor-enabled
state up

}

}

ltm node 192.168.50.6 {
address 192.168.50.6
monitor icmp
session monitor-enabled

state up

ltm persistence global-settings { }
ltm pool App VIP {
members {
192.168.60.5:http {
address 192.168.60.5
session monitor-enabled
state up
}
192.168.60.6:http {
address 192.168.60.6
session monitor-enabled

state up

}
monitor http and gateway icmp
}
ltm pool WEB_VIP {
members {
192.168.50.5:http {
address 192.168.50.5
session monitor-enabled
state up
}
192.168.50.6:http {
address 192.168.50.6
session monitor-enabled

state up
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}
monitor http and gateway icmp

}

ltm profile fastl4 FASTL4 ROUTE ({
app-service none

defaults-from fastL4

ltm traffic-class Traffic Class {
classification Telnet
destination-address 172.16.0.0
destination-mask 255.255.0.0
destination-port telnet
protocol tcp
source-address 172.16.0.0
source-mask 255.255.0.0

source-port telnet

ltm virtual Virtual App {
destination 192.168.60.2:http
ip-protocol tcp
mask 255.255.255.255
pool App VIP
profiles {
tep { }
}
source 0.0.0.0/0
source-address-translation {
type automap
}

vs—index 12

ltm virtual Virtual Web {
destination 192.168.50.2:http
ip-protocol tcp
mask 255.255.255.255
pool WEB VIP
profiles {
tep { }
}
source 0.0.0.0/0
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source-address-translation {
type automap
}

vs—index 12

net interface 1/1.7 {

if-index 385

lldp-tlvmap 113264
mac-address 00:23:e9:9d:£6:10
media-active 10000SFPCU-FD
media-max 10000T-FD

mtu 9198

serial TED1829B884

vendor CISCO-TYCO

net interface 1/1.8 {

}

if-index 401

mac-address 00:23:e9:9d:£f6:11
media-active 10000SFPCU-FD
media-max 10000T-FD

mtu 9198

serial TED1713HODT

vendor CISCO-TYCO

net interface 1/mgmt {

if-index 145

mac-address 00:23:e9:9d:£6:09
media-active 1000T-FD
media-max 1000T-FD

net route-domain 0 {

id 0
routing-protocol {
OSPFv2
}
vlans {
VLANGO
VLANS50
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net self App IP {
address 192.168.60.10/24

traffic-group traffic-group-local-only

vlan VLANGO

net self Web IP ({
address 192.168.50.10/24

traffic-group traffic-group-local-only

vlan VLANS50

net self-allow {

defaults {

ospf:any

tcp:
tcp:
tcp:
tcp:
tcp:
udp:
udp:
udp:
udp:
udp:

domain
f5-iquery
https
snmp

ssh

520

cap
domain
f5-iquery

snmp

net trunk Trunk Internal {
bandwidth 10000

cfg-mbr-count 1

id 0

interfaces {

1/1.

}

8

mac-address 00:23:e9:9d:£7:e0

working-mbr-count 1

net vlan VLAN50 {
if-index 832

interfaces {

Trunk Internal ({
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}

tagged

}
tag 50

net vlan VLAN6O {

if-index 800
interfaces {
Trunk Internal ({

tagged

tag 60

net vlan-group VLAN Grp Internal ({

members {

VLANS50
VLANG60O

sys management-route default {

description configured-statically
gateway 172.31.216.1

network default
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