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8 1. Cisco Security Manager CHA| 2 &

15CO SECUTItY Manager = DasnbOAra = FAKesn LONNECTea to 1U.

User: rakesh Server: 10.142.52.123

i) cisco Security Manager
b r's | @ configuration Manager | & Event Viewer | i@ Heath and Performance Montor | &8 image Manager | {g Report Manager

/Summary X | Heakth and Performance | 5 EshowGadgets @

Device Health Summary Last updated on Jun-11, 03:03PM @ Top Signatures Last updated on Jun-11, 02:24PM il Top Malware Sites Last updated on Jun-11, 02:24PM il

Group by Category . |Q Type to Search @@ signatures Last 24 Hours ~
¥ Device Down 501.92K
= [ Interface Down 501.92K
@ of Overall Device Health
£ High CPU utilization
= J High Memory Utilization
® 4 IPs-Highinspectiontoad el L
@ L IPS - High Missed Packets — Top Attackers Last updated on Jun-11, 02:24PM il Top Sources Last updated on Jun-11, 02:24PM
® 4 IS - Bypass Mode Bl ccaceers Last24Hous ~  Sources Last 24 Hours

Top Victims Last updated on Jun-11, 02:24PM H Top Destinations Last updated on Jun-11, 02:24PM
Destinations Last 24 Hours +

g —— |

Victims

23

T S [T

op Infected Hosts
Infected Hosts. Last24Hours ~ | | C Type to Search Q Type to Search
162.20.20.20(nsice) so192K | | @ 10.106.135.62 £ Expired  admin_job_2013.06-11 08:49:05.656 ]
® $ 10.142.52.199 €3 Expired
© $ 10.77.208.139 €3 Expired
@ 10.106.160.103 €3 Expired
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g 2. Cisco Security ManagerS AtE8H 20+ Z 2 2t2|
& Cisco Security Manager - Config Manager - admin C dt0'172161.10' ==
File Edit View Policy Map Manage Tools Launch Help Trec
%) Device | [l Map [T] Polcy [&]PolcyBunde | [@] 5@ [3) Sy QB a ? D, Search Al Categories EASE
Devices @ Device: ny-asa Policy: Access Rules
= - .| Policy Assigned: Global FW Policy Assigned To: 3 Devices Inherits From: -- none --
Fiter: | --none - - Policy Bundie Assigned: ASA Global FW-INS-BTF ...
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j ocation (¥) Fiter: (-~ none --)
B£Aa No. Permit Source User Destination Service Interface |-
g :::’: © {7 Global FW Poicy - Mandatory (23 Rules) Al
D looso 1 ©  sBeny THREATDLABS\\Wktg 88 DataCenter-1 eor B Global
2 2 ©  sBany THREATDLABS\\iktg 89 DataCenter-2 er 45 Global
B ny-ssassm 3 ©  sBany THREATDLABS\Wktg 88 DataCenter-3 eor 45 Global
Fsf-asa =
4 ©  sBony THREATDLABS\WMktg G CSM-Server er &%) Global
s ©  sBany THREATDLABS\\Br... 88 DataCenter-1 or 48} Global
Bkl © sBay THREATDLABS\Er... 38} DataCenter-2 P Global £
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g AAARUES 8 ©  sBay THREATDLABS\Br... [ Cstt-Server er %) Global
| Eﬁﬁ s 9 © By THREATDLABS\\Engg %) DataCenter-1 er 45 Global B
B Inspection Rules 0 © gBay THREATDLABS\\Engg 833 DataCenter-2 or 48} Gobal Il
£ eotnet Traffic Fiter Rules n O  sBay THREATDLABS\\Engg %) DataCenter-3 or 4B Global =
+) Settings P B
£ Web Fiter Rules 12 () 8 any THREATOLABS\\Engg [l CSM-Server or 45} Global =]
@ NAT 13 [S) B any - 1o user - 7.2.7.7 or 45 Global =
[Jsite tosite ven ®@ 1 Vv sy THREATDLABS\\Se...  8.8.8.8 or B Gobal B
5 Remote Access VPN b
] &m;e: @ 15 V' 85 Engineering_Net THREATDLABS\\Engg 833 DataCenter-1 er 48 Global
- §7] 1dentity Options & 16 V85 Engineering Net THREATDLABS\\Engg 38 DataCenter-2 or 45 Gobal !
@-Platform -~ w2 v/ 4P Encineering Net THREATDLABS\\Enca /a8 DataCenter-3 er A2 Global “F
{7J FlexConfigs < I »
[¥] Enable Auto Conflict Detection NToosv] @) @ @ Z &
&€ ASA 8.3 onwards the device uses Real IP(pre-natted IP) in firewall rules.Use Real IP addresses.
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8 5. Cisco Security Manager2| Health and Performance Monitor
0, tooeh Jook: Hob. bl
@8 tonitoring | L Alerts | (i O Qae ¥ (2} cisco
Views- 8 | Monkoring o
|2 Views o« Prionty Devices” @] All Devices X | 4> @
= £ System Views ——— — 8
Remote Access Users Summary =
Egs«e«o-saerms = S Export ¥ Last Update Time : Jun 12, 2013 3:07:19 PM
::2';"'"""5 Device Name ~  Receive Time Heath Status v  ConnectionStatus  ~  CPU(%) Mermory(%) Version  ~ Inspection Load(%) v
Q 1PS Devices. ;»1 Jun 12 15:01:00 IST 2013 (@ | N -
“—'J'MD“"‘” @52 10.106.160.53  Wed Jun 12 15:01:00 1ST 2013 € Critical % Connected 0% 26%8.4(3)9
&a 5% 10.106.161.50 Wied Jun 12 15:01:00 IST 2013 & Normal % Connected 0% Not Apphicable 8.4(4)
* @2 10.106.161.200 Vred Jun 12 15:01:00 15T 2013 € Critical % Connected 0% 33%9.0(1)242
@D 10.106.135.62  Wed Jun 12 15:01:0015T 2013 € Critical % Connected — 5% 94%7.0(E4 84%
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(2 10.77.208.139  Vied Jun 12 15:01:00IST 2013 € Critical % Connected 2% —————————S2%T.A(ES 0%
4 | ;IJ
Neme: 1077208171  Connected R IP Address: 1077208171 Firewall Mode: ROUTER Failover Status: Not Configured Peer Status: —-NA-
Model: Cisco ASA-5520 Adaptive Securty Applance Version:  8.4(2) Context Mode: SINGLE  Host Role: ~NA- Peer Role:
Summary | Alerts |
|4 Device Information 2 Time Frame: |Last 1 hour v Last updated : Jun-12,15:01
Property Value i
{4: Device Report Card 2 | cpu utitization () =
Metric Status Value Average | 0%
Interface Status Q crtical =
[ 1nterface Status A
Hame 1P Address Status Protocol 50 0%
outside 20.1.1.2 ¥ wp ¥ w 5
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o i © down © down 14:07 14:11 14:31 1451
mom 10.77.208171 & up w Memory Utilization (%)
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75
% . - . - > 579
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14:07 14:11 1431 1451
Connections per second
2 o
3 v =
Oledst & e L 2LIHE DS MER Cisco ASA 2HAHE JISUHAME AHEE &= UASLICH
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THALE Jtsst B3 IPAY M O|HE &Y LEDII 2E EXI0 A550 LTSS SFELIC 2E IPSEHMS U2 IPS X0
2ot 3R = AsUT
3 g IPS 2 S8, 24 031012, M2 =X = M40l ZSELICH
2HE s 2H ME L 0leist NEOl CHol MAE OIBIES &N SME = A= &7 5 MBoHH, H2HQ AISK
QIEHHIOIANMNE=E MNES ZHoID 22l & A= 2EsHAHLSE M3t
A" S= = PIE S= US SH2Z HLGH0 012 918 HeI2 OEsiotn B2 HOg £+ ASLIC. AHol= 28 S=
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N OIHE =Y E SS YF0 6 OIHE HPS T8 2 JA20, 01248 P2 ole A& S32 Y0 sote 2
MEO EXMECZ HZFLICH 8 2Rt 3R ST AYS OHUEN U MBUAN 2EHEE = UASLICH
AY =4 Olct AL M0 HIZ2E FOtE == A2 0, 0128 HIZE LSS0 oS A0l LHE SEE BALZ 2
= ASU L
CSV LHELUDI MY, O|HIE X ZH, NY 2E 88 22 SH IPSIISS2 CSV(HEZ 22E )2 WY S22 M Cisco
Security Manager At Q1 AE A 2+0) Ol2f 8 HIOIEIE H2lotH MESHD WEs =~ ASLICH
VPN 2 &
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A= Ol VPN & EXM|IPOUSAH YL HEN OSH DEE HAO2 GETVPN(IE 253 &2 VPN), DMVPN(Dynamic Multipoint
AlLt2I XI& VPN), GRE (Generic Routing Encapsulation) IPsec(IP Security) S Xl &6t= 28H& 0 VPN I E AlLI2IRE
Kl &tLIC.
LS AHMAE Y HMS N236tD 0] AXI0 2AE A2 CHE XA 2H0 K6 2otS 246HE 2 RIS LICH
A 24 VPNE £ EFAloz 24e|&LICt.
sS4 Y AE 014 JIs
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IPv42} IPv6 2t S &t SEEE IPv4 L IPve F U X 2HS XQACIH & FM 24 219 25 £ E =00 SB4S
SFAEHLICEH.
S&OIHE &2l CtS2S HMSot0d 22Xt 2ot 2o AEHE &olot) SHME HZE =~ JUE S XIS LICH
® Cisco ASA 01 E2t0l 2 A0 A syslog DIl Al Xl =41 & Cisco IPS 4l A 0l A SDEE(Security Device Event
Exchange) I Al X =41
o MAIZEY LS OIHE 2D
o AAHMORO ALS 0SS A Lot WAHA 7= LIPSHYE WX HZ
o 2I5tH IPS, VPN 2UEHE E 2)| Z& S 0lel ¢St
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® ST SOk AX0 et OIME =& 88 C=ollME & A= 22l SH
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® X == MX B L ML
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XNEst 2ot A2E WE 2= AHO0IE U W3)
X 25 22O HIELA JIs S=/AXNE ez ¥X DOSS MM6t) Host £, 182 LE FXE ¢ X2
2elg = JASE X
F HF 2l Xt HERIT F=4, MUIA, X &, Al2FH2 £= VPN OO B4 22 M S & Hot " O5H0 0l=0lls a2
AF UAS LR Q0| E BHOIE AISE = JASE XA
JIEt JIs
EtAL X XIR "2e|E X e NS HOIE U EHAFE R XY
Hot JHIA el VPNE QoS(Quality of Service), 2t 2 &, Cisco NAC(Network Admission Control) S HIE &t S & 20t AHlA 22|
CH= oHECIolE 201 N2 OE AS Atell £ &8 =ZS XFE = ASS OHE2HO0IEN HE o 2I1 W3
Sois 4x1 54 2CIME &= o Ao 2ot x 28 It s
=L LRSI FLASS 01 FHoZ 8 Its
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=4 RE SH FA L= NAT =LA ALSE = UAs B2 2 22 L e YO0l ES 2tA 36 S Auto Update
Server & Cisco Network Services Configuration Engine X &

Cisco Cloud Web AE Xt} Cisco Security ManagerS Salf 23t 0l # &S H2 g & JAES X561 Cisco Cloud Web

Security 2t S8 Securitytfl & EciziS MEE = A=35E M2

29 a2l ATEQN BHE £&= X MWD 28 Sl 22 JIsS K& 5= US = CiscoWorks RWAN(Resource
Manager Essentials) S &= &

AH Y 4ds 2UEHE FAXO B AH B E#HS NEHOZE 224Gt MM S E QAN SLE I LY AS

IPOIEZ|MA o JIsoll 1P QI &e|MADL LEHE O AU, AAZE X = & 3HH 2| Top Attackers(&t?l S 21 X, Top Victims(& <
HE) 22 0] ?I, Report Manager2| S& X E 24 J|s, Health and Performance MonitorS Sofl IP 3= A0l
et S8t F2(0: FQDN)2 21Xl 32 E A HE = ASLICH IP UL MA= HAIZE0 FOIE == A= HE

RS ZE EMELICH

Jl= AFS
Cisco Security Manager2| XtAISH StEAN AFY & 72 & XI& 2 http://www.cisco.com/go/csmanager
HOIXIE EXSIMAIL.

[0)al

FXI K
0l = Cisco Security ManagerOil A X|2ot= & X ME20] LU JASLICHL NAAT=E EX ATEY N HES

3
HIZ &t XMl S E 2 http://www.cisco.com/en/US/products/ps6498/products device support_tables list.html 2|

0

T
ac

"Supported Devices and OS Versions for Cisco Security Manager"(Cisco Security Manager2| X2 &= &Xl & OS

HE)E FRSHYAIL.

H 3. Cisco Security Manager0il Al Xl & &= Cisco EXI2 R

N&s= EX

Cisco PIX Security Appliance

Cisco ASA 5500 Series 2 ASA 5500-X Series Adaptive Security Appliances
Cisco Integrated Services Router(800, 1800, 2800 % 3800 Series L&)
Cisco Integrated Services Router G2(1900, 2900 & 3900 Series X &)

Cisco ASR 1000 Series Aggregation Service Router

Cisco 7600 Al2| = 2t H

Cisco 7500 Al2|= 2t H

Cisco 7300 Al2| = 2t Ef

Cisco 7200 Al2| = 2t H

Cisco 7100 Series Routers

Cisco 3200 Series Routers

Cisco 2600 Al2|= 2t H

Cisco Catalyst 6500 Series FWSM(Firewall Services Module)

Cisco Catalyst 6500 Series VPNSM(VPN Services Modules)

Cisco 7600 Series/Catalyst 6500 Series IPsec VPN SPA(VPN Shared Port Adapter)
Cisco Catalyst 6500 Series IDSM-2(Intrusion Detection AIA & AHIA @& 2)
Cisco IPS 4200 Series Sensor

Cisco ASA 5500 Series & Cisco AIP-SSM

Cisco ASA 5500 Series & Cisco AIP-SSC

Integrated Services Router& Cisco IPS AIM

Access Router NM-CIDS(Network Module - Cisco Intrusion Detection System)& Cisco IPS Module

Cisco Catalyst 3550, 3560, 3560E, 3750, 3750 Metro %! 4500 Series A 2 Xl, Cisco Catalyst 4948 2! 4948 10J|JtHI E 0lHY A 2K
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Cisco Security Manager M2 HAIZO0IA clO|MA S8 L =2 N E2E MSELICH HAE F=AE

http://www.cisco.com/go/csmanager & L| Ct.

=& Jt= &t Cisco Security Manager2| Zl &l HE 2 4.7 HH A LICH
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= SASS €, 78,

& C

ZZMAE ESoHH N ZEE ESctd B RE &= MOHE XAct= WESRA
Ho
3T

Cisco AlAE= DO HER D EXNE ESot) WERD 2E S = EotD, MZ22 OHS2IAHI0I& 0l S
A 53 230l JIHLICH AlAZ2 A HIA00 CHol

HERIE FH|ol UERR 82| AL D249 HI =L
XEAIG| 02 H D http:/www.cisco.com/en/US/products/sves/ps2961/ps2952/serv_group _home.html 2

oty el dA Y 24, Cisco IPS MY, 2t

o

e

e Cisco Security Intelligence Operations(SI0)= < & 1t F

JIgol tist XD Z0E st Y /AXIE HSBELILH http://www.cisco.com/security S 2206+ 0{ Cisco
SIOE SHRII0 FIIGHYAI2.

« Cisco Security IntelliShield Alert Manager Service= =Z/0| &0 A= A FH 2SO0l CHol
HEotD 22 = U FEE AN HH HAMAE = UAE= iF= ALEX XIE IS J|8to
A8 L FHAH AN MUIASE M3 LICH

o Cisco SAS(Software Application Support) Service= Cisco Security ManagerJt XIE=C2 IS Y

SHHAN I X2 L ATEY 0 LUOIEN HERLE HAMASIES XJAELICH

o Cisco Security Optimization Service= =X/ 0| | 10 A2 HIER T HEHE SXIotESE X LICH
HES 2lZet= 2AEGHD B33 F oL B =LIALS| D18 LICE. Cisco Security Optimization
Service= HE W WO &, 8, 85, 8, AIAE HAW St XS XAS ZE6H0], 2L 0]
BH3tote 2o AN HX S| Aol HSolM EEE = B AIASIS XIAELICH

Cisco Security Manager 2 ZEQ| 0= U3 2& S& 0| U= Cisco SAS(Software Application Support) MBI A
Heol et D= N3 MBIAE 22 5 LICH
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