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H 2. Cisco Industrial Security Appliance 3000 Series 22! & S &:

Copper 10/100/1000(2E HIOITHA X&) SFP THOItH ZE

ISA3000-4C-K9 4 0

ISA3000-2C2F-K9 2 2
FEols® WER IS

L-ISA3000SEC+-K9 HA X2, SSLVPN, Ol 222 o2& =, VLAN Eg2

# 3. X&%Ll= Cisco Ruggedized SFP

GLC-SX-MM-RGD= 1000 BASE-SX Ruggedized
GLC-LX-SM-RGD= 1000 BASE-LX/LH Ruggedized
GLC-FE-100FX-RGD= 100 BASE-FX Ruggedized
GLC-FE-100LX-RGD= 100 BASE-LX Ruggedized
HS AL
H4=SclZ A20/L, E5=0HI0IA 45 £ &SHH0 CHe Z20IH, H6U 72 22 SRS 2AZERV
JIsLICH £t H 82 & &S AHZ0l1], H 9 = Cisco ISA 3000 Series 2| 22| & E&0| CHst 22 LICH
T4 SclF M
StESAO e 4 Core Intel Rangely(l-temp)
e 8GB DRAM(soldered down)
e 16GB 22 ZciAl tiZel
o MSATA 64Gb
e 1GB 0IS4! SD ZeHAl K22 IHE - At 2 (S el A0A
ANZ Ibs)
o 252 0ILI USB U
o RIM45HEN 2& HUlH
e &E 10/100/1000 22| ZE
o GIERIO DI8 2/ X X &
e I XDt SH
3= e H 2 |/O: =210| 21 (dry contact)0l €2 UNHLIEH U= AR
EXIct= 4002 B2 23,1042 Form C 2 & Ll0|(&=
Le|ANM AL OLS)
3JI(Hx W x D) e 11.2cm(LHHl) x 13cm(=01) x 16cm(2L01)
A e 1.9kg
HE 3= EFx L g * 5

U
&8+ 12Vdc, 24Vde £ = 48Vde
22l 9.6Vdc ~ 60Vdc

e

[ ]
[V T
oo o

ISA-3000-4C 398,130 Al 2t
ISA-3000-2C2F 376,580 Al 2t

MTBF(Mean Time Between Failure)
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o |oC(Indicators of Compromise, o X|E) ==
e OpenAppID - HLE HFLIEI ID AIAE

o AT HM U SE
o ECHT BIE EX

o ZtRH JIBFXIE =X
o Netflow =&

e 25,000 01 Ol &2 2AE AEXt

o ¥EY NEX
o 2T MEZ2 AEX 44 It
o JbE TEIS ABX IO
o SOE DY =X
PSS

o ot83C UK

FCC 47 CFR Part 15 Class A
EN 55022A Class A

VCCI Class A

AS/NZS CISPR 22 Class A
CISPR 11 Class A

CISPR 22 Class A

ICES 003 Class A
CNS13438 Class A

KN22

EN55024

CISPR 24
AS/NZS CISPR 24
KN24

EN 61000-4-2 Electro Static Discharge

EN 61000-4-3 Radiated RF

EN 61000-4-4 Electromagnetic Fast Transients

EN 61000-4-5 Surge
EN 61000-4-6 Conducted RF

EN 61000-4-8 Power Frequency Magnetic Field

EN 61000-4-9 Pulse Magnetic Field

EN 61000-4-18 Damped Oscillatory Wave
EN-61000-4-29 DC Voltage Dips and Interruptions

EN 61000-6-1 Immunity for Light Industrial Environments
EN 61000-6-2 Immunity for Industrial Environments
EN 61000-6-4 Emission Standard for Industrial Environments

EN 61326 Industrial Control

EN 61131-2 Programmable Controllers
IEEE 1613 Electric Power Stations Communications Networking
IEC 61850-3 Electric Substations Communications Networking

L

=

6/9 HIOIAI



‘
o

e
&
f
M
e
re
O

I
ol
)
oY

2483

O
Iy
N
A
O

it
J

JIEt

el

© 2015 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

=

9 & ZH:

UL/CSA 60950-1

EN 60950-1

CB to IEC 60950-1(2E 20g B X Z &)

NOM to NOM-019-SCFI(THE | & ETAIE SaH)

A EZ0{(XI 0 Zdl):

UL 508

CSA C22.2, No 142

EN/IEC 61010-2-201(transitional)

A A

ANSI/ISA 12.12.01(Class I, Div 2 A-D)
CSA 213(Class 1, Div 2 A-D)

UL/CSA 60079-0, -15

IEC 60079-0, -15 (IECEX test report Class |, Zone 2, group Il gases)
EN 60079-0, -15 ATEX certification (Class |, Zone 2, group Il gases)

A= 2%:-40C ~ +74C
e -40C ~ +70C (Vented Enclosure Operating)
e -40C ~ +60C (Sealed Enclosure Operating)

e -34C ~ +75C (Fan or Blower equipped Enclosure Operating)

EN 60068-2-21

EN 60068-2-2

EN 61163

=5:-40 ~ +85°C

15:0~15,000 I E

IEC 60068-2-14

MU 5% 5% ~95%((HISSH)

IEC 60068-2-30

IEC60068-2-6 & IEC60068-2-27
e MIL-STD-810, Method 514.4
Marine EN60945

Industrial EN61131-2/IEC61131-2
e Railway EN50155

e Smart Grid EN61850-3

e |IEEE 1613

1SO 9223: Corrosion

class C3-Medium

class C4-High

EN 60068-2-52 (Salt Fog) (Pending)

EN 60068-2-60 (Flowing Mixed Gas) (Pending)

RoHS Compliance

== RoHS Compliance
TAA(E R)

CE(R¥)

2E ISA3000 PIDS Of CHet 5 MEHX HW A El ol CHEt XtAle

LHE2 HO0IH AE ER22 &35 FX0tAID| BHELICH

7/9 HIOIAI



I
=

9.

1]

el

He
jual
M

I e

IEEE & e |EEE 802.1D MAC Bridges, STP e |EEE 802.3ah 100BASE-X SMF/MMF only
e |IEEE 802.1p Layer2 COS prioritization e |EEE 802.3x full duplex on 10BASE-T
e |EEE 802.1q VLAN e |[EEE 802.3 10BASE-T At
e |IEEE 802.1s Multiple Spanning-Trees e |IEEE 802.3u 100BASE-TX At
o |IEEE 802.1w Rapid Spanning-Tree e |[EEE 802.3ab 1000BASE-T At
e |IEEE 802.1x Port Access Authentication e |IEEE 802.3z 1000BASE-X At
e |EEE 802.1AB LLDP e |EEE 1588v2 PTP Precision Time Protocol
e |IEEE 802.3ad Link Aggregation (LACP)

RFC REE+ e RFC 768: UDP e RFC 1305: NTP
e RFC 783: TFTP e RFC 1492: TACACS+
e RFC 791: IPv4 protocol e RFC 1493: Bridge MIB Objects
e RFC 792: ICMP e RFC 1534: DHCP and BOOTP interoperation
e RFC 793: TCP o RFC 1542: Bootstrap Protocol
e RFC 826: ARP o RFC 1643: Ethernet Interface MIB
e RFC 854: Telnet e RFC 1757: RMON
e RFC 951: BOOTP e RFC 2068: HTTP
e RFC 959: FTP e RFC 2131, 2132: DHCP
e RFC 1157: SNMPv1 e RFC 2236: IGMP v2
e RFC 1901,1902-1907 SNMPv2 e RFC 3376: IGMP v3
e RFC 2273-2275: SNMPv3 e RFC 2474: DiffServ Precedence
o RFC 2571: SNMP Management o RFC 3046: DHCP Relay Agent Information
e RFC 1166: IP Addresses Option
e RFC 1256: ICMP Router Discovery e RFC 3580: 802.1x RADIUS

o RFC 4250-4252 SSH Protocol
'XRes SFP 229 Hi 858
http://www.cisco.com/en/US/products/hw/modules/ps5455/products device support_tables list.html & &0t AIL.

> MMF = Multi-Mode Fiber

® SMF = Single-Mode Fiber

AHE FE

ISA 3000 2| & El & 2= http://www.cisco-servicefinder.com/warrantyfinder.aspx 0l M & 1& == JUSLICH

Cisco & ItE U Al
Cisco= U242 TCO € zlAstot)| fIo 242 Chot) YO, D401 2CHHE Al Lol 82 HE =
UEE ChYs MHIA T2 0SS MSBELICH Cisco 2 Aol T2 g2 0l T2 A, £, IIEHS
SEot) SEFO 82 Soll M3HH =2 =52 02X OH=E3 ASELICH AIAD MblA=E D249 HER3A
EXNE BS0tL, UERD 29 2 H3otH, MZ2 OHE22H 0140 = UIERKIS FHIE Soff HERA
QIR MAQL DO HIALIA A2k 2130l JI0 & LICH Cisco 122401 Al NHIAZRH 22 = A= FR
GlEl = 2RE= Sl 2&LIth

o ANEUHSH 2HM o2 £= O A6 2XH HZS Soll I 23t

e Cisco 2| 8241 XIAS E#E6I0H TCO 2

o UIESIA UREY 2IAS

o JEXR QU0 CHE MM 2F0 =Y &= JAEE XS
ANAZ KHIA0 CHEE XHAISH LHE S http://www.cisco.com/web/services/ 0l Al Cisco Technical Support Services
& = Cisco Advanced Services £ & X otAlJ| BHEHLICH
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Cisco Capital

SH 4 X&ot= mto| Ha

Cisco Capital 0| S 2 41t 3 SLAN 22 Il TS TASASLICH DM LY Xt RFE2

EHCSELIOH 482 15308 AIL. £ 2 ROI E 2 & 3o Al 2. Cisco Capital IHO|HAI 2 SHERO],

LTEQA, MHIA, B2t HEIIEl Ul S0 SHES MSELICH £8 = Jtssh bl 2ROt ¢ &t
12 I L| C}. Cisco Capital 2 100 0§ Ji =JI0IA 01 & 4= USLICH XHAlal 201,

=HEE

Cisco ISA 3000 Series 0fl CH&t XHAISH LHE 2 http://www.cisco.com/go/isa3000 S ZZX&6HAIHLE & Xl HIIRE
XA 22lotAI D] BHELICH.

0l XM Z 0l = Eric Young(eay@cryptsoft.com)0| & &5t 2S5t AZERN It L& 0 ASLICE 0l MB0l= US Naval Research Laboratory 2| Information Technology
Division 0fl At JH &t 5t ﬁ\.&ETJIOU} EZEEI0 JASLICEH 0l ME0l= DAV Explorer = 2 X E (http://www.ics.uci.edu/~webdav/)0fl AtE3StI| 2 ol University of California,

Irvine Ol Al D 8F ATTE OOt ZE 0 ASLICEH 0l XS 0il= Boris Popov b L8 AT EQ O IF ZE T 0 USLICE 0l MIB0ll= OpenSSL 201l AHE5HD| <l of
OpenSSL Z2ME % BH HEE AZEY NI EEE 0 USLICE (http://www.openssl.org/). Ol XS 0li= Tim Hudson(tih@cryptsoft.com)0l & &8t AT E It L& & Of
USLICH
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