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Overview Events Heat Map

Indications of Compromise

Demo_ZAccess © - | MarkResolved
Threat Detected , Java compromise , Executed malware ,

Potential Dropper Infection
Demo_SFEicar O - | MarkResolved

Threat Detected , Adobe Reader compromise , Executed

malware

Demo_Sality O v MarkResolved
Connection to suspicious domain , Executed malware , Threat
Detected

Demo_zbot O - | MarkResolved
Threat Detected , Executed malware , Potential Dropper
Infection

Demo_Ramnit O - | MarkResalved
Threat Detected , Executed malware

Demo_TDSS O - Mark Resolved
Threat Detected , Executed malware

Demo_Stabunig © - Mark Resolved
Executed malware , Threat Detected

Demo_Tinba O - tark Resolved
Executed malware , Threat Detected

Demo_Rimecud O ~ | MarkResolved

Executed malware , Threat Detected

Hosts Detecting Malware (7 days)

Computer Count

Demo_ZAccess 29 |
Demo_SFEicar 19

Demao_Ramnit 14

Demo_TDSS 13

Demo_Zbot 13

Detection Name Count

W32.ZAccess.15nt 26 i
W32.Ramnit.A 14

ZBot:FakeAlert-tpd 13

Eldorado:Alureen-tpd 12

Win32.DemoMal.Rat.Client 12

[Recort MahreThrats

Computer Detection Name
Demo_TDSS Eldorado:Alureon-tpd
Demo_TDSS Alureon:Olmarik-tpd
Demo_TD5S Eldorado:Alureon-tpd
Demo_TDSS Eldorado:Alureon-tpd
Demo_TDSS Eldorado:Alureon-tpd

Refresh All O Auto-Refresh | ~

Hosts Detecting Network Threats (7 days)

Computer Count

Demujlabu_niq 4 |
Demo_Tinba 2

Demo_Zbot 1

Network Threats (7 days)

Remote IP Count

82.165.37.127 2 |
205.234.252{212 2 J
75'102'25'76. 2 |
178.19.25.92 1

[RecentNetworkThrests |

Computer Detection Name Remote IP
Demo_Tinba DFC.CustomIPList 82.165.37.127
Demo_Tinba DFC.CustomIPList 82.165.37.127
Demo_zZbot DFC.CustomIPList 178.15.25.92
Demo_Stabunig DFC.CustomIPList 75.102.25.76
Demo_Stabunig DFC.CustomIPList 75.102.25.76
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Cisco AMP for Endpoints
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POINT-IN-TIME DETECTION

Analysis Stops

Not 100%

Blind to
scope of
compromise

A

Techniques
= Unknown

Protocols
 Encryption

» Sleep

+ Polymorphism

Antivirus
Sandboxing

Too Late

Actual Disposition = Bad

Initial Disposition = Clean

RETROSPECTIVE SECURITY
Analysis Continues

>

Turns back

time

Visibility
and control
are key

A

Blocked

Actual Disposition = Bad

Cisco AMP

Initial Disposition = Clean
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8 3. CIHIOIA AIECZ HE 24
Dashboard  Analysis ~ Outbreak Control - Reports Management - Accounts ~
Device Trajectory for Demo_SFEicar TIMEZONE UTC
Nt
am 2m
[System ] ® ® h
TecdS85..502a50 [POF] @©
chkd:(i::: {:g k¢ S
10.411 [PE) )}
14 [PE]
4063259. .dddbba [PE]
2[PE)
aadlece. 633278 [TxT) k7 2
[FE] h 4
B4F3555..¢3090 [PE) -6
9l SBH——& e SR
5145 [TXT) @ & 7 @
8c316d2..93906¢ (PE) T H>-6-0 XX
7deldec. . fifded [PE) -
<a24b20..3d4d93 [TxT) @ =
ActoRd32.exe [PE) @_@_@_‘
e May 27 05:02 | I novazioa
EVENT TVPE: @ oreate @ copy @ move ® execute © open © connection @ scan detection @ exeo blodk @ compromisad?
@ restore @ reboot @scan ® defs update © policy update @ connector update © scan schedule ® uninstall
EVENT DISPOSITION: @ benign @ malicious @ unknown EVENT FLGS: none A, warming @ audit only
FILE TYPE: executable [7] ms office (ole2) [g7] pdf ms cabinet flash zip archive other unknown
G

o A8 AT RAS WSUMN?
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File Analysis for 1afdf8c2...4d961fa5

& Download Sample @ Analysis Video ita Network Report & 27 Artifacts v
Metadata  Behavioral Indicators ~ Network Activity ~ Processes  Artifacts  Registry A
- .
Behavioral Indicators 0
© Artifact Flagged as Known Trojan by Antivirus Severity: 100  Confidence: 100
© Process Enabled Autorun through the Creation of autorun.inf Severity: 100  Confidence: 100
© Sality Default Mutex Detected Severity: 100  Confidence: 100
Sality is a file infector that spreads by infecting executable files Categories  infection, persistence, malware
and by replicating itself across network shares. Infected hosts Tags trojan, host, process, lock, mutex, RAT
Join a peer-to-peer network used to propagate malware on the
compromised Typically, those

4. o =24
Dashboard Analysis ~ Outbreak Control ~ Reports Management ~  Accounts ~

will be used to relay spam, proxy communications, steal
private information, infect Web servers or achieve distributed
computing tasks, such as password cracking.

© 2015 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

Process ID Process Name Mutant Name
1428 (Explorer.EXE) Explorer.EXE uxJLpeim
1136 (5152db7c69e1aad4abac687bde6255¢c.exe) 51 1 b exe uxJLpelm
© Process Modified a File in a System Directory Severity: 90  Confidence: 100 :
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