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Cisco Email Security Outbound 2 ZEY 0 MEA YA Z& & OIRHIRE QHEIAE AS|E s 22Xt

C2E HYUAN MSEEe AWS LEHEE = USE XJELICH Ciscoll R 2I0|MA = OHE| AT AJjY=

AEXE Ol MIAE AFESHN QIHIZ2E X OI2UIRE 0IHY S &2 2F AME = JAEE SLIL
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& XI5t iPE*é, LICH A MAHXIOFQFEIA B AJL S TGt SUHEZ HAIXKES
Hots AALICH e AH HAIX AMY IS "Always Scan(&8t & A2H) 582 |2 HIStS 512KBE
22|13 "Never Scan(A M oF &) &2 2 0) AstgtE IMBE A FELICEH 0l & 3D St A0l ot
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1. 2 Jt& HE S MESHH Email Security Appliancell 2 128 LICH.
2. Mail Policies(ll 2 &) > Incoming Mail Policies(==4! |2 & )E 22 & LILC}.

3. Jdt= 8= 0teHOl A Retention Time: Virus 1 day(22t A2+ BOIHAA 1Y) SIOIHEAE 22 & LICH
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4. Enable Message Modification(BIAI Xl =& AlE) &0l &XE A EEL|C.

Note: Enable Message Modification(Bl Al Xl =& AtE) &QletS A EHGHX| 2 2™ Virus Outbreak Filter 7| s 0|
MEELICH MURL MEY J|lsS AtE0ota®™ 0| &0l AXHE & eI 0 &LICH

5. Enable only for unsigned messages(Ad B &l Xl &2 HIAIXI0IEH AtS)E S &LICH
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7. System Generated( Al A8 M)

SEE A DX MES AISotE A2 FH 2E AL YLICH 018 DX AHEHE Mail Policies(Hl 2 & 2) > Text
Resources(8 A E 2lAA) 2H SES AESHH HHE = USLICL OIHZHM EEE ML= HE X EH
K AFEO =010t 213 AFS XA S 2238 Jaras HAE = UASLICH A0 L URLS FI16H0 3l A
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1. Security Services(2 2t Al A ) > Cisco Anti-Spam= & LICt.
2. Ofelle Message Scanning Thresholds(HI Al Xl A3 A gHE & QIEHLIC.

a. Always scan messages smaller than(CISE2CH &2 HIAI Xl = &4 A2H): 512KB.

ore

b. Never scan messages larger than(CtS 2Ct 2 HIAIXl= AHGHX] 2 S): 1MB.

A A0 A = Always Scan(&tah A20) & (Dl 2gt: 512KB) 1 Never Scan(A2H oF &) S & (D123t 1MB) ALOIOfl
=ot= HAIKIE S22 AMELICH
A 3 0t2H2E OtEIAE AJjY 14
Cisco2| S & 2t0|MA= CHE[AE AN (CHE IS & Cisco Virus Defense™ &S AFESHN 1D 240|
=0 20l Ml A HIE g0 QIHIRE AZM, OIRBIRE AM E= 0| S IIKE RF AME = JASE NIASLICH
R 22 DM2 OI2UIRE AMS ALZOHK| LXCH OIS ESotH HY Q2(0: HIELIA TEHHH A8 &5
SA)E E0t= A2 22, ZSE AIAEN 2o ZAO0| 0IHLY SHelAEN SME= &8s SXE 5 UASLICH
Olefst g2 24 & St 0A 2L 26H0F otH, OFRUIRE CHEI A AL S 240D Mol = A st
HEctoIAAC £oE ZEGHH CIHOIADL 2ot AEl= OtLl Xl & 2I5HOF & LICH HIAIXI Z2EHE ASoHN
IZ2EE0IHY S8 22X AI22 & 280 856 US, MMl ¢S s 10 2 &S IYE =
USLICH
1. Mail Policies(}l 2 & ) > Outgoing Mail Policies(Z & 0l &=)E HLICI
olE B OteHOl M =B E Anti-Spam(CHEIA B EF 2 2 & LICH
3. Anti-Spam Scanning for This Policy: Use Cisco Anti-Spam service(0| &2 0fl CHoll OtEIA® AJY: Cisco
Anti-Spam MHIA ALE)E &4 3H&LICH
M QP ALEO et € JHA FOHEQ M E S&oi0oF &LICH 0DI0l= HEGHH &els Al QoA =
AT HE X0 ZEELICH
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ChS EHls 2l €8S 24ots ALICH 0l €82 PdE 55 Meto =eet 32 ASELIOL 55 MEtol
S Yot ZASE AIGH0 AIAE0| 2SEHALH ABS MEcts SUX L= AAEXIFME0 SEXR2U
HEE NAYE M 0l A=A 022 XloiOF ot=XIE & Qloll OF & LICH

10. System Administration(Al 28 2t2l) > Alerts(2 &)E & LICH
11, 28 24X OIHY =AE FIIot D AJAEIC 28 REE2 Info(BE) +=E22 S&FELICL

12. B8 ALE 2 Submit(H£)3t 1) Commit(= &)&tLILh.

Xol 5 A J|s &tol

s =
OlM IS0l 2EEUCH OIHY 2 CIHIOI AN CHE HE ATE 0l RS ASLICH 01248t JIs0l CHE HIOIE =
Reporting(2 12), Outbreak Filters Quarantine(Outbreak Filters 2 2l), Message Tracking(Hl Al X| &) & System
Logs(AIAEN Z20)0IA &t ole = JASLICH £8 A0l [Het Cisco Anti-Spam Quarantine(Cisco Anti-Spam
Ze)dAM HAIKIE 228 =5 ASLICHL

O 2aXE =55 MEH CHE 20 M= Monitor(2LIEH &) > Rate Limits(= < HISH0IA &21& 5= A2H
QIANHEE = el Y HPE 48 =2 |0 ZAISUCH

Cisco Anti-Spam & 0l =& M Al Xl === Monitor(2LIE &) > Overview(IHR) E DM £ &= Monitor(2LIHE) >
|

Outgoing Senders(Z &

Outbreak Filterstil A= LAl Z2elE AHED
SpamUl M= OIHIL0l ZHelT D = 46
A 4EHLICE Ol Quarantine(Z2l)0l HAIA
Quarantine(Ht0ld A Hel)E 2215

POl QlAA A2 BIAIXIE EF&LICH HIAIXID i Ml Sl & Cisco Anti-
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Monitor(2 LI E{ &) > Outbreak FiltersE 22 & L|C}.
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Message Tracking(HlAl Xl =&)S AFEE == U2 N 0l IS0 A= Ol AIXIJF Outbreak Filters, QtEIA# =
Mol ool E=E ZLE HIRE OHs ZUM Ol HIAIRIS 42 S0 SLICH

mail_logs 21 LM E HIAIX S0 et E20F &S LICH
=2 e sy £sLIth

Outbreak Filters: Fri Apr 20 09:02:09 2012 Info: MID 2099 quarantined to
"Outbreak" (Outbreak rule: Phish: Phish)

Rate Limiting per Mail From: Mon Jul 2 15:38:12 2012 Info: MID 2219 To:
<user2@example.com> From: <userl@internal.com> Rejected by Rate Limiting per
Envelope Sender
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