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Prevent

Malware Malicious software including drop servers and compromised websites that can be accessed via any application, protocol or

port.
Drive-by Websites and files that are designed to run code without user intervention.
Downloads/Exploits
- Threats that are designed to infect or adversely affect mobile devices such as phones and tablets.
Mobile Threats

Domains that have become active very recently. These are often used in new attacks.
Newly Seen Domains

Public DNS entries that resolve to your internal network space. These are sometimes associated with DNS rebinding attacks,
Suspicious Response | which allow malicious soripts to access your internal network resources

Sites that ara hosting dynamic DNS sarvices, This technology can be used by attackers as an evasion technique against IP
Dynamic DNS blacklisting
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Advenced Threats
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Export Report to CSV

Exporting the results of a report may take some time and will be done via a background process.

Note: The timestamps in the exported CSV report will reflect UTC.
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Share this report

https://dashboard2.umbrella.com/share/2w59
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Bookmark Report

Bookmark this report and its current filters. You can access it under "My Reports".
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Reporting | Schaduled Raports

Scheduled Reports © @

Q Advanced =

1. Raport Type 2. Fiter 3. Reciplents 4. Schedule 5. Description

= Activity Search
Activity in your environment over the selected time period. Filterable by
dentity, destination, source IF, response, content category, and security
category.

Security Activity

Security-related activity in your envirenment, including malware, botnet,
and all cther security categories over the selected tme period. Filterable
by Idantity, destination, source IP . and sacurity catagory

Cloud Services

Overview of cloud services accessed by your crganization over the
selected tme period. Filerable by Cloud Service Name, Identity, and
Classication.

Activity Volume

Total queries within your organization broken down by security categories

and results over the selacted time period. Filterable by Identity.

Total Requests
Total requests for destinations from your organization over the selected
time pariod. Filterable by Idantity.

Top Domains

A list of the most requested domains within your organization over the
salected time period. Filterable by Identity, responze, destination, content
catagory, and sacurity catagony.

Top Categories
A ligt of the top content categories for your organization over the selscted
tima period. Filterable by |dentity and respense.

Top ldentities

A list of the top waffic-genaerating Identities over the selected time pericd.
Filterable by Identity, Categories and Security Categories.

Executive Summary

A graphical summary detalling blocked security threats, top security
events. and cloud servica use on your networks.
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Choose the filters you'd like to apply to this scheduled report. By default, if
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REEEHLET,
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TOTAETAREBLR—ITIE. FOESa = T BHDSESFTLTATUTATA
MoEFESNTI=FRXTDH DNS EXRDIER%E. BEFIEICHEFE T HENTEET
DLUR—FE, EHO P AEHEEED R THLERELGDLIR—ITYT, LA X, D
LAR—bDT—EAMNELLRREINTONEINERERL-YTEET . FATUTATA4D
FIMSIE EDTATUOTATADDUR—NEHERTEET . TNITE DT,
HDOLR—FTEDTATUTATADRERIN, EQLSLBEIENRRININETF
BlTEET,

[L7R—k(Reporting)] > [7 2T 4E T4#& 3 (Activity Search)] IZHBEILET .

FEEZR LIES2HIC Umbrella VA AL TWSIEE . 7ITAETARE
N—=IZIE BBFBRFRINET BREICIE, FFa/JOvy., TaxS E iR
KBHE/TAYY DNS YTVERTLIE=TATUTAT4. BREITO=588 1P,
ZDERDERELLDINE IP NEENFET,

Ac[i\;i[y Search m » R &

Sep. 01, 2016 | 10:04:40 PM B mwhite-0373 104.6.3.126 | WA

Allow List 0 knwadibls ... 128.107.24... | WA

i it

Sep. 01, 2016 | 10:04:40 PM

Activity Search - Al ldentities - All Destinations - Al IPs - All Responses - Last 24 hours (LITC+00:00 ) - All Categories - All Security Categories
—— -
Filter by Identity:
= Sep. 01, 2016 | 10:04:43 PM Software/Tachnoleg... ﬁ% Office NAT 1 6721587.11 |NA
a =
Sep. 01, 2016 | 10:04:42 PM ARAA Software/Technoleg... | I knwadbl's ... 128.107.24... |NA
Filter by Destination:
a Sep. 01, 2016 | 10:04:42 PM A Softwara/Tachnoleg... | B knwadlbl's ... 128.107.24... |NA
Sep. 01, 2016 | 10:04:42 PM A Webmal ﬁ% Office NAT 1 67.21587.11 |NA
Filter by Source IP:
a Sep. 01, 2016 | 10:04:41 PM A SoftwanaTachnolog... ﬁ% Office NAT 1 B721587.11 |NA
Sep. 01, 2016 | 10-04:41 PM AAAA Softwara/Tachnolog ﬁ% Offica NAT 1 672158711 |NA
Includs all raffic @
Filter by Response: Sep. 01, 2016 | 10:04:41 PM A Wisbmail, Allow List ﬁ% MaonkeyBra... 208.90.215.... | N/A
Al Responses v Sep. 01, 2016 | 10:04:41 PM AR Softwara/Tachnoleg... | M Office NAT 1 672158711 |NA
Filter by date: Sap. 01, 2016 | 10:04:41 PM A Search Engines, All.. | B MonkeyBire 20860215 | N/A
it inthrian ¢ Sep. 01, 2016 | 10:04:41 PM YR B Office NAT 1 67.21587.11 |NA
Filter by Categorias: CHOOSE Sep. 01, 2016 | 10:04:41 PM A 2 Office NAT 1 6721587.11 | WA
Filter by Security Categories: Sap. 01, 2016 | 10-04:40 PM ABAA Software/Tachnaleg... | M VPN Range 67215802 | NA
CHOOSE » &
A
A

Secial Metworking B mwhite-0373 104.8.3.126 | WA

TOTAETARRDIZE (. LR—rDT—E2ENKEVNCEN D, HE 28 HHD
ABLKR—FSHET,
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Categories)] T. [#iR (Choose)] #4'vILET,
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JAREINET , [HEHEE (Destination)] R—ITlE, BEDEREICEAT HEHRE
RERLT. TITAETAZRAMY LRIVTHRARDBENTEET , BIRLI=F ALY
[ZHEANDTIERALTCWEHRTEE T, COFERICKY., aVEa—42PRyk
J—ONBREINTO Y., BANOEEZEDHSH A MMIIEHRLIZY L TULVEL M EH]
HTEET, TOHERE. BEPMOI—FELVBELIRETHENTEET,

FEEGELR—MI. 2X 2T 1O A LR—FDORDYEEZLR—FTT,
tXa)T4 41OH A LIR—MIEFENTOERIL, IBTE. ERELKR—HZE
FNTVET, BHRELR—KMIIE, FAMUELE 2 —RICEETAHENSENT
BY., FvaR—KHi5 [FAE (Investigate)] IZHBEITEET,

ZDOLR—ARFIETESD(E, Umbrella Insights £ LK Platform D/\v4y—
ZFEATEEFHRD.MSP ¥ MSP OBEHRDATY . 1\wor—2DT7vTIL—
FOEEMIZDULNTIX. Cisco Umbrella DB UEBFETEEILEHELESLY,

EHELIR—MADT7 IR

[LR—T 1% (Reporting)] > [#£#% 2% (Destinations)] DIEITERLET
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Destinations i wsracsouss -

Most Active Destinations 1-10 of 100
Business Sarvices, Software/Technology 48,653
Allow List, Chat, Search Engines, Instant Messaging 35,260
Allow List, Search Engines 29,519
Business Services, Software/Technology 25,648

24,800

Allow List, Chat, Instant Messaging 23,740

Business Services, Software/Technology 22,350

Business Services, Software/Technology 20,164

Allow List, Search Engines 19,486

Business Services, Software/Technology, Block List 17,724
Page: 1 ~ Resulis per page: 10 1-10 of 100

CHOLEFHLANILOEHEELR—FTIE. IEEHBATERSNIZ LA 100 DR
FEMNYRRENET , BEDEREICOVTIRMNERELT,. BRSNEEHKEDR
Ay LRIV TOFMET ITAETARREFARDIENTEFET , CNITKY, 1>
UTUNRIEDT—70—D VT IVIZHY, BRESNREIN-I5E DIEE DR
NERBTEET  EREDERTEZTDBLUEETETHENTESH. Xl
T4 YRIIZHLT, BYIZRIET HIENTEET,

b Umbrella OLAR—rERFRIZ. COEHRELR—FLEZIICEELTLVET,
TIOTAETAZERX 1 AUMET B=0DLHR—rE, BE 24 B, ALY —DRT
H(FER).®BE 7 BE. R ADOHMTERTEET,

i LAST 24 HOURS ~
Last 24 hours

Yasterday @
Last 7 Days

Last 30 Days
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B ERETDHE Unbrella [EBHET DT RTORASEYTRASVERLE
T, TOBITIE, BE 24 BELUAD cisco.com ~DIRTHEREBRELEL
Tz MFEZEITT H&. Umbrella (&, FETENDERBZRLET , ChIZlE—
BT 2T _XRTOYHITRAMUEEENE T, cisco.com [2DWVTIE, CDHEFET 782
DY TRAMUDBREN, BE 24 BREINIZRLERICERINIZFACUIE,
mail.cisco.com TL7=,

cisco.com m
Results for "cisco.com” 1-10 of 782
Destinations Categories Requests
Businass Senvices, Software/Technol logy 48,653
Business Services, Software/Technology 25,646
Business Services, Software/Technology 22,350
Business Services, Software/Technology 20,164
Business Services, Software/Technology 13,832
Business Services, Software/Technology 9,517
Business Services, Software/Technology 5,115
Business Services, Software/Technology 3,609
Business Services, Software/Technology 987
Business Services, Software/Technology Bar

Page: 1 Resulis per page: 10 1-10 of 782 »

BEDEREDEMICTIERTBICIE, EHREEVYILET , Unbrella [2&Y.,
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IWRICE-TiEmAZRERL, R (FRTHRAXRT)ZIVVILET,

T S N S S T T
Aug. 0B, 2016 | 11:25:02 AM b VPN Range BT21568.243 | N/A
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Identity Events i Effec
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Allrsard MNar 20 2MA at 5220 P4
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Request Security Reclassification x

mail.cisco.com is not curmantly in a security categaory.

Somathing not right? Let us know why this destination should be
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