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Page Settings)] >[7'Bv%Y RX— D4R (Block Page Appearance)]) T70w%
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ATvF 1:H:LWITAYy R—=OEBMTBIH., T2400DTOYY
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1. [EEIELSE (Centralized Settings)] > [7Av%Y RX— (Block Pages)] IZ
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Aw%s R— (Block Pages)] T—FILIZYARSN TS T I4ILEREIRL
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1. Create Block Page Appearance 2. Share With Customers 3. Summary

Your Org's Block Page

® Treat all blocked requests the same: Show a block page with the default block page message:
"Sorry, [domain] has been blocked by your network administrator.”

 Show a block page with & custom block page message:

B 1 S 05 e gl

This is my block page message. You should not be doing what you are doing. Don't go to this site again: [doman]! @

Redirect users to this URL:

@ Allow blocked users to contact an admin from the block page.

admin@admin.com

« Show a custom logo on the block page:

Choose File | Mo file chosen

Images larger than 125x70 pixels will be
cropped and resized.

CANCEL PREVIEW THESE SETTINGS ‘SBAVE AND CONTINUE »

x

Umbrella & vsaR—KTE—OY TRBITT /LR TES1—HIE. HTHES
WREAERDICENTEET A EETHLETEE A

4., 709y R=UDUBAEEFZRLET, [TRXTOTAVIERFRLAE
TALIEF B (Treat all block requests the same)] F£f=( [BA5HETUIE
9 % (Treat them differently)] Z:&iRLET,
[B7:5 55 TUIET 5 (Treat them differently)] #:&IRT &, [hT7T) K
7€ (Category Setting)]. [#E# ') A &% 7€ (Destination List Setting)].
(T4 5% E (Phishing Setting)]. [2F21) 71 5% E (Security Settings)]
BEREDITOYIIZDOWNT, AVTXRL Ay R—UEERTEET,

Treat all blocked requests the same: | & Show a block page with the default block page message:
*Sorry, [domain] has been blocked by your network administrator."
@ Treat them differently:
Blocked by Category Setting Show a block page with a custom block page message:
Blocked by Destination List Setting BJIUS
Blocked by Phishing Setting
Blocked by Security Setting

Redirect users to this URL:
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# Apply this change to all the selected orgs' policies { 1

Apply this setting by default when creating new orgs
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FERIDF THBE TRFARTINET,
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2 DEDA T aviE, FHLWMEBEER T B EICT I+ TCIDHREEERT
% (Apply this setting by default when creating new orgs)] #7<a> T3,
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BREIOVY R—=UDYRAMEERTDHE. DA T avEBIRL =S BEERTE
DI TIHILMELTI—IEN TSI ENLMYET,

TIAINIRETEER)—IE 1 DEFTT, ChEZEELEWEEX. a0
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This block page is now the default for new customers

Shared With No Longer Shared With

! This setting is not being removed from any organization
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Block Page &% ELZELT=, TUS Headquarters IDZ Y 2 R—KTHET 5L, T
THILh RUD—THLWLWT AV YURMEIZGES>TOET,

BIETTIAILMELTRRSNET,

New Block Page US Headquarters 1 (default)

ZLTT 4Lk RUS—THERRENET,

Impacting Category Seti Security Setting

Defautt Policy All Identities Default Settings Default Settings

1. Select |dentitias 2. Select Policy Settings 4. SBet Policy Details
No bypass user found. No bypass code found.

e, [rovon | o | ([
27v7 3 EEERBTS

BREDRATYITIE, To-ERBEHERLFTT  EER—JI2IF. EFRRHETOVH
R=UNTIAILLTHAM, EQOHYTHBICERSIA:=N, ZDTOYY R—=IUN
BRAINGLES BN HIMNEINGE T TRTOEENRTINET,

Please wait until the changes are applied before closing this page. Organizations added to the setting will now have this setting shared and applied in the default policy. f you
have additicnal policies in the organization, you will need to manually apply this setting in the organization's dashboard. Any organizations being removed from the setting
share will now have had the setting removed completely. Policies making use of this setting will now use the OpenDNS default setting.

This setting is now the default for new orgs

Shared With Mo Longer Shared With

US Headquarters | This setting is not being removed from any erganizations
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[S£ B ER 5F (Centralized Settings)] > [173JE%5E (Category Settings)]
[CRREILFET, TTICEESINTWSESREATIVEREN)RNEINET . T
THILNREMNSBIRLET,

. [FLWVATIUEREDIEM (Add A New Category Setting)] 249')voL T
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TIAVERRLEY,
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FLOWATIVEREICERDHLBHEMITET . RIZ. BT LHHTTY
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L EybEFBRLFET,
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Umbrella #v2aR—FD7 IR EEZHFDOYTHBOEEEL. FPEBEER
BIEMTEFTIA . EBIHEFTEFEA,

4. [REFELTET(Save and Continue)|#2J)vILET,

Category Settings © ADD A NEW CATEGORY SETTING

2. Share With Orgs 3. Summary

Mew Category

Academic Fraud

Adult Themes

Adware

Alcohol

Anime/Manga/Webcomic

Automotive

CANCEL ‘SAVE AND CONTINUE »
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ROFITIE. FHLONALTUOVREZHFLWVEEBOAEEBLET . URAMNADETE
DHRBERFRITHEELTEE T, ZOHITIE, MBrazil I THREREL T Brazil
Offices JZ:#ERLET,


https://support.umbrella.com/hc/en-us/articles/231265768-Getting-Started-Category-Settings-and-Content-Category-details
https://files.readme.io/wZs9fnhXTn6xdnFrI8Zn_create_category_setting.png

Category Settings © ADD A NEW CATEGORY SETTING

1. Create Category Setting 3. Summary

This will share the setting with the organization and apply it to the "Default" policy. If you have multiple policies within the organization you must navigate to the organization
and choose the shared setting for that policy. Setting changes will not be applied until you hit apply.
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TRLHD. 2 DDEEGHRENHYFES .

# Apply this change to all the selected orgs' policies | 1

Apply this setting by default when creating new ocrgs
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*** New Policy =**

2. Select Policy Settings
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REDATYI TR ATo-EREHRLET HER—DITE EHREEENT

THILETH LD EDBBITERSINT=-M . COREMNBRASNGLE oI
HOMNEINRE AT TR TOEEARTINET
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2. [FLWWEx2) TR EDENM(AJD A New Security Setting)] 42w oL
TERIDEFR X 1TARELXERL. hRAITA X ZE[BLET , =1,
T TCICHEET DT I DX TR EFEIRLET,

© ADD A NEW SECURITY SETTING

SRR TAREERTICENTES, BEL 3 RTYT DI F—FHFHE
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1. Creats Sacurity Setting 2. Share With Customers 3. Summary

. Domains that have become actve very recently. Thess are often used in new attacks.
# Default Security Protection Mew'y Sean Domains

- Public DNS entries that resolve to your internal network space. These are sometimes associated with DNS
Susplcious Response ; Tk
rebinding attacks, which allow malicious SCripis 10 ACCeEs your Nntemal Network resources.

Sites that are hosting dynemic DNS sanvicas. This technaiogy cen be used by atteckers as an evasion

Dynamic DNS technigue against IP blacklisting.
Contain
Botnat Compromsed devices that attempt to communicate with hackers' command and control servers via any
g application, protocol or port.
Phishing Fraudulent websites that aim to trick users into handing over personal or financial information.
Advanced Threats

Hinh Rick Sisaz and | Namains and hnstnameas that arm matrhinn anainat nor neadictive sacurit Alanrithma from Cisen mbealla

Enable Intelligent Proxy
For domainz with malicious and safe content, enhance sacurity by proxying web connections and biocking URL requests.

Enable 55L Decryption

Enhances security by parfeeming inspection of HTTPS traffic.
Enable IP Layer Enforcema nt
For connecticns that bypass DNS lockups, enhanca sacurity by tunneling suspect IP connections and blocking by IP or URL. For important satup

nfo,

CANCEL ‘SAVE AND CONTINUE »
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Security Settings © ADD A NEW SECURITY SETTING
1. Create Security Setting 3. Summary

This will share the setting with the organization and apply it to the "Default” policy. If you have multiple policies within the organization you must navigate to the organization

and choose the shared setting for that policy. Setting changes will not be applied until you hit apply.
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¥ Apply this change to all the selected orgs' policies { 1

Apply this setting by default when creating new orgs
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F21)T45%5E (Brand New Security Setting)] Z4ERLZFELT=, [Brazil Offices]®
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1. Create Security Setting 2. Share With Customers

Please wait until the changes are applied before closing this page. Customer organizations added to the setting will now have this setting shared and applied in the default policy. i you have
additional policies in the organization, you will need to manually apply this setting in the organization's dashboard. Any customer crganizations being removed from the setting share will now have
had the setting removed completely. Policies making use of this setting will now use the OpenDNS default setting,

Shared With Mo Longer Shared With

Your New Customer 1 This setting is not being removed from any organizations

Cisco Umbrella Multi-Org Console DE > £hBEHTE > EHBLKR—F
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