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I T T T IAF VT A TE—TAABIOEF Ty MR BEINET,

Jabber T 7 4 v I RUA VLR oy he—FZB8ETLHE, arba—J @37 —%2@#HT 50T =T Ny
F A AR g EBFITLET, 7a—0NAVC 7077 ANDT IV r—a iyl LCEEns e, Fo
T4 v ZIEZAVC R D= LTv—F T ENET, HExE VA VLR ITAT U IR~ —F 73T
72N Jabber T 7 4 v 7 BEETHEA, TONT T 4 ZIEWLAN 2 b — T | ZEE LRI TCNBAR = U
WX o TREEBICGEM S L, AVC 7R 7 7 A V> TH~—F 7 SIET, AVC 7’1 7 7 A /L7 DSCP {H 46 D
UP v —F U ZIZHEINTWDGE, 7R —3ROKIIRT L OIZRY £7°,

gy Loz Tl Lm J h”&_ o Tt

r DOWRNSTREAM TRAFFIC
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WLAN l:nntml!er
Application
Visibility & Control
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Cisco Jabber DA —T 4 AH LUV ETHICHE NS AVC DHRTE

CiscoJabber M2 T B — R (21T, 77 A NViEE, TV r—ya v dbfq SIPV 7V v VT AEA BADA—
TAF, VTNEALLDOET A ala=b—rvarhl, SE&ERZATBHY E3, Microsoft Tixid% ., U7 /L
A A LABFIZILDSCP 40 £7212 46, B 7 AIZILDSCP 34, EOMOY—E AIZILDSCP24 Z##LEL TWET, ZDIH
TIX, Jabber 4—7 4 B L PETAIZHT 5 AVC OFFEICEHAZBEB T LET, ZOHETOHEIL, WLAN 7
077 A/L® Jabber 8T 7 4 v 7 DRHEXGE L THVET, WLAN TIXZOMDO 77 4 v 7 §4RFFrisnE 7
(F7o. FRRICELIBM AT ONET) B, ZROD T 7 4 v 7 O~—F U JIIEFI NN L BELU QoS
Ta T ANDERKMBEBZ RN E&RHEE LET, CiscoJabber ® AVC Z iR ET HI21E. IROFINEAFEITLET,

FIE

ATwF 1 [Wireless] > [Application Visibility and Control] > [AVC Profiles] % %R L C Jabber DFH# 7' 1 7 7 A L& 1E
BLET,

MONITOR WLANs CONTROLLER WIRELESS

AVC Profile Name

AVC Profile Name
Jabber [~ ]

ATY T2 Jabber 7TV —a L DOREEDI s B A TERIBIML, FOry b XA TDODSCPEA ) ~—F
VITTEDLIICLET,

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

AVC Profile > Edit 'Jabber'

Rate Limit (avg/burst

Application Name Application Group Name Action DSCP Direction rate)Kbps

cisco-jabber-audio voice-and-video mark 46 Bidirectional MNA B
cisco-jabber-video voice-and-video mark 34 Bidirectional  NA B
gisco-jabber-control voice-and-video mark 24 Bidirectional MNA ﬂ

OV TN TaT 7 AT, Jabber DB X 2T RA—F 4 Ay b BT Ay b ilET—
Gy DT 4o H—=T Y h BT D120, 3ODERFEAT TV r—a vt (AVCT—4
R=ZZHY ET) MEHINTHET,

ATwv73  WLAN O [Application Visibility] ZG%hZ L C, Jabber A D717 7 A V% AVC 7127 7 A L& LT
RELET,
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MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT

WLANSs > Edit 'Jabber'

Quality of Service (QoS) Platinum (voice)
Application Visibility v Enabled

AVC Profile Jabber il
Flex AVC Profile none o

Netflow Monitor none

AVC BEZNZ S, Jabber AVC 7’12 7 7 A W RFRE SNIRREIZ /D &, v RAapar ha—F 20
WLAN O3 XTO Jabber N7 7 4 v Z kT D580 0MELE N7 7 4 v 7 HlilZ MR LET, RE
T A MBI, 8ED Jabber 7734 A % Jabber WLAN (ZBH T T, v NV —27 TEFBLOE
FH a—LERELET,

—fl& LT, ROKIZ, 2 hr—F ¥ v =278 — KO [Monitor] > [Applications] IZF&K /R S {L72, 22D
Wi-Fi = KRR A > RETO Jabber B 5 F 22— LIk Jabber T 7 4 v 7 OAHMEZ R L E9,

( Aggregate

App Name Packet Count Byte Count Awverage Packet Size Usage(%o)
cisco-jabber-video 32506 5.55 MB 178 51.00
cisco-jabber-audio 53910 4.73 MB a1 44,00
cisco-jabber-control 12070 410.26 KB 34 3.00

dns 71 7.23 KB 104 0.00

E= 32 5.83 KB 218 0.00

http 10 4.90 KB 501 0.00
nethios-ns 40 1.95 KB 50 0.00

icmp 9 324 B 36 0.00

Application Last 90 Secs Usage(%)

M cisco-jabber-videol 51.00% )
1 cisco-jabber-audiol 44.00% )
[ cisco-jabber-control( 3.00% )




[@ U Jabber 70 7 7 A WD T TV r—a v i Egd, A—F 4 TBLOET F0OH & [FRED 1L
T, ZNHD QoS V' IAF VT 4 HEHTHI ENTEET,

ENAIL TINA RO O —= U5 HLEEEE

Jabber EEBINET A EFEITTEIENAIN T TAT 2 b T AP R— T 5593, 802.11r, 802.11k, B LW
802.11vEZAMNIT AL EZHRLET, ZORTEICLY, TI7EHVRA KRSV FETENSAS N TNA 2RI —
U TEARENEREEINE T,

)

GE) 802.11r B LT 802.11k X, Y AR— T BHE/NA L TS R L BT D WLAN THZIZT D4
ERHY ET, TS ANE02.1r Y AR—F L TR WEA, WLAN & B T & 22 Al REME
N0 ET, 802.11r, 802.11k, FBLTR802.11v DF /A A HR— FDFEMIC OV TIE,  [Device
Classification Guidel] ZZ/ L T 72 &0,

802.11r (B —3I 7)) X, 7F9A TV FEBLWVWAPE DAY Ry = A 7 ZAREICT D72 DOYLIRERE T, 7 T
ATV RN Z =7y FAPIZR—X U 7T 50 BIThbI D, ZOmE2— I > 71X, FastTransition (FT) &FEIILE
Fo FTIE. m—=I U OO Ry = A ZIfES ZBREEOI— "=~y FEPRT 52 LICE D AP DO/ B
TREMEZEMET O E LB, BEX 2V T 4 & QoS AR LET, EFRLCETADL ) RIBIEICEEINSCTVWT Y
r—3 a3 VTS FT X, Voice over Wi-Fi O FE BBk U CHEELET, A~v— K~ 77472 FOHE, ik
¥ RATZHEIE 20 2 VR (ms) T,

802.11r Fast Transition O— X > Y DR E

avhar—I0a—W L F—T A A& L T 802.11r Fast Transition 2 — 3 > 7 ZHETHICIL, ROFIEEXFE
TLET,

FIig

AT 71 [WLAN] > [Security] > [Layer 2] ¥ 7 &R L £,
ATw T2  [Fast Transition] &= v 7 Ry 7 A4 N LET,
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http://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-0/device_classification_guide.html
http://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-0/device_classification_guide.html

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT

WLANS > Edit 'Jabber'

General "| Security | QoS | Policy-Mapping | Advanced ‘

Layer2 | Layer3 | AAAServers

Fast Transition

Fast Transition
ver the

Reassociation Timeout 20 Seconds

Protected Management Frame

PMF Disabled

WPA+WPA2 Parameters

WPA Policy
WPA2 Policy
WPA2 Encryption ~ AES TKIP

Authentication Key Management

802.1X Enable
CCKM Enable
PSK Enable
FT PSK Enable

ATY T3 LAY 2EF=2UT 4% [WPA+WPA 2] £721% [Open] & L Ca%E L £,
ATV T4 KETLWIAEF—EHO [FT] G2 LET,
GE) [Reassociation Timeout] % 1 ~ 100 FPO#PHIZHRE L ET, 7 74/ MEIZ 20 T
TO
FTBREER L BT Y v o— a VESROFBIMRIZ, 57 Vo —var ¥4 A7 U MEB2 Tdk
nEHA,

80211k r A /A — U X FDRE

802.11k I%, AP % XA /N—AP D U A MIXI3 2 ZRIZBEHENT 1T T802.11k 7 74 7> MAMEHAREICT 52 &2k D,
0— T EREBICLET, ERIZ, FUYIY TL—LLMFEND 80211 BH 7 L—2aEAU/2 £3, FL
WLAN (285 % 1A 73— AP O Wi-Fi ¥ RV EER TN A M ZFEHLT, APIISELET, APIRE LT 7 Ve
Y7L —AELTHRELET, 802.1kIGE T L—AEEHT LI LT, RO —I U 7 HEMELTAP ZiCE £
T 802.11k AR Y v —2FH (RRM) YREAEZHEMTHIET, 77472 MIRICHEATE 2572 AP 2R E
T HEEDHRA 3— AP A% ¥ U HI &K A RIBICEME CE £,

0—3I 80211k FAN— U R~ (N—=T 3 81 LK) #/ET AT, ROFIEEZFEITLET,

FIE

AFv 71  [WLAN]>[Advanced] Z3&R L £,
ATvFT2  1k&FELZ v 3> =V T T [Neighbor List] ZHA%0C LET,
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11k

Assisted Roaming Prediction Optimization Enabled
Neighbor List Enabled
Neighbor List Dual Band Enabled

802.11v BSS #B1TH7R— FDERTE

802.11v HAH—t 2 &~ b (BSS) BITEHIZ., YA VLR Xy NU—27&H (WNM) #iED 8L, 754
T rDTTy b T —bE UTHREL £9, 802.11vBSS BATHFRIZ L » T, EMAIEMRAZHATIRESRA V7 T A b T
7 F MR EIN DT, W E AT DG WLANREE Z SRk c& 97, 802.11vIZAP N — 7Dk
FEETRLEIETHIIFAT U N TS RIRy NU— 27 8 n— 3 v VRS RE A 1T 5 =00, 7 94T~
MIREGROHELEZFR E L CEELET, ZOFERIZE, 7747 A= 070 s LTHATE 2ED AP
BT HEEN G ENE T, APIC L - TIREISNI-HERAZZ T AN DEST H200%, 27 T4 7 MBRBRTE
F, FOD, BOEEARY FBIOT 73 a v O[T 5 B2 FE LT o TV ET,

802.11vBSS BATH AR — T (K= a3 81 LK) ZRETHICIE. ROFEEZFEITLET,

FIE

ATv 71  [WLAN]>[Advanced] Z#R L £,

AT w72  [1lvBSS Transition Support] = U 7 C [BSS Transition] ZA%hZ L %9,

11v BSS Transition Support

BSS Transition
Disassociation Imminent
Disassociation Timer(0 to 3000 TBTT) 200

Optimized Roaming Disassociation Timer(0 to 40 40
TBTT)

M=

TH, RERT AL A K D%W, A7 bAORBEE RS 5 72D12, Wi-Fi F ¥ 1V OIREE & EGRIcE =% 1
TEHEERBEIDLET,

BRI WLAN 25 Cld, vV F X v AN XA L7 FOBREICIZ T, Jabber BB LT 4D Wi-Fi 2—/L 7 R
Ry varilEHEBETLILERDHD 97,
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& 512, CiscoCleanAir, ClientLink, fEfR YU V—2&H (RRM) R EDTF 7 )uad—|2LoT, Fy NI —7 T 5 —
~ U AT A LIRS, IRy Y RV O E T NRA R ERIFFICERTX £4,

Jabber 21— Zo o X —TFTA X VY a—varEEWEOZ—Y =7 AR = R 5T 572012, RORZ |
TT T 4 ATHES T, Jabber BIFIZHE T 5 WLAN 2{E% T2 2 L 2 B8O LET,

*WLAN QoS # 7' 7 F FIZHEL T, Z7IAT Y MIMERD QoS #7107 T AZMHTE LI LET,
C PG LT QoS b —E R FYu 7y A LEBML£7,
CYBEIIR U T QoS r—E A m— L &BMLET,

* LEEIZS U Tl WMM BEXONWLAN a2 7 7 A LEHRELET,

* CiscoJabber 77V r—3 a UNEMICHHEEND L OICAVCEZAENILES, T4 4V T 4 EHAED AVC 7
077 A VEVERL L, BEI72 QoS ML A L7z Jabber ~ T 7 o v 71Tk D8 & OBESENEN AT T 23 L, %
FEHIIZ WLAN IZXF L T AVC 72 7 7 A LV EHENCLET,

CHUNR AL v F R—MERIZE T, BEREBIUOBREN I 74 v 7IZDSCP~—F v IIRN@EHEIND LI LE
‘j‘o

* TEE L VOWLAN ZH 7R — 58, TlX, WLAN SV R Z A4 7 h&2 5GHz 7 v a2 LET,
*WLAN 802.1x E¥ = U F ¢
CYMEIZIE LT, YAR—NENDB T TAT v MITxT B FastTransition (11r) B L, v—3 > 7RO
EMELET,
CHR—FNEINDET7TAT Y MTHT580211kICED, 7747 har—va ik T778AKRA b 3
AN=VA Ry FU—rZEr—I U 7RI LET,

CHR—FENDZZITAT Y MTHTH802.1IvICEY, AP —I U VOWRELZZELLY> ETH57F 4Tk
FORA AT F Y N —F HEa— 3 v YRS Re A Rt L £,

T IRV ARA L N OO — R RXT U TREI LET,
CFT AN P TF XA AE N VAP LET,

WLAN DR~ 7T 77 4 AT, BBEOT 7R KA ELITHETHAMED WLC 28 A L, %RFH TRz
WLAN A V7 7 AN 7 F v 2 fETHZ LB EENTHET,

S BT, Cisco CleanAir, ClientLink, #EHR Y YV —RXEHAR DOV Aa@HDX 77 /ny—|ZX->7T, BEIWIZKR v b
T—0 N7 g —v oAb d 5 3z, IL D Fm—LOHIE & FDNRA N2 ZRRICERTX ET,

sE AR

FANZOWTIL, ROV A T4 V77 LU AEBRBLTLLEE N,

802.11k. 802.11r =% CiscoWLC DR + T7S5HF 4 R

* [Cisco Wireless LAN Controller Configuration Best Practices] (2015 4F 7 A 5 %)
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http://www.cisco.com/c/en/us/td/docs/wireless/technology/wlc/8-1/82463-wlc-config-best-practice. html[ J< 35 ]

802.11k. 802.11r, 802.11v Y7 R— FIZEET S R0 T/INA RHFEHA K
* [Cisco Device Classification Guide] (2015 4= 5 H ¥ )

http://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-0/device classification guide html[#55]

SRAARMEATHFAUELIUVY ) a—23 v YIFLUYR Ry I—9 THA Y
(SRND)

* Cisco Design Zone Web 1 MZi%, =27 R —vay, ¥ —TFIF3A4A XXy NY—2 YT 4, T /01
=BT YV a—vary WA ROTTA~) FAT 7V RHY ET,

http://www.cisco.com/c/en/us/solutions/enterprise/unified-communication-system/index.htmI[ J%55]

°Cisco UTNVHALTAFYLALANRKG A RiX, 278 b—vay] VARSI TOHWET,

C AR EE Y T ARFNIETE Y T 4 DOT A Y —IZ YV R RSRTWVET,

* Cisco Collaboration 9.x SRND :

°Z® RF¥ = A2 MIIE, Cisco Unified Communications Manager 9.x 72 &£, Cisco Unified Communications 35 &2 O}

Collaboration V¥ J = —3 3 U HE AT HBRORH LOZBEBEEE TA T4 Unid#iEhCuvES (Jabber &
AT HEOREZ A L/'Cl/\giﬁ”)

http://www.cisco.com/c/en/us/td/docs/voice ip comm/cucm/srnd/collab09/clb09.html[5%5E]

http://www.cisco.com/c/en/us/td/docs/voice ip comm/cucm/srnd/collab09/clb09/collabor.html[ 5% 75

AVC : 7 7)) r—> 3 o DRIRH & Fil{E
* A 2 Application Visibility and Control (AVC) (ZB9 % Q&A

http://www.cisco.com/c/en/us/products/collateral/wireless/8500-series-wireless-controllers/qa c67-722538.html[ 535 ]

* Application Visibility and Control D% E (WLC 7.6 L)

http://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/115756-ave-guide-00.html[ #5E]

Cisco Unified Communications

CHAR—F 74 —T L IPTV74=—, Hr, ETF aTdRb—va il svAadFR—halia=Tg

https://supportforums.cisco.com/community/netpro/collaboration-voice-video/ip-telephony[ # 35|

*CiscoAIa=T 4 2=y A Nala=rb—av
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http://www.cisco.com/c/en/us/td/docs/wireless/technology/wlc/8-1/82463-wlc-config-best-practice.html
http://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-0/device_classification_guide.html
http://www.cisco.com/c/en/us/solutions/enterprise/unified-communication-system/index.html
http://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/srnd/collab09/clb09.html
http://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/srnd/collab09/clb09/collabor.html
http://www.cisco.com/c/en/us/products/collateral/wireless/8500-series-wireless-controllers/qa_c67-722538.html
http://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/115756-avc-guide-00.html
https://supportforums.cisco.com/community/netpro/collaboration-voice-video/ip-telephony
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