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Cisco Hyperlocation with Advanced Security 1Z, ¥R % V)V —RT25A4 77 A NT 7 F ¥ & RIEMDMNERN—AT —X
DR L ODHTHRRE ZAG e D 2 I Lo TEB SN TWET, Hyperlocation D2 AR—R 2 ME, RO LB
nTT,

LR TR RA Y MZEE S B Hyperlocation Module with Advanced Security 5 & U Hyperlocation 7 > 73+ 7
L4 : Cisco Hyperlocation ~/ U = —3 = »[X, Hyperlocation Module & Hyperlocation 7 > 7 7D 2 DO %5 THERL < 41T
VWEJ, Hyperlocation Module (%, Aironet 3600 33 X TN3700 7 7 A RA v MERED Y 7 v MIZELIABET, 0
Y a—E, YA YL A, BLE, BJX O FastLocate 77 / & 2 — D72 D Advanced Security Z &t L £ 9", Hyperlocation
7 7 F %, Hyperlocation Module (272 LIAE AT, 3600 £721X3700 7 7 A KA > bOFEHAEZRY EEET, Z0
T T OBINZ XV Hyperlocation Y U =—3 3 IZRIESA (AcA) HERENBINS N E T,

Cisco Connected Mobile Experiences )N Hyperlocation : Hyperlocation ~/ U = —3 = »/|J Connected Mobile Experiences

OIEREEZKRESEFELET, FT Fastlocate 77 /B —IZLV, V7 by va L—EBREEDHZH, CMXIT X
DEDNET —F RA L 2B TEDL LR £T, EBCRAKEICEID . (EREN 1 A— itk
THELET, ZORBEDORLICEY, K0 EDMAVWSHT—F 24k L, LY BEEEOE WA T Y 2RI

Ty vadH I ERARRICR D £,

CMX [+ D157 Bluetooth Low Energy (BLE) H7R— bk : Hyperlocation ¥ U =—3 2 > %@ U CBLE £ —=2 >

EHEHT D Z & T, CMX OFREECHREZ 0L C& £ 97, Hyperlocation ¥ U = — 3 = 3 fEax NIZF% & S 7172 BLE £ —
T EMRITCE 7, F 72 Hyperlocation Module (2133 v 7 U 2008 & L7e\ BLE SR AHAAENTNET,

CMX [T D L LD AT H#EEE « 37 L\ Connected Mobile 10.0 725, U 7L H A LN AREIC/R D £ L=, ZHUT LD
CMX %, JEENORTIZEDOETH—E AR ANBERBEZHET 2 9 2 TS, KV FEANRT -2 2t cx £7,

Hyperlocation D =66 Dwx/NY 7 b = 7 EH

*Cisco Prime /N\—2 3230 : 2OV 7 by =T OMEIZEY, ~v 7 RHIT 782 KRS FEELLEE
L, 77 oM 2R3 ERARRICARD ET, vy I CMX 102X 2=/ AKR— M TXFET,

* Cisco CMX 10.2.1 LUBF : Z Y 7 7 = 7%, Hyperlocation Module & 7 > 7 LR ZZ T | (&% FHHE
LET, HEINMERRIT. 727947 MLEEZ T~y 7, BEXOAPI 2@ U CRtESNET, 1H5DAP
|Z->& . L-AD-LS-1AP-N — CMX Advanced License 73 425 C4,

* Cisco Unified Controller 8.1 (MR3) LI : OV 7 b =7 1E. HLWA—FRT =72 YR —KFL, WSM 225
LI N DA CMX 1021 $—NIZERESE L7200 h o x vzt L ET,

CINLOAYR—=R Y MIIIZA T, NTP = (Al—% 73y b ETEET 27 7Y r—a Elcidn—%)
HMECT, Ziud, Hyperlocation it EZ W U CNTP — "L RT3y he—F 20T 2 6ERH
L020TY, o, AA v TFRBIParre—F L2/ — b o oA ZBRTILELH Y F7,

Hyperlocation D= DEx/MN\— KD = 7 EH

*8.1 (MR3) V%aEITTAWE /T 22 2> hr—F (2500, 5508. 5520 72 &) .



* AP-3600 F£ 7213 AP-3700, Z#l 5 Id Hyperlocation Module 2R — F L TWABYTOT A 77 ®8A KA T
‘a—O

* AIR-RM3010L-x-K9 = Hyperlocation Module with Advanced Security,
* AIR-ANT-LOC-01 = Hyperlocation /7 > 7},
CUAYLVRITAT U (BT Ly b, Av— 740 72E)

1: Hyperlocation D E > 1 —)L 3 iR—F 2 b+

AP3600
AP3700

CircularAntenna

module
ATR-ANT-LOC-01=

Plug-In
~ module T

ATR-RM3010L-%x-K9= —

Hyperlocation #EE D=

Hyperlocation D=

Hyperlocation | %, #3710 Hyperlocation Module & Advanced Security DfAE D TH Y . LLETO WSSI/WSM: AIR-RM3000M
Y 2T, BIRTOE Y 2 —/UiE, @E 7% Hyperlocation 727 VAT AZxS L TE 5T, L7
73> T Hyperlocation % 7R — K TX £t A,

D WSMIZHEBL L7Z@EER WSM YR — %2 (AZ L RT7ary ®Ya—/LE LT) | 8021120, 40, BL O
80 MHz CTHEBL (FE¥—t o 7 HEHR)

*EER WSM B X OLE (Hyperlocation 7> 77 & & HIZHHT 254
* FastLocate D7~ — kb (FEH—v o FIERR)
* ¥iA S 417z Bluetooth Low Energy (BLE) b— =1 L i6{5HKEE
Befy (AoA) ZMEA L CHLE %558 95 Hyperlocation ® F UL, * v b U —7 EOBHEM T Bz B Siiz)

802.110FDM 7 7 A4 7>k (2% Y 802.11a/gm/ac 7 7 A4 7> b) ZBELE9, ZDJH=y, RSSI (RF 15 55E)
DRIZIESBERD Y TV H A DMLEFEH Y AT 5 (RTLS) L0 XD 0ICIEMTT,



BAEMALEF A TIL, LV EMRMNET EAA L FEITHITZOIZ, A0 AcA FR 21T T, RSSIZ2EDED
MoEL D77y 7 2 bEEINET,

A

GE) AoA Hyperlocation (% (BLREATIE) TRk R) 8021167 74 7 > MABEF L EH A, ZHUL,
AoA IXOFDM i /) (% v 802.11alg/n/ac #fiec 7 7 A4 7 k) 1Tk L Tl b RIRAIZR 7O TH
0. 802.11b 7 7 A 7 > R OBHNIIINERD RSSI 7 —Z BMEH SV E T,

(KYZ7 b =7 U VU—A®D) Hyperlocation Ti&, /Xv > 7/7 77 47 (JEWiFi) RFID # 7 X Bluetooth Low Energy
(BLE) ©—=y DFVIERHE Y T A 7 2 MI-OUWTIE, Hyperlocation DFEEIZ X 2 BHMNITHOIVER A,

Y

GE) N—=RUxzTIZZNEDTNA ZAOENREERBYNI TS L TWETR, B TIIY 7 Fo =
TRINKSHETT kDU ) — 2 TCOREE TE) .

Hyperlocation (/7 & #HHAEREZ KX < UE LE 7, K2IINLERBEN EOREM LT 2052 L0 T, Tlicdh b
HE R DM HERY) 72 RSST A L 7@ St RIS < R 22 m A B84k (CDF) <. EMIZ & % #i#A% Hyperlocation
T aY—% R L CEESNALED CDF B%Td, 2 2O##ROB X 23, Hyperlocation 77 / v ¥ —IZ L HFE
FEom EER L TWET,

2 : Hyperlocation |IZ & 2 i BFEED R L
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Hyperlocation 7 7 X R4 > b AV R—R 2 FD/N\— Ko =7 SKU
Hyperlocation |2 #4872 — Fv =7 SKU (ZLL T D &0 TT,
* Hyperlocation Module with Advanced Security : Cisco P/N AIR-RM3010L-x-K9

* Hyperlocation 77 > 773} 7 L4 : Cisco P/N AIR-ANT-LOC-01=



LIZonNeDNN— R =7 Z R L TWET,

Hyperlocation- 7 > 77+ L X T LOBE
Hyperlocation Fqﬂ:?'}’ YTFTTUAR, T RARAL L NOJEFE 360 A AN—FT DX OICREI SN RFETT TS
<7, Z 0) X, Hyperlocation Module with Advanced Security & —{&{b 4L TIEffEZR RF 22K (AoA) fHHZ et
T5KDITE quéZ}“L’Cio V. X0 EDMPWERIC K DAEFHFICNERT — 2 & fAAHBDY 7 o =TI L
£,
7 U7 F T LA F IO Hyperlocation Module with Advanced Security 1%, €Y 2—/L 472 a & L T Cisco 3600 35
F3700 V=X T 7R RA L FEFHESNT, Y 2—/L 777 (PRE) X Hyperlocation KT > 7
T T rA OMAD) O ERAEL 9, ITRTIIZ, AP-3700 ~DIAEF] T,

ORI N S D AN—Z WA LR EZ R L TEY (WREDNED 2—) | T T T T VA BAPERAAT
W5k 75>zb7b> DWET, APZWMVFHATND) TRTOT T HILY ., EfMRiENREINET,

3 : Advance Security 1£%; WSM & & U Hyperlocation A7 T+ (7 v TF AT LDOREELE)

Four dual band 2.4/5GHz
integrated antennas ABC & D
used for servicing clients

Module adds an additional three
dual band antennas for off channel
(CleanAir & RF Monitoring)

BLE (Bluetooth Low Energy)

When the Hyperlocation Antenna
Array is present then an additional
32 antennas are used for precise
location accuracy of connected
clients

Hyperlocation Module with Advanced Security D #iE
Hyperlocation Module with Advanced Security @ = 72#8RE & HEE AT, RO EBY TT,

CHAPHAOA—NR—L A 2E=FET—RTRERATLIZ R, BAXY N TLAOE=HX ) T EFITTEET,
ZDTDRFIRT—T NERCIBIMDA > 7T ANT 7 F ¥ 2 A NOLENRRL, TV 2—/MIET 7 BA KA
VML ENNPMIE S NET,

* AP3600 35 L TXAP3700 2 U — XD AP FAD 7 4 —/L R 7 v 77 L— RA[RER 553 DIEHGE Y 2 —L 7 KA b L
T, 24GHz B LUV 5 GHz D ERAFIR A —F T 2 — L THR—FLET,



CRENEEITIARET, BV 2 — /WIHEH ETI_XToOF v ZHEICAF vy LET, 22— /LRI,
BRI ERT T F e LT3 DD Tx T v T F L3OO Rx 7 7)., 3L Bluetooth B — = U EBED - D DB
DT T T L MR BIFE L E T,

*3600 3L WN3700 'V —XDT IV EARA Y b, IROLHIZHILLET,

Nk SN RO E T T F (4x4:3) 125V, 24GHz & 5GHz DWEIKR T FA4 T v M —E X %248
x££,

2.4GHz & 5 GHz OWHE T, T _XTOF ¥ 1z, wiDSWIPS Ex = U T A%y U 2FETTEET,
2.4GHz & 5 GHz DFE T, T _TOF ¥ 37V . CleanAir A2 VA2 E4T T £9,

*CleanAir E=4% U 7B L OWIDSWIPS t X = U 7 4 #fe%w, T=F TV a— /WA 7 e — R TEXET (CleanAir,
wIDS/WIPS, =27 % A MBI OMEMRT, RIEMH, RRM 72 &) |

2.4 GHz & 5GHz O T, +_XTOF ¥y 3 ilbiz), £AXT NI LEERSTTE £7,

* Hyperlocation Module with Advanced Security |Z AT, & 721 Hyperlocation 7 > 7 F 7 L A LHAHHOE THAT
TET,

BEFRIL WSM % 721X WSM + Hyperlocation (2 £ ¥ . BEfFD 3600 3 L V3700 AP %7 f —/LV K 7 v 77 L— KT
TET

CEREMEEIINE R, TA4— AR Ty 77 L—REIRO LD ICHEICE T LET,

Wireless Security Module & 7213 WSM + Hyperlocation 2 7 7 & A iR A o F DJEHEICE Y (T £9 (X1 28) . AP
ODEREAND E, TRTCOE=F ) VITHEERBL X2 ) T A ENT =X TV 2 — VZHBIICA 71—
FENET,

Hyperlocation Module D% i&
3600 F£ 721 3700 > U — X AP OEJ ALY £3,

Hyperlocation Module with Advanced Security 27 7 £ 2 A8 A > M OJEEIZEY 1T £ (M1 28) . AP OERZ AL
DL, TRTOE=LY VIR L X2 U T A HBiENT=F TV 2 —VCHBMNICA 71— FEnE T,

4 : 5 L\ Hyperlocation Module &) 2 9 = 7 DEAM



Software Ahgnment

ctrum Intelligence

: Detection. and WIPS

{future)
que Detection, and WIPS
0-MHz c h.:nrn—l support

Location & WIPS

(future)
ogue Detection, and WIFS

General guidance, For exact software release and feature content, check release notes

Hyperlocation ZE A9 5O DEEFY 1 ~D#E(H

Z O Y Y — 2D Hyperlocation DEAIZH T2 . A > A b— /LY HE £ 721 3EHHH 21X, Cisco Prime. CMX., B
FOMERDIE =S58 (RSSD &2 L7z 7 A MMLEME#H S A7 & (RTLS) OEANZSOWT, FRNZER/RT D X
L TLEE, T 9 L% E % Hyperlocation /~— R 7 = 7 OEARNCE T L TR, EITRANTELI L L7
fRHE T Hyperlocation N"— RV =7 %A VA h—LTHZ L EZBEIDLET,

ZOE T, EFFIEIRSSIN—ADFHHTHET B A AL M &{T>72 9 2 T Hyperlocation ZE A3 % Z & T, Hyperlocation
DOHREABRICEETEET, FRSSIELITHLDMES—AT A U HPFET D50, MLECREICET 2MED
Ty TRRFENDEZITI D £77,

ROEFIZHTZY . T2 TIEREEADT 78 A KA M, %55 Hyperlocation = R—x% 2 M & BINT 56D

k\mbiﬁ 77ﬁxf4/%wﬁff#v%w CHOATIT SN TWAEEIT. 450 90 BEMEOWT NN THE
ENTWAITTTY, HENIZIZAPORE HEEZHE T2 3R Ed, 29322 & T, KA TrRER



AP D 7 V=] A, X-Y, BLOKHOESHEROMRNELRY | JRESL2—YP AN =T — 2 i/ RIZH
HlTE £,

5: APOEREEEEIZTDNT

Aligning the APsinthe  ©
: same direction will make &
. azimuth determination
% much easier

B T4
Depending on the ceiling rail, the AP
could be pointed in any of 4 directions

Your goal should be to align them so
they all point the same direction in
each area of the building,

If you do not have the Hyperlocation
antenna installed, if you note the
position of the LED on the AP, it will be
closest to where the arrow will be

pointing

| s T
L M

Hyperlocation

AA—+ 7y T HA K-APDERELEBAFIE

1

OV U —RIBITHHFEIE LT, WLC &£ CMX 102x % 1 : 1 THIGMIT O LERH D £9, AoA ITHEE MIFE
TENRH D720, T A FHFIZE—D WLCIZ, D CMX VAT LA FEZIEIMSE VAT LAZE DL TRVEHIEE
LTL7EE, Farbhe—F0F, AcA ZFEITTIHH D CMX 102X VAT LE LREECEEHA, 2H5HD
7 Hyperlocation CMX 10.x ¥ A7 L& BT 2 Z LIZARETT A3, Z DT A7 A 1 Tld Hyperlocation #ERE A 1k L T
HMZLBRNTL E &Y,

Hyperlocation 7 7 £ 2 AR A > F A B AL £7, HRIZA9.1~213m (B0~70 7 1 — ) OHEPHIZHKROE LT
&V, AETHIUT, #152m (50 7 4 — b)) ORENHEESHES (FBROBEHELZES LH TN TCE
EV) , BERREEMN L ONHEITIE, BREZRDET, AcA MEOFHEIZIE, K152~183m (50 ~60 7 1 —
) LT OMBEIR#E T, AP ODALENY 74 7 > bhbHiwEd &% & Hyperlocation 287 74 7 2 M T
RATREMESEE D T,

REICIE, TY 2 —/VIIfHET 5 AIR-AP-BRACKET-2 %9 {# ] L £9, Bracket-1 3 X O Bracket-3 (% 1 /LNE%
BR7 247 v ) X, HYPERLOCATION 7 L A OFEICITm L A,

— AR BRE & LT, TS 2 E RGBT AT 213m (70 74— F) LLTORRT, 3~4B5D07 7 AR
AV hERELET, BHEOFRNICA— N Z2ERT 2581, TXTORMEEZ 7 4 — MIBEETHILERH Y £



T, ZhHIE. CMX102x Y 7 F 7 =7 Tl Z 9A4A T FOXYNMNEDOFR RN T 4 — K TORIR—FENTWSHT-
HTT,

MY

Gx) lm=328 74— KT,

YA MR LOEADEARN R TA KT A 1F, RO EBD TT,
T4, BEA, BT A, fLEICOWT, <65 dBm RSSI WL EMICHER SIS LI LET,
cn— 3 S LR EARELT D0, 10~20% DB F—R—F v FEHRELET,

s —fREYZREBRHIE LT, T2 F A — R 250057 4—bF) STV 1IEDOTI7EBARSA LV M ERETDHZ
LT, KRN T =~ U ANELNET,

CEBET Y r— g VANTIZIE, PRICEMO AP 2R E L E9,

72 Rt

’8------b ’ ,#------h ’
Example Enterprise A Example Retail ?
1 per 2500 Sq Ft i 1 per 5000 Sq Ft i

1S0Ft 172 Ft

- l " l

? Raoy » Clod himg f.-1-\.t'--r-l-1-, ' Boy s Clodhing l.--I-a.l'.u!l'uuJ
. v .3 v
- g -
5 ~ 3 ~

e s Clodhing
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Y
GH WHELZH ETA72012, AP OFRERHICIIEE 2 MM 2 220, MBI U TS AP 23800
l/ij‘o

6: RERDIER-APT7 VT T 2EREDEZTYDES ICERE LW

Basic Example of Location-Aware Access Point Deployment

Recommended Not Recommended
AP * AP APe
- AP s AP
* AP - AP
* AP * AP * AP
m Device m Device
+ AP * AP APs
* AP * AP + AF APs AP
= Davice AP #AP eAP =AP AP s AP
e AP AP+ * AP AP = Device

GE) RERFOEB S -AP 7 07T T 24 BROEEYOIT ITEE LW T 720,

& 7 : AIR-BRACKET-3 (3 Hyperlocation 7 > 7} AIR-ANT-LOC-01= | [3& & 75 L

AIR-BRACKET-3 (% Hyperlocation 7 27} AIR-ANT-LOC-01= |2/l C& £ A, ZIL Hyperlocation 7 > 7 7
LA Ot BELOERERT O~ AMENLEL SND T ENERTT,
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A

() Hyperlocation Module & ¥ = U 7 1 3 X O FastLocate H ) CORMBHT2551L, 2077
o MEERLTHEWERE A,

8: XFHAAINKYH LEBDZEMIZ Hyperlocation AP B Y) 1 1H72 LN 2 &

Avoid above the tile installations with Hyperlocation

Metal ceiling rails and
bars are too close to
the antenna array

ar : It is difficult to align
Do not mount Hyperlocation AP in on the Pl Map both

areas above the ceiling - too much metal :
(problematic) for location assessments 2 nhvsm._al ntagem_ent
B . e 4 and orientation if you
G s cannot see the AP

Also harder to align
"arrow orientation” Access Point is
UL-2043 Plenum

rated the array is not.

Hyperlocation 29 555D APECEDEE

Hyperlocation #3285 51%. AP O IERME/RLE % Fisk LTI X, Cisco Prime Infrastructure (PI) IZIEL < AJ19 %
CENKRUITY, ZOMEITEA U F LV DIEREEEZRD HET, O AP ONENES THD LAET T —
RERIERT 272, Prime LD~ v 7 TIXAP D X-Y B L OE SN 1A U F LYV TERTH L L O ITEEL TS
I, F72Prime NIZERET H7 7 FOME S, SERMOBELRDNET,
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ZAPIZOWT, ZDO40DBMHEATERL TEBE, PLICANTARNC, ARAELWILEZX TN Fxzyv 7 LT

é b \O
9: Prime LD AP< v JEREIZDNT

Understanding AP Map Placements in Prime

Install the APs on the ceiling grid, if possible try to align Hyperlocation
arrow on AP so they all are pointing in the same orientation

=} e - = I
g I
' =
Ty
IR ¥ L = !
In this release it is recommended that all
APs be Hyperlocation capable.

= Triangle on left map indicates
Note: try to stagger them rather than location "NOT* orientation of AP

placing them all in a straight line i jggzegfn:mn(:;w ohAEH
Typical spacing 1 per 2500 square feet
(AP to AP = 50 ft)

ZFN T, Prime vy 7 L CAPNBEEZRELTHNEELL I,

10 : Prime <%y 7 E~®D AP DEE

Placing the Hyperlocation AP correctly on Prime Map

Selected AP Detalls Floor View
P muuwuwnﬂ%ﬁw Baarn =]
M a2 TA SO X
AP Medal AIR-CAPENOD AN
| 802 Natigin = 80 f

Fratecol
e 79.2
Vel

8.7

et (A0
dotwren | ARANTLOCO1 = " |
PR - -!{]m‘lm-eos—mztu-m-ﬁ
= — s
( :
e - .
Enterva Orientation 5}
bt v s 'ﬂ’m&o&-ﬂ-umq
‘ :;-:;‘I‘1 """E- * |.-é
! Use Prime to place APs on the map and then export them to CMX
e
e e Note: Errors with Hyperlocation Accuracy are compounded if the
i'l;whthme-) AP placements are off or the maps are not to scale etc.
up_ -
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Prime D7 7 4L hEREIELT U~ A (right=0. left=180) T. =D& AP ITAMEKAITRINET,

BO~ v 7R TEIMA ] ThRhWEE, TV RATIVEMECRYET, 2070, $XTOT 78R KA FOF
M A2z CRET 22 ENmHERSET,

X 11 : Prime = v 7 E~®D AP DECE

When the bundlng isn t a perfect square..

Azimuth:(degrees)

., ‘Access Point mounting 180 degrens
does not allow for a

: _aal:map shows ,
verlocalion Arrow

(il APfacf 22090520 s

This building has three different angles so each AP
has its own azimuth on the map 145, 180 and 215

Prime D7 7 4 /L FeXEILT ¥V~ A (right=0, left=180) T, KD EFBIZH D APIZLEMZTNTW D728, [Azimuth]
(2 T180) EATISHTVET,

XY~y 7DAEEEZDZEL, bHAATARETYT, ZIIRTEY (O—45) X A THY ., BEmoEM
v vartflts v a OBEERBETANENRHY T,

KIETZT Dy RL— W7 V<20 TEOAE] L L TRHEEEDNRWZO, RETHIVUIEA D TAP 7 L—7 | T
DN, EMOBENTRXTHCIZRD L IICHEL, ZOAE (TUVVAR) 0oz ARE L%, [F Uk O
D AP IZHONWTHZDEEMRFT 5 Z LR HRINET, ZOXITET I/ EBEA RS bOTa T 40T Vv R
E—T 52 LT, 22— =7 —%R/NRICHEICE £,

Flo, TIVEBARA L VONET o TF (V7472 MY —E X283 27 7)) OFfif%, Hyperlocation
TUTTOMELRIAD L BBETT,
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LTI RTRIE, TOVAAEER T2 EOFEEMLEZRLTWVET,

12: A7 T T DHERDEKTE

A | .../ Site Maps / Nortech Campus / Nortech Building / Halo Floor
Selected AP Details Floor View
AP

APT_[4ef 6272 4080
MacAsaE T4l
AP Medel  AIRCAPY

AFZ__McTe272 dedl (MActe2 T24q *

Protosol 802 11ainfac v
Horiz 56

Vert 255
AP Heig 10
Arerra  |nternal-3700-5GHz ¥

Anternal AP Image

o

Amenna Oriemation

Azimuth:ldegrees] B

-4

— =
0 'r*":y_“ ;_im'l'sso

Fox irhecral antena, same ang Jppies 1o both
radon

Elevation (degrees|

0
up .

i

E

13 : Hyperlocation 7 > T} D HRIDERTE

15



alile Brime Infrastructure
aseo.  PIMe Infrastructure

M | .../ Site Maps { Nortech Campus / Nortech Building / Halo Floor

Floor View

i AFZ__Mcle272 dedd (Hcle2T2de ¥ Be
::k ::‘: o PR AP1_B4b6.0252.6931]
Hei 12_fach.4272.ed0)
e : g ==ﬂr 5 G [y oy ;Z
s P Ll L e
ol i e o —
[Asimuah degrees| ot |_ F#—*ﬁ_‘ e .
-4 4 - . m_i_lsaula;oass.s | = T
.t yiiphrivf ==r
o l? e “JSD o b F F | A — m
P tarat searr. s el stes b bt 100 : EENE anlican 2] I B N
Elvvationdogeoes] p— (= : :g s g _\I
0 _‘. ‘ HTH bt _
up v U j_l b
140 ft ;( £ = 0 /
VY “E%fzﬁ
180 % —I . B s |

ZDAODT—HEIELLRETHZODOE L M, RIRLET,

L= —FHEENT 22 & T APOE S AR T DL L bIT, T BARA U b EFEEMEMOERLZ T = v
7 LET,

AP DE S L HFROFEEFENIELWI L2 MERT L7120, 77BA RS, MefRE LET,
*Prime IZ AT ARNIICT —Z 2 F vy —hMIF EHET,

A

GE) MEBEOEEMHASRE L IR A, AV E— KL~y THRER
pr—2b LIFLIERZ T ONET, v v 7 EDT v Re—ZfifdNELL
IRPWAREME L B AT, T Rv— 2725 < AP OEIZIZIEENNMLET
9, F7/-Prime ECHER LT~y 7 &, D% MSE ETHRTHEIZ. ~ v
TORIICEELTLEIN, 2L, v 7 DA AR — L7 AR —
NEST, HRIAE % ATREMEN & % 720 T,

BRI T 7=y 7L LT, 7u7u—9—4%HLTT7 78 A RA L MEOEMAZFNT 2B LET, =
OHEE, ~ v 7 kO APRBROEEICETLET, FIHE LT, 120 AP OREZEE LR 2T, o7 7+
A RA v bR TORREE L ET

INLDT 7EARA L MIXBIOY FRoi i CHIETE, ZOMIE[E% Prime ECHRIETEET, Zo7atk
ZIXFHTITOLERDH Y FTMN, ZOFY 22— /L TERAGER +/-1 A— bV L-YULONEREE L EHT 5 5 2 T
IR T,
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A

GH A

WE-oTE TRFIEY ) 2EHT22LT, 77 RIZ7 78R R A v MIED~—7

BT DEORRGIC0ET, ZOFERFEATHE. EMABEMBEIZE S, Va7 n—
T —TCELXFHITE £,

Hyperlocation DX 2 —+7 v 7 A/ F
Hyperlocation DfEHIZH 7= > Tix, ROFIAEZEITL £,

FIE

RATwT1
ATvT2
ATvT3
ATvT4

ATvTH
ATvT6
ATvT1
ATvT8
ATvT9

ATv 710
ATv7IN
RATv 12
ATvT13

ATy 714
ATvT15
ATv 716

ATvT11
ATv 718

WLC Y7 by =7 %A A M=V LET,

MSE V7 v =T %A VA= LET,

PIYZ7 U =T %A ANV LET,

TRTCOVAT LAPHAIZEFEL TS Z L 2R LET,

a) WLC 2 PLIZIBINE L, AP 28 PI BIZFRENTWARITNIERY £8 A,

b) MSEPI LiBIET 2 L D ICERE S, A~ v THRPINSLMSE~EFHI L THWDMERH D £,
AP ZikiE L 7,

Prime N~ v 7 LI AP ZFdiE L ¥ 97,

Prime N CAP 7 T DFH A EZRELET,

PI 75 MSE ~E FRIMIT 2 - 12k 0. MSEND~ v 75 HH LET,

HyperlocationModule Z #2012 L £3, ZO#EfEFa he—F V7 b7 2FEHL, 8RO TR0y
k2] ETiThET,

RSSI DAzl U CHEARNEZ T A b LET (REMET 2 ) |
WLC _|=C Hyperlocation Module ZH%hZ L £,
CMX 10.2.x =T Hyperlocation = A0 L 9,

®IK2 BEDT NA A& L T20 DA A > b T Hyperlocation DALEREE T A R 21TV, fERZBEIL
ij_o

Hyperlocation Module Z A %02 L, (LEFHH O 7= 912 Hyperlocation E— RIZYI W Hx £9, ZOT Ak
TliX, TR TOHETEEDT 7 4V MEZFEHT H2LERH Y £,

BAIK2 BEDT 34 A% LT 20 DARA > kT Hyperlocation DLEAEET A N &7V, FERA B L
£,

WLC FCBLE E—2 2 HHz LET,
®IK2 BEDOTNA AR L TRIK4 DOMETBLEZ T A M LET,
ERAEX LD, BMILET,
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CMX102 D14 X —ILFE
NERET A Zf T 5N, CMX 102 WIELLS A VA P—=LENTWD Z L E2HRTILERH Y £,
VB2 FIEZEEE L7 CMX 10.2 A A h— MR T A Ri%, CCOMBAFETEET,

* VMware 5.5 Zfifi L CA > A F—/L OVA ZEB L £7 (ZNLLETO VMware /3— g 3 AR — F I TWE
HA)

VMware 5.0 L2MEH TE 20 GAE1L, CCOMDH CMX 101 Y AT L% A VA h—/L L7 9H 2T, CMX10.2.x IZ
Ty T L= RLTLEE,

A VA BN—V A ROFETIZHENE T,

R+ 241 A b= 77 A ILDATTIE, Cisco CMX-10.2.0-150.0va D L 9 72272 0 £9° (EBEDOARTIT/ N—
Tal kv ERYET)

VAT DINKHIREZL CMX 10.2.1 BB OB 2472 L T\ D Z & el LE4, HARMIZIT 16vCPU, 32GigRAM,
B LU500 Gig LA LD HD BENSLETY,

A UARN—ILTECMX &, N—T g OB ICHEICT v 7/ L — RLET,

Ty T L= FRFIEIE, A A=A A FICEEHSNTHET, GUIN—ZADT v 77 L — a2 LT
éb\O

B A7 FZT 2B 2 K5I CMX 1021 2% E LE T, IROMIZTRT L FED | [Exclude Probing Clients]
Frxy IRy I AeF AL TLIEIN,

DEFAULT CLUSTER > SETTINGS

General
et Filtering Parameters
X Duty Cycle Cutoff 0
Tracking
Filtering RSSI Cutoff -80
Location Setup B Exclude probing clients
Mail Server Enabie Locally Administered MAC Filtering
—) Enable Location MAC Filtering

PI3ODA R =)L
BH D Prime Infrastructure (3.0 LARE) %A A h—L LET,
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PI-APL-3.0.0.0.65-1-K9.iso F 7213 ZF LD ISO WML ETT (Z 7 A NVLIF A=V a VIZX VR0 ET)

PIA VAR ADY A RXT, V) a—a BB E2RIFLERA, EAMVBOKMIENETTHET, MOMSE % =
D PLA 2 AH v AZBEF RN TL &N,

AP DEFNE IV FA—FADSMDOFIE

FIE

ATV T1 AP ar bE—FIZBMLTWENEI NEHREL, ML TOARWEAIZE, 2> ha— 7J:0>Elﬁ‘
LRI EREDN, 2 ha—F & A A /%J:THL/%—F?:%ﬁ‘im%%éﬂf%h%ﬂ%éU%T
A F 73 PoE+ (802.3at) &% AR FTRED ifczin—mvﬂ?ﬁ@AlRPWR1NJ4PoE\/bx/v
A= ZHMEH ézhﬂ\zm VERGEL 9,

ATv T2 ELIEREFETLTCDRWERICE, A v F EOF— R = A ZHEUICHEL T, APOBRI LD
TRTOR— b 0L YT — Fl?:m’ WCRIETEX A a2 LET,

ATY T3 AP bu—F MG, ROLX D) BREEAERSNET,

CISCo

Wireless 802.11aln/ac Radios \
w Access Points Current Filter: Mane ‘Verify APs have j(]iI'IEd
all aps
w» Radios /
802.11a/n/ac
802.11b/g/n
SR 5 Radia
e il AP Name slotz  Base Radio MAC
Global Configuration
APFOTF.0629.0204 i fO:7f:06:35:6d: 70
¥ Advanced
APaf%d.21el.0dbc 1 84:b8:02:00:3F: b0
Mesh
Ha APFOTF 0628 Fddd 1 f0:7F106:35: 7c:80

MANAGEMENT COMMANDS

Wireless Dual-Band Radios
v Access Points Current Filter: None Dlspla}'s 'DI'II}' modules
all apPs
» Radios [Slﬂt 2]
802114/ n/sc
B02.11b/gn
. Duat Band Radios AP Mame Module Type
Global Configuration
APFOTF.0629 0204 2 ATR-RM3010L-UXKS
b Advanced
APa89d. 2181 0dbe 2 AIR-RMI010L-UXKS
Miesh
o APIOT.0628 fdd4 2 AIR-RMIDL0L-LUXKS

GE) F 971X Hyperlocation 7 /31 A7 LICALET A %17 9 72812, Z Z T Hyperlocation Module %
F::377) ] Nl D= S
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alvaln,
CISCO MOMITOR — WLAMNS  COMTROLLER WIRELESS = SECURITY  MARMA

Wireless 802 11aiblgin Cisco APs > Configure > Configure

) The goal is to get baseline testing without Hyperlocation
* Access Points = - L
i then enable Hyperlocation once Cisco provides beta code
» Radios
General "y "
a02.11a/nfac { hang_e to "disahle” then
g0z.11b/a/n
e AP Narne apply ----> APf07f.0625.0204
Global Configuration admin Status
¥ Advanced Operational Status =
Mesh Slot # 2

Z T, Z @ AP (% Hyperlocation Module with Advanced Security 23 HEZh 7 fRRET, =2 b — T | THf S
NTIFATSN TV DIREEIZ R 7,

Prime D7 v JIZ AP ZE &

R —a s N—A0Y— EADERIE (ZEHEH) 1OV TIE, RO URL
http://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Mobility/WiFiLBS-DG.pdf Z#Z M L T 7230y,

ZiUE, RSSI (BEHIREE) IS HWERFTA TR, ZOBANA FEEBIFEHTDH A THRERA N T
T T 4 AEFRN I N TWET,

ZORE T Prime3x 2 LT~ 7 LICAP ZBE L (ZOE¥EZ E729T > TWVVRWG4E) | Hyperlocation Module
DOEEETALET, VK LIZARY £928, Prime IS A ST AALEEHRIZER CTRINIERY A,

S
GE) vy 7 ETAPDORIEEZHRETAH7D, PIZOL EEZLFHHAL T IZEWN,

*CMX 102x D~ 7 ETH AP DV EZFTLATEET (AP EOXKE) ( 10 EF] fiE~—
=) HHER) .
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Prime N~ v 7 OBEEIZOWTIL, IRO URL #Z L T 7230,
http://www.cisco.com/c/en/us/td/docs/wireless/ncs/1-0/configuration/guide/NCS10cg/maps.html

14 : Hyperlocation 7 LA EDT7 O X I—H—BXRH (FATEHALEES) 3y TLEICRTI ZENBE

PIl~v 7 EIZAP DR ZTATHZ Eid, EFICEEREETY,

RIZFT~ 7 (RN=T 4 v a r TRUILNEREDORN~ v ) DL, =y THHFICEOMPVERIE, 77
ATV NOWEEZRET 2DFRSHTT, L LARBORAER LD~y 7ORE, RERHBEZRET S0
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W, 7a7 B2y REEZEE L7-Y ., BENDOT Y R~v—2 42~y BNV TA50ERHY £, %
j *iV;JO

15: I8\—FT 4> a v TRYIOGNE-EDERAT Y T

S i

NN i
i

M | aT] AT [ B

ey %
) it v | f<
[

,

7
Z

7/ -

o

223331

G¥) (ZdV U —AD) Hyperlocation |LBH 7 T A 7 > NOHRZBIT D720, (LETEAA
NeT 72T 4 7BET TA T MIRET DI ENHEREINET,

Z DR AIT, PEERYZR RSSIN—ADAEFREZHEH LT, fLETEA A F21T) 2L 2BE0 LES, ZofEEzE
179 Z & T, Hyperlocation = > AN— > R LIZV AT ANEIMEL TW5 Z & 2R L. Hyperlocation D AZ 7)1 72
N=2ATA U EZRFTEET,
FRIS DB Z2 20T TREZRE L, X7 U —r 3 g v F&UUE L, Hyperlocation = & AR — b G RMbETITALERE
JET AR ZETLTIEEN,

Fy MU= ICBEM T OGN DR TAT U ety T v L, ERLOfEE~ v RIZFERAL, N—
ATA Y AN—Tv N TANEEITTSHZ & T, Hyperlocation Z i L72WGA EHHT2HED AP X7 4 —~
ADENER LN TEET,

NR—=RF A T ARNRFET LIZH, Hyperlocation Module Z 20k L, Y 2 — ARG RI7RIRETOMERET 2 MZ
A FE T,
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Pl<vy 7LD APEEDWEZRFIE
PI~v 7 EICAP NIELLBEINTWAENE I 0EHERT HIZIE, ROFEEFEITLET,

FE

ATV Tl PI~vy AP DMEMNIELLEAZIL, AP FOLED L I2H D (3700 DIEA) [BufE] (& (AP
ro=fA~—7) TRENDFRANBEYNIKM SN TND I L E2/MBLET,

ATYvT2  ZoDOFEIEL, FRO LBV T,

ATFvT3 b—hr =y ETELT A RS NOBRBLY KA CHIBTEET,

Heatmap shows
perlocation Arrow
APfdcf.e2b9.05e8_s

A VA R—LDORDOFEIETIZ, CMX 1021 VAT LZPIZO VAT LDy 7B LNay tu—F LHE
S0 ERH Y 7,

ZOEEIZIGUI FRTHTOIZ &b, FHRI3A VR — M7 2R—FFRNTITH 2L bHEETT, ¥H
HOFEZHONT Y, HFOHETHELIHALET, GUI FDHELE X E T,
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GULAXTPIANS CMX102IZWLC B LU Y T A Uik— b B A
PI/»5 CMX 102 ICWLC BX O~y 7% A4 iR — 9 5120F, ROTFNEEZEITLET,

FIE

ATv T
ATvT2
ATv73
ATvT4

ATy TH

CMX 10.2.x |C, [System] -> *[Setting] ~— IZE L 7,

[Controllers and Maps Setup] %27 U v 7 L%,

IP7 FLA, a2—H4/ NRAT—=RFRE PIHOZ LTy VB ATJLET,
[Override Maps] & [Save Cisco Prime Credentials] 5= > 7 Ry 7 A& 4 I LET,

16 : CMX102x L TDIRS A—2DA iR— b+

e %———la=————"——""=——"a"|
CLUSTER = SETTINGS

General

Rk Import from Cisco Prime

Tkl Please provide Cisco Prime credentials below:

Lisemame Password
Filtering
Enter Username Enter Password
Lacation Setup
IP Addrass -
Mail Sarver

Entar [P Addresa

Cantrellers and

Maps Setup ~ Save Clsco Prime Credentlals
— Qwerride Maps
Import R = Import Controllers and Maps
Advanced “Plesage make swii the SNMP community string is propearfy configured in Cigoo Prame.

Upgrade

¢ Controllers 2
Last Synced: Al
» Maps =

Last Synced: A4

[Save] 7 U v 7 LET,
VAT ALY SNMP ZEH L TREART =2 B ST S 4, CMX 102 A Y A X U AR LT
WLC &~ v T ORI THOIET,
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A VR—bFEXUVITIRAR—FART, PINSCMX102IZWLC B L UY Yy TEET A

ik

AVR—FBIOZ 7 2R —FHFRXT, PIDH CMX 102 12 WLC B X O~y 72 ETIZIE. ROFIELXFEITLET,

FIE

ATy T

PI3.0O b~y FHxy AR— K LET,
a) S —var KA E IV LT AT varEERLET,

& > C [x hitps//10.10.10.11/webacs/loginAction do?action=I
i Apps [ Oracle Applications ... % Cisco Prime Infrastr..  [Ej Cisco Employee Con,

= dub Prime Infrastructure

A/ Da Network Summary
Overview : Faults Interface |
» Metrics

Alarm Summary

£

Last Updated: Thursday, March 12 2015 at 03:27 PM

Filters Time Frame |_F'35t 2 Week v m

b) [Maps] > [Site Maps] % EE4R L £,
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O, searcn Menu # / Dashboard [ Network Summary
Dashboard - Owverview Faults Interface

i ® » Metrics
Configuration »

Alarm Summary
I | Critical | Major | Miner

<

ﬂm_ Thursday, March 12 2015 at 03:39 PM

Filters Time Frame | Past 2 Wesk L Apply

alitle
Google Earth
- Client Count By Association/Authentication
SeMNVICas »
Repons g Zoom: 1h 1 6h | 1d | 1w | 2w | 4w | 3m | 6m | 1y | From
Administration » — LR

1,080

[ A P

) TIAR— I T DB~y THBRLET, ARICHD Ky T X0 A =a—) 5 [Export] 23R L,
WIZ[Gol &2 U v o LET,

A [ . [ Wireless Maps [ Site Maps #

Maps Troo View 3| Site Maps ZOIT — [ ecotmace * |(Eay

Riod Area Show: Type

Sysiem Campus Al h

Urtdisired

Cisco San Jose - 59 5 B mame Trscomy bebe Total APs afmfac Radics. bfg)
Sy s U] 0 0

igned 0 0 0

Ciwoo San Jose - Site § 45 &5 45
oo San Jose - Site 5 > BLD 14 45 45 &5
oo San Jose - Site 3 > BLD 14 > 18t foor 2 2 2
oD 5an Jose - Site 5 > BLD 14 > 2nd oo ] L] L]
Cisoo San Jose - Site § 5 BLD 14 > 3rd floor n x 20
Cisen San Jose - Site 5 > BLD 14 = 4th floor 1w 17 17

|-m_”|

d) [Export] #7 Vv 7 LET,
T AR—= T L7y TRBRINTNDZ L ZHERLET,



ATy T2

£

atlnanlne
CIsCo

s e o B \aps = Maps = Export Map
Root Area !
System Campus # Indude Map Information
) ¥ Include Calibration Information
Unagsigned ® Calibration Information for sslectad maps 0 All Calibration Information
Cisco San Jose -Sie 5 W Select All Maps

+-@ Cisco San Jos= - Site 5
i-- [ System Campus
L ~[@ Unassigned

Footnotes

. Select Campus, Buildings, Floors, Dutdoor Areas to export
. Include Map Information - When only this option is selected, exports selected Campus, Build
. Include Calibration Information - When only this option is selected, exports calibration infor
A. Calibration Information for seleched maps - Exports Calibrabion Information for the
B. All Calibration Information - Exports calibration information for selected Campus, B
Note: Additional calibration information exported will only include calibration data
4. Maps with obstacles placed outside of map boundary will not be exparted,

[N

-

|_] ImportExport_bSe...tar.gz

BEOFERFEHLTCMX 102 4—NCSSHT 7 A LET,
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Tera Term: New connection (=7

® TCPAIP Hest 10.10.10.15 -

¥ History
Service: © Telnet TCP port: 22

& SSH SSH version:
Other ;
Protocol: [UNSPEC ~|

Serial Port:

ok | | cancel | | Heip |

Ty TDA R—

FIE

ATy I

ATy T2

ATvT3
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Pl b~ y F&EHEA R — M3 5121, emxctl config maps import 2 51T L 7,

[rootBEmse—halo ™18
[rootBmse~halo ™1# cmxct]l config maps import y
specify import type [Pl ~ FILE] [FILEl: PI

enter PI ip addeess: 10.18.18.11
enter PI username [rootl: root

enter Pl password [Publici23]1:

Inport successfully started from PI 18.18.18.11. Check import status using cmxctl config import status.
[rootBmse—halo “1it |

CMX 1021~y 7% FE)TA VAR— T D52 EHAMRETT, ZOHAIE, KUV AT LD
/home/cmxadmin 7 4 L7 M VICHB O~y 2 ar’—LE 7, 2B lemxadmin] =—3ID ThHr 7' A
URMETY, root TiX, VAT AIZX$ 5 SSH, SFTP, F /(X SCP 77 R ITFETTEEHA,

1
1o~ dir

h. PO P .
2.1059_x86_64.rpn  Inpe 7 allllog.syslog

cmxctl config maps import --type FILE --path <path to .tar.gz file> % 3517 L £ 7,

“m
“1 dir

hals .answers ImpartExport_e92eddl 4beBs4478 . tar. og glesa-py—verkers
B-bata. 1059 . x86_64.rpa  [npertExport _G66e6ESRSIIABETE . tar. g8 oo og.eyelog Uap
i L]
~m




O kB—3MEM

FIE

ATy I

ATy T2

ATy 73

ATv74
ATvTH
ATv 76
ATvT1

PI/»bH a2y hu—T 2 EPEA VAR — T 5HIZ1E, emxctl config controllers import #5217, 7127
‘—T}‘El/\ijﬂo

[rootBnse-halo ™18
[rootBPrse-halo ™1# emxct]l config controllers import
[Pleaze specify import type [PI » FILE] [FILEl: PI
3 enter Pl ip addreszs: 18.108.18.11
enter FI username [rootl: root

enter Pl password [Publici23]:

Import vuccef*full) started from PI 18.18.18.11. Check import status using cmxctl config import status.
[rootBrse-halo ™18

Koy bu—7 &2 FECTEMNT 5I21E. ecmxctl config controllersadd % 3/T L., 717 MIEWET,
Farbhr— 7h0wf\_®$M%wwﬂLi¢o

[rootBPBmse—-hale ~1#

[rootBmze-halo I cmxctl config contrellers add
enter controller type [WLC ~» HGUC] [WLCI:
enter controller ip: 18.18.18.5

enter the controller version [Optionall:
enter controller ENMP version [vl ~ vwZ2c ~ w31 [v2c]
enter controller SHMP write community [privatel:

[

774V TR SNMPHEED Z A L7 7 IO TT, KEDa Ly ha—JF &2V R— 5720

ZDEA LT Y MEZHELTHEDNH L850 1%, WERME (R UM) Z2RELT

SNMP_CONN_TIMEOUT MSEEAM A =7 AR — N LET, 72& 21X, BEM7R SNMPEE Y A A7

7 k& 90 B F THILT AL, SNMP_CONN_TIMEOUT_MS=90000 % =27 AR —k LE7,

GE) a7 AR— M LB T, REBLONMSP 2 HESHTLLERHY T, Tr¥s
J—RKET, NMSP 7 % 2HEH L T 7ZE0,

Please enter controller type [WLC / NGWC] [WLC]: WLC

Please enter controller ip: 1.1.1.1

Please enter controller SNMP version [v1 / v2¢] [v2c]:

Please enter controller SNMP write community [private]:
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ULTAUR—FDRT—R REHER

FIE

ZT7v71  admin/admin ® T+ )L bDI—HFB/RAT—FZ@HHLTUL (http:// <MSE-IP>/) (Zr 7/ A > L%
hd‘o

ATwTFT2  [Systems] ¥ TEEINL T, 2> hu—F LEHAT—XADY A MR LET,

ATwF3  ELL#HEL WS ar br—FF, OTEREINET,

System at a Glance o
- o
£ 9 & = E € W & p |
i Goateation: Lotation,  Rowtution e Dstbase  Cache  Location NSPLasd Py . oy Start Al
Heatmap  Balancer Enable All
Engine
M Healthy Waming I Critlcal
Controllers +

IP Address Verslon Bytes In Bytes Out ‘ Last heard

10.22.242.56 8.1.102.0 220 MB 175 KB Just now

W active I nactive

ATv T4 [Detectand Location] ¥ 7% 7 Vw7 LT, ~v 7 EDOI T4 T MR LET,

il o "] i) = ot

120 15 DETECT cs  CONNECT y e
CISCO 112018 oty “waivricy - DOMNEET MANAGE

~ Nortech Campus . i
P Client 9
i ACtIVIW Map B APs, 14 Connected Clients, 122 Detected Clients, § Zon
w Nartech-1
MAG Address:
Tst Flosr " 0
€ Back to World Map Nartech Gampus | Nortech-1 a @ .a- 0 e alabcdi7:d0:05
¥ Unassigned A4t Floar Status:
ASSOCIATED
IP Address:

10.22.243.155

Last Seen:
w i o i 5 1m 145 ago
% [} I i Manufacturer:
& Intel
| T Connected AP:
| N

bB:38:61:b4:53:70

Detecting Controllars:
' 10,22.243.56

SSID:
CMX Devices Only

Max RSSI

48
: B0SG v BT R
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ATYF5  [Analytics] ¥ 7 &7 Vw7 L, BEOE X —$ L HERR 2/ L £,

VATLOEZARYLYT
Hyperlocation /X7 > F3ELNTETHEY | WHINLTWDEINE I NE, AT ALADOGUI ETE=FTEET,

[Location] % 7121 Hyperlocation 23 1FE L < #4HE L T 570> E 9 2D HIWrIZ &>, Hyperlocation D A ~ U » 773
HESNTWET,

ZOA N I, WOKIIRTEBY T, ZOXA M) v I BREBeDEEE., NI TV a—T 4 U T RNETY,

A4 & v «© )

ANALYTICS MAMAGE SYSTEM

CONNECT
& ENGAGE

DETECT
& LOCATE

e — o535 cone o i omsp_incoibh.con tocandh ™Y — vk i, cm tocabfa e sonnl B e tocamon”™ - e ven Y58 am et i mea yrd-F e gy 47
sl Locatian Ti 235 = mse-vm-235_cmx.nmsplbnmsp. ostgoing. rate amsplb
. Locaton i ae-ve
7 i .
" .
51 n 3 ‘
sl Location and Nmspib Rates - mss-y o i ) e o . i b
| i e en- e - —
B Analytics Notification Metrics Hyperlocation Rates - mse-vm-235

00 06,00

(Tuey
= mse-um-23% conx hiyperlocaton_ingaming_iosal_msg hyperiocanon

e TR

]
I 15:00 2000 1. 100 ogon L/ a0

27AT7o4+—I)LENTry k78—

WLC & CMX 102X =& DRI SO T 7 A4 T 07— BIEEL TWAEEIL, A— b 16113 NMSP, 2003
AoA. 80 HTTP, 443 HTTPS. ICMP. SNMP 161 B L X162 Z#BA< LENH Y 4,

A<AR—FrDY R K

16113, 2003, 80, 443, ICMP, 161, 162

Ny b oo—

Hyperlocation D 37 > ~ 7o —Z#ifgd %5 Z L3 KEITY, £ APIZIE. CMX10.2.1 H— 3D IP 7 KL A &L UDPR—

F3REE N E T, APITAER LT X TO AAEREEM LT Xy FEIERL, 2o Try hEAPHTZDHK
137y MNP OBETWLCIZIEELET, WLCIZARP ZH LT, "7y haa—U/WZEET 50, CMX10.2.1
P— XD P T RLVRIZEZESEDLT-DIZT 74V N = T oA ICEET N ERELET,
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FastPath / Angle of Arrival (AcA)
Packet processing flow

®
WLC CMX10.2

—
MMSP
T w WX 10 2
apping
Himedocation
hern o ihe LDE
part | am ting on
=port 2003
Ack
AP send Aok
1o this B
UDP oot et
wsing this key ot 4
using this k
Phasesfor MAC 123 A
Source Port 9999 b ¢ Port
Desteation Port 2003 En:::'.MAE add
Destination IP MEE addross foe g i
‘ TR b . “hm‘l'o Changed

NTP & Oy Y
PERDNLEEHY Y 2 — a3 Tk, NTP 7 v v 7 ORMIIEETLZ, Lo L7ed 5 Hyperlocation Ti, [RIHIIL Y
AT BOFICIT R 72 O EEE T,
*NTP #— NF, [[—H% 7y h ECEMET L7 7V r—va U EF—2 T, NTP =% RfG LT
Y&ld, Windows ETOT X FERAEER, RITRT AL F7 12 NTP H— 036810 T,
o https://www.meinbergglobal.com/english/sw/ntp.htm

WLC =i ba—F (APICZ D7 a vy 7 Z24fk) L CMX 10.2 $—/323F U NTP — N v, Z 0P — 38
V=TI NICEBRBENTWDILENRDH Y 1,

)

GE) AN —EFE—TRIT IR ST, CMX OREZIH WLC O L 0 SIS, CMX i
WLC ¢RI SN EHA,
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CMX102x %A > A h—/LT 51X, WLANZ Y b —TF CTEHRINTWVWLDERUENTP V— "2 EHRTLHLHIEE
LTLIEEN, E20RET, avbe—F% 8 IMRIVEIZT v 77 L— RT5 2 & b METT,

B17: NTPRA LHY—/1\OF7 KLRZ22 FO—FITEM

ER  WIRELESS SECURITY

Controller NTP Servers
General
Inventory NTP Pgifing Interval seconds f (3600
Interfaces
Interface Groups Server Address{Ipvd fIpva)
Multicast 1 10.0.0.120

¥ Internal DHCP ver
F Mobility Map&gement

Bt Add your NTP server IP
m address in this field
Keys

CMX 10.2.1 — N ETH NTP OFREDBMLETT, S 512 Hyperlocation X EZHE LT, 727 EA KA OV TRy
F 22D BERREZR NTP — N EEHT 5 L9110, a2 M e —F2RETLILERHY £7,

18 : Hyperlocation /X5 * — 4 1= NTPB5%| % 3&/mM

AN APs
= Radics High Awailabiliiy
BOZ 1ianet S T — ~
B2 11 AP Hearthest Toveaut]1-30) W |
cﬂnﬂ-hﬂdﬂo.ﬁw & [Enabie v Locsl Made AF Fast Hearibest sabin
T State i
FlexCosmect Hode AP Fast
b Advanced Hesrtbast Tines State Dutsble
AF Pri g
s <o sme . e oy St iz
L LI Ethermet Interfaces o a9 Primed Join TimeoW(120 - 5
RF Profiles 0 @ 43200 seendel g
FlexConmect Groups 1 -
Pl Conviet ACLS i "] =
PasConmeat AN 1 & Hyperlocation config parameters
g
4 L4 Enable Hals Ed
OEAP ACLS
i Radis Slots COP State mm‘“:m -1.6- 1
biverk Listy 0 # For!
b B02.51a/afac 1 # Soan Coust Threshald for ldle ;g
¥ 802.11b/a/n . e . o
NTF Server [10.0.0.020
¢ Media Stream Login Credentials
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WREEIEZED 52 T L7= 5. Hyperlocation Module # B 3L T £97,

19 : Hyperlocation & U WSME> 1 —I)LDAEZE

CISCoO MONITOR  WlANs CONTROLLER WIRELESS SECURITY MAMAGEMENT

Wireless 802.11a/bigin Cisco APs > Configure > Configure

* Access Points
all &Ps
w Radios
B0Z.11a’nyac

Change to enable

General
AF Name 204

BOZ.11b/g9/n
Dual-Band Radios
clabal Configuratior Adrnin Status

b Advanced Operational Status ue

Hyperlocation DX 7— 52 X BT 5=-HDCLIa< U F
Hyperlocation AL I TEMEL TV AN E H 2id, CMX 102 ETHRO CLI 2~ > R&#HA L THETX £7°,

*CMX 102x FTAA A v E—UMESINTWAZ L 2MERLET, ZNbHDAvyE®—T1%, UDP LA —k
2003 & CMX DA —HFy h A F—T A ALDY—Z F— 19999 ZFH 1L T, CMX IZEEINET,

* HIFECMX IZ. WLC & CMX IO NMSP F T 7 4 v ZIZAR— M 16113 ZfFEHALTWET, BINTHES LERND S
AN— k& LTI, 2003 (2012 C, HTTP, HTTPS. DNS. ICMP, SNMP, 161 BX V162 BNEFonE9,

CMX = >V —/L [T tepdump —XX i eth0 dst port 2003 % 31T L £3°, Z OEAEIZ, root & LTEITTHMENH D A
WHEBLTLESWY, T35, Cul F—a2WLIRETCCHF—2HLET,

Zoawy NiE, ORI EY GUI ETAA XY v b BT v FOHEINEHEGER T 72 WIEEICOALEIZ/R Y £
—é—o

WLC & CMX 10.2.x & DIEHEDFEER

ZOWEE T, WLC & CMX 102.x & OIBENAREIZ 2> TWRITUT R0 XA, HFakER, = fue—F U X |
THERTEEd, MOATRENTWDAay b —F1I7 7T 47T, CMX10.2 ¥ AT AN ATREZRR T — X &{E L
TWET,

LW WLC 2B S N7285A12, AP & MSE BIORMIN KD Z EnH D £3, ZORUEL, AP & MSE [Ho b
T4 v IR AHZETHLNZRY 9, ZOMEEIEL, WLC Z MSE b\ o ASERIZHIFR LT 9 2T,
BT 2 Z & Tk c& £4, ZORBEIZCSCuv93732 & LTHHESNTEY ., kD) U —ATHRIEIND TE
T, ZOMBEIELWLC OFEENCL > THRRTEHAEEMERH Y £9°, MSE & AP HOFRMIN Kbl T\ A5G4
X, WLC ZFEE L TS 72 &0,

12 H7D NTP H— 303% 28546 (100.100.100.100 72 £) | #Y)7er v v 7 L OREAZ AIEEIZ T 2 &tk OHT DS AP IZHEDE
SNV ERHY FT, ZOMEEFIT HITIE. 1 HERO NTP —3 (100.10.10.10 72 E) ZfEHT 5 ME)N
HYET,
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HERET R
R T A A o R ARSRROICAT 5 1 AT EEREIEY — A 2 MR L T,
BANC, v o7 ETOIA T MR LET, SRCHEHET 2 N BT 5007 4 2 SR SNET,

e (R
Client &

MAC Address:

a0:a8:cd:07:d0:05

7IAT 2 MeEIRT D&, FET A FOFATHRARIZRY £7, ROICT A MEANLTIEZS N,

Pl 4
@ 00:00 Enter a tast name:

WIHRFE T AT v Ve ~—h—%&, 7747 bRERIHFETHMEICRT v 745281280, T2 hzB
MLET,

@ o0:00 test] Drag the marker to the test positian

wm

i

Pleaze drag the marker ta the

| eomect position.
Currently at (36, 23]

i |
1

TA MW TZAfFIE L, 77 AT P LWLEICBEI L TT XA h2EHALET,
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@ 0034 tast1 Continue? drag the marker to the next point Finished? view result E

(il Ll b

oo

*| Carrect position Is (48, 28)

o] = |

: —

1BIOFT A MZHOE, ZOFNEEZ 10 ~30 DALEICHOWVWTKE LT ZIW QOEFTOT A M aHLE) ko747
VMIE A ORLEIZ 2 UL LR FEDIMLERSHD T, TAMEEIEL, LW LEICBEI LS, 30 BE&G->THD
HLWVMIETOT A MEHEBELET (RUNJRF U E27 U v7)

KIK3BEDTNA AT ARNL, TAMFRIIFEVDITEER 747 FERBIRL T EEW,
7 74 7 > M Hyperlocation AP (ZBHHIfHIT 5 LEERH Y £9°, ZO7- D50 SSID AME T,
T A RDSET LIz b, [Finished] 28R L £7, HEERENREINET,

a1
e 00:23 test] 10m accuracy: 100.0%  Average Error Distance: 7.34m  50% Accuracy Error Distance: 7.39m

S ——
> |
® o

) —
I
> L 1

ZOVR— b EOTF—ZIIRE SN TEY, [Location Accuracy log] Z3#IRT 52 & TH Y vn— R TEET,
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LOCATION ACCURACY TEST

Download options: Start Time
oI s

Mortech Campus = 2015-08-12
D% testl finished | aOmBiwed:07:d005 o ellira =

Morteeh-1 = st Floor 10:2Epm 29.0 1000 7.34 739

VbR, 7947 2 FOREICETLMEDT Ny 7 s 5 — kN2 FIETT,
07 FHTHY m—RT5 28 bEETT,

BELGER

O Eo LY DI HEERERIT, ROLBY TY,
C g LRSS SNDEER Y TA TV MK
CHTFIREND I — YLD X, Y&
CHEOU 7Ly L—h (1~108) Z2ZETI20ORE (*) RZ
M T aTICbli o T T4 T v N ERFE AR IR SRR

Activity Map

& APs5, 14 Connected Chents, 107 Detected Clients, § Zones, 68 Beacons, 88 Interferers, 0 Tags

.....

¢ Back to World Map Nertseh Campus | Nortech=1 | 151 Floor AG Address, Usemame, P, S50 or.. Q] ] OO86 e

=

L3
m]
g = o i
." = . L[] *
. [ -
oy B AL ¢
. i ] . . = -
. |= " S
" \ : ol \‘: 1. =
- g P _': [ =
... - ]
@ i L

x 110.50, y: 2001 &
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B@ED S TN a—T4 VT AHE

—IRINZRALE T A b EREET = v 7 3R T, MO TIETY — S OIFRE ST ORENELDL Z LR H Y
FT, exE MEO NI TN a—TF 4 U ZIZRBERERP 2 706G LR WIGEE T,

APl a7 FZFEALTCMX102x o T—4 G

CMX 10.2 1%, Chrome 77 UHIZ RESTAPI 22~ R&EANTHZ &L TEITA[REZR—# D API 22 T\ FE 9, JSON
A=V BN L CHRARLT S TIH0IL, 77 UVIEEA VA=A THILE2RBED LET, HEINDHE
#E1%. JSON Formatter T4,

-, JSON Formatter 086.0 +#| Enabled &

Makes JSON easy to read. Open source.
Permissions  Developer wabsite

ID: bejindcocaagfpapjmafapmmghkkhgoa
Inspect views: background page

Allow in incognito Allow access to file URLs

F =y ZEEIZZNSD APL 2T 57-9121F, CMX 102x Y AT AlZr 74 > LT [Location] ~=*— 2 HE L |
Rl—77Vr—vary bTio7 oo ¥ 7%2&EEd, 29752 LT, BRIZKHLTT 7 UV RHEICRIES U
£7

CMX 10.2.x DIEFIZEME L TV D0 E 9 D ORERIZBENL DA API X, http://CMX-IP/locationcontainer/container/ C
R

WD XD IRAERPIR IS, ZOHEIT AcA FHENFAITH THH Z L2 RLTVET,
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Tl [ 172.19.34.235:5555/container/

zi Apps [@ Mailtbetrinh - TL.. ®5 MSE [ BOX . Locat

m15_rate: 0.05831410148075968,
m1_rate: 0.5978108181015914,
m5_rate: 0.319637 14440371155,
mean_rate: 1.3362434803338217,
units: "events/second”
i
- com.cisco.mse.location.analytics.AnalyticsMovementFilter.analytics-dropped-filter: {
count: 1317,
m15_rate: 0.05831410148075968,
m1_rate: 0.5978106181015914,
m5_rate: 0.319637 14440371155,
mean_rate: 1.3362485880817612,
units: "events/second”
5
- com.cisco.mse.location.analytics.InactiveElementFilter.inactive-dropped-filter: {
count: 1317,
m15_rate: 0.05831410148075968,
m1_rate: 0.5978108181015914,
m5_rate: 0.319637 14440371155,
mean_rate: 1.3362497431802647,
units: "events/second”
'+
- com.cisco.mse.location.intf.LocationAlgorithmimpl.nu
count 12,
m15_rate: 0.007622310242294825,
m1_rate: 0.007269697592588251,
m5_rate: 0.008431798307082114,
mean_rate: 0.012201334243574398,
units: "events/second”

%
- com.cisco.mse.location.intf.LocationAlgorithmimpl.num-fusion-computations: {
count: 64,
m15_rate: 0.04564412153880823,
m1_rate: 0.03819894255841961,
m5_rate: 0.04489436636045223,
mean_rate: 0.06507378415929994,
units: "events/second”
i
- com.cisco.mse.location.intf.LocationAlgorithmimpl.num-rssi-computations: {
count: 1127,
m15_rate: 0.07529707940072404,
m1_rate: 0.5156933133660512,
m5 rate: 0.297988502747533.

2 #%&H D API L, http://CMX-IP/hyperlocationcontainer/container/ T3, Z D API ZfEfH4 2% &, CMX 102 > AT ATk
51 T< % Hyperlocation UDP 77— /N7 hOBHERRIILE T,
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=i Apps [@

%

- éom.c'rsco.mse.ha lo.model.HaloMetrics.aoa-msg-count-ap-f0Tf06352d40: {

| [ 172.19.34.235:6006/container/
Mail:betrinh - TL.. @ MSE [ BOX .. Location S

count: 8725,

m15_rate: 0.7224642430634257,
m1_rate: 0.7172574590595683,
m3_rate: 0.7249907173189038,
mean_rate: 0. 6560582991858026,
units: "events/second”

- com.cisco.mse.halo.modelHaloMetrics.aoa-msg-count-ap-fdcfe2724ed0:

2

count: 8670,

m15_rate: 0.7133540824264429,
m1_rate: 0.71865398820417561,
m3_rate: 0.7233245461663599,
mean_rate: 0. 6518469649133924,
units: "events/second”

- com.cisco.mse.halo.modelHaloMetrics halo-udp-bytes-received: {

k

count: 4575664,

m15_rate: 380.1344721949454,
m1_rate: 373.335342424334,
mb_rate: 377 5670973597805,
mean_rate: 344 0094074198795,
units: "events/second”

- com.cisco.mse.halo.model.HaloMetrics.rssi-msg-count-ap-84b8025db930: {

k

count: 5809,

m15_rate: 0.5021518516230237,
m1_rate: 0.4721462563085562,
mA_rate: 0.47915575794701328,
mean_rate: 0. 4367346958393373,
units: "events/second”

- com.cisco.mse.halo.modelHaloMetrics.rssi-msg-count-ap-84b802655540: {

%

count: 5893,

m15_rate; 0.510520655086807,
m1_rate: 0. 48215875898701205,
m3_rate: 0.4962841818409405,
mean_rate: 0.44305345503642984,
units: "events/second”

- com.cisco.mse.halo.modelHaloMetrics.rssi-msg-count-ap-f07f06352d40: {

count: 5209,

3%H® API X, MAC F L — R &3 A 7= DI LB T,
MAC 7 KL A FL—ZADFERIT, RO LD RETRENET,
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i [ 172.19.34.235:55 5S,fap|jcc:-ntamer{vlﬁtracefmac!i?ﬂl Oa 64 73:2d:0f

2 Apps EJ Mail:betrinh - TL... #m MSE [ BOX X Location St 10.2_Analytics._...

{
count: 3000,
startTimestamp: 1439323514011,
mac: "24:0a:64:73:2d:0f,
- messages: [
-1
message: "SumFilteredX:2.084747, SumFilteredY:0.3614829, SumAllWeights:0.020000001",
timestamp: "2015-08-11 13:06:47 881",
category: "CALCULATOR",
secondsAgo: 340.933
h
=
message: "Post Filtering averaging. Filteredi: 104.23734, FilteredY: 16.074142",
timestamp: "2015-08-11 13:06:47 881",
category: "CALCULATOR”,
secondsAgo: 340,933
h
= o
message: "Completed post filtering floor determination. Cale Time nanos: 19997007,
timestamp: "2015-08-11 13:06:47 881",
category: "CALCULATOR”,
secondsAgo: 340.933
%
-1
massage: "ErrorFt after post filtering is: 56.000000 7,
timestamp: "2015-08-11 13:06:47 881",
category: "CALCULATOR”,
secondsAgo: 340,933
h
z i
message: "AOA Input - nAP - 4 ; ninterface - inRecord - 1, channelMum - 36, phaseError - 57,
timestamp: "2015-08-11 13:06:47 882",
category: "CALCULATOR”,
secondsAgo: 340,932
h
= o
message: "A0A Input - nAP - 4 ; ninterface - 1nRecord - 1, channelMum - 36, phaseError - 5°,
timestamp: "2015-08-11 13:06:47 882",
category: "CALCULATOR",
secondsAgo: 340932
h
-1
message: "CoarseXY = 138.0, 64.0%,
timestamp: "2015-08-11 13:06:47 883",
messages|4]. message

MAC L —ZIZIZ POSTMAN 7 5 A4 7> F&EH L, RO APLIZ L W R L E,



& Anew version of Postman is avaflable. What's new?

POSTMAN ime "™ & Mo environment« 5

(V] hitp:ii172:19.34.235apilconfigivl/macTracingParams/1

FUSION. AoA
T2 /apis vl M
. o hittp 1117219, 34 238/ apiiconfighy limac TracingParams/ GET v | @URLpaams (@ Headers (3)

MACTrace m Save | Preview | Addto colection =3

hittp:/172.19.34. 235/ apiiconfighy macTr

e ooy [ e P
hittp:/1172.19.34 235/apiconflgivtimacTe
acingParams/ Pretty = Raw Preview - 2 || JSON | XML

MacTracingParams”,

a
1
2
a
=

"o

-Fi
=
f
4
2

taciFc: 12C:567,
"24:8a:68:73:2d:67"

]
BB, AP T U T FTOMENIELSEREINTNDMNE S nEHWrT 57280 APL 23, http:/CMXIP/api/config/v1/aps

<7,
ZO APLOHE L, ROFIO L 512720 F1,
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"floorId”: 727035828890501200,
"angle”: 1.57,
"apType": 2,
"switchName" : null,
"height": 0,
"name”: "CMX-AP05-6laf.d4Zcd”,
"radioMachAddress”: "b8:38:61:b4:53:60",
"ethMacAddress”: null,
"iphddress”: null,
"numDfSlots": 3,
"mapCoordinates”: {
"x": B.261274,
"y": 46.50164,
"=%: 10,
"unit": "FEET"
}e
"apMode": "LOCAL",
"apInterfaces”: |
{
"band": "IEEE 802 11 B",
"slotNumber”: 0O,
“"channelAssignment”: 1,
"channelNumber”: 11,
"txPowerLevel®: 7,
"antennaPattern”: “"Internal-3700-2.4GHz",
"antennahngle”: 1.57,
"antennaElevAngle“: 0,
“"antennaGain”: 8,
"antennaDiversity”: 3,
"antennaMode™: 1,
"antennaType”: 1,
"txPowerControl”: 1

}e

MY

G¥) TUTFTREXT T U TREN, 1577V T T EEERELET,
DOBREBEHPIELSRWEED T TV a—TF 4 o P SEBE T,

ZDAPLIX, 7T T
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BLETA F Jo0tX

Hyperlocation Module I%, BLE B'—a 23X E T HHEELZ M A CWET, ZOMERIEL, ©— 2 28 rae e dEami e
X7y b ETCIATARER S ESERT IV r—va TR HET, HBIFE iPhoneSS LIFEIS KOV 2012 4ELARRIZFE5E
7z Android 78 ADKED, ZOMREZ YA — N L TWET,

1 {#5]D UUID, ATy —fH, BLO~AF—lZ#HLT, AP EOBLE Z##%ELE T,

2 Android 3 X 0" iPhone |- C Radius Networks #¢ BLE Beacon Locate 7 7'V # 347 L £,

3 BELEE— 2L OB BRELHRLET,

Bluetooth Low Energy E—23 >

Bluetooth Low Energy (BLE) 77 /v —id, /INMD X 7 T34 X7 7 X 784 > kO Wireless Security Module
(WSM) 2»oREESNDIE—aGEazfHTHZ EICLBEEL 3, BLET 7 / uy—id, WEM il ss
A=K T4 TAAL AT DL HAE LTWET,
ZOEFEERIE, Av— b7 4 T OV —ERAZE LT, 2—PR@E, SHICFE—arEREL TV DH4E
EIHA Yy bEBEDLLET, UTICOL 00hlafN LET,
CHERSTET RNZA D T - a—F RN o TOAGEFTOELICHHHMICET S 7T u ' —r a U5 X E#HE
et cxEd, ToD, BEEEZ L TWAI2—FIZTTATVO T aE—va U ERIET L E Vo7 2 & &l
FHNET,
CFRETOT TP TERE A N TNTIER-BENT 7V ECTREORE 2 A TWAEEAIC, Yrkilih 2 I5E
LTWAHARTIZASTZEEIL, 2O EEBMTEET, A MTRIRICDE - TR0 GEA OGR4t
TEDD, MRV BTV DBEICK LT, iFHDOT—VICHT DIERE R BRI A I T TR T D L
Wo e Z EMNHREICAR D 7,

uAYNT 4 T T TEDF =7 A REREDT- DI, IEfE R — AL EE RS RSN E T,
CIEMERA R TR~ v B ZICE Y, RKEUNGEED N MATTENT, 22—V 2 HADTEV B E TRNTE £,
CHGET VAZ U AEELNET,
E— a5 51E, BLERE®ERE (7 KX AP0 7 F— ) 1A T, AppleiBeacon FEHERME (A B — FORNE &
T4 —~<v FEHE) ICHHEILL TWET, BLET RRZ A U7 E— ROEFIL, KEIZEKIT 51072 WLAN

T (1, 6, BLUI1) EHEELRZWI SOF ¥ R ATRABEES Yy L7 2ITH720, TFHLEY, Sz
HZENRHY EHA

~NA m— REEIZIE, MACT FL A, BEEEID, UUID, AVy— 74—/ K, A F—7 4—/L K, BILURSSI
BDEENTVWET, AVYy— T4 =NV RESAT— T 40—V RNIZIE, ¥ 7 OEBEOHMIEIINLEIZET B IERPHEM S
nEJ,
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PUTFIZRTIE, #7 (BLEZR(EIL) MO OEEDOMIIRERICESE, WHENREO X I ICHESNDINERL
7~H DT,

20: WSMES 21— )LEEE LT- AP 370012 & % Bluetooth Low Energy E— 2 > DS

Unknown

Far

Hear
|mm@
7Iim 2m .Slr.— .

AP w/BLE
WSM module

B21: WSMED 2—IL 7T+ YRATLORER

BLE antenna

s Inside of the WSM module with

the antenna covers removed.
= .11ac radio has 3 dual band
antennas (right and lower left)
the antenna on the upper left is
the BLE [Bluetooth Low Energy)
antenna and is used for beacons o

%i_

—

Hyperlocation Module with Advanced Security (%, WD T > 7 F v A7 L2 LV Hyperlocation 7 7 F MR E S 41T
WRWEGEIZS BLE 2R — FTE £,

WSM E ¥ 2 — VINDOIEERR S AT M 4 D0 1lac 7 27 F VAT A THERL S 4UE 23, Hyperlocation Module 23 /71E L
WAL, T H300LMN llaclZfEHEINET, WSMEL 22— VND4ODT T FDoB, 4AZBDOT T
F X BLE HiZfEH SN ET,

Hyperlocation 7 > 77 7 LA BEVD AT 5TV D GAETE, WSMEY 2 —/L [$4 DD llac THRF = — 2 DT X TH
TUTF T LA (ZEH) L. BLEMRHO 79I CleanAir L&A L £ 9, 72720, TR TOREELIEIT
W7 7 ECFEfTEanE+,
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ZOXHIZ, BLE TV AI v HIFHET T F T A 2N L TEBINDIDOTIIRWVRIZER L TLEEY, £0

72O —a U RNEIEAREREREL. RO2Oo07 7 7 XIZX-oTRED T,

1 APL I T4 T2 FOREBENBENDIZE, B —o 2N ITIERE, TIERE. BXOEHEEEOR A » MCBIET 27201045
PR RFIEFBREIIRXZLS AV ET, 27 LI0MIT. BLEAXZETAHZENBESNDLET AL ZADE A ST K
ﬁ]\/\ij—o

2 BLE b—a  AEET 5T/ A,

—flL LT, EEORITRERIZEB VT, AppleIpad2 72 £ DT /34 A%, iPhone6 £V & BLE /X7 v b DZAZHEI AN
WZERHBILTWET, LER->T, HHINDAT NS AL - TH, BIRFEANELET L Z LN THINET,
IOV =a T IR, =T T REICBWTC, ORI 5T 314 A3 Hyperlocation Module with Advanced Security
ZEORERMTELONIET 27— 0EGENTVET, THUEREOF—ZA2-ELLLLOTHY , kiR
74 A, N EEEOMOBERE T, E—a OB LVLARE S TRERISAEELH Y £,

A

G¥) Bluetooth BLE #£HE1%., B —a U PER SN D ETIHEDNRY A,

Bluetooth B — 2 U ZfEH T 25613, ROSITHERE LT ZE W,
* Bluetooth A =7 7 (Texas Instruments #. % =7 7 CC2540EMK-USB 72 ¥) NNE T,
% 7= Apple iPhone <> Android 7 /3A A 72 E DT A ML, W2 —T7 4 VT o AT £,

*BLE B—= 0%, 1, 6, BI O 1I WLAN IZ T LaWTF v 2L &Ky 7 L, @FEIETF v x/1 37, 38, BLW
39 AL £,

BTV ETI B ED I ODT ¥ RV EERIERICEEFEINET, E—arBT e —RE¥r A NShAHE, =
D3ODF % FNADTXRTWMERAEINET, ZD3ODT RAREZA DT F v plbl-b&E—a OEEN
SETTAHETICET AL, K2 2 URTT,

* F ¥ R/ 37152402 GHz, T ¥ %/ 38152426 GHz, T+ %/ 3932480 GHz ="H.0ro & LET, T v R/AHRE

1Z2MHz T. 2MHz ORIFET40 @ BLE F ¥ XAANIEEL TWET, F v 1L 37 Db BEENMEL . 0%
WICF ¥ R 0~10, Fr kL 38, Fr /L1l ~36, FLTHEEBICFr /39 X E1,

CE—ONIAT Y= T 4 R AT =T 4=V FEFRSTEY, FMEOFMAIL0~ 65535 TT, 7=& i,
AV —EICIIEMA R THESE, v T HIIHM 2R THEEERETE X7,

WDFEIL, TIA=7 7 2@ LIZATRBRchon/-, BEGHET —2 OMELZRLIZHDTY,

)

GE) BLE = R/ X —Z M ATRe R EREI T 7 N A A OFEREIC L - TR . Z OF Tl iPad D53
EFE L TR L —2 R TE TWET,
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% 1 Bluetooth T\;Z&H T X ~

™XEH iPhone6 iPad2 #61m (20 |#122m @0 T7— k) HiE
Ja4—FbF) #
0 dBm #67.7m (222 #1130.5m (428 |-52dBm -68 dBm
T 4= k) ¥ TA4— k) *
-4 dBm Fd43m (141 74— | $9869m (285 -56 dBm -72 dBm
~) 74— h) *
-8 dBm ¥33m (108 74— |#652m (214 |-60dBm -76 dBm
~) 74— h) *
-12 dBm #26m (8574 — |[H42m (138 -64 dBm -80 dBm
~) 7 4—h)
-16 dBm #18m (59 74— |#375m (123 | -68 dBm -84 dBm
~) 7 4—h)
-20 dBm $134m (447 40— |#27.1m (89 -72 dBm —
~) 7 4—N)
-24 dBm f82m (27 74— [£183m (60 -76 dBm —
~) 7 4—h)
-28 dBm #155m (18 74— £ 15m (49 -80 dBm —
~) 7 4—h)
-32 dBm F3m (10 74— [£107m (35 -84 dBm —
~) 7 4—h)
-36 dBm 15m 74— [H6.1m (20 — —
~) 7 4—h)
-40 dBm — #3.4m (11 — —
7 4—h)
-44 dBm — ¥18m (6 — —
7 4—h)

* T A RN GERRA—T T ERED) TIEINTZ O T, BENOSEORKERHT I 457 m (150

T4— b)) BRETT, LT I7BARA Y MIRIFICROFTEND T ENRZNTD, —INZEBLEE—a k0 %
PLEMNEL 7 DB H D £,
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A

GE) EoFDFLTF : iPhone6 (T4 —7 L =T BREIZEB W, HAF67.7m (222 7 41— ) OE

B ce—araEmLE Lz, —FiPad DGEORKEREL, 1305m (4287 +— k) T
TO

AP H#61m 207 4—F) OEBECHA TIA=771%. -52dBm ® RSSI T —a & LE L,

MY

GE) QD= N ED2ODRRDTAF LK DT T4 T o ARBOFHIE (0.8 dBm
L 02dBm) (ZHSE, 0dBm BEEDOH /13U —13 0dBm EAETE L TWVET,

Ly —NOKE L, BE—a 22 ETE I EL KT L FE T, iPad i iPhone LV & L
U NI R E BN TEDY . iPhone lZTIA=7 7 LU & ETFEILTWET, Android 7 #
VERIFFEOMOT NS AL ENEIURE N2 £,

TI)5r—avitéhtE=BLEE—a  DERTE

BLE t'— =2 DG OUTREEL 1E, —BEIC 1 ~3m OFFEH TS, 72720, K3m (10 71— ) OFmSORIFTH
BT A5%61%, TEEOR/MEEZ 3m EEZDIVERHY £, LR -> TEHAEDSEA T CTiX, iPhone6 DIGE DITHR
BE% E 1L -30 dBm ~-32dBm & 720 £9°, FEEEEE 1L 3~ 10m oA L, BAEAOSM T ClE 22 dBm ~ 28 dBm &
720 FET, mEEREE X 10m ABX HHEAZIEL, 0dBm~-22dBm &720 £,
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%A
S

GE) REBTHRIFEOEENF3m (10 74— F) 2B 5546, EHEERECIE—ar N7
TIZEGZE LW, Tl — o 2% U CHIRBEO R EDRN ML 72 D £97,

K 22 : BLEE—2 VR TEDREE

A specific beacon has
Major - store location etc.
#

choose the beacon 1-5

Minor - Department etc.
; . change fields then apply

UUID - registered beacon

Per AP individual setting Major like a store location

Minor like a store
Beacon 1D Beacon]l ¥ department
Major (0-§5535) 1001

Mingr (0-65535) i
TaPower/Ritervastion {0-52 kdBm 52 -..._____“__---—-
setting is 0 (highest power)

i to -52 dBm (lowest power)
e 10 o < § )
e ical -
[W T 10 beacons per Typical 311' or lower 10 Ft
Delets Bancon sscond -0 is 200 Ft or so

Desable * applies to all 1-5 Distance varies with client

Bescon Stalut

00000000-0090-0000-0000-0000 heaCons [global) and Eei]'ll'lg distance
0 (0-52)dBen, some devices like ipads
/ hear better than iphones
1-5 supported Don't use
for now
For all APs
global

— R T7 T —2 3 UICKBHBLETR b

Radius Networks @ iLocate [, 215 L7z &' — 2 > Of5 S50 % fes® vl HE 72 iPhone 35 &L OV Android i 77"V ¢, Hyperlocation
Module IZOW T HENET 5 Z L MR SN TWET,

ZOT TV A A=A THEIT, E—ar ez T L5, (MEY—ERADMEMELHFATL I LE2ENRNT
<TIEEWy,

7 7"V L. Hyperlocation Module 2’ ¥ (E T 2BEAFD UUID 2 U v AT 5 L9512, 7ul 7 I 7 ENTHWDLHNEND
DET, T7VPDBIFIZELESREICMZ T, Hx D AP POLREEFEINTA T Y —HE v A FT—lErHE SN E
T, EEIRENFSICRWVEAIE., B LR 0SIC Lo TRHE S-S FRENET, Apple &, i0S 3 HEHEZ
FRTHNEIDERWT D7D DT NI Y ALEAR L TWETAN, FEEEENEWEAICIHEENR RIS Z L
[T TT,
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sesecVerizon LTE  1:21PM 1 % 87% WD
< Back

Visible iBeacons - tap row for more info

Cisco 1111111 tme lab
Major: 60, Minor: 22, Distance: unknown

Cisco 1111111 tme lab
Major: 60, Minor: 28, Distance: 40.84m

Cisco 1111111 tme lab
Major: 60, Minor: 29, Distance: 24.33m

Cisco 1111111 tme lab
Major: 60, Minor: 6, Distance: unknown

Cisco 1111111 tme lab
Major: 60, Minor: 7, Distance: unknown

Cisco 1111111 tme lab
Major: 60, Minor: 8, Distance: 35.14m

Cisco 1111111 tme lab
Major: 60, Minor: 9, Distance: unknown

Tap here to configure visible iBeacon UUIDs.

BEDE—a  ZRINTAHE, ZOE—aBEADORSSIVNRENET, FHI0SICEkoTHAINZE—aHD
R, BLOHOSIZ L - T S 7= L~ (immediate GIEEEE) . near (FPEEEE) . far GEIEEEED ) L RINU
i@—o
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se000 \erizon LTE 1:21 PM L 7% B7% HN)

< Back

®

11111111-1111-1111-1111-111111111111
Major; 60 Minor: 28

RSSI: -65 Accuracy: 29.76 Proximity: far

Hyperlocation Module 7> 535 SN b E—a %7 A M 5700 FIE L, RO LB T,
1 AP ZLICEAD~A T — a— RFEXETLHLIC, FE—a UV EZRELET,
2 FRTOAPPFA—DAT Y — a— REEETDHEIHIC, FE—araHELET,

3 &/ WLC M (K 5-0) OREARSD UUID X ETH5EHICREL £,

4 SEIERAMET, BARDAPHRERDESZHRETHRMIIL, ELWVWUUID, APy —fl, BIU~A T —ENERF
SNTVLZEEMERLET, MHSNZFEFREL LBV RSN TV LHAE. Zhaidkl £7,

iPhoneSS LAREIZA A h—/LH[E72 Y — R X—F 4 BT TV r—0 g URRMT A N 2—F7 4 U7 ¢ HIFEL
NSOV THHRHM RO —a BT ARENSLINIRDZ EnHD £,

IHOLea—T4 VT4 2T 5L, ROKIIRT LS, MHSh e —a3 oW TR OFEMITE#R2E 5
hi—a—o
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#2c20 Varizon LTE 4:20 PM - % 58% M >
Beacon Detector #

CMX 102 - TBLE E—2O > #HER

CMX 10.2 /%, HyperlocationModule 7°67 12— R¥ ¥ A hZNHE—a 250 T, BLEE—a O ELZRRTEE
T, ZOMREAFEHT 511X, WLC ET CleanAir "AMEENTWAMLENH Y £,

CleanAir DA 725725, RIZCMX D —E R A ==2—0 [Tracking] ¥ 7 C. THIROBHEZAGZIZLET,
[Interferers] AN > 7 A% A4 235 Z LT, BLE B —a UALEOBH A AIRRIZ /2 D 77,
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DEFAULT CLUSTER » SETTINGS

General
Tt Tracking Parameters
e ¢ MNetwork Location Service
Tracking
Elements Active Value Mot Tracked
Filtering
Wired Clients 0 0
Location Setup
Mail Server | Wireless Clients 278 328

@ Rogue Access Ponts

0 0
B Exclude Adhoc Rogue APs
Rogue Clients 0 L]
Interferers a7 0
& Tags 49 0

BLE t'— 2 % FK/~T5I21E, MSE O [Location] ¥ 7 C, TNHEAMNIT HLERH Y £,
X, 2RI A—Y ETirbnE T,

TDOT4NEY T
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ACtIVIty Map 8 APs, 11 Connected Clients, 258 Detected Clients, 5 Zones, 29 Beacons, 2 Interferers

€ Back to World Map Nortech-GG /| Nortech-1 | 1st Floor G I
p —_— ol
s
4 I | & — ¥ o
.......... Ll &J
a Y
.@ i\[.l
Legend (Baacons) S . TR U |
$ Known 13 Fel B 52 50 53 £ 0 1.8 9 50 1 0 a8 R
8 rome n e

S

GE) TIRARA L EPBEEINDLE—a 0%, SEINDE T [Rouge] & LTERINE
T, 7a— KXy A 2B L —a NI OBEmIZENS ETITE, P10~ 120%8 L
*7.

BEICEREINTZE—a oW CiE, BE—ar %270 v 7952 L T, RORIRT EHICUUID, Ay —fE, B
YO~ A MR TE £,
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Activity Map AP 1T Ot (o e Data e e Beacon

< Back lap Nortech-GG | Mortech-1  1st Floor a 00:07:80:04:24:3c
| | UUID
M | - Be:42:16:8a:d0:d1:46:7b:a2: 3e:9d:1
| ¢ 1:fa:74:6e:43
Rogue
[ B % Status
! I Active
z
[ # T pajo
| & 29670
¥ Min
6
—
Legend (Beacons) © = ted Tir
. KW IR 1 Lasti U a e
§ Missing * pee——rl = | Mar 09 2015, 09:23 AM
$ Misplaced ) 1 i1 1 114 4 11 4 j
B Rogue I | —
- * -
E—a & LTRRT D WLC ZRETHDIHEHTEL CLI 2~ RHEABEINTWET,

WoDa~<y REHFEHTEET,

test clearair show idr all

X 23 :
BLE Command in WLC 8. 0MR1

CRne ChA¥-5 5080 Test cleanair show idr all

== ClusterfR) 74dc:al:00:ed:7a BLE Beacon, dews#=5, cnir=4, ch (unknown), updated Feb 18 1003744 20146, FA[3]

P[] I0 Ow0O01 BLE Beacon 2.4GHz: zew=2, DC=0 %, RSSI[A1F-63dBm chiunbnown )by Chid-AP01-6193 9720 @ Feb & 18:52:20 2015
RF sig B2 FOx30000 730042 BESOO0Z01 061 AF FAC0002 156 E42FG2A00 01467 BAZZEID T FAT46 E437TIEGOD 14 C:
addr=00:07:80:04:2B:E5

[I] ID Dxd109 BLE Beacon 2.4GHz: sev=2, DC=0%, RS SIAI=-50dBm chiunknown) by ChiX- AP 046136 S4ac @ Feb 11 15:00:20 2015

RF sig B2 FOx30000 70042 BESOO0Z01 061 AF F4C0002 156 E42FE2AD0D1467 BAZZEAD 1 FATSGE43TIEGOO14 C :
addr=00:07:80:04:2B:E5

[F] 1D OxfE894 BLE Beacon 2 4GHz : sev=2, OC=0 %, RESIAF-24dBm chiunbnown )by Chi- APDG-6103 96ed @ Feb 13 04:11:44 2015

RF sig B2 FO0«30000 730042 BESOO0Z01 061 AF F4C0002 156 E42FE2AD001467 BAZZEAD 1 FAT4GE43TIEGOO14 O :
addr=00:07:80:04:2B:E5

CMX102 DO CLla<x >k
wIZ, CMX 102CLI =<2 FO—#Z R LE7,

- cmxctl version (check build version)

- cmxctl stop -a (stop all services)

- cmxctl restart (restart CMX services)

- cmxctl start (start CMX services)

- cmxctl status (check status of CMX services)

- cmxctl config controllers add (add controller/s)
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- cmxctl config controllers show

- cmxctl config maps import (you can either provide PI credentials for MSE to
grab maps or put map export file in /opt and give file path /opt/pi export file)
- cmxconfig maps delete (delete campus, have to give name) .

CMX0OS A CUa<T UK (ZyTI9L—FEXUNYITYT)

[cmxadmin@cmx-nortech ~]$ cmxos --help

Usage: _ main_.py [OPTIONS] COMMAND [ARGS]...
Configure 0OS

Options:

--help Show this message and exit.

Commands :

addswap Adds a 10GB swap space to the node
adminui Start and Stop Admin UI

backup Backup of the node.
checkpostgresdatasize postgres data size
configure Configure network and OS parameters
firstboot Setup CMX from scratch

fixhaproxy Fix HAProxy permissions

monit Monit commands

openports Open ports based on node role.
reconfigure Reconfigure Network post CMX installation
restore Restore of the node.

upgrade Upgrade CMX with new .cmx file

verify Verify machine configuration
[cmxadmin@cmx-nortech ~]$

Cisco

Bluetooth E—a> a< > K

IR T Yy T v 7HITIE, OO E—a L DESHRLIELS, REOE—a DEENPR LI 2D L IITHES
NTHWEF, =z 0X0dBm 25 40dBm £ T 10dBm L THEINLTWET, 3FBHOE—a2 034183 m (60
T4—F) | EOE—a 33 ~46m (10~157 4— ) OEBECEET XTI TT (RAOEIZH3m (10

74— b)) EHEE) .

// set up the UUIDs (on a per controller basis)

Config advanced hyperlocation ble-beacon beacon-id
Config advanced hyperlocation ble-beacon beacon-id
Config advanced hyperlocation ble-beacon beacon-id
Config advanced hyperlocation ble-beacon beacon-id
Config advanced hyperlocation ble-beacon beacon-id

add uuid 11111111-1111-1111-1111-111111111111
add uuid 22222222-2222-2222-2222-222222222222
add uuid 33333333-3333-3333-3333-333333333333
add uuid 44444444-4444-4444-4444-444444444444
add uuid 55555555-5555-5555-5555-555555555555

g W N

// set up the majors (on a per AP basis)

Config advanced hyperlocation ble-beacon beacon-id 1 add ap-name <AP NAME> major 1001
Config advanced hyperlocation ble-beacon beacon-id 2 add ap-name <AP NAME> major 2002
Config advanced hyperlocation ble-beacon beacon-id 3 add ap-name <AP NAME> major 3003
Config advanced hyperlocation ble-beacon beacon-id 4 add ap-name <AP NAME> major 4004
Config advanced hyperlocation ble-beacon beacon-id 5 add ap-name <AP NAME> major 5005
// Set up the minors (on a per AP basis)

Config advanced hyperlocation ble-beacon beacon-id 1 add ap-name <AP NAME> minor 10
Config advanced hyperlocation ble-beacon beacon-id 2 add ap-name <AP NAME> minor 11
Config advanced hyperlocation ble-beacon beacon-id 3 add ap-name <AP NAME> minor 12
Config advanced hyperlocation ble-beacon beacon-id 4 add ap-name <AP NAME> minor 13
Config advanced hyperlocation ble-beacon beacon-id 5 add ap-name <AP NAME> minor 14
// Set up the Attenuation (Tx Power) (on a per AP basis)

Config advanced hyperlocation ble-beacon beacon-id 1 add ap-name <AP NAME> txpwr 0
Config advanced hyperlocation ble-beacon beacon-id 2 add ap-name <AP NAME> txpwr 10
Config advanced hyperlocation ble-beacon beacon-id 3 add ap-name <AP NAME> txpwr 20
Config advanced hyperlocation ble-beacon beacon-id 4 add ap-name <AP NAME> txpwr 30
Config advanced hyperlocation ble-beacon beacon-id 5 add ap-name <AP NAME> txpwr 40
// set up the transmission frequency (on a per Controller basis)

Config advanced hyperlocation ble-beacon interval 10

// turn individual beacons on/off (enable/disable) (on a per Controller basis)

Config advanced hyperlocation ble-beacon beacon-id 1 enable
Config advanced hyperlocation ble-beacon beacon-id 2 enable
Config advanced hyperlocation ble-beacon beacon-id 3 enable
Config advanced hyperlocation ble-beacon beacon-id 4 enable
Config advanced hyperlocation ble-beacon beacon-id 5 enable
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B2 IR THIT, <APNAME> & 72> CWAEATIZIE, EBEICIIERT 5 AP OL4FI/ID 28 ET 2 LENH 5 8
ICHEB L TL &V,

OFREZRFEHTHE, WITRT BLE E—= 28, FNFN 10 Hz DERBMCTERSINET,

# UUID Major Minor Attenuation
Beacon 1 11111111-1111-1111-1111-111111111111 1001 10 0
Beacon 2 22222222-2222-2222-2222-222222222222 2002 11 10
Beacon 3 33333333-3333-3333-3333-333333333333 3003 12 20
Beacon 4 44444444-4444-4444-4444-444444444444 4004 13 30
Beacon 5 55555555-5555-5555-5555-555555555555 5005 14 40
Cisco Internal Use Only

Copyright © 2015 Cisco Systems, Inc. All rights reserved.
Page 56

Hyperlocation D F 5 JILa—FT 404 o€ X

BADO—BE LT, MEREAELEBEOMUTEZHREL TR MLERH Y £, LTIE, MED T Ty 2—
TAVTIMNBE R T A0~ EE2 R LD TYT, AA U FE LT, ETIFEAPLLELVWHNED NV R3IELL
FEEENTHDED, ELICAPHR~Y Yy 7 EIZIELLBMEINTWEAINE I DEHRLET, TOROOFIEL, kRO L
B TI,

WLC 5 & U AP [CDWWTHERTNEFIER

I AP AEIEL THY WLC 1Ol SN TN D Z & 2R L ET,
AP DT VT FEENELWT 2R LET,

Hyperlocation i EPEL S AL TND Z L AR L E T,

WLC 775 CMX 10.2 ~® ping HMENFIRETH D Z & ZfiEid L E 7,

s W N

Prime £ CHER T NEIEE

1 Prime 7" WLC 2R CTE D Z L AR L E 7

AP 73 Prime 72 HRSGRFRETH D Z L 2R L £ 77,
AP~y 7 RICELLEESN TS Z L2 LET,
~ v 7 EOTEEHER L E T,

~ v 7 LD AP ORE AR L £,

N A W N

CMX 102 Lt THFE I NEIEH

1 2o bha—I9R3F 0740 THDH I EEMRLET,
Hyperlocation 3 H 72> TWDH Z & &R L £ 7,
[DETECT/LOCATE] WIZ~ v 7 RFER SN TWND Z L 2R L E T,
IIAT IRy FICRRINTND T E 2R LET,

A W N
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S5 JEBEZ TAT 2 MIKIT DT ANEIRERTIR>TWNWDH I EEHRLET (EE) .

WLC/APD S TN a—Fa 24 TAER
WLCEB LT 7 A RA > MIETLMED M T Ty 2—TF 0 7 TlE, TRTOBENER T, AEOFHEICLS
T RTOERPZHEENTNDENE I D AR T HMLERH £3,
MBIREE O — M Z N TR LET,
* WLC 19X T® HyperlocationAP %, 7> 7 FNIELL By N7 v 7 ENIORE TR TE 2T E e v 8 A,
* AP [INTP $— 238k L, i TR £ A,
* AP 1%, [F U< Hyperlocation %A — F 51 A /S— AP DY X F 2 BAF TEZR2TNITRY FHA,
*AP X WLC 2/ L CCMX 102 V7 b7 =72 UDP /37 v M & EETE R UE72 0 8 A,

FIE

ATw 71 [WLC] AP Lo Hyperlocation Module 23 HH &5 2 & B L £,
THIZEY, APICEY a— A RRBEINTWAHZ L EZHRTEET, Z0avry RBRELWEEAEIR
XRWEGEIE, BV a—AREEIN TR, FREFELIEEINTWRWAREERH D £,
SRR OWTIE, N—RT =T AP DA VA =L HA REZRL T I, RIORTa~vy Rel
MT5L, FEVa2—ANEEESNEZT VA RS FDOY X RBRFRENET,

(Cisco Controller) >show ap module summary all

AP Name External Module Type

AP4  84b8.0265.5540 Hyperlocation Module w/Antenna
APl 84b8.0252.b930 Hyperlocation Module w/Antenna
AP2 f4cf.e272.4ed0 Hyperlocation Module w/Antenna
AP3  f07f£.0635.2d40 Hyperlocation Module w/Antenna

ATw 72  [WLC] 9XT® Hyperlocation AP |- Hyperlocation Nt &, ELLSBESNTWD Z & &R L
i‘ﬂ—o
ZOPERIZIE, @HE WLC O GUI Z2fH L £9, WISRT CLl 2~y Fa2ERT5 L, GUI ETIT- 72
BRIEDN, WLCIZE D IELK KBRS NN E D R TE £ T,

(Cisco Controller) >show advanced hyperlocation summary

Hyperlocation.......iii i, UpP
Hyperlocation NTP SeIvVeTr . ....euuitteeenennennennns 171.68.38.65
Hyperlocation pak-rssi Threshold................. -100
Hyperlocation pak-rssi Trigger-Threshold......... 10
Hyperlocation pak-rssi Reset-Threshold........... 8
Hyperlocation pak-rssi Timeout................... 3

AP Name Ethernet MAC Slots Hyperlocation

APl 84b8.0252.b930 84:b8:02:5d:09:30 3 up

AP4  84b8.0265.5540 84:08:02:65:55:40 3 UP

AP3  f07£.0635.2d40 f0:7f:06:35:2d:40 3 Up

AP2 fd4cf.e272.4ed0 f4:cf:e2:72:4e:d0 3 [
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ATvT3

ATvT4

ATvTH

ATvT6

[WLC] CMX 28 WLC I[ZBHHAH T SN TW D E I D EHRLET MACE2F=v7)

CMX 10.2 AT A%, %KD UDP A vt — T HO#EZ KT 57212, NMSP A vt — U &M TX
RIFERY FH A, WLC 205 CMX 102 A A F 2 ZITHEHRD RSSI A v — P ZH5ik+ 572012
# . NMSP RIS EETT,

WLC E TR o~ REFITTHE, BEEMEREL TVWD Z 2R TEET, Z0AIZCMX 102D
GUI L CHRER T, Aoy ro—J 3 CcRRINET,

(Cisco Controller) >show nmsp status

MSE IP Address Tx Echo Resp Rx Echo Reqg Tx Data Rx Data
172.19.35.189 2990 2990 35667 8

172.19.34.235 10895 10895 129772 41

172.19.35.66 156 156 1754 7

[WLC]WLC ECCMXHD 7 4V —F 47 = Y (A Z LA MAC0001.0203.0405) % fER L £,
(Cisco Controller) >debug fastpath dump scbdb

FP0.00:

SCB DB:

FP0.00:

FP0.00: [0001.0203.0405 ifIndexToDs 100 ifIndexToDsLocalBridge 100
ifIndexToSta 1152 ifIndexToPeer 0 ifIndextoNbar 65535 tun user 0

ap 0 wlan 1025 rwlan 1 rs 3 ms 1 IPv4 acl 65535 IPv6 acl 65535

L2 acl 65535 system-acl 65535 gosPolicy 0 tclas 65535,

65535 QoS acl 0,0,0,0 radio 0,maxlp 0, learnIpPktCount 1

ipAddr 10.22.212.120 rtBktId 4294967295 nonrtBktId 4294967295
sendHttpFlag 0 ] dpOwner O tunnelType O cipher O nbarOwner 255
tun_upstream key 0 tun downstream key 0, dfGw 0.0.0.0,

gingEnabled 0, gingOuterVlanId 0 ActiveIPvé6 0

orphanIpv6Addr 0 Flags 10 eogre vlan 0

[AP] AP |C CMX OFRGE & BEFREMEE T = v 7 LET,

ZDa<wr Rt AP ETEBEASLET, APICtelnet 725 FIEIZHOWTIE, WLCD~== 7T /L% 5K
LTLEE, Zoavwy FEEHATHE, CMX P — "D IP 7 FLUAN AP IZIELL EEESH TS
MEIMEHERTEET, [Fl—D WLC IZHEE D MSE/ICMX 3+ A7 AREE T STV AE1E. IE
LW RN ENRNZ 08B £,

APl 84b8.0252.b930#show capwap client rcb

AdminState : ADMIN_ENABLED

HYPERLOCATION ADMIN STATE : 1

WLC GATEWAY MAC : 00:1C:F6:E6:75:A1

WLC HYPERLOCATION SRC PORT : 9999

BLE Module State : ENABLED

MSE IP[0] : 172.19.34.235
MSE PORT[0] : 2003

[AP] AP 7» 5 NTP H— "~D R Z 8 L 97,

Zoavwr REMHTSHE, AP NTP — "2 TEX TV, AN LB ZREREZIE S NTP H—
MO I TV ENE I NEHERTEET, NTPRFEHIENTWARWESIX., 77 A4 T 7+ — 0%
L TWDLAREMENH Y £, TTD AP 2R UF v RVCFEFICHEESE S 9 2T, NTP FHIXIE
WICHETY, ZOREFX., WLC ® GUI ETITWET,

APl 84b8.0252.b930#show sntp

SNTP server Stratum Version Last Received
171.68.38.65 1 4 00:01:01 Synced
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MEBAXYY YR FEEDHEDR

FIE

ATy T

ATvT2

ATvT3

60

[WLC]WLC/CMX AF x> UARA RDHERA v =T LIEEA v E— V2R LET,

HAPIE, CMXIZL VAR SN T AP ICREESND R A N—AP U X b 2fioTWEY, Ihbpa~w
Y REHATSHE, CMX 205 WLCIZH A N— U A MBNIELLEGEL, KICAPIEESNL TV DHNE
I MEMERTEET,

(Cisco Controller) >debug nmsp events enable

(Cisco Controller) >debug nmsp errors enable
(Cisco Controller) >debug capwap info enable

[AP]AP ECfiEAF v U A M&MERLET,

ZDavy K& AP ECTETTHE, RAN—APDMAC 7 RLARFRENET, ZOU R AL
RIE/ MAC 7 RLAREENTWAHEAIL, AP ORLENS ML 2 ATfEERH Y £9, Zoav K
E, RAN=DFELTEY, HARELIBEL TS Z L 2R T 59 A THETT,

APl 84b8.0252.b930#show capwap rm hyperlocation levell-list

Level-1 List for 2.4GHz Band

f07£.0635.2d40
fd4cf.e272.4ed0
8418.0265.5540
84b8.025d.b930
Level-1 List for 5GHz Band

e
o o o o

36 0 84b8.025d.b930 8
36 0 £f07£.0635.2d40 8
36 0 f4cf.e272.4ed0 8
36 0 84b8.0265.5540 8

[AP] L& A ¥ v VU DMEELD AP (27> TR L7ZIREETIThILTW A0 E 9 &R LET (chnl ©
B A DAL T DR

Pl 84b8.0252.b930#debug capwap rm prl events

CAPWAP RM PRL events display debugging is on

Aug 14 06:57:47.441: PRL: ntpSyncSetLlIdx: 0 ntpSyncSetL2Idx: 0

Aug 14 06:57:47.517: PRL: PAK RSSI Report: 0O

Aug 14 06:57:47.517: PRL: reported client entries: 0 of 0, final: 1
Aug 14 06:57:47.517: PRL: tblFullCnt: 0, AP entries: 19

Aug 14 06:57:47.677: PRL: ntpSyncChanIdx: 6 duration: 143

Aug 14 06:57:47.677: PRL: ntpSyncSetLlIdx: 0 ntpSyncSetL2Idx: 3
Aug 14 06:57:47.677: PRL: band: 2 channel submitted: 64 width: 0
Aug 14 06:57:47.821: PRL: ntpSyncChanIdx: 0 duration: 249

Aug 14 06:57:47.821: PRL: ntpSyncSetLlIdx: 4 ntpSyncSetL2Idx: 0

Aug 14 06:57:47.821: PRL: band: 2 channel submitted: 36 width: 0O



Aug 14 06:57:48.017: PRL: PAK RSSI Report: 0
Aug 14 06:57:48.017: PRL: reported client entries: 1 of 1,
Aug 14 06:57:48.017: PRL: tblFullCnt: 0, AP entries: 19

HER v RO

FIE

ATy T

ATvT2

[AP] 7 A 7 b & @D BAR-BA ZZ#az kiR L £9°,

BARBAXHIZ L > T, T— X X7y bEERFELTWRWI T4 T b,

final:

1

R SN LEE RS D

TENTEET, ZORHIT, 77472 bEEHEL Ty FOEEEEL, I8E7 v M
LCEZFHRT 22 LICh o TEIASN, BESZ TA 7 FOBBPHRLERY £3, RITRTT Ay

T a< s REFEHRTLE, AP FTRAEL TWARNEZTHERT

APl 84b8.0252.b930#debug dotll hyperlocation-BAR general
dotll HALO BAR debugging is on:

Aug 14 07:08:59.815: HYPERLOCATION BAR:Scanning chan 1 on radio 0
Aug 14 07:08:59.815: HYPERLOCATION BAR:Chan 1 on radio 0 is supported on this AP

TET,

Aug 14 07:08:59.847: HYPERLOCATION BAR:Timer for radio 0 expired
Aug 14 07:08:59.847: HYPERLOCATION BAR:Dwell Duration - 0 ms

Aug 14 07:09:00.071: HYPERLOCATION BAR:Scanning chan 36 on radio 1
Aug 14 07:09:00.071: HYPERLOCATION BAR:Chan 36 on radio 1 is supported on this AP

Aug 14 07:09:00.103: HYPERLOCATION BAR:Timer for radio 1 expired
Aug 14 07:09:00.103: HYPERLOCATION BAR:Dwell Duration - 15 ms
Aug 14 07:09:00.103: HYPERLOCATION BAR:Client-240a.6473.2d0f:Seqg-1,

BARs Sent-15,BARs Done-15,Duration-3 ms, State-AWAKE

Aug 14 07:09:00.103: HYPERLOCATION BAR:Client-3c77.e643.05f7:Seg-2,

BARs Sent-15,BARs Done-15,Duration-3 ms, State-AWAKE
Aug 14 07:09:00.103: HYPERLOCATION BAR:LMA frame sent.
Aug 14 07:09:00.319: HYPERLOCATION_ BAR:

Hyperlocation dwell collection complete. MSE record len =

113

[AP] £ =2 — /b ETHLEA X v UREROERIRIL 2 B L £ 7,

APl 84b8.0252.b930#debug dotll hyperlocation-BAR general
dotll HALO BAR debugging is on:

Hyperlocation dwell collection complete. MSE record len =
Report byte dump:

0x00 0x84 0xB8 0x02 0x5D 0xB9 0x30 0x8B O0x5B 0x5B 0x01 0x81 0x24 0x0A 0x02 O0x3C:

0x30 0x52

Aug 14 07:11:50.359: HYPERLOCATION_ BAR:
Version = 0

AP base mac = 84:B8:02:5D:B9:30

TS = 0x8B5B5B

Num Dwell records = 1

Aug 14 07:11:50.359: HYPERLOCATION_BAR:
type = 1

bms = 4

channel = 36
R[7]-BandID[6-3]-S1lotID[2-0] = OxO0A
num of client records = 2

98
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Aug 14 07:11:50.359: HYPERLOCATION BAR:

Client[0 ].mac = 3C:77:E6:43:05:F7
Client[0 ].RelTS = 25

Client[0 ].RSSI = -52 (0xCC)

Client[0 ].antmap = OXFFFFFFFF
Client[0 ].error = 15

Aug 14 07:11:50.359: HYPERLOCATION_BAR:
Client[0 ].antval[0 ] = 0x0135

Client[0 ].antval[l ] = 0x016A
Client[0 ].antval[2 ] = 0x0117:

ATv 73 [AP]AP LTMERRA v —Y B Uy FOBMERHR L ET,
ZDawy K& AP ETHEITT 5 &, Hyperlocation 7 7 4 v 7 WERBIOREEINTWLZ a4
TNF w7 TEET, BENEMLTNDEZ 2R LET,
APl 84b8.0252.b930#show capwap client traffic | Include Hyperlocation
Hyperlocation Packets transmitted : 297515
APl 84b8.0252.b930#show capwap client traffic | Include Hyperlocation
Hyperlocation Packets transmitted : 297528
APl 84b8.0252.b930#show capwap client traffic | Include Hyperlocation
Hyperlocation Packets transmitted : 297548

ATy 74  [WLC]WLC ET, f@HEREAvE—Y vy hOMMERRLET,
RIENFE LG A R, &M WLC ECooT RNy 7 a~vy ReFERTL 2B LET, 20
g b%%ﬁ#é_&f\ Ny KDY AP 5 MSE ICEHEZE LIV TWA N E D AR TE 7,
ZOawy RITEHERIETTHIMNENDD ., DU MRHEIML TWADZ EE2HNDET, B MR
MLTWBEEE. TN AP DS CMX —ZELNTWA Z EERLTWVET,

(Cisco Controller) >debug fastpath dump stats

FP0.00:

FP0.00: OK - RX (Hyperlocation) from AP : 1406890 (+ 1406890)
FP0.00: OK - TX (Hyperlocation) to MSE : 1406890 (+ 1406890):
(Cisco Controller) >debug fastpath dump stats

FP0.00:

FP0.00: OK - RX (Hyperlocation) from AP : 1407016 (+ 126)
FP0.00: OK - TX (Hyperlocation) to MSE : 1407016 (+ 126)

Hyperlocation @ QA

Q : HA WSM BLE & 2T ? CleanAir AP with 8.0 & D& I T,

A:WSMEY=2—/LH BLE B —2 & LTBLEfE 5 A2 X5 T&£9, BLE (J CleanAir IZ L VS Ed, MSE
10.0 TiX. CleanAir AP Zfif L C BLE i%# (BLE 731 ADH) ZFEHL TWET,

WSM IZHEA S 407~ BLE #ERIT 7 /L Tx/Rx R TH Y . BLERE—a & LTEET A Z LA rRRIC L E T, F720%
kD) ) —ATiE, WSMIND BLE R A2HEH L o —a U 245 2 & bR D TETT,

Q: AP [FHMEMZICHMME ICORETE 90, FLREOM S (IHEIZEL KT LET ),
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: HEE 2 Hyperlocation FIET LA 7 > 7 FOKEIZIX, KR T8 H, h— R =7 s GENEMT LA TV 3
YO T &V BRBERELY £HF 45 (http://www.oberonwireless.com/72 &) | K EF M OF#RMEZ 0 5547 a v
DIMST T Tl ERMEIZ ) FT,

Q : Hyperlocation Module I%, 73k WSSI & [A4£IZ, CleanAir Z % AR — F L TWE T,

A : Hyperlocation YV V =— 3 NI T 77 4 7727 7 F 7 LA & H LV Wireless Security Module (WSM) @ 2 ->®D
HRTHR SN TOET, WSM T WSST DF LWAFFT, WSSI OFEREZ T~ THEA L TV 2721 T2 <, 20, 40,
$ L OY 80 MHz 5RO 11ac MERRIZ &bt LTV E T,

Q : Hyperlocation |% 3600 & 3700 O i J7 TEME L £ 975,

A:BEBAALTT, ZOHRITETEY 2T XR—A T =T 7 FyDRALTHY, VAIZOFEZBE U TBLE #1Z 0D
LT HHERN T 7 OB A FD AP 7T v N7 — AL TV ET,

Q: ITNHDEY 2 —/VE, MU-MIMO ZH7R— K L TWETD,

A : Hyperlocation 58 X OV 7T F 7 LA M LIZWSM XY vy A A —EF—RTY, EVa— /Ml llacF v/
oy BB HINTHETN, 7947 F T —ZHTIEOY FHA, T—XIZAP OMEMT 7 F %@ U CuLet
SNET, MU-MIMO (T 1lac Wave 2 #§5E TH V| BIRFR TV R —F STV EH A,

Q:HLWHAMHTT T F T LAIET VT A EMTZ L TWOET D,

AR TV 7)) ToTr 7 LT AERORLTIERLS, LT AT A=A L0 H FTOMEBICHRET D LD
RSN TWET, BIRTONTT T o T FHIE 7 L AEKRICHIGT A TETT A, BESCIIREFETCIEHY
A,

Q : 1 &® Hyperlocation 3 1FAE L, Z DL AP 133 Hyperlocation TH B35H . NLE OFFEIZIL Hyperlocation [ ¥ 0 A
DEHEND2OTTh, S0z 5 &7 m—7RSSHTMEH SO T,

A:WVWNZ, TRTOT—ENMEHINET, 7 LMET EA AL MIEBWTIE, Hyperlocation DA (AoA)
T PMEFENFET, RSSI & AcA Ol FANEINTMSEIZEREEINDHEE, Y AaTidohgs [7a2a—Vs
v EFEATWET,

Q : HL—® Hyperlocation 7 /A A THLEMR H 2 FEITTE ET 0,
AT,

Q: Bt 7 A 7 b H3FE Hyperlocation AP (28t ST 5354 T, Hyperlocation 233% 1 S L7-fthod AP (X, =D
II7AT e v AVBLOBHILTAA TEAA L FEFEITTEETH,

ATV, Tzl 2T AP #LIFM O F v 1V BIZAFAET DD Hyperlocation AP #78i% LTIV . £4LH D AP 23ME %
DOWSMEY 2—/LEBUT, AP#I ODF v 1L aET=HF L, AP#1 IZfNbo> TV EFREZINET DAL HIICAFr Va—
AT BT EMARETT, IESN-IEHRIZAPL 225D RSSI & & bic, BT EAA L MIERASNET,

Q : WSM I X O Hyperlocation Module (%, /47— g » _R—ZADH—E & & wIPS Z[AIFICEITTE £,

AV, ZOWSMEYa—/LE, KVHFLWA—=TY a0 WSM (HWSSD £V a—ATt, 7r7F 7 LA
2D WSMEY 2 —/WIEEE LTEGaE, mARYR— b SnET,

Q : Hyperlocation D5 fgiifb 3572012, ED L 9 RELEDHELSE S IV E T D0,

A RN T = AR/ DITIE, T AR FEE 55N 213 m (70 7 4 — 1) LLFORET, #H07
JBARA L NERRETH I ENMETT, Hyperlocation (X 1 50D AP DA THEETE E T8, 3L EEZHEHTL &
FOEWHERGONET,

Q: HBEDM EIX, DX RIFIETREINET D,
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A CMX 102 O~ v 7 FICEFHOMEEHRS, L0 RENPOL D ERIREND LR ET, T30 2AOMER
Hyperlocation |Z & U iR H Sz Doy, ERDOFIETHRIH SN0, SHRMIORESND Z LEH Y FHA, (LER
FEF A NEITO &, MBEFEN L VBHEE NS LY ERICIThILTWAZ & AR TXE T,

Q : fZ{& APTIFEE AL TVE T,

A IE APHIT—UIAEE S CWER A, T3 ANLEOREIZ Hyperlocation 23 S 7= Dby, RERD I 1EIME
SNT=ODZERTIHE®RN, APLZ N LTRSS Z L1TH 0 XA,

Q: 47w M RSSI D/ MEIZOWT, T 74/ RN -100db ICEESNTWA L2 ICBbhES, Htho/hFess
BRI 1219 FHF A—bL (400057 41— k) T 9BEDAPHFT6~91m (25~30 74— F) ORETHRES
NTHWET, ZoHA, R/AMEZ 75 ITEETHIHLENH Y T30,

A KI1219 S A—Rb (4,000 57 4 — R) THIVUX, 75T 5B AERENM ELET,
Q: f/NRSSIDZEF X, £V Y —A (AP, WLC, CMX 10.2) BIOLEREIZE DX ) B A2 KT L £T D,

A XOBRARGEHOHBRMEY Y 2—> 3 L THIEND L5128 % 2 & T, MIEMES L 00— /2 E L
—g—O

Q: 7TARLIIFIAT Yy MEHOAF v I b LEVEL X, BRI EZE®RT 2D TTN, £7274 KL 2
ATV EE, DL RREERT O T,

A:TARVEALLT T ME 7747 bR (72 & 21X iPhone X° Android 72 &) T L IZHAgV £, 7747

IR X AFy VDo TTF =2 2R E LT RWEGE, 207 T4 7 2 MIT A FAREBL RSN ET,

HyperlocationModule (X7 /31 A Z T 5720, FITAVEHRERS 2 — L LT, T A RAEZRITTEDONT >
FaRfE LET,

Q:BLEMEHEDT X MZIEZ, EDLOSR 77V r—ra &2 EHTE 30,

A : Radius Networks @ Locate iBeacons 7 7'V 7r—3 3 >, Y RAaPngt457 7Y 7 — 3, Phunware 77 U 72 &

HEHTEET,

Q : 7 Hyperlocation AP & Hyperlocation AP %, 717 ~ v 7 FICFRFHIR R TE £

A: VW Z, ZOYYV—RATIL, FFEZ7 R8T EICH DT XTDT 731 A7) Hyperlocation AP Th 57>, F7213FE

Hyperlocation AP T 2 ME D b V) £77,

Q: 4td AP TiZ, MSE D IP 7 KL A28 127.0.0.1 & L TS T\ Ed,

A ZOBBIZFCSIC LWk Ean s L BbIETR, ZIUICMX 102 1 Y AZ A ETHRA M T 7 A VHRIELL

BRE SV TWRWIGEITHAT DTS, Jetchosts 7 7 A /VIZ, B—H/LARA MIEID B THENLZIPT RLAR

RIESILTWANE I PEHEZR LTI EIN,

Q: [THARAZHEEBMNPAREL TS| ZEERTAyE—UBRIRENET, CMX ZRX—=Tay Ty T572012, 2

DOREZ ED X 5 ITRTHIZ N TT D,

A : /home/cmxadmin 225 [HN—2 5 D a— RE2FT_THIERL TS 7ZEW, F£72. Jopt/emx/srv/var/logs/ 72 H v a7
(Ap ALV LEIOR 7 77 AV) ZF<THIERL T ZE0,

Q: 7=t 7747 MIAAIZRYBEHENRWT LT L CWET, BEMAT O TR D2, BRES

NWTWRUVIREED 7 T4 7 F (RUNREETRWNI T4 T 2 F) IZOWTIE, AcA ZfETE 97 7oL 2IE,

WebAuth 3% D — )72 7 2 F WLAN D56, 7 T4 7 > MIIP 2R A L, AP IZBHEfHT 5 ET 725, RUNARET

372 < AUP 2% AND 7 VT 2wy x b Ta 7 A 4% E TiE WebAuth AREEIZ 72 > TV ET,

A xwn, FHTEET,
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Q: YrhiX, U =T /T ABREEIC Hyperlocation 28 A L, FhILHEMICES SN 7 2B LTEWEB X THET,
Hyperlocation {7 2 7 4 7 RFID ¥ 7 % %7 — F L CTWET D,

A Hyperlocatloni% v MIN—RFU=7ENES L TWE T, ZOEREITFFERDO Y Y — A TORENRTESNT
. BEMT BT 7T 0 7 RFID # 72 XD B S b ATREtE S m L & b E T,

Q: AP IIEEm ST 2EMHITH D £ AT V=T AU RARET, m3%43m (10 71— F) LLFICkD
MBI H D 3D

A SSICET2EMHFITR, M3m (10 74— F) IVEWRIFICHLRETE X7,

Q: B DELH T AP 28 MSEIP ZHUf5 T X7, Z1U23E K T Hyperlocation 23R8 L TW 2 WL S IcbivES, FA
X2 b —F & HALO AP ###RIFi#E) L, =2 ha—F Lo/ m— SLEkiE T Hyperlocation 75’?’_@(@7\1‘//7\]‘7
L, BV a— VAKGEKRIA /A7 LE Lz, @O RSSIIC X 7@ HIZIER ICHERE L TV ET,

A : WLC b T Hyperlocation 2\ o 72 VBN L7259 2 THRMEL THTLZE VW, ZHTAPZAMSEDIP 7 KL A
ERSTEHAEEMNENDH Y £, BloJEE LT, WLCSHMSEZW o 7= AVHIBR L T, BHOUBIT 5 2 & CRIBEN iR
RFTHZEbHYET, ZOHEE, WLC ETSNMPV2 ZHZNZ L TWBHAIL, £V bIFHEHTT,

Q : Hyperlocation Zfi /9% 9 2 T, AP OIEMERLE, &S, L UM E % Prime (AT D LEITH YD 30

A IV, TV —2TiE, TV—W—RA %] REEERTIHEE LR, {2 (7747 b)) OO
EAIEHEICHET 5272012, FPIEESDOMNEZ ERICITERET 24ENH Y £3, [Fko U ) —A T, Z0/EE%
FORGICT D ENEHE SN TWET,

Q : SNMPV2 (T ED L S IZHRMET DD T,
A : MSE WLC @ GUI i TFEIT L ET,

EDIT CONTROLLER

WLC

4

66.103.80.225

8.0.120.0

*******

Q : RSSI DT ;51%&m& RSSI & Hyperlocation (AoA) #HAA DOEINEMRIHOENZMRFET 572012,
BEBGEDO T N—TI2 58T 5 Z LIXATRETT N
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CT5508 (FlexConnect mode)

Catalyst SW

_____ - C

| CAP3702I-§-K9 I
I cAP37021-0-K9 I

I
]
|
|
|
|
: | cap37021-0-k9 |
]
|
I
|
|
]

L
| CcAP37021-Q-K9 & Hyperlocation Module | '
[ |

I cAP37021-0-K9 & HyperLocation Module I

I car37021-0-K9 & HyperlLocation Module |

ICAPS?OH-Q—KQ] I cAP37021-0-K9 & HyperLocation Module |

I
I
I
]
]
I
I
I
I
I
/

1
1
]
1
L]
1
L

T A

Room A Room B Rﬂorrj C
by using RSS! to find by using RSS! to find . by using both AoA and Data RSSI
s aterminal location d s~ aterminal location \ to find a terminal location oL

T i S —————— T o

ATV, 200~y DFE Y Hyperlocation Zfi T2~ v 7R LRV~ vy 72 Flk L, 2 2D~y 7 &80 &
25T ENARETT,
Q : Hyperlocation Module with Advanced Security T& % RM3010L %, Probe RSSI & 7213 Data RSSI Z £ L 97>,

A RM30IOL X5 —Z X7 v FRSSI OB A R—FLTWET, FTu—7 Xy MR 7 /L3 U XATIESN
LEXA,

Q : Hyperlocation Module [ZBU/E (B 7 7 A 7 > h DA AZIBH L THY) BLE B —2 JHBEF L TWRW23, Cisco
CleanAir ZfEHH L TRSSIN—ATCE—a VA B TE 2 LW TWET, ED/3—T 5 O CleanAir 73 2L i —
FLTWET D,

A : BLE & BH ATEE 72 fie/\3—7 3 >1X WLC 8.0MR1 T, Hyperlocation Module [Z%4 372 < | {£& ? Cisco CleanAir %}
ST 7 A RA L FTTEMEL £,

Q : Hyperlocation DE BRI E v N— 3 > (3.0 LARI) @ Prime 2 H T 97,

A : Wz, Prime 3.0 121X Hyperlocation 727 ) 7 LA O E ZIE L RET D72 OICME /T U~ AFERED BN S
NWTWET,

Q : HE M Advanced wIPS 33 LT CMX Guest OfFEHZ ML TV ET, CMX 10.x 28 WIPS IZRRIETHDH Z L &5 2
7234612, CMX 10.2 Base 3 U Advanced % 52T L CWAIRRET, 22X B D VM ECMSE 8.0 % wiPS 7 A &2 A THE
17952 LICREED Y E90,

A:BEHY EEA, FAFHIZCMX 10x &, wiIPS HIC MSE 8.0 # (T T& %1,

Q : BLE B — = U OBHMZ CMX 10.1 2 HT 25512, B AlEe B —a v ORREICHRITH 0 30, 20
RRENT, WLC OF ¥ 33T 4 ITHIRE L ETh,

A :BLE E— 2L AP LD CleanAir A1 v &~ CTHEM L EJ, BLE O KEIL., T EORKE LR T T,
Q : HL—® Hyperlocation L2MF(EL72WGE, 7747 R EDOHEBHIED X HIZFHI SN DT,
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A:1BDAP DLNPIFET LA, 30 EDO v F = U TR RYNAEH S, RICRSSIE L TN AcA I2HES < S HH)
RTRAA IDNFETENET, 9 % TH7Z< Hyperlocation = s DN L VIE LR XM EL £,

Q : Hyperlocation 7> 7 F & WSM EV 2 — /L2 HbEDL L, AP IZENL LWV OEEMNBIINE T,
A:EV2—AOERIT03kg T, T LT FOERT 1 kg T,

Q : Hyperlocation/AoA IXBH# 7 7 A4 7 DI EXIRETHDTTH, CMX102 ET, Yue—vr 7 77347 e
B T 47 hOW YD Z LITARETT A,

A iFv, FERE S T A7 2 MIZOWTR, TR RSSHIC K DA R S E T,

: Hyperlocation Module £ BLE B — 2%, —EIZW< 2O UUID %7 2— FF¥ ¥ X N TEXET ),
LSRR DK S SO UUID 2 C& £,

: CMX & MSE [Z[RIZFE T,

: MSE X EBEDON— Ry =7/ P T, CMX XY Y 2—v 3 V4 T7,

: Hyperlocation 7 7 £ X A" A > M & BLET 2560, #RMREL B T ZE0,

CEERNIIRN 762 EHF A — RV 2500 FHF 74— R) 1B, H122~152m (40 ~50 74— ) ORET
RET D ENHERSNET,

Q : Hyperlocation ¥ J =2 —< a3 YO X A VARD F1F4E, 7203 I< S0y BEHRY FIT&EETH Y £T 0,
A RaTE, ZhHORVFITERZREEATRER Y — N =T A RELREEL TV E T,

el Vol A o]

W

=y

SEEH

Hyperlocation Module ® 1%

Hyperlocation Antenna Array mechanicals ‘ SNl

12.00 inches Reference

MTBF Module + Approx.
cable + Antenna 300,000
hours
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Power over Ethernet D72 D/ ~— K7 = 7 E{f

AP 3600/3700 Power Requirements
' ' 802.3at

Dascription AP Functionality 802.3af | E-FoE FoE+

[ PUWRINJ4
3600 — Out of the Box 4xd-3 on 2.4/5 GHz v v v
PoE 2.45Hz radio disabled + \Wireless Secunty 4%4-3 on 5 GHz anby +
3 BO023af Location Module WS 15.4 v nia nfa
3 2 4GHz radio disabled + 802 11ac Module 4xd:3 on 5 GHz only + 11ac 15.4 v nia nfa
g 3600 + Wirelass Security Location Module Ax4:3 on 2.4/5 GHz + WEM 19,8 X v ("4
3:;";‘ 3600 + 802.11ac Module 2x4:3 on 2.4/5GHz + 11ac 10.8 X v v
3600 + 3G Small Cell Madulz 2423 on 2.4/5 GHz + 3G 22 X X v
5 PoE+ 3700 — Out of the Box 4xd-3 on 2.4/5 GHz 16.8 X v v
5 B02.3al 3700 + Hyperlacation Maduls Adv. Security  dx4:3 on 2.4/5 GHz + WSM 10.6 X v v
0 PoE 3700 - Out of the Box 3x3:3 on 2.4/5 GHz 15.4 v nfa nfa
0 8023aF 3700 4 wireless Security Location Module  242:2 on 2.4/5 GHz + WSM 15.4 v nia nfa

* This is the power required at the PSE, which is a switch or injector.
Alzo lacal (Mon-PoE) supply AIR-PWR-B will also work at 18/

S

YAMNY

Cisco AP-3700 A A K
http://www.cisco.com/c/en/us/td/docs/wireless/technology/apdeploy/8-0/Cisco_Aironet 3700AP.html

CMX 7 A & v A 1E#H
http://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/connected-mobile-experiences/guide-c07-734430.pdf
Hyperlocation {7
http://www.cisco.com/c/en/us/products/interfaces-modules/aironet-hyperlocation-module-advanced-security/index.html

http://www.cisco.com/c/en/us/products/interfaces-modules/aironet-access-point-modules/datasheet-listing.html
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