afren]n
CISCO.

iR TR -

CUWN ') !)—X 82APICEM 71 VL X APPNPEAH A F

[FL®HIZ 2
HENLar R —x b 2
B OREEL 4

APICVM DA A F—)L 4
DHCP ZfF 19

DNS Zf 20

APPnP =— = > hEff 20

EEDFRETIE 22



Revised: May 29, 2016,

F LI

SRADF Y NIT—0 TS5 TR FLADY Y a—aid, LTI oFRx vy U R AORBERSICT S
THERXY NT—T DAL <=2, FREEFERY NV —ZCEHOT ey a = T w2iTH7dis, Yo
NT, X a7, B—b&hiz, e —eRx&2RMELET, YV a—Taid, FiikteX vy FEATT AN
Yz ATCiscoV—H, A v F, UAXY VAT A, RAEHERTH T o Pa D4 —TI74 X Fy hU—7
~NOFEENTT Fa—FE R LT,

ZDEATA RTIE, VAXYVATIBVRARALA L MDIZODYAaDXy NI—I DT 537 TR TA T

=g ICOWTEHBLEY, 207 XUV r—3ailikoT, VE— YA N2ERi Ty a = 7450,
FTAIRHBEOT 78 ARA V MEEXET L ENTEET, KRV A M7 reYa = 735854, VA
ARy NT—0 T3 TR I TV r—va 2R LTYHA FeFERi7oeya=r7 1L, A b
T 7V BARA LV MEBINTEET, ZNITE, T7BARS U MEROANBLOT = AT v T a7 X
L—ya VORENGENET, 77— MR NTFvFarg g 4 Xal—vaidk, 7957 70 R 7P, =—P =k
EENDNILT, TVRARA U NOTTA~V /e XV /¥4 —2+ U WLC, KA N4, AP 7 /—7 L AP E— K
EERELET,

BT DY s =2 TRRERNBRES A P EIERT2BE, T/ EA RS VMR v RAAORY MU= T TS
TURTA TV r—2a o CHEREETIZ, TOFEREMAL, E4bTEEST, A VA N—=FNRT 7 AR
A hEA A=, Ei%EADE, DHCP £721Z DNS %] L T CiscoAPIC-EM = > b —F & HEhH L
9, BB 7 0B ANRZET L2k, APIX, Y RAaDxry NI—0 I3 7T R T A 77U r—3 a3 Tt
ENTWRNT AL AL LTEREINET, VAIDORYy NI—I DT T 7 TR T, TTV r—a s zHH
LT, FHEENTWARNT AL ZAZEL L, HTLOLBRETHET L2 ENTEET,

FARIND aVHR—FR2 R

* FEEHIIZ CiscoUCS F/2IERED Y —NIZEHEA MEND, VAADORy NI—T TS5 T T R TvA2ERT5
1.0.1.30 ® APIC-EM /MU U — &,

* VMWare ESXi 5.x A8~ o v O/ NEA: -

R~ v 7 a v VMware ESXi D/8— 5 > 5.1/5.5

P A A= DT ISO




N— R = TR

)8 CPU (vCPU) 6
CPU () 2.4 GHz
AEY 64 GB

GE) < IVTFHRANER 2oF
7Z1E3 52D FRA ) O
G BEA MIBEZROMT
32 GB ® RAM 7211 T,

F RN 500 GB
T 4 AT 10 WE 200 MBps

Iy VU= THETSH

GE) H—DFxy NI—7 THT
BRFy NT—J A H—
TJxA AR A hua—7

(NIC) 3 he/ N T,
X2 T A DI=DIT,
H—|22 DD NIC %1
BLOBRET D Z & &HEdE
LE9, FEliC oW TR,
DY —R J— D
[Limitations and
Restrictions] &7 a > d
[Security] #ZM LT 72
S,

Ty RU—=F 7

Web 77 & X

WA

AZAVAS

W D7 Z WL Cisco APIC-EM % 3
REBIOEHAT S E X R— X
WET,

* Google Chrome : /73— = 7 46.0
LARE

V7 7T VU —ZA8xDCisco Y —ATUALSFYULALAN 2 fa—7

VT YT VU —RZA82D PP =—T = hDR21InT 7 EARA L b

° 3700/2700/1700
° 3600/2600/1600




° 7001/700w

* Cisco Catalyst A1 v F

cfHHMRERARA —Y Xy b AR— b2 FHT S, Windows £721EMac D7 IA T hava—% (T hy
T L)

EHDBE

VAADRY NI—0 TIZ T TURTUA V) a—va rEEATIHAEIL. ROMRFEICHE S T 7Z S0,
*APICEM =¥ hr—F VM DA A h—/L

-yx:wz/kv 7 T NA ATAPIC-EM 22> hu—J 2 HEMH 3 5121X, A7 2 2 > 43 O DHCP — 3%
RELET,

BAINDTRTCOFIRT A, ADTAaADRY NI—0 TI3 7 TR T TT)r—3 a3 XT3 A%
ErxFR 7o Ya=r 7 LET, ZHUE, YITAEZLET A RNT v TREDT 78R KA MEH L
LHIZY A PBIXOT A ZORENGENET,

TNA ZADERBENAR : —fIZ, V=T 4 T T v T AR — AT RIRANCEBTIMLERZH Y £3, L—
ABILOTRTOT v TARN) =LA TRAARNT v7IN T ya=rr3shide, AAyFEELTUAL
VA TNRAREBBETEES, VRAaADRy NI—07 F53 7 TR oA 2=V MIRPIOT 34 AD
EEIRFO A APIC-EM 2 e —Z 2 BB L ET, BRER T, 730 AR a2 ha—J T TE R WiGa,
FALRATREYa =y JIERIET BT, 7y T AR — AT AL AREINCT 0 e Y 5 =0 I B UER D
nET,

VAADN—HE NTUT[T I RAR—NORE  —MRRT T T xy NU—Z I, V—H E AL T RE
FNET, 1 DU EDAAL v FITWAN L—FIZHHGE S, P 74207 78 A RA VMoo= RRA
VRMNEIAALA O FICEE L E T, AA v TFRT v AN — A —Z T H L IROBAET VL, 23D
Py NT—0 TS5 TR T THR—FENET,

H G AR =L AL v TFPN—ZDAAL vF R— ML TL—FICHERINET, ZOXA TOHERT
I, V—E DAL v F R— 2T 7HAFR—F e LTRETILERHYET, VAaDXy NI—27 FT7
TUvRTVLA VY a—vaidi, V—HDAAL v F "= N T 7 A—=FE LTREINTWAEAIT. X
A v FIZKH LU TEELEH A,

APICVM DA X b—)L
FII

ATy I AaD Web VA bxb, APICISO A A—V A rua—RKLET,
Hips/kofiwarecisoocomidownloadtekasehimPmdfid-28080728Aowid=771628soffwareid=286291 196&aekese=] 08aelind=AVAIL ABL E&aeliiboyce=&aelype=biest

ATwTF2  APIC-EM D ISO A A —VH BT 521X, tangz 7 7 A L EMH L 7,


https://software.cisco.com/download/release.html?mdfid=286208072&flowid=77162&softwareid=286291196&release=1.0&relind=AVAILABLE&rellifecycle=&reltype=latest

cisco Products & Services Support How to Buy Training & Events Partners
Download Software ¥ Download Cart@ M Feedbac
items)

Downloads Home > Products * Cloud and Systems Management > Palicy and Automation Controllers >
Application Policy Infrastructure Controller Enterprise Module (APIC-EM) * APIC-EM Software-1.0

Application Policy Infrastructure Controller Enterprise Module {APIC-EM)

— Release 1.0 Release Notes for 1.0
N
Expand All| Collapse All | File Information Release Date ~ Size
Cisco Application Policy Infrastructure Controller Enterprise Module 16-NCY-2013 3103.52 MB

APIC-Epd-1.0.1 30 tar gz

Add to cart

Fublish |

B rcs
A ; e

(Jv| .. = Computer = Local Disk{C:) = Share = APIC - FCS - &I Search FCS

Organize « g Open v Sharewith = Mew folder
A Favortes Name | Date modified Type
B Desktop s": APIC-EM-1.0.1.30 232015 2:31 PM WinRAR 3l
i# Downloads Shen

& Stlirive Pro ¢

B Extract files...

B Extract Here

L Libraries B Extract to APIC-EM-1,0.1,301
%] Documents Open with. ..

1] Recent Places

-
J Music Share with 4
=/ Pictures Restore previous versions
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From Folder [dat
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ATv74

ATy TH

WDHARL AT 4 X2l — a3 VBRETH LV

* 7 Z 1 OS : Ubuntu Linux 64bit

*CPUZT :6
*RAM : 64 GB
*NIC : 1

* 2 hL—: 500 GB
APIC EM OiH OV R — b B L OEHD Y V—R J— M EERLE

GE)
B

M~ 2Bl L £,

Create New Yirtual Machine

Ready to Complete

Click Finish to start a task that will create the new virtual machine

Wirbual Maching Version: 8

Configuration

Mame and Location
Storage

Yirtkual Machine Version

Guest Operating Svstem

CPUs
Memory

Settings For the new virtual machine:

Marne:
HostCluster:
Datastore:
Guesk 05
CPLs:
Memory:

MICs:

MIC 1 Mebwork:
MIC 1 Type:
SCSI Conkroller:
Create disk:
Disk capacity:

Disk provisioning:

Datastore:
Virtual Device Node:

| Disk mode:

APIC EM
Cisco.cisco.com

datastorel

Ubuntu Linuy (64-bit)

=)

55356 MB

1

W Mebwork,
E1000

L3I Logic Parallel
Mews virtual disk
S00 GB

Thin Pravision
datastorel
SCST (0:0)
Persistent

™ Edit the wirtual machine settings befare completion

/1, Creation of the virtual machine (YM) does not include autamatic installation of the guest operating
system, Install & guest OS5 an the WM after creating the Vi,

e |

Cancel

< Back | Finish I

#

CDDVDIZISO Z~T > M LET, FO%, VMOEREZL A LET,



(¥ APIC EM - Yirtual Machine Properties

Hardware | options | Resources | Virtual Machine Version: &
I~ show Al Devices add.. | Remove |
Hardwars == 5 S s 2 | Summary | ¥ Comnect at power on
gl 65536 MB
MK Memory —Device Type
i crus & e ;
] videocard Video card Cligrt Device -

; 3 Mote: To connect this device, syou must power on the
= VMCIdevice Restricted virtual machine and then dick the Connect COJDYD
© 5CSIcontroller 0 L51 Lagic Parallel button in the toolbar.
2y CD/DVD drive 1 (edited) [datastore1] APIC-... P
& Floppy drive 1 Client Device

% Datastore 150 Fils

I[dakastorel] APIC-EM-1.0,1.30-0.3.  Browse... |

—Mode
& passthrounh IDE (recommended)

) Emulate IDE

— ¥irtual Device Node
(= |IDE (1:0) CO/DVD drive 1 =

Helpl 0K|Cance1|

A

A VAP LEETTEET, VMIIHLEISUTHES LET, 8735, APIC-EMDO T A &2 A
FRIEORIB LTV RO ONFET (F—FR—FE2EHLTANL, BEILET) .



@ APIC EM on cisco.cisco.com

File  Wiew \.I'M_
mip &0 G D D

APIC-EM LICENSE AGREEMENT

Select the "view license agreement" button below and press ENTER to view a copy of the APIC-
EM License Agreement.

Do you accept the APIC-EM License Agreement?

< view license agreement >

<{ decline

accept >>

APIC-EM Configuration Wizard 0.3.0.2035.dev638-g84f8b44
To release cursor, press CTRL + ALT

AT w76  [Create a new APIC-EM cluster] 23R L £,
Uelcone to the APIC-EM Cowfiguration Wizard!?
The wizard will walk you through the steps to configure the APIC-Enterprize Module. Choose
from the options below to specify how you would like to configure this host:
< Create a new APIC-EM cluster >
< Add this host to an existing APIC-EM cluster >
AT

EHIP, *y hU—27 w27 BT = U =A 2 AN LET,



£ cancel >

APIC-EM Configuration Wizard 0.3.0.1054.dev29?-g39c?e5a

To release cursor, press CTRL + ALT

XFw T8  APIC-EM @ SSH/= >V —)L{Z Linux 7 LF ¥y V2 A LET,



STEP #2 LINUX USER SETTINGS

Pazzuword Generation Seed:

fAuto Generated Password:

ATFYT9  APIC-EM D Web 7 7V 7 — g LNCT VB AT AEOICER 7 LTy Va2 AN LET,
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STEP #3 APIC-EM ADMIN USER SETTINGS

Adninistrator Username: =

trator Password: =

Administrator Fassword: =

Passuord Generation Seed:

Auto Generated Password:

ATFYTI0 VEREFITERNENIP —OIP 7 RLAZ AN LET,
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[+ APIC PnP Server on 172.20.224.36 : =13
File Wiew WM

mul> 8B GRS e

STEF #4

< cancel >
APIC-EN Conf iguration Wizard 0.3.0.1@51.1!15029?—2351:?35&

To release cursor, press CTRL + ALT

AFYIN JVLFroy B AALET,
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ATvT12

(< APIC PnP Server on 172.20.224.36 i =1E]

File Wiew WM

mulp 2B Ghe s

STEP #5

APIC-EN Configuration Wizard 0.3.0.1054 .deuZS?-gBBc?eSn

To relzase cursor, press CTRL + ALT

TNV PREDEFIZLET,
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< cancel >
APIC-EM Conf iguration Wizard 0.3.0.1054.dev297-g39c?e5a

To release cursor, press CTRL + ALT

ATw 13 [Proceed] ZiIN L, REZMA L £,

14



PIC PP Server on 172.20.224.36
File Wiew WM

wie &8 G bR P e

The wizard is now ready to apply the configuration on the controller.

Use the [back] button below to verifysmodify controlle settings.

Use the [cancell button to discard your changes and t the wizard.

Use the [save & exit] button to save your ch s and exit the wizard.

Use the [proceed] button to save your changes and proceed with applying them on the
controller.

<< back { cancel > < save & exit > proceed >>

APIC-EM Conf iguration Wizard 0.3.0.1054.dev29?7-g39c?e5a

To release cursor, press CTRL + ALT

ATYT14  APIC-EM 134 VA b—/LZFEITL £ T, 15~305O/MN 000 £9, Zhid,
HTTPS://MGT-IP-ADDRESS: 14141 TOH#ITIRNAEZE=F4F 572D URL ZfiE L £7,
G¥) R—F
14141



Grew 14 of 33 services [remote-ras...]
To monitor the progress of this operation, open a web browser to the following URL:

https://172.20.224.206:14141

av—id, R 4= RFRDOAT—F 2L ERLET,

331: pnp-service
47:18,949 Running [23-331: nbar-policy-programmer-zervice pfr-poli

:54,257 Bumming [26+33]1: file-=service policy-manager-service app
2015-11-24 47:59,304

2015-11-24 00:48:04,355
: 114,448

i Bumning [27-331: visibility-service
i Bumming [£8-33]1: topology-service
i Bumming [£9-331: task-=service
159,821 i Bumming [30-331: apic-em-event-service
0:15.,479 1 Rumming [31-331: apic-em-network-programmer-service
01,522 i Ruming [32-331: apic-em- jboss—e jbca
31,799 i Rumming [33-331: apic-em-inventory-manager-service
131,817 Service re-balancing not required
131,818 i Validating Update Service settings...
i Automatic updates not enabled. Skipping validations
i Configuring Update Service...
i CONFIGURATION SUCCEEDED

00:52:31,818
00:52:31,818
00:52:34,043

'he configuration wizard has completed successfully!?

[o access the APIC-EM Web UI, please point your browser to one of the following URLs:

https: 7172.20.224.206

ATy T LEIOU 71k oT, A VA=A ENTWED, £EEABLTVWAY—EREZE=F TX £7,
A VA =N TRMESNIEHR I LT ooy LV EBERAL a4 LET,

16



% bitps://172.20.224.76:14141/uifindex.html

11|ll§
CISCO

admin

ALV NDOF v aR— KT, EBESNE—ERLEETLTCNDA Y FAT Y FRTRTHEEBETE
RINTWABEE, TAMUERAT I N TEET,
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Wecrapevine

Developer Console 0.3.0.2035.dev638-g84f8b44 | Deployed Services: {;] Running Clients: [E Faulted Clients: |‘E] Waiting Instances: “E‘

: apic-em-event-service v0.9.5.2112

Overview

Running: 1

apic-em-inventory-manager-service v0.9.5.2112

apic-em-jboss-ejbca v0.9.5.2117

Running: 1

apic-em-network-programmer-service v0.9.5.2112

ATYT6 FJENKD LS, BT 7Y r— 9 (V7 : HTTPS://MGT-IP-ADDRESS) (cn2 2714 v L£7
GBMAR—F722L) , T TIMER SN TWA LD LEEIUER I LT Uy V2L ET,

18



DHCP Z 4

DHCP HEHiH A Vv ROBHREIIIR D & B0 T,
CHTLWT A AW DHCP 4— N2 7 7B A TX 5,

*DHCP ¥ —NZ, Y Radxy NI —0 537 7 K VA AT a 43 REREINTWES,

DHCP 7> 3 > 43 %, DHCP H— & U THERET % Cisco /L— & CLI T. KD X 9T E ST CFFOfE THERR
SNFET,

ip dhep pool pnp_device pool DHCP 7 —/V D4 i

network 192.168.1.0 255.255.255.0 74T MIEID Y THENZIP 7 R AD#MH

default-router 192.168.1.1 =R~ T KRL A

option 43 ascii "SA1IN;B2;K4;I<ipAddress>;J80" ¥ APICEM YV — N IZxdTAIPvd 7 KL A, 77 & A
KAV MEZORA 2R SET,

* A7 a A3 OXFINE, SIS AEED Ca—/AE0 T L, ZZICAPICEHIP 7 KL AZMAL £ T,

Access Point

Step 1: E o T’
MNew device |s powered on H l

Step 3:

Device establishes
communication with
APIC-EM controller.

and starts DHCP discovery

DHCP Server

Cisco Network Plug and Play
Step 2 application on APIC-EM
DHCP server responds with
APIC-EM controller IP
address in DHCP option 43

19




DNS £

DHCP 7 4 AANY N, 7ol 2iE, 7 ar BRFEEINTWARNZDIZ, APIC-EM 2> ha—JDIP 7 KL XA
DEFIZRE LTEGE, Y AaDT T 7 T R 7L A10ST—Y = ME, DNSAy 27 7 v 7 HRIZT +—n "y s
LET, DHCP F—NIZL o> TRENTZHR Y hT =7 D RAAL HIZESNWT, 7k Y hOKRA 4 pnpserver % i
FILTAPIC-EM 2> b o — 7 OERES KA A >4 (FQDN) %L ET,
7= & 2 1E. DHCP H— 38 K X A 4% lcustomer.com) %RIFEH, P AaDF53 7 7o R 7L A410S2—Y = b
/X FQDN [pnpserver.customer.com) %HEZE L3, KIZ, ZOFQDNDIP Y RLAEZRFT H7-DIZ, v—h/L r—
A Y—REFERHLET,
DNS HEhgH £ Y~ RORHESRMIFRO LB T,

CHLWTF /A AN DHCP —RZT7 7V B ATE 5

* APIC-EM =2 k= —Z AR A + 44 [pnpserver] THA I D

Step 3:
Device constructs ARPIC=-EM

ACCESS Point controller hostname from domain

name with pnpserver. prefix.

Step 1: ? : "|'|r
Mew device is powered on 2
and staris DHCP discovery %Iii:éstamish&s

communication with APIC-EM
controller (deployed with
hostname pnpserver).

DHCP Server

Cisco Network Plug and Play

Step 2: i L
DHCP server responds AP RcOR ONINEIC:-EM

with device IP, domain
name, and DMNS server
(no custom options).

APPnP T—2xzV NEH

V7 7T U Y —A82D CiscoCAPWAP 7 7 B A RA > FMEPnP DV R — MIHEREIEA A =284 L £97,
T—FFROFH LWAP 22 Y — NSO B EZRIRLET,

*Mar 1 00:00:13.027: $LWAPP-3-CLIENTERRORLOG: Load nvram:/lwapp ap.cfg config failed, trying backup...
*Mar 1 00:00:13.027: $LWAPP-3-CLIENTERRORLOG: Load nvram:/lwapp ap.cfg.bak config failed...

20



*Mar
*Mar

1
1

00:00:15.035: $LINK-6-UPDOWN: Interface GigabitEthernet(O, changed state to up
00:00:15.107: %SYS-5-RESTART: System restarted --

Cisco IOS Software, C3700 Software (AP3G2-RCVKOW8-M), Experimental Version 15.3(20150923:181842) [pkpanda 173]
Copyright (c) 1986-2015 by Cisco Systems, Inc.
Compiled Wed 23-Sep-15 11:21 by pkpanda

*Mar
*Mar
*Mar

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

*Mar
*Mar
*Mar
*Mar
*Mar

*Mar
*Mar
*Mar
*Mar

1
1
1

e e e N e e

el e

[ e

e

00:00:15.107: %SNMP-5-COLDSTART: SNMP agent on host APfc5b.395a.b56c is undergoing a cold start
00:00:15.191: SLWAPP-3-CLIENTERRORLOG: NumOfSlots Mismatch Reinit all Radios config rcb:0 Cfg:2
00:00:15.359: %SSH-5-ENABLED: SSH 2.0 has been enabledlwapp_crypto_init: MIC Present

and Parsed Successfully

00:00:16.151: SLINEPROTO-5-UPDOWN: Line protocol on Interface BVI1l, changed state to up
00:00:20.003: DPAA Initialization Complete

00:00:20.003: %SYS-3-HARIKARI: Process DPAA INIT top-level routine exited

00:00:21.003: SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0O, changed state to up
00:00:23.003: SLINK-6-UPDOWN: Interface BVI1l, changed state to down

00:00:24.003: SLINEPROTO-5-UPDOWN: Line protocol on Interface BVI1l, changed state to down
00:00:27.151: SLINK-6-UPDOWN: Interface BVI1l, changed state to up

00:00:28.151: SLINEPROTO-5-UPDOWN: Line protocol on Interface BVI1, changed state to up
00:00:28.223: %PNPA-DHCP Op-43 Msg: Process state = READY

00:00:28.223: %$PNPA-DHCP Op-43 Msg: OK to process message

00:00:28.223: XML-UPDOWN: PNPA_DHCP_OP43 XML Interface(102) UP. PID=47

00:00:28.223: %PNPA-DHCP Op-43 Msg: pdoon.l.ntf.don=47

00:00:28.223: %DHCP-6-ADDRESS ASSIGN: Interface BVI1l assigned DHCP address 10.10.50.248,

mask 255.255.255.0, hostname APfcb5b.395a.b56¢

00:00:28.223: %PNPA-DHCP Op-43 Msg: pdoop.l.org=[AlD;B2;K4;1192.168.1.123;J80;]

00:00:28.223: %PNPA-DHCP Op-43 Msg: pdgfa.l.inp=[B2;K4;I1192.168.1.123;J80;]

00:00:28.223: %PNPA-DHCP Op-43 Msg: _pdgfa.l.B2.sl12=[ ipv4 ]

00:00:28.223: %PNPA-DHCP Op-43 Msg: pdgfa.l.K4.htp=[ transport http ]

00:00:28.223: %PNPA-DHCP Op-43 Msg: pdgfa.l.Ix.srv.ip.rm=[ 192.168.1.123 ]

00:00:28.223: %PNPA-DHCP Op-43 Msg: pdgfa.l.Jx.srv.rt.rm=[ port 80 ]

00:00:28.223: %PNPA-DHCP Op-43 Msg: pdoop.l.ztp=[pnp-zero-touch] host=[] ipad=[192.168.1.123]

00:00:28.223: %PNPA-DHCP Op-43 Msg: _pors.done=1

00:00:28.223: %PNPA-DHCP Op-43 Msg: pdokp.l.kil=[PNPA DHCP OP43] pid=47 idn=[BVI1]
00:00:28.223: XML-UPDOWN: BVI1 XML Interface (102) SHUTDOWN (101). PID=47
00:00:29.155: %PNPA-DHCP Op-43 Msg: _pdoon.2.ina=[BVI1]

00:00:29.155: %PNPA-DHCP Op-43 Msg: papdo.2.cot=[5A1D;B2;K4;I1192.168.1.123;J80;]
lot=[5A1D;B2;K4;1192.168.1.123;J80;]

00:00:29.155: SPNPA-DHCP Op-43 Msg: Process state = READY

00:00:29.155: %$PNPA-DHCP Op-43 Msg: OK to process message

00:00:29.155: XML-UPDOWN: PNPA DHCP_OP43 XML Interface(102) UP. PID=34
00:00:29.155: %PNPA-DHCP Op-43 Msg: pdoon.2.ntf.don=34

*Mar 1 00:00:34.039: No Config Present.PNP required <— Z FUXFEENFIE L7228 PNP 7' 22 ARG I D Z L %
RLUET,

AP BREDFET 26 (PNP IZBA4A L 72WY)
*Mar 1 00:00:34.043: Config Present.PNP Not required

AP 73

BEINTVAENE I NEHERTAIZIZAP 2 YV — AL TRO A~ REFEITLET,

AP#show capwap client rcb
AdminState :ADMIN ENABLED
:8.2.4.4
NumFilledSlots :2

SwVer

Name

:APfcbb.395a.bb6c
Location
MwarName

:default location
:<— There is no WLC name

MwarMacAddr :££01.0000.0000
MwarHwVer :0.0.0.0<—There is no WLC IP Address

ApMode

:Local

ApSubMode :Not Configured
OperationState :DISCOVERY
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HAED X E FIR

Y4 FOERITOES a0 —4 70—

VAADRy NI T3 T TR TV LSTHIRY A FOFRIZ7r Y a = 7B OGEATEET, HiL

WY A REER T 2E, S R2aDfxy "I —20 P53 T TV R TRBIRLET Ty 74 —LDT 7 EBARAL L |

AT 4 FXalb—Tary Iy, BEITAFSEREIDEER e Y a =07 TEET, UL, A RS
RITHERET D7D DR A i F b L OSRE b L £,

Site Rule
| Proouctio | seriis | Hostneme | wicw | apGrowp | armoss |
|m—cammm RFDOPRITOZS  She-1-AF WLC-1a Sie-1-Group FlexConnect |

PnP Ser\rer

WLC-1a
Site-1-AP
FlexConnact
Site-1-Group

Xy NT—=ZZHA MEFEFTrEY g =0 7T 51003, ROFIRELFETLET,

FIE

ATFYT1 LW A FEERLET,
AT T2 HARNITFALREBIMLET,

YA bERFXTAS LY FOER
PA P EAERT BICIE, RO FIEETLET,
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FIE

AT w71 [Network Plug and Play] > [Projects] % Z&4R L £,

ATv T2 HLOYA FOL4RTEATLET,

ATY T3 [Create] 7 U v 7 LTH LAWY A FEIERLET,

ATy T4 HA PEERLEE, a0 74 X2l —vay T7ANVDT N, AT =T VEBERLET,

alaln APIC - Enterr
@ Heen’ APIC Entel

Dashboard Unplanned Devices Images Configurations Bulk Import
£y Home
ot} "
€% Discovery
Project: Site
' Device Inventory i fy &
g Host Inventory
% Topology =
y Site
- 0
Deploy configurationfimage files from external TFTP sever
¥ Notes
Add Device

TINA ADE
TNA AZBINTHI2E, WOTFNEEZEITLET,

FIE

A7 w1 [Network Plug and Play] > [Sites] Z &R L £,
ATvT2  KOFEHREATILET,

Device Name

TNA R4 (A b T LICEA)

Product ID Kay X A RNNL, T8 ZAORE IDE 54

Serial Number FTNRAAZADV Y TIVEE, FRIEIMACT FLA (T2

A RA  MZORGER)
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alualie APIC - Enterprise Module

CISCO

Dashboard Unplanned Devices Images Confij

Project: My Site

Deploy configuration/image files from external TFTP sever

AIR-CAP3702i-A-K9 FTX175173CR)| |LU Add Device

@ Filter

ATvF3 [AddDevice]l 7 U 27 LT, T34 A&BMLET,

ATYT4  HLWRTEZT A A _J_Hﬁ“éin )X MPLEEFOREEBHAFATEET,
AT 4 Fal— gy T AL, IROSODT 4 — IV ERNEGENET (FF7 A4~V WLCIP 7 1 —
IV RDOBMIET 4 —IV RTT, ?‘«T@74~1»% L, RCFEDLFREBIENEREA)

apGroup APV —7 ({LE, ERSNIZEE, APIZZO 7 L—

TIRESNET, ZAOLEIL. APIZT 74/ bO
AP 7 NV—T7ICRE SN ET)

primaryWIcIP 77A4~U WLCDIPT KL A (WHTZ 4 —/L K)

primaryWlcName 774~ WLC 4R ((LE)

secondaryWIcIP v H XY WLCIP 7 RL A ({TE)

secondaryWlcName Yt # Y WLC 45T (EE)

tertiary WicIP H— % WLCIP 7 RL A ({£E)

tertiaryWlcName X — % U WLC O4HT (EE)
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apMode APE—F ({E&, Tm—H| F£721% lMlexconnect] )

A—AIE—FROAPHKET XA N 774 LD

{"apGroup" :"BldgA-local", "primaryWlcIP":"10.10.80.5", "primaryWlcName" :"5508~
1", "secondaryWlcIP":"10.10.80.6","secondaryWlcName":"5508~
2", "tertiaryWlcIP":"10.10.10.7", "tertiaryWlcName":"8500-1", "apMode":"local"}

FlexConnect E— KD AP RET XA k 7 7 A LD

{"apGroup":"BldgA-local", "primaryWlcIP":"10.10.80.5", "primaryWlcName":"5508~
1", "secondaryWlcIP":"10.10.80.6","secondaryWlcName":"5508~
2", "tertiaryWlcIP":"10.10.10.7", "tertiaryWlcName":"8500-1", "apMode":" flexconnect"}

WEBT A —IVRIEPTEHER LI APERET XA N 774006 (FF 4~V WLC IP)

{"primaryWlcIP":"10.10.10.7"}

G¥) a7 4 Xalb—ray TrAME T 7 A MEETD fjson DT XA MERITT D MBS
BVET, MERILT 4 F2b—Tar T4 NVEREL, *json & LTIRIFLET,
ZOWEEIIary 7 4 FXalb—vary Iy ANVERT Y TR Ry 7T52 8 TEET,

My Site

Deploy configuration/image files from external TFTP sever

@ Notes
&
@ Filter 6‘%‘“
Device Name Product ID Serial Number/MAC Address Config Bootstrap
APl AIR-CAPITOZI-AKD  FTXIT51T3CR o
w B Displaying 110 1 of 1 device

aAVIJ74FalL—2ar Ir7AILOTyTO—FK

IOFTvarT, a—hhwirnbarZ 4 Xal—yvary Iy A NET v 7a— KL, *json JLIET DT X A
MERXDZEHFR— N LET,

AT A X2l —Taly TrANET v 7 r— N 5103, ROFIELZETLET,
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FIE

AT w71 [Network Plug and Play] > [Configuration] % &R L £,
RATFwF2 [Upload] 227 Vw27 L, av74FXal—vay 77 A NVERELESNE2BLES, a7 1 Fa
L—aly 7y ANEREIRL, Open)| 27 Uy 7 LCT77ANET v 7 r—RLET,
@ il APIC - Enterprise Module
Dashboard Projects Unplanned Devices Images
i Home
© e
£ Device Inventory OFilter
L] Hostinventory
:‘; Topology Name
Lre 1Y
*  Network Plug and Play L © Displayir
ATYFT3 TyFe—REniar74Xal—rar 77 A VONFERRTDHICE, a7 4 Fal—vay
TrANEI )y LET, ZhiE, BRLEZZ7 7ANVORNEERRLET,
ATvT4 FTARAATHEAEINDIay 74 Fal—Tary Ty ANVEHIBRTEERA, VA INBar 7 X
L—yay 77 ANVERIRTDIZE, a7 4 F=2b—ray 77y AVERIL, [Deletel 27V v 7
LE7,
a) TNAARFO T 4 Fab—varEEATLICE, VA ML ary 7 Fal—var 7y
ANEBRLET, a7 Falb—ar 7703, SR ik 27y 7r—RTEET,
b) FAL RTH LVRELHEAT 5103, = Ncar T Fal—Tar TrAAET vy S E—R
L. 0%, VAL ar74Xal—vary 77 A VEBRTIMNERS Y £, £720%, B
WD X HIZ, [Config) 7 4 —/V RIZHI LW 7 A NVEI ) v 7 LTRI v I TEET,
TINA ADEE

YA FEER L%, VE— R VA T RrEY =0 Tav A5G TEET, oA R EAL A M—L L, &
Br—T7 Va8 (£721XPoE #fH) #24ENHV T, T A ZADOEREA L, YRAaDTIF7 T TR T
LA ==V b EFEHALT, TXAAEZHEL, TXARAZT = AN Ty T ar7 o Xalb—ara2ifELE

va—o
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A

GE) DHCP F 7213 DNS 73 H#1A9IZ Cisco APIC-EM Z #2720 % v hU—7 TREINLTW
LYa. T R BEAEANT L X2, BEIRYIZ CiscoAPIC-EM Z g L, 7~ ToD

AU m— RTEET,

TN ADIEHE

T34 A1, Cisco APIC-EM T/ R BV 3 = 7 F DRI, 7 /3 AW — NZ#Hfi T 5 Call Home Agent HRE % fi H
45 & &, F721% Cisco APIC-EM BEEFEDREICT NAA ADR—F LN E ZITIELL L THWARWNWT AL R U X MIB

MmEnET,
TAA 2% ST DI2F. ROFIEEFEITLET,

FIE

AT w71 [Network Plug and Play] > [Unplanned Devices] %R L £,

RATYT2  VAIDBLT AL AEERLT, ar 74 Falb—var 7y A NVEBEMTET,

ATYT3  URAIOOEGFORELHFEANRT L0, EFFHREELT A ATHEAT L2 N TEET,

tluth+ APIC - Enterprise Module

©®

f Home

£} Discovery

£ Device Inventory @Filter

Ll Hostinventory

:‘_v Topology Name

BT wan

@ Path Trace
= Network Plug and Play .

AP THAR— F SNRVNE -
* i
* T NA RFERRE

ATY T4 [Claim] %7V v 7 LTCT A A A&ZE4LLET,
ATFYTS  FNAR VIRV w7 LT, TAAAEREFRLET,

Dashboard Projects Unplanned Devices Images

Displayir
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Claim ” Ignore ]I Delete

FTX1851R435
DFilter
i Device Info
Serial Number
Serial Number FTX1851R435
ETX18517R435 [ AGECFOIFESCHE ﬂ Device Name APalec.fafe.dcEs
Product ID AIR-CAP3TO2I-A-K9
Last Contact Time 2015-10-11 21:32:27.000558
Image Version 15.3{20150814:071418) Cannot determine version suppert
Certificate Info
Type Unsupported
Status Unsupported
Timestamp 2015-10-11 21:31:26
History Info

—FEAR— DA FELUVTNAR
A R MR A LT, VA PBEUT A AOBIEEGT CSV 7 7 A kA VR — FTEET,

NR@NHNH& MMWMTM She-2-AP Sae-2-Canfg

B3 AIR-CAPITOR-A- REEQZPITONG Site-J-AF

Sie-3-Corfig

San-2-Config Wid-da Site-2-Grows AP-Gite-2

/PHP SEN E—— WL ShedOrowp  AP-Baed

el

WLC-2a
AP Name: Site-2-AP
AP Mode: Local

S m e ——————————————

AP Group: Site-2-Group 5 Site-3-Group

YA FBIPT 0V a =0 T ENET AL ZAD A U R— FEFATT DT, ROFIEZFATLET,
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FIE

AT 1 [Network Plug and Play] > [Bulk Import] % Z&4R L £,

ATv T2 [sample] %7 Vw7 LTH U TN Ty A vEFyra— KL, 4 hBXOT o Ya=vrEniT
N A FWwAE BN L ET,

* Site Name

VU TNAEEELIIMACT RLA

* T A 24 (AP-NAME)

* ®ELID (] : AIR-CAP3702I-A-K9)

cay T4 Fal—alg (TTRI—ANCT vy 7m— RSN TWELTHFA LN 77 A1)

car T 4Xal—yvaly Ty AR IR WVESITE, A VR — NIRRT A2 LR
LTL7Z&EW,

Import Task status

LR Dastayieg st 00 g sk

11 Project Name® Thp serve adress Thp server Path Seral Number/Mae Adéress(AP only) Device Name®  Product 10° Confg Name Boctstrap _ Image Name Device Cerl SUD1 Required
12 example_sae.1 0000 /
rociseszan example_swich  W5.C1960C domo  dems  demo ase s
1 ARATLIXGMX eampie_racter IS Gmo  ewms  cemo U Ause
15 examgie_sae 2 0000 i
® BaB2222040N eampie_swich 2 WSCHEO-2C  dema  dems  dema asE s
17 examgle_ste 3 0000 ‘
u Eample 3o 1 gemojson e |

ATwTF3  [lmport] 27 Vw7 LTERL, W77 A MCEEN L £7,
ATvT4  TrANERIRL, [Open] 227 U w7 LTCCSV 77 A VA R—bFLET,
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btk T - Erbermries Madils
icn APIC - Enterprise Module

Hy:PNF_EuIdmpoﬂmam nmmmm

X impart || & Export |[ £ sample

tory Impon Task status

5 Date User Filename Slatus Site Added Sile Failed Site Skipped Device Added

* 20 5030 16:33 admin MyPHP_Bulkimpart.osy Completed H ] [} 1

ATYTS TS AERET T AR— T DT, [Export] 27 Vv 7 LET, T8 AEFRIT CVS BT =
R—=hENFET, T A RT—=FRAESHT 51205, ZoFEREFEHLET,

Dashboad Sites Unplarned Dirices Imnages Configurations Bl Impesrt
 miepon | [ dbgert | [ sl | [ ometan
Impon Task stalus
Date User Filenanme Status Site Adced Site: Falled Site Skipped Diwvice Mdded Davice Failed Device Skipped Heport

W2 1 a0min WP PRl pon o5 CRmgenRy & ] o 1 o 1

B report_2015-09-20 16-49_MyPnPBulkimport.csv

Data Roview

Formulas

- X cut CalbriBody) +| 12 <] As As = _] &~ St Wrap Taxt General N 7
o = Copy * : 2 p
ey | LT [ (R ShAL I===]ee= Meega & Center $ 7% 0| %8| % oo
Al v S

A B C D E F G H I 1 K L M N

1
2 Clsco Systems Inc - APIC-EM - Plug And Play - Import/Export

3 #72015-09-29 2349

4 # Comment starts with #,

5 & Comrment and Blank line will be grored

6 # I the site already exists na update on the site

7 #ifthe device already exists no update on the device, Otherwise the device will be oreated,
8  # Mandateey fiekls are marked with *

9 & lnagc Bonmrap andmﬁgunlinn Files must be uplﬂaﬂed inadvance

L]

11 Site Name® Thp server a Tp server P Serial Numnbd Device Name Product ID® Config Mame Bootstrap  Image Name Device Certl Imgort Result
12 Site A Added

13 FTX183674D SiteA-AP1  AJR-CAPI70Z siteh_config.tet FALSE | Added

14 Site B Added

15 FTX175173CISiteB-AP1  AIR-CAP3702 siteB-config.ua FALSE | Already exists
16

«SE S

DRADXRY NI —=D TSHTTFUORTLADRS TN a—TF429

RAADRy NT—0 T3 T TR A1E, FTRAADE=ZLZ Y T NI TN a—T 4 T DDITRD v
TNy a—T 4 U TIEREREE L F 3,

SRADFY NI—D TS5 F7UoR TULADAT—R ADIESR

APIC I%, AP @ join 35 LW join ERNZ, RET R EAZN L TEID Y THIZ WLCIZAP ZR—U 7 LET, =
UL, AT —FRACEKRTEET, WOFIEEZFATLET,
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FIE

&

ATvT2

ATvT3

[Network Plug and Play] Z3®&R L, Ku v 7 X v U A K5 [Project] Z IR L 77,

aliar]ue
cisco

APIC - Enterprise Module

Dashboard Unplanned Devices Images Configurations Bulk Import

£} Discovery /
Project: Eldglf--}'na:i “ Create

B oovice Inventory

Blagl4-1
B Host Inventery Bldgld-2
s Topology [Biduld-’q.mac % 1
by e Bldg1d-4 Jg14-2-mac
B Path Trace Deploy configuration/image files from external TFTP sever
e S
—
RAT—R R Y7 (] : Provisioned) #7 U v/ LET,
Image  Device Certificate SUDI Reguired Last Contact Time
< 2015-11-24 00:09:46
& 2015-11-24 00:09:28

ZoulEFRRL, YRAaDTIT T T RTILADARY NS LTI T V3 a v B ETTAHT
ENTEET,
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FTX1642R0BY

History Info

Timestamp Event

AP has successfully joined the contraller.
2015-11-24 00:10:57 AP Mame : AP3B00-131-2019-mac; Software Version : 8.2.1.91; AP Join
State : IMAGE; Controller Mame : 5508-1; Controller IP : 10.10.80.5

AP is in the process of discovering the controller.
2015-11-24 00:09:51 AP Mame : AP3600-131-2019-mac; Software Version : 8.2.1.91; AP Join
State : DISCOVERY; Controller Mame : ; Controller IP : null

2015-11-24 00:09:46 AP configuration complete: confile file pushed successiully
2015-11-24 00:09:41 Hostname configured successiully
2015-11-24 00:09:40 Matched a pre-provisioned rule in site Bldg14-3-mac

FyoaR—RKNoDAT—% ZDHEE

FIE

&
ATy T2

ATvT3

32

[Network Plug and Play] > [Dashboard] % &R L ¥ 4,

F¥— FORIZH DY > 7 DWFidy (Pending, Provisioned, Errors 72 &) %2 U v 7 LT, B#ET 5
TuY 7 FOAP DY A NERFRLET,

TaY el RO a—¢ AP RFERIND AP Foid 7 ey =7 bondhnze s Vv s LET,



Home

Discovery
Device Inventory
Hast Inventory
Topology

IWAN

Path Trace

1@ rnomao ©

Metwork Plug and Play

XTFv T4 PaP FrEAD

Device Name

Projects Unplanned Devices Images Configurations Bulk Import

l.ﬂP?‘TﬁHEﬁ
AP600-110-2027
AP3EI0-131-2022
F; 131-2018
P 131 1
\P: 131
AP3T00-110-2011-mac
P 109-2020

Devices in Projects: 58

/I pengrs §52

| Provisiored

Devices in Projects
Serial Number/Mac Address

FCW1ISOSNPTE
FGL1B3AZO0C
FTX1B42GFZ
FTX1842G.G2
FTX16425.083
FTX1642R080
FTX1750730U

FGL1634Z00L

HMAERTRTORT—F AV ET Y T LET,

Unplanned Devices: 0
-
State Project
Pending Bldgid-1
Pending Bldgid-1
Pending Bldg4-t
Pending 14-1
Pending Bldgtd-1
Fending Bldgid-1
Pending Bidgla-1
Pending Bidgid-2

o devices

Deploy configuration/image files from external TFTP sever

© Notes

2 Edit Reset

© Filter

Device Name

AP2700-110-2028

AP2600-110-2027

AP3600-131-2022

AP3600-131-2018

Product ID

AIR-APZT02E-UXKS

AIR-CAP2B02E-AKY

AIR-CAP3802E-AKY

AIR-CAP3B02E-AKY

Project: Bldgla-1

Serial Number/MAC Address

FCW1903NPTE

FGL1634700C

FTX1642GJFZ

FIX16426JG2

Come oo [ o |

Bldgl4-1
Config Bootstrap Image  Device Certificate
configsson 2 B
configjson o
configdjson =
confighson @
o =

SUDI Required

Last Contact Time

Status

Pending

Pending

Pending

Bending
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