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cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY

Wireless ATF Monitor Mode Configuration

w Access Points

All APs
« Radios AP Name None B
B802.11a/nfac
802.11b/g/n None |+
Dual-Band Radios AP Group Name

Global Configuration

Network
b Advanced
“e’h’ Radio T
adio e
v ATF i
802.11 802.11b
| Monitor Configuration 5
oo
Configuration
ATF Statistics
Mode
RF Profiles
FlexConnect Enable Disable
Groups _I 4
FlexConnect ACLs

FlexConnect VLAN

Templates
Delete Radio Slot |
OEAP ACLs
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Corp-AP-1
i Corp-AP-2
AP Group Name - o~
Network
Radio Type
~ B02.11a | B802.11b
Mode

Config Level AP Name Radio Slots
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O AP Name Corp-AP-1 [  Corp-AP-1 I
AP Group Name 'Nere
Network

Radio Type

802.11a @ 802.11b
Mode

Enable Ml
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Config Level AP Name Radio Slots
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ATF Monitor Mode Configuration

~ AP Name None
o g Group Name More \

~ Network
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AP Name None
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Network

Radio Type

802.11a 802.11b

Enable | Disable |

Delete Radio Slot |

Config Level AP Group Name Radio Slots

REH%. T=H U U ITRADRGEFTOREL L, APABLIOER Ay b (XOw k01X 802.11b £
], 28y +11X802.11a &) BNERINET,
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Network
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802.11a  802.11b
Mode
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Delete Radio Siot |

Config Level AP Group Name Radio Slots

Per AP Group Conf-Room-1 01
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ATF Monitor Mode Configuration

" AP Name None
AP Group Name MNore
© Network 802.11a Disable

802.11b Disable \

ATFvT2  802.1la £7-1%802.11b £/-IZF DM ITD T VF Ry 7 A% A NCTHZ LIk > TEBEA T ER
L. [Mode] 7> 2 > ® F® [Enable] %7 U v 7 LEJ,
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AP Name None B
AP Group Name None B
o Network 802.11a Disable

802.11b Disable

Radio Type / (
@ s02.11a @ B802.11b

Mode

ATF Ry hT =7 DOF=H Y TR

RESND &, KO RAT —H 23 [Disable] > & [Monitor] IZZ5 3 -
722NN ET,

ATF Monitor Mode Configuration

AP Name None %]

AP Group Name "Nore B

Network 802.11a Monitor
B802.11b Monitor

ATF fREHIEERDE=2 ) T

FIE

ATYT1  WLC AA v A==—/nb ATF #iHE# & £~ 3 5121k, [WIRELESS] > [ATF] > [ATF Statistics] {2 &)
LET,
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CIsSCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MA
Wireless ATF Statistics
i :ﬁ?;‘ it AP Name None
+ Radios 1 Displayed Airtime statistics are within the period of Measurement Interval

BOZ.11a/nfac
B02.11b/g/n

Dual-Band Radios
Global Configuration

» Advanced

Policy Configuration
Monitor Configuration
Enforcement SSID

O Ir io

ATF Statistics

[APName] Ky 7*Z7 UR 0D AP Z38IRL £,

ATF Statistics

AP Name

1 Displayed Airtime statistic COE" P':::'L sasurement Interval
rp-AP-

ATF B HIZ. RO 2 SDOEO FICEREINET,

* RNEEE

* RAEfE
BIMHE X, BIERINRE & BN O BRI IC X > CATF#EHERICEE L ES, 574+ M T, JE
RIREA 180 ISR ESINET, 2Tk V. AP TO0~65535 O#FPHTRETE £,

—F, BERMEOFIE (%abs) | FXTEZREERE OIS (Y%rel) | I VBEALCHEM S 58E
B (ms) 2392 802.11a & 802.11b AR O 5 1Z%f LT WLAN Z &2 ATF fatE# 2 FRTE £
‘j_o

* BEHFRE] (%abs) : SSID Z &Ml &N 5 @ISR AL O
* FEFA 70 M E M (%rel) @ SSID = & 2 &L A HE & A
SN DBERM (ms) : SSID Z &I S DA EEERM

BRMEE, ERNE TR SN EIF O ATF $EaHE#) T,
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ATF Statistics
AP Mama CorpraP-1 il Clear Stats BOZ.110 nw,/

P02.118 HosRoe
Instantaneous Values
HMeasuremant Intarval & g e ’

Instantanacus Radic UBtme  onn 00 0 yop oo

BOL11b: 176 sec

Slot Type Wian Td({Name) AlrTime(%habs) AlrTime{%rel)  AlrTime Used{ms) Sent (KBytes] Sent (Frames) Dropped (KBytes) Dropped {Frames)
] B2 1 (Corp-Empliyes) o ] L L] a O ]
L] 021k 2 [Carp-Guest) o L] L L] a ] L]
o BO2.11B RadioTecal L o L a a o o
1 BO2.11a 1 {Corp-Emplayes) ] 51 kel 159 364 ] ]
1 BO2.11a 2 (Carp-Guest) ] ] 3 1 2 ] 1]
I BO2.11a RadioToeal ] 100 B4 150 e o ]
Accumulatad Values
Cumulative Radic Uptime. .0, 4177 sec
BOZ.11b: 4177 sec
Slot Type Wian Td{Name) AlrThme{%abs)  AlrTime{%rel)  AlrTime Used Sent (KEytes) Sent (Frames) Oropped (KBytes) Dropped (Frames)
1] BOZ.110 1 {Corp-Emplayes) o o 0, 00:00:00.0 -] L] o o
] B02.11b 2 (Corp-Guest) o 180 0 d, 00000:00.0 L] S0 -] ]
] 802116 RadicTotal L] 180 0, 00:00:00.0 & S0 -] ]
] BO2.118 1 [Carp-Empliyes) L] L] 0, 00:00:01,1 4923 9234 ] L]
¥ 02,118 2 [Carp-Gusst) i3 td) 0a,01:11:34. 794 4103786 4294966031 L] L]
u BO2.1la RadioTecal o3 oo 09,00:11:36 84 4197309 ToER o o

I Dispiayed Artime SERUSICS ane mithin e penod of Mersurement interea

ATF E=% E— FOEMIL

FIE

ATYF1  ATF£=% Y 7 &8+ 521X, [WIRELESS] > [ATF] > [Monitor Configuration] (2% L %9,

ATvT2  EO—PRLUENIAEDNI /> TWZE LThH, Rary 7 Xy A=a—hb AP DRI, AP ¥ )L—
TERY MT—DDOFT v a v @R LET, 2 —FREHCT TR I A TERIL | [Disable] & 7
Vw7 LET,
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ATvT3

ATF Monitor Mode Configuration

AP Name None

' AP Ggoup Name N°m®
etwork 802.11a Monitor
802.11b Monitor
Radio Type /

802.11a @ 802.11b

 Delete Radio Slot

ATF Z 8025720 Ry 77 v 7 TIOK] 227 Y v 7 LET,

ATF Monitor Mode Configuration

AP Name Nons B 1
AP Group Name Nerme J

© Network 802.11a Monitor
802.11b Monitor

Radio Type

B s8o02.11a @ 802.11b

Mode

_Enable | Disable |

The page at https://10.10.20.2 says:

Are you sure you want to disable Monitor mode for
selected entity?

Cancel

13



ATF Monitor Mode Configuration

AP Name None B

None E

© Network B802.11a Disable
802.11b Disable

AP Group Name

Radio Type

802.11a 802.11b

Mode

Enable | Disable |

ATFERARY >— E—F

BWERMOBEAIIRESINTZRY —IZE SN TWET, ATFRY >—iF, Xy N —=Z 3L T —H2 X -

THRESNET,

WERMIT, RONRTA—=ZTEHATEET,
*WLAN & WLC D% v U —27 N TEHE S A7z AP 97X T
* AP 7 L— T HfL
* [l % & AP

WLAN = & OEZE SR - #o WLAN THEH SN2 @ERMITA Y O — O ERIR £ TRl S hvE 4
WLAN & OA T a oA : fihod SSID 75 ORMFHOBER R 2 LEG L+

ATF DR EFIBE

R —DER
ATF ZRET DI20E, T ATF R Y —%1EkT 50, RETHILENH Y £,

FIE

AT 71 [WIRELESS] > [ATF] > [Policy Configuration] \Z#8) L £ 9,
RATYT2  FIFNLEOKRY =310 T, 2—=F[E5~100 DV =A FEF DY TLHLERSH D £,
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ATvT3

ATvT4

Wireless

w Access Points
All APs
« Radios
802.11a/nfac
802.11b/g/n
Dual-Band Radios
Global Configuration

» Advanced

Enforcement SSID
Configuration
ATF Statistics

MONITOR WILANs CONTROLLER

ATF Policy Configuration

1d Name

0 Default

Entries 1-1o0of 1

iD Name
0 Default

WIRELESS

SECURITY

Weight

10

Weight

10

a—HPFHHORY O —ZERT DI, RV —IDE2 Ry 7E 7 A=a—n04RIRL T, 40l

LU =A FEEFDY

T A M, 2—FRRY —I2H Y YT AHBERM OB TT,

TET,

[Create] # 7 V v 7 LET,

ATF Policy Configuration

| 1d Name

1 B atrs0

Weight /

80 Create |

Entries 1-10f1

D Name
0 Default

Weight
10

BITIE, LB atf-80 38 LN atf-20 DEIDORY o —I27 = A b 80 BL 20 THFNFI/ER L TV FE

j‘o

ATF Policy Configuration

Modify |

1d Name Weight
2 B ar20 20 create |
Entries 1 -3 of 3
1D Name Weight
a Default 10
1 atf-80 80
¥ 4 atf-20 20
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SSID TORY L —DEA
A

GE) BN, RY —OEHZEANT H WLAN 22 L ET,

RY —OBER., =—FL, FFED WLAN £7201X AP 7 — 7 2L OF_TO WLAN £7213# 4% D AP IZHR Y o —
A TEFET,

FIE

ATy 1 WLC A A > A== —@ [WIRELESS] > [ATF] > [Enforcement SSID Configuration] {Z#&#) L £ 7,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY
Wireless ATF Enforcement SSID Configuration
w Access Points

All APs AP Name None B

» Radios

802.11a/nfac
802.11bfg/n AP Group Name None B
Dual-Band Radios

Global Configuration Network

» Advanced

Mesh

’ Radio Type
v ATF yp

Policy Cunﬁguratiurl 802.11a 802.11b

Moniter Configuration

Enforcement Type

© optimized Strict

RF Profiles

FlexConnect
Groups Mode
FlexConnect ACLs

FlexConnect VLAN |
Templates Enable Disable |

OEAP ACLs
Network Lists
orHs Policy Enforcement
» 802.11a/nfac
} 802.11b/g/n WLAN Id None SSID Name

» Media Stream Policy Id  None Policy Name

Application

» Visibility And
Cousticl _Add | Remove |

ATYvT2 Fy U7 ETHERETDICE, RTA—FOEBEIA T, BRA2A TEERLET ([Optimized] £ 7=
I [Strict] DWW NN ERIRTE 9, 77 4/L b TlL, [Optimized] 28ZR SN TWET)
ATw 73  [Mode] T[Enable] %7V v 7 L¥7,
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ATF Enforcement SSID Configuration

AP Name None
AP Group Name None E
© Network 802.11a Disable

802.11b Disable

Radio Type
Enforcement Type
[-] m Strict

Mode

WHTHE, WebX—Z, AU —OEHZERET DA1IC, WLANID Z N T DL IRy 7T v

TEENFIRENE T, [OK]E2 27 Y v 7 LET, WLAN BNEZOEAIL, @wHINET,

The page at https://10.10.20.2 says:
- Make sure selected WLAN Id is disabled before doing
4 Policy Enforcement configuration

—_—

RN —OWMITER TERRS N, S OITRELAAEZ TERRSNET,

ATF Enforcement SSID Configuration

AP Name None B
AP Group Name None B
’0 Netwark 802.11a Enforce-Policy Optimization Enable
B802.11b_Enforce-Poli Optimization Enable
Radio Type
B02.11a 802.11b

Enforcement Type

© Optimized Strict

B ) > — 2 AT HITIE, A X A 7T [Strict] A7 v 3 VEARIRLET,

[Strict] 773 2 3> WLAN (SSID) ZRiOEAfFIF SNt D A e v FOFEFFATLEE A,
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ATF Enforcement SSID Configuration

AP Name None 2]
AP Group Name None ™
© Network B802.11a Enforce-Policy
802.11b Enforce-Policy
Radio Type

802.11a B02.11b
Enforcement Type

Optimized @ Strict

ATFRENME T LIEH, ATEFAEHA SN/ WLAN 28I LET, 7947 b2
AT oD &, 2—Pix, TATF#REHEBROE=A2Y Y] B/ a o THRIRLEZ LI 1T, A

Optimization Disable
Optimization Disable

HERHE H~— 2712 ATF #EaH fﬁ?&%i‘%rf EXES

a—HL, H72DH ATFARY 2—& 250D WLAN Z3%E L C ATF 83 2 ET A M2 FATT5H2 &

bTEET,

BT, 22D ATF R >— (U= F80 LU= A F20) ZRELEL,

1 BESNTET A F80DATF AR > —%FFDOSSIDICTA VLA T TA4T > ML
www.speedtest.net/Z 31795 Z L IZ L > TZ D WLAN

“0 DOWNLOAD SPEED @ ,--. UPLOAD SPEED

85.87 wbes

& 53.01 ups

SHARE THIS RESULT

2 0ICHREENTZATF AR Y > —%EDSSID LRILUAYL R T4 T FEFREL T, D WLAN
D ATF OB ZERHLE LTZ, FUra—RFMIDARAEY— KT A M X7 3 —< U ANKIEIIKETT 5
TEEMERLE L, TAMERIZ, BERMOT AT T 4, TWREDZDIZER 2 AHE

NV ET,

0 DOWMLOAD SPEED @

22.29 wbps

SHARE THIS RESULT

UPLOAD SPEED

D 20.48 s

U6 D WLAN (2

W29 5 ATF OSSR AR L E LTz,


http://www.speedtest.net/
http://www.speedtest.net/

Air Time Fairness : Client Fair Sharing (ATF: 7 = —X 2)

HREDEREAR
JIAT v hDOZUHA MV AL kT LD ATF Client Fair Sharing 2382 V U —ATHEAINET, 7 T4 T FOAF
7R AEFIZ L 5T, SSIDIWLANWD 7 F A 7 2 b 3SR O A Il O ffi SIS W TH BRI EN D L9 LET,

=

BIETIE, 8.1MR2, MR3 U U —2D— & LT, SSIDN—ZDBERMT 214 ML AL MM ThivEd, 7277 L.
SSID ~X— Z ® Airtime Fairness ClZ, SSIDIND 7 T A 7 >k DNMERROHIE O 2R %4 5 U CTWEICALEET 5 720 D
BRAERH Y FH A, B—F130 D7 747 2 FRELT SSID N7 A4 7 > M2k LT Wi-Fi =27 A =
ADEREE 9 Z LIZ X 5 TSSID/WLANIZE Y M THINTW D e /2ilfG R O HZ2 KT T 2-EN Y 27 3 b
nE9,

ATF 7 2—X'1 (Client Fair Sharing 7 L)

Total Air Quality Wi-Fi Interference
(% usable time)

per AP Wi-Fi traffic ———
v aggregrate (or individual) —_—

Data Frames Management Frames

Bt i ) Beacons (down)
(dewn| Probe Responses {upidown
Zeio, one, Mmultiphs retries, abandonsed, dropped o :

Data [up)
Digcarded, armor, duplicate

} Total airtime {(data) ok Total airtime (mgmt) Total airtime (ct) _____
SSID #1 ssiD#2 | ssiD#3 |

X% jon Y% 2% ion

X =A+B+C+D
Client #1 Client #2 Client #3 Client #4
A% allocation B% allocation C% allocation D% |

ZOMBEEERET D702, 82 U U —AD%K ATF AR U > —{Zid, RNV =T 5D 7 T4 7 2 FElD Client
FairSharing % 4> /47358 LA T a v iddb 3, 2O+ 7 v a v, U4 YL ALAN 2> b a—F CYERR
WIATL T, RV —%EHFTHENTEES, DAX~—IL, ZOF T arF3EEHEMH LT, SSID IZH
BT BND 7 T4 7T v MEOWBERMOANERIEF 2R TE 3, wRT Lo, SSID i sns 2 Z
AT 2 MTRTHE ClEREEBREG L £,

ATF 7 £—X 2 (Client Fair Sharing % Y))
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Total Air Quality Wi-Fi Interference

Crusrbilimel o o e e e e

per AP Wi-Fi traffic h s
aggregrate (or individual) —

Data Frames Management Frames

Beacons {down)

Data (down) s Coe
Zarn, ona, mulliple retkes, abandoned, dropped . esponses (upidown)

Data {up)
Discarded, emor, duplicate
|
[ Total aitime (data) Total airtime (mgmt) _'E:‘l.al airtime {cirl) .
e e o o cmal s i i i e s e o i ki il st i
SSID# SSID #2 SSID #3
e [Y2% allocati sllocath

T

X = A+tA+A+A

Client #1 | Client #2 [ Client #3 Client #4

A% allocation Alh allocation A% all 1 Al

ATF 5% DEEE
FI

ATy F1 FF, arbe—7 EOWLAN % E L £7,

AT9FT2 ATFRY V—%FEL T, ATF N WLAN IZZNHDORY U —&2FH Y Tohnd Loz LET,

ATv T3 WLAN ZHNC LI ATFIZZ 74 7 > b &84 L. YouTube X° www.speedtestnet 72 ED AT 7 A k
V=27 7V r—variEHLT, VAN —AT—H T 7472k LTHERAD ATF R
Uo—t Uz FEFERALTAL—Ty hONRT 3 —~ AEEHLET,

ATF7x—X2NHF

FIE

2 5 WLAN, PODX-atf20 ¥ & O PODX-atf80 Z{Ef L7zt v v 7 v 7D =2 b u—F (2 WLAN Z1/ER L £7,

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK

WLANs WLANs
~ WLANs Current Filber: Mone [Change Fitter] [Clear Filter] Create New B G |
WLANS ...
b Advanced
WLAN ID Type Profile Name WLAN ssT0 Admin Status Security Policles

3 WLAN EODE-dutlx PODE-dot e Enablag [ a
2 WLAN PODS-atf20 PODS-atf20 Disabled [WPAZ][Auth(PSK]] [~}
3 WLAN PODA-at80 PODE-atf80 Disabled [WRAZ][Auth(PSK]] -]
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www.speedtest.net

ATF Client Fair Sharing 7R ') & — D {ERL

FIE

ATw 1 [WIRELESS]>[ATF] ® = h m—Z GUI C, [Policy Configuration] Z#7 U v 7 LT, ID DABIZHZE L
iﬁ‘o
ID D4R, FEWVLTWARNCLET, ZOFITIE, 20 & 80 ZNZEND T = A k% atf20 3 L U atf80
EWVWOABNCERELET,

AT w2  [Client Fair Sharing] = v 7 R 7 A% 412 L, [Create] 7V v 27 LT, 220K Y > —%/EKLE

7,
=P, FI T, 20B8L080 AT D, ROFIZHLEHED ATFHRY > —D A hEEID YT
HZENTEET,

* ATF 7R U v — 1 O34 : 1d=1 Name=atf20 weight=20

* ATF 7R U v — 2 O34 : 1d=2 Name=atf80 weight=80

cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS

Wireless ATF Policy Configuration

w Access Points
All APs
w Radios 1d lﬁam&
B02.11a/n/ac .

802.11b/g/n (1 %) atfz0 20
Dual-Band Radios
Global Configuration

» Advanced

Weight Client Fair Sharing

-

Mesh Entries 1-1of 1
* ATF

Policy Configuration | ID Name

Monitor Configuration

Enforcement SSID o Default 10

Configuration

ATF Statistics

Weight Client Fair sharing
Disabled

RY—DPRESNET, Jhud, BRICICEHSNLET,

20DRY—IDET=A ME, RV —ID1 (DA F20) BLO2FHDOKRY > —1ID2 (DA
b 80) %ZiEF L. Client Fair Sharing W HNZ /2> TNDH I EZRLTWET,
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ATF Policy Configuration

1d Name Weight Client Fair Sharing

2 &) afso 80 @ Create Modify | | Delete

Entries 1 -3 of 3

ID Name Weight Client Fair sharing
0 Default 10 Disabled

atf20 20 Enabled
2 atfo 80 Enabled

GE) INGORY =, EETIE R, BREEAITLTNDEED, AEHN105EXHZ L
NHHZLICEBEL TS, /v Ad MIW0ICRETEET,

FYRIT—VLTHEDERIATCLEOATFRY S—DERES L UVEE

FiE
ATy T

ATy T2
ATvT3
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[Wireless] > [ATF] > [Enforce SSID configuration] (ZF#E) L £ 79,
[Network] % 3R L C. [Radio Type] (Z 802.11a F£7-1% 802.11b ZEIR L £,

R U 2 —@ [Enforcement Type] {Z [Optimized] F 72 (% [Strict] Z &R L F 7, RETIE, A Y 2 —IZ [Strict]
AL ET,
GE) AR Y 2 —2 [Optimized] IZFRE ST, £OAT > a V&HT 5 WLAN BN H Sz 4,
HEOAT v s BRREEDORFICHEH STV RITUE, i WLAN & EAMF T Sz Am y
M TEET, [Strict] A 7Y a 3, TOHEBFIT ENEROZA 0wy M2 A TEEHE
Moo



CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MAMNAGEMENT

Wireless ATF Enforcement SSID Configuration
w Access Points
All APs o T
% Wadioe ) AP Name |_None + |

B02.11a/n/ac

B802.11b/g/n o frem=—y
Dual-Band Radios $ AP Group Name ((Nons::)
Global Configuration

.

802.11a Disable
b Advahcad " Network 802.11b Disable
Mesh
ATF

Radio e
Policy Configuration Typ

Monitor Configuration =
Enforcement SSID # 802.11a [ 802.11b

Configuration \
ATF Statistics

Enforcement Type

' Optimized @® Strict

FlexConnect Groups

FlexConnect ACLs

FlexConnect VLAN Templates Mode

OEAP ACLs

Network Lists 'Ena Disable

AU —Ii%, 5GHz DER THMI 2> TN T, ELENTWARWVWN, ARV K E—RFRTHBHZ L
R LTWET,

ATF Enforcement SSID Configuration

& AP Name [None %)

© AP Group Name | None #|
802.11a -Poli Optimization
® Network me = .._Enhm.%hq e Dlsabde.r

Radio Type

) 802.11a [ 802.11b

Enforcement Type

® Optimized (0 Strict
Mode

Enable |  Disable

WLAN T ATF 7R 1) > —DEH

FIE

AT F1  [Wireless] > [ATF] > [Policy Enforcement] |28 L £,
ATw 72 [WLANId] & X O [Policy Id] Z R L £ 7,
ATy T3 [Applyl 27 VU v LET,
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IR TE DT, 120 WLAN IZ ATF AR Y 2— (atf20) &6 9 120 WLAN IZHR Y > — (atf80) Z{#
FALET,

ATF Enforcement SSID Configuration

AP Name None

AP Group Name None 2

802.11a Enforce-Policy Optimization  Disable

# Network 802.11b Disable

Radio Type
B02.11a 802.11b

Enforcement Type

= Optimized Strict
Mode
Enable Disable

Policy Enforcement

WLANId 2 % SSID Name POD1-atf20

Policy Id ' 1 [} Policy Name 20

ﬂ.\m

Delete Radio Slot
WLAN ID SSID Policy Name Weight Client Fair Sharing
1 POD1-dotlx Default 10 Disabled

AU —%/ER LT WLAN ([Z# 55 &, =—¥1L. WLCCLI 2>5 show atf config wlan =< > K% 5
ITLTCINEZMERTEET, S HICGUI ETHIMEFRTE £,

ATE RY S —DRN WLAN ZRET =14 FD20 & QO ICHELTWAHZ L L, RY U —ZHEA Lo T-
WLAN X F 7 4Lk oA FDI0ICHESNTWALZ EZHAINOERTEET, 51, fERELT-
ATF RV > —DBE NI/ > T B Z & % Client Fair Sharing 25/r L CWA Z & 2R L £ 7,

BITIE, CLI TRY =2l SN Z LR TE £,

(POD1-WLC) >show atf config wlan

WLAN ID SSID Policy-Name - Weight Client Sharing
1 POD1-dotlx Default 10 Disabled

2 PODI-at120 atfe 20 Enabled

3 POD1-atfae atfge 8e Enabled




HENIKEED WLAN D E 1L

FIE

AT 1 [ATF]> [Enforcement SSID Configuration] % & (28 L £ 9,

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
Wireless ATF Enforcement SSID Configuration

+ Access Points

AP Name None ¥

AP Group Name | None ¥

Global Configu # Network 802.11a Enforce-Policy Optimization Disable
b Advanced B02.11b Enforce-Policy Optimization Disable

Mesh
v ATF Radio Type

802.11a 802.11b
o Enforcement Type

RE Frofiles ® optimized Striet

FlexConnect Groups

Flex ACLs

Aex AR Mode

OEAP ACLs Enable | Disable

Network Lists
e Policy Enforcement
» 802.11b/g/n
b Media Stream WLAN Id None T SSID Name

Application Visibility

And Control Policy Id  none ¥ | Policy Name

Lync Server ﬂj Remowve |
Country
Timers
R Delete Radia Slot
» QoS WLAN ID  SSID Policy Name Weight Client Fair Sharing
1 POD1-dotix Default 10 Disabled
2 POD1-a420 atf20 20 Enabled
POD1-atf80 atfao a0 Enabled

ATFYT2 200UAVLATZIAT U haRY 2 —80 THREINTWS SSID IZHERF L. = WLAN 254 5
ATF O R ZEH L F7,

ATv T3 wwwspeedtestnet 7 7 A 72 b ETRIFHZFATLE T,
TAMERIZZ 74T PO, T, FOMOEKRIZL > TERRIHFENDHY £,

- 8:48 AM ¥ 24 B:48 AM 7 0 % 61%

OOKLA speeotesT OOKLA speeotesT

14 27.58.0) 2626 | 1 26.38.... 24.35.

[** SHARE

ATvT4 UAYXY VA ITAT 2 e ATERY —TREIN TS SSID IZ8#: L. £ WLAN IZxf7 5 ATF
OREERLET,
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www.speedtest.net

o ma—RLTAE—=RT AN RT3 —< U AZBRTEET, TAMERIZ, 72747 FORE
B, Fib, FOMOERIZE > TRARLBEENHY F1,

2547 > b ATF #fEH1EHR

FIE

ATw 71 [WIRELESS] > [ATF] > [ATF Statistics] (ZEE L, 7 74 7> "R IND Ky T X T A=a—h
5 [AP Name] Z 3R L £97,

MONITOR WLANs CONTROLLER WIRELESS SECURITY  MAMNA

Wireless ATF Statistics
= Access Points - e M
All APs
= Radios 1 Displayed Airtime statistics are within the perfod of Measurement [nierval
B02.11a/nfac
B02.11b/g/n

Dual-Band Radios
Global Configuration

¢ Advanced
Mesh

e
Policy Configuration

Enfarcement Mode
ATF Statistics

ATF SREHEWAR— U0, =—V 0 WLAN #2840 L7123 _XTD ATF 2R TE 2 5ATICR R &
F7,

ATF Client Fair Sharing fH# A /I F R T 5121%, RIZRT K 9 IZHA%h72 Client Fair Sharing 73 FJBE72
[WLANid| #7 Vv 7 LET,

ATvT2
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ATvT3

ATF Siatistics

AP Name PODL-AF B _cearsts |

Instantaneous Values
Measurement Interal £ Ssec
Inatantaneous Radio Uptime oL

B02.008 0 DR

BOZ.11b Dissbde
BOZ.A1la Enforce-Policy

‘Optimization  Disable

Siot Type Wiian 1diHame] AlrTima(¥abs)  AirTime(serel]  AlrTime Used(ms) Sent (KBytes)  Sent (Frames] Dropped [KBytes) Dropped (Frames)
a 80Z11b & (POOW-aifE) ] o [ a a n o
o 02116 2 (POOw-mifziy ] ] [ 0 2 ]
o 211 RadoTotsl 1 ] ] a a ) a
| FERET) T (PO Al aft 10 1aGh 210A0 1676 1 a |
1 802112 2 [POOw-atfz0) 1 ] ] a o ] o
1 B0Zlla  RadioTotal an 100 1555 21980 15765 L] o
Accumulated Values
Cumulative Radio Uptinee B0Zida: 197 sec
BOZ11n: Osec
Siet Type Wirlan §d{Marma] AirTima{dabs) AirTima(deral]  AirTine Lsed Samt (KBytes)  Sent (Frames]  Oropped [KBytes) Dropped (Framos)
o B0Z11b [ {POCW-OiE ] ] 0 6,00:00:00.0 a a ] a
L] #1211k PR =S 0 a [ 0 e 20000 Q a a ]
o BOLUL  RadoTotal ] o [ 2,00:00:00.0 [ a 1 a
1 BOZ1la & [POOW-aifEmy 1 10 0 ¢,00:00:02.2 31280 22038 ] o
1 80211a 2 (POOW-mifZ0y ] ] 0 2,00:00:00.0 a 7 ] o
1 LERS) RadicTutal 1 L0 000002, 155% 31za0 22830 0 a

1 Bispiaved Altine statisticr ane witfiin the peqod of Messurement Infervel

II73ATMOMACT KL R%&E7 ) v 7358, 2—Wid, WLAN ATF %
BT OB AT T R_RTUIHHT D7 74T b ATF ##

ATF Client Fair SBharing Statistics Par WLAN

AP Mame  PODI-AP
Policy 1d: 1 Fodicy Name: atfn

Policy waight: 81 Policy weightage[%:): 0,00

Instantanesus Values

Heasurement Intarval FseC

Instantancous Radio Uptime gns )00 £ oo
Shat Type Wian Id{Mame) AlrTime[®abs)  AirTime(Yerel)
1 802114 1 (POD=-atfs0) o 100

Accumulated Valuos
Cumulative Radio UPHIME ooy eas coc

Shat Type Wian Td{Name) AlFTime[oaabs)  ATime(3erel)

1 B12.11a 1 (POR=-alrsd} 4 103

AlrTime Used(ms)
o

AlrTime Used
0d,00:00:25.35

BOZ118 Erforoa-Faic

Sent (KByies)

Sent [KBytes)
31536

Cllant Statistics

Clients Instantansous Alrtime Cumulative Alrtime
[Ssabs | rsl | usad) (b | Sarel | wsed )

| commErieal 00 S0 M2 330 3| 10 58

MRS A S0 ) 342w VFF 1| BAST e

342

Sent{Frames) Dropped{Frames) Usage Status

LOW USHGE
LOIVE LSRR

Optimization [iabe

Sert (Frames)
4

Sent (Frames)
240235

Dropped (KBytes) Dropped (Frames)

Drepped (KBytes] Dropped (Frames)

FHE R & H T D WLAN (12
AHER AR R TEET,
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ATF Client Fair Sharing Statistics Per Client

AP Mame POD1-AP BO2.118 Enforce-Policy Optimization Disable
Client Mac Address 062 M:B7:16:11

Instantaneous Values
Measurement Interval 5 sec
Instantaneous Radio Uptime g0 4y, 5 e

Slot Type Wian Id[Name) AbrTime(%%abs) AirTime{%rel] AlrTime Used{ms} Sent (Frames) Dropped [ Frames)
1 BO2.11a 1 (PODx-atfED) o 50 o 2 338

Accumulated Values
Cumulative Radio Uptime o050 110 00 e

Slot Type Wian Id[Name) AlrTime(%%abs) AlrTime{%rel) AlrTime Used Sent (Frames) Dropped (Frames)
i BO2.11a 1 (PODx-atfBl) 2 65 0d,00:00:16.16 195044 16487430

WLCCLINNS D ATF 9 S5 4 7 > MRETIEER

CLIMD, 2—WiE, kDa~<r FEFEITLT, WLC D7 AT FZEICATE i BEMAERT I ELTEE
7,

(WLC) > show atf statistics client <MAC addr>

(POD1-WLC) >show atf statistics client c@:f2:fb:85:f5:3a

Client MAC Address.ceosssnsssnssnns P c@:f2:fb:B5:f5:3a

Client Username ....ouuse R saEEL O KRR e sitsanas N/A

AP MAC Address.cesiossarsnssssassnnsssnnnnsnesass 74180:27:30:1c:40

AP Namessessssonssssnsonnssssnssassnsssavsnnssess POD1-AP

AP radio slot Id.sicsewssansnansnansnanssnnsnanss 1

Wireless LAN Id...ivsenssansnanssnnssnnssannsnnss 1

ATF Policy ID.isiassossasnnnnsnnsnsainnsnsasnsnnss 1

Wireless LAN Profile Name.....vivovvsnurnnasnnass PODXx-atfBe
Radio Uptime [ Instantaneous | Total l......... 5 sec | 2460 sec
Total Radio Air Time...ivievvrenssenssnnnsnnanss 265€C
Adrtime Used .covvvvsnnssanssanssnnssnnnsnnasss 342U | 211ms
Relative Airtime % ...cvvvvsnnrsnnrsnnssnsnsnaes 50 | 1
Absolute Airtime % ...ovvvvvvnnrsnnrsnnarnnases @ | @
Frames Sent socseevnassnnanssnnsrnnnnnnnnsnnnns 2 | 897
Frames Dropped ivevesnnrssnnrssnnrasnnnnsnnsas 342 | 211838

AP DY 54 7 v MRS

MBI U T, 2—HiE, APCLIICEZ AL LT, kO a~vr REFETLT, FEEICY 54 7 > MNaHEHR 2 RR
THZENTEET,

AP# show controller dotllRadio <0/1> atf
AP # show controller d0/dl atf cfs client
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