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ERABEL TRLT ., BRI A CEERA,
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T AL A LAN OMEEEFT- T, Cisco IP Phone 8800 U — R JEBH |2 M B/ B {E: AN 72 XL CUOADHER T A LR H Y
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Cisco IP Phone 8800 * 'V — A% FERBEEREL IR ORI, JeERR2TU A YL X LAN 2835 2338 E /S—h—0D

F AT ELFEMTHMLERHVET, VA RNHAERFIC, RF AXZMVESHT LT, BHROH (5 GHz £721% 2.4 GHz)

WO ATRE 72 T ¥ RNV AR E CEET, —MXIT, 5 GHz HHIK TII TR D72 =" =T 7 L2 WnTF ¥ RV N ELAFAE

LET, ZO7DENERIEIL 5 GHz BHESES U CUVET, HFIT Cisco IP Phone 8800 +V— R % JL#ip 34 CfE T 55513

5 GHz D N E<HEES N E T, VA MNEEIZIEL, ZOBRFOMED ALY T ZRkde—hey b EEnEd, &5
W ARNRETIE, ZOLEFTCHER D77 BARAL N TIVNT A= EAT T TF ZAT | T BARANEE (F

FRVEREE ) BRESNET FHFORLARWEREE (71 A, ERER, BF ., 1 —EAZERE) TR TUINET v

TFERFOT IR RA L NRINL, ORI EREE (s, B, /e L) IR ANRT v T 2B LT 57

TYARALVN T TN T =L RINT DAL FT,

ZEHNZOWTIE TEFEHOUAYL A LAN O EF 125 B LTS,

ZDOMDIEERIZ-DOUNTIL, Steps to Success Web A F SR TL7ZE0,
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VoWLAN #JEBI TEXO0HERR T 572012, REFEZFHEL T, IROIEH IZOW T AIDHTARTA L DN 2SN DT Lo e
Li#‘o

%%(Signal)
L ToUlE, -67 dBm DI BL UL TRERET 72 A IRA L RED 20 ~ 30 % DA — =TT INFLET DL
HENTCWBHENRHDET,

ZHUZEY . Cisco IP Phone 8800 2V —RIZ%f L THIZ 3728 SDAF B3RS L, Ny MERDO RN AT —|ZHL T
BER—ZADORN A —PNHHAZNDIRIL T — AL A I =307 5D +5578 R l-> UE 52 c&EE T,

F7=. Cisco IP Phone 8800 S V—RINHDT v AN — MG 53, 55T —# L —NIBT 57 7R RAL MO ZAF
BEIHEAL QOBMLERHDF, — KA, T7BR RALDZAZE 51, -67 dBm LL_EIZZ25 X512 TLIZEW,

&V YA X1, Cisco IP Phone 8800 'V —RXME 5% 5 LA EARFF CEAIDICR T A LA HELEL £,

F% 3/ i = (Channel Utilization)
T FIE L UL 40% Kl ZHEFFS AN E R HD E T,

Cisco IP Phone 8800 >V — X%, 0 ~ 255 D R EflZ /R—t L T — A #$ 5728, 105 IZ Cisco IP Phone 8800
VU= XDBAEDT /A W/h A= =2—TIEKI 40% Jﬁﬁéuﬁ“e

AR

JAR LT -92 dBm 2R L TIe0 FH A, T ID., -67 dBm DIE B NHERFSILAIHE 1T 25 dB D1E 5-xf
MEZ HE (SNR) MNEHSILET,

F7=. Cisco IP Phone 8800 > 'U—X /HD T v 7 AN — MG 503, 85T —X L—NMNIBETH7 7R RAMOE
BT I E A L CWARERHY £,
o MERARIE

FRHARTAL T, Ao MR 1 % HRBL TR0 EA A, BT 5, 7 SEA KRS T35 e
PEABYET,

A % f /R (100 ms Aili) ICHI 2 D 0B RHD ET,

H#1T (Retries)
802.11 FiX1E1% 20 % Rl THHIMLERHVET,

< JLVF /3R
2 VF XA null ZAERKL, B S5V EIR FEED AR H DT80 B/ NBICHERF S AR HV ET,

JRBHDN W RE CH DI EAMER T DI, AR — N T TV r—ar 2L CZNOLOHE A 23l CE £ 7,

e Unified Wireless LAN % B ] Cisco Prime Network Control System (NCS)

http://www.cisco.com/c/en/us/products/collateral/wireless/prime-network-control-system-series-
appliances/data_sheet c78-650051.html

e Unified Wireless LAN & B 1D Cisco Wireless Control System (WCS)

http://www.cisco.com/c/en/us/products/collateral/wireless/wireless-control -
system/product data sheet0900aecd802570d0.html
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o ATHMPHIMUTAYL A LAN EEH D Cisco Wireless LAN Solution Engine (WLSE)

http://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/ciscoworks-wireless-lan-solution-engine-
software-2-13/product_data sheet0900aecd80410b92.html

e Cisco Spectrum Expert

http://www.cisco.com/c/en/us/products/collateral/wireless/spectrum-expert/product data sheet0900aecd807033¢3.html

e Cisco Unified Operations Manager

http://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/prime-unified-operations-
manager/data_sheet ¢78-636705.html

P 0

Cisco IP Phone 8800 U —X [ZIRDT 7V —a 1280, a— Uil Oy a Blta7 mh=L (SIP) 2 L £9,
e (Cisco Unified Communications Manager (CUCM)

B/ =8.5(1)
HELE = 8.6(2). 9.1(2). 10.0 LLKE

Cisco Unified Communications Manager TODT /31X HHR—b

Cisco IP Phone 8800 'V —R 7 /SA A 7R — e HHZ T 5HIZIL, Cisco Unified Communications Manager T7 /A& /Xy
= A AN— VT D0, PR V)R Ty T T = NEATOMERHYET,

Cisco Unified Communications Manager Hl D7 /3 A A /3w r— UL IROGFINH A FTEET,
http://software.cisco.com/download/navigator.html?mdfid=278875240

ZakajL

WOFFFBLOTVAYL A LAN O 7B b SR — S TOET,
e Wi-Fi MultiMedia(WMM)
e Traffic Specification (TSPEC)
e Traffic Classification (TCLAS)
e Session Initiation Protocol (SIP)
e Real Time Protocol (RTP)
e G.711, G.722,iSAC, iLBC, G.729
e Cisco Discovery Protocol (CDP)

TIOEA RA-

Cisco IP Phone 8800 >V —X(%, ¥k ® Cisco Wireless LAN VU= —3 a2 CHR—hSLET,
e Cisco Unified Wireless LAN Controller
il =7.0.250.0
HELE =7.4.121.0, 7.6.120.0
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e (Cisco IOS 727 &A AR Ak (Autonomous)

MK = 12.4(212)]Y
HELE = 12.4(25d) JA2, 15.2(4)JA1

PR —h&EI A Cisco Unified L Autonomous DT 7 A IRA L "Ll FIZRLET,

~di , N .
i -2
J @ Tx~ = .
700 1040 1140 1250 1260

1600 2600 3500 3600 3700

600 890

1130 AG

: Cisco IP Phone 8800 <V —X1%, Wik 802.11a/b/g/n MEHREEAME H D555 12 Cisco AP3600 THAR—RESALET 3,
Cisco AP3600 ® 802.11ac E¥=— /L (AIR-RM3000AC) B fHT B TWAEE AT R —REHER A

WDFENZ, S AADET I EARAL N R—PENHE—RERLET,

Cisco AP ~U—X | 802.11a | 802.11b | 802.11g | 802.11n 802.11ac Unified | Autonomous
600 Yes Yes Yes Yes No Yes No

700 Yes Yes Yes Yes No Yes No

1040 Yes Yes Yes Yes No Yes Yes

1130 AG Yes Yes Yes No No Yes Yes

1140 Yes Yes Yes Yes No Yes Yes

1240 AG Yes Yes Yes No No Yes Yes
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1250 Yes Yes Yes Yes No Yes Yes
1260 Yes Yes Yes Yes No Yes Yes
1600 Yes Yes Yes Yes No Yes Yes
2600 Yes Yes Yes Yes No Yes Yes
3500 Yes Yes Yes Yes No Yes Yes
3600 Yes Yes Yes Yes Yes (AIR- Yes Yes
RM3000AC £
2—/VEAE )
3700 Yes Yes Yes Yes Yes Yes Yes
890 Yes Yes Yes Yes No Yes Yes

TE: VoWLAN LE4L D MESH 77 /12— (1500 2 U—R) OO TBAE R — S T ER A,

P —RR—=F T 7 A RA MM U TR EER M T AN FE L TORW =D | =R =787 7B 2 RA b

R—MNIRESNTVET,
72720 —HX Wi-Fi 57 7 B2 RA MO T 286 O SRR RE N MBI T4,
FERE D — A L I RLET,
e 5GHz(802.11a/n/ac)
e  Wi-Fi Protected Access v2 (WPA2+AES)
e Wi-Fi Multimedia (WMM)
e Traffic Specification (TSPEC)
e Traffic Classification (TCLAS)
e Diffserv =—FK A1 (DSCP)
o H—ERXZTA(CoS/802.1p)
e QoS Basic Service Set (QBSS)

Cisco IP Phone 8800 U —X Tl Cisco Client Extensions (CCX) Xt T 7B A IRA L MR T&E4,
EEED — & LL FITRLET,

e Cisco Centralized Key Management (CCKM)
o HAFIvIRHENT— arbr—/L (DTPC)

http://www.cisco.com/web/partners/pr46/pr147/partners_pgm_concept _home.html
http://www.cisco.com/web/partners/pr46/pr147/program_additional information new_release features.html

7o
—HBD Cisco Access Point TliL, BT > T FNUNETHDHH #H A HETT,

PR—FENAT T FDOYARF NSO T T F O E FIEIZHOW T, kD URL 2B TLEE0,

http://www.cisco.com/c/en/us/products/collateral/wireless/aironet-antennas-accessories/product_data_sheet
09186a008008883b.html
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Distributed Antenna Systems (DAS) X° Leaky Coaxial Systems 728 D —R /38— 7 487 7|26t U CH AEH T AR
FRL TN | =R =TT T IR — S EE A,

Distributed Antenna Systems - T Cisco Wireless LAN OFERIIZ DTl kD URL & fRL TZEWY,
http://www.cisco.com/c/en/us/products/collateral/wireless/aironet-1130-ag-series/positioning_statement c07-565470.html

13 : Cisco 1040, 1130, 1140, 1602i. 2602i. 3502i. 3602i BBL N 3702i 2V —X T I BARARAL NI, & 0T T 28
HLTCWTEY, NoF AITITRRFFS N TOARNW | RIFICEDITABLENHYET,

—
€TIL

k@ Cisco IP Phone 8800 'V —X &5 /LZ&f#i fH &£,
TR, BTN THR—FENDE—R, BIRE#EFHET v RO E T,

HAREE | =TT A JE I i fE FTTRE R F vV F¥xN EYh
CP-8861-K9= | 2.4 GHz =3.2 dBi 2412~2.472 GHz | 13 1~ 13
5 GHz = 2.4 dBi 5.180~5.240 GHz | 4 36. 40, 44, 48
5.260~5.320 GHz | 4 52,56, 60, 64
5.500~5.700 GHz | 11 100 ~140
5.745~5.825GHz | 5 149, 153, 157, 161, 165

Cisco IP Phone 8861 % Wi-Fi E—R CTEHL TV 2541, Bl =—7 (CP-PWR-CUBE-4=) 23 LT,

T vl 120, 124, 128137 AUD G—rmw X HRTIEHY R —FSILCWVERFAN, o il TIZ R —rSi b
ARHVET,

802.11j (F /L 34, 38, 42, 46) [T AR —FSHLTWOER A,
HAROF vV 14 XA =R T ERA,

7—JLF E—FK(802.11d)

U—/UR =R T, SESEREIRTIIAT UM TEES, =WV RIED T 7 A RALMIL S TT R AAZA XS
NOTF XY RNV EREE O L TI/IAT UMl G S LI ENTEET,

Cisco IP Phone 8800 >V —R Tl T 7B A RAL M 802.11d KT HMLERHVET, 2SI, EHIT53F v Rl
BEIERETEET,
TIRARAVIRRBEIN TWBEICISE T, V=LK =R (802.11d) AL £ T,

—¥BD 5 GHz ¥ RFL—F —D7 7 /ay —THl I TWAT20 . TNHD L —4 — & # (DFS T % /V) 24 H
TAEE 80211 AT LT 7R RALNE., 802.11h I[ZHEHLL TWAME RS HVET, 802.11h Tix. 802.11d ZH%)
(2T BMBMNBHYET,
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Cisco IP Phone 8800 'V —X|%, £ DFS F ¥ /NEZ/ 302 7 AFx %L LD, TNEDOF X RNVNDT 7T 47 Axv L %

FITLET,

2.4 GHz(802.11b/g/n) D FIFFIZ 802.11d M3HZhIZ/2> T 54 Cisco IP Phone 8800 2V —X(EF ¥ %L 1 ~ 11 8
FOMERHENTZIREE IO HERARLZENTEET,

1% : Cisco Unified Wireless LAN Controller D334, V—/LR B—RIZHEIWIZA NI R0ET,

Cisco Autonomous Access Point DA 1L, (RO~ REFEHAL TV —/K T—FE2FEH THEINZTILENHDET,

Interface dot11radio X

world-mode dot11d country US both

YiR—rSh5E

Cisco IP Phone 8800 'V — XD YR —Frxf R ERDEEZD 802.11d 2—RIFKRDERLBY T,

TA AT R (S)
7ANZR (IE)

7 A G5 |E (US)
777 B EEH (AE)
7P F o (AR)
A XY (GB)

A A5 )L(IL)
A%Y7 (IT)

AR (IN)
77743 (UA)
INVTT A (UY)

T 77KV (EC)
=7 (EG)

T Ah=7 (EE)
F—ArZV7 (AU)
A —AKN7 (AT)
F*Z 4 (NL)
J1F4 (CA)
X7 (CY)
XU+ (GR)

/a7 F7 (HR)
224V 7 (CR)
a7 (CO)
P TIET (SA)
LU HR—IL(SG)
DA A(¢)))

ZA A (CH)

A7 =—5 . (SE)
A4 (ES)
A% T (SK)

2 _=7 (SI)
/LT (RS)

44 (TH)

F = FiE (CZ)
FU(CL)
Fr~—27(DK)
~L= (TR)

KA (DE)

K= 4:FnE (DO)
F AT =UT (NG)
=a2—Y—F K (NZ)
7 = — (NO)
N> — (HU)
N—L—> (BH)
_F=< (PA)
T T A (PY)
74Vt (PH)
747K (FI)
7% (FR)
753 )L (BR)

7 NAVT (BG)
7/ RNz (PR)

~hF 4 (VN)
~L¥— (BE)
~L— (PE)
R—Z K (PL)
RIVIAH NV (PT)

~ B4 (MO)
~7R=7 (MK)
~ L% (MT)

Ax v (MX)
EF =2 (MC)

£ 7 %71 (ME)
ZheT7 (LV)

U7 =7 (LT)
VeF a4 (L)
JL—=<=7(RO)
777 (LU)
72y 7 E T (RU)

7 [E (KR)

¥ (HK)

BIE (TW)
77V (ZA)

H A (JP)

H: 3 T IA47 AL, IRD URL (285 Cisco Product Approval Status Web AN CAFTEET,
http://tools.cisco.com/cse/prdapp/jsp/externalsearch.do?action=externalsearch&page=EXTERNAL SEARCH
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R

R D1 Cisco IP Phone 8800 >V —Z OF —#& L —h, #il, BLXOZERELFLD-HDOTY,

5 GHz Dtk

5 GHz- 802.11a F—& L —k = ZIERE

K Tx 73U — = 14 dBm 6 Mbps OFDM - BPSK 94 dBm

(MBI |2 F > CHEA2 D) 9 Mbps OFDM - BPSK 93 dBm
12 Mbps OFDM - QPSK 92 dBm
18 Mbps OFDM - QPSK -89 dBm
24 Mbps OFDM - 16 QAM -86 dBm
36 Mbps OFDM - 16 QAM -83 dBm
48 Mbps OFDM - 64 QAM -78 dBm
54 Mbps OFDM - 64 QAM -76 dBm

5 GHz - 802.11n (HT20) F—& L—h £ ZIERE

K Tx /3\U— =13 dBm 7 Mbps (MCS 0) OFDM - BPSK 94 dBm

(M1 > TR D) 14 Mbps (MCS 1) OFDM - QPSK 91 dBm
21 Mbps (MCS 2) OFDM - QPSK -89 dBm
29 Mbps (MCS 3) OFDM - 16 QAM -86 dBm
43 Mbps (MCS 4) OFDM - 16 QAM -82 dBm
58 Mbps (MCS 5) OFDM - 64 QAM -77 dBm
65 Mbps (MCS 6) OFDM - 64 QAM -76 dBm
72 Mbps (MCS 7) OFDM - 64 QAM -74 dBm

5 GHz - 802.11n (HT40) F—X L—h £ ZIERE

&K Tx /87— =13 dBm 15 Mbps (MCS 0) OFDM - BPSK 91 dBm

(HuRlz > CTHRARD) 30 Mbps (MCS 1) OFDM - QPSK -88 dBm
45 Mbps (MCS 2) OFDM - QPSK -86 dBm
60 Mbps (MCS 3) OFDM - 16 QAM -83 dBm
90 Mbps (MCS 4) OFDM - 16 QAM -79 dBm
120 Mbps (MCS 5) OFDM - 64 QAM -75 dBm
135 Mbps (MCS 6) OFDM - 64 QAM -73 dBm
150 Mbps (MCS 7) OFDM - 64 QAM -72 dBm

5 GHz- 802.11ac(VHT20) | ¥ —# L —} ER ZERE

K Tx 73U — =12 dBm 7 Mbps (MCS 0) OFDM - BPSK 93 dBm

(M iz K> THRD) 14 Mbps (MCS 1) OFDM - QPSK -90 dBm
21 Mbps (MCS 2) OFDM - QPSK -87 dBm
29 Mbps (MCS 3) OFDM - 16 QAM -84 dBm
43 Mbps (MCS 4) OFDM - 16 QAM -81 dBm
58 Mbps (MCS 5) OFDM - 64 QAM -76 dBm
65 Mbps (MCS 6) OFDM - 64 QAM -75 dBm
72 Mbps (MCS 7) OFDM - 64 QAM -74 dBm
87 Mbps (MCS 8) OFDM - 256 QAM =70 dBm

Cisco IP Phone 8800 +'U—X UA¥L A LAN EHTAR
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5 GHz- 802.11ac(VHT40) | 5—# L —}h ER ZAIERRE
K Tx 7XU— =12 dBm 15 Mbps (MCS 0) OFDM - BPSK -90 dBm
(M z K> CTHA D) 30 Mbps (MCS 1) OFDM - QPSK -87 dBm
45 Mbps (MCS 2) OFDM - QPSK -85 dBm
60 Mbps (MCS 3) OFDM - 16 QAM -82 dBm
90 Mbps (MCS 4) OFDM - 16 QAM -79 dBm
120 Mbps (MCS 5) OFDM - 64 QAM -73 dBm
135 Mbps (MCS 6) OFDM - 64 QAM -72 dBm
150 Mbps (MCS 7) OFDM - 64 QAM -72dBm
180 Mbps (MCS 8) OFDM - 256 QAM -67 dBm
200 Mbps (MCS 9) OFDM - 256 QAM -66 dBm
5 GHz-802.11ac (VHT80) |5 —# L —}F iR ZERE
K Tx 7XU— =12 dBm 33 Mbps (MCS 0) OFDM - BPSK -87 dBm
(Ml Iz k> TR D) 65 Mbps (MCS 1) OFDM - QPSK -83 dBm
98 Mbps (MCS 2) OFDM - QPSK -81 dBm
130 Mbps (MCS 3) OFDM - 16 QAM -78 dBm
195 Mbps (MCS 4) OFDM - 16 QAM -75 dBm
260 Mbps (MCS 5) OFDM - 64 QAM -73 dBm
293 Mbps (MCS 6) OFDM - 64 QAM -68 dBm
325 Mbps (MCS 7) OFDM - 64 QAM -68 dBm
390 Mbps (MCS 8) OFDM — 256 QAM -64 dBm
433 Mbps (MCS 9) OFDM — 256 QAM -62 dBm
2.4 GHz D
2.4 GHz-802.11b F—& L —} | 2SR
I K Tx /37— = 17 dBm 1 Mbps DSSS - BPSK -98 dBm
(Ml 1z Lo TR D) 2 Mbps DSSS - QPSK 96 dBm
5.5 Mbps DSSS - CCK -93 dBm
11 Mbps DSSS - CCK 91 dBm
2.4 GHz - 802.11¢g F—& L—h iR ZIERE
K Tx /XU — = 14 dBm 6 Mbps OFDM - BPSK 95 dBm
(Ml lz K> TR D) 9 Mbps OFDM - BPSK 94 dBm
12 Mbps OFDM - QPSK -93 dBm
18 Mbps OFDM - QPSK -90 dBm
24 Mbps OFDM - 16 QAM -87 dBm
36 Mbps OFDM - 16 QAM -84 dBm
48 Mbps OFDM - 64 QAM -79 dBm
54 Mbps OFDM - 64 QAM -77 dBm

Cisco IP Phone 8800 +'U—X UA¥L A LAN EHTAR
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2.4 GHz-802.11n(HT20) |5 —# L —F Yk 25 R E

K Tx 7¥U— =13 dBm 7 Mbps (MCS 0) OFDM - BPSK 95 dBm

(Hugkiz k> TH7e D) 14 Mbps (MCS 1) OFDM - QPSK 92 dBm
21 Mbps (MCS 2) OFDM - QPSK 90 dBm
29 Mbps (MCS 3) OFDM - 16 QAM -87 dBm
43 Mbps (MCS 4) OFDM - 16 QAM -83 dBm
58 Mbps (MCS 5) OFDM - 64 QAM -78 dBm
65 Mbps (MCS 6) OFDM - 64 QAM -77 dBm
72 Mbps (MCS 7) OFDM - 64 QAM -75 dBm

HZEREX. FEDOT —% L—h Ty heT a—R T 5D RIERVLERE S E T,

FREOMEE, MR IR AR CTH T, KT T F DA AT EESNTTOER A,
802.11n/ac ¥k A EH1 451213, Cisco IP Phone 8800 2V — X% T 7 A RAL M5 30 m (100 7 4—R) LINICELE 5

ZEEBEOLET,

1m ﬁg{iﬁ‘@niﬂﬁ ZDl \le: [

EEYHR—

FEHDOUAYL A LAN Ok 1 22U TTZE0,

Cisco IP Phone 8800 >V —X%, RO Fibx AR —rLTHOET,

Dutch ANV RE TNITVT 35
Korean AT RE (Slovak) | ~T7TAE
Norwegian AOR=T B R—FReE
Turkish YL T iR NIV VR
TIET A AGh ThETEE
AZVT 5 F gk VNT =755
TAR=T R TGk =~ =T 5k
B =7 5k NAYV 35 =N

XU v iE NI —GE Eavi
rarFTEE | T4 TN RS

AV =T ik | 7T ARG HAGE

SOV R =P GNTT DL, T o0 — b Ny =T A A= VT HUBERHVET, ZOEFERDT 7+

VNSRBI iﬂ%uuf?‘

1 —)b X —U1% RO URL (255 [Localization] “X—nbX 70 m—RLET,

http://software.cisco.com/download/navigator.html?mdfid=278875240

Cisco IP Phone 8800 >V —X UA¥L & LAN BT AR
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Bluetooth

Cisco IP Phone 8800 >V —X|%, VA YL A ~y Rtk ala=/— 3% a[§EIZ T 5 Bluetooth 3.0 77 /0 —%H R —KLT
WET,

Bluetooth CiZ, #J 9 m (30 7 ¢—1F) OHEPHN THAVTIL KR DOV A v L AHEE03 T HE T3, Cisco IP Phone 8800 U —
AMBEAZHKI 3 m (10 7—b) LAN T Bluetooth 7 /3 A& 22 L2 HERL £,

~yREYNEL 10 BETRTICTEET N, BIEINL0IX LR SN~y Ry TT,
Bluetooth 7/ A A [ XFERHIE N HIE 12 LB D5 TICH DM EHIDY FHAD | BER R DIREM N HL5 513, EE D
BT BEELHIENHVET,

Bluetooth [ %, 802.11b/g/n MDD L DF NAZ(BFL P a—RL AEFHEER L) LREEIC 2.4 GHz O JE A LT,
Z D7z, Bluetooth D fHE 1L, ZHL =507 HFED ML E D2 E O IS KD T OB Z T DAl REMEN B £,

Bluetooth 70274 JL (Bluetooth Profiles)

Cisco IP Phone 8800 >V — X%, ¥k® Bluetooth 7’7 7 A /L% PR —kL CTWET,

N A7) — Fa 774V (HFP)

Bluetooth />y A7) — 70774 L (HFP) 78—k T, Bluetooth Ry hCHAR—hE TR, IROBEREGHI TEE9,

I (Ring)

T— )L ~DRE

a—)LDOFKT

Sk O R

KBEDOFFEVZ ATV

2 — L% (Call Waiting)

HR SRS

= — L (FRE U CEF A VU — AL CEFAD)
—R XA

BEIET 7R Fu774/L (PBAP)
BIGIEDT 7R 777 AL (PBAP) DV AR—NX, T/NAABDERERA T =7 MO AW A R[REIZ L E T,

FEABIZ DUV TR, Bluetooth ~ Rty O RLESEF NIRRT H~v=a T V2B B TLTEEN,

#7F (802.11b/g/n + Bluetooth)

802.11b/g/n & Bluetooth 73 [FEIRF I FHES N D IAFZFIH 256 W /7 &b 2.4 GHz O B EEPHZFI 20T, 1<
DO IR E 2 E R T DL ENHDET,

ZA & (Capacity)

77 (802.11b/g/n + Bluetooth) &1 95354 . 802.11g/n & Bluetooth D iX(E AR #E TS CTS OFIHIZEY, =2—/1 Fx /%
STANRHDUET,
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2 IVF XA A —F 4%

HefF A2 45454 . Push To Talk (PTT) . Multicast Music on Hold(MMOH) . B X UM 7 7V — a0 nbO < LF
XY AN A —F 4T R =S EH A,

BAEDT —4# L —h R EITISC T, AFOE R IZ Bluetooth Rk A (#5720 12 CTS ZX[ETEE T,
—HDEREETIE, 6 Mbps Z AN L72T LD/ WG E BB £ T,

£:802.11b/g/n & Bluetooth X[ /5 &% 2.4 GHz #FIH 3592, LFEOHIRGH 5728 | Bluetooth 2 5551
802.11a/n/ac DA A FRHELEL £97,

X7«

UAYLALAN BT 256, EX 2T D ARA[ R T,
Cisco IP Phone 8800 > —X X, IROVUA YL R X207 HEE AR — L TVET,

WLAN Z83E

o WPA2(802.1x #&7iF + AES %721 TKIP i 5-1k)

o WPA(802.1x 387l + TKIP F7-(% AES K5 51k)

o  WPA2-PSK(HHILAF— + AES I 51k)

e WPA-PSK (SFAIFHATH— + TKIP 5 51{L)

e EAP-FAST (Extensible Authentication Protocol - Flexible Authentication via Secure Tunneling)

e PEAP-MSCHAPv2 (Protected Extensible Authentication Protocol - Microsoft Challenge Handshake Authentication
Protocol 73—z 2)

o 802.11r /i HAT (FT)
e Cisco Centralized Key Management (CCKM)
o L

WLAN Ff &1L

o R SR (AES)

e Temporal Key Integrity Protocol/Message Integrity Check (TKIP/MIC)
e  WEP (Wired Equivalent Protocol) 40/64 33T 104/128 £ 1

T 802. 1x PRFFAH FIL7-8 ) WEP BX OHEA X —30 3R Ix - R—hEn A,

X.509 7 VX VEEIAEIZ LD EAP-TLS #%:EE, BIEYV R —FESNTWOVEE A,
PEAP + ¥ — SRGEEIL, BIET R —FETOEE A
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Cisco IP Phone 8800 U — X%, RDIBIMOEF 2V 7 #REL AR —hL TOVET,
o AA—UFRIE
o TARGHGE
o Ty ANEE
o IUFVULUEEGE
e Secure Cisco Unified SRST
o AT 4T Wi (SRTP)
o YU FULTHEEAL(TLS)
e  Certificate Authority Proxy Function (CAPF)
o LXaT FmrrAL
o M bSNIZRET 7 AV
o RETIVEABREA=a2—~D2— T EREH|RAHE

Extensible Authentication Protocol - Flexible Authentication via Secure
Tunneling (EAP-FAST)

Extensible Authentication Protocol - Flexible Authentication via Secure Tunneling (EAP-FAST) (%, 77 & A i8> k& Cisco
Access Control Server (ACS) < Cisco Identity Services Engine (ISE) 72 & DVE—IEFEX AV /LA 22— $—E X
(RADIUS) #— 3D TR ED S 415 Transport Level Security (TLS) h F/VIND EAP 7o ¥ 7o as w5t £,

TLS b R/VTlid, 7747 >k (Cisco IP Phone 8800 3 V—X) & RADIUS H— DM DFRFFEIZ Protected Access Credential
(PAC) M EILET, ¥—F Authority ID (AID) #7747 U NMIIEELET, TNE%ITTI/IA4T M) 7e PAC %
BIRLET, 7747 M PAC-Opaque % RADIUS H— NZIKLET, —NF, B3O~ AX—F—TPACZEHFLE
T, ZITHF DU RRAIRFEIL PAC F—%2FTH T 5281270, TLS b/xzm SIS E T, EAP-FAST Tlid, H#E)
PAC 7Rt Va=0 7 BHR— S TOET A, RADIUS H— N ETHMNZT DML ERHVET,

EAP-FAST ZH 23 5I121%, RADIUS % — NZREHEA AV AN— LT D0 ERHET,

HI{E, Cisco IP Phone 8800 >V —X TIX PAC ® HE) 7 at Va= 72 YR —hSTnET, ZO7H RO LI
RADIUS % —/3 [T [BEL AV NUR PAC 7Rt Va=2 %7 795 (Allow anonymous in-band PAC provisioning) | &
HiMzL L&,

[E4 AL 73R PAC 7REVa=r 7 %F W35 (Allow anonymous in-band PAC provisioning) ] 23 H %h72855 . EAP-
GTC & EAP-MSCHAPV2 Dl i 2 AN T DM EERHY £T,

EAP-FAST Tl ik — R Bl a—F T HY U AR T 2L E R HY E1,
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+ [+ Allow EAP-FAST
EAP-FAST Inner Methods
 Allow EAP-MS-CHAPvVZ

LQ] Allow Password Change — Retries: 3
 Allow EAP-GTC
# Allow Password Change  Retries: | 3

[ Allow TLS-Renegotiation

{(*) Use PACs () Don't Use PACs
Tunnel PAC Time To Live: a0 | Days x|
Proactive PAC update will occur after |10 % of PAC Time To Live has expired

E] Allow Anonymous In-Band PAC Provisioning
# Allow Authenticated In-Band PAC Provisioning
| | Server Returns Access Accept After Authenticated Provisioning
|| Allow Machine Authentication
Machine PAC Time To Live: |1 Weeks
|| Enable Stateless Session Resume

Authorization PAC Time To Live: 1 Hours

EBRBTUA YL A LAN BREEN CEA4 PAC 70t Va= 7 BNEF A S CVRW AL, Cisco IP Phone 8800 U — XD 4]
W PAC YubVa= 7 HEL T, AT — 27 RADIUS 1 — a2y Ty 7T A2 LN TEET,

FDIDITIIAT— 7 RADIUS % — 3% AL —7 EAP-FAST — "L Ty b T o732 ENRNETHY . FhiZ

0, 2—P LT N —TDF —H~_X—2Z0 EAP-FAST v AZ — X — LR —FE MR EDF{aL R—3 RS, ﬂ%@wxéw

EAP-FAST — b flsn 4,

EAP-FAST D~ A% — X —B LUK —NAT— 7 ZL—7 EAP-FAST RADIUS #— 2R EENAHIOIC, 5

@‘?25*— EAP-FAST RADIUS $— 303y h 7y 7 ETNDIEZfERL £, Z4UUTLY, Cisco IP Phone 8800 'V —X
1. [BL& A /3K PAC 7’0t Va=r 7 %3 W95 (Allow anonymous in-band PAC provisioning) | 232 L7~ Ty

é%ﬁ@]ﬁ%ﬁ%?ﬂf‘rb T Va=r /SN PAC A TEDH IRV ET,

PAC ZHEH T HLXL, FBREEAD AL /NUR PAC reVa= T RMERENET, 07280, [RRIEEAA 73K PAC
Iuavva= 7 %735 (Allow authenticated in-band PAC provisioning) | 3G 30272 > TWNAZ Ea MR L £,

TIT 4T ETNTFEIEE D~ AL — T —THERRSITZBEF D PAC Z i~ TH LU PAC 2317 TEXHM THIR HIC,
Cisco IP Phone 8800 >'U—X %3 1o M — 7 T8 L TLTZEWY,

AT =7 UAY LA LAN WAT—0 7 RADIUS — 2R A T390 T828 BEXOART—U0 7 T+
A TRA L N Z Rl R NS 3D LA HESE L F9,

Protected Extensible Authentication Protocol (PEAP)

Protected Extensible Authentication Protocol (PEAP) 1%, —MAIDO AT —FEBAE A H L TV I T MNeiRRE T 5720
V2, I9AT U REREEY — SO RN b3 4172 SSL/TLS h VA EELET,

W% DFBAEE RO AZHIING BALE DT | 22— JLT oy MR OIRESNE T,

Cisco IP Phone 8800 +'U—X UA¥L A LAN EHTAR 19



PEAP-MSCHAPV2 | %, R — S AN 2 b2 /L CF, PEAP-GTC (%, BIEFR—FESNTOER A,
PEAP T j:\ ntunﬁﬂ-”—/\ﬁ \—:L”—‘]j_ 77‘\7'7/]\7&1/EEE¢}:)M %ﬁ‘&)@iﬁ”

+ [ Allow PEAP
PEAF Inner Methods
|| Allow EAP-TLS

™ Allow EAP-MS-CHAPVZ
¢ Allow Password Change  Retries: 1
™ Allow EAP-GTC

# Allow Password Change  Retries: 1

Cisco Secure Access Control System (ACS) & Cisco Identity Services Engine (ISE) OFEFIZ DWW TIE, ROV 72 SR TL
TEEUN,

http://www.cisco.com/c/en/us/products/security/secure-access-control-system/datasheet-listing. html

http://www.cisco.com/c/en/us/products/security/identity-services-engine/datasheet-listing. html

E&Et¥17 B—s>J (FSR)

802.11r /@ AT (FT) 1&, BT —U VR AET 5T N COMBORE CHRINWDEBEET VT,

Cisco Centralized Key Management (CCKM) & E7- R —hSH TV ET A3, 802.1x FRAEDS LB T,

802.11r(FT) & CCKM I, i ¥ =7 m—0 7% alRlc L, Fv b —7 JERERe R A ML €, @Rs o4 —7 o4
Xy 7 i/ MRICIMA E T,

802.11r(FT) Zffi L 72\ 802.1x F72iX PSK &, CCKM ZAHE FHL7Z2\ Y 802.1x Tl FERRFRRAENS L ERIT/R DT, m—3

VT HNZIRE N AT A AREMENH Y F1, WPA & WPA2 Tl —BERFT—NBINEND7280 , n—3 0 7RI R
HAHEME NS F 9,

802.11r(FT) & CCKM 3% —EF#A — ek L T, F—HDO A S L £,

802.11r(FT) £721% CCKM Zff 45L&, m—I 7 W% 400 ~ 500 VD5 100 SV R ICEHRE CEX £, 204,
T IR A KA MEOBATR B 2 2 — P MR 52 LTV EE A,

802.11r(FT) 2 —3> 7Tk D 2 fEHENH Y £,

e Over the Air
ITAT NI FT G8GET VYA LZES 802.11 §RGEEEAL T, #—7 v 778 A RA VR EEBRELET,

e  Over the Distribution
IIAT NI, BIEEDT 7 BA RA MR TY —T YN TV BARANEBIELET, VTAT U NeX—F N T
A T%/%@F’aﬁ@@h I%. WLAN 2 b2 —J% LTI TA T U RNBIED T V| A RAL DM D FT 77 ay 7
LU — A TIEESNET,
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Cisco IP Phone 8800 >V —AZ1%. 802.11r(FT) & WPA2-PSK F7-1% WPA2 DA EbH , BLONCCKM & WPA2 £7-1%
WPA O A EHEEFR—RLTNET,

FSR %A~ FRRIE 3 —& 3 (Key Management) | K54k (Encryption)
802.11r(FT) PSK WPA2 AES, TKIP
802.11r(FT) EAP-FAST WPA2 AES, TKIP
802.11r(FT) PEAP-MSCHAPv2 | WPA2 AES, TKIP
CCKM EAP-FAST WPA2, WPA AES, TKIP
CCKM PEAP-MSCHAPv2 | WPA2, WPA AES, TKIP

EAP Lo — F—ZR— 2D H.Hufk
R DFZ, Cisco IP Phone 8861 THR—h&ND EAP &5 — 4 RX—ADRELERLET,

T —HR—RAZATS EAP-FAST (7=—X £n) PEAP-MSCHAPYv2
Cisco ACS Yes Yes
Windows SAM Yes Yes
Windows AD Yes Yes
LDAP No No
ODBC (ACS for Windows ™ #) Yes Yes
LEAP Proxy RADIUS #—/X Yes Yes
FTANTOR—=7> Y= No No
EREHE

RTINS TR =8 | Cisco IP Phone 8861 DUA Y LA LAN E—R&H 29 5121%. EF (CP-PWR-CUBE-4=)
7‘7)“\5[2‘%«6?‘0

A —H R Cisco IP Phone 8861 (23S L= XU AV L A LAN 2A—BFI 302720 373 UL A LAN 2324
HIZA SN TG AT, — 2o MM S - L CH B A B IR L £,

Cisco IP Phone 8861 1%, 7 ARV E-IIFHE TIILEICT 7747 —F (Wi-Fi 8172 L) 2 HLET,

FBEIFRI72L (PS-NULL) 7L —ALIIA 7 F v /L Axv CEASNET,
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Delivery Traffic Indicator Message (DTIM)

DTIM JE#i% 2. £ —a #4100 SURDICERETHZ 4L £,

Cisco IP Phone 8861 1Z7 7747 F—FR&MHTAH-0, 70—RF ¥ A, /L FF ¥R v b BIRaz=% v Ak 237y
R D720 DO F AR /R BN A Y 22— V213 DTIM B H#ME S EHE A,

T IR RALNCE B IR DITAT IR EEAT O TODEE . 7T a—REy AR N7 407 b~V FF v AN b7 ¢
9713, DTIM B FE TR a— A 7 ENFET, LIEEN-T IOy a7 I4 T oM ENE T BRI b b0
X DTIM IZEoTIRESNFT, v /VTFFv AL T U — a2 T 585815, KW DTIM JE#2fE H cxEd,

TAXY LA LAN THEEDO~ /LT Fr AN AN — ANBEBEIHEAT 55603 DTIM BE 1 IR ETHZEAHEREL £77,

Quality of Service(QoS)

Quality of Service |2V, Fa—A LT TEHEFRNT T4V TENT TAZT VT % 5-ZHZENTEET,

BRI 747 B — VNG 7 w7 R 22— A 7 TN T DI IROTARTA A jESTTES W,
o TUEBARAUNET WMM BENIZRS>TWDZEE MR LET,
o TIUBARAUNETEFRNT 7 4w 7ba—VHIINT 7 4o 72T TAF VT 4% 525 QoS RV —Z/ER L £7,

N7 490 DEATS DSCP 802.1p | WMM UP R—MMgiFH
B EF (46) 5 6 UDP 16384 ~ 32767
I 1| ) Cs3(24) |3 4 TCP 5060 - 5061
. =y R XN T — Uil Vo MY 72 QoS v —X L 7 FEL D 7 e L inELEFIL QoS v —F

7%1;%Fﬁbﬂ\m\ CEERRLET,

e Cisco Unified Wireless WLAN Controller 77 /m > —% i 45556 1% WLAN H @ [7*FF 7 (Platinum) ] QoS
TaT7 A NEEIRL | [802.1p #27 (802.1p tag) | & 5 IZeXELET,

e Cisco 10S AA»F |- Differentiated Services Code Point (DSCP) D{fEA AN L £,

Cisco IP Phone 8800 U— A& Cisco Unified Communications Manager Cffi FH&415 TCP 7R —h& UDP AR —hDFEHIIZ D
Wi, kD URL 128 5[ Cisco Unified Communications Manager TCP and UDP Port Usage ]2 L TI7Z2E0,

http://www.cisco.com/c/en/us/td/docs/voice _ip_comm/cucm/port/10_ 0 _1/CUCM BK T537717B_00_tcp-port-usage-guide-
100.html
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Cisco Unified Communications Manager T® QoS D &XE

SIP DSCP fiiiZ, Cisco Unified Communications Manager D=5 — 77 A X /XTA—Z TR EIFVET, Cisco Unified
Communications Manager Cl&, 7 7S ZIZxLC SIP 737 k@ DSCP ~—F UV Zf iE T HER, [T X —TTA X /NFGA—
4 3% & (Enterprise Parameters Configuration) | ~X— N RENTWDLEH72T 7 4/LMED CS3 AMEHINET,

— Enterprise Parameters Configuration
Parameter Name Parameter Value
Cluster ID * StandAloneCluster
Synchronization Between Auto Device Profile and Phone Configuration * | True ) t]
Max Mumber of Device Level Trace * 12
DSCP for Phone-based Services * [ default DSCP (000000) 4]
DSCP for Phone Configuration * _CS3(precedence 3) DSCP (011000} #]
DSCP for Cisco CallManager to Device Interface & | CS3(precedence 3) DSCP (011000) #]
Connection Monitor Duration * 120
Auto Registration Phone Protocol * _sccp 3|
BLF For Call Lists * [ Disabled ()
Advertise G.722 Codec * | Enabled B
Phone Personalization * | Disabled [ ]
Services Provisioning * | Internal ! #]
Feature Control Policy < None > ! #]

RYRT—UD QoS RS —DFEE

WD F NI =2 T RARIHLT QoS RUT— LR EE BT v 7 LET,

Cisco R/ YF R—PDERE

Cisco Unified Wireless LAN Controller, > A2#l 7 72 BRAL DAL YTF R —h, BEMEEOT TV 7 AL TF R—
MR ELET,

fE4H COS 1Z5%FL T Cisco Unified Wireless LAN Controller Z#% EL £,

Cisco Unified Wireless LAN Controller D AA > F X E DB 2RI LUET,

mls qos
!

interface X
mls qos trust cos

VAADT T VA RA L MDA TF R— T 7V IR—raA{Z4H DSCP IR L CRRELE T,
TIBARALNDAL T HEDHEIRITRLUET,

mls qos

!

interface X

mls qos trust dscp
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(3#) Cisco Unified Wireless LAN Controller Zffi 324855 1%, DSCP OfF IR EZ 2T 57 H LI, QoS v—F 7
DIELSERESNDINT, VAP LA Ry N353 X ChOA X —TxA4AE T, Cisco Unified Wireless LAN
Controller |[ZE> THEHES UDP 7 —4 /R—h (CAPWAP = 5246 J3 KT 5247) {5 #UIRBEICL 97,

Cisco 10S 7/t RX RAVFDERE

Cisco I0S 77 A RAL N (AP) ETHRD QoS AU —%AfiHL T, CoS(UP) v > B 7 IZ%f9 % DSCP ZAHMILET, =
MIZEY, ELL~—F 7 ENTODLIRY, 7y W T 7R IRAVE LUV TRAZEENTZEXICE F X2 — I AL E T,

class-map match-all Voice
match ip dscp ef
class-map match-all CallControl
match ip dscp cs3
!
policy-map Voice
class Voice
set cos 6
class CallControl
set cos 4
!
interface dotl 1radioX
service-policy input Voice
service-policy output Voice

Wired IP Phone D XA vF R—FDEEE

H#ED Cisco IP Phone D AA»F R—I% Cisco phone 15 HURFEIZL £7,
AA T EDF 2RI RLUET,

mls qos

!

Interface X

mls qos trust device cisco-phone
mls qos trust dscp
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FEEN\TYE T TFeDH

KDk T 7 F L, VAL AT Cisco IP Phone 8800 2V — R 5G| EE &N 7= 7 7347 )X DSCP =EF BL'UP =6
Lo —F L T EINTNWAZEERLTNVET,

‘.r' Packet Info Packet Numher=1{Flags= 3 00000000} Packet. Length Timestamp=14:13:12Z. 0ooo )ata Rate=108 &4 .0 MbpsfChan=52
= ™ 802.11 MAC Header

@ Version: i
@ Type: %10 Data
@ Subtype: %1000 005 Data

=] ‘.r' Frame Control Flags: 4500001010

@ o . Nom-strict order
@ . Nom-Protected Frame
] . No More Data
@ . Power Management — active mods
(] . Thiz 15 @ Re-Transmission
@ . Last or Unfragmented Frame
(] . 1. Exit from the Distribution System
@ . 0 Not to the Distribution System
@ Duration: 44 Microseconds
HJ Destination: 00:13:ED0:AD:C5:87 79256
59 BSSID: 00;1B: 53: FF:4F:EF AP
H Source: 00:16:8C: 38:6C: 40
@ Seq Humber: 203
@ Frag Hunber: ]

=} i QoS Control Field: £0000000000000110

] ———— i Ar PS5 Buffer State: O
L/ A-MSDU: Not Present
(] /I B Ack: Normal Acimowledge
@ 0.... E0SE: Not End of Triggered Service Pario
® i e X... Reserved
@ 110 UP: 6 - Voice
B T
=-§ IP Header - Imtermet Protocol Datagram
@ Version: 4
Selioader Lonih 5 .

=-F Differentiated Services:%10111000

@ 1021 10.. Expedited Forwaerding
L0 ohoECT
@ Total Length: 200
@ Identifier: 49262
Y~ Fragmentation Flags=%000
@ Fragment 0ffset: 0 (0 bytes)
@ Time To Live: 63
@ Protocol: 17 Upp
@ Header Checksum: 0x565E
:g Source TP Address: 150.1.1.11
d Dest. IP Address: 192,112, 83
% upP: Src=15444 Dst=21424
‘.r' RTP: Version=2 Extension=0 CSRC Count=0 Marker=0 Payload Type=0 FCMJ Sequence=64052 Time Stamp=913006491 Sync Src ID=1700962776

Y G.711 Payload {(PCMR/PCMU) Ho. Of Data Blocks=20 Rudio Data Blockffl:0xEB75FDFO737E6FEC fudio Data Block#2: Ox6CECDCDCDEE3FLEF Audio Data Block§3:0x7CF4FSFDTAECESES Aud
‘.r' FCS: FCS=0x3178ADSF Calculated

O—)L PRy a i

TIRARA LN Ca— TRIv a il TN THIENTEET,
o TFEMHDOz—/L 7RIV a I/ Wi-Fi MultiMedia Traffic Specification (TSPEC) Z A 0L £,
o EHEFNTT4v7RICE Y THNDRK RF #HEEZRELET (T 740b=75%),
o BT EFITATUMNHICTHRTOMIEA R ELET (T 74 =6%).

Cisco IP Phone 8800 U—X (%, TSPEC (Zfif 135 PHY L —F&L T 12 Mbps 2 ELET,

Cisco Autonomous Access Point Tl A X—2AD CAC F/I1TE AN — AT R —rENFH A, LIZA3> T, Cisco
Autonomous Access Point T CAC ZHF NI T HZ LITHELES N FH A,

Cisco Autonomous Access Point |- C CAC Z A N9 5L, SRTP =2 — )L EE A A a— LB L £,
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Pre-Call 7 R3wia &l

a—/)L 7RIy asiili#ll (TSPEC) 237 7B A ARA b ETHEZ2Y56 | Cisco IP Phone 8800 >U—X |, Add Traffic Stream
(ADDTS) #7 7B A RALMIEREL T, a— 1V Z2RIEEITZETHOOFHEZE R L £,

AP 78 ADDTS Ay B— %2429 %& ., Cisco IP Phone 8800 2V —X 3o — LA eSNEL £,

TIERARALNRT— LA L Cisco IP Phone 8800 'V — X Da—3L F L7 AT 78 A RALNBMUIZFIEL T 1L
X, EBEEHEIC [ Ry R —2 B8P —TF (Network Busy) | EZ/REIET,

AR a— UL T RIS gy DN EREESNTH , I — VOFESLIC L EREIREN R R L TNWAZEEZTE—R =R
|38 %045 Cisco IP Phone 8800 'V —X oD Ay — 0 ZIHVER Ay TDT2D  VE—h 22—V NZDa— L4 (1
THET, a— VRERE T D ATHEMERHV F T,

i Cisco Unified

G Communications

" Manager
W

VolP
Call Setup

A—s>F PRIy a il
WEHH, Cisco IP Phone 8800 U —R X, BIEDT 7 EA RA L ML ORI AIEZR T~ X TOT 7R KA b Received
Signal Strength Indicator (RSSI) & Packet Error Rate (PER) DfEZHIEL T, B—3 72T DR EEZITVET,

T— LESLEN TN DT 7B A RA b CTa—L 7RIy a4l (TSPEC) 23 A 02 72> TN iz4 . Cisco IP
Phone 8800 ') —X (I —3I 7 B2 ADDTS EREZHFHLWT 7 BRA RAMIERFELET, 2t 7Y/ — a3k
7V“‘A&:ii&bﬁihi#o

Traffic Classification(TCLAS)

Traffic Classification (TCLAS) [X, 77 ®A RA LN CE /Ty M ZIZIEL T HDITHN B ET,

ELLMESNZRT IR, BRI, %92 TSPEC & QoS @ HEJIZZES DO RN D LD R AR 7 p—h L THL
HENET,

TCP BL U UDP AR —MiE# % i F§ L T, User Priority (UP) fE2N iR B E T,

ZNETOREFTIEZ, 2 T —27 2K T DSCP EXR#ESNADZ EZRIHRICL TUWVET, 2D H1ETiL, DSCP E23MF &
DF 22— (BE. BK, VI, VO) IZ~vvE 7 En %1,

L7 L. DSCP [EDOR# T B 2T VAT E RSN DZENHH720 , H 12 DSCP EAMRESNDEITRY EE A,

T RTCOF —% 7y CREC UDP AR —h (CAPWAP = 5246) 2ME A S, 778 A RAL TRy v bae ADF o —%
BT HIDITHNEE QoS ~—F L 7 BMEFHENDT-0 , iIR—h _X—AD QoS RV —Dfif flIZAR# YT,
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TCLAS D356, DSCP DR IIML B TIEHVEREA,
TCLAS ZA N 572012, a2—/L 7RIy aAli# (TSPEC) 27 7B A RA L+ ECHNCTDMLENHYET,

TCLAS IZ. ADDTS /37y N TRV m— SN ET, 2O 2L T, 2— VA RE F-ITZE T A0 O E g
ZERLET,

a—s>4

Cisco IP Phone 8800 >V —XClX, B EHILT—RBT 74 /LTI B8 [ IZRESNDT=D ., 5 GHz £7-1% 2.4 GHz (28%
LT e —30 7 AR — N7 22N TE T,

802.11r /i& AT (FT) 1d, BB —U VR AETHT R COFMBEOERE CHERSN A BBET LV TY,

802.1x #dalEi%. CCKM ZHF|H T 57O B 720 F 7,

802.11r(FT) F7=1% CCKM ZfE FHL72\ ) 802.1x Tid, B R HiEN ML IEIZ/RD 7280, o —30 7 HHIZEBIENFE AT HA]
FEMERNHVET, WPA & WPA2 Tik, —IAer—2NBINEN D720, b —3 U Z BN EL B Al REMENHY £,
802.11r (FT) £721% CCKM %A -9 5& . m—3 7 W% 400 ~ 500 VD6 100 SV R ICEME CEET, ZOHEA.
TIBARALNEOBATRM 22— NIRRT HZLIHD FHE A,

Cisco IP Phone 8800 U — X%, 802.11r(FT) & WPA2 (AES £7-1% TKIP) £7-iZ WPA2-PSK (AES F£7-iZ TKIP) DfLAE
. BLONCCKM & WPA2 (AES E£7-1% TKIP) £7-1% WPA (TKIP £7/-1% AES) DA b EZ YR —RL TWVET,

AL m—I 7R

WPA/WPA2 Personal 150 U

WPA/WPA2 Enterprise 300V

802.11r(FT) 100 JUFD AT

CCKM 100 YU FD ATt

Cisco IP Phone 8800 U — X%, AF ¥ A hea—3I 7 A RUNPERLET,

KAFDu—3 71, BIFED RSSIIZHFESSMIA RSSI Z 5 &0 1= L2282 k> T —3U 7 N — S TV DL E R HD
FT, ZHICKY, —AL Rpn—3I 7 (B EO TR L) NEBRLET,

V= DL Rpu—I 7 w92 572012, Cisco IP Phone 8800 2V —R 137 7 £ X AL MIA7a<ld 3 BT Y= —F
ENDRLBERDHYET, ZITROGE, /37y MK (K tx BIO B EREITE —a ZE O RE) O R AEIES»
Ta— 7 PREAET DA HY T,

BAEDE 5 D358\ RSSI DL EMEZTm 2L CTWODH A RSSHIZHE S =30 Z 3R A LW AR HY E1,

¥ : Cisco IP Phone 8800 2V — X TlE, AF v BIL RN —3 7N EFHEM BRI > TN L TEHEINLAT- ., Cisco
Unified Wireless LAN Controller D75 A7 h 0—327 7@ RE NTA—HEHFRHLEE A,
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wiEEoOO—s2 Y

Cisco IP Phone 8861 Ti. BRI H KT — R T 74/ N CIHBEN TR ESNDTZD  Hillila—30 7 0G089 &b
FRUME BB L E9, @ L ULREL THhDH SR T RAIC IV IRME 5 DD 2.4 GHz, 5 GHz, 2.4 GHz 78
BleshnEd,

TEJFRA L BFIZ Cisco IP Phone 8861 73 HEE—R THALE, TXCD 2.4 GHz Fv %)V L 5 GHz v RNV E AT v LT,
WIEE IR T =7 HOT 7R RAN{EHAIRERGA) ~DT V= — ek E T,

5GHz D& FE721% 2.4 GHz DAHFE—RICHRESNTWDIE . ZNODOF v R BRAF v ENET,
H O R A S A ML TR O —U V2 SB35 720120 A ML i £ T2 Z e HERE S E T,

TILFEXY XL

UA¥YL A LAN T F X ANEEH N TAEEIT, 74— ABLOF (R T A ETAVLERNH Y E T,

BENET—ROITAT U IRBEEMT BN TWDIGEE ., T X TO< /LT Fv A 237 v M, DTIM I 725 FTFa—A
VTENET,

Cisco IP Phone 8861 IZJRAIEL TT 27T 47 E—RZH L ET A3, éﬁﬁ:&—%‘mﬁ%’?/wﬁF%i%ﬁm‘%mm\ébz—é}
1%, DTIM HIRIC 25 FE TT R TOS VT FX AN Ry "M 2— A T INDHZ LT FE T,

SN TFFR X ANTIR, ZONNTIIDBITAT M IS TRESNDRIEITHV EE A

SNTF XY AN ST T 42 E T BA RAL ETH AW RER IR M DI/ IEART —# L—FCEESNET, 2D
ME— DI/ FARL — R L TRARDH 72V — M MR IR E T HZENB IRV ET,

TIAT o ME. wINFF AN AN — L5 ZETH-0I12 IGMP IMABERZEELET, By a2 T84, 791
7 U ME, IGMP R ER AR LET,

Cisco IP Phone 8800 > U—X %, IGMP 7 =V —#HEA VR — L CET, ZOMREZFE T 5L UL YL A LAN Lo~
NTF XY AN NTT 407 D EEZVEIDLD TELTIENTEET,

T _XTHOAALYF ETIGMP ARX—E U 7 HH N> TNDZ Ea TR L £,
Cisco Unified Wireless LAN Controller TiL, /L F X% ¥ Ak ZAL I N AN T HIENHELES L ET,

(¥£) 802.11b/g/n & Bluetooth Z0FH T 2356, v/ F Fr ARE A TR =S EE A,

4L X LAN D&t

Cisco IP Phone 8800 >V —XHIZ+372 /3oy a—)L Fx 30T 4 BV — AL A —I 7 2 EZH T 57-0121%
RDFI DT =TT ARTA AL ENHYET,

FoRILERADEE

WKDOHARGAL AL T, HFIAY L ABECOTF v R BEEELET,
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5 GHz(802.11a/n/ac)
5 GHz I, Cisco IP Phone 8800 >V — R D&M 2L HELE S QWA JE IR B 1k ¢ 9,

Cisco IP Phone 8800 > U—X %, 802.11h MO E)rJE iz £ 4R (DFS) & Transmit Power Control (TPC) Z 7R —RL TWVET,
U1, 5.260 ~ 5.720 GHz CTENMET 2T ¥ RV a2 AT H5AICMNETT, A ATHEZR 24 T 2L DHH 15 F v RIb
NZAUTEEHY L ET,

DFS TlL. L —& —EENMmHEND L. bV AIvH T MDD TF v R AA T T A I B RENE T, 77
RAVRCL—H —PRHENDE, 77 BRA RAIPMUOMEH FTREZ2 T RV D/ T A Y B RATT DR, DT
YA RALS EOBERRL, D7t 60 B, PREFIRBEIZZRDE T,

TPC TlE, 7 I7AT L NET 7B R RAVIPERE A TEE T, ZAUTTD 74T NI B EE N EHICHE TEET,
DIAT VNI TV RARA L REDT VY 2= al B EDT —H L — N CHEFF 572010 MBERKRO =R LX—%
ERLET, MREL T 7747 NI BER A O FHOJRKITZR0ICLKADET, ZAUTEY JEEL TRS L,
T —< U ADENTAY LA LAN 2 EH TEET,

5 GHz F¥ XNV, FNFNDOBEF vy J A — =S P UFET, D70 BT 782 RALMIRILTO Al
1 F v RV OMRNLETT,

802.11a/n/ac 5% (Z Cisco IP Phone 8800 2V — X%EF‘%@% BlE. BT A2 F vy 1Ll 20 % UL EA— =Ty TSRS
WENRBHVET, ZIUTED, v — AL R7pr—I 7 75>HI (2720 $£4, B2 fEIE ClE. Cisco IP Phone 8800 2U— AT
A RA LN ZBREE (BAEDT —% L — NI ERAE 5L ~L) 2 7= 3 L [RREC, K 2 GO T 7 EARALRT -
67 dBm LL EDE L~ L2 TE580, zL~/\~7/7 L9 (30 % VL B2 T75) ZEAHESEL £9,

|30 MHz <30 MHz |
5150 5180 5200 5220 5240 5260 5280 5300 5320 5350
Lower Band Edge Uppar Band Edge
|20 MHz _ <20 MHz

5725 5745 5765 5785 5805 5825
Lower Band Edge Upper Band Edge

E
£

Channel 48 52 56 6 i 100 104 108 1z 16 120 124 128 132 136 140 149 153 157 Ll

D

Center
Freq.
MHz

Band UNII-1 UNII-2 UNNIL-3

5180 |5200 |5220 (5240 |5260 |5280 (5300 |5320 (5500 | 5520 (5540|5560 |5580 [5600 |5620 (5640 |5660 |S680 (5700 (5745|5765 [5785 | 5803

FOtR RAU+ L TOBMERERR (DFS) DERA &

Cisco Autonomous Access Point DA BhAYJE I F® IR (DFS) 238&4R L C, B#1F v /L& IRAFEHLET,
DFS AN ESNTWDIGA . D7kt 1| DO (R 1 ~ 4) ZHhcL £,
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Cisco Unified Access Point DA IBIRT 7B A BRA L MIT ¥ R FEHINZEN 4 THIL Y 7 N THri 72 T 03 (7
TELZ2 T 1T, Auto RF 2N LET,

TIBARALNTL—H — AU IEUIR HSNDGE (B4R b O EITRE YR 0) , 20OV —X — {5503 1D
DF X AN A(F = NUR) FTTEDOT ¥ RN (TARNR) I EZ 52 TODNEIDEREL, VA YL A LAN 2
FBZFDOF ¥ FIVEIFEEOTF v 2O HE BRI L E T,

JE DFS T %/UIZ AP BWEAET DA TR O &2/ NNRIZIMADZENTEET,

L—&— 777 48T 41 2T, 9 DFS F 1 /L (UNIL-1) 2 1457 78 A RA L M) 7 ZLi2b7ad et 1 DR EL
F9, ZHITEY, HLWMEHATEET ¥ RV D AX X L HIZT 7B A RA VRO BN R — VR A 7 2> QD EED |
F xRNV A AR Ch DT EDMRFES N ET,

Cisco Autonomous Access Point D35HE . 77 A IRAL MY UNII-1 F¥ R0 2 CEAH | oA H/ L ET,

Cisco Unified Access Point D& ALE DT 7B A RALFMZ UNII-1 F¥ 1L (Fv RV 36, 40, 44, 48) 2 F8) TiEIN TX
*7,

UNII-3 F %/ (5.745 ~ 5.825 GHz) IZ., AJRE/R G A EE T C&EJ,

RO TIL, 5 GHz B/VH3FE DFS Fy vz L, BT 5o/ DFS F v ® V2352 L1280, WidZe stk
WTHRKRKDOIT—)L T80T 42 A HELE T,

Minimum 20% Overlap

5 GHz O%A . FE AL P RT AU D TIL 21 Fr b, BN ERARTIL 16 Frra il TExEd,

UNII-3 23Me F AT REZR 83 AT Tl UNII-1, UNII-2, BEL N UNIL-3 7212~ T 12 Fv 3L By Maf A4+ 5Z L0 H#RS
*7,

UNII-2 YE3EF ¥ 1V (F /L 100 ~ 140) DFEHEZFEL TWDEEIE. T7EBA RALH ET UNIR2 (Fy /L 52 ~ 64)
LT, BN T v RNV DN L IRDBE NI T A2 LR HERS L E T,

TAYVLALAN T D 5 GHz T RV DBFINIEINDE FTLWT 7EA RA MO END AREMERHD T,
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Default Radio Channel: Crynarmic Freguency Selection (DFS) _V| Channel 48 5240 WMHz

Dynamic Frequency Selection Bands:  |[SEGEREES 1':IIh| h.260 GHz
Band ? -5.250t0 5.350 GHz

Band 3-547010 5725 GH:z
Band 4-5.7251t0 5,826 GHz

2.4 GHz(802.11b/g/n)

2.4 GHz(802.11b/g/n) 8855 TlL, VOWLAN Z[EBH 3 2L X, A= =T 7 DN F ¥y RAUTET 2R HT 0 E R HY F
Ty A= X=T T DIRNTF ¥ UL 22 MHz DRIBEH Y, D7 il 5§ Fr VB CQnET,

2.4 GHz B BEPHIZ X, A — =T T D720 F ¥ 1/ 3 OULIMFELEFHA (FrrL 1,6, 11),

2.402 GHz i.‘_zg MHZ_.i 2.484 GHz

802.11b/g/n BREZIZ Cisco IP Phone 8800 2V —A& BT 556, A —/N—Tv 7 DN F ¥ RNV EEHTHLENRDY | B
BT ¥ XN EDF— =TT PH7a Ll 20% FRSNDVLERHVET, ZIUTED, o — AL ARu—I IR EBILET,

1.5.9, 1372 DA —"—Fv7 Fr/)L By bOFEHIL, R =PI TRV ETT,

Minimum 20% Overlap
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EERELN/NLYY

TR ATRE R 5 7 B A AR-3E 95121, Cisco IP Phone 8800 2U— AT 2.4 GHz ¥£7-1% 5 GHz Zffi i+ 5 L% 12 -67 dBm
YL EDEBL VAT ALENHYET, [, Cisco IP Phone 8800 2V — X T, X[EF—% L—NEDEEL~L
BT 7R RA LMD ZAZ R E 7= I LE T,

Packet Error Rate (PER) 75 1 % & 2 TWVRWNWI LA MERL T/ZEW,
25 dB D) Signal to Noise Ratio (SNR) 7% -67 dBm TébAH 15 512 T 92 dBm D /A X L-ULHERFSN DML N HD £,

TWEMNEET-E57-012, A= "—=F o7 D72 F v 3 /L 2 SNR 2 25 dB DEALTE -67 dBm DI 55207 /A R
A M 2 2Pl EF %#éq‘:ﬁ HELES N ET,

RDOFv /T 4 L2 —T Ve FEBLTHITIE, VAT LA LAN % 24 Mbps ([Zi%GH 20 ERHD FT, NIV EnT —4
L— R CEE R EHNUSNOT 7V r—2a AL T 2DXEN T —4 L — AL E THENCT DL TEET,

2.4 GHz O &35/ —4% L —R% 11 Mbps £7213 12 Mbps (2 (802.11b &?4’7% PAR—=F RV —IZ4E9) . 5 GHz D
BT/ INT —# U—R% 12 Mbps (235 E T D2 EMHERES N E T, ZhuE, A/ AL — L TRESNAME—DL —b
IZTHELHVET,

—ERDBREE Tl MAE/FHEARL —RELT 6 Mbps ZH L7 AR B a0 HD £,

FREOKBEMEEZETDHE, TV Fr RV RHENIET RETIIHV EH A,

-67 dBm

Power (dBm)

RSSI/
Signal
Strength

Time (Seconds)
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TIRABRAMDOREZRGTT DL, TNTORERBEDITIS@ER DAY (B 5) BT RitEn DI L e
S,

T —RERT IV —ar Db O— 7T AL A LAN B Tl, =L _X—% B BAMEK2 Y. VOWLAN H—
EATULEEIND —EO Y TIZ ALy kS £ A,

JAYL A LAN OF#HIE, LY, 2.4 GHz 2—R L AEEERE . Bluetooth 7 /31 A, F7-1% 2.4 GHz ¥ CEIWET A%
OO BEFTLEINZL->TRAELET,

B LU UNE, 2450 MHz TEIEL £97, ZHUiE, 802.11b/gin OF ¥ /L 8 £ 9 DRICHVE T, —HDE Lot
DEVE T — VR PER(ES I TRY, 2O LT — L RITED, I/T/I/ﬂ%—@#“ﬁ&#ﬁ/ybiﬁ” BFLYOTRAF—X, F
YAV TR L RITT AR S £, SHl *4&@ B L Ui, ARG AR (Frrn 1|~ 1DICETD
AREMER DV ET, B Lo YO TR LT A7, BT OUEL| @a%é%%?’&ﬁx RALTIE, Frrn 1%
BIRUTHEHLET,

1 FEAEDEFL Y, Bluetooth, BIOEKE RV 7 T4 1L, 5 GHz BRI L CRIBRO R4 5.2 528135
DEH A, 802.11a/n/ac 77 /0 —TiL, A —/X—=Tv 7 DN TF ¥ RN I LRSI, 1w . IRV EI] RF =R
L0 ET, FEREBEOSGE, FAI2IX 802.11am/ac ZE L, 7 —#121% 802.11b/gn Zfi H§ 52 L& HELEL £,

72720 SaFFHEEDOMEED 7 5 GHz AR AR T8O HFEELET (7L 21X, 5.8 GHz 2—R L AEEE#1E . UNII-3
F RN HE B S M IE T REMEDN HV ET)

Elevato Office
File / Supply Shi:;':s r Lab
Room ‘
=1 ) A
I
= Break Room
(Mmrcwavc Ovens
2450 MHz)
Conference /
Room
Cubes Stairwells (Reinforced
Building Area) CEO
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Cisco Unified WCS F7-13 NCS 2 HL T, 2 BHREL I L oA flEad T E 4,

alvafry [ e summary & 4 s 7 o Cum 7|
cisco

#

Maps Tree View (E3} Floor View
Monitor > Maps > S4 > §J:32> 2nd Floor
q: = . )
Flaor settings | @ Dats may be delayed up to 15 minutes or more depending on background polling interval
™ @ Access Points » Zoom 35 90 v Auto Refresh
a—— . %= ' iy
g 22 G s TIN5 <& <2 5 % = (e % B 5]
O nt > 0 fect 25 50 100 125 150 175
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I B O RAGDITITF v/ T LHPHS BB R 7205728, 5 GHz BB DO HE81% 12 Mbps Kiii DL — 1| 2.4 GHz
JEBRDE 1 12 Mbps KDL — MM BhZ 52 L2 BEIM L ET,

Cisco IP Phone 8800 2V —X|IH —7 7 THDH729, 802.11n TlIIH K MCS 7 7 —4 L —h (Fx K 150 Mbpst) %,
802.11ac Tl K MCS 9 & —# L —h (F K 433 Mbps) ZH7R—hL£7,

ZHEDEWV MCS L — i T 5, [RUHHEE R 021 > C MIMO (85 A1/t 7o 77 ay—%2F 4%
1> 802.11n/ac 77 A7 > MallFIZ, IV EW L —REeH L TELZENTEET,

TAYLA Xy T —27WNT 802.11b 7 T7A TV FFFAISHNRWE AT, 12 Mbps RiiiD T —X L — BRI HZ LV
SHERESHLE T, ZHITED, 802.11b Z7FA T hS OFDM 7L — L% i TE /22912 802.11g/n {R#D CTS 7L — L%
EET DM X720 5,

802.11b Z77A T U IRUA T LA Ry NI —T NIZHFIET HHE T, 802.11b DL — G THL4ENRHY | 802.11b DL—
NI R ZE AL — L TR ETEXET,
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HERE SN DT —% L—hREIXRDERBY T,
802.11 €—F | WHTFT—F VL —b | Y R—IEHA T —X m%h 5 —& L—bh
(802.11 Mode) L —Fk
802.11a/n/ac 12 Mbps 18 ~ 54 Mbps, 6. 9 Mbps
VHT MCS 1 ~ MCS 9 VHT MCS 0
802.11a/n 12 Mbps 18 ~ 54 Mbps. 6. 9 Mbps
HT MCS 1 ~ MCS 7 HT MCS 0
(HT MCS 8 ~ MCS 23)
802.11g/n 12 Mbps 18 ~ 54 Mbps, 1.2.5.5.6.9. 11 Mbps.
HT MCS 1 ~ MCS 7 HT MCS 0
(HT MCS 8 ~ MCS 23)
802.11b/g/n 11 Mbps 12 ~ 54 Mbps 1. 2,55, 6,9 Mbps,
HT MCS 1 ~ MCS 7 HT MCS 0
(HT MCS 8 ~ MCS 23)
802.11a 12 Mbps 18 ~ 54 Mbps 6. 9 Mbps
802.11¢g 12 Mbps 18 ~ 54 Mbps 1,2,55.6.9,11 Mbps
802.11b/g 11 Mbps 12 ~ 54 Mbps 1.2.5.5.6.9 Mbps
802.11b 11 Mbps 2L 1. 2. 5.5 Mbps

BEREHAT 7V r—1a T, 24 Mbps DL EWT —X L= 02 BNCHER TEE T, T30 T 1AL —
IBWTHIAIESV ER A, T2, INOLOL—ME G HE, T —F 7L —LOFRITIRIEN Y 2 5 A HE

7 NOBS
NHVET,

EF ARl oMo T I —
BT YR T A — T N HERF T AT
W O BRI TED N E 72 5 AT

ENaY/

SRAFD RN BR BT 72 3 i R 2 4 eI D Bl

(1) B
TTOMENRHVET,

—WEH/FEARL — LT AR ERBIRNWT —# L— 2T 2R ELE T, v /L F v AR Ry hE, B bW

<E%$T%&v/bfﬁhéhi?o

BIINZT D= M N IFDE, FX /U T L2 —T YRR T 5281

Cisco IP Phone 8800 +'U—X UA¥L A LAN EHTAR

I INBDEWT —Z L— MG T 5L, BENZToNL56 00V ET,
.24 Mbps L EDOT —% L—R e H L TLES,

EMENHLERIBE~DEADLG A, 7 —4% L— O HI[R &y Ml ] TxFE9 (12, 24, 54,
MCS 1. MCS 4, MCS 7), ZOA ., &IRDOBF 7L —NIMZE/ AL —RTT,

Tk, MAE/FEARL —RELT 6 Mbps ZH NI THZENHELESILET,

(ZEoTUI VY= ITA4T7 b REER, £23m KT EE N T80 BERHL0 AT —4 L—hMe

THEELTESNY,




aO—)L Fv/\T+

HEYDZ—/L Fx ST ARIET DR N = G L ET,

VAADT IR RALNE, 24 Mbps LL_ED T —4 L —KC 802.11a/n/ac & 802.11g/n D 5 I1ZBIL Tk 27 D B 1)
HR AN — L& R =N CEET, ZOX v XU T & FEBLT DI, VATV A LAN w7757 R "7 097 S R
JE e 5 (RF) A 1 =2 die /NRIC S 2 0 B DD F 47,

a— VIR, T =% L—b, TR OYHIE R BIOREICL > TRARAVET,
B AR F—F 42 F—F 44 802.11 E—F F—& L—h
J— 28 a—F v Evhk L —}h
13 G.722/G.711 64 Kbps 802.11a/n £7-1% 802.11g/n + 6 Mbps
Bluetooth 4%
20 G.722/G.711 64 Kbps 802.11a/n £7-1% 802.11g/n + 12 Mbps
Bluetooth fE%)
27 G.722/ G.711 64 Kbps 802.11a/n/ac £721% 802.11g/n+ | 24 Mbps LA |
Bluetooth E%)

A3y HE%E/NJT— a>ka—)L(DTPC)
Cisco IP Phone 8800 2V —X L7 7 A IRAL DO CTIER |
(DTPC) ZH NI T D ENRHVET,

DTPC 12XV, RF N7 747N — D IR Z 2 DA

T 78R RA LR T DTPC 23 H AR — RS TRV A Cisco IP Phone 8800 U — R Tl
L —NMIIGCTE R g7 e i RKaEEE DB EHINET,

DTPC YR —hT2T7 7 BA RSN T 25815, 7747 vOENBRa—Iv TIvARALIDES
JOTRRELET,

Cisco Autonomous Access Point Tld, 7747 MDOEINIHLTT 74V DR KE
NN T 58, DTPC 37 TAT U MIT RANZAXSIIVER A,

T IV ARA IO E(EE SN, Cisco IP Phone 8800 'V —RA THR—FCELEEBNELBZ W INNTLTITZEN,

A AN ' A R N A G /8 S (=A== N =

—H A —T 4 A &R I TEET,
VBIEOF R NVBLOT —4

Z—E35

BEZFEHALLNWTEX N, F 74

FHOELNRE

Cisco IP Phone 8800 > 'U—R Z5tED gL\ Bl (B3, A, /e )|
NI LIR DA NHYET,

JRBAT %A R HEOHELE R IHITB IO 7

FMOFLUNEREEICT AP LA LAN 2 B 3555 IR TH2HEBERARA U MNIROLELBY T,

TI7RRA BALIBIOT T F DRIR

D EELWEREE TIL, M7 7 (Cisco 1602e, 2602e, 3502¢e, 3602¢ 335N 3702¢ LU —R T/ EARAL )
EVBEETHTIVRARAL S TTIMT 4 — b5 BIRTHZ L HEIRL £97, MO LW EREE ClEulIcHEEE T 277
T EATDPIRIRENDZ L2 fEil T 52 B RUITT,
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T IR RALDEE

Cisco IP Phone 8800 >V —X &7 7R RA L MDD EEW Z e/ NRIZUT, 77 A RAL DT T F D TELHRY
JE RABE DI THIENEE T, TV VA RALNEIT o7, F3F O G BEEY O % F7-134 8 H
AT AFHDITLIELES IV TCWRNWZ L2 MR L £ T,

W T > T T2 2727 72 A 81~ (Cisco 1040, 1130, 1140, 1602i, 2602i, 3502i, 3602i, 335X 3702i > U—RX 7
TR ABRAPRE) DN —EBOTY T HEAESNDEE . TV BRARA L NIET T T 288 L TR, SyF
FNIEERFF SN QW= | RIFICINOE BT 52 L2 HER L F9,

BRI

ZNETHEY. 5 GHz O ANHERES N ET, 802.11b L — MR AE N7 A 13 HHC, 2.4 GHz 2 5L, IEH ITHEREL
RWEERHVET,

5GHz ¥ /b By hClE, 8 F721E 12 Fr RVt D AT 52 LA HESE L £, AIREZ2¥A X, UNIL-2 JE5R T %
FNVE NI ET,

F=H L —f

T RANEN UL D DA EEOHELRE T — 4 L —b By FSE TN REL 22V R BRI BV E 7,
ZDTD ARNT —H L —h (6 Mbps 728) ZH NI L CZOLH 728 COMAZ W FHES L LA HEEL F4,

B RN 58 A 1, 24 Mbps 282 5T —# L — el L TIRUIDAGR SRR E LIFAZenTtaEd,
U E T —% BT 4, EOMOT 7V r—a AbEH T 2561, JVEnwT —% L— AT 528% %
EhdLFET,

EEESN

D ER LW BREE TlI~ LT/ RANEL R D A REME N D Z LD 778 A A b EB L O Cisco IP Phone 8800 >V —
R DEEEITOHIBETLH2LERZHDET, Ziud, FHOBILWVERERIZ 2.4 GHz 2 BEIL IO EFHEL TW\DIGEIZSH
ICEHETT,

HENSEEN2MHT25 813, 77 8A RAUMDOEEE DR ELT-#H (R KBL O/ DO EHL~)L) Z24f H
THINCHREL T, TV BARAFDOEEDIREN EAVEBE7-0 Magsic /204 X720 oL £4 (5 GHz DA .
11 ~ 16 dBm).

Cisco IP Phone 8800 U —X%. 77 EBA RALFDRE T DTPC DA 2> TWBEE  EEEN/-7L—ATED
EEEBNEFHTADIRETAEDIC. TVERARALROBEDOREE R ELFHLET,

BEa—3I )

FEEHE—U 70 20E 8021 1r /EEFEAT (FT) Off I MESES T, £72 80211 (FT) ZH 5L, 2 >DT7L—
DDA =TT HIGEIINARY 2 A7 DT — LGB LET, n =3I VI — DR EL L, =37
DRI THF v AN 2 F7,

802.1x FRAFZMH L TWDIEA I, HELES - BEAPOL S —3 E &l 14528 KU, MW TR, [ Cisco
Unified Wireless LAN Controller 83X U7 7R RALFDEE | DI WLAN 2 a—S5D&E B/ EAP %8 | DIHEA
ZHLTLTEEZN,

Quality of Service (QoS)
Cisco Unified Wireless LAN Controller &7 7 BA RA VMR FFERBIONa— L ilfH 7L — L1 WMM UP 27 % 5% &
TEHINT, AHRAYIT—7 2K T DSCP EAHERFSIN TV DI L2 MR T DM E R H ET,

E— AR

Cisco 802.11n 77 EA RA LML CWAE A1, B — 288 (ClientLink) 28 22T A0 ERHVET, Ziuk, 7
TAT LV NDZAGITENEHET,

FEAIZ OV T, T Cisco Unified Wireless LAN Controller 38X U7 78R RAVRDRE | D € —LTER
(ClientLink) | DIHAZZ L TITZEW,
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TILFINR

RF (& 503G L0050 S E TEBORIEE =8 BL, vV F SARRAELET,

B O—H5 I CEET D — 05 B T ORDEZIIEFIZSONY, ZDBIHILIZREELET, ZORR, —HOE
TCIFBIENFEEL | SEEETORBBRLRLOT, Frr=r =3 BELET,

IR G DOEDLE BHDIEL AR ZOEDN PRI GO T 2 — I B L £,

AT (B8 CH TAIRE) ODAFET DEREE TII~ VT AR AET HAREMERHVET, ZOIHREHEIZIX, 77 'R
AL M O IT 720 TLTZEN,

I, v NVTF IRAD B RLET,

7 — S
TS ABIEHNLNTDIT  EAF SN B R A TR R A I AL T,

BEEDZEH
A LT A A B EB IO ENMAR T TRIEL A E B E BRI TBET IO E SR AELET,

B S IRIEDHE K
P SITZBIE DS A AG 5 LA — B TENEL A G S LR B> UE S REL RS EL LI ELET,

(BB RIBOMWD
BOHSIVETS, BB AT LT IR EEL , 207 AL AT OIR B HRIED BT B8R EL
ij‘o

Ceiling

P1
TX RX
P2 J
5 I

Obstruction

Floor

802.11a/n/ac & 802.11g/n THEDIVAIELATJH I 55 45512 # (OFDM) 2 452 LT, m~ /L F S ABREIC RSN AREN
SN D5ERHVET,

I~ LT RRBREET 802.11b 2 556 . TNHOTY T IZIHENT —# L—&# L T7ZEW (1 Mbps <° 2 Mbps
728,

COIIRBRENNT, FAN—2 T T T T PO TEDRHVET,
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YA MAEY—IVIZL SRR

WITTRT DY — T TV r—aid, Iy VB BEXOBR EDHERIZHIH T&EEd,
WITRT DY — N eT TV —aid, Dby B, B EOMZICHHTEET,

e Unified Wireless LAN & B ] Cisco Prime Network Control System (NCS)

http://www.cisco.com/c/en/us/products/collateral/wireless/prime-network-control-system-series-appliances/data
sheet ¢78-650051.html

e  Unified Wireless LAN % B ® Cisco Wireless Control System (WCS)

http://www.cisco.com/c/en/us/products/collateral/wireless/wireless-control-system/product data sheet
0900aecd802570d0.html

o AP HEITA YL A LAN EELH D Cisco Wireless LAN Solution Engine (WLSE)

http://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/ciscoworks-wireless-lan-solution-engine-
software-2-13/product_data_sheet0900aecd80410b92.html

e (Cisco Spectrum Expert
http://www.cisco.com/c/en/us/products/collateral/wireless/spectrum-expert/product data sheet0900aecd807033¢3.html

e Cisco Unified Operations Manager

http://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/prime-unified-operations-manager/data
sheet _¢78-636705.html

Cisco Unified Communications Manager M &€

Cisco Unified Communications Manager (21, SES E22 80 | FEIEERE . B L O X 2 ) T oBRE R HE S QgD

Cisco IP Phone 8861 % Cisco Unified Communications Manager |ZiB 3 5F%, HE# LAN MAC 1% Wi-Fi #5721 12 &
MDD A—HFYhMAC TRV AZffi> T RE Ya=0 7 F 0 ERHVET,

Cisco IP Phone 8861 O —+H %>k MAC 7KL AL, [7 V4 —a’ (Applications) | > [FHLE % & (Administration
settings) | > [R Y RT—2 D& 77 (Network Setup) > [ — Ry rDFE (Ethernet configuration) | THERSZ TEE T,

r Device Information

lﬂ Device is trusted
MAC Address *

Description

Device Pool* -- Not Selected -- ¢ | View Details
Comman Device Configuration < Mone > + | View Details
Phone Button Template™ -- Not Selected --

Common Phone Profile * Standard Common Phone Profile

Cisco IP Phone 8800 +'U—X UA¥L A LAN EHTAR 39


http://www.cisco.com/c/en/us/products/collateral/wireless/prime-network-control-system-series-appliances/data_sheet_c78-650051.html�
http://www.cisco.com/c/en/us/products/collateral/wireless/prime-network-control-system-series-appliances/data_sheet_c78-650051.html�
http://www.cisco.com/c/en/us/products/collateral/wireless/wireless-control-system/product_data_sheet0900aecd802570d0.html�
http://www.cisco.com/c/en/us/products/collateral/wireless/wireless-control-system/product_data_sheet0900aecd802570d0.html�
http://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/ciscoworks-wireless-lan-solution-engine-software-2-13/product_data_sheet0900aecd80410b92.html�
http://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/ciscoworks-wireless-lan-solution-engine-software-2-13/product_data_sheet0900aecd80410b92.html�
http://www.cisco.com/c/en/us/products/collateral/wireless/spectrum-expert/product_data_sheet0900aecd807033c3.html�
http://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/prime-unified-operations-manager/data_sheet_c78-636705.html�
http://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/prime-unified-operations-manager/data_sheet_c78-636705.html�

|HERE TUIL—

SEEERMBEDA T ar LT, WAZLNEF AR T T — e CE £, 1ERLT=T 7L —ha, T3 A

FRIN—TF L UL TR TEET,

r Phone Button Template Information
Button Template Name * [0 8861
r Button Information
Button Feature
1 Line **
2 | Line
3 Redial
Speed Dial
a
Privacy
5 Service URL
Speed Dial BLF
6 Call Park BLF
Intercom
7 Malicious Call Identification
8 Meet Me Conference
Call Park
g Call Pickup
Group Call Pickup
10 Mability
Do Not Disturb
11 Quality Reporting Tool
CallBack
12 Other Pickup
13 Hunt Group Logout
All Calls
14 |_None +
15 | None +

Line
Line
Speed Dial
Speed Dial

Speed Dial

tXal)7+4 FAT74 )L (Security Profiles)

X aVT g Fad AN FEHAL T RIEE R TS AT 4T RBIPar 7 F ol —ay TR SEE

MO AL E—RE AT TEET,

tXx 271 7u7 7 AL T Locally Signed Certificate (LSC) ZA# T 95121, Certificate Authority Proxy Function (CAPF)

DEMEL TWORERHYET,

Cisco IP Phone 8800 >V —R|Zf} )& L TV % Manufactured Installed Certificate (MIC) I, B =2UT7 ¢ 7277 A /L CTH A H

ATHECT

~ Protocol Specific Information

Packet Capture Mode*® | Mone

Packet Capture Duration a

BLF Presence Group™® | standard Presence group 3|
SIP Dial Rules | = None = : |
MTP Preferred Originating 71llulaw

Codas ¥

Device Security Profile™ | Universal Device Template - Model-independent S¢ ¢ |

Rerouting Calling Search Space | < None >

SUBSCRIBE Calling Search | = None >

Space

SIP Profile ® | Standard SIP Profile
Details

Digest User | = None =

|| Media Termination Point Required
|| Unattended Port

("] Require DTMF Reception

|_| Early Offer support for veice and video calls (insert MTP if needed)
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G.722 L iISAC DT7KINZAL XAk

Cisco Unified Communications Manager |%, G.722 £ iSAC &2 —7 v VAT ARRTHR— T2 EIDE IR E T HI%
REZ AR —RLTVET,

G.722 2—T V& SAC 2—T v/ hSttOER, WHOEFE 7077 AV FII3EROEFE TN THIENTEET,
ZHTHITIEL[GT22 BEWISAC —F 97 DT R RZA X (Advertise G.722 and iSAC Codecs) | % [#E%) (Disabled) ] (7%
ELET,

Advertise G.722 and iSAC Codecs™® Use System Default

FERAIZ DU T, Cisco Unified Communications Manager D~ ==7 /L& Z L TLZE,

http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/tsd-products-
support-series-home.html

HIBERTE

UA¥L A LAN X Bluetooth 72 E D% E TlL, =X —T T4 XE ik, @O EFE T 077 AV, FI21LH 2 DEGHEL X
VTR ETEET,

Cisco IP Phone 8861 Ti%. VA ¥L A LAN & Bluetooth 237 7 /LN CHNNI 72> TWET,

A —H k25 Cisco IP Phone 8861 (ZHEE ST & ZIZT A VLA LAN 23— KFHIZ HEZN 2720 F97 08 VA YL A LAN 23 L4
HNZA ISV TG EITA — Ry MBI S AL RF U C B BRI A NI IR L £,

WEREDA—N—=FARE, WTIPOEREL L THEICTEET,

Wi-Fi* Enabled

Bluetooth * Enabled

A —T4#4 Evk L—b

=T 44 Ewh L—I i €9 5IZ1E, Cisco Unified Communications Manager CU—ar aE 3570, BEFOU—=
VEMRETEET,

F—F4F a—F 7L G722 £771X G711 BRI B L ET,

Maximum Session Bit Rate Maximum Session Bit Rate for
Audio Codec Preference List Maximum Audio Bit Rate for Video Calls Immersiva Video Calls
Keep Current Setting : (=) () Keep Current Setting (_)Keep Current Setting
64 kbps (G.722, G.711) . (_JUse System Default (*)Use System Default
kbps (_INone [_INone
(® 3000 |kbps Kkbps
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F =Tt a—VTHEMT oA —T 44 B b L= R ET DI, IROEREME L ET,

F—T4F a—Tvs | =T 4F v L—h
G.722/ G.711 64 Kbps

iSAC 32 kBps

iLBC 16 Kbps

G.729 8 Kbps

VPN DE%5E (VPN Configuration)

VPN 2 E X, Cisco Unified Communications Manager (28> CEBEND T via XU TEET,
VPN 7 =R A [34 A1 & VPN 7 —RD =1 URL BERSNDOGINNERL T 2L ERHVET,

—VPN Gateway Information

VPN Gateway Name* Coparate VPN_GW
VPN Gateway Description

*
VPN Gateway URL https://vpn.cisco.com

VPN 7 —ho A NEHENAEHRE ETe VPN 7V —T B ERT DM ERHVET,

VPN Group Information

*
VPN Group Name Corporate WVPN_Graup

VPN Group Description

rVPN Gateway Information

All Available VPN Gateways Alpha_VPN_GW
Ciusl_VPN_GW

LY
Selected VPN Gateways in this VPN Gruur.\"t Coporate_VPN_GW

<
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ERSNDITAT LV MERERE DD NT A= ET D, VPN 707 7 AV E R ET DR ENRHIET,

VPN Profile Information

*
Marme Corparate_WPN_Profile

Description

@] Enable Auto Network Detect

r Tunnel Parameters

*

MTU 1290
; *

Fail to Connect™ | 3

Enable Host 1D Check

r Client Authentication

Client Authentication Method * Certificate

Enable Password Persistence

VPN Z V=T BILOT 077 A VIR ESNTOWDG A1, ROEFE 7 07 7 /WAL, FEDT A AT TEET,

Cisco IP Phone 8800 2V — A3 Ry "N —ZIZBIfE#EKES 4L, Cisco Unified Communications Manager (Z#%#¢ C &7 GA 1,
VPN 727 7 A VPR ESITOIUE VPN By a3 BRI TSN E T,

VPN Information

a4k

VPN Group | Corporate_VPN_Group

ik

VPN Profile | Carporate_VPMN_Profile

HEEFOREATay

Cisco Unified Communications Manager Administration "%, Cisco IP Phone 8800 U — X HIIZIR DX EA 72 D35 H
FHETT

INHOAT T ar OFINIOWTL, EN—VO LD [2] % 7Vy 7L TLIEEN,

Cisco Unified Communications Manager CTl&, —$5& #Y — L& AL TR EA OR EA 7 v a2 —fE TRETEET,

LA DR EA 7> a AL T, RO BRI, BEFE T 07 7 A/ II3d 2 OFEFEEREL LV TRIE TS
2bDLHVET,
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Cisco 8861

 Product Specific Configuration Layout

[ Disable Speakerphone
[[] Disable Speakerphone and Headset
PC Port *

Settings Access™

PC Volce VLAN Access™
Video Capabilities®
Web Access®

Days Display Mot Active

Display On Time

Display On Duration

Display ldle Timeout

Display On When Incoming Call®

Enable Power Save Plus

Phone On Time
Fhone Off Time
Phone Off Idle Timeout*

[[] Enable Audible Alert
EnergyWise Domain

EnergyWise Secret

[ Allow EnergyWise Overrides
Span to PC Port®

Logging Display *
Recarding Tone™®

Recording Tone Local Volume *
Recording Tone Remote Volume *
Recording Tone Duration

Log Server

Ciseo Discovery Protocal (CDP): PC Port*

Cisca Discovery Protocal (CDP): Switch Port™

Link Layer Discovery Protocol (LLDP): PC Port®

| Enabled

| Enabled

| Enabled

| Disabled

| Enabled

Sunday
Monday
Tuesday

lo7:30

[10:30

IO]:OO

| Enabled

Sunday
Monday
Tuesday

[o0:00

[24:00

T
1]

| pisabled

| pC cantrolled

| bisabled

I].()0

[s0

| Enabled

| Enabled

Link Layer Discovery Protocol - Media Endpolint Discover {LLDP-MED): Switch Port® | Enabled

| Enabled
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LLDP Asset 1D [

LLDP Power Priority ®

Unknown

802.1x Authentication™

User Cantrolled

O

O

O

O

O

O

O

O

O

O

O

O

O

O

O

O

O

O

O

O

|

Automatic Port Synchronization ™ | Disabled
Switch Port Remote Configuration * | Disabled
PC Port Remote Configuration * | Disabled
SSH Access® | Disabled
Incoming Call Toast Timer* |m5i .
Call Pickup Toast Timer* [s

Ring Locale® | Default
TLS Resumption Timer® [3600
FIPS Mode ® | Disabled
Record Call Log from Shared Line ® | Disabled
Minimum Ring Volume™ | 0-silent
Peer Firmware Sharing® | Enabled
Load Server [

1Pv6 Load Server [

Wireless Headset Hookswitch Control® |_ Disabled
Wideband Headset UI Control ® | Enabled
Wideband Headset® | Enabled
wi-Fi* | Enabled
Back USB Port® | Enabled
Side USB Port* [ Enabled
Console Access® | Disabled
Bluetoath * | Enabled
Allow Bluetoath Contacts Import * | Enabled
Allow Bluetooth Moblle Handsfree Mode * | Enabled
Bluetooth Profiles™ Handsfree

Human Interface Device

O

Gratultous ARP* | Disabled
Show All Calls on Primary Line* | Disabled
HTTPS Server® | http and https Enabled

O

1PV6 Log Server [

O

O

O

|

O

O

|

O

O

O

|

O

Remote Log* | Disabled
Log Profile Default
Preset
Telephany
Advertise G.722 and ISAC Codecs * |_ Use System Default
Detect Unified CM Connection Failure™ | Normal
Power Negotiation * | Enabled
Provide Dial Tone from Release Button™® | Disabled
Background Image [
Simplified New Call UL* | Disabled
Revert to All Calls ™ | Disabled
Shaw Call History for Selected Line Only. * | Disabled
Actionable Incoming Call Alert® | Disabled
DF bit* [o
Default Line Filter [
Lowest Alerting Line State Priority * | Disabled
One Column Display for KEM* | Disabled

|
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74 —IVR4,

A= =T T D
((Disable Speakerphone)

A —T)— T AERED AN T F T, A —h— T REREA RN L
Th, ~yREyMITEELEFE A, NNy ERIEA~YR By R TREBRER
E—R XA L a2l ] TEET,

ARV —H—T F by Ny M i
029 % (Disable Speakerphone and
Headset)

TRCOAE =N —T U HEREB L Oy Ry D~ A7 N L FT,

PC 7R—h (PC Port)

TEEEHED PC IR — M F N2> COBD NN I > CONENE RLE T, B
RO IZHAT10/100 PC DT ILDMFNZR—RME, 1 DD Ry T —2
Belor e A TEDHIOIT PC FIXT— AT — L ar LEFR A LT,

FXET 7 & A (Settings Access)

AL [F% 7E (Settings) | RZ L DMEREL CODNEINERLE T, [(RET 7
A (Settings Access) ] 23H N2> CODIGA . BalitkD Ry NI —J 3% E, D}iﬁjﬁ
AT %’i’ﬁﬁf‘éiﬁ‘ [BXET 77 A (Settings Access) | WIEZNDIGE | [F%
JE (Settings) | N F L D554 ﬁédJ IIR0ET, ﬁ&y%i‘ﬁabf%ﬂ'j"‘/a‘/&iﬁﬂ?é
NEEA, o HEOEEZFIELIZD, R 2 — LR EE R LT TEEYE
Mo T 7 HWVRTIL, [5&7‘577 B (Settings Access) | IZH NN /e>TNVET,

PC Voice VLAN ~DO 7T 7t A
(PC Voice VLAN Access)

PC AR —NMIPEHSIT=T /SA ANBRA A VLAN ~DT 7 A% el CiFnl
TANEINEIEELFET, RAAVLAN 7272 RAZ M T5HE, &fﬁéh“(
W5 PC THRAAVLAN LD T —2 %1555 TEp<R0ET, if_ TE ARG
Ko TEZFEENTT —%% PC TRAETHIENTERIRDET, Baghkoh
TIA D T = B T T HVERHD PC TT )’7~/a/7§>%ﬁéhfwé
B, 2O EZ [A2) (Enabled) | IZEXEL TZIWN, ZUHIZIE, =41
VTBIOGRE T TV —vark T HO RN —7 T=ZY T VTR =
TOERARENEGENET,

BT A H%RE (Video Capabilities)

ZIINENZ 72> CWDIGE | Y as 2 i 2 72 PC IZHEiS - X(2E
FENOE T A a— B INT A R ET,

Web 77 % (Web Access)

ZDO/RTA=HX, EEEED Web 7T NGO, 71350 HTTP 774
7V}‘73‘%®%‘f)u%n$jﬁ‘57b EYERLET, Btk Web — e %
MINNZT DL, BREHEDNES Web R—T~DT 7 BAN T v r/IinEzd, 20D
N T, FEHE B L O EE HA 2L £, Quality Report Tool
(QRT) 72X DFSHEIL, BEEHED Web _X— 27 7 BALRWEIELLEMEL &
i, TOREIL, Web T 7B ATAEFE LT, CiscoWorks 2000 728 D —E"&
TEVT 4 TV r—vaAlb B LET,

TAAT VL AIES AT H (Days
Display Not Active)

ZDOT4— IR TIE, TAAT VA% T 74NV CTHTDOEFICTHHAZIRETE
F9, BE UL KEOREBEMITOLE TN EHER T, AL
HEEHNT 74V RTT, VANIIE, H T XS EhEd, LEH L HR
HOTAAT L A%A 72T DI, v ba— a2 U5, [HREH
(Saturday) ] & [ F M2 H % (Sunday) ] 2R £,

T AAT LA TR (Display On
Time)

ZDTA4—NRIL AT A2 — U ARSI TS BIZT A AL A0S BB

\ZA AN DG R U £, ZOfENE 24 BETE A CHE AL ERHY £,

ZZT0:001% 1 HORBEVAEFRL, 23:59 08 1 HOEDVERLET, 2O T —/L
REZEJIZLTEG BT 74NV MDD RN T AR TV ADRA AT/ ET (T2 0E
7:30), T AAT lM%:ﬁFﬁu 7:00 \ZA AT DINTERE T HITIL, [07:00 J EAT

LET (Do ZIFANLERA) . TAAT VA% T4 2:00 124 2T DI

[14:00) LA LET (D> ZIZATILERA),
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TAART VA T ke e (Display
On Duration)

ZDOT4—RIE, T T EINTRFENS T A AT VA DRA AN o T2, T4
ATVADT VT A7 IRRBEEAR DI O RS2 R U ET, HEEE L% 5

I, #&H %ﬁ%biﬁ“ EFN A 24 IFfR] T, ZOfEIE, K& 25 B A

T3, 11:30) DAL 1 30 302720 T A AT L AMWNA NI ET,

TAART VATRIE R B BHHAT
(Display Idle Timeout)

ZOT74— R, 22—V EEIC Lo TCT AR T VAT N 2o T2t . TAART
VA=A 7T HE TORBORSERLET, ZOHET /T4 T4 XA~ —
&:t\ 2 77%45‘%4%:%%%%%@: HEW v hSLET, 207 4— L R%

ZEEHDOFEFRICLTRLE, BT E DT 7 4V METHS 1 B A F AL £
9, BONAE T 24 BT, 2o, FE &S E A BRBERICT A LN TEE
I, (1301 DEA . FET 7T 47 UIRRED M E - TS 1 FE[E] 30 I T 42T
LAINF TR0 ET,

FEa— LIZ ST (Display On
When Incoming Call)

ZDOT4—IVRIE, BREFFIZLCD TAA T LA AT DN EINERLE
T o ZOT4—/VR [ %) (Enabled) ] (7 7A4/VI) IZEREIILTWAEG AT,
BEHFZ LCD T A AT LA WA ARV ET (A 7IREDOFE) . [HE%)
(Disabled) ] DAL, BIEHHZ LCD TAA T LANE TR ER A,

Power Save Plus DA %{t. (Enable
Power Save Plus)

Power Save Plus B REZ AN T DIZIE AT Y 2— VT, B OEIFR A4~
T HHEERLET, Ctrl F—2 LN 5HAEZY /7?5& Power Save
Plus #1795 HABECBIR CEE T, 7 74V MNIT 4= L (GEE HR
U)o Power Save Plus E—RTiX 1 DOX—% SUTSHD721T OE ) RS
NET, BEIFHEOZF DM OBEREIL, Power Save Plus E—RTlIA 712720 F
9, Power Save Plus E—R{X, [HEiG#A 4123 2 K4 (Phone On Time) ] &
EEGiT e )27 (Phone Off Time) | 74— /LR CHeESN S, &
R A AT ICLET, Z<D5EE . ZOMIMIE, n’*ﬂﬁko)L%@@ﬁﬁ IRFfE A C
T, BT L CNDF—2 2 — 33 & B 58 7J‘/ W70 ET, BT
LCNDF—% 4L BREHEOD? ﬁz’»ﬁ&")\éﬂ (ZEWMERTREIZ/R BRI
|Z Unified CM c:ﬁ%‘ﬁé%&@“ HEIE—F i77sz“t ﬁfj]( T 2D
T4—LRD HEEIRTHE RO, E911 OREE R I @HMNFREINET,
Power Save Plus #2952 LT, ZOBM TR ESNT-REICRELE
4, #4 Power Save Plus E—R (IE—FR ) AR THAMIL, B—FIZHT
ST RRAVNE, BRI — L CIRER T, A\ a— L OZEN
TEEHA,

COF—REBINTAZLIZIY IROLHEIZFEBELZL DL RS ET,

() E—FDBAERTHLH, BRa—nia— VO E HORBEHiEE EiLE

BoTHETAVLERGYFET, (i) P A2FZ20F—FROBERNICEL o

EEAVWERAL, ZOE—REZANTTHI LT, BEHROTTTITo T2

%i@” (iii) =—/v, (3 . BLOFEOMIZHOWT, ZOEF—REE LT3
DB 2 — P T RN TEATHLENHYET,

:Power Save Plus E—R (I £—F ) ZEZ CTHHMNIL, TR ESN =R
RAVNT, BEa— L TII BT, 4’//\7/% = VDZAENTEER A,

ZOF—REBIRTHZLICID ROFKIEICFAELIZbDOE RS ET,

() E—FBHERTHDLMH, Ba :lﬁﬂ/f‘::l_/l/@h“fuﬂq@ﬁ%’eﬁ(i%f&'%ﬁ

BoTHETALERHVFT, (i) P A2FZ20F—RFROBEFICEL o

EERVWERA, ZOEFE—REZAENNITHI L, BEHEOELTITo TV e

%ET (iii) =—/L, (5. BIOZFOMIZHOWT, ZOE—REH LT
DB 2 — I X TN TIHILERHVET,

R anik A 729 B (Phone On

Time)

ZD74— VR TIX, [Power Save Plus DA #h{t. (Enable Power Save Plus) | U A
kAR 7 A TIEIRS T2 B I H BRI EFEE A AR o A AR E L7,
4% 24 B TP C AT LET, 00 00 (TFAT 0 AR LET, 7oL i‘ ﬁF
AT 7:00(0700) (ZFEREHEZ HEHAYICA ST DICIE, 7:00 AN LET,
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KA 2T 2:00 (1400) 12307 A M A AT 5I121E, 14:00 EATILET, =
DT 4— VR NZEHOLA L, BEEHE2N R 00:00 (2 H B A T2 F
T T7ANVMIZEATT,

HE kA A4 7129 5] (Phone
Off Time)

ZD74—/VRIX, [Power Save Plus D %1k (Enable Power Save Plus) ] YA
Ry I ATRIRE NI BB A 7170 bR R E L £97, RE: 3 DFE
TREMZ AN LET, ZOT7 40— RN T T DA BEEHEIT AT 0 BF
(00:00) THENICAZ IRV ET, T 74V NIZEATT, (UF) [Biitkz 4
(2954 (Phone On Time) ] 237 727 (£721% 00:00) DA LI [EE
K% A 7129 BHEZ] (Phone Off Time) | 237 727 (F721% 24:00) D4
EnergyWise TA—/N\—F A RZ1X{5 ATREICLZRWERY | EEEEHE TIEFEEMIC
Power Save Plus ¢ REDN T2 EE D IRREN e S IV E T,

A A 72T DT AR ZA L
771 (Phone Off Idle Timeout)

ZDT74—=NRIE, THAAADERE A ANT NAADKGERIEER (PSE) 2 Zk
TAHETIZT NAANT AR IRIBIZ 2> T DU ER DL 3R LET,
D7 4—/VROMEIX, IROLGEIZANIIRVET, T HAAANRAT YV a— L EE
DIZ Power Save Plus E—R{Z720 | FBEEHHE = — 038R —2 L T, Power
Save Plus E—RZfERLIZH G, [Eititéi 4 7127 5KiZ] (Phone Off Time) |
T CWDED, EEEDMER P OE, BALIE) T, 7 74V MEX 60 T
3, #iPFAIE 20 ~ 1440 TT,

BT 77— N2 3% (Enable
Audio Alert)

ZDF =y IRy I A, A6 [Eafitka A 7129 %EZ] (Phone Off
Time) ] 74— VR CEHRESNZEEZ D 10 SRS B 77— M BEE 455912
AR R L E T, BEEOBINY—1X, Zhh bR OIRIED 2L
(Power Save Plus #&HEIZ L > CEIRNATI2725) 2 —FICH R AN L3
IR RGP ET, T, FE C—PFIIEETHUL, ZO0F =y IRy
I A AILET, TIANITIET A =T M TOET, ZOF =v 7
NI ANFIREINDHDIL, [Power Save Plus D %0l (Enable Power Save
Plus) ] UANR Y7 2T 1 BH LLEDSEIRSNLCODGETET T,

EnergyWise N A (EnergyWise
Domain)

DT 4= VR TIL, BN S INL TS EnergyWise KA A EFRLET,
EnergyWise N A1 >/(%, Power Save Plus #§HE T L7210 F£9°, [Power Save
Plus ® 4 %h{k (Enable Power Save Plus) | VAN AR w7 AT HE A RINL =55
I%. EnergyWise FAA U ZHETHMERHVET, 7 74V MNIZEA T,

EnergyWise > —727 Lk
(EnergyWise secret)

ZDO74—/VRIX, EnergyWise R AL N THE T D7D H T 532U —R
(L) #EFR L ET, EnergyWise N AA L EFE 1L, Power Save Plus F§RE
THELRDE T, [Power Save Plus O£ %){t (Enable Power Save Plus) ] U AR
Ry Z AT HEAEBEIR U5 13, EnergyWise KA R BT A4 2
WHVET, T 74/VNIZEH TT, 1 Power Save Plus BIfEIE TNP 7 /31 A
& RoundTable 7 /NAATHE/2DE T, TNP DAL, T/HAAANRZERIZA 7T
720, FTRTOF—3 T LE T, Roundtable D513, #5 ERIFEER (PSE) 3
/BN EMHE L BT — 2 5T U ES, IRDFE L, Power Save Plus E—NR
RO E T D728 O Unified CM O FELRLEL [E G O E T 4— VR E, &
TA4—IVRD~)VT THANIOW T L £7°, 2% : Power Save Plus D
Unified CM FHLRE 74— VR DT 4— LK T ~ )L TH AR

EnergyWise 4 —/3\—F A R% 7 Al
(Allow EnergyWise Overrides)

ZOF =y IRy AR EIEEICERL SV OEHEZEET D200
EnergyWise AL 2 ha—FDRY L —ZFFA[ T 50 EINERELET, K
DM EHSIVET, &I, 1 HEL L, [Power Save Plus 4 %1t (Enable
Power Save Plus) | 74— /LR Ti&IRT 20 E 3 HV 9, [Power Save Plus D
#7301k (Enable Power Save Plus) | U AR R 7 AT HZBRINLIRNE |
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EnergyWise 7O D EEEEA A 72T Hf R T EREVET, 5 2 12, Unified
CM OEFLTORKEIL, EnergyWise 34— /\—FARZX[F LI E TH, A
Y a— )V EBVIZHENIIRVET, 220X, [TAAT VA A 71T DL
(Display Off Time) ] 2% 22:00 (‘1% 10 F) ICERESNTWAERET DL, [T
A AT VA AN B L] (Display On Time) | 7 4—/LR OfEIE 06:00 (4Rl
6 F) £720) | [Power Save Plus D 7 %){t. (Enable Power Save Plus) ] Ci& 1 HEL
EAVERIREN TV ET, EnergyWise 7% 20:00 (1% 8 ) (ICEEF A A 7127
LI R T HE, ZOHERIX, AT 6 RRICEESNT [Eafka 4 1295
5% (Phone On Time) | FTHZNERD ET (Bafit2—VIZLDI AR TAEL
f;u\&fﬁmu‘_ Ao FHT 6 RFIT/en L, AEREREITA T L7V Unified CM O
EHORFEIZLDE NNV ELTOZZEHALET, BV~ 2 Eihk
Tﬁ()‘ﬁﬁﬁ”é IZ. EnergyWise 138 N~V EH 2~ REBii-IlHRET
THMEMNRHYET, F72, EnergyWise N EaftEDEIRAE A 72T HLHFERL
Tt T —H [N (Select) | V7 " — &4 &, a2 —W DA 2T 0 a0
AN, 22—V EAEORER L. CEIFFEOBRNA ARV ET, 774+
NRTIE, 72> TWET,

PC 7R —h~D A3 (Span to PC
Port)

EAEIZ BT, BN —FCEZIEL T2/ v e PC AR —NIHRE T 508D
MERELET, (3—0 B —RETE AL QWD) E=X) T Gesk DT
TVr—are, 2l BTSN A Ry NI —7 Ry bRy T Ty Y — L
72L 1P Phone b774/7@%%§u/7 EVELTET U — a0 N PCIR—
b ETEITENTWAEA X, [F%) (Enabled) ] 278 4R L £4°, ZOREREAE
$5121%. PC Voice VLAN m@?%tx%:ﬁxﬁ T HMENHYET,

17 37~ (Logging Display)

ZOF T alF, EOEAT O — ) aX o SRS TCNDEIEIRL
FT, ZOF T ald, nF OAERERIBELEE A, B OFRRIZTEHIEL £
T, [M%h (Disabled) ] 1%, 2>/ — VB I OMEIS VA 7 AR — A 7R — T
X NERSNIRNZEE AL ET, [PC #l4# (PC Controlled) ] 1%, PC 78—
MIEEESINTZT — 7 AT —ar NaX o 7 OF NN ZHIETHZ 5/
9, [A%) (Enabled) ] 1%, 07 N2 — L BLOF T AR — b AR—h Dl
WHICERSNDZEERLET, Ty A= T 7 Tl BXy 7 F v IbH
FOTRENIFNCA T HITIE, [A%) (Enabled) ] 2L HL £,

g% h— (Recording Tone)

GREh— 08 E&‘%Tﬁfb N RAVARP L 30) [ N RAYIRY -+ Sacts IV et o) Ntk g W
TEET ARDOLE . BaEKIL, T~ TOa—/L O 5T %j‘}‘_/%ﬁ:ﬁ
/El\l/ijAO

R N—r DO— L
(Recording Tone Local Volume)

— VB EEE KBS N OB BER ET AT TEET, 2o
HEREITHAEIHEHSNDIEZBEDOT NAA (N REYh, A —H— 7%
Vo~ Ry ICERRGEASIVET, FERE L 0% ~ 100% OFFHN
TRFHIERDFE A, 0% TIEh—2721 . 100% TIXHIEDO T ER T LFETL
NI ET, T 74V MER 100% T,

B DY E— MR R
(Recording Tone Remote Volume)

VE—NMNEEE DNHEEE M OB BEHRTET DDA TEEd, TEX
TELL 0% ~ 100 % OFPHAN TRITF XD FH A, 0% TiE -66dBM A
100% TiE -4dBM T9°, 5 74/LMEIX -10dBM £7-1% 50% T,

gk h— O REX (Recording Tone
Duration)

S N — DA —T oA AN — AR A SN DR 2V AL TR ELE T,
ZDINTA=H] i?‘wwwf_@74»—»%‘@*%7—7 vl —)v 77 A JVOAE
IR ESIVET . 2O/ RTA—=FDOHN7LAEOEFHIL 1 ~ 3000 IVFHTT,

1" H#—,3(Log Server)

Ry Ay —VDEEHEIRDIE—N VAT LD IP TRLVARER—MAREL
97, FEEUL xxx.XXX.XXX.XXX: ppppp@@options T3, options | % base=x;pfs=y;
EVHTEATT, base fEOFIPHIL 0 ~ 7, pfs fEOHEFHIL 0~ 1 TT,2 2D
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RIA—=HIA T aTT, pfs F7213 base ZFRELR2WIGA
JVME 0 IZRRESIL, base 3T 74 /VME 7 IZR ESNET,

X, pfs 3T 74

Cisco Discovery Protocol (CDP) :
AA »F AR—F(Cisco Discovery
Protocol (CDP): Switch Port)

BHLF I AA T R —FD Cisco Discovery Protocol (CDP) &4 %) £ 7213 HE%h
ICTEET,

Cisco Discovery Protocol (CDP) :
PC R —h (Cisco Discovery
Protocol (CDP): PC Port)

BHE L PC AR—h?D Cisco Discovery Protocol (CDP) &4 Zh & 7= 3 H42h |2 T
TFET

Link Layer Discovery Protocol -
Media Endpoint Discover (LLDP-
MED) : A7 A —h (Link Layer
Discovery Protocol - Media
Endpoint Discover (LLDP-MED):
Switch Port)

BHEIT, A vF R—b ETV 2@ 7 ah=aL (LLDP-MED) 28 2h 7=
TR TEE T,

Link Layer Discovery Protocol
(LLDP) : PC A" —h (Link Layer
Discovery Protocol - (LLDP): PC
Port)

EHET
TET

PCE—F LTV rEHH 7 ah=aL (LLDP) 24 % £ 13502 C

LLDP 7>k ID

EEEIL V@R T ara Vo7 ey ID AR ETXET,

LLDP & & 5CE (LLDP Power
Priority)

P UL v aha L OB A E X E T,

802.1X FX:iF (802.1x Authentication)

802.1x PRFFMSRED AT —H A% e EL £,

H @78 — MAE ] (Automatic Port
Synchronization)

Bl CPCAR—MI SW AR — M FLIEE LI OT 27 Ly 7 2IZF#T 5
_}_’ferﬁxb LT, BRI == NICRRES IV — M2 D3R A28
Li—é‘o

2 F IN—PFDYE— X E
(Switch Port Remote Configuration)

‘%1%%0)24’/%1“" rOME LT 27 L v ADYE—h ;;%fﬁ%ufﬂbiﬁ“o_
B OFRR EE A —R—TARLE T, ZOR—I R IETDHE, B
ﬁ%ﬁ@%ﬁU—ﬁ&ﬁés%bhéT EMNHDLZEITERL TIEEN,

PC R—hDYE—hg&E (PC Port
Remote Configuration)

‘%1%%@ PC R— R DEELF 2 7L 7 ADYE—h
I, BEEEO FER CE A — N —TARLET,

REETFILET, 21

SSH 7 7%~ (SSH Access)

ZDIRTART B SSH 855t 2 2 T ANDIEIDE IR LE T, Eantk
® SSH Y — \BEREZ LT DL, B ~D T /BRI 7 vy s S E T,

g —/L Toast XA~ —
(Incoming Call Toast Timer)

ZDORTA—HT . Toast P LWVEE 2 — Vil A2 T Dl KRR (B)) %
BELET,

a—)L BT v 7 Toast ZA~—
(Call Pickup Toast Timer)

ZDORTA—HT, Toast Na— L ¥l 7w 7 i@H%EFRRT DI KRR (B)) %2
* Lij‘o

B 24— L (Ring Locale)

IP Phone (&, A2 Ry NA 7 Ry METIZRIREAN— 2 O KRR H 5 2 2

TWET A, ZOMHEIRENIEE R T, OREREAEIZO BIERLL TOES, K

I*““E@@ﬁﬁﬂ%éb THAFEEDOW T, HARDOMHFREZ T R—M5
ZiE, PR E S A MR s — W EE S W TRRUE TEORENR D ET,
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TLS F#pH %A ~— (TLS Resumption
Timer)

TLS By ar BiEZ R — T 2BI7ED TLS By aid HTTPs 7747 bk
T9, HTTPs 7747k By arid, BE Ry ar B ~—% Y
R—hLET, ZOXA~—IL, RSN Ky a R ZEELE
T EDS 0 ISR ESNIZHATE. TLS By a BN ERIZ 20 £,

FIPS “&—F (FIPS Mode)

ZDORTA=HX, fips E—RFDOF NN ELET,

HAHEFRODLOT— N ay OFiEk
(Record Call Log From Shared Line)

ZOT4—RIE, EHEFENOOT— L v 25T 2 EINERLET,

Ie/NPEH R (Minimum Ring
Volume)

ZDRTA=HE, IP EREOH/NEHE &2 HIEIL £3, ZOEIXEBRE 0=
FELET, =R 2 —P L ETCExETA, R a—FEFIEHETOEEEY
FAZLITTEXETR, EXINTVAL-LINE FIFAZ LT T A, fit
/NFEH R EOFFIL 0 ~ 15 T, 7 74 /VMEIZ 0(F AL b)) T,

v 77— =7 A (Peer
Firmware Sharing)

YT 2 MNDOBE—DEIFENAA—Y Tr— 7T 77 AVEERELT, Fh
ZETICRMETAHIENTEDLLS, BT V— T A A—VEMEZ A RN/ L
F9°, TORER, TFTP #HISESHIS L, 77— 20T Ty 7 7L —RE
HieEnEd,

o —K $—/3X(Load Server)

EAEHEN BRI TCND TFTP Y — " TldZel, R — " HL T 7 —
LT Ou—RET I — RS TR ET, ZOF T ar T
. 77— T OT T T —RIEREN e — L =B REL T,
¥RIZ WAN 20 L1277 7L —ROBEIT, A A= VEEE ST 28N
TEET, —NOFAMELILIP TRLAZ AN LET (EYED [P 7RV A
REERALET), FEESNDY— 3 TFTP 3 —bE RZFE{TL TOAMLEEN
HY, TFTP /"AZa—R 77 A)VPNETT, B—R 77 A /LD B Db
G B—RBA AN VENFER A, Bkl TFTP 4 — NZUX AL 7 &
FHA, ZOT74— VRN EADEEOLA ., EREIIIE ESiLz TFTP —
RefioTa—R 77 ANVEBIOT v 7 7L —RZ2BELET,

IPv6 ©=—R H#— 3 (IPv6 Load
Server)

BN, TSI TCND TFTP — 3Tl R IPv6 — 2 L T
T — AU T Ou—RET T T —RERIGTHIEERLET, ZO4 T var
T, 77 =0T OT 77 —R b sa—L IPve % — N fRET
EFET, ZHUTED, B WAN 2 L7277 v 77 L —R DA I1C, A Ah—/L[H]
BAaREHTIENTEET, —SORANM E/21T IPv6 TRL 2% AL L2
SO (BEHED TPv6 TRL AR Z M HLE9) , R ESH5Y— N TFTP 3 —t
A FATL CODLENRHY  TFTP /SAIZa—R 77 A /VINMEE T, n—R 77
AVIN OB S B— RV A= LS ER A, EaitlX TFTP ) —
NIZUE AL RENFER Ay ZO 74— ARRZEAOFEOHL | EBaikI T ES
NTZ TFTP Y — & ffioTa—F 77 A VB O vy 7 7L —RERSLET,

TAXVA~yREYh T I ALy
F arba— L (Wireless Headset
Hookswitch Control)

BWHEIL, VLAYV A ~yREyh ToI AT av ba— VG N E- 13
\ZTBIENTEET,

UAR/SUR ~y Rty b ULGE
(Wideband Headset UI Control)

2—HPREFEED Ul T [TARR ~vRtEvh(Wideband Headset) | 47
var A NETITENIC TEDIOICLET,

TARNUR ~yREvk(Wideband
Headset)

FERHED [TAR/SF ~y Rtk (Wideband Headset) | D2 A0 E7-13
BN L ET, [2—PHIEHDOT AR SR~ Rtk (User Control Wideband
Headset) | LA GO THEHLET,

Wi-Fi

T NAA LD Wi-Fi 3G 0722 TN 72> TODE R L ET,
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15 1f USB 7~ —h (Back USB Port)

EREIE O I USB R —he BN T DN H0ER~LET,

R USB 7R —F (Side USB Port)

B O M USB N —ha G T D000 RLET,

a2 —)L 778 A (Console Access
)

PUT N 2 = NGNS N O ERELET,

Bluetooth

ARG Bluetooth 7 /A ZNE N THLD, A THLERLET,

Bluetooth 7 R AEA LR — M FF
] (Allow Bluetooth Contacts
Import)

B D Bluetooth 7 /S A TEIFMO TR AMELFEH T
IR LET,

Bluetooth /XA L N A7V — F
— R %37 7] (Allow Bluetooth Mobile
Handsfree Mode)

HFP {7 &7 /3 A AR L0 35 W) 3 7 @5k O A 20/ 5 ki - — Ik LT
AT 2 ED e IR L £,

Bluetooth 7’27 71 /L (Bluetooth
Profiles)

EEEHED & D Bluetooth 7027 7 A /L INE N/ B THANE R LET,

Gratuitous ARP

TEAGHE7S Gratuitous ARP &7 MAC 7 RL A& BT H0 890 R L E

7, Gratuitous ARP %515 T D@ FEIEZ BN T D&, ZOMHAZfEST
BRAN —LDOE=LV 7 BLOGREREITOT 7V r—a SEEEL 72720
FT, T=HU T HEREN L E LR WGA X, CORELZ TN EFTLET,

TIAVEFETOFT R TOT—)1
D ZR 7~ (Show All Calls On Primary
Line)

HRDOYE . T IA~VERRERIRTDHE, ZOT AR THT R TOa—
IWDFRENDZEEEWRLET,

HTTPS H— X (HTTPS Server)

Web 7 7B ADRN YO | & B 1T hitp 33O https, F7213 https DA DHE
fEaFF A TEE T,

IPv6 17—/ (IPv6 Log Server)

a2y Ayt —VDFEFRLEIRDIE—R VAT LD IPV6 T RLARER—MHEEL
F97, FEEUT [xxxx XXX XXX XXX X IXXXX: XXX X XXXX: XXXX |:ppppp@@options
T4, options | % base=x;pfs=y; £\ DB TT, base EOHIFHIL 0 ~ 7. pfs i
DOEPHIZ 0 ~ 1 TT, 2 DO/RTA=FIA T T aTT, pfs £7215 base &5
ELARWEEAIE, pfs T 74V ME 0 12 ESHL, base 23T 74 /LM 7 123%
ESNET,

JE&—h 127 (Remote Log)

ZONRGA=H L = AT T2k s F—2DOEELEEPEELET,
HMNZ 2o TOBEGEIT, vy T =N —ERTEYT 45, By H—ry/
IPV6 1/ S — _THESNIHATICaE —sET, B> TWHDHGE
I, P —ERTE VT 45, 0l H— 3/ IPV6 1l Y — S THRIEINIZIGATIC
oy F—Anar—IEE A,

n7 O 7'm7 7 AV (Log Profile)

HRERSNICT N\ T av REYE—FTETLET,

G722 a—F w7 L iSAC a—F 7
BT RNHAXF 5 (Advertise G.722
and iSAC Codecs)

Cisco Unified IP Phone 7% G.722 ==—7 w27 % Cisco Unified CallManager (27
RANZARFTDNEINERLET, =T w7 3T —Tal A TR D 2 Bl
DFNENRHVET, M, BEaGAS Cisco Unified CallManager TH R —hSH
TWLa—T I ET RANFARXTHUERHVET (T X TOZURRA R
FCa—7 v Byt R —h 250 TEHYEFA) . KIZ, Cisco Unified
CallManager 7%, 2 —/LafATIZBHE T 5 X COEFHERN O AR — S o=a—
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FoIDYARNERFET AL, V—Vay ST REREOSEXFARER 2SN
T, el AR — a3 —T VA EIRLET, ARREAEHL T, AT
27 7 5 )VROfFE A (Use System Default) | (ZO BERHIZ T A — T T A X /3T A—
X T RAREAX G722 =T v/ THRESNIZHEICL RRD) | [
(Disabled) ] (ZD &% AS Cisco Unified CallManager (2 G.722 &7 R/X¥ A XL
72N | [7%) (Enabled) | (ZDEEFEAY Cisco Unified CallManager (2 G.722 7
RANZAZXF D) DT IEEELET,

Unified CM ##5¢ f&5E o> f HY
(Detect Unified CM Connection
Failure)

ZDO 7 4—/LR T, Unified CM/SRST D /37T > F~<OF /34 ZD T =— LA
— N—NRATHHID I HIDAT 7 Té5. Cisco Unified Communications
Manager (Unified CM) ~D e 55 2 H 5720 OB AR O & E 2R E L
F3, A7MEIE [ (Normal) ] (Unified CM #2f5efE E OfE A 25 1\ L —
NCHRA DI ) F721% [EAE (Delayed) | (Unified CM 82D 7 = — /LA —/3—
D EELOBH 4 (FOBIETOREDOK ) 2 ELET, Unified CM 557
TT—DE RO T IZIE, [BE%E (Normal) | 238U F97, Bfea AT
TEDLITHDIL T = A — =%/ LBLE 8513, [ (Delayed) |
2RI F97, [FE%E (Normal) | & [ 4E (Delayed) | D=7 — ik H O 1E Rk 72
RE DO ZEF, WIZELTHZBOEHIEU TRV ET, 2T, A1 —
TRy MERICIZ TSI E T, 77 4/0h = % (Normal)

Hj A =—a (Power
Negotiation)

BRI == ar B R —N DAL v F I SN A6 Power
Negotiation FEFEZ AN THLENRHVET, — 7, A v FNE T T—
TATKIEL TORWEA X, 778D EJR%E PoE TERAT5RIIZ, &
A T—a BEREE N T AN TN B £97, Power Negotiation FREDS T
O E, BAEHEOT 72O BRI K 12.9W FTHZ L2 ENTEET,

V)—RARFNEDH AL h—2
D (Provide Dial Tone from
Release Button)

V) — A REZ NS EXT X AT b= PRSI DENEI DERLE
I, fED true DG [ZAXV T DA T 700/ X7 TN (Off
Hook Dialing/RingingOut/Connected) | IKRETIL, V) —RA RZAHLIFI
[#15 (New Call) ] V1> RuinFoRrEnEd, [T TOa—/LIZES (Revert to
All Calls) | BERED B DA . ZOREREIXT # A ¥/ h—> (Dial Tone) | F&HE
DOHNZT 7T 4TSN M ENRHY F T,

A A— (Background Image)

ZDNRGA=HL, T ITANDBER T 7 AN EIRELE T, ZONTA—REH
N T DL, EHETZ TN, BB AN D =R —W T/ A%
N TEET,

flisB b iil=—/1 Ul
(Simplified New Call UI)

TDORGA—H L, BEEN AT T DX ICHFE LS — LD Ul AZA
W AT 0EI0ERELET, [58(5 New Call) | V4 RUZzifTe2—H
IFENEMRE L T CEET, Fz (R bS o ¥il=— /1 UL (Simplified
New Call UI) ] Z4ft e — P H ke L T H & F9,

FTR_RCOHa—/LZR5 (Revert to
All Calls)

INEAINCT HE, a— W [T T4~V [al#E (Primary line) ], [T TD=a—

JL(All Calls) |, £720% [77—MREED=— L (Alerting Calls) ] LASL D7 (L4
IZEENDHEEIT, a—ABE T T HLEREKIT [T X TOa—/L (All Calls) |
WZRVET,

BRI [EI#E D I D= — VIR IED
771~ (Show Call History for
Selected Line Only)

AN LTS 6 BREHEITER LB O D= — VEIEZ R R L ET,

FAT AT RE A (B ME T (Actionable
Incoming Call Alert)

2P ER T B Ea— NV EERDHLLE | [IEE (Answer) |, [RIHEDE
(Divert) ], [#E47 (Ignore) | V7 by — T L2 RIRLET,

DF £k (DF Bit)

IP ~v#% —|Z DF B ’EiRELE7,
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FI7HIVIDEFR T 4V H (Default | BREAED T 7 4/VRD T4 NA LU TTRTCOEIFREE 350 Tl b
Line Filter) VERBIERR T AN EAE T D Z R L E T, ZOF T ar i ld58, 7

F—hR AT AR ER T LD, BlEa— /L DOZ G Toast LTV TxF
T, o~ TRULNT-ABREZEAILET, ZOT74— LR NRZEHDOEED
Ba. BRI T 7 ANV DT AN ELTT R COERREHFEHLET,

e [ A (Rl R B A SENET RN 72> TN DY ﬁﬁlﬁf%%:—ﬂ/ HRFRETDHEY
(Lowest Alerting Line State Priority) | &—MEHF D0z LED /lﬁlﬁﬁi ET A2 NEEIREBD S ET,

AN T2o TODIGET, AT Ca— LV EERNREAETHE, VE—MEH

Efj%ﬁéﬁi‘i'%ﬂ?éﬂi@‘o
KEM % 1 %1375 (One Column BN 72> TOD SR, KEM IS, B ESIV 18 BIRYARZ U N FRSIET,
Display for KEM) ZIVENDERRE HIZL > T KEM BEED 5 3MEH S ET, Ahic/e-o

TWAEAIE, JVELDO L FHFIRTEDINT, TN ENDEHRIE R IZE-T
KEM [ g AN HA SN ET, ESIZE 9 |If/ARZ 53 1 50 KEM
RizFREnE 9,

ZIHDOHERED EEAIZ DUV TIX, [Cisco IP Phone 8800 Series Administration Guide 7= %[ Cisco IP Phone 8800 Series
Release Notes] 22 L T2,

http://www.cisco.com/c/en/us/support/collaboration-endpoints/unified-ip-phone-8800-series/products-maintenance-guides-

list.html

http://www.cisco.com/c/en/us/support/collaboration-endpoints/unified-ip-phone-8800-series/products-release-notes-list.html

Cisco Unified Wireless LAN Controller 8 XU 79t RX RAVMDERTE

Cisco Unified Wireless LAN Controller 8L U7 7 A RA U ET HEXIT IRDOHTARTA L ZAFEFAL TTZEN,

[802.11r (FT) ] £7-1% [CCKM] 7° [F %1 (Enabled) ] 72> TWAZ L& MR L £,

[Quality of Service (QoS)] % [ZF 7 (Platinum) | IZEXEL £,

[WMM 7KUY — (WMM Policy) | % W EE5/4 (Required) | IZFXELET,
[EyTar DA LT TR (Session Timeout) | AN T, ELSRESILTWDI LA MR LET,
[Aironet IE] 7} [%) (Enabled) | (272> CWDZ LA REFRL £,

[DTPC ¥ —h(DTPC Support) ] % [F %) (Enabled) | (232 ELET,

[

P2P (BT —E7) D7 avy 727 ar (P2P (Peer to Peer) Blocking Action) | 8L [2XTF Vo7 #F%aT 7y
k 79— 4% (PSPF) (Public Secure Packet Forwarding (PSPF)) | #2012 £7,

[2 A7 > bERF} (Client Exclusion) | N IELSEHESN TWAI LA MERLET,

[DHCP 7RUREID Y T8 (DHCP Address Assignment Required) | 2 #5012 $97,

[MFP 2717 . Mxi# (MFP Client Protection) ] % [f£& (Optional) ] £7-(3 [#£%) (Disabled) ] IZ3¢EL £7,
[DTIM i (DTIM Period) ] % 12 1T EL £7,

[75A47 vk v—K /XF3 7 (Client Load Balancing) | % [#£%) (Disabled) ] [Z5% EL 7,

[ZFA7 2 +DH8ER (Client Band Select) | % [#£%) (Disabled) | (2R EL £,

[IGMP A X—E> 7 (IGMP Snooping) | % [A %l (Enabled) | (232 EL £,
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o LAVIELUTAZMBHL CWDEEIT, [V AN Y TRV PRV F—F (Symmetric Mobile Tunneling
Mode) ] A ENZLET,

o 24 GHz 2 AL TWAEAIL, [a—hk ZFU T 7 /L (Short Preamble) | ZH ML £,

e Cisco 802.11n/ac 77 BA RAU N HL TWEEGHE L, [2747 2k Y7 (ClientLink) | 26 2L E9,

o YIEILU T[T —Z L —h(Data Rates) | 5% ELE T,

o [CCXulr—a @I (CCX Location Measurement) | #H8 L E7,

o  WME|ZLU T [Auto RF] 2% ELET,
[RA A (Voice) ] T, [7FIvT a2 2H (Admission Control Mandatory) | % [B %) (Enabled) | (2% €L E7,
[RA & (Voice) ] T [2—F ~X—2 CAC (Load Based CAC) | % [£ %5 (Enabled) ] IZF%ELE7,

o [HRAA(Voice) ] T [FNFT7 422 AR —2 AR 2 (Traffic Stream Metrics) | AL ET,
[EF A4 (Video) | T [T KXy al #ili# 278 (Admission Control Mandatory) | % [#£%) (Disabled) | 5% EL 77,

e [EDCA 7177V (EDCA Profile) | % [& 7 D &#1l (Voice Optimized) ] £7213 [EF BLUOEY T A O E#E{ L
(Voice and Video Optimized) | |27 Hﬂ?biﬁ‘o

o [{EBIE MAC A %27 % (Enable Low Latency MAC) | % [#£%) (Disabled) | IZiXEL £,

o [EIHIFR (Power Constraint) ] 7% [#£%) (Disabled) ] (272> CWAIZ LA fERLF T,

e [F¥R/Li#EH (Channel Announcement) | 35X [F¥ RV Quiet &—K (Channel Quiet Mode) | ZHZhZL£7,
o WEIZLUT [BANV—T vk T —4% L —F(High Throughput Data Rates) ] 5% &L £,

o TJUL—LOENEHRELET,

e CleanAir 77 /uy—& LIz AafllT 72 A RAU ML TS84 1, [CleanAir] 24302 LE 9,

o WMENZLEUT [T HX R ¥ A7 MERE (Multicast Direct Feature) | 5% EL £ 7,

e [7F 7 (Platinum) ] QoS 7’177 A/L T, [802.1p #Z (802.1p Tag) ] % 5 [T EL £ T,

FEMOY—ar oD ITTAT U IBIEEL . ULV A LAN EDOT V= — RO AT, V—/LK T—FR
(802.11d) WAEZN THHZ L& MR L TIEEW,

802.1x iRfEAHHL TWAG AL, Wit X a7 u—3 7 243572012 802.11r (FT) £721% CCKM #HEETHZ L%
BEIHLET,

WLAN %58 (WLAN Settings)

Cisco IP Phone 8800 <V —X |21, BIME D SSID #EN Y CTHZ LAHELEL £,

72720, F A X% Cisco Wireless LAN DT RiRA L MR —h T 3R ESIZBEFD SSID 236556 . €D
WLAN Z b0 ffi i c&xET,

Cisco IP Phone 8800 >V —XTffii>i15 SSID D E Tk, FrE D 802.11 MM A 72D A (T2 21X 802.11a D) ji
AT DI ETxFET,

Cisco IP Phone 8800 U — X% 5 GHz H1 CO LENMESE A2 L2 M BEID L £, ZOHHE CIIL 0O F v/ Z21{#
T&59Z., 2.4 GHz T E TN L<700i=2d T,

IR L 7= SSID 23D LAN I IS TV N2 L2 R L TLIZE W, HHEN TWAES T, Bric i o 2070 24
FEEAL TS HEAIE., BIROBAR £ 1Te—30 7, BEENEATLAREERHD T,
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CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANSs > Edit ‘voice’
+ WLANs - - W —
WA General | Security | QoS | Policy
»
LR Profile Name voice
Type WLAN
551D voice
Status # Enabled
Security Policies [WPA2][Auth(802.1X + CCKM)]
(Modifications done under security tab will appear after applying the changes.)
Radio Palicy | 802.11a0nly %
Interface/Interface ———————————
Group(G) | rtp-9 vaice |
Multicast Vlan Feature "] Enabled
Broadcast SSID # Enabled
NAS-ID | WLC5508-1

ERE X 27 =072 802.11r (FT) ZFI 3 2121%., @SB IT2 1N T DR vy I A% AL T,

Over the Air 7D {XHVIZ, Over the Distribution System 7 XA {# H 357212 [Over the DS (Over the DS) | 24123
LHZEEBRIDLET,

AES B 5L & L7 WPA2 RV —Z2H ML ET, 2D, 802.1x & PSK DEBLLAEMHT20MIGC T, 5BiEd —%
A AT LU TFT 802.1x & FTPSK OELHMEA ML ET,

802.1x & PSK O EBLHEME SN ANTEU T 802.11r (FT) 2V R —hLARWITA T VI FIETHEE . SEXFRs AT
DEFITAT ML TCAELT SSID 24 951213, 802.1x. CCKM. PSK b HZNCTHZEMTEET,

CcISCcOo MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit 'voice'
* WLANS =
General Security QoS Policy-M i Adhy d
WLANSs 4| I | L
} Advanced Layer2 | Layer3 | AAAServers |

Fast Transition

Fast Transition [21
Over the DS

Reassociation Timeout 20 | Seconds

Protected Management Frame

PMF | Disabled * |

WPA+WPA2 Parameters

WPA Policy =

WPA2 Policy ™

WPA2 Encryption #aEs [JTKIP

Authentication Key Manag t

802.1X ™ Enable

CCKM | Enable

PSK [_] Enable

FT B02.1X # Enable
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CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANSs > Edit ‘voice’
+ WLANSs e —
WLANS General | Security | Qos | Policy
b Advanced _l-any.[%W! 1 AAA Servers |
Fast Transition
Over the DS c

Reassaciation Timeout| 20 | Seconds

Protected Management Frame

PMF | Disabled #|

WPA+WPA2 Parameters

WPA Policy |
WPA2 Policy ™
WPA2 Encryption MAES [ ITKIP

Authenticati Key M

B02.1X Enable
CCKM Enable
PSK ™ Enable
FT B02.1X Enable
FT PSK ™ Enable

2T m—3I 712 CCKM 2R 5121%. AES B3k L7- WPA2 R —L3BG e —F X A7 HD
802.1x + CCKM #A%ZhicL £,

CISco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit 'voice'
M vrvﬁ:: General | Security I QoS I Policy-Mapping I Advanced |
» Advanced Layer2 | Layer3 | AAAServers |

Layer 2 Security 8 \ WPA+WPAZ

MAC Filtering2 [
Fast Transition
Fast Transition [_|

Protected Management Frame

PMF | Disabled % |

WPA+WPAZ Parameters

WPA Policy -
WPA2 Policy ™
WPA2 Encryption Waes [ITKIP

Authent:cati Key M

802.1X # Enable
CCKM ™ Enable
neLe M Emakla

Cisco IP Phone 8800 >V —X F7=3fth> WMM x5 EEE23Z 0D SSID #7255 1R, WMM RV —% [WES
£ (Required) ] IZ7% E L TLIZEN,

WLAN (Z3E WMM 2947V "MELET BIEE . FNHD I T U MRl WLAN IR E T A2 &4 HELE L $1,

I WMM 27713 Cisco IP Phone 8800 &U— X LU SSID &A1 2 4 A3 55 6 I21E, WMM AR v —% 67"
[FF ¥ (Allowed) ] IZFX EL TLTEEWY,
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[7920 AP CAC] ZH%hiZL . Qos Basic Service Set(QBSS) 2277 A7 L MIT R NFARXLE T,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit ‘voice’
+ WLANs - ~ - — .
General Secur| oS Policy-Mappi Ady d
WA | ity | Qos | y-Mapping |
» E
ERENE Quality of Service (QoS) | Platinum (voice) s
Application Visibility [g Enabled
AVC Profile | none s
Netflow Monitor | none |

Override Per-User Bandwidth Contracts (kbps) &

DownStream UpStream

Average Data Rate 0 0
Burst Data Rate V] a
Average Real-Time Rate o 0
Burst Real-Time Rate o o

| Clear |

Override Per-SSID Bandwidth Contracts (kbps) &

DownStream UpStream

Average Data Rate 0 0

Ducmrd Pimbn Mobn n n

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit "voice'
S General | Security | QoS | Policy-Mapping | Ady d |
WLANs
Burst Real-Time Rate V] ]
» Advanced [ clear |

Override Per-SSID Bandwidth Contracts (kbps) 1&

DownStream UpStream

Average Data Rate o o

Burst Data Rate

0 0
Average Real-Time Rate 0 0
Burst Real-Time Rate 0 [v]

| Clear |

WMM

WMM Policy | Required * |
7920 AP CAC # Enabled

7920 Client CAC | Enabled

Media Stream

Multicast Direct ™ Enabled

MEIZINUT [Byvay A LT UMD A ZE (Enable Session Timeout) | 5% EL 7, & 72138 T 4 a— LEFCRZ
VIBLIEEZERET 5700, Byiay ZALTUN N T 20 ZA LT UMLK (24 K£[#/86400 #0702 L) 352 L4
LU FT, BT DL, FRIORAITERICERESNET N, By ar XA LT UNeHNTHE, ITAT L NDIVT
TV TERIPINCEREEL ., 774 T VMRV T o v Ve L QWA LA HER T HDIEN HE T,

Aironet JEIEREEE (Aironet IE) Z AL E T,

(7Y —E7 (P2P) D7 uyy 77 al (Peer to Peer (P2P) Blocking Action) | Z #%h 232 LN HVET,
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MBS U T [ZFA4T 2 MgRS (Client Exclusion) ] 2 5% EL£7,

WAL, [AP BB LICEF RIS NATR KT AT M (Maximum Allowed Clients Per AP Radio) ] # 7% &7 52
EHLTEET,

(7 F¥ RN Ax % D% (Off Channel Scanning Defer) | %752 LT, A% v ORI 721F Tlel | FEED
Fa— I T DAX X RS E LT ENTEET,

RAN 2T —h T IV —ar BT 58558 (Web 7TV 07 VPN 728 | F713E LNEN. O W T 7 ) o —
ayv (FE T A a— VIR E) O DSCP BN T 78 A BA L MIARERSIL TN E AR B SEIEM DR 2 —
(0~ 3) % BERIEMOENWF2— (4 ~ 6) IS THNILTT T Fr /b ARV U 2B T2 HEIRELET, 2h
IZEDIBTERNC AT Y o OLRARER 3B INL £97,

[DHCP 7R L RE|D Y4 TLZH (DHCP Address Assignment Required) ] 2 #5023 2B N HV E T,
[BH# 71 —2%# (Management Frame Protection) | % [{£& (Optional) | 7213 [#%%h (Disabled) | IZ5% EL 77,
100 VoL —=a JHHC [DTIM EifE (DTIM Period) ] % 2 T HL £,

[Z2FAT >k a—R "Z2 37 (Client Load Balancing) | & [7 547 2 hOEIEIR (Client Band Select) | 23 21272~ T
WHZEETERLE T,

[ATAT v alyOAX—E 7 (Media Session Snooping) | 22021 T SIP CAC ] TEXAINNTTHIENTEET,

a—parba—IMa—L 7 EFATLIRICK T 958, VATV A LAN 8N B Pl S s 2R3 H 50T, [m—
VT ENTEFIFAT e B E E (Re-anchor Roamed Voice Clients) ] #5025 LA HEREL £97,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANSs > Edit ‘voice'
RS General I Security I Qos I Policy-Mapping A ed
WLANs
¥ Advanced -

Allow AAA Override || Enabled DHCP
Coverage Hole Detection (¥ Enabled DHCP Server ) Override
Enable Session Timeout 86400

Session Timeout (secs) DHCP Addr. Assignment || Required
Aironet TE #Enabled OEAP
Diagnostic Channel |_|Enabled N

[ [ Split Tunnel (Printers) |_| Enabled
Override Interface ACL 1Pv4 | None # | IPv6 | None *
— Management Frame Protection {MFP)
Layer2 Acl | None * |
P2P Blocking Action | Disabled _ 4 (o =
MFP Client Protection ¢ | Optional |
i ion 2 [CJEnabled S -
(Sl Bl = Frabe DTIM Period {in beacon intervals)
Maximum Allowed Clients 0
8
= 802.11a/n (1 - 255) 2
i ing 11 [_JEnabled

Static IP Tunneling L B02.11b/g/n (1 - 255) |2
Wi-Fi Direct Clients Policy | Disabled  # | NAC
Maximum Allowed Clients [ ————————
Per AP Radio MAC State | None ¢
Flame LAbCnnt Load Balancing and Band Select
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MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANSs > Edit ‘voice’
- v\"rvﬂ:: ~ General | Security | Qos | Policy ing | A
b Advamced Clear HotSpot Bz Load Balancing and Band Select
SontiglEtes - Client Load Balanding (8]
E::::U“ﬁ's_";:mm) 0 Client Band Select 0
Client user idle threshold .ﬂ ] Bytes Pt
(0-10000000) Passive Client =]
Off Channel Scanning Defer Voice
Scan Defer Priority ‘_’ i f E 4568 Z Media Session Snooping [ Enabled
SISO g @ @ = Re-anchor Roamed Voice Clients | Enabled
Scan Defer Time(msecs) 100 KTS based CAC Policy (] Enabled
FlexConnect Radius Client Profiling
FlexConnect Local ] Enabled DHCP Profiling =
Switching 2 - HTTP Profiling O
FlexConnect Local Auth 12 Enabled Local Client Profiling
Learn Client IP Address 2 ¥ Enabled DHCP Profiling ]
Vlan based Central Enabled HTTP Profiling O
Switching 12 T

Cisco Autonomous Access Point T 802.1x #3E&{# H 725513, open + eap & network-eap D SSID 235% EIALTCNHD
CERMERLET,

dot11 ssid voice
vlan 21
authentication open eap eap methods
authentication network-eap eap _methods
authentication key-management wpa cckm
admit-traffic

Cisco Autonomous Access Point 274 YL A R AL H—E & (WDS) B — NG T 285813, leap XA 7L eap XA T D
W17 DFERED WDS DREE THNI /> TWDHT LafEBL £,

wlccp authentication-server infrastructure method Infrastructure
wlcep authentication-server client mac method Clients
wlcep authentication-server client eap method Clients
wlccp authentication-server client leap method Clients

wlccp wds priority 255 interface BVI1

aAvkO—SDORE
Cisco Unified Wireless LAN Controller DR AR D IELSH ESN TWAZ LA LF T,

Cisco Unified Wireless LAN Controller T DR — e FHL CHDIGEIZV 7488 (LAG) AL E7,
HIID AP v~ /L FF v AN E—REZHELET,
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CIsCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller General
General Name | WLCS508-1
ERUEREY 802.3x Flow Control Mode | Disabled * |
Interfaces

Interface Groups

LAG Mode on next reboot

| Enabled % | I

Broadcast Forwarding

| Disabled *

BT Cast AP Multicast Mode 1 [ Unicast ¢
SRR G AP Fallback [ Enabled  * |
| BTy Fast SSID change [ Disabled : |
} Internal DHCP Server Default Mobility Domain Name | VTG-VowLAN
} Mobility Management RF Group Mame | VTG-VoWLAN
Ports User Idle Timeout {seconds) | 300
» NTP ARP Timeout (seconds) | 300
» CDP Web Radius Authentication | PAP - |
» PMIPVE Operating Environment Commercial (0 to 40 C)
» IPVE Internal Temp Alarm Limits 0to65C
} mDNS ‘WebAuth Proxy Redirection Mode | Disabled * |
» Advanced ‘WebAuth Proxy Redirection Port 1]
Maximum Allowed APs 2 lo
Glebal IPvE Config | Enabled |
HA SKU secondary unit | Disabled + |

< NVTF XY ANEfE AT 55A0T, [ r—rUb 2 L FFr A T—RDF L (Enable Global Multicast Mode) ] 31T

1. Multicast is not supported with FlexConnect on this platform.

2, Value zero implies there is no restriction on maximum allowed APs.

(LAG Mode is currently enabled).

[IGMP ZX—t"> 7 DA% (Enable IGMP Snooping) | A ZNZ T AL ENHVET,

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Controller Multicast

General

Inventory Enable Global Multicast Mode [Q]

Interfaces Enable IGMP Snooping ™~

Interface Groups IGMP Timeout (seconds) le0 |

Multicast IGMP Query Interval (seconds) T

Network Routes Enable MLD Snooping O
» Redundancy MLD Timeout {seconds) &0
¥ Internal DHCP Server MLD Query Interval (seconds) 20

¥ Mobility Management

LAY 3 EEUT AL TWODIGE L, [V AN 7 FEYT ¢ b2 RY 22 (Symmetric Mobility Tunneling) | % [H %)

(Enabled) | |23 E T HMERHVET,

BT DON—2aTld, Y AN 7 BFE YT 4 RV T INT T 4 VN THEIIIRY
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Controller Mobility Anchor Config
General Keep Alive Count 3
Inventory Keep Alive Interval 10 | seconds
Interfaces I Symmetric Mobility Tunneling mode Enabled I

Interface Groups DSCP Value 0

Multicast
Network Routes

-

Redundancy

-

Internal DHCP Server

* Mobility Management
Mobility Configuration
Mobility Groups
Mobility Anchor Config
Multicast Messaging

84D Cisco Unified Wireless LAN Controller Z[GICEE VT 7 — IR ETHHEE . %\ Cisco Unified Wireless LAN
Lk a—FD [P TRLAE MAC TRV AZAZ T 47 FEVT 4 7 )L—T A RO B EIBINTALERHYET,

CIsCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller Static Mobility Group Members

General
EnwEnay Local Mobility Group WTG-VoWLAN
Interfaces MAC Address 1P Address Group Name Multicast IP Status
Interface Groups 1cidf:0f:c6:69:a0  10.B1.6.69 VTG-VoWLAN 0.0.0.0 Up
Multicast

fB:66:f2:fa;al:e0  10.B1.6.68 VTG-VoWLAN 0.0.0.0 up
Network Routes

-

Redundancy

-

Internal DHCP Server

* Mobility Management
Mobility Cenfiguration
Mobility Groups
Mobility Anchor Config
Multicast Messaging

802.11 RYFIT—HDEEE

5 GHz 3 24541%. 802.11a/n/ac *hT—2 DAT—H AN [F %) (Enabled) | (272> TWAI LA MR L £,

[E—=2 E# (Beacon Period) ] 100 ms) [ZF% ELF7,

[DTPC ¥R —k(DTPC Support) | NA N2> TNDZ LR LET,

Cisco 802.11n 77 ®A RAV Ml L CODEEA L, [ZFA4T b U7 (ClientLink) | 236 02 72> CWDI LA fERL ET,
BIEDVY)—ATIX, [FFRIESNDEKZTA T ME (Maximum Allowed Clients) | 5% E T 52 ENTEET,

WAZE (FEA) L—hEL T 12 Mbps %, PR —hxt 82 ((E5) L—hEL T 18 Mbps LA LA ZNENRETIHIEEBEIOLET,
72720 BREEIZ Lo T, 6 Mbps Z W28 (FEAR) L — L THNZ T DM ENELLZENHVET,

[CCX v/ —a HIE (CCX Location Measurement) ] A 0L £,
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11a Global Parameters
¥ Access Points
All APs General Data Rates**

« Radios —
802.11a/n/ac B802.11a Network Status [?_-1 Enabled & Mbps | Disabled + |
= Chia Beacon Period (millisecs) 100 9 Mbps |m|
Dual-Band Radios . JE—

Global Configuration Fragmentation Threshold 2346 12 Mbps | Mandatory * |
(bytes) S
» Advanced DTPC Support. # Enabled 18 Mbps | Supported  + |
Mesh Maximum Allowed Clients 200 24 Mbps | Supported  + |
RF Profiles RSSI Low Check (] Enabled 36 Mbps |_Supported ¢ |
FlexConnect Groups ;“Brir)-rh““h‘"d (-80 to -90 80 48 Mbps | supported ¢ |
FlexConnect ACLs 54 Mbps | Supported * |
* 802.11a/n/fac 802.11a Band Status
Network CCX Location Measurement
Low Band Enabled
v RRM Mod # Enabled
2 ode nable
RF Grouping Mid Band Enabled
TPC X Interval (seconds) &80
DCA High Band Enabled

2.4 GHz 2 458413, 802.11b/g/n Xy "I —F DAT —H AL 802.11g AN /2> CNDAZ a2 MR LET,
[&—=> & (Beacon Period) ] 21100 ms) ([Zi% EL £,

g TVT T NEEET DL — IT7AT U NIRTA YL A LAN IZIFAEL WAL, 778 A RA b 2.4 GHz
BE%E T [a—h FUT7 7 /v (Short Preamble) ] % [ %) (Enabled) | (Z5XET 2L ENHVES, v s FVT7 LT LD
ROV a—h TVT o TNEHERATAHIECL ST, VALYV A X NI~ DT g —< AR M ELET,

[DTPC # AR —k(DTPC Support) | DA N2> TNDI LA fERLET,
Cisco 802.11n 77EA RALMeAEHL COB5A 1L, [7T747 b Uo7 (ClientLink) | 238 078> TWAZ EAfERLET,
BIEDOV) —2TIL, [FRAISNDHRKRZTA T Mk (Maximum Allowed Clients) | 2 7% &4 52N TEET,

TAYLALAN (285t 55 802.11b DD I TAT IR IRWGA L W28 (FEA) L—REL T 12 Mbps) . VAR —hxt5 ((ER)
L—heLT 18 Mbps iR ETHI L BEIDLET, 72721, BREEICL > TL, 6 Mbps 28 (FEAR) L—REL THNZT S
BN ETLAZENRHNET,

802.11b ZT7A TV FIMFAET DA 1, M (FEAR) L —hEL T 11 Mbps, AR —h4f 52 ((E&) L—h&EL T 12 Mbps LA L%
FTNENRETDHLENHYET,

[CCX r/—3a HIE (CCX Location Measurement) | A 302 LET,
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Wireless 802.11b/g Global Parameters
¥ Access Points
All APs General Data Rates**
« Radios
802.11a/n/ac 802.11b/g Network Status ™ Enabled 1 Mbps | Disabled % |
802.11b/g/n 802.11g Support #Enabled 2 Mbps | Disabled 3|
Dual-Band Radios e
Global Configuration Beacon Pericd (millisecs) 100 5.5 Mbps | Disabled % |
» Advanced Short Preamble @] Enabled & Mbps | Disabled =
Fragmentation Threshald 9 Mbps [ Disabled )
Mesh (bytes) 2346 p _Disabled  * |
RF Profiles DTPC Support. @ Enabled 11 Mbps | Disabled  # |
FlexConnect Groups Maximum Allowed Clients 200 12 Mbps | _Mandatory + |
Htoniesa RSSI Low Check [ Enabled 18 Mbps | Supported  + |
» 802.11a/n/fac RSSI Thresheld (-60 to -90 T 24 Mbps | Supported ¢ |
dBm) R —
¥ 802.11b/g/n 36 Mbps | Supported % |
Network CCX Location Measurement 48 Mbps | Supported * |
» RRM
RF Grouping Made #Enabled 54 Mbps | Supported  + |
URE Interval (seconds) 60
DCA

E— LR (ClientLink)

Cisco 802.11n 77 EA RAVMAEHL TWBIGA X, [7T747 b U7 (ClientLink) ] Z# G NI L E T,
E—AJEEIE, 102, 5.5, BEOY 11 Mbps DF —# L —hTIE P R—FSR T EE A,

7.2.103.0 LV FETOVY—ATiE, [802.11 72—/ 3)L /35 A—4(802.11 Global Parameters) | ‘©7 > a2 L T/ u—rL(Z,
FINLT 7 B-ARALRND 802.11 BRI E N — %L TE % OT 78R RALRT, [ZFA4T b Vo7 (ClientLink) | 24
N TEET,

J—27.2.103.0 Tl Cisco Unified Wireless LAN Controller ® Web A% —7 = A A% HL T [7FAT MV
(ClientLink) | 5% E 352N TR, v RIA L TORRE TEET,

YU—2A72.103.0 LTI, RO~ REFEHAL T, TXCTOTI7ERA RSN a— UL, i3l 2 OT 78 A KA
VMR TR L CE — AT R REE A N L ET,

(Cisco Controller) >config 802.11a beamforming global enable
(Cisco Controller) >config 802.11a beamforming ap <ap_name> enable
(Cisco Controller) >config 802.11b beamforming global enable

(Cisco Controller) >config 802.11b beamforming ap <ap_name> enable
RO R AL T, B —LEHHEREOBAED AT = A KR TEET,

(Cisco Controller) >show 802.11a
(Cisco Controller) >show 802.11b

Legacy Tx Beamforming setting.................... Enabled
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Wireless 802.11a/n Cisco APs > Configure
¥ Access Points
All APs
- Rl General RF Channel Assignment
802.11a/n/ac
802.11b/g/n AP Name rtpg-21a-apl Current Channel (36,40)
Dual-Band Radios —————
Admin Status | Enable % | Channel Width * 40 MHz *

Global Configuration

Operational Status up * Channel width can be configured only when channel config

¥ Advanced mode
Slot # 1
Mesh Assignment Method @Glnhal
RF Profiles 11n Parameters (_JCustom
L L Tx Power Level Assignment
FlexConnect ACLs 11n Supported Yes
} BO2.11a/n/ac CleanAir Current Tx Power Level 1
» 802.11b/g/n Assignment Methad (®)Global
¥ Media Stream CleanAir Capable Yes ()custom
» Application Visibility CleanAir Admin Status | Enable %
And Control * Cleandir enable will take effect only if it is enabled on this band.
Performance Profile
Country
Number of Spectrum Expert o View and edit Performance Profile for this AP
Timers connections
Performance Profile I
b Netflow Antenna Parameters
¥ Qos Antenna Type | Internal % | Note: Changing any of the parameters causes the Radio to b
Ai @ and thus may result in loss of connectivity for some clients.
Antenna B @
c E

Auto RF (RRM)

Cisco Unified Wireless LAN Controller Z{# 4535413, Auto RF TF ¥ RNV EEEBITORTELZEFLTEAINCTAZ
EfEREI N ET,

i T2 8 IR Boi 88 (5 GHz £720% 2.4 GHz) 1T U T, 77 B R RALVMDIREBSIL L DOE Y THIEZ R ELET,
HEIE L~V OEY CEEHATHHE . EIORRKL IV i/ NN~V EFRE TEET,

CISCO OR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless 802.11a > RRM > Tx Power Control(TPC)
¥ Access Points
All APs TPC Version
v Radios (Interf Optimal Mode (TPCv2)
_Interference Optimal Mode V.
CHHERE @Cnuerage Optimal Mode (TPCv1)
802.11b/g/n
Dual-Band Radics
Tx Power Level Assignment Algorithm
Global Configuration
» Advanced Power Level Assignment Method @Automatic Every 600 sec
. ()on Demand Invoke Power Update Once
es|
RF Profil 'C'leed 1
rofiles
Maximum Power Level Assignment (-10 to 30 dBm) |17 |
FlexConnect Groups —_
FlexConnect ACLs Minimum Power Level Assignment (-10 to 30 dBm) |11 |
« 802.11a/n/ac Power Assignment Leader ‘WLC5508-1 (10.81.6.69)
Network Last Power Level Assignment 20 secs ago
= RRM —
RF Grouping Power Threshold (-80 to -50 dBm) |-65 |
TRC Power Neighbor Count 3
DCA
Coverage
General

5 GHz 2T 25813 AN TEF ¥ RAEER KT 12 F v 2Tz 2EOTF v 2V a A% v T 57001234
DT IR RALMEHOIRIED A HEM: & [AkEd HZ LA HERE L F97,
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Cisco 802.11n 7 7B A RAL At L QB EATE 5 GHz T v #/UIEZ 20 MHz £7213 40 MHz F &L CE% @ CTX. Cisco
802.11ac 77 BA RA LM L T4 1% 5 GHz Fv 1 /UiE% 20 MHz, 40 MHz, £7-1% 80 MHz &L TR E CTxE 4,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless 802.11a > RRM > Dynamic Channel Assignment (DCA)
¥ Access Points
All APs Dynamic Channel Assignment Algorithm
= Radios
802.11a/n/ac Channel Assignment Method (®automatic Interval:| 10 minutes * | AnchorTime:| 0+
CUERLLEE 'C:'Fl'eeze Invoke Channel Update Once |
Dual-Band Radios .
Global Configuration (_JOFF
b Advanced Avoid Foreign AP interference [g Enabled
Mesh Avoid Cisco AP load || Enabled
RF Profiles Avoid non-802.11a noise @ Enabled

FlexConnect Groups Avoid Persistent Non-WiFi Interference || Enabled

FlexConnect ACLs Channel Assignment Leader WLC5508-1 (10.81.6.69)
¥ 802.11a/nfac Last Auto Channel Assignment 401 secs ago
MNet k B
wor DCA Channel Sensitivity | Medium ¢| STARTUP (5 dB)
+ RRM ST,
RF Grouping Channel Width ()20 MHz (%) 40 MHz (B0 MHz
ULE Avoid check for non-DFS channel ("] Enabled
DCA
Coverage
General DCA Channel List
Client Roaming
Media 36, 40, 44, 48, 52, 56, 60, 64, 149, 153,
EDCA Parameters 157, 161
DFS (802.11h) DCA Channels

High Throughput
(802.11n/ac)
CleanAir

24 GHz ZfEH 9556 DCA VAN TIEIF v/ 1, 6, BEO 11 I EAHICLET,

2.4 GHz #3 Cfifi i AT EZ2 T RV DD RS TND 728012 40 MHz (25t L= Aaifllod 802.11n 77 B A iIRA v M
T 584 Th. 20 MHz 1213 2.4 GHz F ¥ RV E R ET A LA HEREL 3,

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11b > RRM > Dynamic Channel Assignment (DCA)
¥ Access Points
All APs Dynamic Channel Assignment Algorithm
= Radios
802.11a/n/ac Channel Assignment Method @I\ukomatic Interval:| 10 minutes * | AnchorTime:| 0 % |
IR ':::'Fl'eeze Invoke Channel Update Once |
Dual-Band Radios .
Global Configuration |_JOFF
» Advanced Avoid Foreign AP interference @1 Enabled
Mesh Avoid Cisco AP load || Enabled
RF Profiles Avoid non-802.11b noise [g Enabled

FlexConnect Groups Avoid Persistent Non-WiFi Interference (| Enabled

FlexConnect ACLs Channel Assignment Leader WLC5508-1 (10.81.6.69)
b BO2.11a/n/fac Last Auto Channel Assignment 482 secs ago
* B02.11b/g/n DCA Channel Sensitivity | Medium *| STARTUP (5 dB)
Metwork
= RRM DCA Channel List
RF Grouping
TPC 1,6, 11
DCA
Coverage
e DCA Channels
Client Roaming
Media
EDCA Parameters
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i 92 8 IR RS U C 5 GHz £7203 2.4 GHZ IZX4 AT 307 Fr XV BLOEEEHOEVY Tl Tc&5L55. 7
n— VR e A — N —TART DM ] % DT 78 A RAL IR ELTRTE TEET,

B2 DOMDT 72 A RA L b Auto RF (ZHTL THINZL T, FHRIICRESN TWDT 7 A RA v MMealiECEEd,
DOFEIL, =T NIZWic 72 TSN EIET DAL T,

Cisco 802.11n 7 7B A ARAL Meft FIL CWOB AL 5 GHz v 1 /UiE% 20 MHz $7213 40 MHz F &L % & T, Cisco
802.11lac 77 BA IRA LA AL CWB-A1% 5 GHz Fv */UIiE% 20 MHz, 40 MHz, £7-1% 80 MHz H &L TR E CxE 4,

5 GHz 2T A5 ICD I, FY R R T Ao Tl T AZ L2 BEIDLUET,

vl
CISCO MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11a/n Cisco APs > Configure

* Access Points
All APs

el General RF Channel Assignment
802.11a/n/ac
802.11b/g/n AP Name rtp9-21a-apl Current Channel (36,40)
Dual-Band Radios
. - Admin Status | Enable # | Channel Width * 40 MHz =
Global Configuration I
Operational Status up * Channel width can be configured only when channel config|
» Advanced mode
Mesh Slot # 1 Assignment Method (®)Global
RF Profiles 1in Parameters -/ Custom
e Tx Power Level Assignment
FlexConnect ACLs 11n Supported Yes
b B02.11a/n/ac CleanAir Current Tx Power Level 1
b B02.11b/g/n Assignment Method (®Global
} Media Stream CleanAir Capable Yes (Ocustom
» Application Visibility CleanAir Admin Status | Enable % |
And Control * CleanAir enable will take effect only if it is enabled on this band.
Performance Profile
Country
Nurmb f Spect E: rt
um er.u pectim Bpe o View and edit Performance Profile for this AP
Timers connections
Performance Profile I
¥ Netflow Antenna Parameters
¥ QoS Antenna Type (Internal =] Nate: Changing any r?f the parameters_ causes the Rad{o to b
A— @ and thus may result in loss of connectivity for some clients.
Antenna B [3
c “

HS5A4TF A—3Y

Cisco IP Phone 8800 > — R TiL, AFx v BLOa—I 7 WEFHEM B KIZL > TNz L TEEESNA728 | Cisco Unified
Wireless LAN Controller D75 A7 b a—307 72D RE /RXTA =R FEDIVER A,

a—J)L PRIy a il
[RA R (Voice) ] T [7 Iy a4 2H (Admission Control Mandatory) | 24 2L T, 324382 U T 5 GHz
F721E 2.4 GHz IR L | e KA IR B L O TR A0 —IU VRO /N —t o 7T — U2 RET LR L £,
H RS DI KAHIRO 7 74 VRREIL 75 % T 2095 6 % [In—I7 7T T VNI PRSI T ET,

H—37 ITAT NI RIFEHOR—I 7 HHE O AN HIIRS N EE AN £ OMOHIES T X TH S THD
Balfiz, m—I0 7 HIRIIn—30 7 7947 NS HRRE O R A TAILET,

Cisco IP Phone 8800 >V —X UA¥L A LAN BB A AK 67



CAC ZH N T25A1E, [RAFTN—ZD CAC (Load-based CAC) | WA THHI LA MR L £3, ZOREHEEIX Cisco
Unified Wireless LAN Controller Cffi | CX £ 728, BIfED EZ A, Cisco Autonomous Access Point 7787 4— L Tliifit
HTEEREA,

ATR—AD CAC 1L, Fr RNV EOTRTCOTF VX —ZEZELET,

SIP CAC #fFE 34 25&, 74T "8 TSPEC Z R —hLAaNW X IZH T AN — ADF 7L — 2% E LB AT 59 %
THRIYBET,

a—RK ~_X—Z CAC % SIP CAC L L, T _XTCOF vV 802.11 hT7 47 £F % FIL DT F—%E B L CH A wl g
TR IR SRR ESNE T,

74T 3 SIP 1815 T TCP & UDP O E B 5% 320328 - T, SIP CAC i A3 A5EE1, T/ BA RA LM Cld=—
VT RIS a A OO OSEXER T ENMERESNLET,

IIAT L RH SIP T TCP ZfEHL TWDGE . T7BARA NI AT 4T Byial OAX—E 277 WLAN CH Zh725
BUX SIP X7y AX—E 7 L, HiLOE A AR — A AT REZe BB 3 72 W 5 1% SIP 7L — 2% 7 7 AR — A
FFF VAN — A ZHEE L FH A, ZHUE, Cisco Unified Communications Manager <~ &% el 5 £ -2 Al REME
NHVET,

JFAT L RH SIP 12 UDP 2 L CWAA . 77 BEARAL NI, WLAN TAT AT byl ar AX—E U7 DB 56
\ZSIP N7y R AX—E 7L 486 BV — Ayt —U %I4T UNIERLET, ZOAyE— L[ Ry PI—IBEV—T
3~ (Network Busy) | Ay — LU THEIRS AL, 7747 U MIRIOT 7R RALMNIr—I 7§50, 320y ay
DaA—)L By Ty T TSEHIENTEET,

Cisco IP Phone 8800 U —Xd SIP {12 TCP ZAfi 1 T~ %728D | Fv R /LS — IR THID = — /L& HID 4 THALRW
%4 . Cisco IP Phone 8800 +*U— A Cisco Unified Communications Manager ~~M & &k23 Koo I EMENHV E,

CIsCOo MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11a(5 GHz) > Media

o LD AT Voice I Video I Media |

All APs
» Radios
802.11a/nfac
802.11b/g/n Call Admission Control (CAC)
Dual-Band Radios o
. - Admissicn Control (ACM) [Q] Enabled
Global Configuration
CAC Method 2 | Load Based + |
» Advanced —
Max RF Bandwidth {5-B5)(%) 75
Mesh
Reserved Roaming Bandwidth (0-25)(%) =
RF Profiles
Expedited bandwidth ™
FlexConnect Groups
FlexConnect ACLs -
SIP CAC Support 2 | Enabled
* 802.11a/n/fac

Netwaork
Per-Call SIP Bandwidth 2

= RRM

RF Grouping SIP Codec G.711
TPC
T SIP Bandwidth (kbps) 64
Coverage SIP Voice Sample Interval (msecs) 20 -
General

Sl s Traffic Stream Metrics

Media

EDCA Parameters Metrics Collection [Q

DFS (802.11h)

High Throughput
(802.11n/ac)
CleanAir

[¥F 4 (Video) | T [T KIv a8 (Admission Control Mandatory) | % M0 2§24 ERHVET,
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Wireless 802.11a(5 GHz) > Media
DS | Voice | Video | Media |
All APs
= Radios
B802.11a/n/ac
802.11b/g/n Call Admission Control (CAC)
Dual-Band Radios - .
) ) Admission Contral (ACM) [_| Enabled
Global Configuration
CAC Method £ Stati
» Advanced ethe =
Max RF Bandwidth (5-85)(%) 0
Mesh
Reserved Roaming Bandwidth (0-25)(%) 0
RF Profiles
SIP CAC Support 2 Enabled
FlexConnect Groups

FlexConnect ACLs

¥ 802.11a/n/fac
Network
» RRM
RF Grouping
TPC
DCA
Coverage
General
Client Roaming
Media
EDCA Parameters
DFS (802.11h)
High Throughput
(802.11nfac)
CleanAir

B OT—)L 7RIy ar iz G NI L2581, IROREE AN T HUERHYET (2D E L show run-config |
TERRFHEETT),

Call Admission Control (CAC) configuration

Voice AC - Admission control (ACM)........... Enabled
Voice max RF bandwidth...................... 75

Voice reserved roaming bandwidth............. 6

Voice load-based CAC mode..................... Enabled
Voice tspec inactivity timeout................ Disabled
Video AC - Admission control (ACM)............ Disabled
Voice Stream-Size........cccceevveeveveneennn. 84000

Voice Max-Streams.........cccceeeeveeenenn 2

Video max RF bandwidth..............c........ 25

Video reserved roaming bandwidth.............. 6

voice stream-size 35T voice max-streams OfEIL, M EITIGE TIROa~ U REFEHL CGRIETEET,
(Cisco Controller) >config 802.11a cac voice stream-size 84000 max-streams 2
XET QoS MELLEY N w7 SN TWAIEE ML E T, ZORTIL, ROV REE > TRRATRETT,

(Cisco Controller) >show wlan <WLAN id>

Quality of Service......cccceeevevveeceeennnee Platinum (voice)
WMM...oooiiiieiit et Allowed
Dotl1-Phone Mode (7920).........cccvveveennnnne ap-cac-limit
Wired Protocol.........cccecveveeevenennnnne. 802.1P (Tag=5)
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Cisco Autonomous Access Point C2— /L 7 RIva filiflia A LizE 1%, SSID THL T RIvvarO 7 ay/ affR+
DILBERBHNET,

Cisco Autonomous Access Point (2%, EfifX—AD CAC EHEEAN — LDV R —MNIGFIELZRND T, Cisco Autonomous
Access Point T CAC Z BN T AZEITHERES L ER A,

Cisco Autonomous Access Point I3, 1 XF)_JA@%%Z;QLFGL’C:BU\ AR =2 YA KNI AS <A X TEIRND T, CAC 1
BN THHEEIZ SRTP BLO barge(il IAFR) IIHEREL £ A,

dot11 ssid voice
vlan 21
authentication open eap eap_methods
authentication network-eap eap _methods
authentication key-management wpa cckm
admit-traffic

FIANEF AT HIEEBEDLET, TOHE, 5.5, 6, 11, 12, 3L 24 Mbps 73 802.11b/g FHDAFRL —hEL TH %
(2720, 6, 12, BLTN 24 Mbps 73 802.11a HHEL THENTZY, 6.5, 13, LT 26 Mbps 7% 802.11n HEL TH NIV ET,

STREAM #&iie l_ﬁﬁxﬂ 2950, QoS DFRE M HI DKL T 78 A 17 VD [F 7 ORc#ak (Optimized Voice) ] 28K L T
thzﬁxﬁ IZTDGEITE, TR N R E R 2 — I ADT L a L“C<71é<b\ IV T 2y R (SCCP) 1, BIME
DF 22— ANDY %mb@iﬁ‘o TNERESRIZTAIZIE, DSCP i ) 7eF 2 —|Zv 7 9% QoS ARV —ZiR EL FT,

a—)L 7RIy arfilifleé QoS MFEMIZ OUWNTIE, D URL IZ& 5[ Cisco 10S Software Configuration Guide for Cisco
Aironet Access Points ] [ Configuring QoS | D FEZ S L TI72&0,

http://www.cisco.com/c/en/us/td/docs/wireless/access_point/12-4-25d-JA/Configuration/guide/cg 12 4 25d JA.html

AT AT DFE T, [2=F ¥ AF BT A UF AL ZF (Unicast Video Redirect) | 8 X [V FF XA XL I DE L
(Multicast Direct Enable) | #HZhZ T2 0L ENHDET,

CIsSCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11a(5 GHz) > Media

¥ Access Points

| Voice | Video | Media |
All APs
= Radios
802.11a/n/ac
802.11b/g/n General
Dual-Band Radios . . .
. - Unicast Video Redirect [g
Global Configuration
¥ Advanced Multicast Direct Admission Control
Mesh Maximum Media Bandwidth (0-85(%)) 85
RF Profiles Client Minimum Phy Rate 1 6000
D LG P Maximum Retry Percent (0-100%) 80
FlexConnect ACLs
¥ 802.11a/nfac
Network
» RRM Media Stream - Multicast Direct Parameters
RF Grouping
TPC Multicast Direct Enable @!
DCA
Max Streams per Radio | No-limit  # |
Coverage
General Max Streams per Client | No-limit # |
Client Roaming Best Effort QoS Admission [ Enabled
Media
EDCA Parameters
DFS (B02.11h)
High Throughput
(802.11n/ac)
CleanAir
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EDCA /\T+*—4
ﬁzﬂﬂ T 58 W RIS U T 5 GHz £721% 2.4 GHz 126 L, EDCA Y177 A V% [BE OB (Voice Optimized) ] {2

A EL, (KB IE MAC %A %0295 (Enable Low Latency MAC) | 245012 £47,

IKERIE MAC(LLM) Z#X ET DL, TV BRARALUEN TI0h 74— LML H-T 1 2w b7z O FEF RN 2 ~ 3 [EINIJK
DT EBEOT —H2 L —RHE THLIHESICRIENELABENNHYET,
Cisco 802.11n/ac 77 BA RA LM Tl LLM B R —FINFT A,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless

¥ Access Points

All APs General
= Radios
802.11a/n/ac EDCA Profile | Voice & Video Optimized + |

802.11b/g/n
Dual-Band Radios

Global Configuration

Enable Low Latency MAC 1 (]

» Advanced
Turn this ON only if DSCP marking is correct for media (RTP) and signaling packets,
Mesh Low latency Mac feature is not supported for 1140/1250/3500 platforms if more than 3 dala rates are
enabled.
RF Profiles
DFS (802.11h)

DFS (802.11h) D% E T, F ¥ %/ Vil % & Quiet T—RZH ML ET,

Cisco IP Phone 8800 U — X ClI 415 E S OHMEIZ DTPC 2ME FHE D728, [FBF11H]BR (Power Constraint) ] % 5% & D
12950, 0dBm IZRELET,

Cisco Unified Wireless LAN Controller DD 3 — a2 Tl TPC(ENHIIR) &4 A v 7 EEE )2 ha—/L (DTPC)
DO G ZRIRHIH N THI LT TEER A,

[F¥%R/ViEH (Channel Announcement) | 351 OF [F¥R/V Quiet &—F (Channel Quiet Mode) | 2 2N T 20 ENHVET,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11h Global Parameters

¥ Access Points

All APs Power Constraint
* Radios
802.11a/n/ac Local Power Constraint{0-30) o dB
802.11b/g/n
Dual-Band Radios Channel Switch Announcement
Global Configuration
Channel Announcement ™
¥ Advanced
Channel Quiet Mode [Q]
Mesh
RF Profiles

BAI—Tvk(802.11n/ac)

802.11n 7 —# L — NI (2.4 GHz BL Y 5 GHz) ZLICERETEXFET,

WMM DA 2> TWAZE B WPA2 (AES) 78 802.11n/ac 7 —# L —h &l T AIOICERESILTWAZ LA R
LET,
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Cisco IP Phone 8800 >V —X{Z HT MCS 0 ~ MCS 7& VHTMCS 0 ~ MCS 9 5 —% L —hD Bz PR —rLET N,

MIMO 7> 7 F 77 /a—Z%a e[ Uiz R 1950 802.11n/ac 774 T L "MFAET D728 . LV EW L —RA3FI| H
FREZRS AT, A7 T ar TEVEWV MCS L — e ARz TaEd,

MCS 0 Z 8N EAHERL £97,

HT MCS Index (Data Rate 1) SS and VHT MCS Index ¢

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless 802.11n/ac (5 GHz) Throughput
¥ Access Points
All APs General
~ Radios
802.11a/n/ac 11n Mode & Enabled? 0 (7 Mbps)
G 11ac Mode & Enzbled® 1 (14 Mbps)
Dual-Band Radios
Glabal Configuration 2 (21 Mbps)
» Advanced 3 (29 Mbps)
Mesh 4 (43 Mbps)
RF Profiles. 5 (58 Mbps)
FlexConnect Groups 6 (65 Mbps)
FlexConnect ACLs 7 (72 Mbps)
¥ 802.11a/n/ac -
Network ;
~ RRM
RF Grouping 8 (14 Mbps)
TPC
] 29 Mb
DCA ( Ps)
Coverage 10 (43 Mbps)
General 11 (58 Mbps)
Client Roaming
Media 12 (87 Mbps)
EDCA Parameters 13 (116 Mbps)
DFS (802.11h)
High Throughput 14 (130 Mbps)
802.11
EZ\EaHAirn/aC' 15 (193 Mbes)
» 802.11b/g/n
¥ Media Stream
16 (22 Mbps)
» Application Visibility
And Control 17 (43 Mbps)
Countey 18 (65 Mbps)
Timers 19 (87 Mbps)
» Netflow 20 (130 Mbps)
21 (173 Mb
» Qos 4 ps)
22 (195 Mbps)
23 (217 Mbps)

IL—LDEH

WO WM W oW W W W W N NN NN NNNNRWMNR B B B s ok H a ok

=)

() Supported
™ supported
™ supported
™ supported
™ supported
™ supported
™ supported
™ supported
| Supported
™ Supported
™ Supported
™ Supported
@ Supported
# Supported
# Supported
# Supported
™ supported
™ supported
/| Supparted
™ supported
™ supported
™ supported
™ supported
™ Supported
™ Supported
™ Supported
™ Supported
@ Supported
+/ Supported
# Supported

W@ N B M A W N R 8 0 m N BN A WM RO W@ oNoD N AW N e

T —LOERNTEE D MAC Y abaL F—% 2=y (MPDU) £7/-1% MAC #+—t R 5 —# ==y (MSDU) Z—§&\C

I\ —= U UTCNEAN— T N ER BN 725 T — N~y R Z AR T 5720 D7t A TY,
MAC 7abab 5 —% 2=y (A-MPDU) OERNITT a7 ORI EZ# AT 50BN HOET,

Cisco IP Phone 8800 >V — XD fifi i ji% fc i (2§ 57-12, A-MPDU & A-MSDU @

WLET,

C

A-MPDU
=W FIAF)T 0.3, 4. 5=AF—T )L
a—Y FIAF)T41.2.6.T=FT4—T

A-MSDU

2P TFIAFVT 41, 2= AF—T I
a—Y FI5AFVT10.3.4.5.6.7T=T 1&—7 /L

isco IP Phone 8800 > — X UA¥L A LAN EF AR
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Cisco Unified Wireless LAN Controller @ 7.0.116.0 V) —X T, 7 7#/L b A-MPDU 8L A-MSDU DR E L, IRDER
nT,

A-MPDU
22— FIAF VT 40,4, 5=+AF—T )L
a— FIAFVT41.2.3.6.T=F4E—T /L

A-MSDU
=W FIAF)T 40, 1.2.3. 4. 5=A4F—T )L
=W FIAFIT 4 6. T=T 4 E—T )L

Cisco IP Phone 8800 >V —XDOHELEHIE|Z H S\ T A-MPDU & A-MSDU DR EZTERR T DI, (RO~ REFEHALET,
5 GHz DR EZEFR T T DI, 802.11a R b —FZ I NI L, ZENE T LEGH AN THMLERHYET,

config 802.11a 11nSupport a-mpdu tx priority O enable
config 802.11a 11nSupport a-mpdu tx priority 3 enable
config 802.11a 11nSupport a-mpdu tx priority 4 enable
config 802.11a 11nSupport a-mpdu tx priority 5 enable
config 802.11a 11nSupport a-mpdu tx priority 1 disable
config 802.11a 11nSupport a-mpdu tx priority 2 disable
config 802.11a 11nSupport a-mpdu tx priority 6 disable
config 802.11a 11nSupport a-mpdu tx priority 7 disable
config 802.11a 11nSupport a-msdu tx priority 1 enable
config 802.11a 11nSupport a-msdu tx priority 2 enable
config 802.11a 11nSupport a-msdu tx priority 0 disable
config 802.11a 11nSupport a-msdu tx priority 3 disable
config 802.11a 11nSupport a-msdu tx priority 4 disable
config 802.11a 11nSupport a-msdu tx priority 5 disable
config 802.11a 11nSupport a-msdu tx priority 6 disable
config 802.11a 11nSupport a-msdu tx priority 7 disable

2.4 GHz DR EZ X ET HITIEL, 802.11b/g Ry T —7 & AINTHENZL , BT TLIEOHOENTHLERHVET,

config 802.11b 11nSupport a-mpdu tx priority 0 enable
config 802.11b 11nSupport a-mpdu tx priority 3 enable
config 802.11b 11nSupport a-mpdu tx priority 4 enable
config 802.11b 11nSupport a-mpdu tx priority 5 enable
config 802.11b 11nSupport a-mpdu tx priority 1 disable
config 802.11b 11nSupport a-mpdu tx priority 2 disable
config 802.11b 11nSupport a-mpdu tx priority 6 disable
config 802.11b 11nSupport a-mpdu tx priority 7 disable
config 802.11b 11nSupport a-msdu tx priority 1 enable

config 802.11b 11nSupport a-msdu tx priority 2 enable

config 802.11b 11nSupport a-msdu tx priority 0 disable
config 802.11b 1 1nSupport a-msdu tx priority 3 disable
config 802.11b 11nSupport a-msdu tx priority 4 disable
config 802.11b 11nSupport a-msdu tx priority 5 disable
config 802.11b 1 1nSupport a-msdu tx priority 6 disable
config 802.11b 11nSupport a-msdu tx priority 7 disable
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A-MPDU & A-MSDU SHED R EAFE T D121, 5 GHz D4 1% show 802.11a, 2.4 GHz D334 13 show 802.11b & A
HLET,

802.11n Status:

A-MPDU Tx:
Priofrity O.....ccoeveveveeereeenne. % (Enabled)
Priority 1...coocooveiioiiniiniie fi: 22
Priority 2..cc.ocoeviveciiiieen 20
PriOMty 3., 47 %) (Enabled)
Priority 4.....ocovevveveeeeceeeeeeenn, 47 %) (Enabled)
Priority 5......ccooeevieeeie e 4%)) (Enabled)
Priority 6......ccccevvveviniiniins fiLign)
Priority 7...cooceveveiiiniie i)

A-MSDU Tx:
Priority O.....oocvvvvveeiniiiieene 20
Priority Lo, 47%) (Enabled)
Priority 2......cccoceeueeeeieera 4 %)) (Enabled)
Priority 3...coooiviiieiieen B3
Priority 4..ccccoevvneieceie HE2)
Priority S...cocceveieiiiie HE2)
Priority 6.....oocvvveveeiniiiieene 20
Priority 7..ccoeoeviecieiiiieene 20
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CleanAir

CleanAir 77 /0y —%#E# LTV A3 T 72 A RAV e LTGRO T2 B 355414, [CleanAir] % [%)
(Enabled) | IZ T DL ERHVET,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless 802.11a > CleanAir
¥ Access Points
All APs CleanAir Parameters
= Radios
802.11a/n/ac CleanAir #Enabled
CLELTAE ) Report [nterferersd WEnabled
Dual-Band Radios
Global Configuration Persistent Device Propagation [ |Enabled
¥ Advanced
Interferences to Ignore Interferences to Detect
Mesh
Canopy TDD Transmitter
RF Profiles WiMax Fixed > Jammer
FlexConnect Groups Continuous Transmitter
FlexConnect ACLs < DECT-like Phone

Video Camera
v B802.11a/nfac

MNetwork
EEr Trap Configurations
R Enable AQI(Air Quality Index) Trap HEnabled
TPC —
DCA AQI Alarm Thresheld (1 to 100)2 35
Coverage Enable trap for Unclassified Interferences [JEnabled
General . T
Client Roaming Threshold for Unclassified category trap (1 to 99) 20
Media Enable Interference For Security Alarm #Enabled
EDCA Parameters
DFS (802.11h)
High Throughput Do not trap on these types Trap on these types
g‘u;_l”"a” TDD Transmitter Jammer
canaie Continuous Transmitter > WiFi Inverted
» 802.11b/g/n DECT-like Phone WiFi Invalid Channel
N Video Camera <
Media Stream SuperAG
» Application Visibility
And Control Event Driven RRM (change settings)
Country EDRRM Disabled
Timers Sensitivity Threshold NfA
¥ Netflow
» Qos (1)Device Security alarms, Event Driven RRM and Persistence Device Avoidance algorithm will not work if Interferers reporting s disabled.
o

(2)AQI value 100 is best and 1 is worst

Cisco IP Phone 8800 >V —X UA¥L A LAN BB A AK 75



CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11a/n Cisco APs > Configure
¥ Access Points
All APs
o GEEEE General RF Channel Assignment
802.11a/n/ac
802.11b/a/n AP Name rp9-21a-apl Current Channel (36,40)
Dual-Band Radios ——————
n Admin Status Enable ~+ Channel Width * 40 MHz
| t)
Global Configuration I
Operational Status up * Channel width can be configured only when channel configi
b Advanced mode
Slot # 1
Mesh Assignment Method @Glohal
RF Profiles 11n Parameters (_/Custom
RIS Tx Power Level Assignment
FlexConnect ACLs 11n Supported Yes
b 802.11a/n/ac CleanAir Current Tx Power Level 1
b 802.11b/g/n Assignment Method (®)clobal
} Media Stream CleanAir Capable Yes (Custom
» Application Visibility] CleanAir Admin Status | Enable * |
And Control * CleanAir enable will take effect only if it is enabled on this band.
Performance Profile
Country
Number of Spectrum Expert 1] View and edit Performance Profile for this AP
Timers connections
Performance Profile
b Netflow Antenna Parameters
F QoS Antenna Type | Internal = | Note: Changing any of the parameters causes the Radio to b
Ai @ and thus may result in loss of connectivity far some clients.
Antenna B @
c o

AP JIIL—7

AP 7 V—T13, BT T 5 WLAN/SSID, v B 7 THMNENG LA L X —T A ADIEN, AP 7 /L—T1ZEN L THnT-

TIERARALNAF T HMEENRGHDH RF T a7 7 AL RFGA—ZEFEETH-OIER TEE T,
[WLANs] #7 i, HHD SSID BL O~y 7§ H A H—T oA A% 38R LT, 1B (Add) | 2L £7,

CISCO MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs Ap Groups > Edit '"APGroup-1'
- - " e » - -
Lol General | WLANs | RFProfile | APs | 802.11u |
WLANS
¥ Advanced Add New
AP Groups
Add New
WLAN SSID | woice(7) 3|
Interface
JInterface | rtp-9 voice tla
Group{G)
SNMP NAC State [_|Enabled
Add Cancel |
‘WLAN ID WLAN §5I1D2 Interface/Interface Group(G) SNMP NAC State
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[RF 7’2774V (RF Profile) | %7 Ci, HI?D 802.11a £721% 802.11b RF 7'/ 7A /LA %IRLC, [#EH (Apply) | ZFfL £,
TIEARALIN AP TN —FIREESNTB TERENMZON 56 BREOHEMARIZT 7 A RA BT — U ET,

ciscOo MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs Ap Groups > Edit 'APGroup-1'
- » . > > .
SIS | General | WLANs | RFProfile | APs | 802.1iu
WLANs
* Advanced Apply |
AP Groups
802.11a | RFProfile-Al % |
802.11b | none #|

[APs] %7 Tix, HIIDOT 7BA RA LML T, [AP OB/ (Add APs) | #4fL £9°,
FO#% BINLET 7 EA RAL MR — U ET,

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs Ap Groups > Edit 'APGroup-1'

* WLANs

| General | WLANs | RFProfile | APs | 802.11u |
WLANS

¥ Advanced

@ APs currently in the Group T — Add APs to the Group Add APs |
[ AP Name Ethernet MAC [ AP Name Group Name
(] rtpo-21a-ap2 70:81:05:77:e4:d2
(] rtpe-21a-ap3 00:22:bd:1b:Be:6a
[ rtp8-21a-apl cB:Sc:1d:f4:65:32

RF Z7O274J)L

RF 7077 A /WX, 77 BARAL DT )—T WM T 200385 B o, 7 —4# L—bh, RRM iR EREEFRTT
DIeOITERTEET,

Cisco IP Phone 8800 U —X i Fi&#1% SSID % 5 GHz HERRIZ D i A A REIC T A2 L2 s BEID L E T,

VERSENTZ RF 7077 A /UiE, AP V)V —FIZ#E SN E T, AP VL — T REDFEMIZHONWTIL, TAP Vv —7 |25 L
TLIEEN,

RF 7077 A VBT 5546 . [RF 78774 /V4 (RF Profile Name) | & [#E#RHRY T — (Radio Policy) | # T3 T 2/ %
BHVET,

[#Z4RRY > — (Radio Policy) | (ZxfLC, 802.11a £7-1% 802.11b/g Z#IRL £,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless RF Profile > New

¥ Access Points
All APs
» Radios Radio Policy | 802.11a ™
802.11a/n/ac
802.11b/a/n
Dual-Band Radios
Global Configuration

RF Profile Name | RFProfile-Al
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[802.11] #7 Tlix, BMOT —X L —h ek ELET,

[%Z8 (Mandatory) ] L C 12 Mbps %, [V —hg A (Supported) ] LT 18 Mbps UL EZ AT HEEBEOLET,
72720, BRERIC R Tk, 2 (FEAR) L—hEL T 6 Mbps BN THAMLENAELDLZERHVET,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless RF Profile > Edit 'RFProfile-A1"
e T General | 802.11 | RRM | High Density | Client Distribution

All APs
 Radios
802.11a/nfac
802.11b/g/n Data Rates? MCS Settings
Dual-Band Radios
Global Configuration 6 Mbps | Disabled % | ¢ Y
Supperted
» Advanced 9 Mbps | Disabled  * |
———————— d Supperted
Mesh 12 Mbps | Mandatory + |
= Si rted
RF Profiles 18 Mbps | Supported  * | [?“]"F"’ e
FlexConnect Groups 24 Mbps | Supported  * | 3 Supported
FlexConnect ACLs o —————
36 Mbps | Supported  * | 4 Supported
BNy T 48 Mbps | Supported  * | 5 g ]
I — upporte;
b 802.11b/g/n 54 Mbps | Supported * | 6
» Media Stream EURESESS
7
, Application Visibility Supported
And Control B ™
Supported
Country 9
Supperted
Timers
10
b Netflow EUEEDEEC
» QoS i Supported
12 g
Supported
13 [g
Supported
14

[RRM] #7 T, [RRBEBHL-IIVDEV Y T (Maximum Power Level Assignment)] 5L [B/NESIL NV DEVYT
(Minimum Power Level Assignment) | ®1Z7>, fthd [TPC] BL W [F LY F— /LD H (Coverage Hole Detection) |
ARETEET,

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless RF Profile > Edit 'RFProfile-A1’

* Access Points

| General | 802.11 | RRM | High Density | Client Distribution |
All APs
* Radios
802.11a/nfac
802.11b/g/n TPC Coverage Hole Detection
Dual-Band Radios
Global Configuration Maximum Power Level Assignment (-10 to 30 dBm) |17 Data RSSI(-90 to -60 dBm) -80
¥ Advanced Minimum Power Level Assignment (-10 to 30 dBm) |11 Voice RSSI{-90 to -60 dBm) -80
Mesh Power Threshold v1(-80 to -50 dBm) -70 Coverage Exception(1 to 75 Clients) 3
RF Profiles Power Threshold v2(-80 to -50 dBm) -67 Coverage Level{0 to 100 %) 25
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[% % (High Density) | #7 Cld, [fx K774 7 > b (Maximum Clients) ] B3L O [V FFvr Ak 7 —4 L —h (Multicast
Data Rates) | Zi%X T HZEHTEET,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless RF Profile > Edit 'RFProfile-A1"
v DI | General | 802.11 | RRM | High Density | Client Distribution |
All APs
« Radios

802.11a/nfac

802.11b/g/n

Dual-Band Radios
Global Configuration

High Density Parameters Multicast Parameters

Maximum Clients(1 to 200) |200 Multicast Data Rates? | auto  * |

» Advanced Client Trap Threshold2 |50
Mesh

RF Profiles

FlexConnect &' JL—

FlexConnect &—R HIZFESILIZT X TDOT 71 A RA M FlexConnect 7 /V— 1B 204 E R HVET,

CCKM ZAf# FHL TV AEE 1. [AU FlexConnect 7 /L — 7 NDT 7 A RA L MIa—30 7 FHEXNID I, v — L AT
n—I 7 EFEITTEET,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless FlexConnect Groups > Edit 'FlexGroup-1"

¥ Access Points

e > > - » o
All APs General | Local Auth | Image ACL Central DHCP WLAN VLAN mapping |
 Radios
802.11a/n/ac
802.11b/g/n Group Name FlexGroup-1
Oual-Band Radios Enable AP Local Authentication2 [ ]
Global Configuration
REAdEEnCed FlexConnect APs AAA
Mesh
Server IP Address
RF Profiles Add AP e
- Server Type | Primary =
FlexConnect Groups Select APs from current controller [
FlexConnect ACLs Shared Secret

Ethernet MAC

b 802.11a/n/ac

} B802.11bfg/n

il Cancel

Confirm Shared Secret

Part Number

1812

} Media Stream AP MAC Address AP Name Status Add
, Application Visibility 00:22:bd:1b:Be:6a  rtpS-21a-ap3 Associated [~]
And Control 70:81:05:77:e4:d2  rtp9-21a-ap2 Associated [~ ]
Country 8:9c:1d:f4:65:32  rtp9-21a-apl Associated [ Soeougm Lhdsm LCni3
UnConfigured Unconfigured Q
Timers
UnConfigured Unconfigured 0
F Netflow
b QoS
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TILFXNRE FALLIF

AT AT AN —LDRET, [¥VTF¥ AL A7 MEEE (Multicast Direct Feature) | #2027 25 ERHVET,

CIscCO

Wireless

¥ Access Points
All APs
« Radios
B802.11a/n/ac
802.11b/g/n
Dual-Band Radios
Global Configuration

» Advanced
Mesh
RF Profiles

FlexConnect Groups
FlexConnect ACLs

b 802.11a/n/ac
» 802.11b/fg/n

¥ Media Stream
General
Streams

[ VTFFX AR X AL MEBE (Multicast Direct Feature) | 28 202954, WLAN

MONITOR WLANs CONTROLLER WIRELESS

Media Stream >General

SECURITY

Multicast Direct feature @1 Enabled
Session Message Config
Session announcement State

Session announcement URL
Session announcement Email

Session announcement Phone

Sessicn announcement Note

|| Enabled

I 7 ar i [QoS] A= —ICFIRENET,

Cisco

WLANs

¥ WLANs
WLANSs

¥ Advanced

MONITOR  WLANS

WLANSs > Edit ‘voice’

CONTROLLER

WIRELESS

SECURITY

' General T Security \|

Burst Real-Time Rate

| Clear |

Override Per-SSID Bandwidth Contracts (kbps) 1€

0

QoS T Policy-Mapping T Advanced \|
[i]

DownStream UpStream

Average Data Rate o 0]
Burst Data Rate o 0
Average Real-Time Rate o o
Burst Real-Time Rate o 0
[ Clear |

WMM
WMM Policy [ Required * |
7920 AP CAC ™ Enabled
7920 Client CAC [ Enabled

Media Stream
Multicast Direct ™ Enabled
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QoS ur7yr AV

Zuban ZA7ELT[802.1p] ZEIRTHZLET, 4 50D QoS 7774 /L (Platinum, Gold, Silver, Bronze) ##EL., 7'
T7ANT LT, [802.1p #77(802.1p Tag) | e iELE T,

[ )

e Gold=4

o Silver=2
e Bronze=1

CiIsco

Wireless

¥ Access Points
All APs
= Radios
802.11a/nfac
802.11b/g/n
Dual-Band Radios

Global Configuration
» Advanced

Mesh

RF Profiles

FlexConnect Groups
FlexConnect ACLs

» 802.11a/n/ac
} 802.11b/g/n
¥ Media Stream

Platinum =5

MONITOR  WLANs CONTROLLER

Edit QoS Profile

QoS Profile Name platinum

WIRELESS

SECURITY MANAGEMENT

COMMANDS

DESCI'IPHOI'I | For Voice Applications

Per-User Bandwidth Contracts (kbps) *

DownStream UpStream
Average Data Rate o lo
Burst Data Rate lo lo
Average Real-Time Rate o o
Burst Real-Time Rate o lo

Per-SSID Bandwidth Contracts (kbps) *

DownStream UpStream

Average Data Rate o o
» Application Visibility Burst Data Rate o la
And Control T T
Average Real-Time Rate o o
Country T T
Burst Real-Time Rate V] a
Timers
b Netflow WLAN QoS Parameters
* QoS Maximum Priority | woice % |
Profiles Unicast Default Priority | voice sal
Roles —
Multicast Default Priority | woice ta

Wired QoS Protocol
Protocel Type

B802.1p Tag

* The value zero (0) indicates the feature is disabled

| soz.1p ¢

|s
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Cisco

Wireless

¥ Access Points
All APs
« Radios
802.11a/n/ac
802.11b/a/n
Dual-Band Radios
Global Configuration

¥ Advanced
Mesh
RF Profiles

FlexConnect Groups
FlexConnect ACLs

b 802.11a/nfac
» 802.11b/g/n
» Media Stream

B Application Visibility
And Control

Country
Timers
¥ Netflow

* QoS
Profiles
Roles

MONITOR  WLANs

Edit QoS Profile

QoS Profile Name  9°¢

CONTROLLER  WIRELESS

SECURITY

MANAGEMENT

COMMANDS

Description

Per-User Bandwidth Contracts (kbps) *

Average Data Rate
Burst Data Rate
Average Real-Time Rate

Burst Real-Time Rate

| For Video Applications

DownStream UpStream
IU | ID |
o | o |
IU | ID |
o | o |

Per-S5ID Bandwidth Contracts (kbps) *

DownStream UpStream
Average Data Rate o | o |
Burst Data Rate lo | lo |
Average Real-Time Rate o | lo |
Burst Real-Time Rate lo | lo |
WLAN QoS Parameters
Maximum Priority | video |
Unicast Default Priority | video s
Multicast Default Priority | video s
Wired QoS Protocol
Protocol Type | soz.1p +|
802.1p Tag 4 |

* The value zero (0) indicates the feature is disabled
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Cisco

Wireless

¥ Access Points
All APs
+ Radios
802.11afn/ac
802.11b/g/n
Dual-Band Radios
Global Configuration

¥ Advanced
Mesh
RF Profiles

FlexConnect Groups
FlexConnect ACLs

» B02.11a/n/fac
b 802.11b/g/n
¥ Media Stream

» Application Visibility
And Control

Country
Timers
b Netflow

¥ QoS
Profiles
Roles

MONITOR  WLANs CONTROLLER WIRELESS

Edit QoS Profile

QoS Profile Name  siver

SECURITY

MANAGEMENT

COMMANDS

[
Description For Best Effort

Per-User Bandwidth Contracts (kbps) *

DownStream UpStream

Average Data Rate o | o

Burst Data Rate o | ) |
Average Real-Time Rate o | o |
Burst Real-Time Rate o | ) |

Per-SS5ID Bandwidth Contracts (kbps) *

DownStream  UpStream

Average Data Rate '0 | 'D

Burst Data Rate o | lo |
Average Real-Time Rate '0 | 'D |
Burst Real-Time Rate o | lo |

WLAN QoS Parameters

Maximum Priority | besteffort s
Unicast Default Priority | besteffort s
Multicast Default Priority | besteffort s

Wired QoS Protocol
Protocol Type | Bo2.1p |

802.1p Tag |2 |

* The value zero (0) indicates the feature is disabled
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Cisco

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

FEEDBACK

Wireless

¥ Access Points
All APs
« Radios
802.11a/n/ac
802.11b/g/n
Dual-Band Radios
Global Cenfiguration

Edit QoS Profile

QoS Profile Name  bronze

Description For Background

Per-User Bandwidth Contracts (kbps) *

dvencen Pownstre.am !.Ipstrmm.
Average Data Rate 0 0
Mesh E g E
Burst Data Rate 0 ]
RF Profiles : g :
Average Real-Time Rate 0 0
FlexConnect Groups L | L
FlexConnect ACLs Burst Real-Time Rate 0 0

802.11a/n/fac

802.11b/g/n

Per-SSID Bandwidth Contracts (kbps) *

DownStream UpStream

Media Stream Average Data Rate 0 o
Application Visibility Burst Data Rate 0 o
And Control : g :

Average Real-Time Rate 0 0
Country T ] T

Burst Real-Time Rate 0 ]
Timers
Netflow WLAN QoS Parameters

* QoS Maximum Priority | background =+ |

Profiles Unicast Default Priority | background * |
Roles

Multicast Default Priority | background + |

Wired QoS Protocol
Protocol Type | 802.1p % |
B802.1p Tag . 1

* The value zero (0) indicates the feature is disabled

H:7.5102.0 VU—AT 802.1p ¥ vV RERINELT,
7.5.102.0 VU —R X VAL, Platinum = 6. Gold = 5. Silver =3, Bronze = 1 TL 7=,

QoS Basic Service Set(QBSS)

Cisco IP Phone 8800 >V—X /347 —k9% QoS Basic Service Set (QBSS) (21, 3 DD R NN—Tar NHVET,

SAANEANARMEL 72— 20T 0 ~ 100 DA —)L T, ZUT Fr /b THAAS (CCA) IITFESNTNRN 0
T UEHAEILE LS T i x DT 7 ER RA DO BERRERE TS 802.11 N7 74w 72 DG L& ET, 20728,
A U A A F 35D 802.11 =L —E/ 13 FUNEEE EEvE e IR RLEVMEIZZ 747 MAUITIEZR S, 45
IR ESIET,

QBSS (X 802.11e IZHEENTED, 0~ 255 DA —)L T, CCAIZIESNTWET, ZD7=8, Fr /LDl R IE
WEICET N TEET, RARLEVMEIZZTA T MITTERSIL, 105 IR ESNET,

VAARFEET D 2 FdO D AN—T a0 802.11e NN —Ta Al EESNTNET A, T 74D F KL EVME 105 2T E Tk
ETEET,

QBSS O N—VaE, T7 A RA LML TER TRETEXET,

Cisco Unified Wireless LAN Controller (2L T WMM ZfZhZ3 5L, 802.11e 73— a D QBSS NANIRNET, £
72, [7920 75 AT >+ CAC (7920 Client CAC) | 47> a2 L [7920 AP CAC] A7 > arv b HESNTEY, [7920 754 Tk
CAC (7920 Client CAC) | Zi®IRTHLEL ATD/N—Va 1 INEZIZZRY, [7920 AP CAC] &R HE AadD/R—T g
2 WA ET, ZEMIZ OV T, TWLAN QoS DB E 125 R LTS,
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Cisco Autonomous Access Point TiZ, dot11 phone | £7-1Xdot11 phone dotlle]|ZJ&>T QBSS BNA NIV E T,

[dot11 phone | ZfEf35L. 2 DDL AT R—Tar BA RN/, Tdotl1 phone dotlle & 3 5L, )5 CCA /X—
Tar(802.11e BEOV AT N—T50 2) BAMNT/2VET, [dot1l phone dotlle) Z AN T HIEAHEREL £,

NI ey
cisco . . . .
Cisco Aironet 1200 Series Access Point
= B RADIOD-802.11G B RADION-802.114 =
F Q3 PRLICIES T= ACCESS CATEGORIES \|/= ACCESS CATEGORIES \l/= ADVANCED I

Hosthame sjc21-12a-ap5

Services: QoS Policies - Advanced

IP Phone

SERVICES
Telnet'SSH QoS Element for Wireless Phones : & Enable Dot11e
Haot Standhby
COP
DMNS
Filters
HTTP
QoS
STREAM
SrMP
SMTF AVVID Priority Mapping
WLAN
ARP Caching Map Ethernet Packets with CoS 5 to CoS 6: O Yes & o

O Disable

IGMP Snooping

Snooping Helper: @ Enable © Disable

WiFi MultiMedia (WMM)

Enable on Radio Interfaces:
Radio0-802.11G

Radiol-802. 114

..

CCKM B LRBVTDHEIE

T 74RO CCKM XA LAZ T EFAEIE 1000 SURPICER ESIVET,

Cisco IP Phone 8800 >'V—ADr—3 7 I AN T A% i b T 572912, CCKM #A LAX L T HFEE% 5000 VD
RIS A2 L BEIDLUET,

(Cisco Controller) >config wlan security wpa akm cckm timestamp-tolerance ?

<tolerance> Allow CCKM IE time-stamp tolerance <1000 to 5000> milliseconds; Default tolerance 1000 msecs
TAADHELETE IS T CCKM ZA DA T OFFFMEERE T HINE, RO~ REEHALET,
(Cisco Controller) >config wlan security wpa akm cckm timestamp-tolerance 5000 <WLAN id >

IR MR 9 HI121E, show wlan <WLAN id> % A )L FE T, 23Uk, RO IDIZFERSILET,

CCKM tsf Tolerance.........ccccvveeveeenenn.n. 5000
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Auto-Immune

Auto-Immune (B C4900%) #RE 1L, Y —E A1 (DoS) MBIk T D RED =D AL EIRIR THNZ TEET,

ZOMEBERAZNICL T, Voice over Wireless LAN [ZJ > CHA S [ EEZSNAATEEMNHVE T, FD 728 Cisco
Unified Wireless LAN Controller C Auto-Immune #EZ 0§ AZ LA HEREL £97,

Cisco Unified Wireless LAN Controller {2545 Auto-Immune &% EZFRT AITI%, 2 ha—F(Z Telnet £721% SSH T2
LT RDa~<rReATILET,

(Cisco Controller) >show wps summary

Auto-Immune

Auto-Immune.........ccccooeevivieieeiine. Disabled

Client Exclusion Policy
Excessive 802.11-association failures.......... £ %) (Enabled)
Excessive 802.11-authentication failures....... £%)) (Enabled)
Excessive 802.1x-authentication................ %) (Enabled)
IP-theft.....cccocvevininciiiinee Enabled

Excessive Web authentication failure........... A %) (Enabled)

Signature Policy
Signature Processing...........cccceevueenenn. Enabled

Cisco Unified Wireless LAN Controller {259 % Auto-Immune #¥EE% #E2hIZ 9 H121%, 2 ba—F1Z Telnet £7-1% SSH T
Bt LT kDa~v U REASLET,

(Cisco Controller) >config wps auto-immune disable

WLAN O bA—5SDEEL: EAP BE

Cisco Unified Wireless LAN Controller @ &ZEE 72 EAP X EDS . IRDIERICHES TR ESN CWAZ LA MR TANENHN T,

Cisco Unified Wireless LAN Controller (Z%}7 % EAP % €4 F /R 7 DITIE, 22 ha—T|Z Telnet £721% SSH THEHiL T,
DA< R ANTTLET,

(Cisco Controller) >show advanced eap

EAP-Identity-Request Timeout (seconds)........... 30
EAP-Identity-Request Max Retries................. 2
EAP Key-Index for Dynamic WEP.................... 0
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EAP Max-Login Ignore Identity Response........... enable

EAP-Request Timeout (seconds).................... 30
EAP-Request Max Retries..........cccccouveuenen. 2
EAPOL-Key Timeout (milliseconds)...................... 400
EAPOL-Key Max Retries.........ccccecuervvennnnne. 4

802.1x 721X WPA/WPA2 %Z{# 95454 . Cisco Unified Wireless LAN Controller @ EAP-Request Timeout %/ 72< &4,
20 FICERE T O ENHVET,

Cisco Unified Wireless LAN Controller V7 N7 =7 D it D/N—2a> Tl 7 74/V @ EAP-Request Timeout 7% 2 ~ 30 £
ARSI EL,

Cisco Unified Wireless LAN Controller (Zxf 9 % EAP-Request Timeout %% 89 5(21%, 2> h2—F(Z Telnet £721% SSH
THeEL T IROa~ L Re AJLET,

(Cisco Controller) >config advanced eap request-timeout 30

WPA/WPA2 PSK Zfifi 925354 1. EAPOL-Key Timeout &7 7 4/~ 1000 U715 400 IUFIZHESL , EAPOL-Key
Max Retries &7 7 4/VhD 2 I35 4 [T ETHI AL F97,

WPA/WPA2 %1 fl 3 %354 1%, EAPOL-Key Timeout 33 U8 EAPOL-Key Max Retries 7 74/ ME (ZALZ 41 1000 UF
BLO2)AHEHLTHIELKEELET 2, 221 400 BLO 4 ITRETHIEAHEREL £,

EAPOL-Key Timeout |%. 1 # (1000 V) 22 72 EHIZL TLZEWY,

Cisco Unified Wireless LAN Controller {29 % EAPOL-Key Timeout =% 3§ 5(Z1%, 2> h2—F(Z Telnet 721X SSH T
Pt CL RDav L REASLET,

(Cisco Controller) >config advanced eap eapol-key-timeout 400

Cisco Unified Wireless LAN Controller T? EAPOL-Key Max Retries Timeout % 2 5§ 5(21%, 2> Fa—F(Z Telnet £721%
SSH CTHE#rt L C. kD~ FaE ASJLET,

(Cisco Controller) >config advanced eap eapol-key-retries 4

TKIP h 23— A0 v— FR—ILRA T
TKIP 77 Z—AV % — T—RX, 77 8AKRAIN 60 LANIZ Ay E— VG T =7 (MIC) =7 —% 2 [BI52{5 95 &

Faﬁﬁi‘émi% ZOF—RREEINDE, TI7BARALNMNIZD 802.11 HERIZBIES T HNTZT<TO TKIP 7747 >k
DOFRFEEMRBRL, AT — A% — iR— )V R AT HF ] (T 74V ME 60 B) DR, 794 T L M R— AR A7 ZLET,

Cisco Unified Wireless LAN Controller ({2545 TKIP 7 Z — AV ¥y — ih— /LR A T2 E 9 5120%, arhe—J(ic
Telnet F7-1% SSH THEiL T, IRODa~< L REATILET,

(Cisco Controller) >config wlan security tkip hold-down <nseconds> <wlan-id>
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I fgad 5121, show wlan <WLAN id> Z A JLET, ZAUTID RO IHICFERSNET,
Tkip MIC Countermeasure Hold-down Timer....... 60

Cisco Autonomous Access Point [ZXL T, TKIP VL H—A % — A XU MRFEAELTIGEICITAT VU Mk —V R A 712
TAHAREAEANILET,

Interface dot11radio X
countermeasure tkip hold-time <nseconds>

VLAN & U Cisco Autonomous Access Point

TAV L AL BT BIONT —XERED VLAN (2B A MELET,
TAXYVL A ITAT L hDOY 7 %o hE 1,000 RANEZ TR0 EE A,

Cisco Autonomous Access Point Zf# 925513, DA77 VLAN Zf# L £7, Cisco Autonomous Access Point
TlX., v /LFFv A 7'aba)LTéh b Inter-Access Point Protocol (IAPP) 23 X1 E,

FAT A7 VLAN [ZOUWTCIE, IAPP /7 " IE# I CASAS D Z LA FET 4572012, VLAN 1 I3 LW 2 L HERL £47,
7 VLAN (2K LT, X7 Vw7 X% aT ~rybh 74T —F 427 (PSPF) WEHNI /2> TCWDGE . V74T MR T 2
TR IRA L MIBENT O - X EERE TERW 28 | PSPF NN/ > TNWAZ LA L %4, PSPF 2 H 702
He A —F 4 AT L0 ET,

Cisco Autonomous Access Point 28 EHREHEGEL CWAAAL v F IR—F T, R—F B 2T 42BN THUNERHDET,

LAY 3T IVTANAEZTHY . Wireless LAN Services Module (WLSM) 28BS TWBIEEIZIRY ., Cisco Autonomous
Access Point @ SSID 5% & TRy M —7 1D 2L E T,

Cisco IP Phone 8800 1) —X M &5E

Cisco IP Phone 8800 'V —X |=C Wi-Fi & EEZTTOICIE, F— Ny REHyTF ZA7V—=V %L T, [TV r—ay
(Applications) | > [B ¥ 3% & (Administrator Settings) | > [RY "I —27 D&y 7 v (Network Setup) | > [Wi-Fi 7547
YDy T 7 (Wi-Fi client setup) | (IZBEIL 97,

4L X LAN D&E

ML LAN O 07 7 A NVERETHINE IROTARTA L 2L ET,

o [T7V/r—ar (Applications) | > [F HE % € (Administrator Settings) | > [R Y’ —27 D &> 77 (Network
Setup) | > [Wi-Fi 75 A7 > D&+ 7 7 (Wi-Fi client setup) | (ZFEIL £,

o [JAF¥LA(Wireless) ] 2’ [A2(On) | IR ESNTWDAZEAMERLET,

Cisco Unified Communications Manager C Wi-Fi N HZhZ72> CWNAZ LA fERL E T,
TIT AT I A — Y 2 MER D BL% 6 [Wi-Fi] IZHEEZNZ720 | [Wi-Fi] 26023 200, A — 5o MOk
HLERDHVET,
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o [Wi-Fi =7 A 77 A(Wi-Fi sign in access) | & [F2(0On) ] IZEET D&, 802.1x sl AMEH SN L5 G, =—F
RS AT —RE BT 572D [7 7V — 3 (Applications) | A==2—"Tla—h vk 77 BANARRIZRDET,

Wi-Fi client setup

Wireless On

Wi-Fi sign in access

IPv4 setup

IPv6 setup

5 MAC address 1C994C897B26

e SSID #ANLFT (KXFENLFNEBIESNET),
W IE T AT -T2 [ (Apply) | ZiRINT 20, ZHEFEFT L5503 [ /L (Revert) | 23RN E7,

Wi-Fi client setup

5 MAC address 1C994C897B26

6 Domain name cisco.com

7 SSID (

8 Security mode

9 802.11 mode

o WRIT, PAR—FSNOMM TR X 2T T—FE, TN T TEOF—EHB IO b2 A 7 2R E T,

F—EHBLOREbE A7 (BB HFR) 1L, TR RAUOBIEDOHREICESWTCHEIR ESNET, A2
272> CND I IR 700 — FHLX A 7 (WPA2 72 &) DNETHEIL S, IRICERNT /o> QDb 58 1726 5 b )7

X (AES 72 8) BESESET,
X270 E—F 802.1x XA F—E I3t (Encryption)
(Security Mode) (Key Management)

7L L 7L 7L

WEP AL 520! WEP (40/64 F£7-1% 104/128 £ 1)
PSK AL WPA-PSK, WPA2-PSK | TKIP, AES

EAP-FAST EAP-FAST WPA, WPA2 TKIP, AES

PEAP-MSCHAPv2 | PEAP-MSCHAPV2 | WPA. WPA2 TKIP, AES
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o EFXAUTRL (F—T st“mﬁw) TUAYLVA Ry T —7 Ta7 7 A NVERET D5 E1E, [SSID] & AL,
[E¥ 271 ZA7 (Security Type) ] 1T [72L (None) | Z34R L £,

VLIRS T AT o114 [FRTF (Save) | Z R £,

Security mode

NONE

WEP

PSK

EAP-FAST

PEAP-MSCHAPV2

Cancel

e WEP tX=2UT ¢ B—RiL, #H) WEP ¥ — (VSAU—R) 2 AT H0ENHYET,

F— AT VIRl DENYR—=PIENFET, LIRS TC = AT VI AN TR T I BEARALMIRES LT
DIEHEFERTHIENTEET,

VLIRS T AT o121 [FR7F (Save) | ZRL £,

X— RFZAV X— (X XF
ASCII 40/64 >k 5
ASCII 104/128 £k 13
16 HE% 40/64 £k 100 ~9, A~F)
16 3K 104/128 £ b 26(0 ~9, A~F)

Security mode

Security mode
1 NONE 1 WEP

2 WEP (]

3 PSK

4 EAP-FAST

5 PEAP-MSCHAPV2

Cancel Cancel
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o [WPA/WPA2 PSK] & t¥=2l7 ¢ E—RELTRRTD5GHE, FRIHAT— (OSRT—R) ZETLMERHVET,
ASCII £7-1% 16 #EIE R D 2T —FE2 AL ET,
B IE R 2AT -T2 1% . [BRFE (Save) | IR £,

F— RNV X
ASCII 8 ~ 63
16 HEH 64(0 ~9, A~F)

Security mode Security mode

NONE 1 PSK

WEP

EAP-FAST

PEAP-MSCHAPV2

e EAP-FAST £—R%721Z PEAP-MSCHAPV2 E—RZHEHL CWAHEAIE, 2— T Z L/ RAT—RERETHLEN
HVET,

VLIRS T AT o114 [FRTF (Save) | Z R £,

Security mode Security mode

1 NONE 1 NONE

2 WEP WEP

3 PSK PSK

4 EAP-FAST () EAP-FAST

5 PEAP-MSCHAPV2 PEAP-MSCHAPV2

Cancel Save Edit Cancel Save

Security mode

1 User ID

2 Password

Cancel
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o ROWTINHD 802.11 E—RZRINU CREW Bz s B L% | [fRTF (Save) ] R L F7,

e Auto
e 24 GHz
e 5GHz

HEhE—RTiX24 GHz & 5 GHz Dli i DF ¥ XN EAX YL AG T NI IRWT VB A RA L IA~DT Vv T—h
A ET,

2.4 GHz ©—F TClZ 2.4 GHz F v #7212 A% v L, 5 GHz ©—R Tl 5 GHz F v R 2 ARy LT i
HAIREZR T 7B A IRA L IADT Vo m— il E T,

5 GHz JE R o0 228 F 45 355413 Cisco IP Phone 8800 VU — X Lo A H % 5 GHz DR IIHRIET D
ZEEMSBEIOLET, ZHICEY, 2.4 GHz JEE A IO AX v ba— 7 ORI REME A EEECEET,

802.11 mode

1 Auto

2 2.4GHz

3 5GHz

Cancel

o [IPvd4 D&Y7 7 (IPv4 setup) | £7213 [IPv6 D&Y T 7 (IPv6 setup) ] Tlid, Dynamic Host Configuration
Protocol (DHCP) E7/2IFAZ T (v 1P iR EZHERL TEET,

VBRI R 24T -724%1C [EA (Apply) ] 23R IRT 50 EHRAFEIET L5513 v (Revert) | Z1#IRLET,

Settings Settings
Wireless IPv4 setup Wireless IPv6 setup

1 DHCP On 1 DHCPVG on

2 |P address 10.81.12.59 IPv6 address

2

3 Subnet mask 2551255 25510

3 IPv6 prefix length |0

4 Default router 101818124
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o FyRU—2® DHCP A2 —7% /LT TFTP ¥ — 2 IP TRL AZRAET 2720 D472 ar 150 £721% 66 3%
ESIVTOZRWIEEIE, [ TFTP (Alternate TFTP) ] % [ (On) 1 IZEXEL, TFTP —/3D [P T RL- 2% A
FILET,

WERIEF AT TR [ (Apply) | 28R 2570 EHZFREIET D551 [Fri Bl (Revert) | 2R £,

Settings Settings

Wireless IPv4 setup Wireless IPv6 setup

7 DNS server 3 64.104.76.247 7 IPv6 Alternate TETP

8 Alternate TFTP IPv6 TFTP server 1

8
s TFTP server 1 [::

IPv6 TFTP server 2
9

10 TFTP server 2

o HEDRYNI—IREEEETHITIE, [T 7V — 3 (Applications) | > [ EHE R E (Admin settings) | > [%
FEDV+E >k (Reset settings) | > [R b7 —7FZTE (Network settings) | DJIEIZERLF T,

Admin settings

Reset settings
1 Reset device

2 All settings
Reset network

3 Network settings

This will reset your network settings

to factory defaults. Would you like
4 Security settings to proceed with the reset?

Cancel

¥ : Cisco IP Phone 8861 |Z. 1 DDUA¥L A LAN 7277 A N 1F a2 R— N F7,

EAP-FAST F£721% PEAP-MSCHAPV2 2 AL CW ARG, 77 8RA RAL M ETHENZ/72> T 5 802.11r (FT) F721%
CCKM NIy m—hESEd, 22Tl 802. 111 (FT) 2MEE SN E T,

X.509 7 UAVEEBHEIC LD EAP-TLS #&GEIT ., BIEV R —hES T EE A,
PEAP + ¥ — S@GEL, BIET R —hEHTOER A,
WEP128 I Cisco Unified Wireless LAN Controller CiZ WEP104 S C—EFR RSN ET,

FEAIZ DUV TIE, D URL (28 5[ Cisco IP Phone 8800 Series Administration GuideJ?> [ Configuring Settings on the Cisco
IP Phone 8800 Series ] 22 L T/Z31),

http://www.cisco.com/c/en/us/support/collaboration-endpoints/unified-ip-phone-8800-series/products-maintenance-guides-
list.html
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Bluetooth %7

Cisco IP Phone 8800 U —X& | Bluetooth 3.0 Z R —hLTEY, N ATV — a3a=4—T g N A[R T,

Bluetooth ~~> K& k& Cisco IP Phone 8800 2V — A&7 k4 AI121%. RO FNEE EITLE T,

o [77VUsr—3ar (Applications) | > [Bluetooth] (ZBEIL 9,
e [Bluetooth] 7% [A>/(On) | ITRESN TWAZLEFERLE T,

Bluetooth 7* Cisco Unified Communications Manager THINIR2 > TWAHIEZMERLE T, O TRWG AL, 20

F T Al INREA=a— I CFRRENFE A,
e [Bluetooth 7 /XA ZADiENN (Add Bluetooth device) | 1IN L F£7°,
Bluetooth 7 /SAANRT VL7 £—RIZ/R> TNDZEEMERLET,

1 Bluetooth

2 Hands-free 2-way audio

3 Add bluetooth device Make sure your device is 'Discoverable’.

Paired devices

e Bluetooth 7 /3A ARV ANMIFKIRENT=H, FNEEIRLET,

o ZMf%. Cisco IP Phone 8800 <V —X 1% PIN = —F 0000 2> CXT7 V7 ZiRAET,

KL= E . 7 ur T IRERENTZH PIN a—R & A LET,

o XT{EENDE. Cisco IP Phone 8800 >V — X, Bluetooth T /XA A~DHEEGE A R Ir £,

Bluetooth (&) Bluetooth

{3 Jawbone ICON for Cisco 1 Bluetooth
2 Hands-free 2-way audio

3 Add bluetooth device

Paired devices

4 {) Jawbone ICON for Cisco
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e Bluetooth 7 /3A AZTRINL TH 5 [BIET (Disconnect) | 218N 5L, BLEHEH STV D Bluetooth 77 3A A3 )

WraiEd,

Bluetooth

1 Bluetooth

PIE Bluetooth disconnect

The Jawbone ICON for Cisco has
been disconnected.

4 () Jawbone ICON for Cisco

Show detail

o EINL7 Bluetooth 7 /A R T LMEER T 521X [HIBR (Delete) | 28R L F9,

Connect Delete

Delete accessory

Are you sure you want to delete this
Jawbone ICON for Cisco?

o [FEMIDZRIR (Show detail) | Z58{R 35 L. Bluetooth 7 /A AT DB MO FEMMN T RSN ET,

Details

Name:

Device type:

Device class:

Configured:

Paired:

Jawbone ICON for Cisco

Peripheral

Headset

Yes

Yes
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Cisco IP Phone 8861 ClifER Eahdt A VAR — b, #EHEEEE DM CTXT U N B[R TT,

[N X7V — W5 R1E 7 5 (Hand-free-2-way audio) ] 7% [ (On) | IR ESIN CNDI LA MR L ET,

Bluetooth

1 Bluetooth

2 Hands-free 2-way audio

3 Add bluetooth device

Paired devices

Bluetooth x| e BaE N XT VT T—RIZR o TWAZEETETRL UARGT NSA A EIRLF9,
FOW, X7V KRBT T A0 DX 2T Fur FIRFERSNET,
IRAF —NRFERENTZ5, [X7 (Pair) ] & IRLE,

Bluetooth (o)

0 migilles-iphone5

Add bluetooth device

Make sure the code : 234326
shows on migilles-iphone5

RT7AbEIHE . Cisco IP Phone 8861 1 Bluetooth % i HaHr B 55~ D 2 R AF 97,

Cisco IP Phone 8800 3 U—X UA¥L A LAN BT AR
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e Bluetooth XS ERED T R AR L HELEFEZ Cisco IP Phone 8861 (20— W /VTARAFT D0 E DD isiR 457
DDOT O T IREIRSIET,
Cisco Unified Communications Manager C [Bluetooth 7 KL AR D A 78— & FF 7] (Allow Bluetooth Contacts
Import) | NANI /2> CNDILE MR T HMLERH F T,

Bluetooth

1 Bluetooth
Save mobile contacts
2 Hands-free 2-way audio

Would you like to store all of your

mobile contacts on your
deskphone?

3 Add bluetooth device

Paired devices
You can delete them later in
contacts. 4 D migilles-iphone5

Settings Disconnect

o Ao TWETRLRIET 7B A% BN HI1X, [BXE (Settings) | A—==—"T [#&%) (Disable) | Z i8R TXFE T,

migilles-iphone5

1 Contacts access

Disable Show detail

o [ER7E(Settings) | A==—TC [FEHIMDZER (Show detail) | Z3%&IR 95 &, Bluetooth 7 /A AT DB MO FERA
FTRSIET,

Details

Name: migilles-iphone5

Device type: Peripheral

Device class: Mobile phone

Configured: Yes

Paired: Yes
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e Cisco IP Phone 8861 /X, Bluetooth Xty 55650 CHOT— VTN E L. EEREFEDOEIFRA - THRIETHZEN
TEET,

Cisco Unified Communications Manager C [Bluetooth /XA /L NV X7 — F—R %3 H (Allow Bluetooth
Mobile Handsfree Mode) | 23 HZhIZ72 > CWAZ L2 R THLERHVET,

23675 07/13/2014 15:24

«~ 23675

0 migilles-iphone5

o

Redial New call Forward all

e Cisco IP Phone 8861 & Bluetooth Xt fir dE At DM Ca— L2 I B T&E T,

e Bluetooth X} ##4#5%E 7575 Cisco IP Phone 8861 {Z=1— /L% #9 121, Cisco IP Phone 8861 T [FH % HBE)
(Move audio) ] /7 hr— &38R § 57215 T,

4085551212 07/13/2014 15:29

~~ 23675 1 8005532447

o ggilles—iphoneS
il

End call New call Move audio

o ZIUZED, 13—/ 173 Bluetooth ®t G54 B i 4 # FH L C Cisco IP Phone 8861 {ZH#AASILET,
e Bluetooth X IR BT — V& R TI2IE [F 75 2888 (Move audio) | 21N L £7°,

4085551212 07/13/2014 15:29 =0 ®

~ 23675 1 8005532447 00:17 [»

o» migilles-iphone5
...

End call New call Move audio
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27—LI9zT7DT7vIITL—K

Tr—LU =T % T 7T —RT5IZ1E, Cisco Unified Communications Manager D &4 f1& COP 77 A /L&A Ah—/L 1L
£

COP 77 ANDA L AN—)LIFIEIZ DWW, D URL IZH %[ Cisco Unified Communications Manager Operating System
Administrator Guide JZZ ML T2,

http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-
maintenance-guides-list.html

TFTP/HTTP % — DX a—REFIC, BET 7 ANVIENT SV, T AO— R3S ET, 20k, FHESA
A—TUNEF FETHTHRT UL Cisco IP Phone 8800 SV —X |37 7 — AT xT T ANVEX T a—RL ., SIELET,

2 —R P — B TETP — LU THREL T 77— 0T 77 AVERAETEET, 24 Cisco Unified
Communications Manager Administration PN Cisco IP Phone 8800 > 'U—X OB EH O E I aAlHVET,
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FSITNaA—TF4VT

T INAXIEH

Cisco IP Phone 8800 >V —X 137 A AEMAE AL . Ry hT—2F 2T —H A MAC TRV A NR—Va FRNZFNICE

FNET,

Cisco IP Phone 8800 2 'U—2 ® Web A% —7 =A A (http://x x.Xx.X) | T 7 © AL, [T A A1E# (Device Information) ] %

ERL CTCOFHREMER TEET,

l'I.l'I'l
CIscCoO

Device information

Network setup

Network statistics
Ethernet information
Access

Network

Device logs

Console logs

Core dumps

Status messages

Debug display
Streaming statistics

Stream 1

Stream 2

Stream 3

Stream 4

Stream 5

Device information

Cisco IP Phone CP-8861 ( SEP6C998984B7ES )

Active network interface
MAC address

Wireless MAC address
Host name

Phone DN

App load ID

Boot load ID

Version

Key expansion module 1
Key expansion module 2
Key expansion module 3
Hardware revision
Serial number

Model number

Message waiting

UDI

Time

Time zone

Date

System free memory
Java heap free memory
Java pool free memory

FIPS mode enabled

Wireless
6C998984B7ES
1C994C897B26
SEP6C998984B7ES
23675
rootfs88xx.10-2-1-16dev
sh288xx.BE-01-016dev
sip88xx.10-2-1-16dev

655360
FCHI18018UFU
CP-8861

No

phone

Cisco IP Phone 8861, Global
CP-8861

Voo
FCH18018UFU
15:57:44
America/New_York
07/13/14
2147483647
1823684
2147483647

No
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2YRIT—=H Dty T7 VS

Cisco IP Phone 8800 U —X [Ixv T —7 w7y I iEaEfeftL, 22
Communications Manager D& ARSIV ET,

Cisco IP Phone 8800 > 'U—R @ Web A4 —7 A A (http://x x.x.X) {ZT 7 AL, [RyRT—FDEorT o7 (Network
AR TEET,

Setup) | Z3&RL TZONE

llI'l'I'l
CIscCo

Device information
Network setup
Network statistics
Ethernet information
Access
Network
Device logs

Console logs

Core dumps

Status messages

Debug display
Streaming statistics

Stream 1

Stream 2

Stream 3

Stream 4
Stream 5

Network setup

Cisco IP Phone CP-8861 ( SEP6C998984B7ES )

MAC address
Host name
Domain name

DHCP server
BOOTP server

DHCP

IP address

Subnet mask

Default router

DNS server 1

DNS server 2

DNS server 3
Alternate TFTP
TFTP server 1

TFTP server 2

DHCP address released
Operational VLAN ID
Admin VLAN ID
CUCM serverl
CUCM server2
CUCM server3
CUCM serverd
CUCM server5

6C998984B7ES
SEP6C998984B7ES
cisco.com

1.1.1.9

No

Yes

10.81.12.59
255.255.255.0
10.81.12.1
72.163.128.140
64.104.123.245
64.104.76.247

Yes

10.195.19.27
10.195.19.27

No

4095

4095

Texoma-3 Active

IZIX x> hU—2Z & Cisco Unified
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AR =L

Cisco IP Phone 8800 'V —X Tlx, MOS. YvH /roh a2 E  a— VBT A EHE A £oRr TEET,

TEAIED Web A% —7 A A (https://x.x.x.x) (2T 7 HAL, [AN)— A LD#E# (Streaming Statistics) | Z3& R L TZOE#H
HRRTEET,

bl Streaming statistics
Cisco Cisco IP Phone CP-8861 ( SEP6C998984B7ES )
Device information Remote address 10.81.12.31/28354
Network setup Local address 10.81.12.59/28354
Network statistics Start time 15:56:03
Ethernet information Stream status Not ready
Access Host name SEP6C998984B7ES
Network Sender packets 607
Device logs Sender octets 97120
Console logs Sender codec G.722
Core dumps Sender reports sent 2
Status messages Sender report time sent 15:56:11
Debug display Revr lost packets 0
Streaming statistics Avg jitter 4
Stream 1 Receiver codec G.722
Stream 2 Receiver reports sent 0
Stream 3 Receiver report time sent 00:00:00
Stream 4 Revr packets 675
Stream 5 Revr octets 116100
Cumulative conceal ratio 0.0066
Interval conceal ratio 0.0000
Max conceal ratio 0.0198
Conceal seconds 5
Severely conceal seconds 1
Latency 49
Max jitter 69
Sender size 20 ms
Sender reports received 2
Sender report time received 15:56:12
Receiver size 20 ms

B T [7 7V —a (Applications) | > [ BE # € (Administrator Settings) | > (A7 —4 A (Status) | > [2— /Lt

2 (Call Statistics) | #3389 5E, ZOFHMA T — BV THIEZR TEE T,

FEABIZ DUV TIE, kD URL (28 D[ Cisco IP Phone 8800 Series Administration Guide ] [ Troubleshooting the Cisco IP

Phone 8800 Series] DEAZ S ML T,

http://www.cisco.com/c/en/us/support/collaboration-endpoints/unified-ip-phone-8800-series/products-maintenance-guides-list. html
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TFINAR Oy
NT N 2—=T 4 T OHT, avy—ay ay BT A7 —HA Ay—y  BLOT /N7 FKR% Cisco IP Phone
8800 LV —ZXD Web AL Z—T A ANSATFTEET,

Cisco IP Phone 8800 2 'U—2 ® Web A% —7 =A A (http://x x.Xx.X) {7 7B AL [T 73 A 1 (Device Logs) ] Z#E#4R L T
ZOIEMEERTEET,

NI Console logs

CIscCoO Cisco IP Phone CP-8861 ( SEP6C998984B7ES )

Device information
R Current logs in /var/log:
messages
Network statistics messages.0
Ethernet information messages.l
messages.2
Access messages.3
Network messages.d4
messages.5
Device logs messages.6
Console logs messages.7
messages.§
Core dumps messages.9
Status messages messages.10
messages.11
Deoug disals Archived logs in /cisco/logsave/hourly:
Streaming statistics hourly 20140712 210101.tar.gz
hourly 20140713 140101.tar.gz
Stream 1 aourly £U.A0/L0 AULLLLArngZ
- hourly 20140713 040101.tar.gz
Stream 2 hourly 20140713 120101.tar.gz
hourly 20140713 020101.tar.gz
Stream 3 hourly 20140713 100101.tar.gz
Stream 4 hourly 20140713 000101.tar.gz
hourly 20140713 190101.tar.gz
Siream 5 hourly 20140713 090101.tar.gz

FERIZ DUV TIL, IR URL 128 D[ Cisco IP Phone 8800 Series Administration Guide &2 JRL T2 &V,

http://www.cisco.com/c/en/us/support/collaboration-endpoints/unified-ip-phone-8800-series/products-maintenance-guides-
list.html
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WLAN E51095—4

WLAN 5 A V=213, A RO 4 ERICERSNET,

07/13/2014 15:37

Redial New call Forward all

WEDT IR RAUE

Cisco IP Phone 8800 >V —X TiL, BIEDOT 7 EA RALVNITRRENET (RA3— VANIRRENFEA), BIEOT
TR ARALDFEME TR TDHINE, [T TV —ar (Applications) | > [BH A &% € (Admin settings) | > [AT—H R
(Status) | > [FRIED T 7R ;A >+ (Current access point) | [ZFEEIL £9°,

Cisco IP Phone 8800 >'V—X TiL, BIEDIE S IREESLCa— L ARREIZH ) DD T, HILWT 7B A RAU MR TEDIOE
WIIZ AR v o D ThIVET,

Admin settings

View current access point

AP name: migilles-home
MAC address: b8:be:bf:69:9f:db
Frequency: 5.320Ghz

Current channel: 64

Last RSSI: -45

Beacon interval: 102
Capability: 0x1111

Basic rates: 12

Optional rates: 18 24 36 48 54
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Cisco IP Phone 8800 U —R|ZIIAT —H A Ay —U Moo TOVET,

Admin settings

Status messages

[15:36:51 07/13/14]
Error updating locale
[15:36:50 07/13/14]

DNS unknown IPv6 host Texoma-3
[15:36:49 07/13/14]

VPN not configured

[15:36:48 07/13/14]
SEP6C998984B7E5.cnf.xml.sgn(HTTP)
[15:36:47 07/13/14]

Clear

WLAN #EHEHR

Cisco IP Phone 8800 U —X1Z1Z WLAN #t2HEHR A Mo > T VET,

Admin settings

View wireless statistics

tx bytes: 75625585
rx bytes: 17624470
tx packets: 00102241

rx packets: 00109944

tx packets dropped: 00000000
rx packets dropped: 00000002
tx packets errors: 00000250
rx packets errors: 00000001
Tx frames: 00165190
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Cisco IP Phone 8800 U —X |23z — /L EHE WM > QO ET,

Admin settings

View call statistics

Receiver codec: G.722
Sender codec: G.722
Receiver size: 20 ms
Sender size: 20 ms
Revr packets: 675
Sender packets: 607
Avg jitter: 4

Max jitter: 69

Receiver discarded: 1

27N REDET

[77Vir—<at (Applications) | > [ EE R E (Admin settings) | > [BREDY &b (Reset settings) | > [T X TDFRE (All
settings) | DNRICER T HZLICED | BHEL T 77N R EI) By TEET,

TR T —% Uy MZETe 72012 [V b (Reset) | 23R T2 ERHLHLHTCIL, MEREHIAERSIVET,

Admin settings

Reset settings

1 Reset device

2 All settings

3 Network settings

4 Security settings

Reset all settings

This will reset all your settings
changes to factory defaults. Would
you like to proceed with the reset?

Cancel

ERBEEORY)—avbkDFvTFv
http://x.x.x.x/CGl/Screenshot |27 7R 5L, BIED M FK T E2F ¥ 7T v TXET (xx.x.x (X Cisco IP Phone 8800 >V —

X DIPTRVA), a7 aF &7z, Cisco Unified Communications Manager C Cisco IP Phone (ZBS AT HiL7-
THI D2 =YL L SAT— R ASJLET,
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AR TIBIE

CORER T, EREGS TIEHY ER A, tOLEE FIIIHEEN OO T EZIT RO TA B AD 2R JE B A ]
Ljﬁ?‘o

7ty

Cisco IP Phone 8800 >V —X Ti&, IRDT 7V Vaff ] TEE T,
e Cisco IP Color Key Expansion Module for Cisco 8861

F—R =T 4DT 7 HY

e Bluetooth ~yRt>k  www.plantronics.com

www.jabra.com

www.jawbone.com

WWW.VXicorp.com

www.motorola.com

€3 Bluetooth’
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Cisco IP Phone 8800 Series Data Sheet

http://www.cisco.com/c/en/us/products/collaboration-endpoints/unified-ip-phone-8800-series/datasheet-listing.html

Cisco IP Phone 8800 Series Administration Guide

http://www.cisco.com/c/en/us/support/collaboration-endpoints/unified-ip-phone-8800-series/products-maintenance-guides-
list.html

Cisco IP Phone 8800 Series User Guide and Quick Start Guide

http://www.cisco.com/c/en/us/support/collaboration-endpoints/unified-ip-phone-8800-series/products-user-guide-list. html

Cisco IP Phone 8800 Series Release Notes

http://www.cisco.com/c/en/us/support/collaboration-endpoints/unified-ip-phone-8800-series/products-release-notes-list.html

Cisco IP Phone 8800 Series Software
http://software.cisco.com/download/navigator.html?mdfid=284729655

Cisco Unified Communications Manager

http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/tsd-products-

support-series-home.html

Cisco Unified Communications Manager Express

http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-express/tsd-products-support-
series-home.html

Cisco Voice Y7 =7
http://software.cisco.com/download/navigator.html?mdfid=278875240

Cisco IP Phone Services Application Development Notes

http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-

programming-reference-guides-list.html

Real-Time Traffic over Wireless LAN SRND
http://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Mobility/ RTOWLAN/CCVP_BK R7805F20 00_rtowlan-srnd.html

Cisco Unified Communications SRND

http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-

implementation-design-guides-list.html
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Cisco Unified Wireless LAN Controller |23 2~==27 /L

http://www.cisco.com/c/en/us/support/wireless/5500-series-wireless-controllers/products-installation-and-configuration-guides-
list.html

Cisco Autonomous Access Point |[ZB T A~==27 /L

http://www.cisco.com/c/en/us/td/docs/wireless/access_point/12-4-25d-JA/Configuration/guide/cg 12 4 25d JA.html
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