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Distributed Antenna Systems _[=- T Cisco Wireless LAN OFEFHIZ DUV TIL, kD URL ZZ L TL7Z30,
http://www.cisco.com/c/en/us/products/collateral/wireless/aironet-1130-ag-series/positioning_statement c07-565470.html

() Cisco 1040, 1130, 1140, 1602i. 2602i. 3502i, 3602i, L 3702i vV —X TV BARAL NI, & HF T 7T %
BHEL TCHTEY, o F IR FEN TN | RIFICEW AT A0 ERHY E4,
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ETIL

KD Cisco DX 2V —R EF VA TXFET,

TRE FET VTR —FSNDE—R, JAEEHE & F v 0V O T,

WnEs XVNT—7 | =TT JE W Bk R fE T RE F ¥RV EYh
E—F gAY RF ¥RV
CP-DX650-K9= | Wi-Fi 24GHz=4dBi |2412~2.472GHz | 13 1~ 13
CP-DX650-K9-W 5 GHz = 4 dBi 5.180~5.240 GHz | 4 36, 40, 44, 48
5.260~5.320 GHz | 4 52, 56, 60, 64
5.500~5.700 GHz | 11 100 ~ 140
5.745~5.825 GHz | 5 149, 153, 157, 161, 165
CP-DX70-W-K9= | Wi-Fi 24 GHz=2.6dBi | 2.412~2.472 GHz | 13 1~ 13
5 GHz = 4 dBi 5.180~5.240 GHz | 4 36, 40, 44, 48
5260~5.320 GHz | 4 52, 56, 60, 64
5.500~5.700 GHz | 11 100 ~ 140
5.745~5.825 GHz | 5 149, 153, 157, 161, 165
CP-DX80-K9= Wi-Fi 24 GHz=4.6dBi | 2.412~2.472 GHz | 13 1~ 13
5 GHz =7 dBi 5.180~5.240 GHz | 4 36, 40, 44, 48
5260~5.320 GHz | 4 52, 56, 60, 64
5.500~5.700 GHz | 11 100 ~ 140
5.745~5825 GHz | 5 149, 153, 157, 161, 165

Wi-Fi & —RZHHL TW DA, EBIFEF 2—7 (Cisco DX650 (21 CP-PWR-CUBE-4=, DX70 3L U DX80 (2% CP-
PWR-CUBE-5=) W3 T9,

() Frv /L 120, 124, 128 (X7 AV A, G—my/8 HARTIE AR =S O EF AR, tho ik Tld AR —hShTnsg
BAERHET,

802.11j (T /L 34, 38, 42, 46) [TV R —FINTWEHA,

HAROF vx3/v 14 1ZHR—FShEd A,

7—JLF £—F(802.11d)

U— LR B—RClL, SESERERTITIAT UM TEET, o—WEBRED T 78 A RALVMIES TR XA XE
NAEF v IV EEEBIIOFE I L TIZIAT U Mol A SEAHZENTEET,

Cisco DX 2V —XZ fEH T DT ¥ RNV EREEBNEEFRTES 802.11d XIGDT VHA RALIPLETT,
TIRARAIPRBEBSN TOBEIZIGE T, V—/LR —F(802.11d) AL %7,
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—H8D 5 GHz F ¥ x/UWIL —H —DT 7 /ay —THEHIN TWD720  ZnbD L —# — 8K % (DFS F v 1 /V) Z1{#
THEE . 802.11 VIAT U ReT 7 BA RAL ML, 802.11h [ZHEHLL TWAMENRHYET, 802.11h TiX. 802.11d A %)
ICTDMLERHDET,

Cisco DX ¥ U—X1%, £9 DFS Fr R a0 T Ax YL LT, TNODF XY RNDT IT 47 A%y ZHFEITLET,

2.4 GHz(802.11b/g) Z M 32355 | 802.11d A XN TZIT X, Cisco DX PV —XTF v/ 1 ~ 11 BELOMEHESL-
EEEBENOMAZRADZENTEET,

(#) Cisco Unified Wireless LAN Controller D355, 7— /LR &—RN{XHBIIIZH TR0 ET,
Cisco Autonomous Access Point DA 1L, (RO~ REFHEHAL TV —/K T—FE2FEH THEINZTAILENHDET,

Interface dot11radio X
world-mode dot11d country US both

HYR—rSh5E
Cisco DX TV —ADH R —bxfH 72D EEZD 802.11d 2—RIZKRD LBV T,

TARZR(AS) T AR—IV(SG) T HVT (BG)
TANT R (IE) T H )L (Gl) “ )L~ = (PR)
7 AV 164 (US) ZA A (CH) ~hF 4 (VN)
777 B EEEH (AE) A7 =—7 . (SE) _RAT7 (VE)
7L F 2 (AR) A4 (ES) ~YL¥— (BE)
AF¥ YA (GB) AB3%T (SK) ~L— (PE)

A AL (IL) A _=7 (SI) R—Z2 K (PL)
A#U7 (IT) 7 (RS) RV (PT)
AR (IN) 44 (TH) ~/rR=7 (MK)
AR F 7 (ID) F ot fnE (CZ) ~ /L% (MT)
77747 (UA) FJ(CL) <L —37 (MY)
NI T A (UY) F v ~—27(DK) A¥ 3 (MX)
=77 RNV (EC) I~z (TR) EF = (MC)
7 ~EG) K- (DE) £ 7371 (ME)
TAL=7 (EE) RI=73F0E (DO) Zhe7 (LV)

A —Ar7V7 (AU) FAY=U7T (NG) U7 =7 (LT)
F—AR)T (AT) —a2——F K (NZ) VeFo a2k A (L)
F~— (OM) /N =—(NO) JL—=<=7 (RO)
*Z 4 (NL) N>V — (HU) N7 7 (LU)
F1F4 (CA) N—L—> (BH) a7 i (RU)
X7 (CY) N F= (PA) i [E (KR)

XU+ (GR) T T A(PY) ¥ (HK)
7a7F7 (HR) Z7 44Ut (PH) BIE (TW)
22417 (CR) 747K (FI) HE (CN)
a7 (CO) 7% (FR) F7 74 (ZA)
P TIET (SA) 751 (BR) H A (JP)

() 27 FA4T7 o AEHIT, kD URL (25 Cisco Product Approval Status Web A hCAFTEET,
http://tools.cisco.com/cse/prdapp/jsp/externalsearch.do?action=externalsearch&page=EXTERNAL SEARCH
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R

WDFIX, Cisco DX YV —ADT —H L —hZ G ELEZFLDT-HLD T,

5 GHz DR

5 GHz-802.11a F—& L —}h = AR EE

K E(EHES) =16 dBm 6 Mbps OFDM - BPSK 91 dBm

(BT /VEMIRIZE>TR225) | 9 Mbps OFDM - BPSK 91 dBm
12 Mbps OFDM - QPSK 90 dBm
18 Mbps OFDM - QPSK -88 dBm
24 Mbps OFDM - 16 QAM -85 dBm
36 Mbps OFDM - 16 QAM -81 dBm
48 Mbps OFDM - 64 QAM -77 dBm
54 Mbps OFDM - 64 QAM -76 dBm

5 GHz - 802.11n(20) F—& L—}h N ZERME

W RIX(EHE ) =15 dBm 7 Mbps (MCS 0) OFDM - BPSK 91 dBm

(BT /VEHIRIZ L > TRZRD) | 14 Mbps (MCS 1) OFDM - QPSK -89 dBm
21 Mbps (MCS 2) OFDM - QPSK -86 dBm
29 Mbps (MCS 3) OFDM - 16 QAM -84 dBm
43 Mbps (MCS 4) OFDM - 16 QAM -81 dBm
58 Mbps (MCS 5) OFDM - 64 QAM 276 dBm
65 Mbps (MCS 6) OFDM - 64 QAM 74 dBm
72 Mbps (MCS 7) OFDM - 64 QAM -72 dBm

5 GHz - 802.11n(40) F—& L—h 253 ZIERRE

I KE(EHES) =15 dBm 15 Mbps (MCS 0) OFDM - BPSK 90 dBm

(BT /VEHIBIZ LS THRARD) | 30 Mbps (MCS 1) OFDM - QPSK -87 dBm
45 Mbps (MCS 2) OFDM - QPSK -85 dBm
60 Mbps (MCS 3) OFDM - 16 QAM -81 dBm
90 Mbps (MCS 4) OFDM - 16 QAM -78 dBm
120 Mbps (MCS 5) OFDM - 64 QAM -74 dBm
135 Mbps (MCS 6) OFDM - 64 QAM -72 dBm
150 Mbps (MCS 7) OFDM - 64 QAM 270 dBm
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2.4 GHz OfE#R

2.4 GHz - 802.11b F—& L —}h = {2 R EE
AR EEET) =16 dBm 1 Mbps DSSS - BPSK 95 dBm
(BT VIR IC K-> THRZ2%) | 2 Mbps DSSS - QPSK 93 dBm
5.5 Mbps DSSS - CCK -90 dBm
11 Mbps DSSS - CCK -86 dBm
2.4 GHz - 802.11g F—& L —h = ZAERRE
I K% ) = 16 dBm 6 Mbps OFDM - BPSK -89 dBm
(BT VEMIRIZE > TRZ25) | 9 Mbps OFDM - BPSK -89 dBm
12 Mbps OFDM - QPSK -87 dBm
18 Mbps OFDM - QPSK -85 dBm
24 Mbps OFDM - 16 QAM -81 dBm
36 Mbps OFDM - 16 QAM 78 dBm
48 Mbps OFDM - 64 QAM 74 dBm
54 Mbps OFDM - 64 QAM 72 dBm
2.4 GHz - 802.11n(20) F—& L —h =3 ZE R E
W RIX(EHE ) = 16 dBm 7 Mbps (MCS 0) OFDM - BPSK -88 dBm
(BT NVERBIZE>THRZRD) | 14 Mbps (MCS 1) OFDM - QPSK -86 dBm
21 Mbps (MCS 2) OFDM - QPSK -84 dBm
29 Mbps (MCS 3) OFDM - 16 QAM -81 dBm
43 Mbps (MCS 4) OFDM - 16 QAM 78 dBm
58 Mbps (MCS 5) OFDM - 64 QAM 73 dBm
65 Mbps (MCS 6) OFDM - 64 QAM 271 dBm
72 Mbps (MCS 7) OFDM - 64 QAM -69 dBm

() ZERE X BFEDT —H L—F T ryhae T a—R 5D KRG EME 558 E T,
FREOMEIE., MR R TEER THHo T, —RBLT T F O A NTE ESNTOER A,
802.11n T%éfvufz%fﬁﬁ“é IZ. Cisco DX SV —R&T 7 EARAL D08 30 m (100 74—F) LINICALE 5284 BERD

Liﬁ‘o
SOOI, T

TR HOUAYLALAN O E 1 2SR TTZEV,

Cisco DX S U—RX UA¥L A LAN EBTAR
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Cisco DX 2V — X3 RO EFEA P R—FLTWOFET,

NAY 3 ATNFT G T T4
[ B ZAnR=TF ZE R—FReE
IV —3E AT EE RV IV EE
ML=EE B A5 FETRE
T T F Gk VN7 =7 58
ARV T 7 T~ N—~=T 7
HHa=T 5 FA 55 oy T RE

XU v il NI —RE Hih
IayF T E T4 TR R

AV x—FLEE | 7T REE BRI
ANA L GE TNHIT i

SRV R —NEH NI TAITIEL, FinTDHaT7— b Ry —V A AN VT AVENHYET, Cisco DX T —AD
772]‘/1/}‘3335‘ iﬂ%nnf?

1 —)L 2\ —U1, RO URL (255 [Localization] ~X— 0 bX 7 rm—RLET,
http://software.cisco.com/download/navigator.html?mdfid=278875240

Bluetooth

Cisco DX ¥J— X% Bluetooth 3.0 77/ —% V%R —RLTEY, VA YL A~y Ry MBENA[RETT,

Bluetooth TiE. % 9 m (30 7 4 —1) O#IFN ThHAIVUTILHHRIE DU A v L AHE 23 A HETT 73, Bluetooth 7 /A AL H 1T
Cisco DX 2 U—ZXM58) 3 m(10 7 4—F) AN T 322 NSV ET,

%@ Bluetooth 7’107 7 A )V CTHEEGIE 2D T /A ARSI E T,

Bluetooth 7 73A A% Cisco DX U — X HEEE FLEE 2 TICH LM EITHD /AN, BERFER EDEED R HLHYE
I, BEOEICEEEEULIERHVET,

Bluetooth I, 802.11b/g/n D EL DT NA A (BF LY a—RLAEFHEHRL) LIRS 2.4 GHz O JE A L
F£9, TD720 ., Bluetooth D it BLIE, ZHLIZ 7T HFHD L O\ E DO IS LD T 0 R 8E 521 D AT tEnid
Uij‘o
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Bluetooth Z7O27AJL

Cisco DX U —R1Z, IR®D Bluetooth 727 7 A /L& R—hL TWET,

NR7Y— Fa 77 AL (HFP)

Bluetooth /N> A7) — a7 AL (HFP) ¥"R—F Tli. Bluetooth ~ By THR—FRIIN T IIL., IROBEREL R T
xFE7,

-t

T— )L ~DRE

T—)LDKT

Sk O R

WEOFZEIF AT IV

a— LR

HR SRS

= ma—L (RELTFF A, VU —AL TR
A —R X A¥ v

Advanced Audio Distribution 7’27 7 A /L (A2DP)

Bluetooth Advanced Audio Distribution 7'2~7 7/l (A2DP) I'X Bluetooth X[J&-D AT LA ~vREyh, HOBTF AT LR
E~OBGHWEAT VA A —TF 44 AN — LD EEITZAET,

BEEIET 7R a7V (PBAP)
BaaMRDT 78R 777 A/ (PBAP) DY R —NMIL, T A ABOEFERAT ¥ =/ O A AIREIZ L E T,

F T2 D T2 FuTrAL (OPP)
F T2 DT 2 T 7y A (OPP) DV R —MI, T HAABDT7 7 AN ZRFEIZLET,
HEHEAT V= NIE . REEDN T 7 AN A G D 4SSO E T,

ba—<v AL FZ—T (LA T34 Z(HID)
ba—< A H—T A& T /3 A (HID) I, Bluetooth ¥t —R—Re~ 7 2% PR —hL £,

SR DUV TIE, Bluetooth 7 /3 ADBLEEE R T D5~ =2 T VA2 S L TLTEE0,

#7F (802.11b/g/n + Bluetooth)

802.11b/g/n & Bluetooth 73 [EIRFITAE FHES N D IAFZFIH 256 W /7 & 2.4 GHz O B EEPHZFI 20T, 1<
DOFIRRE R E A B BT 20 ERHET,

XXX T 4

77 (802.11b/g/n + Bluetooth) Zffi 9535 A, —/L F¥/307 11, 802.11b/g/n I LT\ Bluetooth #5126 5T 2.4
GHz M MERHSNAT-DIR T LET,
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2 IVF XA A —F 4%

A7 2{H 9534 . Push To Talk (PTT) . Multicast Music on Hold(MMOH) . BELOMLD 7 7V r— gL mbod~ )L F5F
Y AN A =T AT R — RSN EE A

BAEDT —4# L —h R EITISC T, AFOE R IZ Bluetooth Rk A (#5720 12 CTS ZX[ETEE T,
—HDEREETIE, 6 Mbps Z AN L72T LD/ WG E BB £ T,

(¥) 802.11b/g/n & Bluetooth |L[# 5% 2.4 GHz #FIH 325 2, EREOHIESHH 579 Bluetooth Zff 9535413
802.11a/n DA HZFRHELEL F9,

ET4a—L

Cisco DX 'V —X1%, B IE~ VT #>F 77— LCD ENEIATIZELDE T H a— L a R —RLTHET,

Cisco Unified Communications Manager DY 7 2 ot— UHEEE Cld, BT 4 a— IS4 584, Cisco DX L —AT¢
AN T DM ERHYET,

Cisco DX 2V — XL, fl1® Cisco DX 2V —RX = RARA b, Cisco TelePresence Systems, Cisco Unified IP Phone 8900 33
FU9900 V=X BLUEDHOE T ARG T RRAL MO T A a— VEMENL TEET,

600p & HD 720p i%., i ATREZR2 LD = RARA L R EE T 522, TV @V L —ROE T A BB TR WG A I H
ShatEe 7T,

600p (1024 x 600) 1L, DX650 = RRA L MEDOEFF a— SN RAT AT 72T 74V MNERTT,

VE—h 2—HF DA 1L, Cisco Unified Communications Manager @ Cisco DX U —X U RARA U REEE CHINZEIND
ITUN= Tﬁﬁﬂ%“% 600p E7=i% HD 720p &2 20 ENRHVET,

BT A SRR L EHL T HITIE, MCU T/—Vay 5.7 BN ETIILTWAE T ARk AT LB ETT,
v 4 =— /L%, Cisco AnyConnect VPN Client Zffi 1L T VPN -t al #R TN TEXET,

H.264 |3 30 fps (7L —L/F)) BHR—FENHE T A AN — A ESND 7 oh= LT,
YR—= oA =T 4F a—T /D | DEEHTLEF By al HIZBOAN —203&HD £,

Cisco DX 2V — XL, BIED R NI — I8 N m O T ARG LA AR — R TE WA BT 4 By b L— e BTG
UG a7, B A HliE )5 2 AR — L COVET,

ROET A AR R—hENET:

CIF (352 X 288)

VGA (640 X 480)

240p (432 x 240)

360p (640 x 360)

480p (848 x 480)

600p (1024 x 600)

HD 720p (1280 X 720)
HD 1080p (1920 X 1080)

Cisco DX S U—RX UA¥L A LAN EBTAR 19



Cisco TelePresence DFEHIZ DWW TIE, RO~ =a 7 VESRRL TLIEEN,

http://www.cisco.com/c/en/us/products/collaboration-endpoints/index.html

Cisco Unified IP Phone 8900 35 J: T8 9900 U — X2 HEMIE HIZ OV T, RO URL 2B RL T7Z30
http://www.cisco.com/c/en/us/products/collaboration-endpoints/unified-ip-phone-8900-series/index. html
http://www.cisco.com/c/en/us/products/collaboration-endpoints/unified-ip-phones-9900-series/index.html

X7«

JA¥YLALAN Z BT 256, BX2U T A DA R TT,
Cisco DX U —X%. IRDOTAF¥L A X 2T B 5EE R —RLTUWVET,

WLAN Z33F

WPA2(802.1x GGk + AES E721% TKIP I 5-{k)

WPA (802.1x GG + TKIP £7-1% AES i 75-1k)

WPA2-PSK (FRIEAF— + AES I 751

WPA-PSK (FFi 34 % — + TKIP I 5L)

EAP-FAST (Extensible Authentication Protocol - Flexible Authentication via Secure Tunneling)
EAP-TLS (Extensible Authentication Protocol - Transport Layer Security)

PEAP-MSCHAPv2 (Protected Extensible Authentication Protocol - Microsoft Challenge Handshake Authentication
Protocol version 2)

PEAP-GTC (Protected Extensible Authentication Protocol - Generic Token Card)
Cisco Centralized Key Management (CCKM)
L

WLAN K54k

AES (Advanced Encryption Standard)
Temporal Key Integrity Protocol/Message Integrity Check (TKIP/MIC)
WEP (Wired Equivalent Protocol) 40/64 33 T8 104/128 £k

() 802.1x FRBFFA{# H L7- 8 WEP 38 L O — 3R T R —rEh EH A

Cisco DX 3 U—R|IR D BIND X 2T s 8 GEL AR —RUET,

X.509 74 L EEIAE
A RA—FFE
TS AGRGE

T AVadR
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o VIV

e Secure Cisco Unified SRST

o AT 4T WE 5L (SRTP)

o YU FULTHEEAL(TLS)

e Certificate Authority Proxy Function (CAPF)
o X7 FuTvrA)L

. ALSHIZRE T 71V

LI T =

o UE—hnys

o UE—LUAT

e Cisco AnyConnect VPN Client

Extensible Authentication Protocol - Flexible Authentication via Secure
Tunneling (EAP-FAST)

Extensible Authentication Protocol-Flexible Authentication via Secure Tunneling(EAP-FAST) |%, 77t A 7R k& Cisco
Access Control Server (ACS) < Cisco Identity Services Engine (ISE) 72 & DVE—REFEX AV /LA 22— $—E X
(RADIUS) #— [l ® Transport Level Security (TLS) b2 % /L IND EAP b7 Y7 a5t £9,

TLS bRV TliL, 7747 >+ (Cisco DX 2U—X) & RADIUS ¥ —/S[HIDFRFEIZ Protected Access Credential (PAC) 23
SNET, Y—/NF Authority ID (AID) 227747 L MIIEELE T, £NE32IT T IA7 M2 PAC 2R £ 7,
7747 ME PAC-Opaque % RADIUS H— IR E T, —NE B D~ AZ—F—TPACEZESFLET, ZHTH
FFDOEURIRALIMFEL PAC F—%FTA 952812720, TLS %/zzmx%ﬂ%éﬁmﬁ“o EAP-FAST T, HE) PAC 7ot
Vam PP R—FENTWET Y, RADIUS H— S ETHRNC T DM ERNHD £,

EAP-FAST 8B 20279 5I121%, RADIUS H— NZREEZ A AN— LT 5L ERHVET,

BIE, Cisco DX U—XTlE, PACOAE /e Y a=0 VI RO THR =S TWET, ZD72) IRDEHIZ RADIUS
P— N BT [EL ALK PAC 7re Y a=r7 %7 ] 35 (Allow anonymous in-band PAC provisioning) ] A 2521 T<
72EW,

[E4 A2 /"R PAC 7'mE v a=7 %7 A3 5 (Allow anonymous in-band PAC provisioning) ] 234 %0723 . EAP-GTC
& EAP-MSCHAPV2 DT 52 AT oM ENHVET,

EAP-FAST T, Bk — R Bl a—H T HY U RRER T AR HY E T,
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+ [ Allow EAP-FAST
EAP-FAST Inner Methods
 Allow EAP-MS-CHAPv2

LQ] Allow Password Change — Retries: 3
™ Allow EAP-GTC
LE] Allow Password Change — Retries: 3

M Allow TLS-Renegotiation

() Use PACs () Don't Use PACs
Tunnel PAC Time To Live: a0 Days
Proactive PAC update will occur after 10 % of PAC Time To Live has expired

@] Allow Anonymous In-Band PAC Provisioning
E] Allow Authenticated In-Band PAC Provisioning
Server Returns Access Accept After Authenticated Provisioning
Allow Machine Authentication
Machine PAC Time To Live: |1 Weeks
Enable Stateless Session Resume

Authorization PAC Time To Live: 1 Hours

EBRMTA YL A LAN BREEN CEA4 PAC 70t Va=u 7 BNEF S TRV AL, Cisco DX 2V — 2D HJH] PAC 7
o Va=r S HEL T, AT — 07 RADIUS — %2y N7y P TExFET,

it A7 —0 7 RADIUS Y — 3% AL —7 EAP-FAST — L L TRy w7 TAZERMETHY , LD,
=PI N —T DT —H_X—ZL EAP-FAST v AH — F— LRI —IFRARE DKL R— R b0, ERE~ A% —
EAP-FAST #— O8RS F9,

EAP-FAST D~ A% — F—BILUORIL —NAT— 7 ZL—7 EAP-FAST RADIUS H— " ~FEENHIH1, £

f#i~ A% — EAP-FAST RADIUS Y — N3y b7y 7ENTNWAZ LR L £, 2Nk, Cisco DX 2V —XTit, [E
AL NR PAC 't Va= 7% AT % (Allow anonymous in-band PAC provisioning) ] 235 L7 - T 5 IR 1)
BREENTYH, 7ubeva=r 7 &7z PAC 2 H C&2I01220 £ 7,

PAC ZHH T 5L&1%, FBFEFE A DAL /3R PAC 7 aE Va=r 7 MERSNET, 2070, [BRIEF A 73K PAC
Iavva= 7 %735 (Allow authenticated in-band PAC provisioning) | 3G 30272 > TNAZ EE MR L £,

TIT 47 ETFHREI N D~ AL — F—THERR S IVTZREAFED PAC ZH1 LU PAC OFEITITME I CXA06 THAM Hhix.
Cisco DX 2V —ZAN Xy NI — 7 2SI T A oIz LET,

AT = TAY LA LAN IRAT— 07 RADIUS — 72 2R AU " 259105228 BIOAT—I 07 7TU+®
A TRA L MR 2 A R N ST A LA HERR L £,

Extensible Authentication Protocol-Transport Layer Security(EAP-TLS)

Extensible Authentication Protocol-Transport Layer Security (EAP-TLS) /%, TLS "2 h=/L% PKI LA GO THEH 52
ETCLRBRE — DA RGEL TWVET,

TLS 1%, ==L — ROl FORGEHBLOF A FTIv7 Eyvary F—0OARAIC, GEELHE T2 7GR L £,
FEEEZA AN LT HLERHVET,
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EAP-TLS 1. B ER X2 T 422U F3 08, 7947 U MEHZE2OF BNV ELRVET,

~ [ Allow EAP-TLS

[E] Enable Stateless Session resume

Proactive session ticket update will occur after 10 % of time to live has expired

Session ticket time to live 2 | Hours =

EAP-TLS TiZ, Cisco DX 3V —X|ZA VR —hSNT-aEBEO @A & — KT D80 — 3 BIZ, 22— T AU MRER
ENTWDZENMEICRLEALHVET,

ZDOa—Y T HTUNMITE R SAT —RZ2{# L . RADIUS H— ) ETHZhZ TS EAP #A471% EAP-TLS ORIZT5
ZEEHERELET,

General
“ Mame: EAP-TLS

Description:

Authentication Method List
Certificate Authentication Profile

Ej Certificate Based CM Username Select

[ | Password Based

Additional Attribute Retrieval Search List
An opticnal set of additional identity stores from which attributes will be retrieved

Available Selected
Internal Hosts AD1
Internal Users
NAC Profiler

[ >»]
[ «]

P Advanced Options
£ = Required fields
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General
% Name: CM Username

Description: | Predefined Certificate Authentication Profile

Certificate Definition
Principal Username X508 Attribute: | Common Mame =l

|| Perform Binary Certificate Comparison with Certificate retrieved from LDAP or Active Directory

MName:
Select

#t = Required fields

FERNZOWTE, FEEHEDOA A=V | ZSR L TLTEE W,

Protected Extensible Authentication Protocol (PEAP)

Protected Extensible Authentication Protocol (PEAP) IL., ¥— MDD AR —FFAELFEHL T/I7A4 T M iBil 35728
V2, ZTAT U REFRREY — SO ICK 5k S 7z SSL/TLS b RVAREEEL £77,

HEEH OFRGEE RO IR B LS DT, 22— JLT o W B ES N E T,
PEAP-MSCHAPV2 & PEAP-GTC (AR —FSH TWANERRGE7 2 h=2 LT,

PEAP T, f8ilE— N Lia—H 7OV MNARR T DL ERHVET,

FEEY— ., Cisco DX VU —X|ZEFHEE AV AR — L THEESNE T,

FEIZOWTIE, TEEHED AL AR—/V 2SR TTZEN,

+ [ Allow PEAP
PEAF Inner Methods
[_| Allow EAP-TLS

# Allow EAP-MS-CHAPVZ
™ Allow Password Change  Retries: | 1
# Allow EAP-GTC

# Allow Password Change  Retries: |1

Cisco Secure Access Control System (ACS) & Cisco Identity Services Engine (ISE) DFERIIZ OUWNTIE, ROV 7 &S FRL TTZEL Y,

http://www.cisco.com/c/en/us/products/security/secure-access-control-system/datasheet-listing. html

http://www.cisco.com/c/en/us/products/security/identity-services-engine/datasheet-listing.html

E&Et¥17 B—s>J (FSR)

CCKM (., BB —U VR AET DT R COBRE THEINAEEETT L TT,

CCKM (. @t a7 o—U 72 RRICL . Ry T —Z ISV TV W ZHIBR L C, BaE O A4 —T 44 Frv

T e/ NRICIRBET,
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802.1x #dALi%, CCKM ZH|H T 47T/ E T,

CCKM Zf L7V 802.1x TlE, SBRMRFERAEN M IEIZ/R DT80 b= VT RFICBEN R ET D[RR HV £97,
WPA & WPA2 T, B —NEBINENA 720, b—30 7RI EL R A RIERH D F97,

CCKM TlE, F—EFHENE P SN, F =20 WD LET,

CCKM ZH| 4 5L, o—I 7B Z 400 ~ 500 VDD 100 SV R IZENE C&xFEd, ZOHE . 77 8RA RA N
DRBATIM 2 2 —F PMRE T HZ L1320 ET,

Cisco DX ¥ U— X%, CCKM & WPA2(AES F7-1% TKIP) D#LA Ao FE=IE CCKM & WPA (TKIP F7-13 AES) DA
A E R =L TWET, 22 TlE, WPA2(AES) & CCKM Ol AabEaBEIoL £,

FSR #A4 7 EAP ZA~ ¥ —&H# (Key Management) K5t (Encryption)
CCKM EAP-FAST WPA2, WPA AES. TKIP
CCKM EAP-TLS WPA2, WPA AES, TKIP
CCKM PEAP-GTC WPA2, WPA AES. TKIP
CCKM PEAP-MSCHAPv2 WPA2, WPA AES. TKIP

EAP &3 —H T—AR—XDE#1H

WDFEIZ, Cisco DX TV —X|ZID R —h&EN5 EAP LT —H X — 2D A7~ LE T,

T —HR—=RZAT EAP-FAST EAP-TLS | PEAP-GTC PEAP-
(Fz=—XE¥n) MSCHAPv2
Cisco ACS Yes Yes Yes Yes
Windows SAM Yes No Yes Yes
Windows AD Yes Yes Yes Yes
LDAP No Yes Yes No
ODBC (ACS for Windows ™ #) Yes Yes Yes Yes
LEAP Proxy RADIUS #—/X Yes No Yes Yes
FT_XTOR—T P — No No No No
EREHE

RTINS L T2 28 , Cisco DX U —RADUA YL A LAN T—REZ AT BI20%, BIERSMLEETT,

Cisco DX650 i% CP-PWR-CUBE-4= E 4 F|HL . Cisco DX70 3L DX80 i CP-PWR-CUBE-5= & AFI AL £7,
TAYLALAN (%, A — R "3RSI A E H BI04 —H R MMM S =0, FEICHER T4
FERHDET,
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Cisco DX 2V —X&, FEEL T, TARVIKEEETIIEERFIC, 77747 E—R (Wi-Fi i) =2 HLE7,
BEIFI72L (PS-NULL) 7L —AIA 7 F v 1L A%y THEHISNLET,

Delivery Traffic Indicator Message (DTIM)

DTIM &% 2. B —a @ #i% 100 IYFDICRETHZLAHELRL =17,

Cisco DX S V—ANT 7747 T—R& 45726, DTIM A# L. 72 —FF v ARBI O~/ FH v 2 Xy bBI O
= AN X RO ERR @fﬂp@ﬂ%ﬁﬁ’]iﬁtéﬁ@x/f/;wv ITEE SN EE A,

TIRARALNMIEBIIRIEDITAT L SBBE T O TWDIRES . T —REF AN N7 497~ L F XA N7 4w
71%. DTIM AN FE THRa— AL 7 ENET, LI > T, 2Dy v 7 T4 T U MIENTZ T BRI b0
DTIM ICE> TIRESNF T, v~V TF XX AN 7T 7V r— a2 58481%, L0E W DTIM B #Z2# o1,

TA¥L A LAN THEO~ LT Xy AN AN — APEEICHEATHEE1T. DTIM BAZ 1SR ETHIEEHELEL £97,

Quality of Service (QoS)

QoS IZLY, Fa—AL T TEFRBINET A N7 4071 0@E W T IA AV T 45 52 528N TEET,
B AVETITAT BT F BLOa— VN 7 007 I Y 78% 2 — A T2 BN T HITIE, IROTARTA
PESTLIZENY,

o TUVARALILETWMM RNENZ/2o CNDIEEfRERLET,

o TUBARALVNLETER . ALXT777 47 €74, a—nVHEHNT 740 T TAF VT 4% 525 QoS RV —%

EREL £,

NFT 49 DEAT DSCP 802.1p | WMM UP A— Nt
B EF (46) 5 6 UDP 16384 ~ 32767
ETH A= NDALETIT AT E
B E U — 5 4o AF41(34) 4 5 UDP 16384 ~ 32767
TelePresence =—/L (F LT 4) | CS4(32) 4 5 UDP 16384 ~ 32767
I Il CS3(24) 3 4 TCP 5060 - 5061

o HR.ALVETIT4T7 BT A, BIOTI— UKy hsi#E Y72 QoS v —F 7 R o aka i ziné
R QoS v —F > 7%l L TV e R L ET,

e Cisco Unified Wireless LAN Controller 727 /7Y —% 13535 51% WLAN H® [7*ZFF (Platinum) ] QoS 7’1
Ty ANERIL, [802.1p #7 (802.1ptag) | & 5 IZEXELE T,

e Cisco IOS A AT | T Differentiated Services Code Point (DSCP) D{fi# 2 AL £,

(B) BEFAVHTIT4T7 T4 7 —NIEREOE T 4 2—/LTld DSCP AF41 BEX O WMM UP 5 &~—7Z31F T,

Cisco Unified Communications Manager 10.0 YU —2% % ¢ Cisco DX U —X®D 10.1(1) YU —ALLFEIX, TelePresence =—
NHDEETL—LEE T F 71— 2573 DSCP CS4 £ WMM UP 5 Lv—2SiuET,
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CAC(TSPEC) N EF £7213E T AZx L THENZ 2> TWDEEE L. WMM UP = —X% 7 I 7L —R 9 5 Al GEME N
HVET,

Cisco DX +U— A& Cisco Unified Communications Manager Cff fi&#15 TCP 78 —h& UDP AR — RO FEMIZ DUV TIE, KR
@ URL Z# 5[ Cisco Unified Communications Manager TCP and UDP Port Usage &2 B L T2 &0,

http://www.cisco.com/c/en/us/td/docs/voice ip_comm/cucm/port/10_0 1/CUCM _BK T537717B_00_tcp-port-usage-guide-100.html

Cisco Unified Communications Manager T® QoS MDiXE

SIP DSCP fiiZ. Cisco Unified Communications Manager DT X —7 T4 X /8T A—X TR ESINFE T, Cisco Unified
Communications Manager Cl&, 7 /SA A 2% LT SIP »N7 v h® DSCP v —F UV &R ET HRE, [T H—TTA X /T
A—4 %7€ (Enterprise Parameters Configuration) | “X— |Z/RSIVTWD LD 72T 74 /VMED CS3 AMEHSILET,

rEnterprise Parameters Configuration

Parameter Name Parameter Value

Cluster ID * StandAloneCluster

Synchronization Between Auto Device Profile and Phone Configuration * | True -¢]
Max Mumber of Device Level Trace * 12

DSCP for Phone-based Services * |_default DSCP (000000}

)
)

DSCP for Phone Configuration * | CS3(precedence 3) DSCP (011000} E
DSCP for Cisco CallManager to Device Interface * |_CS3(precedence 3) DSCP (011000) B
Connection Monitor Duration * 120

Auto Registration Phone Protocol * |_sccp B
BLF For Call Lists * | Disabled )
Advertise G.722 Codec * |_Enabled +]
Phone Personalization * | Disabled Is ]
Services Provisioning * | Internal +]
Feature Control Policy |_< None > ¢]

FYRT—HD QoS R —DETE

WD FNT =2 T 73 AL T QoS RY L — LR EEERLET,

Cisco A1 yF R—FDRE

Cisco Unified Wireless LAN Controller, > A2l 7 72 RAL DAL T IR—b, BIOHEEDOT vV 7 AT HR—
MR ELET,

{E4H COS 1Z5%+L T Cisco Unified Wireless LAN Controller Z g% EL £9,

Cisco Unified Wireless LAN Controller D AA > F X E DB 2RI LUET,

mls qos

!

interface X

mls qos trust cos
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VAADT I RVARAL DAL T IR—heT w77 IR—baA5% DSCP IZxL CRRELE T,
TIBARA LD AL TR EDHIEIRIZRLUET,

mls qos

!

interface X

mls qos trust dscp

(§) Cisco Unified Wireless LAN Controller Z{# 3255413, DSCP OfFHIKAEAE 4T 20 H LI, QoS ¥ —
XU MIELRESNDINT, VATV A Xy hini@id 3579 X TDOA L #—7xAA LT, Cisco Unified Wireless
LAN Controller (Z&-> T EH5 UDP 7 —4 " —h (CAPWAP = 5246 331 O 5247) Z5 fURREIZL £,

Cisco 10S 7/t RX RAVFDERE

Cisco I0S 77 A RAL N (AP) ETHRD QoS AU —%AfiHL T, CoS(UP) v > B 7IZ%f9 % DSCP ZAHMILET, =
MZEY, ELL~—F 7 ENTODBIRY, 7y BT 7R RAVE LAV TRAZEENTZEXICE F X2 — I AL E T,

Class-map match-all Voice
match ip dscp ef
class-map match-all Video
match ip dscp af41
class-map match-all TelePresence
match ip dscp cs4
class-map match-all CallControl
match ip dscp cs3
!
policy-map DX

class Voice

set cos 6
class Video

set cos 5
class TelePresence

set cos 5

class CallControl

set cos 4
!
interface dotl IradioX
service-policy input DX
service-policy output DX
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Wired IP Phone D XA vF HR—

HHRED Cisco IP Phone M AA T 7R—h% Cisco phone 5 FEIRFE]

AA T REDHIZRIZRLET,

mls qos
!

Interface X

~DETE

mls qos trust device cisco-phone

mls qos trust dscp

BRI T TFrOH

WDy X7 Fxid, VAL AT Cisco DX 2V —X%E (T

XTI TNDIEERLTWET,

AU, TRy a1
PAR—RL72N 2D F 7L —L0 FALO User Priority (UP) |

ZLET,

EEESNIEF /v DSCP=EF BLXWNUP=6 &~—

RN T DL ENBHY £, FHL7 8, Cisco DX 2 U — AW HILE TSPEC %

\ZH T —RENET,

kgPacket Info Packet Mumber=1fFlags:

=7 802.11 MAC Header

@ Version: [
@ Type: £10 Data
@ Subtype: 51000 QoS Date

=Y Frame Control Flags: 300001010

@ Ouvr vuns Non-strict order
[ 0.0 oo, Non-Protected Frame
(] ol ..., NO More Data
@ .e.0 .... Power Management - active mode
@ vev. 1... This is @ Re-Transmission
@ . .0.. Last or Unfragmented Frame
@ ... ..1. Exit from the Distribution System
@ ... 0 Not to the Distribution System

@ Duration: 44 Microseconds

) Destination: 00:13:E0: A0:CS5:87 79286

9 BSSID: 00:1B: 53: FF: 4F:EF AP

Hj Source: 00:16:9C:38:6C: 40

@ Seq Humber: 203

-rroy g

=-% 00S Comtrol Field: %0000000000000110
® e AP PS5 Buffer State: 0
(] [ A-MSDU: Not Present
@ . . 00..... Ack: Normal Acknowledge
@ ...0.... EDSP: Not Emd of Triggered Service Period
@ . ... Reserved
® e 1i0 UP: 6 - Voice
- 802.2: D=0xAl SNAD S=0xih SNAP C=0x03 Unmmbered Information
=9 IP Header - Internet Protocol Datagram

@ Version: 4

=4 Differentiated Serwices:%10111000

05jData Rate=108 54 .0 Mbps{Chan=52

@ 1011 10.. Expedited Forwarding
@ L. 20 Not-ECT
G Total Lenuth an
@ Identifier: 48262
" Fragnentation Flags=4000
@ Fragment Dffset: 0 (0 bytes)
@ Time To Live: B3
@ Protocol: 17 DR
@ Header Checksum: Ox569F
) Source IP Rddress: 150.1.1.11
:* Dest. IP Address: 18z.1.12.83
‘r UDP: Src=19444 Dst=21424
Y RTER: Version=2 Extemsion=0 CSRC Count=0 Marker=0 Payload Type=0 FCM7 Sequence=54052 Time Stamp=913006491 Sync Src ID=1700%962776

Y~ 6.711 Payload (PCMR/PCMU) Ho. Of Data Blocks=20 Audio Data Blockiil: 0xEBE?5FDF3787B6F6C Rudio Data BlockH?2:0x6CECDCDCDEESFLEF Audio Data Blockil3: 0x7CFAFSFD7RECESES Rud

I FCs: ECS=0x3L78ADSF Calculated

O—)L PRy a i

Cisco DX 2V —X1Z. BIfE. B AN —AF- 13T 4 AN —ADz2— )L TRIv a2 R —R LTV ER A,

T 7' ARALRNT TSPEC M E2IIE T A

PR TRV ET,

Cisco DX V—XUA¥L X LAN ETAR

(CHLTHEDR> TODHEEIE, BF T —LEE T A 7L —LOBSEIR
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TSPEC OV R —kLTliL. TCLAS 9 R —rESEH A,

TSPEC (FHRE Tl R =R T 20, SIP CAC BLOAT AT By alDAX—E 71 Cisco Unified
Wireless LAN Controller TR A7 > ar THMII TEET,

SIP CAC AN T A LD EFTEEFT 72 E DFEEMIC DUV Ti I Cisco Unified Wireless LAN Controller 81K N7 7 A iR A
VEOERE B ar SR TLTE A,

—svJ

Cisco DX 2 V—XL, T 74V T, B EEIE—R 2SN H NI ESNDT20 . 5GHz £ 2.4 GHz D ELOLNNIEE R CE T,

10.2(2) VU —ALLRED Cisco DX 2V —ATlL, HBYE EEH IR ESIVTODEA T, 2.4 GHz KV 5 GHz O 03ME S
SNET,

A RFZ, DX U=, BENAREAIRT —NICBESH TOUE, 37N TO 5 GHz Fvr/bd 2.4 GHz Fv 10

HAX v LTS, B— VIR ESN TRy N — IR EE L TE 523558 (<67 dBm LA _E) i A 6E72 5 GHz 77 &

ARAIA~DT =ik AT, EIRA R/ E 5%2H 272 5 GHz AP i H TX 720413, DX 2 —X

DMh IR RSSI 24 2 724 ATREZR T VB A RA UV IA~D TV o — ik B,

H Hh 8 3 Aok Lmﬁénm\é AL, BRI . Z DRSO R AT v SN ET (7222 1F. 5 GHz #%

Elaf%uhéﬂt A1%. 5 GHz ﬁ%/w‘_ FBAF Y SNET) , OO B EEIR O X, BIEOHER S Kbz
el foﬂw/é%ia“

DX 2V —X D BRI 5 GHz DA F721% 2.4 GHz D AITFRESILTCWDE AL, ZDF ¥ RV D RPN AF v S,

FAN—DRHEIVET,

Cisco DX T U— R, #Ehe e DT 7B A RA MR CJE IO I E DT X TORAN—%EHIEV RSSI 05

5950 RSSI DJEIZHIZELUET,

Wi-Fi 5% EA=2—"CH BE R EEARI R ESILTWDE AL, 5 GHz & 2.4 GHz Ol 5 O JE N A% v o S b iz

W AF A REZR TN TD WLAN & E£RCT&xE1,

ARV R S L C, B B R AME H FTREDNEO DA MR T D L B LET,

CCKM (&, BHZICn—U 7 IR AETHT R COBRE CHEREI A E T L TT,

802.1x FRilEIE, CCKM T 571 BI TR0 E T,

CCKM ZAFE LA 802.1x Tl SRR ERIAENNEI 25726 m—3 UV RRCBIEN R AT AR REMENHD £,
WPA & WPA2 Tl —Fia— N BINENA720  m—I U VRN EL /25 0] ’*'%75%@3@“

CCKM ZFI 5L, o—30 7 HifE% 400 ~ 500 U5 100 SV RIMICEHE CEET, ZOHEE . T/ BA RA N
DOBATREE 22— MR T D2 L1370 7,

Cisco DX v'U—X[%, CCKM & WPA2(AES F7-1% TKIP) DA A H /2% CCKM & WPA (TKIP F£721% AES) DA
BbEEVR— L TWET, ZZTiE, WPA2(AES) & CCKM OfHAGHOEEZBEIDLET,

FRRE o —3 7R

WPA/WPA2 Personal 150 VP

WPA/WPA2 Enterprise | 300 JUED

CCKM 100 JUFD AT
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Cisco DX SV — XL AFx v AR héa—3Iu 7 A RUMNEBRLET,

o—3 7%, IROWT OB TR —Sh £,

RSSI #75

R Tx HEE (T 78R RAL D 802.11 WERINEZZ[EL TUVVRY)

R¥gEE —ar
AP HIH;

KAy Da—3 7% F DD RSSI TSV LT RSSI EDZEFTINE TR —SNAVERHD T, ZOHEE,
L ALV ARRE IS (R E IR T A O R NFEBLET,

TS 802.11 HEFRINED KR (Be K Tx FFEE) FRI1IT V7 BEA RAL IO DOE —ar O RERHHE, FHIL 11—
VNN =S ET,
U AV AR —I T EEBLIT D720, Cisco DX TV — XX, 7KE 3 BT 7 BERA RAUNIT Y m—REN TV D
FEWRHVET, I TRV, Ty MEK R RO R KR EREIIE —a %G O RKE) O EIZFES N Tr—I
TINFELET,

BUEDIE 52558V RSSI DL EVMEZ /2L TS5 E  RSSHIZHE S —I U 713 AL WG AR HY £T,

(1) Cisco DX 2V —X T, Ax v B —3I70%, EEilE BRI L > TS L TE SN A% | Cisco Unified
Wireless LAN Controller D77 A7 >k a—37 &7 a® RF XTA—Z% L £,

TILFXr AL

JUA¥YLALAN T F XY ANEHNNCTEHEEIT. T+ —~ o ABI I3 T ETAMLERHDE T,

Cisco DX YU —XZ, JRANLL T 7747 E—R &R 27747 M T B, AESE—F 0)774'7’/]\754%5] GRApECY ¢
TWA5ETE, DTIM HIfIZR0ETT N TOSAF FY AN NIy MR Fa—A 0 7 ENHT LRV ET,

SNV TFFRYANTIR, ZONNTYIRITAT o MIES TRESNDRIEITHV EE A

VNVT XX AN NI T 471 T BABRAN BT A RE R R DM B/ AT — 4 L= CIRESNE T, TD9
MeE—DWZE/FEARL — L TIRAIRD A RN 2L — N2 2 RICR ETHIEN MR FET,

IIAT N vV TF XY AN AN — LB ZETHDIT IGMP A ERAZEELET, By ar 2K T84 794
T ME, IGMP LR ER A EELET,

Cisco DX 2 U—X1%, IGMP 7 =V —#HEA VAR — R L CWVET, ZOREZfE H X, VA4 FL A LAN EO</LFFv A
T 7407 D BEAE VBN TS T ZENTEET,

FTRTOAALYF ETIGMP AX—E T H NI > TWAZ AR LET,

Cisco Unified Wireless LAN Controller TiX, ¥ /VF X ¥ A~ XA LI BT A ENHERRINET,

(¥£) 802.11b/g/n & Bluetooth Z#FH T35 6, ~/VF Fr ARE F XA —hSILER A,

4L X LAN Ot

Cisco DX SV —RIZH L THSR BNy a—)L 3830 T4 BL O — AL 2 —3I F R BB T A7-8012, IRO X
INT— BT ARTA NGO MBERHNET,
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Fr 2 ILE RO E
WDHARGA L %A T, HT AL ABEETOF v 2 H % 2 E L,

5 GHz (802.11a/n)

5 GHz i, Cisco DX 'V —XDiE M T2 I THERES U T D B B3k ¢ 9,

Cisco DX U — X1, 802.11h 2> &Y JE I #5034 (DFS) & Transmit Power Control (TPC) Z 7R —hL TWET, Zhb
1%, 5.260 ~ 5.700 GHz TENMET2F v R 2 H T 255 10 TT, M ATREZR 24 T R DHH 15 FXr RANTh
WZEZ4 L ET,

DFS TliL, L —#—EERnmHEnsd e, F7UVAIv XL, D TF v R AA T T HI0CEMICE RSN E T, 771
KAV TCL—F =0 HEndE, 77 BA RA IO FEH A REZ2T v RV D/ T ARy B RATTHM ., DT
YA RALS EOBERRIL, D7t 60 B SREFIRAEIZ/ZR0 E,

TPC Tl ITAT U RET 7BA RAVIERE AR TEET, FI LD, 7?4’7‘/Hi\ EEENEBICHETEET,
IITAT VNI, T BARALNEDT V= ab i EDT —# L —NCHERFT 272012, LERAKRO =R V¥ —%
FERHLUET, fREL T, 7947 U NEL B O T O JRIKIZZ20IZLET, 22k, JEEL TRz, /)
T = ADENTAFY LA LAN # EH TXF T,

5 GHz F¥ W, TNEFNDEEF vy 3L A — =T 7 LET, FO-0 BT 78X RAUNMIL TS 1
i O VI Y 1551 e G

802.11a/n BREEIC Cisco DX U —AZRBT D5 G1L, BT 5T v eh et 20 % DA —/ =Ty T BIFET Dl
ERHVES, ZIUTED AL R7pn— 7 RFEBIL £, HERMEE T, Cisco DX YU —XNRT 7 ERX KA DL
N (BAEDT — 4% L —NIRBEIRME BFL~UL) 7= L7 n, D 7ekit 2 5D T 78 A KRALRT -67 dBm UL
DIE BEMERATEDINC, A= =TT H T (30 % LI E) ZEaHERL £,

30 MHz <O MHEZ |
i l
:
/

5150 5180 5220 5240 5260 5280 5300 5320 2350
Lower Band Edge Upper Band Edge
[20 MH: 20 MHz
5725 5745 5785 5785 5805 5825

Lower Band Edge

Upper Band Edge

E
£

Channel
ID

48 52 56 6 i 100 104 108 1z 16 120

Center
Freq.
MHz

5180 |5200 |5220 (5240 |5260 |5280 (5300 |5320 (5500 | 5520 |5540 |5560 |5580 |5600 |5620 | 5640 |5

5 | 5805

UNII-1

Band UNIE-2

UNNII-3
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FOtR RAU+ L TOBMRERERR (DFS) DERAA &

Cisco Autonomous Access Point D54 B & HoseiR (DFS) 2% L T, H BT v R/LiRIREFHL ET,
DFS NANZESNTWDIEE, D72t 1 DOHHE (k1 ~ 4) 2 HFcL £,

Cisco Unified Access Point D54, &R T 7B A RA L MNZTF ¥ R ERITED Y THND =Y T N T 72 T3 03MF
TELZ2 T 1T, Auto RF ZH 0L ET,

TIBARALNTL—H — AU IEUIR HSNDGE (BN b O EITRE YR 0) , DL —X — {5503 1D
DF XNV A(F = NUR) FITEHDO T ¥ N (VAR NI Z 52 THDNEIDEREL, VA YL A LAN I8
FAFDOF ¥ IV EIFERDOTF v 2L OfE AT UET,

FE DFS T % /UIZ AP WHEIET DAL, B Oz i/ NRIZINZ 52 8B TEET,

L—&— 77748 T 41 2T, 9 DFS F /L (UNIL-1) 21457 78 A RA L M) 7 ZLi2b7adld 1 DR EL
F9, ZIUTEY . HLWMEH ATRET v RV DAF v T 7B R RA LMD IR N R — VR A7 B 72> TDDEEE | T
Y XN A RE CH AL LRSI ET,

Cisco Autonomous Access Point D&, 77 BA BRAL T UNI-1 F¥ RN T2 TEXS, #i 1 OLE2FhicLES,
Cisco Unified Access Point D& (EEDT 7 BA IRA L MZ UNI-1 F RV (Fr RV 36, 40, 44, 48) % FEy CIEIR TExEJ,
UNII-3 F v #/L(5.745 ~ 5.825 GHz) %, AlRE/R G AIEE T H T&F9,

DK TIL, 5 GHz VA3 DFS Fv 22 L, BT 20U DFS F v RV & H 3252 L12dD . WinZedik
WTHRRKDT—)L T/ ST %A HELET,

Minimum 20% Overlap

5 GHz O34 B b AT AV TiE 21 Fr b, BRINEA AR TIE 16 Fr 3z & ET,

UNII-3 2 ] AT REZR 837 Tl UNII-1, UNII-2, BELOVUNII3 722 AL T 12 Fv /b By a2 L0 HERS
nE9,

UNII-2 YE3EF ¥ 1V (F /L 100 ~ 140) DFERZFEL TWDAEEIE. T7EBA RALH ET UNIR2 (Fv /L 52 ~ 64)
LT, BN T v RNV DN L IDBE 2NN T AT LR HER S E T,
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TA¥LALAN TEHD 5 GHz T ¥ DB HIIEINDE, FLWT 7R RA OB END AIREMERHD F7,

Default Radio Channel: ‘ Crynamic Frequency Selection (DFS) + | Channel 48 5240 MHz

Dynamic Frequency Selection Bands:  [SETlNEN IR R INE ok
Band 2-5.250 to 5.350 GHz

Band 3-5.470t05.725 GHz

Band 4-5.725t0 56825 GHz

2.4 GHz (802.11b/g/n)

2.4 GHz(802.11b/g/n) B#1E TlE, VOWLAN Z BT 25L& A — =0 7T DN F ¥ XNV T 2R AT 20 ERHVET,
F—N=T T DIRNF Y RWITIE 22 MHz DR HY | D72ald 5 Fy i TnOE T,

2.4 GHz B HEFHICIE, A= =TT D720 T v U 3 DOUIMFELEHA (Fr L 1,6, 11),

Channels

2.402 GHz i.‘—zz MHZ—).i 2,484 GHz

802.11b/g/n BRBEIZ Cisco DX YU —R% BT DA A— =TT DN TF v 3V HT20ERHY, BT+ %
NeDFA—_3—=F9 T P ED 20% FFASNDMLERHVET, ZHICED, v — AL Ren—I 7 PREBLET,

1.5.9, 1372 DA —"—Fv7 Fr/)L By bOFHIL, VR —FSN TRV ETT,

Minimum 20% Overlap
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EEEELHN\LYD

FFAY ATREZR B A B A IR T 2725 | Cisco DX 3 — A3 2.4 GHz %7213 5 GHz 2925 # . -67 dBm LL LD 5%
IZHERFL DD T BEA RAURDL v — NRE THERIXEFEINTT —F L—hDEEL VU ISELTOET,

Packet Error Rate (PER) 7% 1 % &8 2 CUNVRWNWZ EAFEFERL TZ S0,

25 dB Mix/)s Signal to Noise Ratio (SNR) 7% -67 dBm T D15 5 IZkL T 92 dBm D /A X LALDHERFSN DR HY 7,

TEMEZE-EL7-0I10, &— =Ty 7 D720 F v %L EIZ SNR 728 25 dB DA T -67 dBm DIE B 2F>T7 78 A R
A2 2 OLL B %a“éq‘:ﬁ HELEX L ET,

BRDOF¥ /8T 42 —T Ve BT HITI1E, ULV L A LAN % 24 Mbps [Ci% 5H T2 0 ERHYET, ThIvbEmn
T—H L—NI, DI T =4 L— M TELHE R EHUNDO T TV — a Ak L TERE TANI TEE T,

2.4 GHz D&/ NT —4# L —h% 11 Mbps £7213% 12 Mbps (2 (802.11b 77 A 7>k AR —k RYT—I26E9) . 5 GHz D
BB/ NT —4% L—1& 12 Mbps [IZERE T HZERHELESVE T, Zhuid, HA/FEEARL —hL CRESNDOME—DL —h
IZTARNELHVET,

— I OBREE T, MAE/HEARL —RELT 6 Mbps Z A ZIL7RTAUER B2 WA N HY ET,
FROKBEMHEZETDHE, TN Fr VR ENIEH T RETIIHVEE A,

-67 dBm

Power (dBm)

RSSI/
Signal
Strength

Time (Seconds)
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TIRARAIDORBEERGTHEEL, TRTOEE)TI|ZEER 0L oY (18 5) BTSN 5L E T,

F—RERT IV —ar D O— 7T AL A LAN B TiL, =L _X—% B B/ EK2 Y. VOWLAN H—
EATHEEIEIND —EOZITIZHARL o & F8A,

JAYL A LAN OF#IL, 7L Y, 2.4 GHz 2—R L AEEERE . Bluetooth 7 /31 A, F7-1% 2.4 GHz ¥ CEIWVET A%
OO E R IC S TRAELET,

B LU UNE, 2450 MHz TEITEL £97, ZAUiE, 802.11b/gin OF ¥ /L 8 £ 9 DRICHVET, —HDE LIt
DIEVHY — A RPE(EIILTEY, 2L — A RIZED XX —DIEHA A L ET, B Lo YO ¥—(%
TV 1R EE KT TR DV E T, 61 #im B LU, I EE IR R (Fr e 1~ 1) _EWEH”
DAREMEDRDHVET, B Lo PO TWE BT 572D, BFL YOI ESNDGT 7 EA RAMCIE, Frab 1
IR CEALET,

FEAEDE T 1LV, Bluetooth, BIOVEKRER e 7 T3, A4, 5 GHz B IR L CRBEO I RE 52 52 LiddH

DEHREA, 802.11a/n 727 /Y —TlI, A — =TT D72\ TF v RN I B, T LI W] RF -
R0ET, FFEEBOEA. T 802. 11an Z2fi L, 7 —#I21% 802.11b/g/m Z i 352 L3 el E 7,

72720 SaFHEEDOMLEED 7 5 GHz A AR T8O HFEELET (7L 21X, 5.8 GHz 2—R L A&EEE#1E . UNII-3
F RN T2 R F T A REMEANHV ET)

Elevato Office
File / Supply Shi:;‘:s r Lab
Room |
l
== Break Room
(ercwavc Ovens
2450 MHz)
Conference /
Room
Cubes Stairwells (Reinforced
Building Area) CEO

Cisco Unified WCS F721X NCS 2 L T (5 BREL I N v U R MR TEE T,
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alvafie [ e summary &4 s ¥ o O uw v

cisco
itor
Maps Tree Ve
> §J> 532> 2nd Floor
Hoor settings 3
— e delayed up to 15 minutes or more depending on background polling interval
™ ¢ Access Point: > Zoom 38 90 " o Auto Refresh
e e % Wz 7
Suwrams o225 G I IO 5 < e s = o 9% @ B
0O W cents o feet 25 50 5 100 ‘L“ 150 175 E) n
[ B02.11 Tag > q F; T
O @ we o | 1Ly v g PR ro O It T BTl
0 B re 6
O e - - m e et mEy e 34 T . 1 e e = =
oe uHU s = - of ujb
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e " Cormmwn] s el 2
u |
O Lra
c L ka ¢ 2128 =
: ol . f
, S G
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) 7] e iy
) S sic32-21a-ap10 | 5
Display MSE data within last: = = k
: B i fscea
= » o
- X < L
L o v > N
g e > s
. 3
3 | W g w ﬂ h efor
m || = | oo [ of | o t“%‘?‘;-”‘ s
1 sjc32-21a-2)
| e sicaz2ta-ap0 oo 1 T Talol T, .
| Eral Tal[amg Tex|ax' | g .
T L 7—
[ 1T 1 =}
I L o
= e e ¢
jc32- Zla-spEJ &t A
! e Mon 1 o
o - o | ooy
pa, n P LLTIT,

TF—45 L—rDERE

v ST LHEPH N B B OFE R A D BRI /2 572 5 GHz JEBRE 2.4 GHz BB 12 Mbps Ajii DL — M %
T HZEEBEDLET,

Cisco DX SV —RFH—T 7 D72, 802.11n FEHEIZ KL THRAT MCS 7 7 —4 L—h (K 50 Mbps) 7R —hLET,

FOEV MCS b —MZ, RICEHE R EA2FI AL T, 2nbD X0 E WL —Rfd i T& 25 MIMO (3 A /) 7T
T a0 —Z A0 802.11n 77 AT U MANHIZA NI L TRLZENTEET,

TAYVLA Ry hT—7WNT 802.11b 7 T4 T L NRFF A SH72W0 AT, 12 Mbps KD T —4 L — e B3 HZ LA3R
SHERESHET, ZHUTEY, 802.11b 7T AT+ OFDM 71 — A% I TERWZ912 802.11g 1D CTS 7L — Lk i%
18BN/ R0 ET,

802.11b 7T AT L NIRTAF LA X T —TNIZAFAET HA1E. 802.11b DL — e F NI THLERHY, 802.11b DL—
NET PNUZEFEARL — L TR ETEE T, ZOHA . 11 Mbps LA EDOT —% L— G NC T HZ et inEd,
HERSNDT —% L—hR TR DO EBY T,

HT MCS 1 ~ MCS 7
(HT MCS 8 ~ MCS 23)

(802.11 Mode) L—Fk F—x L —}h L —Fk
802.11a/n 12 Mbps 18 ~ 54 Mbps, 6. 9 Mbps

HTMCS 1~ MCS 7 HT MCS 0

(HT MCS 8 ~ MCS 23)
802.11g/n 12 Mbps 18 ~ 54 Mbps. 1.2.5.5.6.9, 11 Mbps,

HT MCS 0
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802.11b/g/n 11 Mbps 12 ~ 54 Mbps 1, 2,5.5,6,9 Mbps,
HT MCS 1 ~MCS 7 HT MCS 0
(HT MCS 8 ~ MCS 23)
802.11a 12 Mbps 18 ~ 54 Mbps 6. 9 Mbps
802.11g 12 Mbps 18 ~ 54 Mbps 1.2,55.6.9, 11 Mbps
802.11b/g 11 Mbps 12 ~ 54 Mbps 1. 2.5.5. 6.9 Mbps
802.11b 11 Mbps 7L 1. 2. 5.5 Mbps

BEREHT 7V —ar T, 24 Mbps JOHEWT —# L—RMIANICH, B HRIRTEET 2, T30 T 04
L — T NOBEIZB W TH A ISV ER A, T2 INHDOL—NE BN T AL 7 —% 71— ADO BT EIE N
BHAEREM B £,

U T AREDOMDT TV —a T, ZINHOEWT —X L— e ANl THE, RERZITONIGENRHNET,

FNF Y XU T L2 — T o MR HI2IE, 24 Mbps LA LD T —H L— G0N THLERHDET,

W OB TED A 72D [ REERHDRIE~DEADLGE . 7 —% L — OHIRAF &y M H T3 (12, 24, 54,
MCS 1. MCS 4, MCS 7), ZOA | &IRDOBF 7L —MNIME/FEARL —R T,

FAED LR BT E T TR KRR 2 B3 D BLE Tl MAZEARL —REL T 6 Mbps G T DL HERSNET,

() BEIC TR VI — 7TA47 b BREER, 723w K#PAZAE T2 0 ER S0 AT —% L—h
TTFORENRHVET,

H— /AR — LT AR BB IRNT —% L —NETERELET, v AT Fr AN oy NI AR ibmmo
HHEART =52 L= TR ESNET,

AT DL — e FiFHE, T/ 0T LAV —T Y RN 528 EREL TUEENY,

O—J)L Fv/\IT4

A DL 4 ST RIS B3 b — 2 2R L E T

VARADT T A RAL NI, 24 Mbps LL_EOT —% L—RT 802.11a/n & 802.11g/m D i 512 L TR 27 D M5 1135
FAN — L&Y R—RCEES, ZOF T4 Z2EHT DL, UAYL A LAN RN Z TR 7 407 A E
W3 (RF) 3% B/ NRIC T 2R BV E 7,

T—=VBIE, T —Z L—h TR O R BLUREEIC L TRV ET,

BRAN | =T 44 | A—T 4% 802.11 =—FK T —& L —h
J— 23 a—F v vk L —Fk (802.11 Mode)
13 G.722/G.711 | 64 Kbps 802.11a/n £7-1% 802.11g/n+ | 6 Mbps
Bluetooth £E%h
20 G.722/ G.711 64 Kbps 802.11a/n F£721% 802.11g/n+ | 12 Mbps
Bluetooth £E%h
27 G.722/G.711 | 64 Kbps 802.11a/n £7-1% 802.11g/n+ | 24 Mbps LA |
Bluetooth £E%h
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ET4 a—JL

UAYLALAN ECTET A a—217o8, a— /b T /0 T A NFE LK TFLET,

UTFIE,. BT H EYR L —RTD, TV EZARAUNF ¥ RN ZLIHR—RENAE T F a— L (B—0 RGOS EB L
VEF A AR —21) D KDV AT,

FHEIZE{ET 5 2 5D Cisco DX S V—ADTURRALIRHLEGE . 2 DO G HOFEFRBIOE T4 AN —AIZ720FT,

BRE 802.11 80211 7 —% | F—T4% | A—T4%F | ©F7F | ©FF | ©FF
v E—K L —F a—F v Evh DEAT | fRBE Ewyh
a—)u L—bh L—kr
5~13 802.11a £721% | 12 ~ 54 Mbps G.722/ 64 Kbps 360p 640 x 360 | 400 kBps
802.11g + G.711
Bluetooth %)
5~13 802.11a/n E£7=1% | MCS1~MCS 7 | G.722/ 64 Kbps 360p 640 x 360 | 400 kBps
802.11g/n + (MHz 7 /L G.711
Bluetooth %) 20 &)
8~ 16 802.11a/n £7=1% | MCS1~MCS 7 | G.722/ 64 Kbps 360p 640 x 360 | 400 kBps
802.11g/n + (MHz 7% /L G.711
Bluetooth %) 40 &)
3~9 802.11a £721% | 12 ~ 54 Mbps G.722/ 64 Kbps VGA 640 X 480 | 700 kBps
802.11g + G.711
Bluetooth %)
3~9 802.11a/n E£7=1% | MCS1~MCS7 | G.722/ 64 Kbps VGA 640 X 480 | 700 kBps
802.11g/n + (MHz 7 /L G.711
Bluetooth %) 20 &)
4~ 12 802.11a/n £7=1% | MCS1~MCS 7 | G.722/ 64 Kbps VGA 640 X 480 | 700 kBps
802.11g/n + (MHz 7% /L G.711
Bluetooth %) 40 &)
2~38 802.11a £721% | 12 ~ 54 Mbps G.722/ 64 Kbps 720p 1280 x 720 | 1000
802.11g + G.711 kBps
Bluetooth %)
2~38 802.11a/n £7=1% | MCS1~MCS 7 | G.722/ 64 Kbps 720p 1280 x 720 | 1000
802.11g/n + (MHz 7 /L G.711 kBps
Bluetooth &%) 20 &)
3~ 11 802.11a/n E£7=1% | MCS1~MCS 7 | G.722/ 64 Kbps 720p 1280 x 720 | 1000
802.11g/n + (MHz 7 /L G.711 kBps
Bluetooth %) 40 )
1~4 802.11a £721% | 12 ~ 54 Mbps G.722/ 64 Kbps 1080p 1920 X 1080 | 2500
802.11g + G.711 kBps
Bluetooth %)
1~4 802.11a/n £7=1% | MCS1~MCS 7 | G.722/ 64 Kbps 1080p 1920 X 1080 | 2500
802.11g/n + (MHz 7 /L G.711 kBps
Bluetooth &%) 20 &)
2~17 802.11a/n £7=1% | MCS1~MCS7 | G.722/ 64 Kbps 1080p 1920 X 1080 | 2500
802.11g/n + (MHz 7 /L G.711 kBps
Bluetooth &%) 40 )
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18
16
14
12
10

o N B Oy 0

360p (400 Kbps)

12 Mbps
24 Mbps
% 54 Mbps
¥ MCS 1 (20 MHz)
5 MCS 4 (20 MHz)
B MCS 7 (20 MHz)
= MCS 1 (40 MHz)
= MCS 4 (40 MHz)

© MCS 7 (40 MHz)

14

VGA (700 Kbps)

12 Mbps
¥ 24 Mbps
54 Mbps
= MCS 1 (20 MHz)
= MCS 4 (20 MHz)
B MCS 7 (20 MHz)
“MCS 1 (40 MHz)
“MCS 4 (40 MHz)

 MCS 7 (40 MHz)

12

WSVGA/720p (1 Mbps)

H 12 Mbps
24 Mbps
54 Mbps
®MCS 1 (20 MHz)
5 MCS 4 (20 MHz)
9 MCS 7 (20 MHz)
“'MCS 1 (40 MHz)
= MCS 4 (40 MHz)

 MCS 7 (40 MHz)

Cisco DX 2U—RX U AL A LAN EBITAK

40



8 512 Mbps
/ ~ ®24Mbps
6 | 54 Mbps
> © EMCS 1(20 MH2)
4 | | ~ ®MCS 4 (20 MHz)
3 [ ] [ MCS 7 (20 MHz)
2 [ ] | MCS 1 (40 MHz)
1 .I .I [ MCS 4 (40 MHz)
0" ' MCS 7 (40 MHz)
1080p (2.5 Mbps)

E) e F ATt T 53— TRIvar HlE O R—NIBEH EE A,

A AF2voimi%E/\J— avka—)L(DTPC)

CISCO DX U —RXET 7R RAL M TEFIC Ty MR T DI21E, XAy 7 ik5E 1arha—/L (DTPC) A %)
(2T BBENBHYET,

DTPC (ZXY, RF 77407 B —HF RO 2558 —F A —T 44 % 1L TEFET,

T I ARAL T DTPC BYR—hENTVRNEES . Cisco DX 2V —X Tl BIfEEOF v R BLOT —# L —MNISL
T TREZ el REEE &=L ET,

DTPC YW R —F D7 VAR RAL MR T80, 7947 OEIIBRa—hn TI7vARA L IDOEIN—EHTDH
JOITEELET,

Cisco Autonomous Access Point Tlx. 774 TV FOEINIK L TT 74NV OB REIIRELALRA LN TIEEN, T 74
NNEFERTHE DTPC BITAT U NMIT RANFZAXIIER A,

T RBA RA RO EERFEE ST, Cisco DX PV — AN YR —FCELFEE L BARNIDNTLTTESVY,

FHOELVRE

*fﬁf‘@JﬁLU/ R (B3 BE, /NFEFE) T Cisco DX VU —RXZEATH5A MR EOHELEFEIUBIMOFRIES ML EL/2D
BMMBHVFET,

FMEDRELUNEREEIZT AP A LAN Z BT 285 5 1 CEE TAEERARANIKROLELBYTT,

TI7EBR RALIBIOT T FDIFIR

D ERUWEREE Tl AME8T 27 (Cisco 1602e. 2602e., 3502, 3602¢. 33X 3702e 2V —X T/ HA RALFRE)
DUERT IV RARARALVN T TR T 4 — DERINT DL HERL E7, FMFORLWEREE CEYNIHEET 27 7F %
AT INBRINSNDZ L ZMEGBT HIEHRUITT,
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TR RALDEE

Cisco DX SV —RXET 7R RA L REDBIOBEEW D 2% LR WNINTTHTET, TELRYIEWEIPHHT 7B A R
ALNDT TN ABEEDIDNCT AN EE T, TV BRARANEIIT T 5, £3F 0O/ G BEEY DY
B FETTR B A T A O E SV TV RN E 2R L E T,

HAET TR T-T 78 A RA b (Cisco 1040, 1130, 1140, 1602i, 2602i. 3502i, 3602i, 3L 37021 2 V—X 7
TYARALNRE) =D T THEHINDIGE . T BARA NI F T T 2L TRy, NyTF
FNTIEERFH SN QW2 | RIFICEOAHT A EAHESEL 97,

BRI

ZHETIHEY. 5 GHz O HANHERESNET, 802.11b L — MR AE N A 13 HHC. 2.4 GHz 2 5L, IEH ITHEREL
RV ANBHYET,

5 GHz v /v By Tl 8 72X 12 F Y RV GHEIDO AL 52 L2 HELEL £97, FIaES & 13, UNIL-2 fL8ET
T RNE TN ZLUET,

F=H L —h
TIVTFRARE NI DDA ARHEOHESE T — & L —h By "R E U REL W RTREMER BV £,
ZDTD ARNT —H L —h (6 Mbps 728) ZH NI L CZOXH70 85 COMEAZ2 W BES L LA HERL £4,

TR AT D5 A 1, 24 Mbps 25T —# L — MBI L CRAIDR BRI HRE BIF L2 M T&E £,
FIU#k A7 —% BT F  FR3FOMoT 7V r — a0 ] 554813, JVEWTF —% L— A 3Nc 452
LEBEIDLET,

EEEN

D ERUNERERIC BT A S~ LT SAD A ré XD, T RBARAL B IO Cisco DX 2V —AD %G E T HIFR
THULENHVET, ZHud, FEORLWEREEIZ 2.4 GHz ZEBIL IO EFHEL TOAEAICEBICHEE T,
HENRXEENEERT2%61L. 77EA ‘I%’/I\@iié EENDIEE L (R KBLOR/NDOEIIL~L) %fﬁﬁﬁ
THINTREL T 77 BARALRDEEOREN ERVIBE -0, 5912720+ E 0oL Ed (5 GHz 0

11 ~ 16 dBm),

Cisco DX 2 U— X3, DTPC DT TBARAVNDRE CHN 2> TGS BESINZTL—ATEDREENZ
DN EIRE T DO, TI7EA RALDOBIEDOEEENRELH AL ET,

BEe—Iv7

EHT—30 712 CCKM 2 520 HERE SN F4, CCKM 2 AN T5E. 2 DDOTL—LDIHIZa—I 745
AT ARy oA 7D T — AOERBOFET, v —3I 7 HHIc 7L — A EAE B3I TR BT AN
Wz E1,

802.1x FRAFAME FHL TWAEA 1, #HELES L7~ EAPOL 3 —iR E4 M 452 KU T, ZEAIIZ OV TIE. [ Cisco
Unified Wireless LAN Controller 335 (X7 77X RALVIDBRE | O WLAN 2 v a—50D B B EAP 3258 | OIES
ZMRLTLIZEN,

Quality of Service (QoS)
Cisco Unified Wireless LAN Controller &7 7 A RA L MAEFEBION—/LHfEH 7L —2AHIZ WMM UP 47 %38 €
TEDHINT, AR T —27 2K T DSCP [ERHERFSIL CW A AR T DML ERH D ET,

E— AR
Cisco 802.11n 77 A RALUMAEHL TWD5E T, B — LB (ClientLink) 24 2T 20 BERHVET, 2k, 7
TAT L IDZAEITAELHE T,
ZERELIZ DUV TR, T Cisco Unified Wireless LAN Controller 38X U7 7R RALVRDERE | D [ £ —LFE R (ClientLink) |
DIEESIL TLIEEN,
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TILFINR

RF 15 508 EE T b5 e F CTHEORK 2 T-EDH8, ~ VF RANREAELET,
185 D—HF N5 R ET L5 5 5DROEAEEEIZS O ZDBICFRICEELET, TOFE, —HDE
FCIREENFAL ., 58 e FTORBENELRDD T, 1mﬁiz\/vﬁ?~éi‘?§9€biﬁ“

RDWIREM D EDEDE, EHNIEEL G FOEN FRLDITZEMO T a— NI B L £,

ST RAL, O (BB TARE) DIFET DRE CRAET DL E0RHVET, ZOXSRKIFmEITIE, 727 2A RA
YRS RN TIZE N,

WRIZ, wIVTFIRADOELE R LUET,

7 — iR
~ LT SABIFITILNDIT, MBS A Z AR TR AT AL E T,

BEDZEH
K LT RN A AT FEH IO ENMMN TN TRIZEL . A G 522 BT IO AR AELET,

& BIRIEDHE K
P SNIZBIE DS A A 5 ENARD— B TENEL A S EEHRD B> TUE S HRE LIRS E L5 A AL ET,

& SIRIBE DR
S SNIZEID D ORREAA A LT IVAARIZBIEL | £ D7) A NG 5 OIE FRIED BT 55812 AL
i—é‘o

Ceiling

P1
TX RX

P2 |

P
Obstruction

Floor

802.11a/n FBLTN 802.11g/n THEH SV HE A I 55y H12 B (OFDM) 2 3224 C, @~ /LT~ AREIZ AL
AN ES DG ENHVET,

B~ LT RABREET 802.11b 235546 . TNHDO T TR T —# L— A L T2 &0 (1 Mbps <° 2 Mbps
728,

ZOIIBRBEBIE FAN— T T T TN HDIENHVET,
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YA MAEY—IVIZL SRR

WRITTRT RO =N ET TV r—vaid, by Y E, BRORREDHERM A TEET,

e Unified Wireless LAN % # ™ Cisco Prime Network Control System (NCS)

http://www.cisco.com/c/en/us/products/collateral/wireless/prime-network-control-system-series-appliances/data_sheet
c78-650051.html

e Unified Wireless LAN & B ] ™D Cisco Wireless Control System (WCS)

http://www.cisco.com/c/en/us/products/collateral/wireless/wireless-control-system/product_data_sheet
0900aecd802570d0.html

o ATHMPLHIMTAYL A LAN EEH D Cisco Wireless LAN Solution Engine (WLSE)

http://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/ciscoworks-wireless-lan-solution-engine-
software-2-13/product_data sheet0900aecd80410b92.html

e Cisco Spectrum Expert

http://www.cisco.com/c/en/us/products/collateral/wireless/spectrum-expert/product data sheet0900aecd807033¢3.html

e (Cisco Unified Operations Manager

http://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/prime-unified-operations-manager/data
sheet ¢78-636705.html

Cisco Unified Communications Manager M &€

Cisco Unified Communications Manager (Z1%, SES E228 0 | FIEHERE . BL OB 27 ABREN STV ET,

Cisco DX VU — X% Cisco Unified Communications Manager (21BN T 5%, A —3 %k MAC 7R A% fifi L CHERR
LAN MAC % Wi-Fi #6720 I 5I01 7 e va=0 730 BERHVET,

Cisco DX 2V —Z? [ (Settings) | > [T 731 A2V T (About Device) | > [A7—# A (Status) | (ZEEL TA—H R vk
MAC 7 RUAZ R CEET,

rDevice Information

ﬂ Device is trusted
MAC Address*

Description

Device Pool* -~ Not Selected —- + | View Details
Commaon Device Configuration < Mone > + | View Details
Phone Button Template* -- Not Selected --

Common Phone Profile * Standard Common Phone Profile
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http://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/prime-unified-operations-manager/data_sheet_c78-636705.html�

BERE TUIL—+

SEXFEEICKT T DA T v ar B LT, WAFLDEGETRY Y T T — e CE T, 1ERL7=T > 7L —hE,

FRAAENIT N—TF L~V Tl &£,

r Phone Button Template Information
Button Template Name * | cicco DXE50
~ Button Information
Button
1 Line **
2 | Line
3 Redial
Speed Dial
4
Privacy
5 Service URL
Speed Dial BLF
& Call Park BLF
Intercom
7 Malicious Call Identification
8 Meet Me Conference
Call Park
g Call Pickup
Group Call Pickup
10 Mability
Do Mot Disturb
11 Quality Reporting Tool
Other Pickup
12 Hunt Group Logout
13 Answer Oldest
Record
txal)7« FAT7AIL

X aVT g Tad AN FEHAL T RIEE R TS AT 4T RBIPar 7 F ol —ay T AR EE

NOME ST —RZ AN TEET,

tF 2071 7m77A/LTC Locally Signed Certificate (LSC) A1 11295121, Certificate Authority Proxy Function (CAPF)

DEMEL TWORERHY T,

Cisco DX U —R\ZIL, X 2U7 ¢ 7B 7 7 A /L5 5 B CT& 5 Manufacturing Installed Certificate (MIC) 230 £9,

Device Security Profile® | Cisco DX650 - Standard SIP Non-Secure Profile

Cisco DX V—XUA¥L X LAN ETAR
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G.722 L iISAC DT7KINZAL XAk

CISCO Unified Communications Manager (%, G.722 £ iSAC &2 —7 v VAT ARRTHR =N EIDEIRTE T HH%
REZ YR —RLTET,

G.722 :%%“ w7 EiSAC 2 —F /761\ [G.722 BIWVISAC 2 —F w7 DT R HZA X (Advertise G.722 and iSAC
Codecs) | % [#&%) (Disabled) | 25X E T HZ& T, 2O ER, BOERE T 17 7 A/, EIXMEBIOEFE TN T D
:&bi*@%iﬁ“o

Advertise G.722 and iSAC Codecs* Use System Default

FERAIZ DU T, Cisco Unified Communications Manager D~ ==7 /L& Z L TLZE,

http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/tsd-products-
support-series-home.html

HIBERTE

U AL A LAN BL U Bluetooth 72 E DR ETIL, T2 X — T T4 RXEE, HBOEFET a7 7 AV 1213 & DEZHEL X
I TCHRETEET,

UA¥ LA LAN 5L Bluetooth |37 74V E THR T,

UAYLALAN (T, A=V Ry bS8 B BRI ENR0 | A —F 2y MG SN 6, FEI TREA T 24
ERHYET,

WBEREDA—N—=FARE, WTIPOREL L THECTEET,

Wi-Fi* Enabled

Bluetooth * Enabled

A—T4FAHELVETADE Y L—F

=T 4 BIRETAOE Y L — i ET 585513, Cisco Unified Communications Manager CU—a  Z{E T 5
D BEAF DY) —Va EHRELET,

F—T A a—FT w720, G722 720 G711 RN T A Ea BRI L ET,

TI7HNVITIE BT A a— LDk L —hI 384 Kbps IR ESIVET

FEHERY 7R R B Cld, B 5 4 AR —AIZ 600p (1100 ~ 3000 kbps) F7-1% HD 720p (1000 ~ 1599 kbps) & {45 L& 8
BoLET,

T AW E B AEA X, HD 720p(G.722 A —F 4% & 8 CTAHER T 1064 Kbps) #2551 74 =2—/L Evh
L —h% 1 Mbps (Z, HD 1080p(G.722 4 — 7 4 A %5 8O TAH T 2064 Kbps) #F|H T 58413874 22—/ © vk L—Fh
% 2 Mbps iiﬁ)rz“ﬁbi@”
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Audio Codec Preference List

Maximum Audio Bit Rate

Maximum Session Bit Rate

for Video Calls

Keep Current Setting

@
64 kbps (G.722, G.711)

(| Keep Current Setting
|_Use System Default

kbps \_/None
(=) 3000 |kbps

F—TA4F a—Tvr | F—T4F v L—}
AAC-LD 128 Kbps
G.722/ G711 64 Kbps
iSAC 32 kBps
iLBC 16 Kbps
G.729 8 Kbps

Maximum Session Bit Rate for
Immersive Video Calls

(_IKeep Current Setting
(%) Use System Default
(_INone

kbps

F—=TAF B b= M EFELLE R + 74 a— L CHEHT 2L ET DI, ROEHREFEHLET,

B4 a— LV CHHATAE T A Bl L= MR ET DI, ROIEHAEE AL ET,
FRESALIF T Cisco DX 2V —AHiEE ST T A AN — LD EN R EVET,
Cisco DX vV —X(F, V—VarZEDRBEINTZVE—F T A AOERRIZE > T, Hix KX HD 1080p B 7 A £ Tx{5 T

ij‘o

Cisco DX 2V — X%, BIEDO R NI — V8 N @O e T A G AR — R CER WA, BT 4 By b L— BN
U CHREE T BE R, B A HaiE i o & AR — R CvEd,

VT ADEAT | ©TARBE | 7V—2F (fps) S vk L—MMiiH
240p 432 x 240 15/30 64 ~ 149 Kbps / 150 ~ 2999 Kbps
360p 640 x 360 30 300 ~ 649 Kbps
480p 848 x 480 30 650 ~ 999 Kbps
600p 1024 x 600 30 1100 ~ 3000 Kbps
HD 720p 1280 x 720 30 1000 ~ 1599 Kbps
HD 1080p 1920 X 1080 30 1600 ~ 4000 Kbps
CIF 352 x 288 30 64 ~ 159 Kbps
VGA 640 X 480 30 400 ~ 1500 Kbps

Cisco DX v U—AX UA¥L A LAN EBRTAR
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ET A EEEee

Cisco DX 2V —XTE' T A% 555 T HI2IE, ZDOHEE% Cisco Unified Communications Manager CH 2T D4 H
DET,

[a & 7 NE A D% E (Product Specific Configuration Layout) | £27 3 a WD EFEHED L E T, [B T 4 8% (Video
Calling) | =7 a2 % [H%) (Enabled) | IZFXELET,

Video Calling* Enabled

VPN D& E

VPN % E1## 1%, Cisco Unified Communications Manager |2 &> CEHEMNS S via XU TEET,
VPN 7 —h0 = A1344 A1 VPN 7 —hD oA URL DEFRSNDGINAER T 20 ERHY ET,

—VPN Gateway Information
VPN Gateway Name* Coporate_VPN_GW

VPN Gateway Description

*
VPN Gateway URL https://vpn.cisco.com

VPN 7 — 7= A DMERASNDIEREE T VPN 7V —THERT A0 ERHVET,

rVPN Group Information

*
VPN Group Name Corporate_VPN_Group

VPN Group Description

r VPN Gateway Information

All Available VPN Gateways Alpha_VPN_GW
Ciusl_VPN_GW

M
Selected VPN Gateways in this VPN Gruup"c Coporate_VPN_GW

<
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ERSNDITAT LV MERERE DD NT A= ET D, VPN 707 7 AV E R ET DR ENRHIET,

VPN Profile Information

*
Marme Corparate_WPN_Profile

Description

@] Enable Auto Network Detect

r Tunnel Parameters

*

MTU 1290
; *

Fail to Connect™ | 3

Enable Host 1D Check

r Client Authentication
Client Authentication Method * Certificate

Enable Password Persistence

VPN 7 N —T BT 077 A VIR ESN TWAG AL, FEOEGE T 77 A MZE AL, FFED T A AT T
SR

Cisco DX 2V — ANHUERY "T — 7| ZHE#5i 341, Cisco Unified Communications Manager (285t T2 A1, VPN 7
B7 7 AV ESILTNDE VPN Eyiarps BEICR TS ET,

VPN Information

a4k

VPN Group | Corporate_VPN_Group

i

VPN Profile | Corporate_VPN_Profile

[#BF VPN (Always On VPN) |, [T /SAZ_EIZ VPN /RRT —RZ{R1F (Store VPN Password On Device) |, 31O [ —
EF% VPN 7°m774/v@§$T(Allow User-Defined VPN Profiles) ] 1%, =% — 7 I A XEE, @O EFE 707740, %
ToE RO EFER E L~V TR E TEET,

[# BF VPN (Always On VPN) ] (%, Cisco DX V'V —X%& X o277 3%y U —7 EIZHEFFL | Cisco Unified Communications
Manager |2 H RFHEREL £77,

[T 734 A _EIZ VPN 7RRTU—KRZ4%7F (Store VPN Password On Device) | (%, VPN /X2AU —R %5 S A A BIZIRFETEHED
WZLET,

[2—HFEE VPN 777, L DFFA] (Allow User-Defined VPN Profiles) | |3 H O VPN 7277 A VEVERTHIENT
=FET,

Always On VPN
Store VPN Password on Device

™ Allow User-Defined VPN Profiles
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)AL X LAN 70774 )LDHRSE

Cisco Unified Communications Manager 10.0 YU —2% 5 ¢ Cisco DX 2V—X® 10.1(1) V) —ALIEETIX, Cisco Unified
Communications Manager #£H TYVA YL A LAN 7277 A /L& HL T Cisco DX ¥V —RX%& 7B Va= 7 CTEET,

WO TTrEYa=r7 T 55613, Cisco DX 2V —X% A —H Xy MEH TRy N — 28T 222 BEID L ET,

TAYLALAN 7077 A VEAERRL T, £4% Cisco DX 2V —XIZRHHEAHF DRI, VA VL ALAN Va7 7 AL 5 —X
2 TFTP #& D2V T T3 ART Cisco DX TV —RIZPESN2N KD, TFTP B 5L A>T bEF a7y a7
A NVEE T 55912 Cisco DX YV —RZ R ETAVLENHNET,

—Phone Security Profile Information

Product Type: Cisco DX650
Device Protocol: SIP
*
Mame Cisco DX650 - Standard SIP Secure Profile
Description Cisco DX650 - Standard SIP Secure Profile

Nence Validity Time* | gan

Device Security Mode | Encrypted
Transport Type® LS -
Enable Digest Authentication

# TFTP Encrypted Config

X2 UT 4 a7 ANVEERLTZG, 3% Cisco DX VU —XICHE AL T, F® CiscoDX 2V —ADaL 7 4F¥al—Ig
¥V 77 AMCKIL T TFTP B b2 BN T DR H ET,

[T3AA BX2UT 1 7 u7 741 (Device Security Profile) | Ky 7' X 7 A= a— bR ER A DX 2T 4 Fa77 AV
BN LET,

r Protocol Specific Information

Packet Capture Mode™* Mone

Packet Capture Duration a

BLF Presence Group™® Standard Presence group
SIP Dial Rules < None =

MTP Preferred Originating Codec™® | 711ulaw

Device Security Profile* Cisco DX650 - Standard SIP Secure Profile

Cisco DX SV —XTILT 74/ T Wi-Fi AN 72> TOET A, Wi-Fi #REIL, = X — T I/ X EFOHRE ., LmD
BT T 7 AV, FIIIEBOEZEL XNV CTEBTEXET,

‘7/(“\71/7<LAN71:777’4'/1/$%% B2 HL CUWA5ATE. Wi-Fi 256957 A AZKH L TN T AL ENHDET, &
LIS TG AR, T/ AT A YL A LAN (Z88 TX 727207,

Wi-Fi* Enabled
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TAY LA LAN 7’07 7 A VEAERR T 51214, Cisco Unified Communications Manager D BiA L 47 =— AT [T 3L A
(Device) | > [T 73 AD X TE (Device Settings) | > [JA¥L A LAN 7’1774 /L (Wireless LAN Profile) | (ZEEIL £,

almln  Cisco Unified CM Administration I
cisco

For Cisco Unified Communications Solutions

System -~ Call Routing + Media Resources ~ Advanced Features ~ ‘ Device + | A ion v User it + Bulk Administration + Help +

Gatekeeper
‘ﬂ The system is operating on demo licenses @y . Add this system to an Ente
(=) to provision users and devices.

Phone
& Smart Call Home is not configured. To con Trunk lisable the reminder, please

Remote Destination

Device Seitings L4 Device Defaults

Cisco Unified CM Administration

System version: 10.0.0.97017-12 Default Device Profile

Firmware Load Information

VMware Installation: 2 vCPU Intel(R) Xeon(R) CPU E5640 @ 2.67GHz, disk 1: 80Gbytes, 4 el
Phone Button Template

Softkey Template

Last Successful Logon: Thursday, April 4, 2013 1:56:04 AM PDT Phone Services

SIP Profile

Copyright © 15999 - 2013 Cisco Systems, Inc.
All rights reserved. Common Device Configuration
This preduct contains cryptographic features and is subject to United States and local country laws governing impor| ‘Gomman Phone Profile Eoi
and local country laws. By using this product you agree to comply with applicable laws and regulations. If you are u fety

&/ UL HRRIE 0 e J b Remots Destination Profils

A summary of U.S. laws governing Cisco cryptographic products may be found at our Export Compliance Product Rel Feature Control Policy

For information about Cisco Unified Communications Manager please visit our Unified Communications System Doc Ry ing Profile
For Cisco Technical Support please visit our Technical Support web site. SIF Normalization Script

SDP Transparency Profile

MNetwork Access Profile

Wireless LAN Profile

Wireless LAN Profile Group

JAYLALAN 7077 AL ~_—UTC, [HrHIEM (Add New) ] 38R L £7,

ZDOH% T, AL i, VA YL AR E (SSID, B, = — R EHE) | SRR E . BL O ARy NI —7 778 A%

EZEREELTIAYLALAN 7077 A )V ER CEE T,

TAYL A LAN 7077 A/VDF 7 3 /VMEIZIR DO LB T,

o [AIE LK (Frequency Band) ] = [H & (Auto) |
o [Z—FHEHEF EE (User Modifiable) ] = [7F 7] (Allowed) |
o [383E 5K (Authentication Method) ] = [EAP-FAST (EAP-FAST) |

Cisco DX V—XUA¥L X LAN ETAR
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ahali.  Cisco Unified CM Administration

Cisco For Cisco Unified Communications Solutions

System » Call Routing + Media Resources + Advanced Features + Device =  Application

Wireless LAN Profile Configuration

r Wireless LAN Profile Information

Name*

Description |

- Wireless Settings
S51D (Network Name)*® |

Frequency Band * | Auto |

User Modifiable® | Allowed il

- Authentication Settings

Authentication Method® | Eap-FaST

|| Provide Shared Credentials
Password Description |

r Network Access Settings

Network Access Profile| < Mone = + | View Details

- | Save

K 50 SCFETHERRESNI=UAVL A LAN 7277 AL 0 [4 B (Name) ] # A 1L ET,
F7a T, K 63 LT CHERL S ALV [BEA (Description) | 5% & TXE 7,

Wireless LAN Profile Information

Name*

Description |

K 32 LD ASCIH L7 CTHERKE L7 [SSID] 2 A IL T,

Wireless Settings
|7 S51D (Network Name)* |

Cisco DX V—XUA¥L X LAN ETAR



VEEZ [JE P EOE 8 (Frequency Band) | 4 7Y a2 A58 IRL £,

[J8 3% #c#5 98 (Frequency Band) ] (37 7 4/V T [HE) (Auto) ] ICRRESNE T, T D728, Cisco DX 2V —X(% 2.4 GHz &
5 GHz Ol 5 O JEEFa FIH TEET,

[E B (Auto) | 2NEHRE 75 E 13, 5 GHz BT O B ShE T,

—Wireless Settings
SSID {Network Mame)™*

Frequency Band * | Auto
User Modifiable* -- Net Selected --

2.4 GHz
rnumenticatiun Setting 5 GHz

W7 [ —Y D EF A HE (User Modifiable) | 47> al 28R L £9,

o [FFFI (Allocated) |: = — WX RARA LN EOEEOTUAYLA LAN 58 E (f 20/ 850, SSID, J& I Bk,
FR, 22— P4 LRI —R PSK NATL— X WEP ¥ —7%8) Zu— /L CEE TXET,

e [#E7 (Disallowed) |: T— VIV A VL A LAN REA LT CxEH A,

o [#HIER (Restricted) |: - — — T E DT A YL A LAN iR E (—H L LSAT —R 732 8) OB mEHTExET,

I

}J:E

(Y

p={110)
=

—Wireless Settings
551D { Network Mame)™

Frequency Band * | Auto ™
User Modifiable* | Allowed 3
-- Mot Selectad --
- Authentication SettinglalellZ

Disallowed
Authentication Method™® | Restricted

VoH 7 [RRFES A (Authentication Method) | 47" L a3 L £97,

—Authentication Settings

Authentication Method* | Eap-FAST

-- Mot Selected --

|_|Provide Shared Creds

Password Description PEAP-MSCHAPY 2

PEAP-GTC
PSK
WEP

Network Access Profile | _MNene

— Network Access Settin

[EAP-FAST (EAP-FAST) |, [PEAP-MSCHAPvV2 (PEAP-MSCHAPv2) |, %7213 [PEAP-GTC (PEAP-GTC) | 23R &7
AT AL T L (P — L LR —R) B AN T HA T ar WA TR0 E T,
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[FAFILT v /VDHEE (Provide Shared Credentials) | 7341272 TUOVWGEIT, B BLE £721X=—5 7 Cisco

DX VU =R L Ta—#4 AT =R en— )V TRETDLENRHVET,

—Authentication Settings

Authentication Method™® | EAB-FAST

Provide Shared Credentials

Password Description

[FF LT ¥ /LDIETE (Provide Shared Credentials) ] 734 1272 > CWABE AL, ZOUAYL A LAN 70774
NWEAE 53 _XTD Cisco DX vV —XTIREINT [2—F4 (Username) | & [7XAT—K (Password) | 23 X 11

iﬁ‘o
A—PHLRAT—RIIIR K 64 LFETASTEET,
F7ar T, [PRAT—R OB (Password Description) | & A /) C&xE5,

- Authentication Settings

Authentication Method* | Eap-FAST

[2] Provide Shared Credentials

Username

Password

show password
Password Description

FRIIA X —FREA 9572012 [PSK (PSK) | 23E IS T A1, [PSK /XA 7L —X (PSK Passphrase) ] 2 A

N HMBERHVET,

[PSK /XA 7L —X (PSK Passphrase) ] |1, IROFEXDOWNT NN THLERHDET,

o 8~ 63 JLFD ASCII LF%
o 64 LFD HEX 3LTF4

F7ar T, [PRAT—R OB (Password Description) | & A /) C&xE5,

—Authentication Settings

Authentication Method™* | pgk

PSK Passphrase®

show passphrase

Password Description

Cisco DX S U—RX UA¥L A LAN EBTAR
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ErH) WEP (AR L[R5 0D 7T A /30 —) FREEZAE 9572012 [WEP (WEP) | MEIRENT-H-A1%. [WEP ¥ — (WEP
Key) | # A1 90 ERH ET,
WEP & — | LR —FEN2W 2, ANLTEF =0T 7B A RAMADEEF —— BT 52 2R T ERNHY
E3 a8
[WEP % — (WEP Key) | iZ, ROERDNT N TLHUERHVET,

e [40/64 £ F— (40/64 Bit Key) | = 5 /10> ASCII U551 F 721 10 #70> HEX SCF5
[104/128 ¥ F—(104/128 Bit Key) | = 13 #7D ASCII SUFHIE 721 26 7D HEX SLF5]

F 7 ar T, [2RAY—FR OB (Password Description) | & A ) C& £,

- Authentication Settings
Authentication Method™® | WEP
WEP Key ™

show key

Password Description

[72L (None) | 23RS TV DIHE 1L, EDORBIEL 462, EOIF Sbbf s EEA,

Authentication Settings
|7AuthEnticatinn Method* | None

TAYLALAN 70277 AV DRRENGE T LIZh, [FRTF (Save) ] 3 IRL 7,
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alial,  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

System = Call Routing + Media Resources = Advanced Features = Device = Application -

B Save x Delete (3 Add New

rWireless LAN Profile Information

*
Mame DX&50

Description

r Wireless Settings

SSID (Network Name)* | )12k

Frequency Band * [ 5 GHz

User Modifiable™ | Allowed

r Authentication Settings

Authentication Method* | Eap-FAST

# Provide Shared Credentials
Username dx650

Password P

|| show password

Password Description

- Network Access Settings

Metwork Access Profile | < None > t | View Details

— | Save |  Delete | @ Add New

X T =7 TIRA Ta7 7 ANV EERR T HIZIL, Cisco Unified Communications Manager D45 BEA L # 7 =— AT [T /34
A (Device) | > [T 73 ADEE E (Device Settings) | > [RvhT—27 77X 7774/ (Network Access Profile) | I[ZFEEIL

i\j—o

Cisco DX V—XUA¥L X LAN ETAR
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alml,  Cisco Unified CM Administration .

cisco For Cisco Unified Communications Solutions
System ~  Call Routing v  Media - - | Device « | ion v User it v Bulk Administration ~ Help +
Gatekeeper
‘ﬂ The system is operating on demo licenses @ty . Add this system to an Ente
=3 to provision users and devices.
Phone
& Smart Call Home is not configured. To con T lisable the reminder, please

Remote Destination

Device Settings L4 Device Defaults

Cisco Unified CM Administration

System version: 10.0.0.97017-12

Firmware Load Information
Default Device Profile
VMware Installation: 2 vCPU Intel(R) Xeon(R) CPU E5640 @ 2.67GHz, disk 1: 80Gbytes, 4 [t
Phone Button Template
Softkey Template
Last Successful Logon: Thursday, April 4, 2013 1:56:04 AM PDT Phone Services

SIP Profil
Copyright ® 1999 - 2013 Cisco Systems, Inc. e
All rights reserved. Common Device Configuration
This product contains cryptographic features and is subject to United States and local country laws governing impar]| ‘Comman Phone Profile

and local country laws. By using this product you agree to comply with applicable laws and regulations. If you are u

e

Remote Destination Profile

A summary of U.5. laws governing Cisco cryptographic products may be found at our Export Complisnce Product Re Feature Control Policy

For information about Cisco Unified Communications Manager please visit our Unified Communications System Docuy Recording Profile
For Cisco Technical Support please visit our Technical Support web site. SIP Normalization Script

‘SDP Transparency Profile

Network Access Profile

Wireless LAN Profile

Wireless LAN Profile Group

KXy NT—7 T IR Fady AL _R—I T, [FHIBN (Add New) | Z538R L £,

ZHICEY RO RNT—7 TIRA T T AOVBMERSNDD T, [4 i (Name) ], [#¢ B (Description) ], [VPN 28 (VPN

Required) ], 3L [7"mF 3% E (Proxy Settings) ] 5 EL £ 7,

FwNT—7 T IRAR TaTrANDT 74 METROLEBY T,

e [VPN £Z (VPN Required) | = [7 7 4/Lk (Default) ]
o [FuXTEE (Proxy Settings) ] = [/2L (None) |

Cisco DX V—XUA¥L X LAN ETAR
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ahmlh,  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

System = Call Routing ~ Media Resources ~ Advanced Features = Device -

Network Access Profile Configuration

Q Save x Delsts [ (3 Add New

— Network Access Profile Information

Name™*

Description

VPN Required™ | Default

—HTTP Proxy Settings

Proxy Settings* | None

- | Save | | Delete | | Add New |

K 50 SCFTHRERRSNT= R v NI —2 T IR/ A 7774 O [4Hi (Name) | Z AL ET,

AT ar T, R 63 T CHERKE LT 3B (Description) | Z25% & T& £,

572 [VPN 428 (VPN Required) | 47> a2 @R L £,

4 (On) ] MRS AL, ORI NT—2 TURA Ta7 7 AR EHSIANEY %12, VPN 2l S ET,
[7 74 /Vh (Default) ] DVIEIRSN TG EIE, VAT A T 74V IRMERSIET,

— MNetwork Access Profile Information

Mame™®

Description

4F
S

VBN Required*[ Default

-- Mot Selected --

—~HTTP Proxy Se Off
On

Proxy Settings *

Cisco DX V—XUA¥L X LAN ETAR
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W H 7 [k LR E (Proxy Settings) | 47 v al AR IRNLET,

Proxy Settings* | None :

|—HTI'P Proxy Settings

-- Mot Selectad --

- | Save Delei
— Manual

Auto

[FE) (Manual) ] 2SBIRSN725E8 1. [rFY AR (Proxy Hostname) | & [ 2% 3 38—k (Proxy Port) | 7% €75
MEERHVET,

Ty IRANM I3 K 255 LFITTHIENTEET,
7aXy AR—NMIT 7 4/V T 8080 [ZFRESIET M, 1 ~ 65535 DHFH CRE CTEET,

F T ar T, [FeX IR AEN 4ZE (Proxy Requires Authentication) | 3R CTb, [EF /LT ¥ /VDEE
(Provide Shared Credentials) | Z33R A2 L1280, 7 BiEEa AN THZEMTEET,

A= PR ENAT—=RITHR K 64 LTFETAT)TEET,
VB ZJRU T, RO T aFk % 323 (Bypass Proxy for) | Ry 7 AIRAS 4 ANJILET,

—HTTP Proxy Settings

Proxy Settings* [ Manual

Proxy Hostname®

Proxy Port* BOBO

# Proxy Requires Authentication

# Provide Shared Credentials
Username

Password

|_|show password

Bypass Proxy for

[E & (Auto) ] NEARENTHE 1L, [P Xy BEERE (PAC) Dur— 3t (Proxy Auto-Config (PAC) Location) | % 3%
ETOMNENHET,

7a v BEIERE (PAC) DRy —va i, ik 255 CFITTHIENTEET,

F T ar T, [FrX IR AEN 4ZE (Proxy Requires Authentication) | 3R IRL CTb, [EF /LT ¥ /VDEE
(Provide Shared Credentials) | Z33R 35221280, 7 BiEa AN THZEMTEET,

A= PR ENAT—=RITHR K 64 LTFETAT)TEET,
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MENZISU T, (RO T aFx T % /3 /3R (Bypass Proxy for) | Ry 7 R INAS 4% ATJUET,

—HTTP Proxy Settings

Proxy Settings* [ auto

Proxy Auto-Cenfig (PAC) Location™ |

# Proxy Requires Authentication
# Provide Shared Credentials

Username

Password

|| show password

Bypass Proxy for

FNT—0 TIRA Ta7 7 ANVOFENTE T LI, [FRTF (Save) | #IBIRL £,

ahiali,  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

System = Call Routing + Media Resources »  Advanced Features = Device

Network Access Profile Configuration

— Metwork Access Profile Information

* T
Mame DX650

Description

VPN Required™® | Default

—HTTP Proxy Settings

Proxy Settings™® | None

- | Sawve |

Cisco DX V—XUA¥L X LAN ETAR
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FNT—0 TIRA Ta77ANEER LD, ZNETAY LA LAN 7077 A )V H TEET,

Xy NT—2 T8 A Fuad 7 A )NETAYL A LAN 707 7AW L5, [HRFE (Save) | 23R L £37,

alhialie  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

System » Call Routing ~ Media Resources = Advanced Features = Device = Application -

H Save x Delete C (3 Add New

r Wireless LAN Profile Information

*
Mame DX650

Description

r Wireless Settings

SSID (Network Name)* [ 1ab

Frequency Band * [ 5 6Hz s

User Modifiable* | Allowed |

r Authentication Settings

Authentication Method* | Eap-FAST

# Provide Shared Credentials
Username dxB50

Password —eman

|| show password

Password Description

r Network Access Settings

MNetwork Access Profile | pxes0 t | View Details

- | Save Delete Add New

TAYLVALAN 7077 AV 7 —T%AER T 5121, Cisco Unified Communications Manager D45 #RA >4 7 =— AT [T

AR (Device) | > [T 73 ADERE (Device Settings) | > [T YL A LAN 7277 AV 7 /L—=7 (Wireless LAN Profile

Group) | (IZBEILET,

Cisco DX V—XUA¥L X LAN ETAR
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For Cisco Unified Communications Solutions

uhuly  Cisco Unified CM Administration I.
cisco

System v Call Routing * Media Resources =  Advanced Features « ‘ Device | ion »  User it = Bulk Administration + Help ~

Gatekeeper
\ﬂ The system is operating on demo licenses @y . Add this system to an Ente
(=) to provision users and devices.

Phone
& Smart Call Home is not configured. To con Trunik lisable the reminder, please

Remote Destination

Device Settings L4 Device Defaults

Cisco Unified CM Administration _ )
Firmware Load Information
System version: 10.0.0.97017-12 Default Device Profile

VMware Installation: 2 vCPU Intel(R) Xeon(R) CPU E5640 @ 2.67GHz, disk 1: 80Gbytes, 4 Deveel
Phone Button Template

Softkey Template
Last Successful Logon: Thursday, April 4, 2013 1:56:04 AM PDT Phone Services

SIP Profil

Copyright © 1988 - 2013 Cisco Systems, Inc. e
All rights reserved. Common Device Configuration
This preduct contains cryptographic features and is subject to United States and local country laws governing impor| Common Phone Profile Eo
and local country laws. By using this product you agree to comply with applicable laws and regulations. If you are u Remote Destination Prafile fete

A summary of U.S. laws governing Cisco cryptographic products may be found at our Export Compliance Product Re Feature Control Policy

For information about Cisco Unified Communications Manager please visit our Unified Communications System Docy R ing Profile
For Cisco Technical Support please visit our Technical Support web site. SIF Normalization Script
SDP Transparency Profile

Network Access Profile
Wireless LAN Profile
Wireless LAN Profile Group

TAYLALAN 7077 A)v 7 )—"7 =T, BB (Add New) ] 38R L £4,

ZDH% T, 4HlL S, BEOUAYL R LAN 7277 A VEFREL TUVAFYLA LAN 7077 AV T )—T o ERCEET,
K4 DOTAYLALAN 7077 A NVETAYLVALAN 7077 AV 7 V—T|BIICTEET,

TAYVLALAN 7077 AV 7 =T DB ENTE T L5, [RFF (Save) | 23R E5,

Cisco DX V—A UA¥L X LAN EBAT AR 62



aliulin  Cisco Unified CM Administration

Cisco For Cisco Unified Communications Solutions

System = Call Routing ~ Media Resources = Advanced Features = Device =  Application «

Wireless LAN Profile Group Configuration

- Wireless LAN Profile Group Information

.
Name DX650

Description |

 Profiles for this Wireless LAN Profile Group

Available Profiles  EApP-FAST
PEAP-GTC
PEAP-MSCHAPYZ
WEP
WEA

Selected Profiles** pxsso

<

- | Save

UAYLALAN 7077 A =T 2B LTEH, Ze T A A T —=/VEIZIZEBIO Cisco DX PV —RXI5iHl TEET,
UAYLALAN 7077 AV T )V—"T % T 3 A 7 — V259 5IZ1%. Cisco Unified Communications Manager O A

VAT 2— AT [V AT A(System) | > [T 734 R 77—/ (Device Pool) | (ZBEEIL £7,
VIR CTT A A T — VBB L, #3572 Cisco DX YU —RX&EZ DT NAA T — VZELELET,
TINARA TS = VEIERR LTZH, VAV LA LAN 7077 AV 7 —T7 %% EL T, [BR1F (Save) | Z&RL F9°,

TAYLVALAN 7077 AN T N—T % T SA A T — A L5, [BREDHE A (Apply Config) ] 2% L T, Cisco DX

SN—AXMMT ALY LA LAN 7077 AL T — T DR EEF 70— R TExAIHICLFET,

Cisco DX V—XUA¥L X LAN ETAR
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alimln Cisco Unified CM Administration
(k1]

For Cisco Unified Communications Solutions

System = Call Routing ~ Media Resources » Advanced Features + Device «

Application + User Manag

Device Pool Configuration

Q Save x Delete Copy %’ Reset . Apply Config EDE Add New

r Status

@ Status: Ready

r Device Pool Information

Device Pool: DX650 (1 members**)

r Device Pool Settings

Device Pool Name* DX650

Cisco Unified Communications Manager Group* | Default

Calling Search Space for Auto-registration | = MNone >
Adjunct CSS | = Mone >
Reverted Call Focus Priority | Default :
Intercompany Media Services Enrolled Group | < None > :

rLocal Route Group Settings

Standard Local Route Group | < None >

r Roaming Sensitive Settings

Date/Time Group™ | cMLocal :
Region* | Default +
Media Resource Group List | < None > el
Location | < Mone = :
Metwork Locale | = None > =
SRST Reference™ | Disable ™

Connection Monitor Duration * **

Single Button Barge* | Default :
Join Across Lines* | Default :
Physical Location | < None > :|
Device Mobility Group | < Mone > el
Wireless LAN Profile Group | oxes0 =

View Details

TAYLALAN 7077 AV 7 V—7% @50 DX 2V —XZi# H 35121, Cisco Unified Communications Manager M4
AL AT 2= AT [T 23 X (Device) | > [FEiER% (Phone) | (ZBEIL 77,

W7 Cisco DX 2V —RICBEIL, VA YL A LAN 7077 AL 70— 2R EL THE, [FRFF (Save) | Z3&IRL £,

JAY¥YL A LAN 7 a7 7 A 7 —"7% @050 Cisco DX 2V —RZifHL7=5, [ EDEA (Apply Config) | Z3&IRL T,
Cisco DX S U—RANTA YL A LAN 077 AL Z)—F DR EEF 70— R TEXALIINTLET,

Cisco DX V—XUA¥L X LAN ETAR
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allin  Cisco Unified CM Administration

cisco

For Cisco Unified Communications Solutions

System » Call Routing » Media Resources v  Advanced Features ~ Device v Application v  User Management ~  Bulk Administration +  Help +

Phone Configuration

[ save P Detete [ Cony Gy meset 2 Apply Corfig cffa AddNew

‘ @ Status: Ready

Modify Button Items
1 smzline [1] - 1010 (no partition
2 wmzline [2]- Add 3 new DN

3 Redial
4 (5 Add 2 new SD

5 G5 AddanewSD
6 (g5 Add anew SD
7  4gAddanewsSD
8  GmAddanewSD
9 (g Add 2 new SD
10z Add anew SD
11 &5 Add a new SD
12 (5 Add a new SD
13 @ Add anew SD
14 (&5 Add 2 new SD
15 (3 Add anew SD

----=-- Unassigned Associated Items -
16 G@ Add a new SD

17 Answer Oldest
18  wm: Add 2 new BLF Directed Call Park

19 call Park

20 Call Pickup

21 Do Nt Disturb

22 Group Call Pickup

23 e Intercom [1] - Add 2 new Intercom

24 Malicious Call Identification

[ Phone Typi

Product Type:  Cisco DX650
Device Protocol: SIP

Device

Registration: Unknown
IPv4 Address: Unknown

r Device

Device is Active

Device Is trusted

MAC Address*

Description

Device Pool*

Common Device Configuration
Phone Button Template®
Commaen Phone Profile®
Calling Search Space

AAR Calling Search Space
Media Resource Group List
User Hold MOH Audio Source
Network Hold MOH Audio Source
Location®

AAR Group

User Locale

Network Locale

Built In Bridge *

Privacy*

Device Mobility Mode*

Wireless LAN Profile Group

HABEADOREAF T Iy

Cisco Unified Communications Manager Administration Ti&, Cisco DX ' —X

iﬁ—o

INHLOF T ar D

Sz OV T,

Cisco Unified Communications Manager ClX

B E A OB EL T a ko TT

HHLOLHVET,

ey

AxX A&

203M07FDFDI9

Michael Gillespie DX650

|_pxeso

¢ | View Details

[ < None >

+ | View Details

| Ciseo DX650 S1P

|_standard Common Phone Profile

[ < None >

[ < None >

[ < None >

[ < None >

[ < None >

| Hub_None

[ < none >

[ < None >

[ < None >

|_Default

| Default

|_Defaut

¢ | view Current Device Mobility Settinas

|_Dxe50

¢ | View Details

Cisco DX V—XUA¥L X LAN ETAR

WL TROBREA S araf T

NR=UO LD [N % 7V LTSN,
—j%”&ﬁ/_/l/%fﬁﬁﬁbfiun A DX
OB, s

REA TS A h— 1% THETEET,
B /a7 7 AN 03 4 OEFEHERR EL L TR E TX
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r Product Specific Configuration Layout

|_| Disable Speakerphone
|_| Disable Speakerphone and Headset
|| Disable USB

SDI10*

Bluetootn *

Allow Bluetooth Contacts Import®

Allow Bluetooth Mobile Handsfree Mode™

Days Display Not Active

Display On Time

Display On Duration

Cisplay On When Incoming Call®
Enable Power Save Flus

Phone On Time
Fhione Off Time
Phone Off Idle Timeout®
[[] Enable Audible Alert
Energy\Wise Domain
Energy\Wise Endpeoint Security Secret
[ Allow EnergyWise Overrides
Recording Tone ®
Recording Tone Local Velume®
Recording Tone Remote Volume™®
Recording Tone Duration

Medianet Statistics Interval
|| Disable Medianet
Enable Wideband Codecs®
Video Calling *
Device UT Profile®
Wi *
PC Port®
Span ta PC Port™
PC ioice VLAN Access ®
PC Port Remote Configuration ®
Switch Part Remote Configuration ®
Detect Unified CM Connection Failure®
Gratuitous ARP™

Cisco Discovery Protocol (COF): PC Port®

Cisco DX V—XUA¥L X LAN ETAR

Cisco Discovery Protocol (CDP): Switch Port™®

Param

| Disabled

| Enabled

| Enabled

| Enabled

Sunday
Maonday
Tuesday

[o7:30

IlEI:EO

| Enabled

Sunday
Maonday
Tuesday

IfJEI:EIl!J

[24:00

ItE‘EI

[ Disabled

[ 100

ISEI

| 15

|_Use Systemn Default =

|_Enabled

| Simple

|_Enabled

|_Enabled

|_Disabled

|_Enabled

| Disabled

|_Disabled

|_Normal

|_Disabled

|_Enabled

| Enabled

Override Common Settings

0O O

DE D o

0O00O0OO0O0ODOa0O0

O

OO 00

0OD0DOoDo

O
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Link Layer Discovery Protocal (LLDP): PC Port®
LLDP Asset ID

LLDP Power Priarity *

Power Negotiation ™

Automatic Port Synchronization®

802.1x Authentication®

Always On VPN

Store VPM Password on Device

[ Allow User-Defined VPN Profiles

Require Screen Lock®

Maximum Screen Lock Timeout *

[# Enforce Screen Lock During Display-On Time
Lock Device During Audio Call®

Kerberos Server
Kerberos Realm

Load Server

IPv6 Load Server

Peer Firmware Sharing®
Log Server

IPv Log Server

Log Profile

Web Access®

S5H Access *

Android Debug Bridge (ADS)*

Multi-User*

Allow Applications from Unknown Sources *
Allow Applications from Google Play

Enable Cisco UCM App Client
Background Image

Company Photo Direckory

Voicemail Server (Primary)

oicemail Server (Backup)

Presence and Chat Server (Frimary)

Presence and Chat Server Type*

Presence and Chat Single Sign-On (S50} Domain
Multi-User URL

Email address for customer support

Link Layer Discovery Protocol - Media Endpoint Discaver (LLDP-MED): Switch Port™ | Enabled =

|_Enabled =
| Unknown = O
|_Enabled = O
| Disabled =]
| User Controlled =]
(3]
|_User Controlled =
s00
(3]
|_Disabled =)
(3]
(|
| Enabled =]
(|
Default (]
Praset
Telephaony
| Disabled =
| Disabled =
|_Disabled =)
|_Disabled =
| Disabled = O
(|
(|
(m]
| Cisco WebEx Connect =
(3]
(|

T4 —IVR4

A=A =T BN D
(Disable Speakerphone)

A =T — T UREBED RN AR 9, A —h— T U REA I
LT, ~REy MU EL A, N REyhERIZ A~y Ry TS
A —R XA Ve TExES,

A= —T e~y Ry e HER)

(1295 (Disable Speakerphone and
Headset)

T RCOAL— D —T U MEREB L O~y R By D~ A7 2B L ET,

USB O #7504k, (Disable USB)

T IRAAD USB AR —ha RN L ET,

SDIO

T INAA LD SDIO T 73 AINH N2 5 CWDIERN 22> QDDA IR
LET,

Cisco DX V—XUA¥L X LAN ETAR
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Bluetooth

B D Bluetooth 7 /S AN RN THLD, TN THLERLET,

Bluetooth 7R AMEDA LR — N 7F
7] (Allow Bluetooth Contacts Import)

ZORTGRA=HZT 22— Bluetooth T SAANST KL ANEL WMEE B A A
UAR—=RL TR CEAIOICLET,

Bluetooth E/XA )L /N AT — T
K %#F 7] (Allow Bluetooth Mobile
Handsfree Mode)

TONRTA=2F, 22— 5l LB CHERT BRI A A TE Dol
iﬁ‘o

TAAT LA RAT H (Days Display
Not Active)

ZDT4— IR T NI TANeT TANVNCETDOFEFICTHHERELE
T, BE UL, KEOREFEEATOLRA LA EAEA T, BEAE
HIEBENT 74V T, UANMIIZ BEIT X TREENET, HERLH
WEH DN I TANEA 71T DI, 22— FiFarhe— a2 #LioEE, [
W A (Saturday) ] & [H W2 H (Sunday) ] Z8IRL £,

T AAT LA TR (Display On
Time)

DT 4—=IVRZ, AT A a— VIV ARNIILTWA RICT A AT LA H
BHNCA AN DRFAN 2 R UET, ZOMEIT 24 FTECHRE T2 02D
HVFET, ZZT0:00% 1 HOIREVZFL, 23:59 23 1 HOKDVERLE
T, ZOT A= AR EZEJIZLIES AT 74V OGNS T A AT LA D3 A
(2R FET (7L 20X, [7:30)) . TAAT L AZ R/ 7:00 IZANZT DI
ETAHITIE. [07:00/ AN LET Do ZIZANLERA) . TAAT L AZT
% 2:00 IZA AT D5 E0E. T14:00) EATILET (Do ZIZ AN LEREA),

T AAT LA AT fikfse ] (Display
On Duration)

ZDOT4—VRIL, T TSN RGNS T AA T VAN AN o T2t T
ARTVADT T4 7 I0REEE R ORI O R EZ2RLET, 207 1— /L %
ZZHOFERICLTILE, FBIEHIL10:30) OBEE DT 7 4 /W MEZE AL £
T BRAEIE 24 B[] T, ZOffEIE, Rl &5 23 B g T, 11:3010
BA 1 30 9T AR LADRF TR ET,

{82 — VIR JUT (Display On
When Incoming Call)

T INAANAI ) = v —T =R DGR OMREEZ AT HE, o—1
EEE LIRS CTF AR T LA DA N ET,

77— e A2 35 (Enable
Audio Alert)

ZDF IRy Ax, B E | [EREkE A 7123 5K (Phone Off
Time) | 74— VR THRESNRZID 10 3HNCE R T 7 — M BAET 58D
(ZERERRICH R L E T, RO RIRF—I13, Zh) b EFFEEOIREDZE
b (Power Save Plus #§REIZ L > CEIRN A 712725) o —FITH R A
HTLDFRGPRLET, o, R T —HFICEET L, 20T =
IR I AL ANILET, T 7 ANV TIET 42— T s TET, 20
F VIR I ANMFERESILDHDIL, [Power Save Plus D F %01t (Enable Power
Save Plus) ] UANR 7 AT 1 H LA EDSBIRESN TODLATT T,

EnergyWise R A1 (EnergyWise
Domain)

DT 4—/)VRTIL, BaEEN BN TV D EnergyWise KA ZEFRL F7,
EnergyWise R A1 L, Power Save Plus H§HE T 2720 7, [Power Save
Plus DF %1k (Enable Power Save Plus) | VAR AR 7 AT H $4 8 INL71-355
I, EnergyWise KA 2 HETOMERHVES, 7 74/VNIZEA T,

EnergyWise Endpoint Security Secret

D7 4— /LRI, EnergyWise K AA L N TlE T 27D H T2/ AT —
K (EHE) #EF L E7, EnergyWise KA LFb# X, Power Save Plus
FEBE T HE L7 E9, [Power Save Plus ®F %h{l (Enable Power Save

Plus) | VAR R w7 AT H & 3R L7255 1%, EnergyWise K AA L LR %
METDVERHVET, 77 +/VMNIZEATT,

Cisco DX S U—RX UA¥L A LAN EBTAR




EnergyWise 4—/3—Z A R&FF Al
(Allow EnergyWise Overrides)

ZOF =Ry 7 ALY | EEERIZEIR L~V O B Z G T 57200
EnergyWise KAA Y 2 ha—F DR —ZFF [ T 50 E)0E R ELE
T, WOKMEREHSILET, &I, 1 H L E, [Power Save Plus DA %)
{t (Enable Power Save Plus) | 74— /LR TR T DM EHRHY £9°, [Power
Save Plus DA %h1t (Enable Power Save Plus) | VAN AR Z7 AT HZ @R L 72
W& EnergyWise 7DD il 4 70T AR I3 BES L ET, 5 212,
Unified CM OEHLCORXEIL, EnergyWise N A —/N—F AR & XF L7155
ATH AT Va— NV EBVICHENIIDET, HEXIE [TAAT V%47
(2454 (Display Off Time) ] 28 22:00 (ZF-#% 10 Ff) (23R E S TOD
ETDE [TAAT VA A T 54 (Display On Time) ] 7 4 —/LR D
1 06:00 (F-Rif 6 BE) 720 [Power Save Plus D A %h{l: (Enable Power
Save Plus) ] Cid 1 H LA E2SEIRSILTUNET, EnergyWise 78 20:00 (474
8 IF) [ZE A A 72T DI RT 2L, ZOHRRIT. AT 6 ISR E
STz [EaiAE 4123 D) (Phone On Time) | £ AR EZ2D F9 (&
AR — I LD AR AL EEL TS E) o Rl 6 RflZ/eb b, &
FEESITA Y £720 | Unified CM O BRORREIZLDE L ~AVEFOZE
EHEBALET, EHL LA EIEE CHOVEE 35121%, EnergyWise |L7E
TVASNVER v REFTICHBITT 20 ERSVET, £,
EnergyWise 2’ B D EIRA 4 71T HI0FE/ R LT T — 08 [EIR
(Select) ] V7 " —%ff§ & =P DAL HT I a WHMIRY, 22—
FEAEORERLL CEFEMOEBIRNA AR ET, T 74V T, 471
7p o TUWET,

#k & h—(Recording Tone)

BE N SR AT DN T D EBE DIl I A
MTEET, AROLHE . EalbkiE, T TOa— VO T FIZdEkE h—
ZRELET,

fkE h—r DOr—71 L H(Recording
Tone Local Volume)

n— I ViREEE DB E N OB BAR ETHOIMEH TEET, =
DEBERCITHAIHEHSNDEEDOT SRAAN Ry, AE—0 74
Voo Ry ICERARGEASVE T, FERE L 0% ~ 100% D%
NTRIFIIERDERE A 0% TIEb—2721 . 100% TIEBED T ERE L
RICL U720 Ed, 7 74 /VMET 100% T,

FkE b— DV E—ME & (Recording
Tone Remote Volume)

VE—MNEAGEE NGRS OFBERETHDIHEHATEET,
HFEEEIT 0% ~ 100 % OFEHEH N TRITIZRDET A, 0% Tl -
66dBM #Jii. 100% Tl -4dBM T9, 7 74 /L MEIL -10dBM 721
50% T,

gk h— D EZ(Recording Tone
Duration)

E M= B —T 44 AN — AR ASND R I AL TR EL £
T, ZDONRTGA—RNIT I )NV TCED T4 — VR DR NI —T alr—)v 77 A
IVOMEIZRRESNNE T, ZO/RTA—=XDFZMEOHFHIL 1 ~ 3000 IV
<7,

Medianet #7557 (Medianet
Statistics Interval)

Medianet #L5HERL RN —MIT 7747 AT 4T Hyar PIEHRIITHE
EnEd, MEtFmoNERRE B RAA TRELET,

AT AT F hOBEZHL (Disable
Medianet)

ARTF—H AT LT R—RA R T p—< L A T=X) 7 BLUOSEME ST
TR_XCOAT AT Zvb A —F 44/ T AR EHE RO L N — MEREZ B 12
L%,

Cisco DX S U—RX UA¥L A LAN EBTAR
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E i —5 7 DA% (Enable
Wideband Codecs)

Tah ) SV —ar A= —7 2% Cisco Unified Communications
Manager LT RANBARFTHENEIDEIEELET, 2—T v/ rIv T —Tg

TR D 2 BEBE D FNER DY E3, AN, ®EaGT 7V — 373 Cisco
Umﬁed Communications Manager CH 7R —hSiLTCW\D—T v/ %&T K%
ARTHUENDVET (TRXTOTURRA IR EY D2 —F 7%
ﬁ‘\o‘—]\ﬁ‘éﬁﬁ"ﬂi%wiﬂ‘h) 2 #F B Z. Cisco Unified Communications
Manager 73, =— L&A T E\EJ@?"ZOTJ\’C@ i VAR W Nl Ny A W t=t
T oI OVANE BT DL, V—Var TR EREOSES EARERN IS
W RIZH R — b Sbda—T v iSRS VET, AR7RMET AT AT
7 4V hOffi ] (Use System Default) |(ZOEEET 7V r—a iz 4—7F
AR INGA=LZ T RNZAX G122 2—T v/ THRESNICR EICIV D) |
[#:%h (Disabled) |(ZD &R 74— a7} Cisco Unified Communications
Manager (ZVARNUROI—F 7% T RNFAXLUIRN) | [H %) (Enabled) 1(Z
DG 7V — a2 ) Cisco Unified Communications Manager (ZV A R 73R
DA—T 7% T RINFZAXT D) DWTIDEFRELE T,

v 7 4 2—/1 (Video Calling)

BN TWBIBE . T A ANE T4 a— WIS+ 522 R LET,

FIAAUI 7u77 A/ (Device Ul
Profile)

HARE T AREH ([T 7 (Simple) ]) . IHAR—REGE ([XT V7
(Public) ]) \ Flolix— 7R —rar :L~4f([§tf“3§(Enhanced)])f£&“ K
TEDO2—F O NFRIRELTDINT SIAADZ—H (o F—T A
AR EEFLET,

Wifi

T3 A ED Wi-Fi BN IN I 2 TODIENZ 72> TWBDERLE T,

PC 7R—h (PC Port)

TN AD PC R —FINE I 725 TOBDEERN Z 70> TB D E R L ET,
T A AE D TCOMPUTER | W) T~ )L DR —RaEL C, PC £/213V—
J AT —ar T NAAREERGRSINDHZ LD, 1 DO Ry T — T84t
HTEET,

PC 7R —h~0 A3 (Span to PC Port)

TN AN, FDFNT—7 IR—NEH T2 LT3 v e PC AR—NIiiG
KT DNEMERLET, 2l B CEHSNAE=XU T Litgk O T 7Y
r—ay(@a—v B A —BRE TN 0, Ry N —7 o ey STy Y —
NIRE T RAA 167@7@%:@ VT LSBT IV —ah PC
= ETEITEN T DIGE L, [A %) (Enabled) ] Z28RL £9-, ZOHiE

i F45121%, PC Voice VLAN /\0)7?‘{?%%75 INTTHVERHOET,

PC Voice VLAN ~D 7 7 A
(PC Voice VLAN Access)

T IAAED PC AR —MIERRSINTZT A AZHRAAVLAN ~D7T 72 A%
T[T HMEINERLET, RAAVLAN 77 B AZENCTHE S
TS PC TRAAVLAN EDOT —H 5655 TV ET, F2. 7
NNARZ LS TEZEENTZT —H% PC TRIFTAHAIEN TERLRVET,
777°)/7~ /a/75>7/\/{7<0>1\774 /7%%%5’)/7‘@“6% HdH5H PC T
FATSNTODE AL, ZOKEE [FA %) (Enabled) | ITRELE T, ZibIC

[ =) N2/ iockt)\ﬁi’)ﬁ Vir—avd SO Ry NI —7 =4
VT IR =T ORI ENEENET,

PC R —hDVE—hg&E (PC Port
Remote Configuration)

T INAAD PCIR—PDHE LT 27 L7 AD)E— R ELZTFAILET, =
L, T AR L TOTFERREIVLE LI ET,

ALy F R —FDUE—hI g%
Port Remote Configuration)

7€ (Switch

F IR ZDAA T R—LDREE LT 27 Ly 7 2DV E— R EEX T AL E T,
UL, T AR ETCOFEFREIVBEBIESNET, ZOR—MEETDHE,
T INAAD Ty NT— T HEGEIN FO N D AT REME D3 D Z HIZIEREL TIESW,

Cisco DX S U—RX UA¥L A LAN EBTAR




Unified CM £t &2 D # H (Detect
Unified CM Connection Failure)

ZD74—/VRTIX, Unified CM/SRST D/ 7T DT INAAD T =—
IV — R—NIE AT AFTO IO AT 7 T 5., Cisco Unified
Communications Manager (Unified CM) ~D e R E 2/ 35 7"_25?’)0)
BEDRREZ R ELET, BR7efEIE % (Normal) ] (Unified CM #2f5EfE
DIFHEL AT I L — N CHADRK ) 7213 [4E (Delayed) ] (Unified CM
Pt D7 = — VA —/N—D @ LB 4 {iODiE**@T@%%EO)*’\Hj) i
ELET, Unified CM #f5t—7 — O mndaEak O 7260 1213, [FE4E (Normal) |
ZIRUET, B a L CEHEH 75728 _7:~/I/ﬂ‘~/\~%/)‘bﬁ*3
D EA L, [ERAE (Delayed) | 23R L £9°, [#E%E (Normal) | & [FE4E
(Delayed) ] @%ﬁiﬁ_*’\ﬂj@fﬁ?ﬁﬁﬂ#%ﬁ@% EE ’W{K@”Z)%i@(@ﬁ
BTG TRV ET, Ziud, AfA— ro MERICE T AS I ET,

T 7 A/Vh = fZE%E (Normal)

Gratuitous ARP

T 734 A7 Gratuitous ARP 2705 MAC 7 RL A% 28 50850 7R L
F9°, Gratuitous ARP #52(5T 57 /A AREREZ BN T 5L, ZO A%
o TERAN —ADE=FI T BLOGREEITIT 7V — ar 03 H6E
L7720 FET, FE=HVTHREDN LB ELL WG AR, ZOREL A
HLFET,

Cisco Discovery Protocol (CDP) : AA
w7 78— (Cisco Discovery Protocol
(CDP): Switch Port)

BEE T SAADAA T R—hD Cisco Discovery Protocol (CDP) ZH %)
FIAFESNZTEDIDITLET,

Cisco Discovery Protocol (CDP) : PC
AR —h (Cisco Discovery Protocol
(CDP): PC Port)

BHEE T SAAD PC R —h? Cisco Discovery Protocol (CDP) = ) £7-
XN Z TEDHIDICLET,

Link Layer Discovery Protocol -
Media Endpoint Discover (LLDP-
MED) : A7 A —h (Link Layer
Discovery Protocol - Media Endpoint
Discover (LLDP-MED): Switch Port)

FEPIE N T S ADAA T IR— DY 7@k 7 a =L (LLDP-MED) %
HNEITENCTELINTLET,

Link Layer Discovery Protocol
(LLDP) :PC 78 —h (Link Layer
Discovery Protocol - (LLDP): PC Port)

BWHEINT XA AD PCAR—hDY 7 @R 7 k=L (LLDP) 24 #h%£7-
TR TEAIIICLET,

LLDP 7t&>hID

BHEEIT Vo rERE a2 L H O T YN ID AR ETEET,

LLDP & JiU{E 5C £ (LLDP Power
Priority)

BHE L VR TV O ERESEAR T TEET,

) ra = —ar (Power
Negotiation)

EHEIL, By m—rar B A E R cEE T, BRI v —
T arEY IR =L TCODAA TN T NAAR RS- XIC, BTV

T—ral e ERIILET, — . AT NEHRIT = —va ks
LTCWRWEGEAIE, 7278V VOEE PoE TRATDHIIC, Iy o—
AR BT M ERHY ET, BRI — v a B RE N D

e, 7T A ADT 7Y OERE K 12.9W £T EIFAZENRTEET,

H &7~ — A #( Automatic Port

Synchronization)

BRECPCAR—MBLV SW R = FUHE R LT 27 Ly 7 ZIZRHT
LHTLEAMMILET, ABIRIT L == MICRESN TR — M2 N R EZ
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802.1X B3 (802.1x Authentication)

802.1x B RED AT —H AZ R EL T,

# ¥ VPN (Always On VPN)

WAZT /A A VPN AnyConnect 77 A 7 M L)L, Cisco Unified
Communications Manager DX JE i 70 VPN 717 7 A )L CHifi 2 L35
MEIPERLUET,

F A A FIZ VPN 782D — R &R AF
(Store VPN Password on Device)

ZDIRTA—H[L VPN /SAT—R BT SA R ARAFTE DN EI D EHIEL £
9, ZOMEIL SAT —R K Gt GEEE CEX D IR ESITWODIE AT D H
EREIET, B2 TV AL, =—F D VPN /SAT—R R AEY
(ZPRAES I, RO CRBIICTFEESNET, 727250, 7/ A AD Fi
BIFIL, VPN SR —RZF AT THLERHDET, AN /e-> T D5
BlE, =D VPN /SAT —R BTSSR AFS I, FRREIR D PREFS I
E3

Z—WEF VPN 7 a7 7 A /L OFFA]
(Allow User-Defined VPN Profiles)

ZDRFGA=HL, —HH AnyConnect VPN Client Z{# L C VPN 7=~
TANVENERL TEDLNEIDEHIEHIL E3, BRhZ T 5L, =—H X VPN 7’1
T AN ERTTEEE A,

[T 2 7 A3 A B (Require Screen
Lock)

ZDNFGA=HX, T AR ECTHE Y7 BB NEI R LET, [2—
48 (User Controlled) ] 2MBINSILTCWDGEE . T /3 A Al =—H PIN F/=
[ZNAT—RDO AT &L ER A, [PIN] BELW [2XAY —K (Password) | 4
T ar Tk, WOy Y EZfRERT 5720 D/SAT —RE AT 2H0ERHYE
T [PIN] 1TEF-D/RAT =R T, D7l A HIDRIDMETT, [NAT—
K (Password) | 1ZHEL T-D/SAT —R T, D7 bt 4 SCFTRERS AL, 1 30T
FEFLS 1 SCFFIR LT DRERHVET,

B2 ZA LT 7 O e KA
(Maximum Screen Lock Timeout)

T NA AL > CHEE 2 BB 7 SNDETOR KT ARV ZF H
ALCRLET, By SbHE, B Oy 7 Z R D2 — X
AT —RNERENFET,

FYRAT VA DA DRGEZNE
2% 5@l (Enforce Screen Lock During
Display-On Time)

ZDXTA =X, Cisco Unified Communications Manager Cix & =417 1] fH]
BHT A AADRTY ISRV 22— PR EE R R TINHDT N
A A% BB TE5, s 7eay 7 R —24efUEd, (EE%. 7
NARFRI Y —D BRI STy I L, HERDI2 N2 — R T 722952
CEEET, TAAMRIL, BHEEITEAIRABDOTZ0 O —FHIE O F8#ia
7 X T var (BIRRS ) ZHICHR— L COET, TAAA L, 2—H0
WO HIRFIZ PIN//SAY—RZ AT HE Ty /SN EFLERVET, [+
Y (ON) : T A AL EB M P £33 T A AT VA ST RZ O BT ay 7 &
NET (T 7AHNVRRIE) . [A7 (OFF) |: T /3 AL, TAAT LA AT REZ &
TAXEBRFRZ O, EIREN TS B A/IFZIER IS Ty /&
nET,

HFA— VP OT A ADEYY
(Lock Device During Audio Call)

BRa—IANRNT 7T 47 ORI, BHE T, TrEa— LRI XEmaFd DF
FIZTHIH M E 22 PIN 58| 7 A ~—% A4 — "—FA R T&ET, WiH=
7 BA—ITEFEa— LN T L, XA ~—OR A2 LA 02720
ij‘o

Kerberos 7 —/3 (Kerberos Server)

Web 7'2%-3 Kerberos DFRiEY—/3,

Kerberos L /L..s(Kerberos Realm)

Web 7'm%3 Kerberos DL /LA,
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1 —R H#—/3(Load Server)

TN AIN BFESITND TFTP B — 3Tl U — % L <.
Ty—AUxT a—RLT T T —RERE T AR LET, 204 T va
VTN, T =TT DT T 7L —RIEHENS e — L =B EL
T, HFIZ WAN 2 L7277 v 77 L —R DA A A= L [E S92
EINTEET, = "DOFRANMEFITIP TRLAZ A SLET (FEHED [P TR
LA AR EHEHLET), FEESNDY— T TFTP H—E A% LTl D
MENHY | TFTP /SAIZa—R 77 A /VINRETT, B—F 77 A /L3 /L Oh
SRV E . B —RNA A=V ENF T e T 73 AL TFTP — N2 &
ALIRENFR Ay ZOT4—NARINZEHADOEEOHE . T A AT ESN
72 TFTP — &L Ca—F 77 AV EBILOT 77 —RERELET,

IPv6 7—R —/X(IPv6 Load Server)

RSN TEFRSILTCWD TFTP Y— 3 Clidzel, RV IPv6 — "2 L
T 77 —LU=TOa—Re7 7 7L —RE BG4 52 R ET, 204
Trar I, 7r—U=T OT 77 L —RIEHENSE— )L [Pve Y —
NEFREL T, FRZ WAN 20 L1277 7 L —RO8E12, A AR—/L[a#L
RO TIENTEET, = _"ORAMEIT IPv6 TRLAZ AN LET
(BEYED IPv6 TRV AR AL ET) . faEs Do — N TFTP —t
AxFITLTOWDHERHY | TFTP NAICE—R 77 A LN HE T, m—R
TrANPRRODLIRNGE | B—RBA A= L SIVER A, BT
TFTP % — VX AL I hSIVER A, ZOT7 4— NV RNEHOEEOH A, &
SRR ESNE TFTP Y — 2L T —R 77 AV BLOT v 7 7L —
RZESFLET,

v 77— AU 7 A (Peer
Firmware Sharing)

PPID, Y7 Xy bNDOH—DT NAANA A=Y T7p—LT7xT T7A/VE L
FLTCETICERETHIENTEDID BT VYV — BT A A—VEEER I E
TIT N LT, ZORER, TFTP #HkiE4 KL . 77— 0 =7 7 v/
T —RIZHh DR AR L £77,

17" H—,3(Log Server)

g A=V DEERERDIT—F VAT LD IP TRV ALR =R EL
7,

[Pv6 22" #— 3 (IPv6 Log Server)

Ry Ayt —VOEFERLRDYE—F VAT LD IPV6 TR ALK — i
ELET, BT

[XXXX:XXXX :XXXX:XXXX: XXXX:XXXX:XXXX:XXXX |:ppppp@@options T4, options
1L base=x;pfs=y; LV \IIE T, base [HOFIFHIL 0 ~ 7 T, pfs EHOFiFHIX
0~ 1TT,ZD2OD/N\FA=HIA T aTH, pfs £7213 base I E
Lo 12356 pfs 137 74 /VMED 0 ([ZFRESAL, base 137 7 4/VMED 7
(CRESNET,

n” O7'v7 74 (Log Profile)

FHAERSINIZT Ny av RE)E—FTEITLET,

Web 77 % (Web Access)

ZDIRTGA=HE, T /RA AN Web 7T NBOEEG & FF v 3570, F£720%
BID HTTP 7747 EbO$ERi & 7T Al 3 5 EO0ERLET, 7 /3 AD
Web H— BEREZ BN T D&, T A ADNE Web _X—~D7T 7 A
N7y SET, ZOR—U T, MEHEHBLORERRE R L £
7", QRT (Quality Report Tool) 72X DREREIL, T /S AD Web ~<—|ZT 7
TALZRWE, IELSEMEL $8 A, ZOREIL, Web 77 B AITHEIELT-,
CiscoWorks 2000 72 DY —E 2T YT 7 FVr—a b L £97,

SSH 7 7%~ (SSH Access)

ZDINTA=HE, TS AD SSH #fi e T ADIEIERLET, 7
INAAD SSH Y — M BEA TN DL, T A ANDT 7 BAT T vy /&
hij‘o
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Android Debug Bridge (ADB)

DT AKX, T /31 AT Android Debug Bridge (ADB) A 20 £7-1%
R LET,

~/)LF 22— (Multi-User)

ZDORFGA=HL, v N T =W T A ATHMNIT L0, BT 50%
RUET,

FKHADFEMTCOEDT TV r—ay
%7 7] (Allow Applications from
Unknown Sources)

ZD/RTA=HE, URL 5, HAWTE A A—IV A AF N Ay —
(IM) | F£721% Secure Digital (SD) 7 —F#& 1 T} Ht>72 Android /3> —
Y (APK) 75, =W Android 77V —ar & T /NAR BIZA v AR—
JVTELINEIDEHIEL ET,

Google Play 2607 7V r—a%
717l (Allow Applications from Google
Play)

ZDRTA=HE 2—H3 Google D Android Market 7>% Android 77U/ —
LA A ANV TELMEI DAL £,

Cisco UCM 77V —3ay 7747
DO ZHY (Enable Cisco UCM App
Client)

ZDNRIA=BNZX, T IV r—2ay IIAT NN T SAA L TEWETH0E 9D
%L F 97, Application Client 238 %D 54, Cisco Unified Communications
Manager 7oA L AN— VLT TV —a iEIRTEET,

1 FuA A— (Background Image)

ZDONRGA=HL, T ITAHINIDBER T 7 AN EIRELE T, ZONTA—REH
T D, BEETT D, BIEHEOBERY AN~D =R — 7/ v 2%
N CTXFET,

{257 112~ (Company Photo
Directory)

ZDORGA=ZF T A AN =T EREL T, FOa—PI|ZEMITON
G A B 57-0 D URL 2 ELET,

IAARA—=)V = (T T A~V)
(Voicemail Server (Primary))

TIA<Y) BV 2T IV IRA AA— )L P — SORAM 72T IP TRL A,

RAAA— L =X (R T )
(Voicemail Server (Backup))

NI T T B aT IV RAAA—IL P — ROKRAN ET-IT IP TRL A,

TVEBRETF Xy hDY— (T FA
<) (Presence and Chat Server
(Primary))

TIA<) FL PR P —RORAMGEIL IP TR A,

TV RBUREF v b DY —DIAT
(Presence and Chat Server Type)

ZDRTA=HF, [V B AETF v b — /3 (Presence and Chat Server) |
TA— VR THRESN TN — DI T 2R LET,

TVEBUARETF Y DT A
4 (SSO) K A1 (Presence and Chat
Single Sign-On (SSO) Domain)

WK DT N A A (SSO) §RAEE S 3572812 Cisco WebEx
Connect Cloud TEHEINAZLH—TTFTA X RKAL L,

~/LF =— URL (Multi-User URL)

TDORGA—RT, I AT gy BE YT 4 — 0 URL #38EL£7,

AL — PIR—=FDEF A=V TR
LA (Email address for customer
support)

=R RRAN EDOTRIBEL AR —R Y — L S RIEL R —k 77 AL
BEETHEREE A A=V TRLAZERELET,
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DX650 BB DOF 7 a Tk ERY TT,

Power Save Plus DA %{t. (Enable
Power Save Plus)

Power Save Plus #HEA BN T DITIE, A Y a—)L T, BifkDEIR A4~
2T D HAZERLET, Ctrl F—%2 L7225 HEZY- /7@‘5&\ Power Save
Plus #1795 HEZBHGEIN CEET, 774V NIT+8—7 LV (RE H 72
L), Power Save Plus E—R TiX 1 DDOF—% A SELEFOE DR S
*7, & ﬁﬂ‘é@%@fﬂ@ﬁ% IZ. Power Save Plus ‘E— R TlEA4 7| fcﬁ@i@”o
Power Save Plus E— R, [FEaEtZ 4129 5] (Phone On Tlme)] L[E
1%%’5’2]‘7 N VYRS (Phone Ofleme)] T4—)VRTHRESN-HM, & ﬁ%%’i’
WZLET, ZOHIMIL, @H %%@L%@@ﬂq RFRAN T, ﬁkﬂf(b )
3\’* a— Rl E uﬁ%%?ﬁ) B ARV ET, ST TNDF—%
FL, RO BRI A SN, SERICEMERTREIZZ2 D ATIC Unified CM (2
RS ES, HEHE—R i“77ﬁ‘/l/l\“f4f‘f§d]“(ﬁ‘o ZOT74—VRDH%E
IR HE RO, B9 OFEZ R Tl ENN R R SVE T, Power Save Plus %
HNCTHIET, ZOBM TR ESNTRIFCFEEBELET,
Power Save Plus E—FR ([£—F ) AN THLHHITL, E—FIZREINTc=
RARAME, BRI — LV TITEY T, AT UR a— L DOZENTEEE
Poo ZOF—REIFIRT DL ROFHICFEBELIZbD LR RSN ET,
(DE—RBAETHLHM, Baa—na— Loz HORBEGiEEZET%E
Fo THETARLERHVET, (ID VAUIZOE—ROBRIULAL T D E
FEAVWEEA, ZOT—REENTTEIEE. BEEOEETIT>CNEE
EET, D) a—, BE BLOZOMIZHOWT, ZOF—FEAMICLZS
BOREE 2 —FICT R CBEHTHLERNHET,

Bl A A 23 D] (Phone On

Time)

D7 4— /LR TIL, [Power Save Plus DA %h{l: (Enable Power Save Plus) ] U A
kN ARy 7 A TERS AL B I BB B RS A NS DA 2R EL £,
W% % 24 B E T AL ET, 00:00 124/ 0 B2 R L ET, 72E21 i‘ ﬁF
Al 7:00 (0700) (2 FEaHRE% H BIRIIC A ST D120, 7:00 EA D LET, &

B2 7RI 2:00 (1400) (24T HITIE, 14:00 EATILET ;@74@»1\ i
T DA BT 00:00 (2 HEIRICA AR £,

HE kA A4 729 55| (Phone
Off Time)

ZDT7 44— LRI, [Power Save Plus O %1t (Enable Power Save Plus) ] U A
N7 A CIBIRE T B IZEFRE A 7 I DA R E L £ 77, Ry O
THRMZANILET, ZOT4—ARIRT T 7 D6 | BEEHIITRT 0 FF
(00:00) CHENIIICAZIZ/2D ET, (73‘5) [EREMZ A 12 HFREZ] (Phone On
Time) ] N7 727 (F721% 00:00) DA HLL T [BEibkE 47123 D054
(Phone Off Time) | N7 T 7 (721 24 00) D54 EnergyWise “CZ]‘“*/*‘**
TARZRIE ATRRIC L2 BRY | EERRE TIT B A Power Save Plus #hE
W72 EFEDOIRIED eIV E T,

A A 72T DT AR Z AL
771 (Phone Off Idle Timeout)

DT 4—IRIE, T AL ADER %»sz/ TT ARG EIESS (PSE) &2 25K
THETICT NAART ARVKRIEIZ 2o COW DM ER DL HERLET,
DT 4= IVRDOMEIE, IROGETANIRVET , T AAANRRT Y 2—)LiEY
|Z Power Save Plus E—RIZHY, BEFHEHET—)3 Select F—%FHL T, Power
Save Plus E—RZfEBRL7-55 5, [%uﬁ%%’i’ﬂ‘7 (23 %4 (Phone Off Time) ]
i 7L CWD03, Eas M ME T oG, BALES T, 774V MEIL 60 T
3, #PFAIE 20 ~ 1440 TT,
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ZIHDHERED FEAIIZ DUV T, [Cisco DX Series Administration Guide JE7-1Z[ Cisco DX Series Release Notes] a2 ML T
IE&EVY,

http://www.cisco.com/c/en/us/support/collaboration-endpoints/desktop-collaboration-experience-dx600-series/products-
maintenance-guides-list.html

http://www.cisco.com/c/en/us/support/collaboration-endpoints/desktop-collaboration-experience-dx600-series/products-release-
notes-list.html

Cisco Unified Wireless LAN Controller 8 U7t RXR RAVMDERTE

Cisco Unified Wireless LAN Controller 3L 78 A RAU MR E T HEEIL, IROTARTA L 2 HL TTEENY,
o 802.1x BFEZAE T D5 AL, [CCKM] 2 [F%h (Enabled) | 1272 TV DI EEHERBLET
[Quality of Service (QoS)] % [ZF 7 (Platinum) | [ZEX EL £,
[WMM 7KUY — (WMM Policy) | % WL EE5/4 (Required) | IZFXELET,
o [Eyiar®FALT UM (Session Timeout) ] AN T, IELSGRESN TWDI LA TR L LT,
[
[
[

Aironet IE] 7% [H%l (Enabled) ] [Z72 > CWAZ LA MERL £,
DTPC ¥ —h(DTPC Support) ] % [F%) (Enabled) ] IZE2EL £,

P2P (BT —E7) D7 avy 727 ar (P2P (Peer to Peer) Blocking Action) | 8L [/XT Vo7 wF%aT 7y
k Z7#U—5 4> (PSPF) (Public Secure Packet Forwarding (PSPF)) | % 502U &7,

[Z A7 > bERF} (Client Exclusion) | N IELSEHESN TWAI LA MERLET,

[DHCP 7RUREID Y T8 (DHCP Address Assignment Required) | 28502 $97,

[MFP 2717 Mk (MFP Client Protection) ] % [f£& (Optional) | £72i3 [#%) (Disabled) | IZ3¢EL ET,
e [DTIM ¥ (DTIM Period) | %12 IZ3%ELFET,

[75A4 7>k v—K /XF3 7 (Client Load Balancing) | % [#£%) (Disabled) ] [Z5% EL 7,

[Z547 PO HIBREIR (Client Band Select) | % [#£%) (Disabled) | (25X EL £7,

[IGMP 2 X—E>7 (IGMP Snooping) ] % [ % (Enabled) ] \Z5% EL 7,

o LAYIELUT4ZHEHL TWDELEIL, [V AN YT B30V R RYY 7 E—F (Symmetric Mobile Tunneling
Mode) ] AN LET,

e 24 GHz ZfHL TV DAL, [Z2a—b VT 7 /L (Short Preamble) ] A2 £9°,

e Cisco 802.11n 77 BA RALVNAEHL TODGAE L, [Z2FA4T b Y7 (ClientLink) | ZH L ET,

o YIZLU T[T —& L —h(Data Rates) | 7% EL £,

e [CCX ulr—al @i (CCX Location Measurement) | 24302 £,

o WMEZHSUT [Auto RF] ZRELET,

o WMEIZHUT, [HAA(Voice) ] ® [SIP CAC PR —F(SIP CAC Support) | Z% ELET,

o [RAR(Voice) | T [FFT7 4y AR—2I AN w7 (Traffic Stream Metrics) | A 0L ET,

e [E5 4 (Video)] T [T RFIval #2728 (Admission Control Mandatory) | % [#£%) (Disabled) | 7% EL £7°,
e [EDCA 7uZ77A /L (EDCA Profile) | % [ F BL LT 4D FE (L (Voice and Video Optimized) ] [Z5%EL E 7,
o [{KEBIE MAC ZA %1235 (Enable Low Latency MAC) | % [#%} (Disabled) | (2% €L £7,
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o [E/1H#IBR (Power Constraint) ] 7 [#£%h (Disabled) | (272> CWAZ A FERLET,

e [F¥R/Vi@F (Channel Announcement) | 35X [F % R/V Quiet & —K (Channel Quiet Mode) | ZHZhZL£7,
o YEILUT [BANMV—T YR 5 —4% L —F(High Throughput Data Rates) | 5% E L £7,

o TU—ADEMEXRELET,

e CleanAir 77/ —& L= AafllT 72 2 RAU ML TO5E 1, [CleanAir] 240U E 7,

o WMIENZEUT [T HX R ¥ A7 MERE (Multicast Direct Feature) | 5% EL £ 7,

e [7FF 7 (Platinum) ] QoS 71177 /LC, [802.1p ZZ (802.1p Tag) | % 5 ([ZH EL £,

() D) —ar DI FTAT U IBIEFEIEL, AL A LAN LD 7 VY T— "R L LNAE AT, V—/LR T—F
(802.11d) WERN THDHZ L& MR L TSV,

802.1x FRFEAH L CWAEAIX. Ml tX a7 u—I0 72t 25728 CCKM 212 Lttt snE4,

WLAN 5

Cisco DX 2V —XZi%., %] SSID #E0 Y CTHZ LAHELRL %4,

72770 B EEIIE T 4565 Cisco Wireless LAN O RARA L "R —h T2 CEESNT-EBEFED SSID 23& 55
AL D WLAN Z0h0 |2l & %9,

Cisco DX 2 U—XCffi 9% SSID (., FFED 802.11 MR AT 12D B T2 IR ETEET (802.11a DAY,
Cisco DX 'V —R% 5 GHz ik CO AENES A A< BRIO L ET, 2L, 2HOTF vV H TE5H %, 2.4 GHz
HIIIE TWNR LN TT,

[7'a—R%F 3Rk SSID (Broadcast SSID) | Z AN 5L, kT — 7%717‘:%%73 DBINL GBI ST A—H (X 20T 4 7
LT v, JEAIRERE) B TR TONRT A= FE TRET T IR E TED Cisco DX TV —ADFLE CHRIMLHET,

IR 7= SSID 2Mhd LAN IZfE FHEN TR NWZ EE R L T W, SN TV ARA T BB D271 24
TERFEFAL COWDEIE., BEOR AR E/-IZo—30 7 thic, EENBAETLAREMENHY £,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit ‘voice’
o LELD General | Security I QoS I Policy-Mapping I Advanced |
WLANSs
[ 2
e Profile Name voice
Type WLAN
551D voice
Status # Enabled I
Security Policies [WPA2][Auth(802.1X + CCKM)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy [ Bo2.11aonly |
Interface/Interface ( ml
Group(G) e
Multicast Vlan Feature | Enabled
Broadcast SSID # Enabled

NAS-ID WLC5508-1
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X 2T B—0712 CCKM ZFH 9 5121E, [WPA2 KU — (WPA2 Policy) | % [AES] i B bt i A2hic L, 383
F—EFHXAT D [802.1x] & [CCKM] AL T, @iltX=T n— 72/ LET,

ciISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit 'voice'
+ WLANS . . . —— . '
General Secur Policy-M i Adhy d
WANe | General | ity | Qos | y-Mapping
» Advanced Layer2 | Layer3 | AAAServers |

Layer 2 Security & | WPA+WPA2

MAC Filtering2 [
Fast Transition

Fast Transition [

Protected Management Frame

PMF | Disabled |
isabled

WPA+WPAZ Parameters

WPA Policy -
WPAZ Policy I
WPA2 Encryption Waes [JTKIP

Authentication Key M

802.1% ™ Enable

CCKM ™ Enable

new [

WMM RV —I%, Cisco DX TV —RE7213F DD WMM % JED 5 F BIOE T A5t KR A A2 SSID Z1{#
42581205, [SE (Required) | IZFXETHSLENHYET,

WLAN (23 WMM 7547 U NIMEIET D36 . FNHD 7T T U MNIRID WLAN (IR E A28 #HEE L £,

I WMM 77147 L IA3 Cisco DX U —RXE[E U SSID 2 3 2R HH5GE1X, WMM AU —73 [FFF] (Allowed) |
IR ESNTWD I LA MR LET,

[7920 AP CAC] #A%hIZ LT, Qos Basic Service Set(QBSS) #2777 A7 > NI T RANZA XL T,
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CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANSs > Edit 'voice'
— T P . .
General Secur QoS Polic pping Adhy d
WA | ry | [ Lo |
» JE
T Quality of Service (QoS) [ Platinum (voice) a)
Application Visibility [Q] Enabled
AVC Profile | none s
Netflow Monitor | none *|

Override Per-User Bandwidth Contracts (kbps) 18

DownStream UpStream

Average Data Rate 0

Burst Data Rate

ollo||lo| o

o
Average Real-Time Rate 0
Burst Real-Time Rate V]

| Clear |

Override Per-SSID Bandwidth Contracts (kbps) 1&

DownStream UpStream

Average Data Rate 0 0

Ducmrd Pimbn Mobn n n

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit ‘voice'
- LD General | Security I Qos I Policy-Mapping | Adh d |
M Burst Real-Time Rate 0
¥ Advanced | Clear |

Override Per-SSID Bandwidth Contracts (kbps) &

DownStream UpStream

Average Data Rate o

Burst Data Rate

ool o o

0
Average Real-Time Rate 0
o

Burst Real-Time Rate

| Clear |

WMM

WMM Policy | Required 3|
7920 AP CAC # Enabled

7920 Client CAC (] Enabled

Media Stream

Multicast Direct ™ Enabled

MEIZINUT [Byvay #4457V RDE #E (Enable Session Timeout) | 5 EL £7°, &5 /2138 T 4 2 — VRIS Z
VIGDREEZERET D720 By ay A LT UM NI T D0, ZA LT UL R (24 FEH/86400 F072 L) 52 L4 HE
BWLET, MhzT 5L, FMORBAILZRICERSIET N, Byiary XA LT UNGINT DL, 74T hDILT
T NVEEIRNCHRRGEL ., 7747 VN E N2 LT o VEF L QDD E AR T DDICEN L ET,

[Aironet JE5EFEEE (Aironet IE) 12 H 2L £,
[E7Y—E7 (P2P) D7 a7 773 ar (Peer to Peer (P2P) Blocking Action) | Z#E%hZ 2B N HVET,
MENZSU T [ZFA4T MRS (Client Exclusion) | Z 5% EL£7,
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WAL, [AP BB LICEF AT NDTR KT A7 M (Maximum Allowed Clients Per AP Radio) ] 5% /&7 52
EHTEET,

[ 7 F¥ RN Zx¥ > OF#% (Off Channel Scanning Defer) | Z7H 352 LT, A v OFFEIFR]7Z 1) Tl FFEDF
2 IR T DAY RS DT LN TEET,

RAN 2T —h T IV —ar ZHEBEIHE AT 5858 (Web 7TV 07 VPN 728 | F713E LNEN. O W T 7 ) o —
vay (FE T A a— VIR E) O DSCP BN T 78 A BA LV MIARERSIL TN R AT B SEIEA DR 2 —
(0 ~3) &, BRIBANOENF2— (4~ 6) I TANILTET F¥ 3/ AXY U B RE T2 HEIE L9238, Zh
IZEDIBTERNC AT v o ORERE B £,

[DHCP 7RV ZE[D Y4 TLZH (DHCP Address Assignment Required) | 2 5023 AL ENHVET,

[BH# 71 —2%# (Management Frame Protection) | % [{£& (Optional) | 7213 [#%%h (Disabled) | IZ5% EL 77,

100 SVROE —= [FHAT [DTIM Ei# (DTIM Period) ] % 2 THEHAL £,

(74T vk a—R RZ27 (Client Load Balancing) | & [77A47 L ROFRIER (Client Band Select) ] 23 HE2) 2725 T
WO EARERLET,

FT AT (AT AT ByalDAX—E Y (Media Session Snooping) ] #4202 L T SIP CAC i Fl C&5J951275

TEWTEET,

TR =T = T B FATLIRICK T 958, VAT LA LAN #5503 R R s 22 803050 T, [Rr—
VT ENTEFIFAT e B E E (Re-anchor Roamed Voice Clients) ] #5025 A HESRL £97,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANSs > Edit ‘voice'
RS General | Security | QoS | Policy i A ed
WLANs
F Advanced -
Allow AAA Override |_| Enabled DHCP
Coverage Hole Detection  [# Enabled DHCP Server [ Override
Enable Session Timeout [g 86400
Session Timeout (secs) DHCP Addr. Assignment || Required
Aironet TE #Enabled OEAP
Diagnostic Channel |_|Enabled N
S S Split Tunnel (Printers) |_J Enabled
Override Interface ACL 1Pv4 | None % | IPv6 | None *
_ Management Frame Protection {MFP)
Layer2 Acl | None + |
P2P Blocking Action | Disabled . .4 a
MFP Client Protection 4 | Optional  * |
Client Exclusion 2 [CJEnabled

DTIM Period {in beacon intervals)

Maximum Allowed Clients 0
8

802.11a/n (1 - 255) 2

i ing 11 [_JEnabled
Static IP Tunneling _ 802.11b/g/n (1 - 255) |2
Wi-Fi Direct Clients Policy | Disabled  # | NAC
Maximum Allowed Clients ———
Per AP Radio 20 NAC State | None 3|
Flame LAbCnnt Load Balancing and Band Select
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MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANSs > Edit ‘voice'
- V:Vﬂ::  General | Security | Qos i Policy ing | A
b Advamced Clear HotSpot PR Load Balancing and Band Select
Coniigiies - Client Load Balanding 8]
E:f::ui?:;—f:ﬁﬁﬂc) 0 Client Band Select (@]
Client user idle threshold .U ] Bytes et
(0-10000000) Passive Client O
Off Channel Scanning Defer Voice
Scan Defer Priority W el Gl ey Media Session Snooping [ Enabled
uuuoy @ [g @ = Re-anchor Roamed Voice Clients || Enabled
Scan Defer Time(msecs) .100 | KTS based CAC Policy || Enabled
FlexConnect Radius Client Profiling
FlexConnect Local [ Enabled DHCP Profiling O
Switching 2 - HTTP Profiling O
FlexConnect Local Auth 12 Enabled Local Client Profiling
Learn Client IP Address £ ¥/ Enabled DHCP Profiling (]
Vlan based Central Enabled HTTP Profiling (]
Switching 12 T

Cisco Autonomous Access Point (Zxf L TlE, 802.1x saE& 4555 A . SSID IZ open + eap 33K TN network-eap Z 7% E L
SN

dot11 ssid voice
vlan 21
authentication open eap eap methods
authentication network-eap eap_methods
authentication key-management wpa cckm
admit-traffic

Cisco Autonomous Access Point #7A¥L A R AA % —E A (WDS) H— B &R T D613, 15 DX AT DOFEGEN
WDS O E THN 2> TWAZ Ea B L £,

wlccp authentication-server infrastructure method Infrastructure
wlccp authentication-server client mac method Clients
wlcep authentication-server client eap method Clients
wlcep authentication-server client leap method Clients

wlcep wds priority 255 interface BVII

aAvkO—SDORE
Cisco Unified Wireless LAN Controller DR AR D IELSH ESN TWAZ LA LF T,

Cisco Unified Wireless LAN Controller T DR — A L TOAIGEITV 74K (LAG) 28 2L £,
HIID AP v~ /L FF v AN E—REZHELET,
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CIsCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller General
el Name | wLCs508-1
O 802.3x Flow Control Made | Disabled ¢ |
M= LAG Mode on next reboot [ Enabled | I (LAG Made is currently enabled).
Interface Groups Broadcast Forwarding | Disabled * |
~liEr AP Multicast Mode 2 [(Unicast ¢
AETEE G AP Fallback [ Enabled ¢ |
By Fast SSID change | Disabled # |
} Internal DHCP Server Default Mobility Demain Name | VTG-VoWLAN
} Mobility Management RF Group Name | VTG-VowLAN
Ports User Idle Timeout (seconds) | 300
b NTP ARP Timeout (seconds) | 300
» CDP Web Radius Authentication | pap 3|
» PMIPVE Operating Environment Commercial (0 to 40 C)
» IPVE Internal Temp Alarm Limits 0to 65 C
» mDNS ‘WebAuth Proxy Redirection Mode | Disabled * |
Mt aneen WebAuth Proxy Redirection Port o
Maximum Allowed APs 2 o
Glebal IPvE Config | Enabled |
HA SKU secondary unit | Disabled + |

< NVTF XY ANEfE AT 55A0T, [ r—rUb 2 L FFr A T—RDF L (Enable Global Multicast Mode) ] 31T

1. Multicast is not supported with FlexConnect on this platform.

2, Value zero implies there is no restriction on maximum allowed APs.

[IGMP ZX—t"> 7 DA% (Enable IGMP Snooping) | A ZNZ T AL ENHVET,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Controller Multicast

General

Inventory Enable Global Multicast Mode [g

Interfaces Enable IGMP Snooping [

Interface Groups IGMP Timeout (seconds) 60 |

Multicast IGMP Query Interval (seconds) ?

Network Routes Enable MLD Snooping (m]
¥ Redundancy MLD Timeout (seconds) 60
» Internal DHCP Server MLD Query Interval (seconds) 20

» Mobility Management

LAY 3BT AL CWDEE I, [V AN 7 FE YT 4 b RY 2 (Symmetric Mobility Tunneling) 1 % [H %)

(Enabled) | IZRETHMLERHVET,

BRI D=2 Tl AN w7 BFEVT o N RY T IRT T4 VR THINTIRY |

Cisco DX V—XUA¥L X LAN ETAR
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Controller Mobility Anchor Config
General Keep Alive Count 3
Inventory Keep Alive Interval 10 | seconds
Interfaces I Symmetric Mobility Tunneling mode Enabled I

Interface Groups DSCP Value 0
Multicast
Network Routes

Redundancy

v w

Internal DHCP Server

* Mobility Management
Mobility Configuration
Mobility Groups
Mobility Anchor Config
Multicast Messaging

4D Cisco Unified Wireless LAN Controller Z[GICEE VT N — IR ETHHEE . %\ Cisco Unified Wireless LAN
Lk a—FD [P TRLAE MAC TRV AZARZ T 47 FEVT 4 J)V—T A OB EICIBINTALERHE T,

CIsCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller Static Mobility Group Members

General
EnwEnay Local Mobility Group WTG-VoWLAN
Interfaces MAC Address 1P Address Group Name Multicast IP Status
Interface Groups 1cidf:0f:c6:69:a0  10.B1.6.69 VTG-VoWLAN 0.0.0.0 Up
Multicast

fB:66:f2:fa;al:e0  10.B1.6.68 VTG-VoWLAN 0.0.0.0 up
Network Routes

-

Redundancy

-

Internal DHCP Server

* Mobility Management
Mobility Cenfiguration
Mobility Groups
Mobility Anchor Config
Multicast Messaging

802.11 RYFIT—HDEEE

5 GHz ZfE 4 53541%. 802.11a % NI —27 D AT —Z A8 [ % (Enabled) ] 1272 > CWAZ L& RERL £,

[E—=2 E# (Beacon Period) ] 100 ms) [ZF% ELF7,

[DTPC ¥R —k(DTPC Support) | NA N2> TNDZ LR LET,

Cisco 802.11n 77 ®A RAV Ml L CODEEA L, [ZFA4T b U7 (ClientLink) | 236 02 72> CWDI LA fERL ET,
BUIEDVY)—ATIX, [FFRIESNDEKZTA T ME (Maximum Allowed Clients) | 5% E T 52 ENTEET,

WZE (FEA) L—hEL T 12 Mbps %, Vi —h#t 52 ((5) L—hEL T 18 Mbps LA LA R ETHZ L2 B0 L £, 72771
BREEICE S TIL, 6 Mbps Z 4020 (FEAR) L —ReL CTHNZ T AU EN DAL ENHVET,

[CCX v/ —a HIE (CCX Location Measurement) ] A 0L £,
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11a Global Parameters
* Access Points
All APs General Data Rates>**
~ Radios F—
802.11a/nfac 802.11a MNetwork Status ™ Enabled 6 Mbps | Disabled |
CRELELES Beacan Period (millisecs) 100 9 Mbps | Disabled  *|
Dual-Band Radios F tation Threshold R
Global Configuration ragmentation Thresho 2346 12 Mbps | Mandatory * |
(bytes) I
» Advanced DTPC Support. ™ Enabled 18 Mbps | Supported  + |
Mesh Maximum Allowed Clients 200 24 Mbps |_Supported # |
RF Profiles RSSI Low Check (] Enabled 36 Mbps | Supported  + |
FlexConnect Groups F;:f;[)Threshold (-60 to -90 80 48 Mbps | Supported  + |
FlexConnect ACLs 54 Mbps | Supported # |
v 802.11a/n/ac 802.11a Band Status
Metwork CCX Location Measurement
RRM Low Band Enabled
v Mode # Enabled
RF Grouping Mid Band Enabled
TPC Interval (seconds) 60
DCA High Band Enabled

2.4 GHz i 3285413, 802.11b/g/n X "I —7 DAT—H AL 802.11gn INA N> TCNDZ LA MERBLET,
[&—= & (Beacon Period) ] 2100 ms| (2% EL £ T,

aL g FIT TN T AL Y — ITA4T U RNTUATY LA LAN ICAEELRR WAL, T 7B A RA b 2.4 GHz
HREXE T [a—b FVT 7 /L (Short Preamble) | % [ %) (Enabled) | (25X E T 2MENRHVEST, vy FVT7 T D
Kbz a—h VT ITNEHE AT A LICLES T, AT LA R NT— T DT p—< U AN A ELFET,

[DTPC ¥R —F(DTPC Support) | NANI/2> TNDZ LR LET,
Cisco 802.11n 77EA RAL MeAEHL COB5A L, [7T747 b U7 (ClientLink) | 38 078> TV A EEfERLET,
BIEDOV) —2TIL, [FRAISNDHRKRZTA T Mk (Maximum Allowed Clients) | 2 7% & 52N TEET,

TAXY VLA LAN 285585 802.11b DHD I TA T RS2 WNGA L W28 (FEAR) L—REL T 12 Mbps %, PR — x4 ((
BE)L—heL T 18 Mbps X E T HZELaBEIOHLET, 72720, BREEIZE - TIE, 6 Mbps 228 (FEAR) L—R L THZIC
THLENGLGENHYET,

802.11b ZT7A T U RIMFAET DAL, MZH (FEAR) L —hEL T 11 Mbps %, H AR —hkt5 ((15E) L—h&L T 12 Mbps L 1
ERETHUNENDYET,
[CCX v —a  #IE (CCX Location Measurement) | 24 ZhiZ L7,
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CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11b/g Global Parameters
¥ Access Points
All APs General Data Rates**
» Radios
802.11a/nfac 802.11b/g Network Status @1 Enabled 1 Mbps | Disabled |
ED=LLol i 802.11g Support #Enabled 2 Mbps [ Disabled  *|
Dual-Band Radios —
Global Configuration Beacon Period (millisecs) 100 5.5 Mbps | Disabled |
» Advanced Short Preamble ™ Enabled & Mbps | Disabled s
Fragmentation Threshold 9 Mbps | Disabled ™
Mesh (bytes) 2346 P _Disabled  +
RF Profiles DTPC Support. # Enabled 11 Mbps | Disabled |
FlexConnect Groups Maximum Allowed Clients 200 12 Mbps | Mandatory * |
FlexConnect ACLs RSSI Low Check [ Enabled 18 Mbps | Supported * |
» 802.11a/n/fac RSSI Threshold {-60 to -90 _507 24 Mbps | Supported * |
dBm) S
¥ 802.11b/g/n 36 Mbps | Supported % |
::t:ﬂrk CCX Location Measurement 48 Mbps | Supported  + |
- S —
RF Grouping Mode WEnabled 54 Mbps | Supported =+ |
TPC
Interval (seconds) 60
DCA

E—LRAL

Cisco 802.11n 77 ®A RAVNAEAL TO DAL, [ZFA4T b Y7 (ClientLink) | ZH 0L ET,
=L RIE, 1L 2, 5.5, BEOV 11 Mbps DT —# L—F Tl R —rSn T EH A,

7.2.103.0 ZVRTOVY—ATIL, [802.11 Z'r—,3L /X5 A—4(802.11 Global Parameters) | 7 ar L T/r— 3L
12y FRET 7B A BAD 802.11 MR EN— ML CTH A~ DT 78X RAVKT, [FFAT NI
(ClientLink) ] Z & TEET,

YJ—27.2.103.0 TiZ. Cisco Unified Wireless LAN Controller ® Web A% —7 = A A& HL T [Z7TFAT M2
(ClientLink) | Z5% 352N TERLRY, av U RIA L TORRE TEET,

V) —272.103.0 I TlE, IROa~v L REE AL T, T_XTOT 7R RAL NI a— U F-3 A« DT 782 R A
VMNERT L CE — A S RE A A N L E T,

(Cisco Controller) >config 802.11a beamforming global enable
(Cisco Controller) >config 802.11a beamforming ap <ap_name> enable
(Cisco Controller) >config 802.11b beamforming global enable

(Cisco Controller) >config 802.11b beamforming ap <ap name> enable
ROATREMALT, B — LS DBUED AT —F A FR TEET,

(Cisco Controller) >show 802.11a
(Cisco Controller) >show 802.11b

Legacy Tx Beamforming setting.................... Enabled
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MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT

Cisco

COMMANDS HELP FEEDBACK

Wireless 802.11a/n Cisco APs > Configure

¥ Access Points

All APs
- Rl General RF Channel Assignment
802.11a/n/ac
802.11bfg/n AP Name rtp8-21a-apl Current Channel (36,40)
Dual-Band Radios ————
- Admin Status | Enable | Channel Width * 40 MHz -
Global Configuration —
Operational Status up * Channel width can be configured only when channel config
¥ Advanced mode
Slot # 1
Mesh Assignment Method @Global
RF Profiles 11n Parameters (_)Custom
LR e (e Tx Power Level Assignment
FlexConnect ACLs 11n Supported Yes
b BO2.11a/n/fac
CleanAir Current Tx Power Level 1
b 802.11b/g/n Assignment Method (=)Global
» Media Stream CleanAir Capable Yes (Ocustom
) Application Visibility CleanAir Admin Status | Enable + |
And Control * Cleandir enable will take effect only if it is enabled on this band.
Performance Profile
Country
Nurmnb: f Spect Expert
umoer af Spectrum Expe 0 View and edit Performance Profile for this AP
Timers connections
Performance Profile I
b Netflow Antenna Parameters
F QoS Antenna Type [Internal % Note: Changing any ?fh’]E parameters_ causes the Rad{o to b
A—@ and thus may result in loss of connectivity for some clients.
Antenna B E!
c “

Auto RF (RRM)

Cisco Unified Wireless LAN Controller Z{# 4535413, Auto RF TF ¥ RNV EEEBITORTELZEFLTEAINCTAZ
EfEREI N ET,

5 A8 (5 GHz $£721% 2.4 GHz ) ITIS U T 77 BER RA L NDEE B I~V OEN Y CTHEEZRELET,

HEIE AL~V OB TR+ 55 4.

Cisco

OR WLANs CONTROLLER WIRELESS

SECURITY MANAGEMENT

%Ejj @%j(V&}V&%/J\V/\\\}I/%*EEVG%&‘?‘O

COMMANDS HELP FEEDBACK

Wireless

¥ Access Points

802.11a > RRM > Tx Power Control(TPC)

All APs
= Radios
802.11a/n/ac
802.11b/g/n

TPC Version

(::'Interference Optimal Mode (TPCv2)
@Coverage Optimal Mode (TPCv1)

Dual-Band Radios
Global Configuration

¥ Advanced
Mesh
RF Profiles

FlexConnect Groups
FlexConnect ACLs

+ 802.11a/n/ac
MNetwork
* RRM
RF Grouping
TPC
DCA
Coverage

Tx Power Level Assignment Algorithm

Power Level Assignment Method

Maximum Power Level Assignment (-10 to 30 dBm)
Minimum Power Level Assignment (-10 to 30 dBm)
Power Assignment Leader

Last Power Level Assignment

Power Threshold (-80 to -50 dBm)

Power Neighbor Count

@Automatic Every 600 sec

()on Demand Invoke Power Update Once

'C'leed 1

'WLC5508-1 (10.81.6.69)
20 secs ago
I ]

-65
3

General

5 GHz 225813 AN TEF ¥ RAEE R KT 12 F v 2Tz 2EOTF v 1V a A% v T 5101235 4E

DT TR RALMEHOIRIED A HEM: & [AkEd HZ LA HERE L F97,

Cisco DX v —X
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L AIBD 802.11n TV B A RA LAl 584 . 5 GHz F v 1 /UIEIE 20 MHz £7-1% 40 MHz (26 L CRRETE £,

CIsCo

MONITOR WILANs CONTROLLER

WIRELESS SECURITY MANAGEMENT COMMANDS

HELP

FEEDBACK

Wireless

¥ Access Points
All APs
« Radios
B802.11a/n/ac
802.11b/g/n
Dual-Band Radios
Global Configuration

} Advanced
Mesh
RF Profiles

FlexConnect Groups
FlexConnect ACLs

¥ 802.11a/nfac
Metwork
= RRM
RF Grouping
TPC
DCA
Coverage
General
Client Roaming
Media
EDCA Parameters
DFS (802.11h)
High Throughput
(802.11n/ac)
CleanAir

2.4 GHz ZfEH 4 5%46 . DCAVARNTIET vV 1, 6. BEIO 11 IZiFz2AcL£7,
2.4 GHz #48, A AT HeZe T v 2L OB RO TSI, 40 MHz 125 L7 2aflod 802.11n 77/ B A RA L M

802.11a > RRM > Dynamic Channel Assignment (DCA)

Dynamic Channel Assignment Algorithm

Channel Assignment Method

Avoid Foreign AP interference
Avoid Cisco AP load

Avoid non-802.11a noise

Avoid Persistent Non-WiFi Interference

Channel Assignment Leader
Last Auto Channel Assignment
DCA Channel Sensitivity
Channel Width

Avoid check for non-DFS channel

(®)automatic

(_Freeze

Interval:| 10 minutes + | AnchorTime:| 0 & |

Invoke Channel Update Once |

(_OFF

™ Enabled

("] Enabled

™ Enabled

("] Enabled

WLC5508-1 (10.81.6.69)
401 secs ago

| Medium #| STARTUP (5 dB)
()20 MHz (&) 40 MHz ()80 MHz

| Enabled

DCA Channel List

157, 161

DCA Channels

36, 40, 44, 4B, 52, 56, 60, 64, 145, 153,

3584 Th. 20 MHz 1213 2.4 GHz F ¥ R VAR ETAHZ LA HERL T,

Cisco

MONITOR WLANs CONTROLLER

WIRELESS SECURITY MANAGEMENT COMMANDS

HELP

FEEDBACK

Wireless

¥ Access Points
All APs
+ Radios
802.11a/n/ac
802.11b/g/n
Dual-Band Radios
Global Configuration

» Advanced
Mesh
RF Profiles

FlexConnect Groups
FlexConnect ACLs

b BD2.11la/nfac

¥ 802.11b/fg/n
MNetwork
+* RRM

RF Grouping
TPC
DCA
Coverage
General

Client Roaming

Media

EDCA Parameters

802.11b > RRM > Dynamic Channel Assignment (DCA)

Dynamic Channel Assignment Algorithm

Channel Assignment Method

Avoid Foreign AP interference

Avoid Cisco AP load

Awvoid non-802.11b noise

Awvoid Persistent Non-WiFi Interference
Channel Assignment Leader

Last Auto Channel Assignment

DCA Channel Sensitivity

@Aukomatic

(_Freeze

+ | AnchorTime: | ]

Interval:| 10 minutes

Invoke Channel Update Once |

(_OFF

™ Enabled

| Enabled

™ Enabled

| Enabled

WLC5508-1 (10.81.6.69)
482 secs ago

| Medium | STARTUP (5 dB)

DCA Channel List

1,6, 11

DCA Channels
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ﬁﬁﬁfré BT T 5 GHz £7203 2.4 GHz IZX4 AT v 7 TV BIOEEE OB Y CEM T 57-0, Zo—
VIR ELOLE % DT 72 A IRA L IIMEREND IR ETEET,

BhinZ DD T 72 A KA M Auto RF (KL CTHNCL T, EFICERESN TNDT 7B A RAV M [aliE c& £,
ZORREF, I TNICHHR R T EE T 25 A IS T,

TAIBD 802.11n TV VA RA L NeAER T 5854 . 5 GHz v % /VIEIE 20 MHz F721% 40 MHz (2% L T E T £ T,
F ¥V R T4 71E 5 GHz 2L COBGE IO AT BEIDLET,

vl
CISCO MONITOR  WLANSs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK

Wireless 802.11a/n Cisco APs > Configure

¥ Access Points
All APs

= Radios

General RF Channel Assignment
802.11a/n/ac
802.11bfg/n AP Name rtp9-21a-apl Current Channel (36,40)
Dual-Band Radios
- . Admin Status | Enable | Channel Width * 40 MHz  ©
Global Configuration I
Operational Status up * Channel width can be configured only when channel coniig|
¥ Advanced mode
Slot # 1 .
Mesh Assignment Method (®)Global
RF Profiles 11n Parameters /Custom
SR I A Tx Power Level Assignment
FlexConnect ACLs 11n Supported Yes
¢ B02.11a/n/fac
CleanAir Current Tx Power Level 1
» B02.11b/g/n Assignment Methad (®)Global
» Media Stream CleanAir Capable Yes ()Custom
» Application Visibility CleanAir Admin Status | Enable % |
And Control * Cleandir enable will take effect only if it is enabled on this band.
Performance Profile
Country
Numb: f Spect Expert
urmber of Spectrum Expe ) View and edit Performance Profile for this AP
Timers connections
Performance Profile I
b Netflow Antenna Parameters
F Qos Antenna Type [ Internal % | Note: Changing any ?F the parameters_ causes the Rao‘f'o to b
A— g and thus may result in loss of connectivity for some clients.
Antenna B @
c o

547 A—3Y

Cisco DX U —ATlt, AF v BLOe—I 713, EififkH RICL > ORI L TEES D79 Cisco Unified Wireless
LAN Controller D7 F7A 7 s a—37 ®73 a9, D RE NTGA—Z%2H AL EE A,

a—J)L 7RIy 3 HlE

Cisco DX > U— X%, BI{E, TSPEC (=—/L 7RI g Hl#) 2R —RL TOER A

HAEHOa—v 7RIy a il (TSPEC) X, fhod TSPEC %t 74 7w "SR U HHSR & I 52 L T B8 72 1)
HNTHLERHVES, EF A H D TSPEC ITANI LN TEEN,

[F7 (Voice) | IZXfL T [T Ry av ikl 2H (ACM) (Admission Control Mandatory (ACM)) | 23H ZhIZ72 > T D5
A, Cisco DX VU —RATH—F 4 7y NEET 7 AR — AOBSENANLZ UP6 (5 7) oA —T 4 A B H=a— L
D EVRNESENANL (UPS B 7 ) I FIF AR ERHDET,

HFHEOa—)L 7RIy ar filillN B2 TODEE . IR EIRIEZ 3 E L, i 7T 2%/ C5 7215 2.4 GHz
OD%%E—iS/?“%ﬂZ@OﬁUA%E&ELiﬁ“

KT AR REIRIE DT 74 /LR EIL T5 % T 2095 6 % 132—30 7 7947 VM FRISN TOET,
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=37 ITAT NI PRI O — 7 g O FIZHI RSV EE AN FOMORHIEIES T X THEHIN TS
Lalgz., o= 7 #E I —0 7 7947 NI AR E O R A TR L ET,

CAC AN THEE 1, [AFTX—RD CAC (Load-based CAC) | NARN THHZ &R L £, ZOREREIL Cisco
Unified Wireless LAN Controller T I C&X £ 23, BRAEDEZ A, Cisco Autonomous Access Point 777 4 — A TliEfif
HTEEEA,

BAMR—AD CAC 1. TR/ EOTRTCOTRILXF—2EELET,

TSPEC NEEV R —FSL TR | SIP CAC WMl TEET A, WLAN TAT 47 By iary AX—E T2/
TAHVLENHDET,

TSPEC Z VAR —RL TCWRW2D TG T 407 AR —25 AR 7 (TSM) 13 R —hEICWOER AN, DRI T AT R
[FICHAE AL CWA5E . ZOMEEE /N TEET,

SIP CAC (%, FV AN — LD EF 7L — AN ELLBEM AT END XL £,

a—RK ~_X—Z CAC % SIP CAC L L, T _XTCOF v 3/b 802.11 bT7 47 £F % KD RF —%E B L CH A #lfE
TR IR R ESILE T,

AT RN SIP 1818 T TCP & UDP O E B 5 H 32002k -> T, SIP CAC #fEH T 25812, 77 BRA RAMTIE
a—)L TRIv ar HHOFS OSESFA HFEMERAINET,

IFTAT R SIP T TCP ZEHL TN A, T/ EARAUNIAT 4T By ay DAX—E 773 WLAN TH /a8
BULSIP Ty b AX—E 7L FT L E B AR — Al AT BEZR B IR 23 72 W5 B 1 SIP 7L — b % T 7 AR — 4
FATH T AN — ATHEEL 8 A, 2L, Cisco Unified Communications Manager -~ X5 gk D KL A= 35 AT BEME
NHVET,

AT RN SIP 12 UDP Zffi i CTWBIEE . 77 BA BRALME WLAN TAT AT tyiar AX—E U7 INEHREE .
SIP /7 b ARXR—E L7 L, 486 BV — Ayt — V% ITAT U MIRELET, 2O A=V Ry T — B —TF
(Network Busy) | Ayt — LU THEIRS IV, 7T7A T U MRBID T 72 A RA L NZa—30 7 350, £3F0®y a0
a—)L BN T TS ET,

Cisco DX 3V —X|% SIP T TCP ZEHL TV 5720, BIOZ— L Z2E0 M THNRWB AT ¥ RABE D —Th D4,
Cisco DX +U—A® Cisco Unified Communications Manager <~ & &k 73 Ko s Al GEMERHY F9,
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Cisco

Wireless

¥ Access Points
All APs
« Radios
802.11a/nfac
802.11bfg/n
Dual-Band Radios
Global Configuration

» Advanced
Mesh
RF Profiles

FlexConnect Groups
FlexConnect ACLs

* 802.11a/n/fac
Network
« RRM
RF Grouping
TPC
DCA
Coverage
General
Client Roaming
Media
EDCA Parameters
DFS (802.11h)
High Throughput
(802.11n/ac)
CleanAir

[¥F 4 (Video) | T [T Ry al %28 (Admission Control Mandatory) ] % M0 2§24 ERHVET,

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT

802.11a(5 GHz) > Media

Voice \I’ Video T Media \|

COMMANDS

HELP

FEEDBACK

Call Admission Control (CAC)

Admissicn Control (ACM)

™ Enabled

CAC Method 2 | Load Based + |
Max RF Bandwidth (5-85)(%) |75 |
Reserved Roaming Bandwidth (0-25)(%) 3 |
Expedited bandwidth ™
SIP CAC Support 3 | Enabled
Per-Call SIP Bandwidth 2
SIP Codec G.711 s
SIP Bandwidth (kbps) 64
SIP Voice Sample Interval (msecs) 20 -

Traffic Stream Metrics
Metrics Collection [21

BN TOBIEEIL BT 4 7L — LDOEENEN BN RAS =7 3 —hET FIFbinvEd,

Cisco

Wireless

¥ Access Points
All APs
» Radios
B802.11a/n/ac
802.11bfg/n
Dual-Band Radios
Global Configuration

» Advanced
Mesh
RF Profiles

FlexConnect Groups
FlexConnect ACLs

* 802.11a/n/fac
Network
« RRM
RF Grouping
TPC
DCA
Coverage
General
Client Roaming
Media
EDCA Parameters
DFS (802.11h)
High Throughput
(802.11n/ac)
CleanAir

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT

802.11a(5 GHz) > Media

| Voice | Video | Media |

COMMANDS

HELP

FEEDBACK

Call Admission Control (CAC)

Admissien Control (ACM)

CAC Method £

Max RF Bandwidth {5-B5)(%)

Reserved Roaming Bandwidth {0-25)(%)

SIP CAC Support 2

("] Enabled
Static

0

0

Enabled
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HEODa—L 7RIy a2 AN UG E L, IROBREEZ AN T DUERHVET, ZOXEIL, [show run-config
TRRTEET,

Call Admission Control (CAC) configuration

Voice AC - Admission control (ACM)............ Enabled
Voice max RF bandwidth........................ 75

Voice reserved roaming bandwidth.............. 6

Voice load-based CAC mode..................... Enabled
Voice tspec inactivity timeout................ Disabled
Video AC - Admission control (ACM)............ Disabled
Voice Stream-Size........ccccoceevuvvennnns 84000

Voice Max-Streams.........c.ccceeeerveenenn. 2

Video max RF bandwidth....................... 25

Video reserved roaming bandwidth.............. 6

voice stream-size 33T} voice max-streams DfE (T, M EISC TIROA U REEHL THRETEET,
(Cisco Controller) >config 802.11a cac voice stream-size 84000 max-streams 2
WLAN & T QoS N IEL BV N v 7SN TWAZEZ MR L ET, ZOREIL, RO~ REHFHL TRRTEET,

(Cisco Controller) >show wlan <WLAN id>

Quality of Service.......ccceeveevereennnnn. Platinum (voice)
WMM..oiiiiiiiiiee et Allowed
Dotl1-Phone Mode (7920)......c..ccevvrnurennene ap-cac-limit
Wired Protocol.........ccccvevivieevrennne, 802.1P (Tag=5)

Cisco Autonomous Access Point T2—/L 7RIy alfiliflz G L7256 13, SSID THL T RIvvar O 7 ayy afifEkrd
BDLBERHNET,

Cisco Autonomous Access Point (213, B faf<—AD CAC EEEARN) — LD VR —NIFFEL/RND T, Cisco Autonomous
Access Point T CAC BN TAZEITHERES N EH A,

Cisco Autonomous Access Point {%, 1 AN —ADFIZF IR L TR AR — b YA RI WAL~ A X TE72WND T, CAC 23
FHTHHEEIZ SRTP 3L barge (FIVIAA) ITHEREL £H A,

dot11 ssid voice
vlan 21
authentication open eap eap_methods
authentication network-eap eap methods
authentication key-management wpa cckm
admit-traffic

TIFNMEZAE 222 BEIDLET, 20845 5.5, 6, 11, 12, 310 24 Mbps 75 802.11b/g DAL —heLTH
N2, 6, 12, FB5LTN 24 Mbps 75 802.11a HEL THMNCZD, 6.5, 13, 3L TF 26 Mbps 7% 802.11n HEL THNZRVET,
STREAM HREZ EHEA N T D7, QoS D% E H i D MR T /&R I 72V T [ 75 D {t (Optimized Voice) | 341
THZEZESTEHEMNZTDGE ., BER AT YN R E R 2—IC A TWAIEEMHRLET, 77 /3 vk (SIP)
L BHEDOF 2 — 2 ANDENRHVET, THEMEFEICT DHITIE, DSCP A )72 ¥ = —|Zv v 795 QoS R —%
BRELET,
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a—)L 7RIy ar il QoS OFEAMIZ DUWTIE, ¥k URL IZ&H 5[ Cisco 10S Software Configuration Guide for Cisco
Aironet Access Points]?® [ Configuring QoS| D FA S ML T7ZEWY,

http://www.cisco.com/c/en/us/td/docs/wireless/access_point/12-4-25d-JA/Configuration/guide/cg 12 4 25d JA.html

AT AT DFEETIL, [2=F % Ab T4 UF AL b (Unicast Video Redirect) | B X [V FF ¥ AN XAV I OEZIL
(Multicast Direct Enable) | G 2320 ERHVET,

CIsSCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless 802.11a(5 GHz) > Media
v LRGN | Voice | Video | Media |
All APs
+ Radios
802.11a/n/ac
802.11bfg/n General
Dual-Band Radios : . .
. - Unicast Video Redirect [g
Global Configuration
b Advanced Multicast Direct Admission Control
Mesh Maximum Media Bandwidth (0-85(%)} 85
RF Profiles Client Minimum Phy Rate 1 6000
FlexConnect Groups Maximum Retry Percent (0-100%) 80
FlexConnect ACLs
¥ 802.11a/nfac
Metwork
« RRM Media Stream - Multicast Direct Parameters
RF Grouping
TPC Multicast Direct Enable ™
Bl Max Streams per Radio | No-limit  * |
Coverage
General Max Streams per Client | No-limit  # |
SN Rl Best Effort QoS Admission (] Enabled
Media
EDCA Parameters
DFS (802.11h)
High Throughput
(802.11n/ac)
CleanAir

EDCA /X\T+*—4

i - A2 IG U T 5 GHz 7213 2.4 GHz (2% L, EDCA Y177 AV % [EF BIOE T2 D5 (Voice and Video
Optimized) | 232 EL . [{KBIE MAC % F N2 5 (Enable Low Latency MAC) | #5512 L £9,

fGIEBIE MAC (LLM) 23X ET5&, TV BARAUN T T9h 74— MZEoT 1 23 v hH T2 O A RS 2 ~ 3 [FNTJ
HOT MEEOT —H L — P ENTHLIGAICRENELLBENRH ET,

Cisco 802.11n 77 BA RAL P Tl LLM 13 AR —FESILTWOER A

CISCO MONITOR. WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless

¥ Access Points

All APs General
« Radios
802.11a/nfac EDCA Profile | Voice & Video Optimized  + |

802.11bfa/n
Dual-Band Radios
Global Configuration

Enable Low Latency MAC 1 O

» Advanced
Turn this ON only if DSCP marking is correct for media (RTP) and signaling packets,
Mesh Low latency Mac feature is not supported for 1140/1250/3500 platforms if more than 3 dala rates are
bled.
RF Profiles enanie
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http://www.cisco.com/c/en/us/td/docs/wireless/access_point/12-4-25d-JA/Configuration/guide/cg_12_4_25d_JA.html�

DFS(802.11h)

DFS (802.11h) D& E Tk, F¥ /L% L Quiet E—RZH ML ET,

Cisco DX T U—XClX, XFHE /I OHIENC DTPC 23ME b7 [EBHIFR (Power Constraint) | 3R EDFEIZT
27, 0dBm IZERELET,

Cisco Unified Wireless LAN Controller D it D /3— a2 Tk, TPC(ENHIR) &4 A7 k{gE 12 +a—L (DTPC)
Dl & RIRFICH N THIETTEEREA,

[5* ¥R /Vi@%1 (Channel Announcement) | 332" [ % R/V Quiet & —F (Channel Quiet Mode) | = H 20T 2L E R HY
SN

CIsCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless 802.11h Global Parameters
¥ Access Points
All APs Power Constraint
~ Radios
802.11a/n/ac Local Power Constraint{0-30) 0 dB
802.11b/g/n
Dual-Band Radios Channel Switch Announcement
Global Configuration
Channel Announcement [g
» Advanced
Channel Quiet Mode [Qj
Mesh
RF Profiles

BRIL—FvE(802.11n)

802.11n 7 —# L —NI R (2.4 GHz BX N5 GHz) ZLICRETEET,
WMM NEZMEEITEY WPA2 (AES) 728, 802.11n 7 —% L —h2 i T2 IR ESN TWAZ L2 R L £,

Cisco DX ¥ U—RIZMCS 0 ~ MCS 75 —# L —bDHEPR—FL TWET N, LD EWV MCS L—hME, MIMO 7
TF T —EE TR U HHR B A L QWA 802.11 Z7A T MINMFAET A A T L ary THINZT 52
ETHRIHTEAIDITRnET,

MCS 0 Z 8T HZLaHELEL £97,
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CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11n/ac (5 GHz) Throughput
¥ Access Points
All APS General HT MCS Index (Data Rate 1) SS and VHT MCS Index £
» Radios
802.11a/nfac 11n Mode & Enabled? 0 (7 Mbps) 1 0 [ Supported
802.116/a/n 11ac Mode & Enablea? 1 (14 Mbps) 1 1 @ Ssupported
Dual-Band Radios
Global Configuration 2 (21 Mbps) 1 2 @ supported
1 i 3 (29 Mbps) 1 3 @ supported
Mesh 4 (43 Mbps) 1 4 supported
RF Profiles 5 (58 Mbps) 1 5 ™ Supported
FlexConnect Groups 6 (65 Mbps) 1 6 o supported
FlexConnect ACLs 7 (72 Mbps) 1 7 ™ Supported
~ 802.11a/n/ac - 1 8/ Supported
Netwark
B rrm 1 9 ¥ Supported
RF Grouping 8 (14 Mbps) 2 0 @ Supported
TPC
9 29 Mbps 2 1 Supported
DCA ( ps)  supp
Coverage 10 (43 Mbps) 2 2 @ Supported
Conare 11 (58 Mbps) 2 3 @ supported
Client Roaming
Media 12 (87 Mbps) 2 4 ™ supported
EDCA Parameters 13 (116 Mbps) 2 s @ supported
DFS (802.11h)
High Throughput 14 (130 Mbps) 2 6 [ Supported
(802.11n/ac) 15 (144 Mbps) 2 7 ™ supported
Cleanair
2 B | Supported
» 802.11b/g/n
2 o ™ Supported
¥ Media Stream
16 (22 Mbps) 3 0 @ Supported
» Application Visibility
And Control 17 (43 Mbps) 3 1 @ Supported
oy 18 (65 Mbps) 3 2 @ supported
Thners 19 (87 Mbps) 3 3 @ supoorted
i 20 (130 Mbps) 3 4 @ supported
@ 21 (173 Mbps) 3 5 o Supported
22 (195 Mbps) 3 6 o Supported
23 (217 Mbps) 3 7 ™ Supported
3 B8 | Supported
3 9 ™ supported

IL—LDOEH

T —LOERTEI D MAC Y abhaL F—% 2=y (MPDU) £7/-1% MAC #+—tE & 5 —#% ==y (MSDU) Z—#&C
Il —= T LT NBAN—TF R ED 70D 8T — R =~y R T 57280 D7 oA Td,
MAC 7ubz)L 5 —4% 2= (A-MPDU) DERNIT T 0w 7 OMERINE ZE T30 ERHET,

Cisco DX IV — XD HiABRZ fr w3 57-912, A-MPDU & A-MSDU DR EARD I HHIE T A L2 BEID L ET,

A-MPDU
2= FIAFVT 40,3, 4. 5=AF—T /L
a2—Y FIAFVT41.2.6.T=T4—T )L

A-MSDU
DA FIAFVT 41, 2= A F—T I
D= FIATVT 4 0.3,4,5,6.T=F 4E—F L

Cisco Unified Wireless LAN Controller ® 7.0.116.0 V) —2Tl%, & 74/Lk A-MPDU BX W A-MSDU O EIL. (kD EE
nTI,

A-MPDU
2—Y FIAFVT 40,4, 5=14AF—T IV
a—Y FIAF)T 4 1.2.3.6.7=T 4 &—T /L

A-MSDU

2—Y TFIAFVT100,.1.2.3. 4. 5=A4F—T )
22— TIAFVT 46, T=T 1&—T /L
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Cisco DX U —ZXDOHEIZHIF|Z F ST A-MPDU & A-MSDU DR EZAERTH121%. koa~< U REERHLET,

5 GHz DX EER TET DI, 802.11a Ry NI — 2V ZH I NI, BENE T LEOHOENITHILERNHYET,

config 802.11a 11nSupport a-mpdu tx priority O enable
config 802.11a 11nSupport a-mpdu tx priority 3 enable
config 802.11a 11nSupport a-mpdu tx priority 4 enable
config 802.11a 11nSupport a-mpdu tx priority 5 enable
config 802.11a 11nSupport a-mpdu tx priority 1 disable
config 802.11a 11nSupport a-mpdu tx priority 2 disable
config 802.11a 11nSupport a-mpdu tx priority 6 disable
config 802.11a 11nSupport a-mpdu tx priority 7 disable
config 802.11a 11nSupport a-msdu tx priority 1 enable

config 802.11a 11nSupport a-msdu tx priority 2 enable

config 802.11a 11nSupport a-msdu tx priority O disable
config 802.11a 11nSupport a-msdu tx priority 3 disable
config 802.11a 11nSupport a-msdu tx priority 4 disable
config 802.11a 11nSupport a-msdu tx priority 5 disable
config 802.11a 11nSupport a-msdu tx priority 6 disable
config 802.11a 11nSupport a-msdu tx priority 7 disable

2.4 GHz OFREZFRET DITIX, 802.11b/g Ry T — 7% FANTHENIL , BEENE T LIZOH AN TL2LERHET,

config 802.11b 11nSupport a-mpdu tx priority 0 enable
config 802.11b 11nSupport a-mpdu tx priority 3 enable
config 802.11b 11nSupport a-mpdu tx priority 4 enable
config 802.11b 11nSupport a-mpdu tx priority 5 enable
config 802.11b 11nSupport a-mpdu tx priority 1 disable
config 802.11b 11nSupport a-mpdu tx priority 2 disable
config 802.11b 11nSupport a-mpdu tx priority 6 disable
config 802.11b 11nSupport a-mpdu tx priority 7 disable
config 802.11b 11nSupport a-msdu tx priority 1 enable

config 802.11b 1 InSupport a-msdu tx priority 2 enable

config 802.11b 1 InSupport a-msdu tx priority 0 disable
config 802.11b 11nSupport a-msdu tx priority 3 disable
config 802.11b 11nSupport a-msdu tx priority 4 disable
config 802.11b 1 1nSupport a-msdu tx priority 5 disable
config 802.11b 1 1nSupport a-msdu tx priority 6 disable
config 802.11b 11nSupport a-msdu tx priority 7 disable

A-MPDU & A-MSDU FHFED R EEFE T HITIL, 5 GHz D845 1L show 802.11a, 2.4 GHz D413 show 802.11b & A
HLET,

802.11n Status:

A-MPDU Tx:
Priority O...cooveeieiiiiiieee Enabled
Priority 1...cocoveevvieiieiienen, Disabled
Priority 2....ccoeeveeeiieeeieeien, Disabled
Priority 3....cccoeveiiie e Enabled
Priority 4...ccoooeviiieee Enabled
Priority S...ccceeeveieiiie e Enabled
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Priority 6....c.cceeveevvveeereeninn, Disabled

Priority 7...cooveeviviiieiee, Disabled
A-MSDU Tx:
Priority O....ccceevveeevieeeie e, Disabled
Priority L....cooeeveieieeieciene Enabled
Priority 2...ccooveeviiiiieieeene Enabled
Priority 3...coooveiiiiieiee Disabled
Priority 4....cceevvvieiieeie e Disabled
Priority S..ccoooveeiieiiieieene Disabled
Priority 6......cveevveiiiieieene Disabled
Priority 7..ccceeeveeievieeieeeiee Disabled

CleanAir

CleanAir 77 /0y —%Z## LT Aaflo T 7B A KA MU CBEFO T2 R T 55418, [CleanAir] % [B%)
(Enabled) | \IZ T 2L ERHVET,

CIsCoO

Wireless

¥ Access Points
All APs
« Radios
B802.11a/nfac
802.11b/g/n
Dual-Band Radios
Global Configuration

¥ Advanced
Mesh
RF Profiles

FlexConnect Groups
FlexConnect ACLs

* 802.11a/n/fac
MNetwork
= RRM
RF Grouping
TPC
DCA
Coverage
General
Client Roaming
Media
EDCA Parameters
DFS (802.11h)
High Throughput
{802.11n/ac)
CleanAir

» 802.11b/g/n
» Media Stream

Application Visibility
And Control

Country
Timers
¥ Netflow

» Qos

MONITOR WLANs CONTROLLER WIRELESS

802.11a > CleanAir

SECURITY MANAGEMENT COMMANDS

CleanAir Parameters

HELP

CleanAir
Report Interferersl

Persistent Device Propagation

@Enabled
#Enabled

|_|Enabled

Interferences to Ignore

Canopy

WiMax Fixed | =

Interferences to Detect

TDD Transmitter
| Jammer

Trap Configurations

Continuous Transmitter
| DECT-like Phone
Video Camera

Enable AQI(Air Quality Index) Trap

AQI Alarm Threshold (1 to 100)2

Enable trap for Unclassified Interferences
Threshold for Unclassified category trap (1 to 99)

Enable Interference For Security Alarm

Do not trap on these types

TDD Transmitter

Continuous Transmitter o

DECT-like Phone
Video Camera |
SuperAG

Event Driven RRM (change Settings)

@Enabled

35
|_|Enabled
[ v—

20

@Enabled

Trap on these types

Jammer
| WiFi Inverted
WiFi Invalid Channel

EDRRM Disabled

Sensitivity Threshold NfA

FEEDBACK

(1)Device Security alarms, Event Driven RRM and Persistence Device Avoidance algorithm will not work if Interferers reporting is disabled.

(2)AQI value 100 is best and 1 is worst
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CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11a/n Cisco APs > Configure

¥ Access Points

All APs
- Rl General RF Channel Assignment
802.11a/n/ac
802.11b/g/n AP Name rtp8-21a-apl Current Channel (36,40)
Dual-Band Radios ————
- Admin Status | Enable | Channel Width * 40 MHz -
Global Configuration —
Operational Status up * Channel width can be configured only when channel config
¥ Advanced mode
Slot # 1
Mesh Assignment Method @Global
RF Profiles 11n Parameters (_)Custom
LR e (e Tx Power Level Assignment
FlexConnect ACLs 11n Supported Yes
b BO2.11a/n/fac
CleanAir Current Tx Power Level 1
b 802.11b/g/n Assignment Method (=)Global
» Media Stream CleanAir Capable Yes (Ocustom
Application Visibility CleanAir Admin Status | Enable + |

-

And Control * Cleandir enable will take effect only if it is enabled on this band.
Performance Profile
Country
Number of Spectrum Expert 0 View and edit Performance Profile for this AP
Timers connections
Performance Profile I
b Netflow Antenna Parameters
F QoS Antenna Type [Internal % Note: Changing any of the parameters causes the Radio to b
A—@ and thus may result in loss of connectivity for some clients.
Antenna B E!
c [

AP JIIL—7

AP 7 V—T 13, AT 25 WLAN/SSID, v 7T HNENH LA X —T oA ADIEIN, AP 7 /V—T1ZED L ThnT-
T IR RALNAE T HMEDNGHS RE 7077 A )L T A—=Z IR ETH-OI/ER TEET,

[WLANs] #7 i, HHD SSID BL O~y 7§ H A H—T oA A% 38R LT, 1B (Add) ] 2L £ 7,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs Ap Groups > Edit '"APGroup-1'
p > G > - >
AL General | WLANs | RFProfile | APs | 802.11u
WLANS
¥ Advanced Add New
AP Groups
Add New
WLAN SSID | woice(7) 3|
Interface
JInterface | rtp-9 voice tla
Group(G)
SNMP NAC State |_|Enabled
Add Cancel
‘WLAN ID WLAN S§SIDZ Interface/Interface Group(G) SNMP NAC State

[RF Zu77A /L (RF Profile) | 77 ClZ, HHID 802.11a 7213 802.11bRF 7'u 7 7 A /L3R L T, [#EH (Apply) | L
iﬂ—o

TIRA RARD AP TN —TIFEASIV T EENIMZALNI-GE . BEROwEMA% ., 772 A RALIBRI T — L £7,
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs Ap Groups > Edit 'APGroup-1'
IR | General | WLANs | RF Profile | APs | 802.11u |
WLANs
¥ Advanced Apply |
AP Groups
802.11a | RFProfile-A1l % |
802.11b | none %]

[APs] %7 Tix, HIIDOT 7 BA RA LML T, [AP OB (Add APs) | #fL £3°,
FOWH BINL=T 7 BARA MBI T — L ET,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs Ap Groups > Edit 'APGroup-1'
e General | WLANs | RFProfile | APs | 802.11u |
WLANSs
¥ Advanced
AP Groups APs currently in the Group Remove APs Add APs to the Group Add APs |
[ AP Name Ethernet MAC [ AP Name Group Name
[ rtp9-21a-ap2 70:81:05:77:e4:d2
[ rtp8-21a-ap3 00:22:bd: 1b:Be:6a
[ rtp8-21a-apl cB:9c:1d:f4:65:32

RF 7A274L

RE 7077 A/NWE, T IR RAL DT N—T BER T DM H DB HAI, 7 —5 L —h, RRM B ER EZARE S
DIDITHERLTEET

Cisco DX 2V —ATH A& SSID % 5 GHz #EFRIZO 2l i TE DI T DI LB IO LET,

YERREHTZ RF 7077 A /Vid, AP 7V —F I HENE T, AP 7L — TR EDFEMIZHOWTIE, TAP 7 V—7 | 25 ML
TLIEE,

RF 7077 A VBT 556 . [RF 707 7A/V4 (RF Profile Name) | & [#E#RHRY T — (Radio Policy) | # €39 2/ %
NHVET,

[4E#2RY 3 — (Radio Policy) ] 1Z%fLC, 802.11a £7=1% 802.11b/g Z#IRL £,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless RF Profile > New

¥ Access Points
All APs
» Radios Radio Policy | 802.11a s
802.11a/nfac
802.11b/g/n
Dual-Band Radios
Global Configuration

RF Profile Name | RFProfile-Al
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[802.11] #7 Tlix, BMOT —X L —h ek ELET,

[#%ZE (Mandatory) ] £LC 12 Mbps %, [V —hF& % (Supported) ] EL T 18 Mbps UL EEZH T2 BEOLE T,
72720 BRERIC R T, 20 (FEAR) L—hREL T 6 Mbps BN THMLENDLGENRHNET,

MCS 01X 6 MbPS A RN TRWE RN T 0LENRHY £,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless RF Profile > Edit 'RFProfile-A1"

¥ Access Points

General | 802.11 | RRM | High Density | Client Distribution |
All APs
= Radios
802.11a/n/ac
802.11b/a/n Data Rates! MCS Settings
Dual-Band Radios
Global Configuration 6 Mbps | Disabled = 0 U
[ Supported
» Advanced 9 Mbps | Disabled % |
R 1
——— Supported
Mesh 12 Mbps | Mandatory * |
z Supported
RF Profiles 18 Mbps | Supported | PP
A ——— 3
FlexConnect Groups 24 Mbps | Supported  * | Supported
FlexConnect ACLs 36 Mbps | Supported  + | 4 nmntad
b 802.11a/n/ac 48 Mbps | Supported  * | 5
» - Supported
802.11b/g/n 54 Mbps | Supported  * | 6
b Media Stream Suppogted
7
Application Visibility Supperted
And Control B “
Supported
Country g
Supported
Timers
v Supported
b Netflow PP
11
b QoS S‘[%pported
12
Supperted
it Supported
. o

[RRM] # 7 C, [BRREHL~LDED YT (Maximum Power Level Assignment)] 5L [B/NESILV_NVOEY YT
(Minimum Power Level Assignment) | D1Z7>, i [TPC] BL W A3V vY FR—/L DR H (Coverage Hole Detection) |
ERETEET,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless RF Profile > Edit 'RFProfile-A1’

¥ Access Points

| General | 802.11 | RRM | High Density | Client Distribution |
All APs
« Radios
802.11a/n/ac
802.11b/g/n TPC Coverage Hole Detection
Dual-Band Radios
Global Configuration Maximum Power Level Assignment (-10 to 30 dBm) 17 Data RSSI(-90 to -60 dBm) -B0
» Advanced Minimum Power Level Assignment (-10 to 30 dBm) |11 Voice RSSI{-90 to -60 dBm) -BO
Mesh Power Threshold v1(-80 to -50 dBm}) -70 Coverage Exception(1 to 75 Clients) 3
RF Profiles Power Threshold v2(-80 to -50 dBm) -67 Coverage Level{0 to 100 %) 25

[ % (High Density) ] #7 ClX, [k K774 7 > M (Maximum Clients) ] 383X O [/ FF v AL T —4 L —hk (Multicast
Data Rates) | Zi%X T HZEHTEET,
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless RF Profile > Edit 'RFProfile-A1"
- > v \ " "
< LA General | 802.11 | RRM | High Density | Client Distribution |
All APs
» Radios
802.11a/nfac
802.11b/g/n High Density Parameters Multicast Parameters
Dual-Band Radios
Global Configuration Maximum Clients(1 to 200} |200 | Multicast Data RatesZ | auto  * |
» Advanced Client Trap Threshold2 |50 |
Mesh
RF Profiles

FlexConnect % JL—7

FlexConnect E—RHIZEREINT=T X TOT 7 A RA M FlexConnect 7 /L— 71BN HMBENRHVET,

CCKM Z AL T\A4 13, FIU FlexConnect 7 /V— 7 NDOT 7 EA RALMIa—30 7 ALEIZDH— AL Apn—
LT EFATTEET,

N
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless FlexConnect Groups > Edit 'FlexGroup-1'

¥ Access Points

¢ > > > > \
HlIES General | Local Auth | Image ACL DHCP | WLAN VLAN mapping |
» Radios
802.11a/n/ac
802.11b/g/n Group Name FlexGroup-1
Sl Enable AP Local Authentication2 [ ]
Global Configuration
peanced FlexConnect APs AAA
Mesh
Server IP Address
RF Profiles Add AP —
- Server Type | Primary =
FlexConnect Groups Select APs from current controller [
FlexConnect ACLs | Shared Secret
Ethernet MAC
b 802.11a/n/ac Confirm Shared Secret
Add | Cancel
» 802.11b/g/n Part Number 1812
} Media Stream AP MAC Address AP Name Status Add
, Application Visibility 00:22:bd:1b:Be:6a  rtpS-21a-ap3 Associated [ -]
And Control 70:81:05:77:e4:d2  rtp9-21a-ap2 Associated [~ ]
Country 8:9c:1d:f4:65:32  rtp9-21a-apl Associated [ Eoemugsn Lhdsm L
UnConfigured Unconfigured 0 [~ ]
Timers
UnConfigured Unconfigured Q ﬂ
¥ Netflow
} Qos
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TILFXNRE FALLIF

AT 4T AN — LD E T, [V/VTFX AR # AL 7 MEGE (Multicast Direct Feature) ] # 8 NI T 2L ERHDET,

CIscCO

Wireless

¥ Access Points
All APs
+ Radios
B02.11a/n/ac
802.11b/a/n
Dual-Band Radios
Global Configuration

» Advanced
Mesh
RF Profiles

FlexConnect Groups
FlexConnect ACLs

» 802.11a/n/ac
} 802.11b/g/n

¥ Media Stream
General
Streams

[ VTFFX AR X AL MEBE (Multicast Direct Feature) | 28 202954, WLAN

MONITOR WLANs CONTROLLER WIRELESS

Media Stream >General

SECURITY

Multicast Direct feature ™ Enabled
Session Message Config
Session announcement State || Enabled

Sessicn announcement URL
Session announcement Email

Sessiocn announcement Phone

Session announcement Note

I 7 ar i [QoS] A= —ICFIRENET,

Cisco
WLANs

¥ WLANs
WLANSs

¥ Advanced

MONITOR  WLANs

WLANSs > Edit ‘voice’

CONTROLLER  WIRELESS

SECURITY

' General T Security \| Qos \|’ Policy

Burst Real-Time Rate

| Clear |

Override Per-SSID Bandwidth Contracts (kbps) 1€

0

DownStream UpStream
Average Data Rate o o |
Burst Data Rate o 0
Average Real-Time Rate '0 'D
Burst Real-Time Rate o 0
[ Clear |
WMM
WMM Palicy [ Required ¢ |
7920 AP CAC ™ Enabled
7920 Client CAC ("] Enabled
Media Stream
Multicast Direct ™ Enabled

Cisco DX V—XUA¥L X LAN ETAR

% 7E D Multicast Direct Z G %45
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QoS 7O77AIJL

Zuba ZA7ELT [802.1p] ZIRINTHZET, 4 DD QoS 7’177 A /L (Platinum, Gold, Silver, Bronze) Z#%EL., 7'
T7ANT LT, [802.1p #77(802.1p Tag) | e EL T,

Platinum = 5
Gold =4
Silver =2
Bronze =1

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless Edit QoS Profile
¥ Access Points
All APs QoS Profile Name  Platinum
« Radios
802.11a/nfac DESCI'IPHOI'I | Far Voice Applications

802.11b/g/n
Dual-Band Radios
Global Configuration

Per-User Bandwidth Contracts (kbps) *

DownStream UpStream

» Advanced
Average Data Rate o o
Mesh k k
Burst Data Rate 0 [v]
RF Profiles k L
Average Real-Time Rate 0 0
FlexConnect Groups ; ;
FlexConnect ACLs Burst Real-Time Rate 0 1]

» 802.11a/n/ac
Per-SSID Bandwidth Contracts (kbps) *

» 802.11b/g/n

DownStream UpStream
¥ Media Stream [ |

Average Data Rate o o
» Application Visibility Burst Data Rate o la
And Control T T
Average Real-Time Rate 0 0
Country r r
Burst Real-Time Rate 0 ]
Timers
¥ Netflow WLAN QoS Parameters
* QoS Maximum Priority | woice ta)
Profiles Unicast Default Priority | woice % |
Roles S
Multicast Default Priority | woice s |

Wired QoS Protocol

Protocol Type | Boz.ap +|

802.1p Tag |s
* The value zero (0) indicates the feature is disabled
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Cisco

Wireless

¥ Access Points
All APs
« Radios
802.11a/n/ac
802.11b/a/n
Dual-Band Radios
Global Configuration

» Advanced
Mesh
RF Profiles

FlexConnect Groups
FlexConnect ACLs

b BD2.11a/n/ac
b 802.11b/g/n
F Media Stream

Application Visibility
And Control

Country
Timers
¥ Netflow

* QoS
Profiles
Roles

Cisco DX V—XUA¥L X LAN ETAR

MONITOR  WLANs

Edit QoS Profile

QoS Profile Name  9°!d

CONTROLLER  WIRELESS

SECURITY

MANAGEMENT

COMMANDS

Description

Per-User Bandwidth Contracts (kbps) *

Average Data Rate
Burst Data Rate
Average Real-Time Rate

Burst Real-Time Rate

Per-S5ID Bandwidth Contracts (kbps) *

| For Video Applications

DownStream UpStream
IU | IU |
IU | ID |
IU | IU |
IU | IU |

DownStream UpStream
Average Data Rate '0 | 'D |
Burst Data Rate lo | lo |
Average Real-Time Rate o | o |
Burst Real-Time Rate o | o |
WLAN QoS Parameters
Maximum Priority | video s
Unicast Default Priority | video |
Multicast Default Priority | video |
Wired QoS Protocol
Protocol Type | 8o2.1p + |
802.1p Tag 4

* The value zero (0) indicates the feature is disabled

HELP

FEEDBACK
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Cisco

Wireless

¥ Access Points
All APs
+ Radios
802.11afn/ac
802.11b/g/n
Dual-Band Radios
Global Configuration

¥ Advanced
Mesh
RF Profiles

FlexConnect Groups
FlexConnect ACLs

» B02.11a/n/fac
b 802.11b/g/n
¥ Media Stream

» Application Visibility
And Control

Country
Timers
b Netflow

¥ QoS
Profiles
Roles

MONITOR  WLANs CONTROLLER WIRELESS

Edit QoS Profile

QoS Profile Name  siver

SECURITY

MANAGEMENT

COMMANDS

[
Description For Best Effort

Per-User Bandwidth Contracts (kbps) *

DownStream UpStream

Average Data Rate o | o

Burst Data Rate o | ) |
Average Real-Time Rate o | o |
Burst Real-Time Rate o | ) |

Per-SS5ID Bandwidth Contracts (kbps) *

DownStream  UpStream

Average Data Rate '0 | 'D

Burst Data Rate o | lo |
Average Real-Time Rate '0 | 'D |
Burst Real-Time Rate o | lo |

WLAN QoS Parameters

Maximum Priority | besteffort s
Unicast Default Priority | besteffort s
Multicast Default Priority | besteffort s

Wired QoS Protocol
Protocol Type | Bo2.1p |

802.1p Tag |2 |

* The value zero (0) indicates the feature is disabled

Cisco DX V—XUA¥L X LAN ETAR
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless Edit QoS Profile
¥ Access Points
All APs QoS Profile Name  bronze
» Radios

802.11a/n/ac
802.11b/g/n
Dual-Band Radios

Global Configuration

Description For Background

Per-User Bandwidth Contracts (kbps) *

DownStream UpStream

¥ Advanced

Average Data Rate 0 4]
Mesh

Burst Data Rate 0 [v]
RF Profiles

Average Real-Time Rate 0 0
FlexConnect Groups
FlexConnect ACLs Burst Real-Time Rate 0 a

b 802.11a/n/ac
Per-SSID Bandwidth Contracts (kbps) *

» 802.11b/g/n
DownStream UpStream

¥ Media Stream

Average Data Rate 0 0
» Application Visibility Burst Data Rate 0 o
And Control
Average Real-Time Rate 0 0
Country
Burst Real-Time Rate 0 ]
Timers
¥ Netflow WLAN QoS Parameters
¥ QoS Maximum Priority | background =+ |
Profiles Unicast Default Priority | background * |
Roles [
Multicast Default Priority | background * |

Wired QoS Protocol

Protocol Type | 8o2.1p *|

B802.1p Tag 1
* The value zero (0) indicates the feature is disabled

(¥£)7.5.102.0 VU—RAT 802.1p #7 ~ v 7 NERINEL,
7.5.102.0 VU —R X VAL, Platinum = 6. Gold = 5. Silver =3, Bronze = 1 TL 7=,

QoS Basic Service Set(QBSS)

Cisco DX 2 U— XMW —k7°% QoS Basic Service Set (QBSS) (2%, 3 DD /=T arRNH0ET,

SRAAPHNHRPEL 28— 2 1% 0 ~ 100 DA —)L T 27T F¥y b TEAA(CCA) ITIZEESWN TN RN |
T FAERITE ST, [l x OT 78R RA IO IR EZE(E TS 802.11 T 7407720 5 ESnvEd, D79,
[FICJE Sz 350 802.11 =X —F- X FIEE EShvEE A, i RLEWEIZZ 747 U MUTCERZSIL, 45
ICRESNET,

QBSS (X 802.11e IZHEENTIED, 0~ 255 DA —)L T, CCAIZIESNTWET, ZD7=8, Fr /LD R E IE
EIZERTZENTEET, MALEWVMEIZZ 74T MUTTERZSIL, 105 IZRRESILET,

Cisco DX 2U— A% QBSS #/3—F L MER (0 ~ 255 % 0 ~ 100% |2) AL £9°, VAN A=a—(2, Fv /U R
DIEEL TERSINET,

SAANTRAET S 2 FZO D R—T50F 802.11e N—Ta NS TWET A, T 74 LD KL EVME 105 245 Tk
ETEET,

QBSS D& N—Ta it T/ BA RALMIX LU TUEE T E TEET,
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Cisco Unified Wireless LAN Controller (ZxL T WMM Z AT 5HE, 802.11e /S—Ta D QBSS VANV ET, £
72, [7920 75 AT '+ CAC (7920 Client CAC) | 47> a2 L [7920 AP CAC] A7 > ar b HESNTEY, [7920 754 Tk
CAC (7920 Client CAC) | Zi®IRTHLELATD/N—V g 1 INEZIZZRY, [7920 AP CAC] &R HE AadD/R—T g
2 BWENTARDET, FEI OV TIE, TWLAN QoS O E | # B L TSN,

Cisco Autonomous Access Point TiZ, dot11 phone | £7-1Xdot11 phone dotlle]|ZJ&>T QBSS ANV ET,

[dot11 phone | ZfEfH3 5L, 2 DDV AT R—TarBNA RN/, [dotl1 phone dotlle & 4 25L, 7D CCA /X—
Var(802.11e BEURAT N—Ta0 2) BANI/RDE T, [dot11 phone dotlle) Z AN T HZEAHELEL £,

CisCco

Cisco Aironet 1200 Series Access Point

= RADIOD-802.11G = RADIOT-BOZ.11A =
€03 POLICIES T= ACCESS CATEGORIES \|/= ACCESS CATEGORIES \|/= ADVANCED 1

Hostname sjc21-12a-ap5

Services: QoS Policies - Advanced

IP Phone
SERVICES
Telnet'SsH 00S Element for Wireless Phones : & Enable Dot11e
Hot Standby
oF O Disable
DHE a
E IGMP Snooping
HTTP
T Snooping Helper: & Enable O Disable
STREAM
SMMP
SNTF AVVID Priority Mapping
WLAN
ARP Caching Map Ethernet Packets with CoS 5 to CoS 6: © Yes @ No

WiFi MultiMedia (WMM)

Enable on Radio Interfaces:
Radiol-802.11G

Radiol-802. 114

., |

CCKM B LRBVTDHEIE

T 74RO CCKM Z A DAL TP AEIL 1000 SURPICER ESIVET,

Cisco DX YV —RADra—3 7 =J AR T A% i b 3572012, CCKM #A LAY T EFRAEE 5000 LVFMIZTHHE 5
ZEEBEIDLET,

(Cisco Controller) >config wlan security wpa akm cckm timestamp-tolerance ?

<tolerance> Allow CCKM IE time-stamp tolerance <1000 to 5000> milliseconds; Default tolerance 1000 msecs
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VATDHESEEIEIZHE S T CCKM XA LAZ L T DR LR ETHINE, IRDOa~RaEHLET,

(Cisco Controller) >config wlan security wpa akm cckm timestamp-tolerance 5000 <WLAN id >

I AR T 511X, show wlan <WLAN id> # A /JLE 3, ZHICEY, IRDIHICFERENFT,

CCKM tsf Tolerance........cccocvvveeeveennennn.n. 5000

Auto-Immune

Auto-Immune ( H 2.572%) #AE1X. U —E A4 (DoS) BT T A IRED =D L BTN THI TEET,

ZOMEBERAZNICL T, Voice over Wireless LAN [ZJ > CHA G [ EEZSNAFATEEMNHVE T, FD 728 Cisco
Unified Wireless LAN Controller C Auto-Immune #8E4 N AZ LA HEREL £97,

Cisco Unified Wireless LAN Controller {259 % Auto-Immune 3% €%~ T HIZlL, 22 ha—F1Z Telnet £7-1% SSH TH2
LT kDa~<rReATILET,

(Cisco Controller) >show wps summary

Auto-Immune

Auto-Immune........ccccccevveeieeeeieiinennns Disabled

Client Exclusion Policy

Excessive 802.11-association failures.......... Enabled

Excessive 802.11-authentication failures....... Enabled

Excessive 802.1x-authentication................ Enabled

IP-theft.....ccooveeiieiiieie e, Enabled

Excessive Web authentication failure........... Enabled
Signature Policy

Signature Processing...........ccoeveeeveeneene Enabled

Cisco Unified Wireless LAN Controller (2% 4% Auto-Immune #§REZ SN2 95121, =2 ba—F|Z Telnet £721L SSH T
WL ¢ tkDa~< 2  REASILET,

(Cisco Controller) >config wps auto-immune disable
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WLAN 2> bO—5D B E: EAP & 7E

Cisco Unified Wireless LAN Controller D5 72 EAP g% EDS, IRD TG HRIZHES TR ESI TWADZ LA RGBT DXL E R HY
F9,

Cisco Unified Wireless LAN Controller (Z%} 7% EAP % €4/~ T HIZIE, 2 b2 —T|Z Telnet £721% SSH THEHL T,
WDa< ReEANTLET,

(Cisco Controller) >show advanced eap
EAP-Identity-Request Timeout (seconds)........... 30
EAP-Identity-Request Max Retries................. 2

EAP Key-Index for Dynamic WEP.................... 0

EAP Max-Login Ignore Identity Response........... enable
EAP-Request Timeout (seconds).................... 30
EAP-Request Max Retries.........ccccceveeeueenee. 2
EAPOL-Key Timeout (milliseconds)...........cccceuue.. 400
EAPOL-Key Max Retries.........cccoveeeenneee. 4

802.1x F721Z WPA/WPA2 %fli F 35354 . Cisco Unified Wireless LAN Controller ® EAP-Request Timeout &/ 72< &
20 HTRET DUENRHYET,

Cisco Unified Wireless LAN Controller ¥ 7’7 =7 O filt D/N—a Tl 7 74 /L@ EAP-Request Timeout 7% 2 ~ 30 £
ARSI EL,

Cisco Unified Wireless LAN Controller {Zx%f 9% EAP-Request Timeout # % 89 5(21%, 2> h2—F(Z Telnet £721% SSH
T L T RDa~<r RE A LET,

(Cisco Controller) >config advanced eap request-timeout 30

WPA/WPA2 PSK Zffi 32535414, EAPOL-Key Timeout 7 7 4/L ko 1000 JU 25 400 IUFMIZHESL . EAPOL-Key
Max Retries &7 7 4/VED 2 5 4 [TRETHI LA HEEL £,

WPA/WPA2 % fifi 35454 1%, EAPOL-Key Timeout 33T EAPOL-Key Max Retries D7 7 4/V Ml (12740 1000 SV FD
BLO2)ZHEHL THIELKEMELET 2, 221 400 BLO 4 ITRETHIEAHEREL T,

EAPOL-Key Timeout /%, 1 # (1000 SUF) 2 22 JOIZ L TLIEEW,

Cisco Unified Wireless LAN Controller (2% 9% EAPOL-Key Timeout 2% 9" 5Z1%, 2> h2—F1Z Telnet £72/% SSH T
BefpiL T RDa~ U Rae A LET,

(Cisco Controller) >config advanced eap eapol-key-timeout 400

Cisco Unified Wireless LAN Controller {Zx}7 % EAPOL-Key Max Retries Timeout # % ¥ 95213, 2-ha—7(Z Telnet F
721X SSH T L T, kD~ REANLET,
(Cisco Controller) >config advanced eap eapol-key-retries 4
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TKIP 772 8— ATy — R— LR F T[]

TKIP 7B —A ¥ — E—RIL, T7ERARAEIN 60 FPLLNIZAY B— VST =7 (MIC) =7 —% 2 [BIZ(ET 5L
BHAGENE T, ZOT—RNBESINDE, T VA RALMIZFD 802.11 HHRIZEHEHAHT HLT=d_TO TKIP 774 T >k
DRBFEERERL, BT B — AV — R— VR AT HEE (T 74V NE 60 B) D, 7 74T o N — AR A 712U ET,

Cisco Unified Wireless LAN Controller (2535 TKIP V% — A ¥y — h— LR A TR AZEF 9 5120%, arta—Jic
Telnet F£721% SSH THEEGL T, IRDa~<RE A TJLET,

(Cisco Controller) >config wlan security tkip hold-down <nseconds> <WLAN id>

IR D121, show wlan <WLAN id> & A JJLET, ZAUTID RO IIICFRSNET,
Tkip MIC Countermeasure Hold-down Timer....... 60

Cisco Autonomous Access Point [Z%LC, TKIP h7 L H—A % — A XU RA LTS A TAT U Mk — VKA 712
T EEANILET,

Interface dot11radio X
countermeasure tkip hold-time <nseconds>

VLAN & U Cisco Autonomous Access Point

TAFYLVAGE R BLIOT —ZZ3ED VLAN (27 A MELET,
TAXVL A ITAT L hOY T 2o hE 1,000 RAN R TR0 EE A,

Cisco Autonomous Access Point Zf# 9535513, BEH D A7+~ VLAN Zf# L £7, Cisco Autonomous Access Point
TlX., v /LFFv A 7'aba)LTéh b Inter-Access Point Protocol (IAPP) 23 X1 F,

FAT A7 VLAN [ZDUWTIE, TAPP X7y MR IEF IR IN D Z LM F2 2T 572912, VLAN 113 LW Ea L
Li‘jﬂo

B VLAN IZX LT, T U v X aT ok 74T —F 7 (PSPF) A N> TWDEE . V74T MR FEILT 7
TR RAL M BEES T B2 E X ICE BRI TEARUW 20, PSPE N ERN 72> TWAZ & TEZRL £97, PSPF 24 %024
Lo A —F 4 AT L0 ET,

AN—bF ¥ 2UTF 11Z. Cisco Autonomous Access Point N EFEEERIL CWABAA T R —F TN TAMLENHNET,

LAY 3T DTANHEZTHY . Wireless LAN Services Module (WLSM) 23 EBISIN TWAEEEIZIRY . Cisco Autonomous
Access Point @ SSID i & Ty I —7 ID # N ET,

Cisco DX ) —XDE&5E
Cisco DX 2V —X T Wi-Fi EZMERTHITIE, F— R EXYTF A7V —2 %L T, [ (Settings) | > [#EHREF

v’ —7 (Wireless & networks) | > [Wi-Fi &% i€ (Wi-Fi settings) | [ZFZEIL £7,
Cisco DX ¥U—AZUA YL A LAN &—RIZK L TARNCTDITIE, BIRALETT,
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wybh7yvT POREUE

Cisco DX U — XD EIREA D THAZTHE, 22—V DBy T v 7 T AEFHETH Y NT v TUAX A EEIL
SR

BET AL T 5 —E A RIRL £,

WebEx
Jabber
RAAA—IL
E A—/L
B —

4L X LAN DEE5E

ML AN D707 7 A NERET DI IROTARTA L B HLET,

o [FR7E (Settings) | > [E#R LR Y FT—2 (Wireless & networks) | > [Wi-Fi] (2B 8L £9°,
o [Wi-Fi] 2% [ (On) | ITRESN TWAZ AR LET,

Wi-Fi 7% Cisco Unified Communications Manager CTHZNI72 > TWHIEZMERLET, £ITRWIGEITA 7 e
VIRREAZ 2 IIRRSNEE A,
TITAT A=Y Ry MERE D56 . [Wi-Fi] (ZBEZIZ7220 | [Wi-Fi] 2402 500, A —H Ry b il
HULERHVET,

o T —RXYARII Wi-Fi Ry b —7ZYANPOEIRT 20 F721X Wi-Fi Ry bV —27%2 FHECIEMNLET,

e  Wi-Fi Xy NV —2%2FETENTE5E . [FyhT—2%B 1 (Add network) ] Z &R L, SSID # A L F 9 (KL
FLINCFNEBIENET),
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Q Settings

xroads
Wireless & Networks

s Ethernet
= Wi-Fi

gillespie

blizzard
3 Bluetooth

More... gmoney

Device

) Sound Bl

3 Display radiohead

External display

WRIZ, PR —hSNDF A ReletF a7 B—F e, - F T TEHF—FHBL UM Sk A1 72 RLE T,

F— BB IO b2 AT (B2 T R) 1T, T 7 'EA BAUNOBIEDHR EICESWNTHEE EENET. B2
(272> TWDEH IR ) 70— FBX A 7 (WPA2 72 8) DETHEILZ L. IRIZENZ 2> TV Db iR 172k =14k )5

K (AES 72 8) MBS ET,
tXa2Y7 4 T—R 802.1x XA = i 5K (Encryption)
(Security Mode) (802.1x Type) (Key Management)
7L ML 7L 7L
WEP A" Y WEP (40/64 7213 104/128
Ewh)
WPA/WPA2 PSK AT WPA-PSK, WPA2-PSK | TKIP, AES
802.1x EAP EAP-FAST, PEAP- WPA, WPA2 TKIP, AES

MSCHAPv2, PEAP-
GTC, TLS

X 2VT 4L (=T X2V T o) TIAYLA RV NT—7 a7y AV ERET DA, [SSID] 2 AL,
[Ex=2U7 1 ZA 7 (Security Type) ] I [72L (None) | Z3RL £79,

Add network

Cisco DX S U—RX UA¥L A LAN EBTAR
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o  WEP t¥=U7 1 B—Ri, §#) WEP ¥ — (VSAU—R) 2 AT 20LENRHDE T,
F— AT VIRl DIENYR—FENET, LIRS TC F— AT VI AN TETIRT 7 BA RALMIRESILTD

5z k%ﬁﬁwuj‘é\_kﬁ"(%iﬁ*

¥— RFAN F— PAX XF
ASCII 40/64 >k 5
ASCII 104/128 £k 13

6 LK 40/64 £k 1000 ~9, A~F)
16 #HK 104/128 £ b 26(0 ~9, A~F)

Add network
|

Show password

Show advanced options

e [WPA/WPA2 PSK] #&¥=l7 ¢ E—RELTRINTZGA ., Faidt

ASCII £7213 16 EEFE R D SAT—RE A LET,

F— RHA)V XF
ASCII 8 ~ 63
16 % 64(0 ~9, A~F)

Add network
[

WPA/WPA2 PSK v

Show password

Show advanced options

Cisco DX S U—RX UA¥L A LAN EBTAR
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[802.1x EAP] # X =2U7 ¢ E—REL TERIRL 7Y . EAP-FAST (FAST) %7213 PEAP Zfli FHL T\ %355
a2 —H4 (ID) L/SAT —REFRET DM ERHVET,

[PEAP] ZiIN T B551E, 7=— X 2 OFBFEX A7 (MSCHAPV2 X° GTC) 48 E THMLERHVET,
P — SFRAET PEAP 2 H 3556, CAGEBHEE A 7' L a TAUR— MBI O ETEET,
EAP-TLS(TLS) #{ i+ 23 &1k, 2—ViEAEL CAGFHENA VR — SN, RETHLERHYET,

Add network Add network
|

802.1x EAP 802.1x EAP
PEAP PEAP
MSCHAPVZ GTC

(unspecified) (unspecified)

Add network Add network

802.1x EAP 802.1X EAP
TLS
(unspecified)
(unspecified)
Show password

Show advanced options Show advanced options

© 0o a8 : s © 0o a8

Al

i FH 32 B okl 2o b D120, [BRRE (Settings) | > [EfR &k N —2 (Wireless & networks) | > [Wi-Fi] >
[FEHIE% E (Advanced) | C [Wi-Fi 0) FEJ By (Wi-Fi frequency band) | 23R L £9°, [FEMEXE (Advanced) ] A

Za—ZFRT DL A RIZHD [ EBERLET,

a_ Settings Q Settings

xroads Scan Network notification

Wireless & Networks Wireless & Networks

Advanced
s Ethernet radiohead
= Wi-Fi

3 Bluetooth

=% Ethernet Wi-Fi frequency band
= Wi-Fi
3 Bluetooth

Neighbor list

gillespie = MAC address

More... baker = More... IP address

Device Device

gmoney =

<) Sound <) Sound

J Display

0 Display roundtable =

@ External display @ External display
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o JEMECHIRA R ETHITIE, KD 802.11 E—RD 1 DEEINLET,
e Auto
e 5GHz
e 24GHz

[E B (Auto) ] E—RIL, EIFEA L RFE7IZUIREFIZ 5 GHz & 2.4 GHz DOl JF DF ¥ KV EAX XL LTS, [E5
DFR (<67 dBm LA_b) [ A REZ2 5 GHz 77 B A IRA U bADT VY m— ik B £ 9, £HTROEA 1L, RSSI
DB IR FTREZ2 T 7 B A IRA L bA~DT Vo = — e iR A E T,

[5 GHz ® % (5 GHz Only) | E—NRI%, 5 GHz T ¥ RNV T EAF Y L TG, FEEZR 5 GHz 77 EA RAV b
DTV =N e A ET,

[2.4 GHz D 7~ (2.4 GHz Only) | E—RI%, 2.4 GHz T v RATE T EAF ¥ L Thb, fEH FIHEZR 2.4 GHz 77 & A
RAVIA~DT VY T— kA E T,

5 GHz JE R EHHR 0 a8 4585813 Cisco DX 2V —X LD B A% 5 GHz DIRIHRETHZL218E
B LUET, £ 10T, 2.4 GHz A B ~D A% v L LI E 70— VR R CE E 4,

Wi-Fi frequency band

Auto
5 GHz only
2.4 GHz only

Cancel

o HAFIvIHRAN AL T4 X2l —ar FubhaL (DHCP) 13 AX T 407 1P iR EVL. [FEMA 7 ar R
(Show advanced options) | (ZF =7 % A7, R LAN O7' 077 A /L% ED [IP 7 (IP settings) | 47
aNZEOTRHRETEET,

xroads

xroads
MSCHAPV2
Static

(unspecified)
10.81.12.45
migilles
10.81.12.1

24
Show password
» Show advanced options 72.163.128.140

None 64.104.123.245

DHCP cisco.com

Cancel

Cisco DX S U—RX UA¥L A LAN EBTAR 114



e  FyhJ—2® DHCP Aa— 7% LT TFTP ¥ — N2 IP 7 RL A4 5 L9, DHCP A7 = 150 721X
66 DSERESTLTUVRWE R, [BRAE (Settings) | > [ERRE Ry T —~7 (Wireless & networks) | > [F#H (More...) | >
[TFTP #—/"D3% E (TFTP server settings) | ([ZFZEIL | [[RE TFTP ¥ — 3Df# A (Use alternate TFTP server) |
EAHCLUTTFTP — "D IP TRV A2 AL E T,

Q Settings Q Settings

Data usage IPv4 settings

Wireless & Networks

a5 Ethernet

Wireless & Networks

| Use alternate TFTP server

TFTP server settings %5 Ethernet

= Wi-Fi = Wi-Fi { TFTP server 1
VPN
3 Bluetooth 3 Bluetooth
TFTP server 2
More... Reset network settings More...

IPV6 settings

Device Device

< Sound ¥ Sound Use alternate TFTP server

O Display O Display TFTP server 1

External display External display

e A

© o 4a

o FuNI—7 FuTrALE, BRLIZTUAYL A LAN 247 LC [HIHT (Forget) ] 23R 457>, L%, MR
LAN &R 7=FF (R T —7 05808 (Forget network) | 23 /~ 752 L CHIBR TE £ T,

e UAVLALAN 7077 AL RNTA—=HTTAF¥L A LAN 28R L7-FFICL T [RyPT—27FEE (Modify
network) | 3R HL W TEET,

xroads

xroads

Forget network

Modify network

Cancel Forget

(£) CCKM X, EAP-FAST. EAP-TLS, %721 PEAP #ff 42L&, T/ A RAV N CAN G AT =—ar & Ed,
WEP128 /% Cisco Unified Wireless LAN Controller Tl WEP104 L CT—&FHR_ENET,
G —FHIER LT 802.1x + #IHY WEP (XA —hSFEH A,

Cisco DX 3V —XF. fix K 8 DDUAFL A LAN 7077 AV EIETAHAZ LN TXET,

NI — 72BN HZENTERWNESIL, YA YL A LAN 707 7 A /LD RKENT T TITEL TWANEI D E R L E
T, VA YL A LAN 7077 ALD 1 ffZ, FLORY N — 22BN 5720 FECHIRTALERH LA NHYET,

SERRIC DUV T, RO URL 128 5[ Cisco DX Series Administration Guide]ZZ& L TL7EE0,

http://www.cisco.com/c/en/us/support/collaboration-endpoints/desktop-collaboration-experience-dx600-series/products-
maintenance-guides-list.html
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REEAB DAV X b—IL

Cisco DX U —R|%, EAP-TLS Tffi fl nlAE7¢, F72(%. PEAP ff FIRFOFEGE Y —  SHFEICHE ) fTREZR X.509 7 2 # LAk
BEZ YR —FLTWET,

Extensible Authentication Protocol-Transport Layer Security (EAP-TLS) |%, TLS 'mh=/L% PKI L AHHOHE THEMT5Z
T, RRFE— N EDOBELIREL TWET,

TLS 1%, =LY —_"OW G ORI BLOE ATy Byiar =DM, REHELER T 2752 R ML £,
EAP-TLS 1%, @ E2R X 2V T 422 L 923, 7747 U MEF EOE AL ELRET,

Microsoft® Z22E/ (CA) Y — "B HELESNE T (ZHD CA XA T EOM EEHAMELSRESILTOERA) , fthod CA H—
HA 71X Cisco DX 2V — R ED 54720 FIEAMEN WA RHD ET,

DER BJL T Base-64 X RUI7 T4 7 U FB L O — " OFFAELH T E T,

F— A X703 1024, 2048, I 4096 DFEHIEZT PR — S ET,

IIAT R BI OV — OFEHED SHA-1 £721% SHA2 7LV XD NTFNEE AL TEL SN TWDAIEETERL
TLIZE, SHA-3 B4 T VTV ALT YR =S TOER A,

2 —PREHEFEM O [JE5EF —{ FH (Enhanced Key Usage) | B2 ar O—8IZ7 T4 7 L MRBFEN R RSN TNDZ L4
RLET,

Certificate

General | Deetails |Certiﬁcatinn Path

Show: | <= w
F|e|d Value =
[TR subject Key Identifier a5 Ba 6299 3b 14 a3 96 15 8b...
.P.uthnrlty Key Identifier keylD=bdc01b 7Zfafacl 2.,
[RICRL Distribution Paints [1]CRL Distribution Poink: Distr. ..

.C\uthority Information Access  [1]autharity Info Access: Acc...
7. Enhanced Key Usage

Server Authentication (1.3.6....

=] Thumbprint algarithm shal
[=] Thumbprint §207d062 983 dcecc3db ...
b
Server Authentication {1.3.6,1,5,5.7.3.1)
Client Authentication {1.3.6.1.5.5.7.3.2)
1P security end system (1.3.6.1.5.5.7.3.5)
Copy ta File..,

X.509 7 VAV REREI LY —NRGEC EAP-TLS F721% PEAP % WLAN fRGEICfE 325 51 AV A=V T L E R H
VET,

2—YFEHEIL, PKCS #12 JZ (p12 F72i3 pfx JR3E 1) T iEHFE B LORE X —2 G5 L ERHVET,

CA FEFIE 1L DER F721% Base-64 23 (.cer TE D3R — RS THRNW 2D | JEIE 113 cert) ICT DM ERHV ET,
—EREIENA ANV END & BF 2T TAARERIRSHL, PEAP 2 H 3585515, CA SEHIENERESET,
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FEBAEX, Web 77U O X m—R<X° ADB 7' = (adb push cert_name /sdcard/cert name) TA > Ah—/L 35T LN
TEET,

Cisco DX 3V —RIZFEAEL A L AN— /L3 DI2UE, IROTARTA L AL ET,

o Web 7TV B M ML TREMEFL AL AM—/L 451203, FEAFITBBEIL TEIRLET,
e ADB 7w =i T Cisco DX VU —X|ZGEAEZ Y —T 554, [AR—Y TNALRDBA LV AR—/L (Install
from storage device) | 47> a AL £,

miv5-vfiler01-web.ci.. O setings
<« C = http://mtv5-vfiler01-web.cisco.com/users-m/migilles/private/certs/temp, 7r Q
Personal Device administration
mtv5 Vfllel’!”‘ web.c_lsco.com / 9 Location services Device administrators
users-m/migilles/private/certs/temp/ y
& Security
To Parent Directoryl Language & input
Friday, August 17, 2012 9:19 AM 1220 ca basefd.crt Credential st
Wednesday. Decerber 03, 007 5:47 Pl e rcr @ Backup & reset redential storage
ursday, August 30, i user. .
Thursday, August 30, 2012 4:57 AM 2840 user.pfx Accounts Trusted credentials

+ Add account

Install from storage device
System

© Date & time Clear credentials

¥ Accessibility

© O g

o I—WIEHEDA L AR—/LTIX, AR —hSH72 PKCS #12 77 A VDD E & — A 35720 123 AT —
REANTITHLERHVET,
o RAU—READN LI T GERFICARTZ T 5857 nr TR RRSnET,

Name the certificate
Extract certificate

Cancel

Cancel

o CAREMEDL G FEHEZIEELET .
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Name the certificate

Cancel

o GEEEALAN—/LTSHE PEAP TOW— NfREEE/ZIT EAP-TLS [ZFH CXAI012720 7,
e PEAP TH— DOEFEZITH9% 5 . [CA REFAE (CA certificate) | 5% E T DM ERHVET,
e EAP-TLS T, [=—HFEAE (User certificate) | & [CA FEBA & (CA certificate) | 5% ET 2L ENHVET,

xroads xroads

PEAP
MSCHAPV2 GTC
Root CA Root CA

migilles migilles

Cancel Cancel

o

o T RTOIEHELZHIFRTDIZIL. [BFX =2V T 1 (Security) | A==2—D [RBIEAR—T D3 (Clear credentials) | %
BIRLET,
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Q Settings
Personal Device administration
9 Location services Device administrators
& Security
Language & input

A Attention

Remove all the contents?
Backup & reset Credential storage
Accounts Trusted credentials Cancel
+ Add account :

Install from storage device
System

) T
© Date & time Clear credentials

¥ Accessibility

Bluetooth DR E

Cisco DX U—X % Bluetooth 3.0 ZV R —hLTEY, N AT — a3a=4r— a9 N A[RETT,
Cisco DX ¥J— X ® Bluetooth 7 /3 A&7 |2 BI21E. LA FOFNEIZHES TIZEW,

o [#X7E (Settings) | > [fE#R LR~ T —2 (Wireless & networks) | > [Bluetooth] (ZFEENL £,
e [Bluetooth] 728 [A > (On) | ITRESILTWDHILAMERLET,

Bluetooth 7° Cisco Unified Communications Manager THZNI72> TWAZEEfERLET, £OTRWSEEIT. 20
F T al MR EA= 22— RIS E A,

o [T RAARDKEFE (Search for devices) ] Z &L F7,
Bluetooth 7 /SAANXT VT T—RIZRo TNBZEEERLET,
e Bluetooth 7 /SA ARV ANI KRS N6, TNEEIRLET,

o 1 LMBIIHD []EEIRL, [TAARDLFEITEEE (Rename Device) ] Z15R 35221250, Cisco DX 'V —XT
@ Bluetooth 7 /NA A4 % MBS U TR ELE T,

e Bluetooth Z{# fl L7z Cisco DX 2V — XD A MEI TR —FFICAE NS TEET (K 24,

<, CP-DX650

Wireless & Networks

s Ethernet Available devices

= Wi-Fi

% Bluetooth
More... DTVBIluetooth

i) Jawbone ICON for Cisco

Device TVBluetooth
<) Sound

O Display

@ External display

e Cisco DX U —X1Z, PIN =2—F 0000 2 H 457207V 75 R E T,
L2568, 7ar T IRFEREINTZL PIN 2—RE2 A JLET,
o T kENBL, Cisco DX 2V —XZ. Bluetooth 7 /XA A~D ¥k Z 3 I F3,
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9 Settings

Wireless & Networks

s Ethernet

= Wi-Fi

% Bluetooth
More...

Device

4 Sound

3 Display

External display

9 Settings

Wireless & Networks

s Ethernet

= Wi-Fi

% Bluetooth
More...

Device

4 Sound

3 Display

External display

Wireless & Networks
s Ethernet
= Wi-Fi

N CP-DX650

Available devices
i
DTVBluetooth

TVBluetooth

N CP-DX650

Paired devices

0 Jawbone ICON for Cisco

8 migilles's mouse

Available devices

TVBluetooth

© o 4a

4, CP-DX650

Paired devices

Apple Wireless Keyboard

g, CP-DX650

Wireless & Networks

s Ethernet Paired devices

= Wi-Fi

% Bluetooth
More...

[ DTVBluetooth

%) Sound

\ Jawbone ICON for Cisco

Available devices

TVBluetooth
3 Display

External display

@ Bluetooth pairing request

To pair with:
Apple Wireless Keyboard

Type oniit:
2135, then press Return or Enter.

Cancel

% Bluetooth .
- Jawbone ICON for Cisco
More...
Device m migilles's mouse
%) Sound
Available devices

3 Display
External display TVBluetooth

© O 4o v W12:23

e Bluetooth 7 /A ZADEINAZ L T [OK] ZIBIRTH &, BUEHERESIL TS Bluetooth 7 /S ADEEGEAMEERI IV E T,

Disconnect?

This will end your connection with:
Apple Wireless Keyboard

Cancel

v W12:23
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e Bluetooth 7 /NA A& X, A T T /A R BHHEAHT B

FTHIET, BBEITCC TARTELE R TEET,

o [T ZMEER (Unpair) | #1&IR T 54 BINIIL TS Bluetooth 7 /A R& T fiEFRLET,

_Q Settings

Wireless & Networks

s Ethernet

= Wi-Fi

3 Bluetooth
More...

Device

) Sound

O Display

o ZF Dt Bluetooth

Q Settings

Wireless & Networks

s Ethernet

= Wi-Fi

% Bluetooth
More...

Device

<) Sound

3 Display

@ External display

ERERRSR

Rename

Unpair
Profiles
y Phone audio

% Media audio

g, CP-DX650

Paired devices

a migilles's mouse

Available devices
TVBluetooth

© O g

- Apple Wireless Keyboard

Jawbone ICON for Cisco

Search for devices  =ee
Rename device
Visibility timeout

Show received files

r012:24

SRR ET A AR L T[4 BTEZE (Rename) ] 23841

Q Settings
Rename
Wireless & Networks
s Ethernet .
Unpair
= Wi-Fi
3 Bluetooth

More...

Profiles

sz INput device

Device
) Sound
O Display

ternal display

BRIEEA=2— T 7B AT, A BIZHD [ 2RIRLET,

vH12:24

Cisco DX 2 U—Z? 10.1(1) V) —RALIETIL, #EHFEGLE Cisco DX YV — R &7 (LU Csm Bt 2 H e 528

MTEET,

e Bluetooth X IGHEHTEREN T V7 E—RITR>TNDIELHERL TND, YUARNDT A RZEIRL £,

o TDBRT, _TVTaKRLU TGS D720 DEeF 20T Tur T RpRFRShET,

o RAXF— DRSNS [T (Pair) | ZEIRL E7,
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Q Settings

N CP-DX650

Wireless & Networks

@ Bluetooth pairing request

&% Ethernet Paired devices
= Wi-Fi : To pair with:
=~ Wi-Fi === Apple Wireless Keyboard migilles-iphone5
3 Bluetooth ; . . :
. Jawbone ICON for Cisco = Make sure it is showing this passkey:
More... " 946562

Device « migilles's mouse .
® Cancel Pair
4 Sound

Available devices

3 Display
External display ("

vl12:26 v l12:26

o XTALENADL. Cisco DX U —X . Bluetooth Xttt EEE~ DR AL £,

o ZOHT, Bluetooth XS HFENHO 7 L AL B S §FFHE A TTAEICT 27, Bluetooth X545 7%
BB CO D LRI M A TR B0 IR B 120 D7 1o T MRS ET

Cisco Unified Communications Manager C [Bluetooth 7 RV AMRD A2 38— MFF Al (Allow Bluetooth Contacts
Import) | REN/2> TNDZLEFERTHLERHVET,

O Bluetooth device connected

You have connected:
migilles-iphone5

Your contacts and call history will be
available when your mobile phone is in
range.

Do you want to save your contacts so

they are available when your mobile
phone is not in range?

vE12:27

o 7 {E 7z Bluetooth ®f it 525 F @ Bluetooth 7 77 L MIMERSILET,

Q Settings

Accounts *
% Bluetooth
+ Add account

Contacts

System Save

© Date & time

¥ Accessibility

{} Developer options
# Setup assistant
©® About device

v 812:27
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o ZFDOMOD Bluetooth T /XA A A7 a1% Bluetooth 7 A AR E TR TEEd,

Rename
Wireless & Networks

s Ethernet

Unpair

T Wi-Fi
3 Bluetooth

Profiles

[
More...

Device
) Sound
0 Display

@ External display

v@12:27

e Cisco DX 'V — X%, Bluetooth %f)i sty 5 sl %0 COT— WIS E L, #EHF B RGO [AIRRZ R H L TR TEF7,

Cisco Unified Communications Manager C [Bluetooth /XA /L NV X7V — F—R %35 H (Allow Bluetooth

Mobile Handsfree Mode) ] 23 N2> CWAZ LA TR T HMLENHVET,

23675 O, searchorca oo

m|g|IIes |phone5
1415 2

Recents

Contacts Redial Voicemail

© O O vB812:29

e =—/ LI Cisco DX 3U—X & Bluetooth ®f it & o O [ TR HIC BB CE £ 7,

e  Bluetooth X JHEBEZE NG Cisco DX SV —X 22— VA2 BEITHIZIE, AL PRDORE L F3A L EE

LORGEOEREET A2 T TT,

8005532447 00:12

23675 veven |

m|g|||es |phone5
iy 8005532447

RENIE

Contacts

v 81230
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[
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o O HUUE., =—/ L7 Bluetooth XS54 B RE A H LT Cisco DX 2V — XTI A SIVET,
e Bluetooth XL E R IC 2 — VA2 K 3121 (BB (Move) | ZiBIRL 97,

8005532447 00:49

23675 Calls
migilles-iphone5 .
14155651212 @ . 8005532447 ose RN

RENIE

Contacts

t 81231 O a v 812:31

EF4 a—ILB5E

T A a— Vi EIL, Bk T 7V —arOF FRRICHD [..] ZIRL THOHD [RE (Settings) | 23®IN T 52 L TR E T
gi‘j—o

-~ Calls O, searchoreal .

Self view
O Lheatt Forward all calls
L Contacts Add a speed dial

View callbacks

Settings

© O o v 812:34

=T A4FDI2—F VT =" L KEEINEFEEIELET,
BT A OIa—h VYT =& T L B EINTE T A EELET,
St a— LTl . ue— b BT FE UE—h U RRA U RDOEF A LE BRI R TAZEDN A FETT,

[EEHDOE T 7 (Always send video) ] (. =i T /A AL T AHEEEN BHDHZ LA FEL T, Cisco DX VU —RR2— /LD
BRI <ICE T A D AN = 7 AT D0 EIDERELE T, TMbEN TG E WO THE T 4 DOI2— e fig
BRLUC BT ADAN = 7 & BIa T 52N TEET, ZOREITT 74V N CH TR >TOET,

DXL, B OBR E N [§2 H (Exposure) ] 2 L C, BIFEDIEEREICEDOE TRETETET,
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< Settings

Video bandidth

Recents & Messages Auto
Always send video

Video will be sent when calls are connected

Contacts

Exposure

Primary line (23675)
Light

Self Care Portal

v 812:35

B AR I DB BRI O = — XA DB TRIETAZENTEET, ZhIE, 7 74V T [H B (Auto) | ITRRES
AU, BT A IS AT REIC L E T,

Video bandwidth

Choose the maximum bandwidth to use during video calls
Auto o
2 Mbps

1.5 Mbps

1.0 Mbps

750 Kbps

500 Kbps

250 Kbps

Video Off

v 812:35

VPN &5
VPN i3, WHEE DAL TOIUR, BRETEET,
Pt OB IO — X TR 22 ATILET,

Add New Connection

Description
\

Server Address

v 812:36
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O —3avERE

nh—vasid, BUED Wi-Fi 8210, K0 BAFICHRE TE ERAT 7V — L a B CHA TEHL51h £,
NL{E Y —E AT [Google DALE Y —E X (Google’s location service) ] Z&IRL £9,

Q Settings

Personal Google's location service

9 Location services

& Security Location & Google search
Language & input

® Backup & reset

Accounts

+ Add account

System

© Date & time

¥ Accessibility
%75 v 8 12:36

TOXS DRE

TaX T EIL, [FEMIA T T al % KR (Show advanced options) | (2T =7 % AL7=t% ., HEfR LAN O 707 7 A /L3 ED
[Z7aXx 8 E (Proxy settings) | 47/ L a Zl o TR ETEET,

TaX L, T I ANV TIHTH R ESIVER A,

[E & (Auto) ] £72i% [F8) (Manual) ] 70y E—R&24 7 ar THMEL, % E TEET,

xroads xroads

Show password

Manual
Auto

http://

Proxy requires authentication

Cancel

Cancel

v 81237

FINAA Ul Faz7A)L

Cisco DX U —X%, YT E—R (BFEEDOH)  JERE—R | 213 T V7 E—RIZRETEET,

LTV EB— R, AW T A BRI L £ T8, BB AL, LA — Webex, Jabber IM, Google Play 7
EoagRL—yar 77 ’7*‘?5‘//\@77‘1227%’,@3&1/&?‘

LTIV B —RER T HIZIE, Cisco Unified Communications Manager C [T /SA A UL 7’17 74 /L (Device Ul
Profile) | % [>> 7’ /v (Simple) | IZEXEL T,
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I =R TIL, RO IO REL i T&F 9,

FRICRDRAAA—V

T 2T NVSLT A AT LA

VPN % FH D%

et

RHREL R — ] Y — )L

YRR E—NIT. T RTOaTFRL—a e E H o LET,
NTVor T—RiE, ata=7 AT OBEFHIFEHINET,

I7—LIF7OT7VFTIL—F
Ty =T %T v 77 L —RF 521X, Cisco Unified Communications Manager @ &4 & COP 77 A /&AL Ah—/L L

i—é‘o

COP 77 ANDA L AN—)LIFIEIZ DWW TIE, D URL (2 %[ Cisco Unified Communications Manager Operating System
Administrator GuideJZZ L T7ZE0Y,

http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-
maintenance-guides-list.html

TFTP Y — "DH T —RERHT, 3R IET 7ANVDRNTSI, T A ADa—R RIS E T, FD1% T, Cisco DX VU —RX
I BB ESNIA A= DNEEFEZITEN TCWRITE, 77— 2T I7ANE T Ty 2|ZF 7 a—RLEd,

2—R = Z R TFTP — L TR EL T 77— AU =T 77 A NVERG TEET, 2O 77 A /1 Cisco Unified
Communications Manager Administration N® Cisco DX 2V — XD EA DR EE/ v a iZhHET,

Cisco DX V) —XDEAAH*

T ) r—asmig

SFESF T TV —ar % Google Play 72 b4 7 —RLUCAFTEET,

Google Play I, Google™ |ZJ&~> TH¥E X472 Android OS 7 7V — = 1id5 T3, Play Store 7 7V /7 —3 3> C, =
— L =R R=T OB E DALY 7V —ar a5 XU n— R 52ENTEET,

Google Play [TEFHELSEZE B URA, Ayl B5. BE. X —T AL AU &Rl 7 — 5 AR/ T A NRA, TAT T
VITE, FTATAZA N TATRERR, AT AT IET A B, TRIA—T 44, =a—RHGE, N—V I/ —Tar GE,
AEREVE, Tav BT fs | AR =Y Y — b @k AT/, RABXOUAY oy MREDT IV —a wR L E T,

Play Store 7 7'V —a 1% [Google Play 2>HD T SV —a %3 A (Allow Applications from Google Play) | 73
Cisco Unified Communications Manager O A7 A& BEF 2> TH NS TG AT FRoRSnE T,

Google DT IV NIT 7TV —ara X a—R 4570l hETT,

B AIZ Google Play ##2EN L 7= If, £72T7 T2 M ffo TNV ATV T oo VL THA A E138 835
FOT TR FIRSNET,

Google Play I%, k@ URL THLT 7 EATXET,

https://play.google.com/store
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TOP PAID TOP FREE TOP GROSSING TOP NEW PAID TOP NEW FREE

3. PrinterShare
Premium Key

! MOVIES & TV

m BOOKS @8 NewssTAND

We've changed a few things
around here...

aaaaa

FTI)r—ay
Google Play |Z& > TS A T 7V —Ta DAMZ, B R BLOE T 4185 O Cisco Unified Communications

Manager D552 747 > b, Cisco Jabber IM, Cisco Unified Presence., Cisco WebEx, &1 A—/L, AL — GEAELRE
DT TV —2ar DTV A A= LS TWET,

BT IVr—ay

Tk 7 TV —ar BN T A2, XA N—T T IV r—ay Aoa—F A R—=UTE SN = a— by
MBS T A2 IR F9,

APPS WIDGETS

v #12:39

Wk 7 TV —ar OB, EBiARA T L — N CRESNZERR ., A A Y et DDA T ain, [BEE
(Calls) | A==— j%réhi%

WEERIE, A —1% B (Recents) | A=2—|ZHVFT,
B L OBRUIT AL, 5 LIS 855D T A2 T 7B ATEET,

Cisco DX 2V — XL &EJFFE AT IZ Cisco Unified Communications Manager (288 L EHET 5720, 77V —raraFH)
THEETOULEIIHYEE A,

ZHTRRNRE SR EOEFET A2 NFRSITOIUL, Cisco DX 2U— XM Cisco Unified Communications Manager (Z
BERSHTOET,
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Calls O, searchor ca

Recents

Contacts

Redial Voicemail

vE12:41

FSITNaA—TF4VT

FINRIZDNVT

L3 Settings

@ Backup & reset Status

Accounts

+ Add account Cisco user guide

System Legal information

© Date & time Model number

¥ Accessibility
Android version

{} Developer options

X Setup assistant el varEET

@ About device

Cisco Collaboration Problem Reporting Tool

FIREIZ DWW TOLAR—NE, [HiARIZ- 2T (About Device) | A==—1Z& % Cisco Collaboration Problem Reporting Tool T

R TEET,

L3 Settings

@ Backup & reset

Accounts

+ Add account
System

© Date & time

¥ Accessibility

{} Developer options
X Setup assistant

@ About device

Voicemail 00:04

20 ] 3 § End

Add Hold Transfer

© o 4a vE12:41

RAEL R — U a 1HHIT [RRE (Settings) | A==—D [HERIZDOV T (About Device) | IZFE RS ET,

Active load

Last upgrade

Cisco unified communications manager

Active server

Standby server

Cisco Collaboration Problem Reporting Tool

Cisco Collaboration Problem Reporting Tool

12:43

HIF, B LT 7V r—vay | BEOMRHEI A ~— PR—FDEFA—/V TRV AZERTEET,
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Cisco Collaboration Problem Reporting Tool

SELECT REPORT OPTIONS

Select date that problem was observed
Sep5,2014

Select time that problem was observed
12:43PM

Select problem application
Please select the application that was exhibiting problems

Problem description
Please enter your problem description

Customer support email address
Please ask your admin for this information

Create problem report

AT—BA

AT —HA FZy— IP TRV A, MAC 7R A, DHCP {E#, 77 XA L, BUEDT 7B A RALRERFEFHERD [HRRIZ

DUNT (About Device) | > [R7—F A (Status) | Z#IRL TRRTEET,

Status

Status messages

MDN

IP address

Wi-Fi MAC address

Ethernet MAC address

Bluetooth address

ART—ERR Ayt—2

Status

DHCP information

Up time

Current access point

Ethernet statistics
WLAN statistics

Call statistics (audio)

© O

[AT—HR Ay — (Status messages) | Z R L TAyE—Y B/ 2R RLET,

Avt—y a2y 212, [Z797 (Clear) ] Z#IRL £ 7,

Status messages

Cisco DX v U—AX UA¥L A LAN EBRTAR
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[DHCP 1% (DHCP information) | 23R L C Wi-Fi 83X O —H Ry b A% —7 A Zf D DHCP 1§z R RLE T,

DHCP information

Wi-Fi

Ethernet IPv4

BEDT 7 A RA L MO D EME F R T DI2IE, 778 A RAL N [BRIEDT 7ER RALF (Current access point) |
EIRLET,

Current access point

FEBLOZEINT AN, Ty b, BEESNT Ty h Xy 27— BT 4 BL Y ACK EEF#RE KRR
T5I21%. [WLAN %t & (WLAN statistics) | Zi® L F9°,

WLAN statistics
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BUEF 3% O AN — MBI 21 WA RR T DI12%, [a—#iEH (A —F 14 (Call statistics (audio)) ] 23R
Liﬁ*o

Call statistics (audio)

v812:44

BEFIIREOEF AN — AT HREF R T DL, [2—UHEET (E°52) (Call statistics (video)) ] Z 3R L £7,

Call statistics (video)

vE12:44

FINAAD Web R—

Cisco DX SV —XD Web _X— T, TARAAF R, Fv T — 73 E . WLAN R E. AN —3I7 . BXOZFOMOFEE
MEFRRLIZD, TAAL A QT ~T I RBATEET,

TINAR1EH]

Cisco DX SV — XXV T —27 ZF —H A MAC TRLRAENR— g BN ERINAET ARG RE R FT,

Cisco DX 2 'U—ZD Web A% —7 A A (http://x x.x.X) 5L T, [T 31 Z1E#H (Device Information) ] Z3&RL TZD
THHREMERLET,

Cisco DX S U—RX UA¥L A LAN EBTAR 132



lllllllll
CIsco

Device Information
Network Setup
Security Information
Ethernet Statistics

Ethemnet Information

Access
Network
WLAN Setup
Current AP
WLAN Statistics
Device Logs
Console Logs
Core Dumps
Status Messages
Debug Display
Streaming Statistics
Stream 1
Stream 2
Stream 3
Stream 4
Stream 5
Stream 6

Device Information

Cisco CP-DX650 ( SEP203A07FDFC30 )

MAC Address

Host Name
Phone DN

Version

Serial Number
Model Number
Message Waiting
UDI

Time
Time Zone

Date

2YRT—=HDEINTVT

Cisco DX 2V — XX, Wi-Fi, A —H% %k, 3L Cisco Unified Communications Manager D5 # %~ v N —7 Evh

Ty HRE R R TEET,

Cisco DX ¥ U—X?D Web A% —7 = A A (http://x.x.x.x) LT, [Fy NI —7DE YT »7 (Network Setup) | & 541

L CZOEHREMERL £7,

all..lllt
cisco

Device Information
Network Setup
Security Information
Ethernet Statistics
Ethemnet Information
Access
Network
WLAN Setup

Current AP
WLAN Statistics
Device Logs
Console Logs
Core Dumps
Status Messages
Debug Display

Ethernet Network State

Wifi Network State

WLAN MAC Address

Hardware Revision

Not Connected
Connected
203A07FDFC30

00:37:6D:EA:26:49

SEP203A07FDFC30

23675

sipdx650.10-2-2-19

0x00040000

FCH16368]JD7

CP-DX650

No

phone

Cisco Desktop Collaboration Experience DX650
CP-DX650

FCH16368]D7
12:50:49p
America/New_York
09/05/14

Network Setup

Cisco CP-DX650 ( SEP203A07FDFC30 )

Wifi DHCP Server
Wifi MAC Address
Wifi Host Name
Wifi Domain Name
Wifi IP Address
Wifi SubNet Mask
Wifi Default Router
Wifi DNS Server 1
Wifi DNS Server 2
Wifi EAP Authentication
Wifi SSID

Wifi Security Mode
Wifi 80211 Mode

WiFi Information

1.1.19
00:37:6D:EA:26:49
SEP203A07FDFC30
cisco.com
10.81.12.45
255.255255.0
10.81.12.1
72.163.128.140
64.104.123.245
User Controlled
xroads

WPA-EAP

Auto
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REDT VR RAUF

BAEDT 78R RA LM TA2E401Z. Cisco DX 2 V—ZXD Web A2 X2 —T7 = A A THERTXFT,

Cisco DX v —RD Web A% —7 = A A (hitp://x. x.x.x) ZZ ML T, [BFED AP (Current AP) ] Z3IRL | ZO 1 WA fifess
LET,

tlllallla Clll'l'entAP
cisco Cisco CP-DX650 ( SEP203A07FDFC30 )

Device Information AP Name

migilles-home
Network Setup MAC Address b8:be:bf:69:9f:dc
Security Information Current Channel 153
Ethernet Statistics Last RSSI -40

Ethernet Information Beacon Interval 102

Access Min Rate 12

Network Max Rate 54
WLAN Setup WMM Supported YES

Current AP UAPSD Supported YES

WLAN Statistics Noise 92
Device Logs Load 5

Console Logs Quality 5/5

Core Dumps

Status Messages

Debug Display

WLAN #fETH 1% $R

Cisco DX SV —R3/3 7 whe T H 3 EoRrES iz WLAN St & b i L £,

Cisco DX U —X®D Web A 2 —7 A A (http://x x.x.x) ZZ L T, [WLAN #t&t (WLAN Statistics) | Z 3R L, 2D
WAMERLET,
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WLAN Statistics

cisco Cisco CP-DX650 ( SEP203A07FDFC30 )
Device Information
Network Setup NetDevice stats
Security Information Tx bytes 229694535
Ethernet Statistics Rx bytes 370888127
Ethernet Information Tx Packets 398787
Access Rx Packets 459866
Network Tx Packets Dropped 0
WLAN Setup Rx Packets Dropped 0
Current AP Tx Packets Error 0
WLAN Statistics Rx Packets Error 0
Device Logs
Console Logs w
Core Dumps Multicast Tx Frames 66
Status Messages Failed 6984
Debug Display Retry 25215
Streaming Statistics Multiple Retry 2549
Stream 1 Frame Dup 0
Stream 2 Rts Success 0
Stream 3 Rts Failure 0
Stream 4 Ack Failure 103732
Stream 5 Rx Frag 3150283
Stream 6 Multicast Rx Frame 1790355
FCS Error 696843
Tx Frames 879991

Roaming stats

current/total 0/0

AM)—LOFEE

Cisco DX 2 U—XTl, MOS, Vv 7y o278 a— BT 5 eHE A2 TR TEET,

Cisco DX U —ZD Web A% —7 A A (http://x x.x.x) ZZ L T, [AN — LD (Streaming Statistics) | 23R, =
DIFHMEMERLET,
Cisco DX T —ATiL, FHFLE T AD MOS (2 —/Lin B #i

I

T e R EE A,

g={1t
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lllllllll
Cisco

Device Inform:
Network Setup
Security Information
Ethernet Statistics
Ethemnet Information
Access
Network
WLAN Setup
Current AP
WLAN Statistics
Device Logs
Console Logs
Core Dumps
Status Messages
Debug Display
Streaming Statistics
Stream 1
Stream 2
Stream 3
Stream 4
Stream 5
Stream 6

Cisco DX 2V

Streaming Statistics

Cisco CP-DX650 ( SEP203A07FDFC30 )

Remote Address

Local Address

Start Time

Stream Status

Host Name

Sender Packets

Sender Octets

Sender Codec

Sender Reports Sent
Sender Report Time Sent
Receiver Lost packets
Avg Jitter

Receiver Codec

Receiver Reports Sent
Receiver Report Time Sent
Receiver Packets
Receiver Octels
Cumulative Conceal Ratio
Interval Conceal Ratio
Max Conceal Ratio
Conceal Secs

Severely Conceal Secs
Latency

Max Jitter

Sender Size

Sender Reports Received
Sender Report Time Received

Receiver Size

— X UAYLALAN EBTAR

10.81.12.58/29052
10.81.1245/17114
12:51:41p

Active
SEP203A07FDFC30
2960

236804

AAC-LD

6

12:52:10p

0

15

AAC-LD

0

00:00:00

2947

271165

0.0000

0.0000

0.0000

0

]

126

159

10 ms

5

12:52:07p

10 ms

136



Streaming Statistics

cisco Cisco CP-DX650 ( SEP203A07FDFC30 )
Device Information Remote Address 10.81.12.58/23014
Network Setup Local Address 10.81.12.45/30032
Security Information Start Time 12:51:41p
Ethernet Statistics Stream Status Active
Ethemnet Information Host Name SEP203A07FDFC30
Access Sender Packets 14049
Network Sender Octets 15112608
WLAN Setup Sender Codec H264
Current AP Sender Reports Sent 12
WLAN Statistics Sender Report Time Sent 12:52:44p
Device Logs Receiver Lost packets 0
Console Logs Avg Jitter 17
Core Dumps Receiver Codec H264
Status Messages Receiver Reports Sent 0
Debug Display Receiver Report Time Sent 00:00:00
Streaming Statistics Receiver Packets 11504
Stream 1 Receiver Octets 12243783
Stream 2 Cumulative Conceal Ratio 0.0000
Stream 3 Interval Conceal Ratio 0.0000
Stream 4 Max Conceal Ratio 0.0000
Stream 5 Conceal Secs 0
Stream 6 Severely Conceal Secs 0
Latency 123
Max Jitter 174
Sender Size 0 ms
Sender Reports Received 12
Sender Report Time Received 12:52:42p
Receiver Size 0 ms

ZEHNZ DUV TIE, kD URL 128 A[ Cisco DX Series Administration GuideJZ &L TL7ZEVY,

http://www.cisco.com/c/en/us/support/collaboration-endpoints/desktop-collaboration-experience-dx600-series/products-
maintenance-guides-list.html

FIn4R 05

avy—nnag ay B AT —HA AXy—I0 Cisco DX U —ZXD Web A2 Z—T 2 A AT TN 2—T (7
HROTHS CTEET,

Cisco DX 2 'U—RZD Web A% —7 A A (http://x x.x.xX) 2L T, [T /31 R B (Device Logs) | Z 3R L, Z D1 H A fife
BLET,
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cisco

Device Information

Network Setup

Security Information

Ethernet Statistics
Ethernet Information
Access
Network

‘WLAN Setup
Current AP
WLAN Statistics

Device Logs
Console Logs
Core Dumps
Status Messages
Debug Display

.ll'tlll.
Cisco

Device Information
Network Setup
Security Information
Ethernet Statistics
Ethernet Information
Access
Network
‘WLAN Setup

Current AP
WLAN Statistics
Device Logs
Console Logs
Core Dumps
Status Messages
Debug Display

WLAN 15

Console Logs

Cisco CP-DX650 ( SEP203A07FDFC30 )

Current logs:
syslog.txt
Archived logs in /data/logsave/lastimage:
20140617 125651 lastimage upgrd.tar.gz
20140617 163302 lastimage upgrd.tar.gz
Archived logs in /data/logsave/lastreboot:
logs txt
Archived logs in /data/logsave/hourly:

20140619 013054 tar.pz
20140619 020101 tar.gz
20140619 023104 tar.pz
20140619 030107 tar.gz
20140619 033113.1arpz
20140619 040116.1ar.pz
20140619 043119.tar.gz
20140619 050122 tar.gz
20140619 053125 tarpz
20140619 060128 tar.gz
20140619 063131 tarpz
20140619 070134 targz
20140619 073137 targz

Status Messages

Cisco CP-DX650 ( SEP203A07FDFC30 )

06/17/2014 12:57:14 MIC: Verification with MFG data: Success
06/17/2014 12:57:31 802.1X Authentication: Disabled
06/17/2014 12:58:32 WiFi link event[xroads]: Assoc to b8:be:bf:69:9f:dc, migilles-home, Ch:
153, RSSI: -43

06/17/2014 12:58:34 WiFi connected[xroads]: b8:be:bf:69:9f:dc, migilles-home, Ch: 153, RSSI:
-42

06/17/2014 12:58:42 HTTP No Error: SEP203A07FDFC30.cnf.xml

06/17/2014 12:58:45 Registered to 2001:420:305:2002:332::2

06/17/2014 13:38:39 Phone Off Error: Could not power off; Power over Ethernet is required to
power off the phone.

06/19/2014 15:04:16 HTTP No Error: SEP203A07FDFC30.cnf.xml

06/19/2014 15:04:17 Web Access Enabled

06/19/2014 15:04:18 Apply config requested by CUCM

06/19/2014 15:04:18 CUCM reset TCP connection

06/19/2014 15:04:20 Registered to 2001:420:305:2002:332::2

06/19/2014 15:09:06 HTTP No Error: SEP203A07FDFC30.cnf xml

06/19/2014 15:09:06 Web Access Enabled

06/19/2014 15:09:06 Apply config requested by CUCM

06/19/2014 15:09:07 CUCM reset TCP connection

06/19/2014 15:09:08 Registered to 2001:420:305:2002:332::2

06/19/2014 15:14:42 HTTP No Error: SEP203A07FDFC30.cnf.xml

06/19/2014 15:14:43 Apply config requested by CUCM

06/19/2014 15:14:43 CUCM 2001:420:305:2002:332::2 closed TCP connection

FEfE AT —F A WLAN {5 5A U —4 BRI OWT Y AME #IE Cisco DX 2V —X ETr—I/WIFRTEET,

gk

WHE. BX VT4 AT G IR Vo 7 E B IO P 7L AR 3 2 BUE OHRe I MO BUEHEHE S L TV DRk
V=08 7§ HERRTEET,
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Cancel

v 812:45

WLAN 807 —4
WLAN [E B Av U —2 13 TR IR RSN ET,
«~~ Calls

©  Recents

4 Contacts

it PPN

Cisco DX SV —AD T2V AN A= 2 —|ZH(ED XA N—NERRINET,

UTHE) ANE FR 3 DI203, [BRE (Settings) | > [EHRER VBT —7 (Wireless & networks) | > [Wi-Fi] D47 EMICHH [..] %
IR L, [rBEU A (Neighbor list) | 28R L £7,

Neighbor list

v 8 12:46
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FEAIZ DWW TIL, IR URL 128 5[ Cisco DX Series Administration GuideJZ 2L TZE0Y,

http://www.cisco.com/c/en/us/support/collaboration-endpoints/desktop-collaboration-experience-dx600-series/products-
maintenance-guides-list.html

RYRT—ORED)YE

S b — 7 ENL, [BX B (Settings) | > [#EMRE R T —2 (Wireless & networks) | > [F£#l... (More...) | D>O[R Yy T —75%
E%YE b (Reset network settings) | 1IN 57228~ T, Uy NCTEET,

A Reset network settings

This will reset your network settings to
factory defaults. Would you like to proceed?

Cancel Reset

v 8 12:46

Shi= PIN QYtvk

PIN Z 5L 60 1, =y 7 fEBRE 1 C [?7] 28R L THD, [PIN 25472355 (Forgot PIN) | 38R §~ 52 L1280 PIN %
)*’Z/]\T%i?“o

?

Emergency call
Forgot PIN

Enter PIN to unlock

[PIN Z = 72354 (Forgot PIN) | Z23&IR425L  IROT A7 D 1 O TRRAET D HE AT RSN ET,

o A a—1F
e  Google

AN AT HE, PIN 2V By b CEET,
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Cisco User Google

Username

Password

VE—hOvHETLT
Cisco Unified Communications Manager O & B 1L, {LE D Cisco DX LV —X &V E—hCTav/ F2iZVATTHENT

EEXR

Cisco DX 2V —RX%VE—h Ty 7T DAL, BaOREN— T [BoZ (Lock) | A7 vara@IRLET, 29754,
Cisco DX SV —X 2T 782 T A2 PIN O A SN ERSNET,

Cisco DX SV —A EDTF =4 T N THETHHE 1L, EFEOREN—U T [TA7 (Wipe) | 7 ar ai@RLET,

[%®F VPN (Always On VPN) | 50T DL, 7\ A Ry 12137 A7 5728 Cisco DX SV —R&F KA T4
ICLTRLZENTEET,

27VM)REDET
T _RCDT —H | Cisco DX LV —Xnb, [RRE (Settings) | D [T —F D FIHA{L (Factory data reset) | > [X 7T 7 V&
v (Backup & reset) | Z#INL T, HETEET,

THHAIRED T — 2 ~DV v etEd 572012 [T 342D Y&k (Reset Device) | 2 & I 325057230 D857 Tl il
BT A RRSAIVET,

g Settings

Personal

g Settings

Backup & restore Personal

9 Location services 9 Location services

Back up my data

@ Security
Language & input
@ Backup & reset
Accounts

8 Google

Personal data
+ Add account

‘ Factory data reset

System
© Date & time

© O 4 B 12:47

Cisco DX S U—RX UA¥L A LAN EBTAR

@& Security
Language & input

@ Backup & reset

Accounts
8 Google
+ Add account

Syon Reset device
© Date & time

v §12:48
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Cisco DX 2V — XM UNTE B TE oW A M REOAREE~DY B NI, RO FNA TR TEET:

o BREZYIMLC, T A AL T7IZLET,

o HX—EMLEET, BIREERLET,

o AvytE—VLED BRATTHETH X —ZHLIEFICLET,

o AvyE—ULED WRATLIZL # X —ZMLET,

o 123456789*0# &ML ET,

o AytE—U LED 2% 3 BlAEL . TSRO RBIC By NS FIERZ T ANON 22 RLET,
e Cisco DX V' U—XT, #H OEE 7o ANHI TSI, LHHATRFOR ENVANT S ET,

MDA A=V ZLE T DT RO FIEEZRITLET,

BEIRZGIWILC, 7 A AEA7IZLET,

*—Z L BIRA L ET,

Ay— LED N EATTHFET* F—aMLizFRICLET,
Ayt— LED 73 3 [ELRJEL7Z6, * F—% LU ET,

Cisco DX 2V — R IRBA A=V &ML TRREILET,

FINAADT 1\

TINAADT 737 1% Cisco DX 2V —X|Z SSH %721 Android Debug Bridge (ADB) = /UZE > TT 7 ®ATHZELITED
F T ar THMTTEET,

ADB i 9 %3%5A 1%, Cisco Unified Communications Manager C Cisco DX 2V — XD R EMNH 72> TCNDI L% il
BLET,
wz@i;,%ﬁﬁﬁ% ADB %% 7p Android SDK #4 >m—RLET,

http://developer.android.com/sdk

SSH #3286 1%, =—¥ 4 L/XAT—R% Cisco Unified Communications Manager PN Cisco DX 2U—X® [SSH]
Jzava:/f;)’%ﬁzéﬂﬂ\é LEMERBLET,
m—7)V us A = cisco T/NAYV—R = default T,

TINARABEDAI)—22avb DX vTF+

BIfEOEHE X, http://x.x.x.x/CGl/Screenshot (27 7 AT HEF v 7' F ¥ TXFET (xx.x.x %, Cisco DX ¥ U—XD IP 7KL
ATT), 7ur 7R T, Cisco Unified Communications Manager C Cisco DX 2V — R ZBHHAF IS BT v hd —H
L EINAT—RE ATTLET,

AR TIBIE

i, ERBERE TIEHY A, MOIEE F72 TSR DO T2 T 0T TA T AD 7\ & I 25 oz
Li@ﬁo
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7oty

Cisco DX V'V —X TlX . IkOT 7V T&ET,

PR R—FADT 7 EHY

e Bluetooth ~>RFtEwvh;  www.plantronics.com

www.jabra.com

www.jawbone.com

WWW.VXicorp.com

www.motorola.com

EFnfhDFH

Cisco DX Y —X 5 —HZ —h
http://www.cisco.com/c/en/us/products/collaboration-endpoints/desktop-collaboration-experience-dx600-series/datasheet-
listing. html

Cisco DX Y —XERH AR

http://www.cisco.com/c/en/us/support/collaboration-endpoints/desktop-collaboration-experience-dx600-series/products-
maintenance-guides-list.html

Cisco DX 2V —X =—H% H AR
http://www.cisco.com/c/en/us/support/collaboration-endpoints/desktop-collaboration-experience-dx600-series/products-user-
guide-list.html

Cisco DX >V —X JJ—2R J—k

http://www.cisco.com/c/en/us/support/collaboration-endpoints/desktop-collaboration-experience-dx600-series/products-release-
notes-list.html

CiscoDX YV —X VI N7 =T
http://software.cisco.com/download/navigator.html?mdfid=284711383

Cisco Unified Communications Manager

http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/tsd-products-
support-series-home.html

Cisco Voice V777
http://software.cisco.com/download/navigator.html?mdfid=278875240
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Real-Time Traffic over Wireless LAN SRND
http://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Mobility/ RToOWLAN/CCVP_BK R7805F20 00 rtowlan-srnd.html

Cisco Unified Communications SRND

http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-

implementation-design-guides-list.html

Cisco Unified Wireless LAN Controller |23 2~==27 /L

http://www.cisco.com/c/en/us/support/wireless/5500-series-wireless-controllers/products-installation-and-configuration-guides-
list.html

Cisco Autonomous Access Point [ZB T A~==27 /L
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