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MNEBRETHILERDY 7,

[l Cisco Unified Communications Manager ') ') — X 11.0(1) T IM and Presence 5 — EXD K AA R

JzFL—vay



SIP 7z 57 L—>3 > HA®IMand Presence H—E ADH{RE

ATy T

ATy T2

ATvT3

—

JrFL—varvor—54251552—408% I

FIE

[Cisco Unified CM IM and Presence Administration] =— A > X —7 = A AlZu /A4 LET, [/
LB A (Presence) |>[/V—7 1> 7 (Routing) |>[AXT « 7 /b— bk (Static Routes) | % 3%
WLET,

ABT A4 N—MIBETHENRNTA—ZEZLLTOLHIICHTLET,

CHRPENH — N, AN =T TA X RAAL VA E RIS TR ET DR ENH Y
9, =L 2. RAA P domaina.com THILL, [FE5E/ 3% — 2 (Destination Pattern) ]
DfEIX .com.domaina.* &7V £,

*[*xZ7 A v (NextHop) ] DML, Microsoft OCS & D7 =7 L—3 a > OEE TSN
Access Edge D FQDN £721XIP7 RL A AOL & D7 =7 L — =3 > O541% AOL SIP Access
Gateway @ FQDN 721X IP 7 KL A T9,

*[F7 A Ry R—bF (NextHop Port) ] DF =1 5061 TI,
*v— bk #47 (Route Type) | DfElE domain T,

*[7u b=z %A (Protocol Type) ] TLS T,

[fR7F (Save) |27 U w7 LET,

HErEY D

JxTL—23 DI—T 42T INTA—FDERE

X L& BHIIZ

#HTIMand Presence V' —E X% A VA =L T BEE, =T b—ar —T 4T R
A—=HE, X7V vy J— FOFQDN (Z HEEIZFRE S 41, IM and Presence V— B &%, &
TATTAN ) —=RIZZOEEELET,

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T

L—>3ar IR



SIP 757 L—3 3 FA® IMand Presence H—E R DERE I
B o7 3000 —F1oF R54—208E

FIE

AT w71 [Cisco Unified CM IM and Presence Administration] =—% A > X —7 = A AjZu /A LE7, [~
AT I (System) ]>[Hh—E R /3T A —% (Service Parameters) | Z 3R L 77,

ATFw T2 [P—3 (Server) | Ka v 7 &7 U A R» 5 [IMand Presence — B A (IM and Presence Service) |
J— RZE@RLET,

AT9 73 [P—ERA (Service) | Ky 7 & U A KD [Cisco SIP 7’12 % ¥ (Cisco SIP Proxy) ] % i#iR
LET,

ATYT8 [T L—var =T 4T RT A=K (7T AZ%LK) (Federation Routing Parameters
(Clusterwide)) |27 > a T, [7=T b— 3 )L—7 1 7 IMandPresence ® FQDN (Federation
Routing IM and Presence FQDN) ] /37 A —XDOfEL LT, X7 U v 7 FQDN # A L F 7,

* Z® FQDN fElX, #® IM and Presence H—E 2 KA A L D/X7 Y v 7 DNSIZH D
_sipfederationtls = F VIZ—EH L TWALERH YV £3, RIZ, HlzRLET,

° 7 LB X H—/IFQDN 7% impl.cisco.com ., DNS SRV 73 _sipinternaltls._tcp.cisco.com
(FQDN impl-public.cisco.com AR A > ~) DEFH, 72T b—va s v—T 47
FQDN (X imp1-public.cisco.com (2725 Z L3 H 0 £,

° 718 R H—,IFQDN 7% impl.cisco.com ., DNS SRV 73 _sipinternaltls._tcp.cisco.com
(impl-public.ciscoext.com) D¥FH, 7 =7 L— 3 Jb—7F 1 7 FQDN L
imp1-public.ciscoext.com {2725 Z &3 H D F£7,

=3 ZONRTA—=HX, TLBUA =L Lyneh— I T7 7 A4 7 U4 —/L (ASA)
ETLS VX VBN ETH 72T Lb—ay, BIO[FLVELU A (Presence) ]>
[RAA M7 =7 L— 3 (Inter-domain federation) ]>[SIP 7 =7 L —3/ 3 >
(SIPFederation) | D FTD[XA VY kN 7 =T I/**‘/a > (DirectFederation) |7 = v
TRy I ANRF NI TWEH T =7 L—ra VI S ER A,

* 2 —%%/)L—F ¢ 7 H IM and Presence —E A J — KIZE|Y él“CZ)iE'/m\\ Z @ FQDN f&
% IM and Presence —E & /— RDOFEEED FQDN &R CIZTBHZ LixTEEHA,

ATY TS5 [{R1FE (Save) 227V v 27 LET,

RDIEFE

IMand Presence —E A D7 =5 L—3 3 > b—F 4 7 FQDN /8T A — X 28 H L1-5A1%
Cisco UP XCP /L — % % FHiEgE) L £ 9, Cisco Unified Serviceability D —¥% o4 > ¥ —7 = 4 R|Z 1
JA4 L, [Y—/ (Tools) ]>[=> kwm—/L & & — - Cisco Unified Serviceability D v k7 —
7 % —E A (Control Center - Network Services in Cisco Unified Serviceability) ] ZZ&4R L £,

Cisco UP XCP /L — X ZHiE#h 45 & . Z£iZ L Y IM and Presence — B2 D3 TP XCP ¥ —
E AR L E T,

[l Cisco Unified Communications Manager ') ') —X 11.0(1) T IM and Presence 4t —E 2D K 4 1 A
JzFL—Yay



| SIP7zFL— 3 M0 IMandPresence #—E R DHTE

IM and Presence ¥ —EX Tt F 1) 714 DHRTE [ |

BErE YD
Z7xT b—va U HETFA—AOAEE, (169 ~—2)

IM and Presence Y — EXTODtEF2) 714 DHRTE

Y

GE)

COREFENEHSIND DI, BENICT 2T L—ra U EEATHERICES 2 772 TLS
P e MWEBE LTG0 E, 72T Lb—1a BB AT 5TH7 - T Cisco Adaptive Security
Appliance ZfEH L 72 WEE DR TH,

MRTSE7 472U FOERK

&

ATy T2
ATvT3

RTvT4
ATvy7T5

Cisco Adaptive Security Appliance & = U 7 ¢ FEB#E % IM and Presence % — & A|ZA KR — 5
L. IM and Presence — £ & I Cisco Adaptive Security Appliance & TLS £'7 7 V=27 & LT
HEWIZBM L 9, ZD7=H, IM and Presence —E A TiX, Cisco Adaptive Security Appliance
ZTLSETY 7Yz & LTFETEMNT2XLEITH D EHA,

FIE

[Cisco Unified CM IM and Presence Administration] =—% A > ¥ —7 =4 X{Zu /A4 LET, [~
AT A (System) |>[EF =Y T 1 (Security) |>[TLS BT ¥ 7 =2 L (TLS Peer Subjects) ]
PR L FET,

CHTELENN (AddNew) 1 &2 U v 27 LET,

ROWTNLOMEE AT LET,

a) MicrosoftOCS & DSIP 7 =7 L— 3 VY ERET HHAIL, [T 72 =27 M4 (Peer Subject
Name) | 7 « —/V RiZ, Access Edge — 3D FQDN # A LE$, Z DOfEIZ, Microsoft
?® Access Edge ' — M2 Lo TR SNV AREHEOHA CN & —ET 20 ERH D £7°,

b) AOL b D SIP 7 =7 L— a3 Y ERET D¥E1E. AOL SIP Access Gateway D44 FQDN %
AL ET, ZOffiiX, AOL SIP Access Gateway H— /N2 X o TR S D REHED A4 CN
=BT HHMERDHY FT,

[#BH (Description) |7 « —/V RIZHER— DL HTZ AT LET,

[fR7F (Save) |27 U w7 LET,

RDOEZE
HIRLEZTLS ETY 7= 27 F VR R~DTLS 7 0B, (52 <—)

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T
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SIP 757 L—3 3 FA® IMand Presence H—E R DERE I

B ERLETSEZH TSI R YR EADTLS E7DEM

BErEY Y
IM and Presence #—E 2 ~0D H EAGEHAZEDO A AR — K, (60 ~—)

ERLETISE7Z IO FUXRADTLS E7 DIEM

ATvT1

ATy T2
ATvT3
ATvT4
ATy 75
ATvT6
ATy 717

ATvT8

ATvT9
2Tv710

IZC®H5HIIC
THTLS ©F7 %727 FOERL

FIE

[Cisco Unified CM IM and Presence Administration] =—% A > ¥ —7 =4 X{Zu /4 LET, [~
SA=—d

AT I (System) 1>[EF = U7 1 (Security) ]>[TLS =27 F & hg&E (TLS Context
Configuration) ] Z&R L 7,

(5% (Find) 1%2 Y v 27 LET,

[Default_Cisco SIP_Proxy Peer Auth TLS Context] Z#7 V v 7 LE T,

I ATAEZ: TLS B5 5D U A BT R TORE S AR L £7,

K& 27V w7 LT, [RIRII7z TLS K55 (Selected TLS Ciphers) | £ TIN L O S A2BE) L
£

EHAEEAR TLS ©7 72 =7 bOU R bnb, RIOETRELZTLS V7 7227 b2
UwZ LET,

FKHZ7 ) 7 LT, BRENTWATLSE T 7 V=7 M [BIRENZTLSET 72 =7
I (Selected TLS Peer Subjects) ] (2@ L £ 7,

Microsoft OCS & 7 =5 L — 3 a VAT AL, [ZEDTLS 77 7 A v b O#ELE (Disable Empty
TLS Fragments) | F =y 7Ry 7 A& F AL ET,

[PrfF (Save) 1227 VU v 7 LET,

Cisco SIP 7' & ¥ Hh—E R 2 FHiLH) L F7,

GE) AOL 7 =7 L —3 3 > & Microsoft OCS 7 =7 L —3 3 > % [A] U IM and Presence #—t
Z )= R EICEAT A, [2ED TLS 7T 7 A Ol (Disable Empty TLS
Fragments) | T = > 7Ry 7 2% A2 L ThH, AOL7 =7 L—r a3 LI ETH Y £
A,

EErEYY
HHTLS 7 7Y =7 FofERE, (51 _*—2)
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| SIP7zFL— 3 M0 IMandPresence #—E R DHTE

ALTzFL—Yaviz@TaL—5 1 votEwRozE I

AOL 7=z 7 L—>avICETBIL—T 14 VT BEHRDEZRTE

AOLEDSIP 7z FL—3>d)L— k SIPEKR

N

GE)

N

IM and Presence " —E 2 J U —290 TiX, AOL:DSIP 7 =5 L — a3 VBN HYR—bEh
TWET,

AOL ¢ DSIP 7 =25 L—3 3 1280, IMand Presence ' —E A 2 —F 3RO —F & 7 =5
L—a rEITH T ENAEETT,

*AOL X7V v 7 a32=7 ¢ (aim.com, aol.com 72 &) Dx—H,
c RAAL VR AOLIZE »THRA P SR TVBAEDL—,

*AOL L 7 =T L —y g T o TV A D 2 —3, IMand Presence —E A TiL, =
ILTANEEL 72T L—2a VBT AOL A2 VTV v 7 Ay X e LTHERT S
ZEHTEET,

7=& 21X, Thosteddomain.com] &9 RAA U AHFFOMR¥EL AOL BFARLTED, 2D
lacompany.com] &W9) RAAL VEFORENAOL L7 =T L —2ar&fToT0WHELE
9, ZOLE, IMandPresence ' —E A L TINHDOHK RAAL NZXLTSIP 72T L— 3
RAA Y = MY ZBIMT5HZEI12L Y. IMand Presence ¥— B &2 = — %
users@hosteddomain.com B X WusersRacompany.com & 7 =7 L—3 3 »&{TH Z &N
TEET,
IM and Presence ' —E A TlX, AOLZ LT 7 =25 L —>a %179 RAAL L ~D)V—TFT 4 7
AYR—FTD7D, V=T 47 mVy 7 PREfEEnTHET, AOLLDSIP 7 =7 L— =
VEHET HE, IMand Presence —EATIL, T 74NN Tx2TL—Yar —FT 4T R
AANCESNTRA =Y ON—T 4 T TONET, ZORAL DT 74/ Ml
faol.com] T,

GE)

CITHHTAINA—T 4 I BEH IO, [RAAL UMM LAOL] EWNWHH A TDT7 =
TL—T v K RAAL VERELESEEDOHRTT,

TxTL—gr a—FRNAOL ODWTNDNDERRAT v K KA AV (aol.comPSD KA A V)
IZE L TWAE4A . IM and Presence Hh—E 2 TIIR D L 9 REFE CUUBEENETINE T,
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SIP 757 L—3 3 FA® IMand Presence H—E R DERE I

B ALEDSPIIFL—YaVIcERTETIALE I FL—a v —T 125 FALVOER

ATy T

ATy T2

ATvT3

ATy T4

ATy Th

ATvT6

FIE

BRAT Y RRAALLVDAET 47— MOV I T v IREITEINET, AET 47
JL— "3 720 EA . IM and Presence $— B A 13,
RARNENTZRAALYDODNSSRV Ly 7T v 7 HFATLET, Vo7 T v 7 PMilb IS 720
4. IM and Presence V-— E" & [,

T4V 72T b—var =T 47 ALY (T 74/ MIaol.com) DAXT v
= RKZOWTDON Y I T v T EFATLET, AZT 4 v 7 )b— FR720 4 IM and Presence
H— B R,

TIANN T 2T b—var —F 47 KAL Y (T 74/ MTaol.com) ®DNSSRV /L >
T T EEITLET,

TJxTb—vary 2a—WNRT 74k AOL KA A (user@aol.com) (2B L TWDHEHEA, IM
and Presence V" — B A TIIR D L 9 Z2NEF CTRENETI N E T,

F 74V M AOL RAA Y (F7 %/ MTaol.com) DAXT 4 v 7 Jb— MIDONTD)L v T
T AXT 47 b— RS IM and Presence ¥ — B A 1%,

TI7AN N T 2T b—a =T 427 RAL Y (F 74/ Midaol.com) ®DNSSRV /L v
7T v T EFATLET,

EENEYD
AOLEDSIP 7 =F L — g ANMEAT AT 740 72T b—ar b—F 407 RAA
VOEE, (54 —)

AOLEDSIP 2z T L—YavVIZERT ST 740 7z 7 L—2 3
IWN—T 42T RAALAVDER

N

G¥)

IM and Presence " —E A J J—290 TiX, AOL L DSIP 7 =5 L —> a3 VBN YR—bhEh
TWVWET,

WHEIL, AOL DT U ¥ —TF 5 4 ZEBAIZBWT AOL LR SN R AL UNEEINRWVE
D, T74VE 72T —a =T 400 RALVOEZEFTTHLEITH D XA,

IZCHBHIIZ
AOL L DSIP 7 =F L —a D —F 4 7 SIPERICET A My Z7IcAEZ@LET,

[l Cisco Unified Communications Manager ') ') —X 11.0(1) T IM and Presence 4t —E 2D K 4 1 A
JzFL—Yay



| SIP7zFL— 3 M0 IMandPresence #—E R DHTE

ATy T

ATvT2

ATvT3

RTv74

ATy TH

ATvT6

sPozFL—varvy—eExoant [}

FIE

[Cisco Unified CM IM and Presence Administration] =—4# A > ¥ —7 = Alzun /A LET, [~
AT A (System) ]>[H—E R /XF A —% (Service Parameters) | Z &R L 7,

[F—,3 (Server) | Km w747 U A K5 [IMand Presence — E A (IM and Presence Service) ]
J— F&@ERLET,

[F—E R (Service) | Ky 7FH 2 U A KM b [Cisco SIP 71 ¥ (Cisco SIP Proxy) ] Z %R
LET,

(7T b—arDOL—T 4T NTAXA—=4 (77 AZ4K) (Federation Routing Parameters
(Clusterwide)) JfEHIK T, [T 74/ b 7=FT L —va v )b—TF 42 KA A (DefaultFederation
Routing Domain) | D737 A — % ODEZfER £ 72 13mE L £7°,

[T74/NVE 72T Lb—vay b—7 42 RAA > (Default Federation Routing Domain) ] ¢/
FTA—LDOEEEE LSGE1E, [fR1F (Save) ] ZEIRL £,

[T 74NV K 72T b—var b—7 47 KAA L (Default Federation Routing Domain) ] /37
A= DfEaZEE L2 %E13, Cisco XCP /b — 4 & FHEEEN T 2 A % V) 97, [Cisco Unified IM
and Presence Serviceability] =—% A > % —7 = A Ajzua /A > LET, [V—/v (Tools) |>[=2>
fe—n o ¥ —-%y hU—2 % —¥E R (Control Center - Network Services) ] Z &R L. Cisco
XCP /v — & Z e E L £7,

EELE YD
AOL ¢ DSIP 7= F L — 3 »D)b— k SIP #sk, (53 2—3)

SPJzxzTL—Y3 0 H—EXDEME

4- IM and Presence #— A /— K L TlX, Cisco XCP XMPP Federation Connection Manager #— &’
AEFINCTDRERDHVET, ZOV—EXZGINTIHE, ENEFND/—FETHrEY
=V LA LTSIP 7 =7 L— a VEEREDS NS 20 £, ZofEgE, 77 %
ZWND ) — RZTEIZFATT OMERHY £7,

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T

L—>3ar IR



SIP 757 L—3 3 FA® IMand Presence H—E R DERE I
B sPozFL—rary—Ex0EME

FIE

ATw 71 [Cisco Unified IM and Presence Serviceability] =—4 f v X —7 = A Rizu /A LET, [V—
(Tools) ]>[Y—VE R 7277 4—3 3 (Service Activation) | =N L 7,

ATy T2 [AAF (Host) | Ky F X URARNLY— 2@ £,

ATvFT3  [BH (Go) 127V vrs LET,

AT w74 [IMand Presence "—E & (IM and Presence Services) ] &7 2 = > C. [Cisco XCP SIP Federation
Connection Manager] % — E 2AD{IZH DR X v 28I L 97,

ATv 75 [{RTFE (Save) 1227V v 7 LET,

ATYTFT6 SIP7=FL—valrERHAT50I2E, CiscoSIP 7' m ¥ ¥ Hh— B ARELIT I TN D LEN
&Y F9, [Cisco Unified IM and Presence Serviceability] =— £ > X —T7 = Xlcn /A LE
7, [V —/v (Tools) ]>[#§AEY—E A (Feature Services) | Zi#{R L. CiscoSIP 7' m ¥ #—t
AMFETEINTNWDLZ 2R LET,

EErEYY
TxFL—yarTcoaX oMM, (173 2—)

[l Cisco Unified Communications Manager ') ') —X 11.0(1) T IM and Presence 4t —E 2D K 4 1 A
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A

%5%

Cisco Adaptive Security Appliance [Z & % SIP
JxTl—YarvtXxal) T4iEBHEDEK

==

X

G¥)

IM and Presence ¥—t A U U —2 9.0(1) LA TiL. Microsoft Lync £ D KA A U7 =5 L —
YarPYPR—FSNTVET, OCSED RAAL VM7 =27 L—3a v ~OBRITIT. HiliEH
IRI72FREN IR WBR Y | Microsoft Lyne 235 E SV E T,

* IM and Presence ¥—t & & Cisco Adaptive Security Appliance D] CHOE X = U 7 ¢ FEBHEA
f, 58 ~—v

* Microsoft CA % fifi H L 7= Cisco Adaptive Security Appliance & Microsoft Access Edge (/M1 »
H—T A A) OITOEF=Y ?‘4§E%%&<Tﬁ, 62 R—

*TLS 77 L—ya O Lyne Ty ¥ —=N"TOEFx =2 U7 4 iEHEORE, 73 X—

* Cisco Adaptive Security Appliance & AOL SIP Access Gateway D] TOtE X = U 7 ¢ GEHED
A, 74 N—

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T

L—>3ar IR



Cisco Adaptive Security Appliance 2k 3 SIP 7T FL—> 3> €1y FoiABEDNRE |
B IM and Presence ++— ' X & Cisco Adaptive Security Appliance DS COt ¥ 1 1) 7 « SIAEZEX MR

IM and Presence — E X & Cisco Adaptive Security
Appliance DREITOEF 2 ) T« SIBAER

Cisco Adaptive Security Appliance T X — X7 E RSRA MRSV D
ZOFEAEICX L THF— X7 (5], cmp_proxy key) %{EEK L. Cisco Adaptive Security Appliance
726 IM and Presence % — B ZA~D H OB REAELZ#AT 2 b7 A AL > (], imp_proxy)
ERETHMNENSH Y 9, CiscoAdaptive Security Appliance TH L B4 AEHEAER L T\ 5 Z
EERRTTDITRERS A T H el LIRET H L & BT, GAEHEFEOY T V2 r NI LV F—T =
A ANDIP T FUAZIRET HDLERH Y 77,
([FC&H BRI
ROBIZHHEINTVWDIREF AT HFRIT LI LR LET,

*SIP 7 =5 L—3 3 D IM and Presence ¥ — E 2 DR E, (45 2—)

*SIP 7 =7 L—1 3 |27 % Cisco Adaptive Security Appliance (ASA) DF%XE, (77 21—
)

FIE

AT w1 Cisco Adaptive Security Appliance T, % EE— FIZAY £97,

> Enable
> <password>
> configure terminal

ATvT2 Wwoa<wr FEANLT, ZOHHEOF— X7 24 L £9,

crypto key generate rsa label imp proxy key modulus 1024

ATvT3  KkO—#EDOa~vr K& AJJL T, IMand Presence h—EAD k7 2 bR A v b &ERR L T,
crypto ca trustpoint trustpoint name (for example, imp proxy)
(config-ca-trustpoint)# enrollment self
(config-ca-trustpoint)# fgdn none
(config-ca-trustpoint)# subject-name cn=ASA inside interface ip address
(config-ca-trustpoint) # keypair imp proxy key
NTTNYa—=T 47D b
show crypto key mypubkey rsa =¥ ./ READLT, F—= RXTPAERINTNDI L 2MERLE
RS

[l Cisco Unified Communications Manager ') ') —X 11.0(1) T IM and Presence 4t —E 2D K 4 1 A
JzFL—Yay



| Cisco Adaptive Security Appliance =& 3 SIP 7 = FL—> 3> €% 1Y F 1 AHEDNHE

Cisco Adaptive Security Appliance TO BT E & SFAEZDERK [ |

RDEE
Cisco Adaptive Security Appliance CT?D H LB 4 AEBEDOIERK, (59 ~<—)

Cisco Adaptive Security Appliance TO EHCE L IBAZEDERK

ATv I

ATy T2

ATFvT3
ATvT4

ATy TH

ATvT6

[T L& BHIIC

* Cisco Adaptive Security Appliance TOF—X7 & kT A h R4 > hDARK, (58 X—) O
FEZFATLET,

* ZOFIAEFEITT HITIE. UNIX LD T F A b =7 4 X B3N ETT, Microsoft 7 — K3
K, /"= 3 5.1 £7213 Microsoft A EMR, /¥—37 3 1 5.1 Service Pack 2 ##E24E L 97,

FIE

ROa~x R AL T, BLBEAMAELER L 7,

(config-ca-trustpoint)# crypto ca enroll trustpoint name (for example, imp proxy)
BT NAZT AL ADV N TNE G EEZDDH I EEHERTHA v E—URERINTZD,
no L AJTLET,
HOBEAGEAEZERT DL 9RDD 707 MR LT, yes TIHRELE T,

WD a< Kua AF LT, IMand Presence —E A7 AR— b9 BEEHELZER L £9,

crypto ca export imp proxy identity-certificate

THIZE-T, 2 2E, PEM Ty a— RENETAT T 4 7 4 iEHENEEICE RSN E
ﬁ‘o

Cisco Adaptive Security Appliance iEBlEHEDNAERAK L 2 — L, U— NNy RKIpNAEIRD 7 7 14 )L
(pem OYEIR - ZAHTF 5) IZAED T EF,

pem 7 7 A NVEBE—TI 7V AR LET,

RDOIEE
IM and Presence h—E A ~D H LELAEAED A VKR —F, (60 =—)
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Cisco Adaptive Security Appliance 2k 3 SIP 7T FL—> 3> €1y FoiABEDNRE |

B MandPresence —EXADEEELIRED A > K— +

IM and Presence Y —EX~ND B ERZIIHAED A 7R— k

ATvT1

ATy T2

ATvT3

ATvT4

ATy TH

[F L& BHIZ
DOTFNEAEFIT L E T, Cisco Adaptive Security Appliance TP H B4 GEHEDIER, (59 ~—)

FIE

[Cisco Unified IM and Presence Operating System Administration] =—% A > % —7 = A A|Za /A >
LET, [BE¥=VUT 1 (Security) |>[FEHAEEEE (Certificate Management) | % &I L £ 7,
[RE#EDT v 71— K (Upload Certificate) ] %2 V v 27 LE£7,
[Certificate Purpose (GIEFIEHM)) ] T, [cup-trust] 2R L £ 7,

(6= N—FHDT7 4=V FIFEADEEIZLTEEE

R

[ (Browse) |27 Vw7 L, B—h)Lara—4%T (RIOTFNETHYER L7) Cisco Adaptive
Security Appliance @ .pem GlEFE T 7 A VL ZRE L £ 7,
[Z7A VDT v 7ra—K (UploadFile) 127 VU v L, iE&E% IM and Presence H—E X / —
N7y 7ae—RLET,

NFG TN a—=T 4T Db
FEFAEDO—% T, <asa ip address>.pem & <asa ip address>.der ZMETH L. Ao
MY EF,

ROEE
IM and Presence F— B A TO#H LWFEED LR, (60 ~2—)

IM and Presence —E X TO#FH L LNSEBAZD &K

Y

G¥)

CiscoASA 7 7 A 7T U —/LOFEAEIL, WA TH— BRGEEMNE 7 T4 7 > FRGEBRMEDER
EESNTWIMERHY £, Ziud, dFHE0MLx—FH (EKU) T A—F £33k
DA77 =7 MID (0OID) DEZEFRA~D Z & THRERTEET,

1.3.6.1.5.5.7.3.1,1.3.6.1.5.5.7.3.2

X L& BRI
DOFNEAZFIT L ET, IMand Presence 1 —E A~DHCEBLIFAED A R—F, (60 =2—)
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ATy T

ATvT2
ATvT3
ATvT4

Cisco Adaptive Security Appliance ~® IM and Presence — E RSEBIE D 1 R— + .

FIE

[Cisco Unified IM and Presence Operating System Administration] =— A > % —7 = A X|Zu /'
A LET, [BX=2 U7 1 (Security) ]>[REFIEE B (Certificate Management) | & 3R L £ 97,

[HTHRVERL (Generate New) 1% 727 U w7 LET,
[REBAEHBY (Certificate Purpose) | R > 7F'Z 72 U A NT, cup Zi&IR L £7,
[ZE5% (Generate) 1 &7V v 7 LET,

RDOEZE
Cisco Adaptive Security Appliance ~~® IM and Presence ¥— B AGEHED A R — K, (61 ~<—)

Cisco Adaptive Security Appliance ~® IM and Presence H-— E X iEFRE

DA viR—

I~

IM and Presence — & A FEH]E % Cisco Cisco Adaptive Security Appliance (2 >R — h 95 1ZI3,
IM and Presence % —E X6 A VAR — b LIZREAFE Z 0T 27200 h T XA FaRA U b (Tk z
IX cert_from_imp) Z{ER% L. “terminal” & U THERHZ A 7 Z+57E L. IM and Presence —E A 7>
SIS LIZFEBENRIZIR VAT 6D Z 2 RRTHMENDH Y £7°,

G¥)

&

ATy T2

IM and Presence #— E" A & Cisco Unified Communications Manager @ ./ — R, 72 5 TNZ Cisco
Adaptive Security Appliance (%, [F U NTP YV —ANSREHITLMERNH Y 97,

(X L& BRI
* IM and Presence ' —E X CTOHF LWEERAED £, (60 2—) OFEEZEITLET,

* ZOFNEEFEITT DI, UNIXAEDOT F A N =F ¢ X BZ0ECF, Microsoft 7 — RK/%3y
K. /X—2 3 5.1 £7213 Microsoft A EME, /X—" 3 > 5.1 Service Pack 2 & HELE L F 97,

FIE

a7 4 X2l —aryET— REEEBELEST,
> Enable

> <password>

> configure terminal

WDa<w R r—r A% AL T, A4 AR— b L7 IMandPresence %— B AFEHED ~F & k
RA v MEERLET,

crypto ca trustpoint cert from imp enrollment terminal

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T

L—>3ar IR



Cisco Adaptive Security Appliance 2k 3 SIP 7T FL—> 3> €1y FoiABEDNRE |
. Microsoft CA % {Ff L 7= Cisco Adaptive Security Appliance & Microsoft Access Edge (54881 > 32— =4
R) OETOEF2 T4 HBAERR

ATFvF3 koOza~<wr REAH LT, IMand Presence —E 20 HEFHEL 4 R— M LET,

crypto ca authenticate cert from imp

AT w4  [Cisco Unified IM and Presence Operating System Administration] ==—4% A > ¥ —7 = A A|Za /A v
LE7, IMandPresence —E AT [EF=VUT 1 (Security) |>[FEFAEETE (Certificate
Management) |Z &R L E 7,

RAFv 7S [MFE (Find) 1227V 27 LET,

ATv 76  HIOFNETIER L7= IM and Presence — B AFEIEZFE L £,

ATy 71 [FUrv—F (Download) 127V v 7 LET,

ATy T8 HERINTWELETIAN T4 XD 1 2%FH LT, imppem 7 7 A VEE E7,
AT9 79 imppem DANEEYIV B> T, Cisco Adaptive Security Appliance Ui A (Z GV 1T £ 4,
ATYT10 quit ZFAHLET,

ATYIN FENEFEOEKRBEMRT HA v E—VRFFENTZS, yes EATILET,

RATY 12 GEHEEZFIRT DL, show crypto ca certificate 2~ R&EFATLE T,

RDIEFE

Microsoft CA % fifi il L 7= Cisco Adaptive Security Appliance & Microsoft Access Edge (#M#A1 > & —
7 xAA) OMTOEX=2 U T ¢ iEHEZMR, (62 2—)

Microsoft CA % {5/ L 7= Cisco Adaptive Security Appliance
& Microsoft Access Edge (OVERA >3 —2T x4 R) D]
TOEFa') T1lAERE

ROTFNEIL, Microsoft CA A L CREEARRET 5 HiEkEZ R LT2fFITT,

)

GE)  VeriSign CA 2 LE=FIEOHIL, ZO~=aT7 LOfFRICTEH I TWET,

CARSRERAD

N ZARNKRA Y NEERT D%G. N T A MKRA Y MR L THERAT 2B IEEZEET D LE
N £9, BEERJHEE LCIL, Simple Certificate Enrollment Process (SCEP) Z{#i f C& £

(Microsoft CA M9 %5454 ) . SCEP Tid. enrollmenturl =~ RZEH LT, E5 L7
Z A RARA > b SCEP I X 28EITAEM T 5 URL A EFR L ET, £ L7 URLIZE, EHTS
CA D URLICT HHENRH Y £7,

ZDIENHEHATE 2885 EICIE,. FEIBRELH Y £9, FEIBHK TIX. enrollment terminal
g FEFEHALT, CADDLZE LIZEAELZ X — I UG (T £9, WTFoREGETED

[l Cisco Unified Communications Manager ') ') —X 11.0(1) T IM and Presence 4t —E 2D K 4 1 A
JzFL—Yay
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SCEP % {# /8 L 1= Cisco Adaptive Security Appliance TOIBAE DR E [ |

FIEIZONWT S, ZOEHTHHLET, BEFIEOFEMICOWTIL,  [Cisco Security Appliance
Command Line Configuration Guidell %2 L T 7230y,

SCEP Zfi 4% 12i%. &k URL 75 Microsoft SCEP 7 KA v A2 X oo — KT A30ENH Y £
j‘o

http://www.microsoft.com/Downloads/
details.aspx?familyid=9F306763-D036-41D8-8860-1636411B2D01 &displaylang=en

SCEP 7 RA 1%, FEEAFET 5 Microsoft CA IZA VA b —/LT 2 0ENH Y 97,
WDOEIIZSCEP 7 AV # Xy ru—RLET,
*scepsetup.exe &% 7 — KL, EITLET,
‘[a—H) AT LT Y N (local system account) | AR L E 9,
* [B$k9 5 SCEP 7+ L ¥ 7 L— X (SCEP challenge phrase to enroll) ] Z Z{RfiEkR L £,
*CA DFEMiEZ AT LET,

[# 7 (Finish) 1% 2 VU > 27 LT, SCEP® URL ZHf% L £9, ZDURLIZL, CiscoAdaptive Security
Appliance (ASA) T®D F T A MARA » FOBERRFITHEH L E T,

SCEP %#{1fH L 1= Cisco Adaptive Security Appliance TOIEBAEZE DR TE

&

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

FIE

wKDa<wr REAN LT, CADX— X7 E2AERLET,

crypto key generate rsa label public key for ca modulus 1024

RO~ R AJJLT, CAZBINT D FT A MRA > MEERRLET,

crypto ca trustpoint trustpoint name

client-types 2~ REHHAL T, NTAMKRA L DI TAT v bERIAA THBBELET,
7 IAT v MNER A A TR PRI BEA T SN TR E A R T D DI TEE T,
client-types ssl X EXEET DRD A~ REANTEHZ LT, TOMTARKRA » MEMHEH
LTSSLZ A7 > MERPHERR TE D Z L 2EELET,

(config-ca-trustpoint)# client-types ssl

WwDa< RuEAN LT, 237 Y » 2 IMandPresence ' —E A 7 KL ADFQDN Z iR E L £,
fgdn fqdn public imp address
GE) Z 2T, VPNGEREICE T 2 EEREITSNILERH Y X
—a_o
wKDOA FZANJLT, FTARRA Y bOF— T 2 ELET,

keypair public key for ca

wDa<w FEANLT, FIAMRA LV NOBREETEEZHRELET,

enrollment url http://ca ip address/certsrv/mscep/mscep.dll

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T

L—>3ar IR
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Cisco Adaptive Security Appliance 2k 3 SIP 7T FL—> 3> €1y FoiABEDNRE |
B SCEP % {# /8 L 1= Cisco Adaptive Security Appliance TOIBAE DR E

ATFv Tl WOa<w s REANLT, BELERNTARMRA L MO CAGFHEZZTA L £,

crypto ca authenticate trustpoint name

INFO: Certificate has the following attributes: Fingerprint: cc966ba6 90dfe235 6fe632fc
2e521e48

ATYT8 CANDLOMMEDCKREMRT DA v —VRFRINTZE, yes EATILET,
Do you accept this certificate?[yes/no]l: yes
Trustpoint CA certificate accepted.
Z?ng uw&cammﬂﬂVVFéiﬁbifo
crypto ca enroll trustpoint name
ROEEOWMNNFERINET,

SWARNING: The certificate enrollment is configured with an fqgdn that differs from the system
fgdn.If this certificate will be used for VPN authentication this may cause connection

problems.

ATV T BEOFITEMWRT DA v E—UNERENTED, yes EATTLET,
Would you like to continue with this enrollment?[yes/no]: yes
% Start certificate enrollment..

ATFYTIN FrL oV RRAU—FREERTLIEIRDL T 7 Mt LT, XAV —=REZANLET,

)

% Create a challenge password.You will need to verbally provide this password to the CA
Administrator in order to revoke your certificate.For security reasons your password will

not be saved in the configuration.Please make a note of it.
Password: <password>
KEXAKKKAKX Re—enter PassSword: *EEEE Ak
ATYTR2 YTI=20 VAT AL ADV I TAESEEDD I L 2R T oA v —VNERRENTD,
no EAJJLET,
ATYT13 CAIGEHEZTRT DL IHIRDD A v —VNRFRINTZD, yes EATILET,

Request certificate from CA?[yes/nol: yes

o

% Certificate request sent to Certificate Authority

ATYT1M CAICEEIL, REINTWREHELZRITLET GEAENABIICEIT S TW RN -T2

) .

ROEZE
AMES Access Bdge £ > % — 7 = A4 ADFEEDHKE, (66 =X—)

[l Cisco Unified Communications Manager ') ') —X 11.0(1) T IM and Presence 4t —E 2D K 4 1 A
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FE< & 548 % A LT Cisco Adaptive Security Appliance TDIIBAZDHRE [ |

FHIZ Kk 5ZFEF%EFEA L 1= Cisco Adaptive Security Appliance T LB

EDHRTE

&

ATy T2

ATv73
ATvT4

ATy TH

ATvT6
ATy 71
ATvT8

ATvT9

CAGEHEFEDT v 7 —RIZED M7 A RRA b OB

FIE

WDa<wy REAN LT, CADXF— X7 &AL ET,

crypto key generate rsa label public key for ca modulus 1024

ROa<w R o= RAEANLT, CAZ#BMNT DN ARMRA L MEERLET,

crypto ca trustpoint trustpoint namefqdn fgdn public imp addressclient-types ssl keypair

public key for ca

GE) *FQDN fEi%., »X7' VU » 7 IM and Presence — ¥t A 7 KL 2D FQDN T& 5 M E )
b ET,

* F— RTfEIZ. CAHIZER ENTZF— XT THLHILERH Y £97,
WDa<w FEANLT, FTAMRA Y FOBRGEHTEZRELET,

enrollment terminal

WKDa~<y ReEAH LT, iEHEZZGEL £,

crypto ca authenticate trustpoint name

CA O)v— FEAFEZ G L £,

a) CA D Web <—VIZBBEILET (B : http(s)://ca_ip_address/certsrv) ,

b) [CAZERAE, FFAETF = —> . £/IXCRLDOZ 71— K (Download a CA certificate, certificate
chain,orCRL) %27 V> 27 LET,

C) [Base 64] R L £7°,

d CAGEHFED XY m—F

) FEMEA cer 77 AL LTIRIFLET (Bl - CARoot.cer) .

N—FREAE (cer 77 ANV) T FA b =7 4 X THEET,

Cisco Adaptive Security Appliance ¥R (CREHEDONAE L a8 — 7 K X—2A F L&,

FEEOARBEZER T HIA v E—UNRFRRINTED, yes EATLET,

Cisco Adaptive Security Appliance D37V ~ 7 ZEBEZ CSR L L £,

MDA~ R AL T, CAITHT DBEEREZFELET,

crypto ca enroll trustpoint name

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T
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Cisco Adaptive Security Appliance [Z& 5 SIP 7z FL— 3> X2 ) T4 SIBAZEDHRTE I
. 4\E8 Access Edge f 2 — 7 =4 RDIIAZEDRTE

RATYIN YT =0 MALT AL ADV I TAESEZDLINE I pERRL 707 MIH LT, no T
ISELET,
ATYIN FEAFEREZRFTDHLIRDL TR T MK LT, yes TRELET,
ATYT12 ZDBase-t4GEHEL AL —LT, 7F A =7 4 XAV T ET HOFIETHERT 572
w)
ATYT13 BERERZFERRTDLLOIRDL72 07 M LT, no TIRALET,
ATy (FlE4 TaE—L7) base-64 AW FHE CA OFEMFIRA—VITHE D 1T F 97,
a) CA D Web X—ICBELET (il : http(s)://ca ip address/certsrv) .
b) [REMIEZZR (Request a certificate) ] %27 U /7 LET,
©) [REHEDOIEROFEMRE (Advanced certificate request) ] %27 U v 7 LE 9,
d) [Base 64 =2 =1— K CMC £ 721X PKCS#10 7 7 A /L &2(E A L CRFIHEDOER 2 #5795 ...
(Submit a certificate request by using a base-64-encoded CMC orPKCS#10 file...) ] Z&#IR L £ 7,
e) (FlE4 Tt —1L72) base-64 AEFHEZ ALY (T £,
f) BRAEZEEFEL, CANDIFAZEEZRITLE T,
g) FEAEEZ X a—RL, cer 77 A NVE LTIRIFLET,
h) SEREZ T XA b =7 0 X CTHE, AFEZ = LT — I M T £3, BlofTic
quit VO BHFEAZ AL TR T LET,
ATYT1 KOa~vy REANLT, CAPDLZRELEEEHEL A VAR — b LET,

crypto ca import trustpoint name certificate

ATY T8 BigEfITT 20 E 2 0E:mNRD5 7007 MIK LT, yes TIRELET,

ROEE
M58 Access Edge f > % — 7 = A ADFERAEDHRE, (66 X—)

5VER Access Edge 1 2 —J =4 ADIIHEDHTFE

ZOFETE, A% R7 a2 CA%ZMFEH LT Access Edge H— /N CREIZE 27X E T 5 FIEIZ DN
T LET,

[l Cisco Unified Communications Manager ') ') —X 11.0(1) T IM and Presence 4t —E 2D K 4 1 A
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Cisco Adaptive Security Appliance [IC& 5 SIP 7z FL—> 3> X2 ) T EAZDHRE

41%B Access Edge 1 2 — 7 = 4 ADFEAEDEE [ |

CASIRAEFz—>DAHAa—F

ATy T
ATy T2
ATvT3

RTv74

ATvTH

ATvT6

FIE

Access Edge —/NT, [A¥— b (Start) ]>[34T (Run) | Z#=IRNL E T,
http://<name of your Issuing CA Server>/certsrv Z A7 L, [OK] %27 VU v 7 LET,

[# A7 DIER (Selectatask) | A ==2—75 [CAFEAE, fEFHEF =— . £HITICRLOX 7
77— R} (Download a CA certificate, certificate chain,or CRL) 1 Z# 27 V v 7 LF 7,

[CAFERAE, FEHET =—> . £IEZ CRLOZ 7 m— K (Download a CA certificate, certificate
chain,orCRL) | A ==—25 [CAFEAET = —> DX v u— K (Download CA certificate chain) ]
27V v LET,

[Z7ANVDX T a—K (FileDownload) | %A 7 R 7Ry 7 AT, [ff&fF (Save) 1% 7 U > 7
LET,

P —=RON—= KT 4 AT RIATIZT 7 ANV ERGFLET, ZOT7 7 A NVOYLEFIX pTb T,
ZDOpIb 77 ANERS &, Fo—IZIRD 2 DOFEHAENR R EINET,

Q) ZAXL R7rrdi— b CA IEBHED4L I
b) 2% F7urd L CAGEHEOCLET (HDHBEE)

ROEE
CAFEHET =— 2 DA A h—)b, (67 —7)

CAEIBAZEF z—2 DA VA =)L

XL ®HBHHIIC
DFMEEZFEITLET, CAIFAEF -z —r DX T a—FK, (67 3—)

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T
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Cisco Adaptive Security Appliance 2k 3 SIP 7T FL—> 3> €1y FoiABEDNRE |

4\E8 Access Edge f 2 — 7 =4 RDIIAZEDRTE

ATy T
ATy T2
ATvT3

ATvT4

ATy TH

ATvT6
ATvT1
ATvT8
ATvT9

ATv 710
ATFvITN
ATy 12

ATvT13
ATvT14
ATvT15
AT v 716
ATy
RATvT18
ATv7T19
ATvT20

ATFyrT2N
ATv T2

FIE

[A%— | (Start) 1>[347 (Run) | ZZIRLET,

mme Z AJJL, [OK] %227V w7 LET,

[Z77 A/ (File) | A==2—"T, [AFT v 714 DEMEHIER (Add/Remove Snap-in) ] %R L &

R

[AF > 71 OEMEEIFR (Add/Remove Snap-in) | XA 717Ky 7 ATLHEM (Add) 1 %27
Vw27 LET,

[(FIHATRE/R A X > KT v A w7 A > (Available Standalone Snap-ins) ] U A kT [Certificates
GEFE) ]2 RL £,

GEM (Add) 122U v 7 LET,

[2oEa—% THhHor b (Computer account) ] 23R L FE 7,

[k~ (Next) 127V v 7 LET,

[ B a2—% DR (Select Computer) | XA TR TRy 7 AT, WDXAT HFITLET,

a) [Kp—Hh) arbEa—4> (ZOaryY— 1L FETLTNnbHarta—4) | MR RITH

LT LR LET,

b) (¥ 7 (Finish) 1%27 U v27 LET,

[FAC S (Close) 127 Vv 7 LET,

[OK] %7V v LET,

[FEBAE (Certificates) | 2> YV —/VDEM[MDNA T, [EHE : o—Hh/ 3 Ea—# (Certificates:

Local Computer) | Z &L 7,

[fE#E S 7o v— NREBIREES (Trusted Root Certification Authorities) ] & BEBR L 7,

[REBAE (Certificates) | 247 U v 7 L, [TXTOHX A2 (All Tasks) | &R A M LET,

[f >R —hF (mport) 1227V >v7 LET,

[f »A—TF (Import) 17 4% —FT, [k~ (Next) 227U v LET,

[ZH (Browse) 127 U v 27 LT, itHEF =— L ZRAELZGINICBEI L £,

T ANERERRNL, < (Open) 127Uy 7 LET,

[k~ (Next) 127 Vw7 LET,

[FERAEZ T TR FTIZEET D (Placeall certificatesinthestore) ] &9 T 7 /v MED E FIZ

LT, [REFAFER b7 (Certificate store) ] O FiZ [{EHH S5 /1— FEEBIFERT (Trusted Root
Certification Authorities) ] BNF/R SN TWD Z L #fER L E T,

[k~ (Next) 127 Vw27 LET,
(¥ 7T (Finish) 122V >y 27 LET,

RDEFE

CA H— )b OFEAFEDOER, (69 ~—)

[l Cisco Unified Communications Manager ') ') —X 11.0(1) T IM and Presence 4t —E 2D K 4 1 A
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| Cisco Adaptive Security Appliance =& 3 SIP 7 = FL—> 3> €% 1Y F 1 AHEDNHE

41%B Access Edge 1 2 — 7 = 4 ADFEAEDEE [ |

CA H—/\Hh b DEEBAZE D EK

RATwT1
ATvT2
ATvT3
ATv74
ATvTH

ATvT6

ATy 71
ATvT8

ATvT9

ATv 710
ATvIN

IZ C®HBHIIZ
DFIEZFETLET, CAIHEPAEF=—1 DA LA F—)L, (67—

FIE

Access Edge —Nica 74 > L, Web 77 U &EBI& £9,

URL http://certificate authority server IP address/certsrv % B F7,

[fFAE A 2K 425 (Request a Certificate) | %27 U v 27 LE9,

[FERREOH R OFEMERE (Advanced certificate request) |27 U v 7 L7,

[ZD CA ~DFERZEZVER L CTEET % (Create and submit a request to this CA) ]2 27 U v 7 LE
o

(72 FERF OFH (Type of Certificate Needed) 1 U A F22 b [£DM (Other) |27V v 7 L%
T

4, 384 12 Access Edge #MEliA v % —7 = A AD FQDN % A1 L £,

(722 FID (OID) 17 14—/ RiZ, ROEEZATILET,
1.3.6.1.5.5.7.3.1,1.3.6.1.5.5.7.3.2

GH) OID DHRIZHDH2OD 1 & Hr~TRYY %
R

RONWTININDOFINEELETLET,

a) Windows Certificate Authority 2003 % i 4~ 235413, [EZEA 7+ 3 > (KeyOptions) ] T[H2—
AN A2 —FRAEEA N TN E 244 (Store certificate in the local computer certificate
store) | F =y IRy 7 A&F NI LET,

b) Windows Certificate Authority 2008 Z i L CWA AL, ZOHED [N T TNy a—TFT 47
Der b THALTODHEERZZ]ML T IZE0,

PRYRFTWAETEZ AT LET,

[%fF (Submit) 1 %2V v 27 LET,

ROEE
CA F— MO OFHEO LT r—F, (69 2—3)

CAHy—N\DoDIAEN TV vO—F

(XL BHIIZ
DOFNEZFITLET, CAV—NEOFEHEBOTESR, (69 X—)

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T
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Cisco Adaptive Security Appliance [Z& 5 SIP 7z FL— 3> X2 ) T4 SIBAZEDHRTE I
. 4\E8 Access Edge f 2 — 7 =4 RDIIAZEDRTE

FIE

ATY 1 [AX—] (Start) |>[EFH Y —/L (Administrative Tools) > [#ZFE/ (Certificate Authority) ] % i3
WLT, CAar Y —zEBLET,

ATYT2  EMOSAL T, REHOER (Pending Requests) 1 &7 U w7 LET,

AT T3 AUOSL T, 2—PREE LA EERE A7) v 7 LET,

ATy T4 [T RTHOHX A2 (All Tasks) ]>[31T (Issue) | ZTIR L £,

ATYT5  CAZFITL TS Access Edge —/3T http://local server/certsrv ZBHE £7,

ATYT6 [REPOFFAZERDIREEDFK R (View the Status of a Pending Certificate Request) 1 %27 U v 7
L. sEZEEREZ 27V v 7 LET,

ATYT1  [ZOFEHEDA A h—/L (Install this certificate) 1% 27 V v 27 LET,

RDEE
Access Edge ~DFEHEDT v 7Fm—FK, (70 X—)

Access Edge ~DiIBAZEND 7 v JO—F

ZOFRIATIE, FEAEY « P— &AL T AccessEdge v — NIZFEAEE T v 7' — K35 5k
WCOWTHB LET, E72. AccessEdge M — NZIZFEN CHEHEL A AR —F 252 b TEE
9, EITIE, [Microsoft Office Communications Server 2007] > [ & /37 ¢ (Properties) > [T v
VA ¥ —7xAA (Edge Interfaces) ] Z R L E7,

(L C &SI
DFNRZETLET, CAF—"NLORHEFEOH T m—F, (69 ~—)

[l Cisco Unified Communications Manager ') ') —X 11.0(1) T IM and Presence 4t —E 2D K 4 1 A
JzFL—Yay
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ATy T

ATvT2
ATvT73
ATvTa
ATv75
ATv 76
ATvT1

ATvT8
ATvT9

ATv 710
ATy TN

IVA—T 54 XBHERZEHEA L T- Access Edge D H R 2 LEIBAZEDERL [ |

FIE

Access Edge W—/ T, [A ¥ — b} (Start) ]>[&FF>Y —/L (Administrative Tools) ]>[Z > B = —#
DOEH (Computer Management) | Z &R L 9,

FEAfld~A > T, [Microsoft Office Communications Server 2007] #4527 U v 7 L £ 7,

[FERAE (Certificates) 1 &7 U v 7 LE,

[k~ (Next) 127V v 7 LET,

[BEFDREAEZEIY 4 T% (Assignanexisting certificate) | ¥ A7 A7 v a w7V v/ LET,
[k~ (Next) 1227V v 7 LET,

SR Access Edge £ v Z — 7 = A R HFEEFEZ IR L, [k~ (Next) 127 U v 7 L&
—§—O

[k~ (Next) 1227V 7 LET,

[2y Y =D TY v A2 H#—7 x4 A (Edge Server Public Interface) | = v 7R v 7 A
AL, [k~ (Next) 1227 U v 27 LET,

[k~ (Next) 127 Vw7 LET,
(¥ 7 (Finish) 1227V >y 27 LET,

ROEE
Cisco Adaptive Securiy Appliance T? TLS 7' & ¥ ViR E, (91 X—)

I ARA—T54 XBAB/%EEALT= Access Edge D h X2 LEIBAED

YERX

WO FNAZESRTHMLENRDH D DL, Microsoft =2 ¥ —7 7 A X Certificate Authority Z{#H L T
Access Edge DAMA » & — 7 = A A F 7213 Cisco Adaptive Security Appliance (227 7 A 7 > KW —
N = GERELRITT H5E T,

[ L& BHIZ

ROFNEZ FITT 5101, REERNRT ¥ —7F 4 X CA T, Windows Server 2003 ¥ 7213 2008 ™
Enterprise Edition |24 A h—/L I TWDHLERH D £77,

ZDOFNEDFERIZ OV TIL,  http://technet.microsoft.com/en-us/library/bb694035.aspx (2GR S 41T U
% Microsoft DR ZZ ML TS 7230,
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Cisco Adaptive Security Appliance 2k 3 SIP 7T FL—> 3> €1y FoiABEDNRE |

IR —T54 XBER%HEA L T= Access Edge D H X 2 LEEBAZE D1ERL

NRZLEAET Y TL— FOERE K UHRIT

ATy T

ATy T2

ATvT3

FIE

XD URL (2 & % Microsoft %4 K [Creating and Issuing the Site Server Signing Certificate Template on
the Certification Authority] O FNA 1 ~ 6 Z#FITL £,
http://technet.microsoft.com/en-us/library/bb694035.aspx#BKMK siteserverl

Evbt  FIES TIE. ZOFRRRT 7 L — M ARG ER E O R AR 2 L E

o

Microsoft %4 FDFIA T ~ 12 DRV IR O FNEEFAT L E T,

a) [fz3E (Extensions) | ¥ 7 &R L3, [7 7V r— a>DR U — (Application Policies) ]
D FIZ[Z T4 7~ FadiE (Client Authentication) 35 KONV —/338GE (Server Authentication) ]
WHY ., MORY =B L ZMEE LET, THDHDORY =N RaWgEIE, BeiTd DAl
(BT 5 0ERH Y £97,

[TV r—ay KU —OPEEOMRSE  (Edit Application Policies Extension) | %A 7 &
TRy 7 AT, B (Add) ] EZERLET,

[ TFV = ardRY —DiBM (Add Application Policy) 1 # A 7 1 /R v 7 AT,
[7 747 > Ni&GE (Client Authentication) ] Z &R L, Shift Z# L T2 6 [Y— 3385
(Server Authentication) | Z#IR LT, B (Add) 127V v 7 LET,

[TV = ay R —OEROMSE (Edit Application Policies Extension) ] %A 7 1
IRy 7 AT, MUY =3 biuT, £ AR L THIER (Remove) AR L £,

LT 7 L— D7 a7 ¢ (Properties of New Template) | #4707 ARy 7 A2, [T
7V —a @R Y r— (Application Policies) | D& LT, 7 74 7> hi#iE (Client
Authentication) & —/NFHGE (Server Authentication) DU X M RF/REINFE T,

b) [FATEM: (Issuance Requirement) ] ¥ 7 Z 3R L £ 9, FEENHBEICHITINRNE DT
L7=WGE 1, [CAREBE~ 3 — Y ¥ OFFAl (CA certificate manager approval) | 23R L £ 7,
_mu%®ﬁA I, ZOA TV a I EAHOEFICLTEEET,

©) [BEXx=UT ¢ (Security) | ¥ 7 Z#RIRL, LERTXTOZ—H L 7N —T1Ta4 00 HER &
BERHER 2 LT 5 L ET

d) [ZRDOMLE (Request Handling) 1 % 7 AR L, [CSP]RZ %227 U v 7 LET,

e) [CSP MR (CSP Selection) | ¥ A 7 ARy 7 AT, [ERTHKD CSP DT Ui % il

(Requests must use one of the following CSP’s) | Z A4 2 LE T,

f) CSP DV & F735. [Microsoft Basic Cryptographic Provider v1.0 3 X U Microsoft Enhanced
Cryptographic Provider v1.0 (Microsoft Basic Cryptographic Provider v1.0 and Microsoft Enhanced
Cryptographic Provider v1.0) ] Z#3E{R L, [OK] ZER L £,

KD URL (2 & % Microsoft #1 k [Creating and Issuing the Site Server Signing Certificate Template on

the Certification Authority] DA 13 ~ 15 (2L F T,
http://technet.microsoft.com/en-us/library/bb694035.aspx#BKMK _siteserverl
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| Cisco Adaptive Security Appliance =& 3 SIP 7 = FL—> 3> €% 1Y F 1 AHEDNHE
MST7zTL—LavADLne Ty D H—N\TOEF1) ToEHEDHRE .

RDIEZE
YA b = _BARIEDOIR, (73 =)

YAk F—NELEHEOENR
FIE

ATv 71 KO URLIZH % Microsoft % k [Site Server Signing Certificate for the Server That Will Run the
Configuration Manager 2007 Site Server] O FJH1 ~ 6 ZFEIT L E 7,
http://technet.microsoft.com/en-us/library/bb694035.aspx#BKMK siteserver2
Evb FIES TR MHARGREREAEZR L. UENSIER LIZREE T 7 L — F O4 Rl 2 841

L. [4#1 (Name) ] 7 4 —/L RIZ Access Edge D#M4 FQDN 2 A L 97,

RATwF2  Microsoft 4 NOFIET ~8 Db VICROFIEEFEITLET,

a) FEIEEDRA HERICRITESN D 5E1E. BAGENEEL A VA M=V T 547 v a UPMRRS
NET, [ZOEHEDA > A h—/L (Install this Certificate) | Z &R L F 77,

b) FEMIEEORY A BRI SN2 T IVTRENEEZEAT L OICERE /L ET, BiTshic
b, WaeFITLET,

* AN Y — 3T Internet Explorer # 27— N L, http://<server>/certsrv DT KL
AZMH LT Web Bkt —ERITHEHE L E T, 22T, <servers I ¥ —7J 4 XCA
DARTETNLIP 7 L AT,

*[£ 9 Z% (Welcome) ]X—T T, [RETOIEAEDHEROINEE (View the status of a
pending certificate request) | 3R L £,

C) FATSNIZFEEABIR L, [ZOFEHED A > A h—/L (Install this Certificate) ] % 3R L &
D

TS 75T L—>a ADLne Iy H—/I\ThHEFxa
) T 4 AEBAEDETE

Microsoft Lync & ® TLS 7 =7 L —3 3 > FIT Access Edge E TRERAEZ R ET D HIEIZ DN T
IZ. URL http://technet.microsoft.com/en-us/library/gg398409.aspx {Z & 5 Microsoft TechNet 7 1 7 Z 1
DLEEZBWR L TLZEV, IMandPresence M —E ATV =5 L—F v Rkt 21T 9 IZI13FE A TLS
POREDN LB 72 T2 P — NGRAEE 7 T A4 T > FERAEZ W YA — 9% K 9 Microsoft Lync 7EH]
BERETDMLERHY T, LELOTA NI HEIEL, 2FEHOHEAZ ATy 7L T3FHFHD
HIZBE L ET, ZOHIZIE, AOL LD/ T Y v 7 IM iz AR— b2y ¥ — DI
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Cisco Adaptive Security Appliance 2k 3 SIP 7T FL—> 3> €1y FoiABEDNRE |
B Cisco Adaptive Security Appliance & AOL SIP Access Gateway DSl CO X 1 1) 7 « SEBAZ DXL

A B =T = A ATk U CREEER Z BT 2 FIEMA TS STV ET, AOLIZH, IM and
Presence "— b A & [a] UAH A TLS RFFEH N H Y £9, ZDHA KiZ., TLS £ T IM and Presence
P—EREDT =T L— a3 VEBERETO L9 Lync Server X ET HDICHEHTEET,

AV N 72T b—3a & 1725 X9 LyncServer CTAXT 4 v 7 Jb— N EFET D IFIEIC
DUWTIE, MicrosoftLyne y—/N 2> 7 4 Xab—v gV XAY JA NI 72T b—var v
7, (108 ~—2) ZZMLTIZIV,

CiscoAdaptive Security Appliance & AOLSIP Access Gateway
DEITOEF ") T 1 AEEAZE D

AOL %3 5121%. Cisco Adaptive Security Appliance D FIEFAEDMEREE 2i8ak/R (CA) 12X -
TEALINTVWOHIRLENRHY £7, AOL IX, Windows TLHEH IS CA X, 35727\\? VAMG
BESNDTATTVIZEENTWDHCANLRD, ELSNTEEY A MEFffoThEd, AOL
OEFY 2 MRV CA ZHEMT 25613, ZOF#wE AOLIZRRMIET 5720, v Aad¥R— |
HYF LEEEI N D Z E R HER S ET,

Verisign CA % f#i ] L C Cisco Adaptive Security Appliance & 44 K A 1 > (Microsoft Access Edge)
D COFENFE LM EZRET D HECHMR LICREY —27 70 —0f13, ZO~v=27 /LD
FHERICFLHE SN TVWET, ZOFIEEFEREL LA LT, Verisign CA %/ L 7= Cisco Enterprise
EditionAdaptive Security Appliance & AOL SIP Access Gateway D] COFEAEARLZFZRTE L £,
RETFMEDO K E DB A TRElom LET,

Verisign CA % f#i |l L 7= Cisco Adaptive Security Appliance & AOL SIP Access Gateway @ [ii] T DFiEH]
EZHARET HI21E, ROFINEZFETLET,
* https:/pki-info.aol.com/AOL/ 7* 5 AOL ®/b— hiEHEEZ X 7 a— R LET,

* https://pki-info.aol.com/AOLMSPKI/index.html 7>5 AOL D A L NGEEEZ X 7o m— R L E
ﬁ‘o

* Cisco Adaptive Security Appliance T, /L — FAEHED F T 2 FARA M L OV WA RIGER &
REBAEHENHIUTT X THIBRL ET,

* AOL /L — hEEFAZAIZ Cisco Adaptive Security Appliance TH LU kT 2 halRA > F & 1ERL L
¥ 9, Cisco Adaptive Security Appliance ~~® IM and Presence " — B AGEHED A > KR— K, (
61 <—) O (FE1~3) 2L T EIN,

* AOL A > NGEBHEMIC Cisco Adaptive Security Appliance TH LU b7 A hARA > h&ERR L
£

* Cisco Adaptive Security Appliance C Verisign CA FIIZHT LW T A2 bR A > R &EERL 77,

* Cisco Adaptive Security Appliance C, /L — FiEFEA A >R — b L, iEIEE4A ZR (CSR)
R L E T, B OFIEZ FENC K D88 % L7z Cisco Adaptive Security Appliance T
DFEAEORE, (65X—) OHETERLTIZIN,
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Cisco Adaptive Security Appliance [IC& 5 SIP 7z FL—> 3> X2 ) T EAZDHRE

Cisco Adaptive Security Appliance & AOL SIP Access Gateway DSl TO ¥ 21 1) T ¢ SIBAZ D [ |

A

GE) IM and Presence ¥— B2 B — SZEBEOM4, CN 1L, IM and Presence h—E & / — K ® FQDN
E—HETHLENH Y 9, Cisco Adaptive Security Appliance T IM and Presence H— £ & ]
NRT Y w Z7FEAEL CNIX, [7=T L —3 3 )b—F 4 7 IM and Presence ® FQDN
(Federation Routing IM and Presence FQDN) | H—E 2 /X7 XA =X DOfE & [R U Th 5 MENH
0 E7,

* CSR % Verisign CA (2518 L £,
* Verisign CA (2 XV, IROFEAF RIS ES,
° Verisign &4 - & fEM %
° Verisign TAL/H]//L— BRER &
° Verisign /L — h CA FEFH
* Cisco Adaptive Security Appliance T, FIEM #5244 ZR ORI A% —KpL— FEEE 2 HI
BRLUET,
* Verisign N/ fE//v— b FERAE % Cisco Adaptive Security Appliance (21 > — F LE T,

* Cisco Adaptive Security Appliance C. Verisign /L— b CAFEBHED N 7 2 bR A > b EERL L
E AN

* Verisign /L— b CA FEBHZE % Cisco Adaptive Security Appliance {21 > 78—k L, i\ T Verisign
B4 fF & FEAE % Cisco Adaptive Security Appliance (24 > 7"— h L ¥ 7,

* VeriSign /L — FREAZE R KO RHIGEAE 2 AOL IZ#23E L £,

A

GEx) AOLBHEHYU A MZZDN—F CANREL WAL, AOLIZZ D CA #3232 0E R H Y
F7,

EErEYY
Cisco Adaptive Security Appliance ~~¢ IM and Presence —E AGEBED A R — K, (61 ~X—
V)
FENC X DGk %# H L 7= Cisco Adaptive Security Appliance TOREHEDFRE, (65 ~<—)
Cisco Adaptive Security Appliance & Microsoft Access Edge & O RJIZF51F 5 VeriSign 2 H L 7=
T2 VT 4 GEELH, (203 =)
AOL V=7 4 » ZIF RO EAE, (125 ~—7)
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%6%

SIP7 =7 L—% 3 »IZEE9 %CiscoAdaptive
Security Appliance (ASA) DERTE

A

GE) IM and Presence h— B2 U U —2 9.0 LLf% TlE, MicrosoftLync & D KA A U] 7 =7 L— =
UNYAR—FENTWET, 72 IMand Presence —E A U U —2 9.0 LIFEDOHE., OCS &
DRAA 7 =T b—3 3 r~OZRITIL, BIEPIRZRIBEEN 2R Y | Microsoft Lync
WHREINET,

* Cisco Adaptive Security Appliance (ASA) O =7 7 A4 R ala=fr—r gy 74P —F,
77 e

* AMBBLOWEA v H—T = ADFHRE, 18 =V
* RAAT 4 v IPIL— FDORE, 79 N—

* R— K 7 FLAZH (PAT) , 80 ~=—

* ZAXZT 47 PAT 2w ROF, 85 ~—

* BEfFDE AIZxIT 5 Cisco Adaptive Security Appliance (ASA) 7 v 77 L— K A7 3,
89 ~L—

Cisco Adaptive Security Appliance (ASA) O 2 =7J 74 F
OXa=4—23ar )4 —F
RO RAAL M7 25 L—3 3 Vi AIZE—O IM and Presence ¥— B 2 Z 8 A+ 5411,
Cisco Adaptive Security Appliance T+ =774 NaIa=r— a3 U4 —RK&H L T, Cisco

Adaptive Security Appliance & IM and Presence ' —EADHE DO LB A 72T L — gy Fr¥k
VERETEET,
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SIP 7 = 7 L—3 3 VIZBF % Cisco Adaptive Security Appliance (ASA) DHE |
B ASsEURSBSA T ROBE

2=y Rala=r—vary U4 P—KRFRINTWDIRERZ, kD URLIZH D IM
and Presence " —E A2 9 5 RF¥ 2 A T —3 3 v wiki TTHERLS T3,

EENEY D

http://docwiki.cisco.com/wiki/Cisco_Unified Presence%2C Release 8.x

NEBEIUVARIBS 2 —T 14 ADERTE
Cisco Adaptive Security Appliance T2 DDA V' X —7 = A AZRET HIZIE, RO LI LET,

1ODA L E =T 2 A ZAEIEA =T A AL LTHEMALET, Zhid, A2 —Fy
XU KA A > H—2N (], Microsoft Access Edge/7 7 B A 7 uafx) ~DA 2 H—
7 xA ATT,

DFEDA L E—T oA AENEHA L —T =4 2L LTHEALET, Zhuk, JfEHoE
AIZJE LT, IMandPresence P —E A~DA LV H—T = A A, B— KT 09D L H—
T A A0 FT,

AT A AERET DR, A=Yy FOFHTEY b A =Xy M EDA L Z—
T2 AREBAT A E—T x4 A A0y NEfRET HMEDNH Y £7, Cisco Adaptive
Security Appliance D A 1 > ~ 021X, 4 DDA —H Ry h R— FNEZIIFHE Y b RA— bR
fiib>TnET, EEIZ, A2y M 1IZSSMAGE £V 2 —/L&ZBMLT, Arvy k1 T4
OOFXTE Yy b A =Py b K= aFEBTHZLHTEET,

=K NTT AT ~NDA B —T oA AL, A E—T oA RGP T RLA%ER
ETHULERHY T, RNEA v Z—T oA ZADIPT FLRAEINEA v Z—T = A 2D IP
T RUVRFERR DY TRy MZEENDAIXLERH Y T, 2F0, BV TR Bb5D
MERNDY £7,

CHAVE—T oA ADEF 2 VT 4 LoULEL 0 (BdR) ~ 100 (im) O Td D 0HEN
HBVET, BEX2V T4 LYUVEL0IE, RbEXF2T A2 =T (NHA & —
Tx2AR) T, EXa VT4 LYUMEOIR, kbEFXFaT7 Thng I =T =1 AT,
WA 2 =T = f ZRHNBA o F—T = A AT L TEF 2 U T 4 LULZ BRI E
L7254, Cisco Adaptive Security Appliance (2 X 0 7 7 4 /L h T 100 [IZFRE S NLE T,

*CLI Zfil L COMIA =T = A RBLOWERA » F — 7 = A ZRZRET 2 IFIEDFEIIC
DUWTCIX, [ Cisco Security Appliance Command Line Configuration Guide) % 2L T 72 &
U,

MY

GE) WA v Z—T7 = A AB L OINEA o Z—7 = A AL, ASDMEEHE) (ASDMstartup) 7 1 ¥ —
REMHLTRETHZEHTEET, 72, ASDM T[xiE (Configuration) ]>[7 /3 AFK
7E (Device Setup) |>[A1 > ¥ —7 =A A (Interfaces) | ZHTIRTHZLIZILH-TA L H—T =
ARG RREIMET L LB TEET,
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SIP 7 = 5 L— 3 »IZBF % Cisco Adaptive Security Appliance (ASA) DE%TE

za574voPL—roBE I

A2 TF4 99 IPIL—FDETE

&

ATy T2

ATvT3

Cisco Adaptive Security Appliance /£, OSPF, RIP B3 X WNEIGRP 2 E DX A F I v I —TFT 4 7
Tahanb A2 7 v — b el b AR— ML TWET, KRG EZEBT HITIE, Cisco
Adaptive Security Appliance DN A > ¥ —T = A ANV—T 4 VT EINDHIP 8T 7 4 v 7 &, 4t
WAL H =T 2 A RIN—T AT END T T4 v 7T DRI A NKRYy T T RURAEER
TOHARZT 4 w7 N— FERETDHUNERDHY £T, IROFIAT, dest_ip ¥ A7 I THEHLEL v b
T—27®DIPT RL A, gateway ipfEIZR7 A N Ky TONV—FFEFF— b 7= DT RLAT
D

Cisco Adaptive Security Appliance T7 7 # /L h b — hBLORAZ T 4 v 7 — N2 ET D 5k
DFEAMZSWTIL, [ Cisco Security Appliance Command Line Configuration Guide) %ML TL 72
S,

([FC&HBAEII
DFNEZEITLET, MBI OREA v F—7 = ZORE, (18 =)

FIE

a7 4 FXalb—varyE—FReBBELET,
> Enable

> <password>

> configure terminal

WDavwy REANLT, WA v Z—T 2 A AZAZT 4 v 7 b— FEBMLET,

hostname (config) # route inside dest ip mask gateway ip

WDa<wy REANLT, AMFA v 2 —T =2 A RTAZT 47 — b E2BMLET,

hostname (config) # route outside dest ip mask gateway ip
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SIP 7 =7 L—2 3 ~IZB % Cisco Adaptive Security Appliance (ASA) DE&TE I
B A+ 7FLR%HR (PAD

GE) F72. ASDM T [i%E (Configuration) ]>[7 /A AF%E (Device Setup) |>[/V—T 1
7" (Routing) ]>[A&X T « v 7 /b— b (StaticRoute) | ZEHINTHZ LIZLH->TRAH
TA VI = ERRBIORETHI L TEET,

16: ASDMZERLIE2a—DRET 1499 L—F

Configuration > Firewall > HAT Rules (]
d add ~ & Edic [[] Delete 4+ & % [ -} Q, Find F=4 Diagram o) Packet Trace

i = i Original | Translated
| b Source Destination Service Interface Address
| = inside (5 Static rules, 1 Dynamic rules) [
1 v Shatic B 10,53.46.178 i 5061 outside = 10.53.46.199 |
2 17 Shatic B 10,53.46.178 w5070 outside [ 10.53.46.199 |
| 3 i1 Shatic B 10,53.46.178 1 5052 outside = 10.53.46.199 |
| 11 Skatic Bl 10.53.46.173 ek sip outside B 10.53.46.199 |
5] 1EEE Dynarmic @ any outside 3& 10.53.46,199 a
| i@
=
[+']
ROEE

R— K~ 7 RUAZEH (PAT) , (80 _X—2)

mR— bk 7 KLAZH (PAT)

KRBITBELGR—F 7 FLAZEH
A

GE) IR R A A 2 TRID IM and Presence Y —EAD L X —F 5 REAL DT = F L—3 9
EITOHA/1E, A—F 7T RLVALHBLEHL £9,

KA % FEBLT 5728, Cisco Adaptive Security Appliance TR — b 7 KL AEH (PAT) B LW
ABT 47 PAT ZfEHLTRA vtE—Y 7 RUALEEAEIT > CUVET, Cisco Adaptive Security
Appliance TlX, KA ZFEHT L7201y NT—27 7 RUAZH (NAT) [ZEH L TWEHE
Mo

KA TiE, PAT 2 L C. IMand Presence " —EAMBEEENTZA v —U %A KA A
N (FTAR—F A=V TV w7 Avk—U2) BfaLET, F— K T FL AL
(PAT) &%, X7y FNOEEOT RLABI Y — 2 R— MR F Y b —7 ETr—
T A TARER Yy S ENET RUABIREADOR— MIERINDLGZEAE®RLET, 20
EEHETHEH SN ZBEEOTn e AT, FEOIP T RLALR— vy 7SN IPT
RLVAER—NNIEBRLET, RO T B T 7 4 v 7 Tid, BB TICRSNET,
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SIP 7 = 7 L—3 3 ~IZB9F 5 Cisco Adaptive Security Appliance (ASA) DE%TE
wpaicnEar—r7rLzzR ]

Cisco Adaptive Security Appliance I, IM and Presence —E 2D 7 Z A X—KIP 7 KL A &L KR—
FaRXT Y7 IPT RLARLE 1 DUEDOATY v R— MIAEHE$ 5 Z & T, IM and Presence
P—EZAMBIE R A AL ANZEEENTZA v —T% (T4 RXR—=F Ao —=UnbT ) v
Avt—I2) BHLET, 2D, a—H/L® IMandPresence " —E A RAAL L TiL 1 oD
NTZ Yy 7IPT RLADORKZEMAH L E T, CiscoAdaptive Security Appliance I%, MHA 4 —7 =
A AINAT 2w REEIV YT, 2OA ¥ —T 2 A ATZEENTALEDA vy E—VDIP T
RFLZABIOR— 2RO T X O ITERL T,

17 . IM and Presence Y —E AN SHRE R A L UA~AD Ay — D PAT DA

ASA Outside Interface
s Translate outgoing traffic to use IM and Presence pubic address
» Undo translation for returning traffic

10.X.X.1A
cUCMm
IM and 65.130.1.3/% | G
Presence - —_— anl ™ » Access
us - k2
(us) \J@e}_j Edge
A L |
¥
IM and
Presence
(UK) | 10.X.X.2/2
CcUCM
§
3

*Cisco Adaptive Security Appliance

M R A A 526 IM and Presence H— B ARG S8 LWV A »E— U DA Cisco Adaptive
Security Appliance |Z A % 7 4 ~ 7 PAT Z{#] L C IM and Presence ' —E &2 O/X7 J w7 [P 7 K
LA LR— MIEGEENTZ A vE— V% E S L2 IMand Presence —E A / — RiZvw v B
LEd, AXT 47 PAT 2T 52 LT, EBEOIPT RL A2~y 7SN IP 7 LA
L, FEEOR—  NEEFE~y VIR — MEBICEBRTEET, EBROR—FNESZFRT
A= EFZICHRRDIAR— NEFICOEBRT LN TEET, 2085, F— FEFITROK
WZR K D12, @Y7 IM and Presence F—E A/ — R&FBIL T, A vb—YERAMNI L F
R
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SIP 7 =7 L—2 3 ~IZB % Cisco Adaptive Security Appliance (ASA) DE&TE
B 5 R rEROR— M7 RLRDITY v I BEROA— M7 ELAADZEHE (PAT)

A

GE) IM and Presence " — B2 / — RIZ2—HWR3{FE L7256, IMand Presence h— B 2 JL—7 ¢
YT )= REITAEMN—T 4 TR LTA =T ER VXA LT N LET, 7T
DIGZE DY, M and Presence $— Y A JL—7 ¢ 27/ — Kb Cisco Adaptive Security Appliance
WZEE SN ET,

18 NBEAAUDBEEENA Vv E—VITHLTRE T4y T PAT

ASA Qutside Interface

» Static PAT to translate all new traffic
from foreign server

* Port number iz uzed to identify

the IM and Presence server
}

10.X.X.1/5061

CUCM |
IM and 147.168.22.18/5061

Presence f_',_\_"} -

Us) < *ASA fones
—i Internet  J Edge
% | /

IM and

Fresence

(UK) | 10.X.X.2/5062

cuch |

J44407

*Cisco Adaptive Security Appliance

T5AR—FERDEKR—MT7 FLADINTYYHERDEKR— T K
LA~NDZH#: (PAT)

AKFEEEEBRTHED, 754 X—F AvtE— RLADONRT Y v o Avt— RLA~DOE
B IZR DR EN LI £97,

CEBLUTCWERDOIP T L AR KON — MESEMBIT D NAT b— L2 ELLET, 20D
%6 . Cisco Adaptive Security Appliance 2ZNFA ¥ —7 = f A TZAZEINTAEED A vt —
VIT NAT #EZEHT 5 &) NAT b— L& E LET,

O A F =T A AMBREINDA v E—VIEHT A~y SEINTET RURAEZIRET
H7u—r U NAT BIEARE LE T, ARG EHEBTHITIE, 727251207 RUAEZIRE
LET PATZMEHTH720) . NATHEIETIX, (WA v ¥ —7 A ATRZEINTZA v
t—T?®) IP 7 KL A% IM and Presence —E ADXT Vw7 T RLAIZ~ Y7 LET,

T TAR—= FERDOR—NT RUADNRT Y v JFROR— T R ZA~OZEH (PAT) , (82
~—37) T, Cisco Adaptive Security Appliance U U —2 82 & 83 D/ u—/ L 7 KL AL o~
v ROFIERLET, BHIOFTIEL, BH—0 IM and Presence ¥ — E A DE A TH % IM and
Presence ' — B ADEATHMHTT, 2 FHOITIX, H—D IM and Presence — B2 D& A D

[l Cisco Unified Communications Manager ') ') —X 11.0(1) T IM and Presence 4t —E 2D K 4 1 A
JzFL—Yay



SIP 7 = 5 L— 3 »IZBF % Cisco Adaptive Security Appliance (ASA) DE%TE

T53AR—bEROR—NMNT7 FLRADNRTY v I BERDKR— M7 FLA~DZEH (PAT)

Bt LTWET, 3HBHOTIE, #H2E? IM and Presence ' —E XA DEAZ %G L L C\VvE

B

£13: 50— 7 RLRAZEHRITY KOF

X E

Cisco Adaptive Security Appliance
Jy—Zx827O—/N\)Lavy
K

Cisco Adaptive Security Appliance
))—x835/8—/\)LaT>
K

Z O NAT RERFNL, A >~
H—TxA A1 2UEDOIM
and Presence —E X / — R
b, TS DT 7 AT
U= T T 4y 7RI
BATHEHATEET,

global (outside) 1
public imp address nat
(inside) 1 0 O

object network obj_any host
0.0.0.0 nat (inside,outside)

dynamic public imp address

Z D NAT RERFNE, A >
H—T A A|Z 12D IM and
Presence —tE' X / — N&ZD
o7 7 AT I —IV FT
T4 I NHLBEANTHATE
7

global (outside) 1
public imp address nat
(inside) 1
private imp address
255.255.255.255 global
(outside) 2 interface nat
(inside) 2 0 0

host private imp address nat
(inside,outside) dynamic

public imp address

object network
my insidesubnet 0.0.0.0
0.0.0.0 nat (inside,outside)

dynamic interface

Z D NAT RERFNEL, WA >
B —7 x A ATHEELD IM and
Presence h— X / — R &L £D
MoO7 7 AT I+ —) b7
T4y I RBLENTHEHATE
7,

global (outside) 1
public imp ip nat (inside) 1
private imp net

private imp netmask

global (outside) 2 interface
nat (inside) 2 0 O

object network

obj private subnet.0 255.255.255.0
subnet private subnet
255.255.255.0 nat
(inside,outside) dynamic

public imp address

object network
my insidesubnet 0.0.0.0
0.0.0.0 nat (inside,outside)

dynamic interface

G¥)

T TAN= FERDOBE—= T FLADNRT Y v 7 ZROF— T FUA~DLHE (PAT) , (
82 N—) Ttk DITIZ/AR LIZa%ERHITiX, Cisco Adaptive Security Appliance D % (LD

IM and Presence —E A J — R H H5H1T.

Z 315 ? IM and Presence —E A J — K239

RTCECY TRy MZEENDZ EEBELTVET, BERBIZZFT5 L, T XTONEIM
and Presence '—E A /— FMR222x24 %> hU—7 NIZH DH5H. NAT 2~ > Nid nat
(inside) 1 2.2.2.0 255.255.255.0 £ 720 9,

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T

L—>3ar IR



SIP 7 = 7 L— 3 »IZE9 % Cisco Adaptive Security Appliance (ASA) (Di&E
B sssRcHT2285 99 PAT

EENEY D
KA HLEL R — N 7 R 225, (80 ~—)

HWERICAHTHRE2T 1V PAT

K a BT L0, TIAX—F Ayvk—¥

RLADARTY v 7 AvE— RLANDE
B IZR OFREN LI £97,

* TCP TA— b 5060, 5061, 506235 L5080 IZxf L TAXT (v PAT <> e L%
TO

*UDP CTA— k5080 IZkt L CBIDAXT 47 PAT 2~ FERELET,

Aita THEHT LR — FOMBIL, ko LBy TY,

* 5060 : Z ®OAR— kX, Cisco Adaptive Security Appliance C—#%72 SIP M A 21T 5 72O A
SNET,

*5061 1 ZDAR— MISIP ZRMPEE S, ZIUTESTTLS AN Ry = 7B MY T—3h
ij‘o

* 5062, 5080 : ZHH D AR— KL, IMandPresence V-— A2 L ¥ SIP VIA/CONTACT ~v % —
WTHEHSIET,

GX) IM and Presence %—E A D 7 FRIEY AT — %83 5121%. Cisco Unified CM IM and Presence

Administration |22 74 > L, [ A7 A (System) |>[7 7'V — 3 U XS — (Application
Listeners) | Z&&R L £7°,

BErEY Y
ART 4 v PAT a2~ ROF], (85 ~—)
Cisco Adaptive Security Appliance DF¢ER], (195 ~<—7)

ASDM T® NAT /L—/L

ASDM T NAT V— /L& ERRT HITIE, [XE (Configuration) ]>[7 74 7 U +—/ (Firewall) |
> [NAT /L—/L (NAT Rules) ] ZiER L E3, ROKITRINTWDHRMD 550 NAT b—/LE
ABT 4y PATZ hU T, BEOXATIv 7 2 NIETRTCORE N T 7 4 v 7 %57
Y w7 IM and Presence #—E A IP 7 R L A LR — MI~ v 7§ 53(5 PAT 5% E T,

19 : ASDM T® NAT )L—I)L DR

[l Cisco Unified Communications Manager ') ') —X 11.0(1) T IM and Presence 4t —E 2D K 4 1 A
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I SIP 7 = 7 L—3 3 ~IZB9F 5 Cisco Adaptive Security Appliance (ASA) DE%TE
PP VI EEI O |

Configuration > Firewall > NAT Rules O
@ add - B Ede Joekete + & ¥ 2 W Q Find 23 Diagram & Packet Trace
# e COriginal e : Translated
Source Destination Service Interface Address
=l inside (S Static rules, 1 Dynamic rules)
1 : Stabic = 10.53.46.178 e 5061 outside = 10.53.46,199
2 *h v Static ® 10.53.46.178 e, 5070 outside =l 10.53.46,199
3 'E‘ Static S 10.53.46.178 Ky S062 outside Sl 10.53.46,199
4 v Static ™ 10.53.46.178 e sip outside = 10.53.46.199
_
W .: Drynamic @ any outsnde = 10.53.46,199

BErEY Y
ABT 4 w7 PAT A~ FOf, (85 <2—2)
Cisco Adaptive Security Appliance D% ERI, (195 ~X—)

A3 T4 v PATa<T Y KDOHI
N

GE) Z DOIETIL, Cisco Adaptive Security Appliance U V) —RZA 83 B LT U U —R 82D a~ N
ZRLET, Ihhbooa~vwy Rk, 7=7 L—3 3 I Cisco Adaptive Security Appliance 7
BRREZTT O G BICET T ORENDH Y £,

IM and Presence HY—EX / — FZIL—T 4253 518D PAT 3% E

WRDOFEIZ, ETEEEY A — R— F2 5062 DIFEIZ IM and Presence — B R/ — K& /)L—F ¢
VI BHIEDDPAT A~ RERLET,

Y

(GE)  Cisco Adaptive Security Appliance (ASA) 83 FREDHA, A7 V=7 MI—EEFKT DT T
B Oa~y FNTERTEET, RALAT7 V27 FE2MELERTILEETH THA,

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T

L—v3av
|



SIP 7 = 7 L— 3 »IZE9 % Cisco Adaptive Security Appliance (ASA) (Di&E
B MandPresence ¥ —ER / — F&IL—F 1 V5 %180 PAT &%

% 14 : IM and Presence % —E X / — F#)L—T «

V5T B=HDOPATaAT R

Cisco Adaptive Security Appliance ') 1) —X
B2MARBAT4wH AT E

Cisco Adaptive Security Appliance ') ') —X 8.3 ® NAT
av vk

static (inside,outside) tcp
public imp ip address 5061

routing imp private address5062 netmask
255.255.255.255

JL—F ¢ 79 % IM and Presence J-— & &
DETFIEY A =27 17— R 23 5061 D
B, koa~r REERLET,

static (inside,outside) tcp
public imp ip address 5061

routing imp private address5061 netmask
255.255.255.255

static (inside,outside) tcp
public imp ip address 5080
routing imp private address 5080 netmask
255.255.255.255

static (inside,outside) tcp
public imp ip address 5060

routing imp private address5060 netmask
255.255.255.255

object network obj host public imp ip address
(for example object network obj host 10.10.10.10)
#host public imp ip address

object network
obj host routing imp private addresshost

routing imp private address

object service obj tcp source eq 506lservice tcp

source eq 5061

object service obj tcp source eq 5062service tcp

source eq 5062

nat (inside,outside) source static
obj host routing imp private address
obj host public imp ip address service

obj tcp source eq 5062 obj tcp source eq 5061

JL—F 42795 IM and Presence ' —E A DT
FREY A= 7 IR— RN 5061 DEAIR. kD=~
Y REFEALET,

nat (inside,outside) source static
obj host routing imp private address
obj host public imp ip address service

obj tcp source eq 5061 obj tcp source eq 5061

object service obj tcp source eq 5080 service
tcp source eq 5080 nat (inside,outside) source
static obj host routing imp private address
obj host public imp ip address service

obj tcp source eq 5080 obj tcp source eqg 5080

object service obj tcp source eq 5060 service

tcp source eq 5060
GE) 5060 displays as "sip" in the service object.

nat (inside,outside) source static

obj host routing imp private address
obj host public imp ip address service
obj tcp source eq 5060

obj tcp source eq 5060

[l Cisco Unified Communications Manager ') ') —X 11.0(1) T IM and Presence 4t —E 2D K 4 1 A

JzTL—Y3ay



I SIP 7 = 5 L— 3 »IZBF % Cisco Adaptive Security Appliance (ASA) DE%TE

95 RAABE L VUY 5 X2 K IMand Presence F—E X / — F D PAT %2 7%E [ |

Cisco Adaptive Security Appliance ') ') —2X | Cisco Adaptive Security Appliance ') ') —X 8.3 0 NAT

B2MRAT 4wy AR UK av vk
static (inside,outside) tcp nat (inside,outside) source static
public imp ip address 5062 obj host routing imp private address

routing imp private address5062 netmask | obj host public imp ip address service

255.255.255.255 obj_tcp source eq 5062 obj_tcp source eq 5062

MENE YD
BFHERICHT DA T 17 PAT, (84 X—7)
7T ALMEB LY Z A% IM and Presence r—E A/ — K@D PAT % 7E, (87 ~X—7)

HS5RABEELVULY S5 XA A IMand Presence —E X / — KD PAT

Lo

ax ;&

~)IVF ) — REZE7 T A X[ O IM and Presence $— B A D& A C IM and Presence —E A 7 5
ABZNDIENV—T 7/ — RINEHE Cisco Adaptive Security Appliance &1l 5256, 2 b
D) —=RITELICAZT 4y 7 PAT A~ ROty FaRETLHLENHY £, KICY XD
Av R B—0/ =R L TRET DLENH DAL T 47 PAT A~ ROy O]
T,

EEOR— P EHEHATEETN, MEAOR—FTHHILENH Y £, ST HEF S 2R
HZEERMERELET, 2L L, 5080 DAL, REHOEEDOR— N XS5080 ZfEH L £, =
Z T, XiXIMandPresence —tE R 7 F AX B E/-157 T AX N —NIZEFIZY y 7 I TH
HEFITHY LET, HlazsT 25 &, 45080 1FFFED / — RICEFICY y 7S TEY . 55080 1%
RO — RIZEAIZYy 7SHTHET,

WDOFRIC, FEL—TFT 4 7 IMand Presence —E & /) — RIZxfT 5 NAT =2~ RERLET,
FEL—F > 7 IMand Presence —bE 2 J— RZLica<wy REEVIERLET,

G¥)

Cisco Adaptive Security Appliance (ASA) 83 RTEDHA. A7 V=7 MI—EEHRT LT T
HEOa<w FNTERTEET, ALAT7 V=7 N EMELERTILETIHY TH¥A,

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T

L—>3ar IR



SIP 7 =7 L—2 3 ~IZB % Cisco Adaptive Security Appliance (ASA) DE&TE
B /5x4%M&&£UY 525K IMand Presence —E X / — K PAT 7%

#£15: IEIL—FT 1 >% IMand Presence 5 —ERX / — FIZxt3 5 NATa< Y K

Cisco Adaptive Security Appliance (ASA) !)
)—RB2DAATAwY AT K

Cisco Adaptive Security Appliance (ASA) ') 1)—X 83
DONATOT UK

static (inside,outside) tcp
public imp address 45062
intercluster imp private address 5062

netmask 255.255.255.255

7 A 4[] IM and Presence h—E A D BT
FREEY A= 7 AR— N 5061 OBEEIE,
WDa<r ReEffHLET,

static (inside,outside) tcp
public imp address 45061
intercluster imp private address 5061

netmask 255.255.255.255

object network
obj host intercluster imp private addresshost

intercluster imp private address

object service obj tcp source eq 45062service tcp

source eq 45062

nat (inside,outside) source static
obj host intercluster imp private address
obj host public imp ip address service

obj tcp source eq 5062 obj tcp source eq 45062

7 5 A A ] IM and Presence — B A D BT IHFEY &
=27 K= R 5061 DAL, ROa~ > Riafi
HLET,

object service obj tcp source eq 45061 service
tcp source eq 45061 nat (inside,outside) source
static obj host intercluster imp private address
obj host public imp ip address service

obj tcp source eq 5061 obj tcp source eq 45061

static (inside,outside) tcp
public imp ip address 45080
intercluster imp private address 5080
netmask 255.255.255.255

object service obj tcp source eq 45080 service
tcp source eq 45080 nat (inside,outside) source
static obj host intercluster imp private address
obj host public imp ip address service

obj tcp source eq 5080 obj tcp source eq 45080

static (inside,outside) tcp
public imp ip address 45060
intercluster imp private address 5060

netmask 255.255.255.255

object service obj tcp source eq 45060 service
tcp source eq 45060 nat (inside,outside) source
static obj host intercluster imp private address
obj host public imp ip address service

obj tcp source eq 5060 obj tcp source eq 45060

BEErEYY
FORERICRT D A% T 4 > 7 PAT,

(84 ~—2)
IM and Presence —E R /) — K& )L—F 1 73 572D PAT % iE,

(85 =—7)
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SIP 7 = 5 L— 3 »IZBF % Cisco Adaptive Security Appliance (ASA) DE%TE

FREJPRC!

N

BEfFDE A IZxt9 % Cisco Adaptive Security Appliance (ASA) 7w 7S L—K A7 a3y B

AIZxt9 % Cisco Adaptive Security Appliance
(ASA) 7w T JL—F AT a3y

Cisco Adaptive Security Appliance (ASA) @ U U —282% J U —RB3IIT v 77 L —RKT5HL,
Cisco Adaptive Security Appliance (ASA) TIFBEHFED 2~ RBRT— ALV A IZBITSNET,

G¥)

IM and Presence % —E 2 U U —2 9027 v 727 L— KN LA 1L, Cisco Adaptive Security
Appliance (ASA) |ZEFL X} TV % IM and Presence ' —E & 9. 0 /— RZ &Iz, Cisco Adaptive
Security Appliance (ASA) DA — k5080 % 4 — "> HMERH Y £9°, Z4E, Cisco Adaptive
Security Appliance (ASA) &7 v 77 L— R L7 E 9 DT ERHR T,

BEfF D 7 =7 L —13 3 >3 AT IMand Presence $-— £ & & Cisco Adaptive Security Appliance (ASA)
DM G ET v 77— RTH5H1F. ROWTNNOT v 77— RFRZEHL TS,

TyvITUL—FFIEA T a1

1
2
3

IM and Presence F—E A% U U—290{Z7 v 77 L— RTDFIRIZONTIEHHALET,
Cisco Adaptive Security Appliance (ASA) D7R— b 5080 | NAT LV —/VERE L ET,

IMandPresence ' —ERZA DT v F 7L — REZIZT7 =T L — a3 VB ATHEELTWAZ L
MR L ET,

Cisco Adaptive Security Appliance (ASA) # U VU —RZ 83T v 77 L —RLZET,

Cisco Adaptive Security Appliance (ASA) D7 v 77 L— KKZIZT7 =7 L—3 3 V)38 A CHERE
LTWDZ L aRERLET,

TyvITTL—FFIEA T av2:

1

IM and Presence F— ¥t X / — K% U U—2 9.0, Cisco Adaptive Security Appliance (ASA) %
JU—=RA83IZENENT v T 7L —FLET,

W HFDOT 77 L— K., Cisco Adaptive Security Appliance (ASA) D7R— b 5080 (Z NAT /L—
NERELET,

TxT L= a UNEANTHELTWD Z Ea2HERLET,

Cisco Adaptive Security Appliance (ASA) [ZEE I LTV 5 F X T? IM and Presence —E & U
U—290/—RIZFLTHR—F 5080 &4 —7F5I121F, BERa< REHY F7,

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T

L—>3ar IR



SIP 7 =7 L—2 3 ~IZB % Cisco Adaptive Security Appliance (ASA) DE&TE
B BEfFDE A IZx9 % Cisco Adaptive Security Appliance (ASA) 7w 75 L— KA T3y

& 16 : R— b 5080 ~O CiscoASA < > F

Cisco Adaptive Security Appliance (ASA) ')
)—RB2DAATAwY AT K

Cisco Adaptive Security Appliance (ASA) ') 1J—X
83MNATa<T K

static (inside,outside) tcp
public imp ip address 5080

routing imp private address5080 netmask
255.255.255.255

static (inside,outside) tcp
public imp ip address 45080
intercluster imp private address 5080

netmask 255.255.255.255

290 /—KRZtizznobmoa~
VREEREL, VP RITEITR
HIEEOR— EHEHALET,

GE) 7 Z A 4 ff IM and Presence —t

object service obj tcp source eq 5080# service

tcp source eq 5080

nat (inside,outside) source static
obj host routing imp private address
obj host public imp ip addressservice

obj tcp source eq 5080 obj tcp source eq 5080

object service obj tcp source eq 45080# service

tcp source eq 45080

nat (inside,outside) source

staticobj host intercluster imp private address
obj host public imp ip address
serviceobj tcp source eq 5080

obj tcp source eq 45080

GF) 77 A A ] IM and Presence —t X 9.0
J—RZlizznboa~y RERE
L. =T EICRRLEEDR— &
FEHLET,

[l Cisco Unified Communications Manager ') ') —X 11.0(1) T IM and Presence 4t —E 2D K 4 1 A
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Cisco Adaptive Securiy Appliance T® TLS 7
A% JEE

IM and Presence —E" A U U — 2 8.5(2) LAFE CTld, MicrosoftLync & D KA A VW] 7 =5 L— 3
UHBPAR— XN TWET, F72 IMand Presence —E R U U — 2 8.502) LAKEDEHE. OCS &
DRAA V7 2T b—3 a3 r~OZRITIL, JIEPIRIZRIBEMN 2R Y | Microsoft Lync 73
BESIVET,

TLS 7 u ¥ ViR EDOHRB DOV U — A FHRIZOWTIL,  [Cisco Adaptive Security Appliance
Configuration Guide] #ZM L T 72 &0,

* TLS r¥3, 91 ~_—
* TR VRARNOEREDOEM:, 92 RX—
* TLS 7Vu Xy f VARV ADRE, 94 ~N—

C VITAR T EMHALIET VA YA NETLS 70Xy AV AX L AOBHAHT, 96 ~2—
>

* TLS 7'm ¥ OFIML, 97 _—

* Cisco Adaptive Security Appliance D7 7 A % [ AR E, 97 ~—¥

TLS 7o x>

Cisco Adaptive Security Appliance /%, IM and Presence % — & &2 L A — O D TLS 7'm % &
L CHERE L £9°, D F V. Cisco Adaptive Security Appliance (%, (TLS##izBthrL7=) +— D
ROVIZTLS A v =Y%M L, 7rX b LTOASNL I I7A4 TV MITLS A vbE—U%
N—T 47 LET, TLS Ve XUt HELV Y 7D TLS A v — V2NN U TE L, &
BBIOMEELTHL, WEVY T DT 7 4y 7 2lES L LET,

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T

L—v3av
|



Cisco Adaptive Securiy Appliance TD TLS 'A% L% %E
B 7/7txuzro%E0EH

A

GE) TLS 7'u % v %3 ET HHiIZ. Cisco Adaptive Security Appliance & IM and Presence ¥— £ A [
& . Cisco Adaptive Security Appliance & #MEH—/Sfi]IZ Cisco Adaptive Security Appliance LB E:
ERETHLENHY T, ZHEITHIE, WOEOFIREZFATTHLERH Y £,

* IM and Presence #— E" A & Cisco Adaptive Security Appliance D] TDO&F = U 7 ¢ FEE
2, (58 —2)

* Microsoft CA % {#i H§ L 7= Cisco Adaptive Security Appliance & Microsoft Access Edge (#1
A B =T xAR) OETOEF 2T ¢ iEPELH, (62 2—)

BErEY Y
— %72 Cisco Adaptive Security Appliance O [HJRH & HESNE XU 2 #efE, (181 ~—Y)

TR A MDEEDEN

ZOETIL, B—0® IM and Presence ' —E RAEAIZMTERT 7 A VA FOBREE Y AR LE

R
S
GE) CTIRAVANIEIL, MIST DI TARy TERETDHLELBIZ, RKIv—voTD
Jua—r LR =l N ERETIHILERHY £7,
* IM and Presence — EADETFRIFEY A — HR— F &P~ 521X, [Cisco Unified

Communications Manager IM and Presence Adm1mstrat10n] o= GV L . [ AT & (System) ]
>[7 7V /r— a3 UAJF— (Application Listeners) ] %2R L F 9,

#17: BE—® IMand Presence 5 —EX 7O X VA MREDEH

IHH B

Bl VA 1 DL EDOAES B A A > La#E#Ed A IM and Presence ' —E & / — K

[l Cisco Unified Communications Manager ') ') —X 11.0(1) T IM and Presence 4t —E 2D K 4 1 A

JzFL—Yay




Cisco Adaptive Securiy Appliance TD TLS 7’0 ¥ L% 7E

7otz Uz rtoaE0EHE [}

IHH

Bl

AE B

IMandPresence " —E AN T = F L — g VT AN R AL T2, IRD2D
DT A VA NERELET,

* IM and Presence ¥— E A3 — b 5061 THEE R A A A v B—T % K(E
TEXALALIHCT VR VA NERELET,

* IM and Presence " —E AR — bk 5061 THFL R AL VDB A=V %%
FTEDL5T7 78R UAMERKELET, Cisco Adaptive Security
Appliance U U — 2 8.3 Zfi 9 254 1X, IM and Presence #— £ A% SIP
TxTl—varE) v AT AREOR—NEEHALET (IMandPresence
=R ETHIEDOY A F— R— b 2R LTI .

=A==

BER

access-list ent imp to external server extended permit tcp host

routing imp private address host external public address eq 5061
Cisco Adaptive Security Appliance U U — % 8.2:

access-list ent external server to imp extended permit tcp host
external public addresshost imp public address eq 5061

Cisco Adaptive Security Appliance V U — 2 8.3:

access-list ent external server to imp extended permit tcp host

external public address host imp private address eq 5061

GH) RO T 78 A U A RT, 5061 (%, SIP X vE—Y 7R ThbitTin
RN E D & IM and Presence F—E AR Y v AT 5K — KT,
IM and Presence —E AR — K 5062 %2 U v AT 51X, 77
A YA MZ5062 HHEELET,

FE ST U A

77 AL MEM, Ziux, v vF /- FREICOERSLET,

BB

7 F A48 IMand Presence & —tE & /—RZT L2, RO2ODOT7 7EA U R K
ERELET,

* IM and Presence %-— E A3 — |k 5061 THE KA A N A v 2=V % EE
TEXLLICT /7 EBA VA MERELET,

* IM and Presence — B A MLE AR — bk 5061 THEH KA AL b A vE—T
EZETELEHICTIER )X k%3 E LEJ, Cisco Adaptive Security
Appliance V U — R 83 #fi i3 544 1X. IM and Presence — E A 73 SIP
TxFLb—a k) v AT HEBROR— A L £ (IMandPresence
=R ETIEDOY A F— R — bR LTI EIW) |

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T

L—>3ar IR



Cisco Adaptive Securiy Appliance TD TLS O ¥ 3% E I
B nsJoxs 1oz8 z08E

IHH B

ZEM access-list ent intercluster imp to external server extended permit tcp host

intercluster imp private address host external public address eq 5061

Cisco Adaptive Security Appliance U U — % 8.2:

access-list ent external server to intercluster imp extended permit tcp
hostexternal public address host imp public address eq arbitrary port
Cisco Adaptive Security Appliance V Y — X 8.3:

ent external server to intercluster imp extended permit tcp
hostexternal public address host imp private address eq 5061
AR DT 72 2 U A BT, 5061 (X, SIP A v &= 7T ONTNRWINE
9 7% IMand Presence h—E A3 U » A>3 %7K — K T9, IMandPresence —
EABR—= 15062 2V v AT DEEE, 77 EA URAMIS5062 Z45E L&
KR

EErEYY

Cisco Adaptive Security Appliance D¢ ER], (195 ~<—7)

TLS 7u sy A U AX U ADRE, (94 X—)

JITAy T EMEALET 78 A Y ARNETLS 7%y A VAKX ZAOME T, (96 2—
V)

TLS 7w x> Ofa70k, (97 ~—)

o - =
TS 7% A VR VADETE
AFEEEEBTHITIE, 22O TLS 70Xy L VAX LV AEERT HLERH Y 7, RO
TLS 7’1 % 2 Tl&, IM and Presence %— E A A3FA%A L7 TLS B2 B L £4, ZZTlL. IM
and Presence & —E A7 T A4 T b, SR AL T —3TH, ZOHE, Cisco Adaptive
Security Appliance 73, IM and Presence —E A% 7 7147 h &5 TLS — 3L L THERE L &
T 2BHDOTLS 7’m ¥ U Tl IMBRAA Ko THlAE Nz TLS #fit # LB L £9, Z 2
T, AMERAA L2 747> b T, IMand Presence ¥— E AP — 3T,
TLS 7uFy A VAL VAL, —NET TAT 2 FOWGIZR LT h T A MKRA » N & ER
LEd, TLS N> Ry =A 7 BBt S NE-FNC L > T, $—R"BLRZ T4 T bDa~vr R
TEFRIND T A MKRA V EBRESNET,
*TLS /> K = A 7 73 IM and Presence ¥ — B A B AN K A A A2 [A10y> CRRIEE NG
X, =N a<w RTHEETS b T X KA » MZIE, Cisco Adaptive Security Appliance H
OEBLHELZSDET, 7534 T 2k a<wry RTEETA TR MRA > MZiE. Cisco
Adaptive Security Appliance &M KA A DD TLS ™ R = A 7 T &5 Cisco
Adaptive Security Appliance iEIEZ & O F T,

[l Cisco Unified Communications Manager ') ') —X 11.0(1) T IM and Presence 4t —E 2D K 4 1 A
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Cisco Adaptive Securiy Appliance TD TLS 7’0 ¥ L% 7E

ATy T

ATy T2

ATvT3

ns7axy 122422208 B

SNV RV A TN R A A 535 IM and Presence H— B A [Z[H] > TRRMA S V=861,
=N a<w U RTHEET S FT A MARA > MZiX, Cisco Adaptive Security Appliance & Z15
RAA DD TLS /~> R = A 7 T3 % Cisco Adaptive Security Appliance B 3% 5
WET, 77478 avw L RTHRET S M7 A MARA > MZiX, Cisco Adaptive Security
Appliance A CEAREHFELZ GO LT,

[ C&BHIIC
TR YRNDOEREOEM:, (92—) OFIEEFEITLET,

FIE

Oy 7 4 X2l —aryE—REHBLET,
> Enable

> <password>

> configure terminal

IM and Presence ¥-— B A2 Lo TR S 72 TLS #Elcxf LT, TLS 7R &y of VA X U A% AE
B LET, IROBITIX, imp_to_external £\ 9 TLS 7 m ¥ A VA Z U AR S IVE T,

tls-proxy ent imp to external

server trust-point imp proxy

client trust-point trustpoint name

client cipher-suite aesl128-shal aes256-shal 3des-shal null-shal

SRR B AA NS Ko TR SN TLSHfE Il LT, TLS V' u s o U AZ U Az fER L £
WOBITIL, foreign to cup &VVH TLS 7B F L A VAKXV AMER I NET,

tls-proxy ent external to imp
server trust-point trustpoint name
client trust-point imp proxy

client cipher-suite aesl28-shal aes256-shal 3des-shal null-shal

ROEE

TJIAR TR LET 7R VARETLS Vaxy A AKX U ZAOBENMNT, (96 _X—
V)
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Cisco Adaptive Securiy Appliance TD TLS O ¥ 3% E I

B /527y TEERALETIER YR METS TOXS £ VRS U ROEER T

HDSAIYTEFRALE7I9ER YR LETIS TOX S
AR RDEESIT

&M

ATy T2

ATvT3

IRy avwr s REFHALTC, DENCERLIEEIB AL T78A UXMITLS 71
XA URARE A BAEMTAMLERDH Y FT,

X L& BRI
DFEIEZFITLET, TLS TrXy £ LV AX L ADHRE, (94 2—)

FIE

Ay 7 4 F¥alb—vary E— FEBBLET,

> Enable
> <password>

> configure terminal

KT IR VAN, VIR TPMERTLTLS 7y A LV AX U AEBEMTES, 7
Z A~ 7 IMandPresence ' —EAMBIHE R A A L ~DA 8=, ABRAAL D
IM and Presence W —EA~D A vE—TV NI LT, B|IRT 2 TLS XN R 7,
WOHTiE, IM and Presence 1 —EANFE KA A U ~EESNTZA v E—VOT 78R U A B
73, IM and Presence " — B A2 & - CTH4A S 417z TLS B2 D “ent_imp to_external” &9 TLS 7°
BXY A AL ACBEEMA T B ET,

class-map ent imp to external match access-list ent imp to external

OB TIL, SMEE R A A D35 IMand Presence 4 — E A ZEEINDA v E—DT7 78 A U R
k2%, Tent external to imp) &Y% AR — 2 L - THIAAE & 4172 TLS #5520 TLS 71 ¥ A
VAL A EEEMATONET,

class-map ent external to imp match access-list ent external to imp

7 A% B IM and Presence 3"— B A E A2 H L TV 541X, 4 IM and Presence "—E A2/ —
NI/ Ay FERHREL, UFNCER LTV —"0EYT 57 72 U 2 MCE#EMTE T,
wIZHl =R L ET,

class-map ent second imp to external match access-list ent second imp to external

class-map ent external to second imp match access-list ent external to second imp

ROEXE
TLS 7u X OFMME, (97 ~X—)

[l Cisco Unified Communications Manager ') ') —X 11.0(1) T IM and Presence 4t —E 2D K 4 1 A
JzFL—Yay



I Cisco Adaptive Securiy Appliance TD TLS 7’0 ¥ L% 7E
ns7oxsoamt |}

(o) —t
TLS 70X DAt
RV v— =y avy REFEHALT, BIOHTEKRLIEZZ FA vy T EIZTLS 7a X a2 f
M T DMERH Y T,

A\
G¥) 77 L—7 v REAIZXF L, Cisco Adaptive Security Appliance T L~L £F% =2 U7 1 D
sip-inspect AR U & —~ v 71d, REL THRETL72OMEHTE EHA, KL~L/FotEF=
V74 R ==y T 2RI 0ERHY £7,

(X CH BRI

DFIEEFITLET, 7 I7A~STEZFEHLEZT 78R VARNETLS 70Xy f VAL AD
BT T, (96 ~X—2)

FIE

ATFYT1 ar74Xal— gy ET—REHBLET,
> Enable

> <password>
> configure terminal

ATw T2  sip-inspect RV v — v v T EEFRLET, RICHEZRLET,

policy-map type inspect sip sip inspectParameters

ATYT3 =R v— vy T EERLET, WIBIEZRLET,
policy-map global policy class ent cup to external inspect sip sip inspect tls-proxy

ent cup to external

Cisco Adaptive Security Appliance DV 5 X 2 B A FHEE

7 7 A4 [# IM and Presence " — & A A TlL, IM and Presence —E & /— K& BINT B 7=
2. Cisco Adaptive Security Appliance TR DR EZIT I LENH D £,

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T

L—v3av
|



Cisco Adaptive Securiy Appliance TD TLS 7O ¥ V%% |
B Cisco Adaptive Security Appliance D% 5 X 2 & A X E

FIE

ATw 71  IMandPresence V' —tE A /— RIZxdHBMT7T 7 A YR MEERLET,

ATw T2  Cisco Adaptive Security Appliance Z & = U 7 ¢ fEB#E A 45 L, IM and Presence —E & / — F|Z
AR —FLET,

ATw 73 IMandPresence ' —E A %= U T ¢GEHEE 4 L, Cisco Adaptive Security Appliance (2 >
A—hLET,

ATYTE AL LTI TR~y THFRELET,
ATFYTS IRy T ETua— LR — vy FITBEMLET,

BENEY Y
IM and Presence #— £ A & Cisco Adaptive Security Appliance D] CO& % = U 7 ¢ GEBA EAI 4,

(58 ~X—)

IM and Presence F— £ 2 & Cisco Adaptive Security Appliance D] TOE F = U 7 ¢ AEB EAH,

(58 ~X—)

JIARyTEFALIET 7R VA NETLS 7Rk A AKX U ZAOMELT, (96 ~X—
V)

TLS 7ua X OHFME, (97 X—)
7 I AZMERHE~ILVF ) — R, (5X—)
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%8%

2R D Microsoft 0CS/Lync 3> 7 4 ¥ 2

L—23ay FAAMVE 7T L—23a Y

C T H =TT A ANDY—=_"~D RAA U7 =T L— a3, 100 2X—
* U H—T T A4 XNTD Microsoft %-—/3 KX A DBH, 100 _—
* Microsoft — X @ IM and Presence V' —EAD AKX T ¢ v 7 L— hDOFKE, 101 ~<—

* Microsoft OCS H—/N a2 7 4 X2l — g XAT VARDT7 =T L—T v K U7,
102 _—

* Microsoft Lync —/_X 27 4 Fal—va XA7 JANITZ=T b—vary Vo7,
108 ~_—

* Microsoft Lync £ 721X OCS #— "N D TLS R D 7 =7 L —1 = |ZB# 9% IM and Presence
Service / — K EDFEEDERE, 119 R—

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T
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TEAD Microsoft 0CS/Lync I T4 X2 L—> 3y RAS VB IZzTL—3 Y
B 575/ XMNOY—RADRASVETzFL—S 3y

IVA—TS5AXHADY—NADKAAL VBT T L—
=
A\

GE) WDT—27 7a—0#Eb BT, ZOBEOFIELFEITTLZ 2R LET (ASA 774
T U=V EH L2 RENIZEIT 5 Microsoft OCS/Lyne & @ SIP 7 =7 L—3 = T
LHREV—7 T7n—, 42~—=2) ) , BROUV—7 T7un—%F 7752 L, MERLTL
fiéb\o

R20: T28—T54AXAHDH—N~AD KA VB T7zFL—23Y

IM and Presence Service Deployment
(imp.example.com)

Cisco Unified Active Private Netwark of
Communications ! Directory Enterprise X
Manager |

i Microsoft Server Deployment
i (msserverexample.com)
Presence | | «—: >

Communication ! Microsoft

Intercluster i SaRiar
S e >| | Presence E Front End "
: H : . Microsoft
! Gisco Unified M and f Interdomain Federation i ghesl
| Communications ! Presence i Microsoft Database
| Manager Cluster ! & Server
! ; (UK.} 1 *| | Front End

¥ LK. !

IM and
Presence

IM and
Presence

M and Microsoft
Prasence Server User
Cluster (Bob)

(U.S.)

Cisco Jabber
(Ann)

i

Microsoft %—/ 3% X TN IM and Presence — B &2 KA A VR R D6, BENT =T L—a v
ERECTEXET, AL UBRRZNEZENOEFRFEICEAT 2N TELD, 7T RAL
AT 0BT H Y FEA, FMICOVWTR, 72T Lb—va BT RAAS DIy 7 %
ZRLTL I,

IR —TS54 XHNTO Microsoft +—/N KA A DB
hn

OCS =R Lync —HOT7 =T b —7 v K KAAL v =2 b Z&ET D L., IMandPresence
P—EREIT7 2T =T v K RAL L = RN DOEF ACL # HEIBIZEBMLE3, Z0&EE
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|  %2M® Microsoft 0CS/Lync 7> T 4 ¥aL— 3> RAS VT FL—Ya Y

&

ATvT2
ATvT3
ATvT4
ATvTH
ATvT6
ATvT1
ATvT8

Microsoft 4—/\F O IM and Presence Y —E XD XA T 4 v JL— FDRE .

ACLNRZ7 =7 L—7 v K A A > & BT 5372 Z & % [IM and Presence Administration] CHERE
TEETN, AEACLIFLEELZVHIBRLIZY T2 L3 TE £ A, &5 ACL ZHIFRTE %
DI, BEEfMTONTE) 72T =Ty N RAAS = M) ZHIBRT 2567210 T3,

FIE

[Cisco Unified CM IM and Presence Administration] =—% A ¥ —7 = A Alzua /A LET, [
LB R (Presence) |>[FAA M7 =75 L—3 3 (Inter Domain Federation) ]>[SIP 7 =
L—3 3 (SIP Federation) ] ZE#{R L £7,
CHRLEI (AddNew) 1227 U v 7 LET,
[FAA 4% (DomainName) | 74— /L RKIZ7 =T b—T v K RAL VAN LET,
[#B8 (Description) | 7 4 —/V RIZ7 =T L—T v K RAAL U E#ATL580HE AT LET,
[ KAA RD5 OCS/Lync (Inter-domain to OCS/Lync) ] &R L £ 9,
[#A4 V27 b 7=F L—3 3> (Direct Federation) | F = v 7Ry 7 A% A N2 LET,
[PR17 (Save) 1227 VU v 7 LET,
SIP7 =7 L—7 v N RAA 2B R, E72IFTHIBRL72#%, CiscoXCP/L—# 2 FiH) L %
9, [Cisco Unified IM and Presence Serviceability] =—% { > % —7 = A Alzu /A LET,
[V—/ (Tools) ]>[=¥ br—L B ZDFy FU—2 H—E X (Control Center - Network
Services) | Zi®IN L F£§, Cisco XCP /L' — % ZFiL#)9 % &, IM and Presence —E & D3 C
D XCP r—EANFEH SN ET,

GE) 7 F AHWNOTRTO IM and Presence — A/ — KT Cisco XCP /L — & % F L HE¢

HLENRHY ET,

Microsoft +—/\F @ IM and Presence Y —E XD X 4%
T4V IIL—FDERTE

IMBIOT XA TV T %727 L—7 > N Microsoft h—/3 R A A o &M% & |2 TLS
TS, £72020CS KA A DAL TCP 4% X 912 IM and Presence — & A & 7%
ET HIZIEL, Microsoft H—/3% KA > L L, Microsoft Access Edge DA » VIFARA > kL7

WAX T 4 w7 )L— k% IM and Presence ¥— B AR ETHLENH D £,

£ Microsoft —/N R A A NEBIORAEZ T 4 7 V— NZBINT 20N H Y £9°, Microsoft
PN RAALDAZT 4 v 7 )b— ME, FFED Microsoft H—~/3® Enterprise Edition 7 2 > |k

TR Y= RELFAF TR 2T 4 al —"DIPT RLRERA L N TELERDHY
£7

INA T RXAZEDT 4 BGDT-2012, & Microsoft — 3 KA AL DBy I T T AEZT 4
I N— R ERETEET, NI T v 7 N— NOBEIEMITKLS, T4~V AXT 4 v 7 L—
FOWRDA Y 7 7 RLRAZEETERWLEAICOME SNET,

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T
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L EAD Microsoft 0CS/lyne 1> 7 4 ¥aL—v 3> KA/ VI FL—vay |

B Microsoft0CS —/8 2> T4 XaL—2 3V 4RT YR CADTTFL—TFTy R YLy

ATy T

ATy T2
ATvT3

ATv74

ATy TH

FIE

[Cisco Unified CM IM and Presence Administration] +— A ¥ —7 = A AlZu /A4 LET, [/
LB A (Presence) |>[/V—7 1> 7 (Routing) |>[AXT « 7 /b— bk (Static Routes) | % 3%
WLET,

[FBLEN (AddNew) 15227 U v 27 LET,
RAA >, 2F D FQDN MItlZRE S £ 9 [5i5e/3% — > (Destination Pattern) ]l AJJ L E 7,
Wiz, BlERLET,

* N A A VM domaina.com DAL, 468/ XF —2 D LT .domaina.* .com & AJJ
LET,

ZOMDINT A—=ZIFRD I DA LET,

a) [NextHop (%7 A b 7 » ) 1MEIZIX Microsoft h—/ D IP 7 KL A £ 721X FQDN # A /) L %
R

b) [xZ A N Ay 7 AR—1 (NextHopPort) | OFFBLN[7r k=)L ¥ A7 (Protocol Type) ]
DIEZRD & D ITHRELET,

*TCP ClE, [7a b=/ Z A7 (Protocol Type) JIZ[TCP], [*7 A kA7 A—hk (Next
Hop Port) ] D& 5 & LT [5060] Z RN L £ 7,

Microsoft OCS — NI TCP B L O TLS BHEDO 7 =5 L —y a &2V R— K LE9, TCP
1% Microsoft OCS Y — XTOHYR— FINFT,

*TLS Ci, [7'& b=V Z A7 (Protocol Type) JIZ[TLS]. [*7 A b &> 7 AR —F (Next
Hop Port) ] D& B & LT[5061] Zi&IR L £,

Microsoft Lync #— 3%, TLSRHEO 7 =7 L — 3 O A EVHR— FLET, TCPIX
Lync TII¥AR—FSnEHA,
¢) Jb—h A7 (RouteType) | Ku v 7 X7 U A RNnE, [KAA Y (Domain) ] Z3INL E
ﬁ—o
[fRTF (Save) |27 U w7 LET,

RDIEZE
IM and Presence H— B2 ® Microsoft 4 — /XD A X T ¢ v 7 L— &R ELET,

Microsoft 0CS H—/N 2> J 4 XaL—L3 2 2 R5 )
AbADT7zTFL—FTYv YUY

R DOF L. IM and Presence % — E A & Microsoft OCS — D7 =F L — g Vo7 &23%
ET D FIHOBMELZ R L ET,

[l Cisco Unified Communications Manager ') ') —X 11.0(1) T IM and Presence 4t —E 2D K 4 1 A
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TR D Microsoft 0CS/Llync A > 7 4 ¥al— 3> FAS VT zTL—23 Y

Microsoft 0CS 4—/ A 2> T s ¥aL—> 3> 4222 YR bAnTzFL—Fv R Uvs ||}

Access Edge ¥ —/3F 721 Cisco Adaptive Security Appliance 72 L C IM and Presence F—E A1 5
OCSICEREY =7 L—ra L T L HAIE, OCSH—D% KA A > TTLS £721EL TCP
DABT 4 v 7 V— R NERETDULENRHY ET, ZHWHDAZT v 2 /— MMEIMandPresence
P—ER ) —K&AHRA 2 b LET, Cisco Adaptive Security Appliance F 7213 Microsoft Access Edge
IIMETIEH Y £ A,

* Standard Edition TiZ Standard Edition " —/ XD A Z T (v 7 )L — "N EZRETHILENLH Y F
‘g‘o

* Enterprise Edition TliX, T X TOS—/VIAZT 4 v 7 V— NERETHMLERDH D £7°,

% 18 : Microsoft 0CS H—/A\~D 7z TL—23 > YUIDI UV RY—I U RREDRRY R+

FE Bl

IM and Presence " —E A D | TLS £7/21X TCP N¥ R — I TWET,

AFT A7 = PORE |1 g w3 [Fm k2L #4F (Protocol Type) 112 [TLS]. [% 72
A N AR» 7 R— 1 (Next Hop Port) ] D5 & LT [5061] & 3R
Li—g—o

TCP TliE, [F1 k=L ZA 7 (Protocol Type) ]IZ [TCP]. [*7
Ak ARy 7 R—b (Next Hop Port) ] ™% 5 & LT [5060] % 3R
L/i‘j‘o

OCS T® IM and Presence | TLS F 721X TCP 3R — h SN TWET,
FmEADAZTA YT 11§ Y. AET 4 97 A— b F— M 5061 12720 £,
JL— N DORTE
TCP OE. AXT 4 v 7 Jb— Kk K— KNI 5060 (2720 £,
BE  OCSDRAET 4 v/ —b&EBITTLS 2T 54
1Z. IM and Presence +—E & J— KD IP 7 KL 2T/ <
FQDN Z{5ET HMENH D £,
BT RRAEY AT — AN — b & 5061 ([ZRE L, Y— VKR Y A —
AR—brEEHELET,
Cisco Unified CM IM and Presence Administration (272 7 1 > L,
[ AT & (System) |>[7 7V — 3> UAx}— (Application
Listeners) ] Z iR L £,

VT ETERREY AF— R —F& 5061 IZLET,

P — NFWIF Y RS — AR — P 5061 ITHRE SN TWAEEIL.
BIOfE (5063) IZEFTHLENRHD £,
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LERND Microsoft 0CS/lync A>T 4 ¥aL—> 3> KA VBT FL—vay |
B Microsoft0CS —/8 2> T4 XaL—2 3V 4RT YR CADTTFL—TFTy R YLy

FliE SR BA
IM and Presence "—E A [ | ZOFJEIZ, TLS BLXOTCP (@ S E T,

Z)j‘kx PRBRET > 1 Y &k TLS T, IM and Presence — Y 2 J — RENEFNIZDONT, 1
ELET. SP=T k JIZIMand Presence ¥ —E A /— KD IP 7 KL A% A{#
HAL, 22B®=> k UI|Z IM and Presence — &2 FQDN % {#
LT, 2ODKRAFERET Y MU ZBMT 208N H Y £7,
TCP D34 . IM and Presence ' —E X P 7 L A&ZfEHAT 51D
DR A FFRFET Y b U DA %4 IM and Presence —E &2/ — R|Z
BT 2 0ERH Y ET,

OCS TOIFHED ZOFNEIZ TLS OBE 71T T,

CA /V— MAEBAER LN OCS DEA fF X GEHELZ ST 51213,
WDOFINEEZFEITLET,

*CAFEHETF == &2X 7 a—RBLOS VA =L LE
TO

*CA Y — OFERAEZZER L ET,
*CAY— NI LitAERZ Yy — RN LET,

R
il

oCcSp[7wmry b R H—,X 71,35 1 (Front End Server
Properties) ] T, OCS ®7R— k 5061 TTLS U A F—3F%E I T
WHZ L EMERLET (T AR— MEIMTLS £7213 TLS D
HbdHOET)

[OCS 7r > h = K ¥ — D7 a7 ¢ (OCS Front End Server
Properties) ] C. [fEBHE (Certificates) | ¥ 7 Z 3R L, [FEFAED
B (Select Certificate) 1% 2 U > 7 LT, OCS B4 FEH & 2 3R
L\i—g—O
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| £ZKM0O Microsoft 0CS/lync 1> 7 4 ¥aL—> 3>y RAS VT FL—Y 3y
IM and Presence ¥ —EX&RA > T B0SDRAT 1 vY IL—FDERTE [ |

FIE Bl
FIPS (SSLv3 k¥ %, ZOFIEIZ TLS OB 71T T,

TLSv1) ZfEM$2 K912

1 N .
OCS %35 L CA o pai | OCS PRI Ex 2 VT A BIEEHE X7
AEA A R—FLET, |2 ary—L Y U—nmhb, [m—B/L iKY — (Local Policies) ]

IR E T,
3 [Bx=2VUTF 4 A7 3 (Security Options) ] Z R L £7,

4 [V AT LR BB b, Ny v, BADTZDHO FIPS YL
TFY XLEM S (System Cryptography: Use FIPS Compliant
algorithms for encryption, hashing and signing) 1% % 7 /L2 U v 7
LET,

S X2 VT aREEADILET,
6 OK]Z7VvZ7 LET,
GE) BT HIZiE, OCS ZHEET 25 RH D £
KR
7 IM and Presence ¥ — B RFEHEIZE 4 L7~ CA D CA b— bEE

HEZA VAR —NLET, FEAERT v 71 2 FEH L TOCS
DIEFEA N TIZ CANV— FEHEEZ A VAR —FLET,

Wi

IM and Presence ¥— & A3 ZOFNEIX TLS OFE T T,
o

HEORTE IM and Presence ¥ — £ A |2 OCS Y — GEHHEIZE4 L7~ CA DL—
FEBHE AT v 7o — KL E9, F7=. IM and Presence ¥-— A

FADOCSREZAEK L, CAICE-TELESNDEHICLET, CAE

£ At & FEHE % IM and Presence P—E A7 v e — R L E1,
Z D%, OCS ¥—30 IM and Presence " —E AT TLS &7 7
V7 MNEBIMLET, MR RIEICOWTIE, GEBEOE v B
Ty TIETH Iy 7 2SR T TEE0,

IM and Presence Y —EXZ7/RA >V 3 H0CSDRET 4 vY JL—F
DK TE
§°/|’ 1/7 k7 =F L —3 3 HIC OCS 73 IM and Presence $—E R ZEREZ LV —F 1 L T TE 5
IZ9 5 121E, 4 IMand Presence —E A2 R A A 22V T OCS $— 3T TLS £721X TCP D

2577”4' I N— R EBRETHDLENHYET, ZNOLDAXT 7 Jb— biL IM and Presence
P—ER J—KRKERA L FLET,
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TEAD Microsoft 0CS/Lync I T4 X2 L—> 3y RAS VB IZzTL—3 Y

B MandPresence ¥ —EX%EHA Y FFB0CSDRET 1 vy L— FDBRE

A

G¥)

ATv T

ATvT2
ATvT3
ATvT4
ATvT5
ATvT6
ATvT1

ATvT8

ATvT9

ATv 710

* Standard Edition D354, 9 T® Standard Edition %"—/ X CTZ OFIEEZ FEITT HLENH
D i‘é‘@

* Enterprise Edition DA, T _XTHOF— AL TZOFIEEZIATTHHLERH Y £,

FIE

[A%— ] (Start) 1>[7'v227 7 A (Programs) |> [ ¥l —/L (Administrative Tools) ]> [Office
Communications Server 2007 R2] Z %4 L £,

1 'H. Enterprise Edition 7" — /L4 & 7213 Standard Edition " — & %2427 U v 7 LET,
[Zw %7 ¢ (Properties) |>[7 v b =2 K 7w/ %7 ¢ (Front End Properties) ] & 3&R L £7°,
[v—7 17 (Routing) | # 7 ZERL, BI (Add) 1%27 V7 LET,
foo.com 72 &, IM and Presence —tE & /— KD KA A v EASHLET,
[#EZ5 URI (PhoneURI) | F = v 7Ry 7 ANRET T2 TWAZ L afERLET,
X ARy T T UAR—F, A—F, IPT7 RUAFQDNEZHE L ET,
*TCP D&, [RZ AN Ay 7 FF 2 AKR— b (Next Hop Transport) ]1fEIZ [TCP] % &R

L. [*Z7 Ak A&y A= (NextHopPort) ]fEIZ5060 # A)LET, X7 A A>T IP
7 KL AL LTIMandPresence —E & /J—KDIPT7 KLAZ AN LET,

*TLS &AL, [RZ AR Ay 87 AR —F (Next Hop Transport) ]fEZ [TLS] % #&R
L. [*Z A b F& v 7 H"—F (NextHopPort) ]fEiZ 5061 # AJJL %7, FQDN & LT IM
and Presence —tE' 2 /— RO P 7 RLAZATTLET,

GE) *TLS DAXT 4 v 7 )— MIEHT DA — hid. IM and Presence F— £ A
)= RTRESNEZETHRIAED Y A F— R— MI—FT 20 RNH Y £,

* FQDN X OCS $— TR A[GETH DML EMN H Y £3°, FQDN 2% IM and
Presence '— B2 /J— RDIP T RL A |TRIREND Z L 2R L E7,

[E3R URI O A k& &EH#2 (Replace hostinrequest URL) | F = v 7R > 7 ABRA 712> TWNWDH I
LERERLET,

[OK] &7 Vv 7 LT, [#HL— kBN (Add StaticRoute) ]V 4 > RU &AL ET, HLWLA
BT AT =R BN—T 47 JANMIFEREINDITTTT,

[OK] ZHE®RINLC, [7rY b= K % —sXF 1,37 ¢ (Front End Server Properties) ] 7 1 >
R ZPACET,

ROE%E
A A FEREE%A IM and Presence H-—E A M OCS {ZiBI L 4,
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|  %2M® Microsoft 0CS/Lync 7> T 4 ¥aL— 3> RAS VT FL—Ya Y

0CS T IMand Presence ¥ —E X / — KAHRR hRiEETY rudem |

0CS T® IM and Presence H—E X / — FAKRX FRIEET V) DB

an

FEEAZ RO B 112 OCS 28 IM and Presence $— B A 735 SIPER A KR TE L L 92T 5121
IM and Presence —E &2 /— RZ L2 0OCS THRA RRFET Y N ZRETHLERZH D F9,

OCS & IM and Presence %— B A D TLS K5 5L &2 R ET 256, KD L 91245 IM and Presence
P—E R J—RIZ2ODKA MRIFT Y b U BN 208N H Y £,

*HADT kU IZiE, IMand Presence —E A / — K FQDN Z & 5 LENH Y £,
*2oH®xT FVIZIX, IMandPresence H—E R /— RDIPT RLAZFZHLLERH Y F
¥

TLS B 5 LR E L2 WE&1X. IM andPresence P —E A J—FRIZ1 ODOFA FEFEZ U D
BEBIMLET, ZORAMRIETS U IZiE, IMandPresence '—E &2/ — KD IP 7 KL AN
BENTWVWAMLENRHY 7,

ROFINETIZ, BBERARA FRIAET S Y 28T 5 HIECHOWTHII L £,

G¥)

ATy I
ATy T2

ATvT3
ATvT4
ATvTH
ATvT6
ATvT1

ATvT8

* Standard Edition D354 . 9 X T® Standard Edition 3"—/XCTZ OFIELZ FEITT D LERH
D E£7,

* Enterprise Edition DA, X TCOF— /L TCZDOFINEZFITTILENH D £7,

FIE

OCS @ [7R A MEEGFE (Host Authorization) | % 7 %I L £7,

ROWTNPDOFIEEZFEITLET,

a) OCSTIPT RLAILES>TRA YT (RT ALKy T) Oavba—SZ\ETHAST 4 v
7 N— FEFRELTWDHEEIL, EKBINIZAANDOIP T RLAEZATLET,

b) OCS TEFQDN IZ L > TRA YT (RZ AR Ky T) OarvCa— X ERETIALT 47
N— FERELTWDLEAIL, KRB SNZAA MO FQDN # A LET,

GEM (Add) 127V v 7 LET,

[IP] 3R L £

IM and Presence F—E R /— RDIP 7 KL A& AN LET,

[r—"E L ThHAB v bV (Throttleas Server) | T = v 7Ry 7 A& AN LET,

[FRREFF & & L CALEE (Treat as Authenticated) | F = v 7R v 7 R &4 12 LET,
GE) [FEE D (Outbound Only) 1 F = v 7Ry 7 A A NI LRNTLZE
AN

[OK] %27 U v 27 LET,

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T
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L EAD Microsoft 0CS/lyne 1> 7 4 ¥aL—v 3> KA/ VI FL—vay |
B ocs—/sTcoK— b 5060/5061 DAL

0CS H—/\T®D7HR— k 5060/5061 DFZH1E

OCS = R~D TCP AXT 4 v 7 L— DAL, &A— b 5060 Z2fEH L £,
OCS V= R"~D TLS AZT 4 w7 b— hDOFEHIL. A— b 5061 ZHHLF9,

FIE

ATvF1  OCST, [A¥— | (Start) |>[7' 7 T L (Programs) ]>[EHLY—/L (Administrative Tools) ]>
[Microsoft Office Communicator Server 2007] % #&K L £ 97,

ATvF2 oy b RYP—"OFQDN 247 U v 7 LET,

ATwF3  [FusF 4 (Properties) ]>[7 12> b = RDOZ 11,37 ¢ (Front End Properties) | &R L. [4
M (General) | ¥ 7 ZER L E T,

ATv T8  [#F (Connections) ]IZA— b 5060 F721% 5061 AFLd STV WEAIT, BN (Add) ] %%
RLET,

ATYTE5  RKOLHIT, A—MEERELET,
a) [IP 7 KL AfE (IP Address Value) 112 [TXT (All) | #ZIR L E7,
b) A— MEZRIRL 7,

*TCP O, A— MEE LT[5060] ZER L E7,
*TLS O&EA, A— MEE LT[5061] ZRLET,

©) HAE AR L E 9,
*TCP DEAIEL. [FT > AR— 1 (Transport) ] Df & LT [TCP] IR L £,
*TLS T, [ N7 > AR — | (Transport) ] OfL& LT [TLS] #8R L £,

ATFvTF6 [OK]%Z Vw7 LET,

Microsoftlync H—/N\ a2 J 4 Fal— 3 2RX0 )
AMZZzTL—32> Y2y
R OIEIZ, IM and Presence F—E A & Microsoft Lync h— DO 7 =7 L —va v Vo %
RETHTY F=Y—x2 v FOFIEOMEEZ R L ET,

WDFIZ, IM and Presence h—E A / — K & Microsoft Lync h— 3 DO 7 =7 L— 3> U
VIWARET 4y 7 V— NERET D FIROMEL R L £ 7, IMandPresence F—E X &7 =7
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TERAD Microsoft 0CS/Lync A>T 4 ¥aL—> 3y FAS VB Iz TL—Y3 Y

Microsoftlync 4—/N 3> T4 FalL—2 3V 4RY YR KMZITzTFL—3v vy [ |

L — 3 > H Microsoft Lync [l TLS DA X 7 ¢ v 7 )b— h & E L £ 7, Microsoft Lync #—
NZ7 =27 b—=2a a3 T0WDL IV IR T A2 T v 7 v— FOREIZET 2FE/MIC D
VWX, https://technet.microsoft.com/en-us/library/gg615051.aspx ZZ M L TL 72 &0,

IM and Presence —E A RAA LT EIWZAZT 4 v 7 — FEEKRLET,

%= 19 : Microsoft Lync H—/NIZEE Y VI DAEAT 49T L—FERETHEODEZRY JRX b+

FIE BLL]

IM and Presence F— ¥ | IM and Presence " — B A LT, Lync —NIZA X7 ¢ v 7 )b— h&1E
ADART 47 — | KLET, [Fu haj X177 (Protocol Type) ]2 [TLS], [(RD 7 v
kN DEE 7 R— 1 (Next Hop Port) ] D5 & LT [5061] 2R L £,

Lync T® IM and IM and Presence %— & 2D Lync DY — /DA X T (v 7 b— F & {ERK
Presence —tE AMA | L¥F, IMandPresence ' —bE A /)—F ¢ 7 /J—F (b—& /— K
BT 47 —FDOF | ELTRESNTND  — RR2WGEEFI T vy J—R) 727
i \CAXT 4 w7 — bEAER LT ER Y £ A, IM and Presence
P RN D I T AZRHLGETH, MAE ) — NIZA ¥
T4 I N— R eI TRAZBET J— RIXOTNHERT 2083 H
DEHEA,

7277 L. AZT 4 v 7 )b— M, 4% IMandPresence —E A 7L
A RAAL L THETT,

GE) TLS C. IMandPresence &—E 2 7 OFIFED Y A F— R —
MIT 7 4L R T 5062 IZEXE SVET, Microsoft %—/30D
ABT 47— MIEDLETETIRIED Y A F—R— &
5061 lICEID B2 TLEE, L, — 85D Y 2 —
AR—RMIT 74V FT5061 THHI=H, TNERIOR— KZ
ERTHULENHY F7,

A— k5061 ZfHH 925 X 92 IMand Presence —E AD BT FEFED Y

AF—R—=FEREL, = GRIEO IV A F—FR— &2 BEHELET,

Cisco Unified CM IM and Presence Administration (22 271 > L, [/ X
7 A (System) ]>[7 7'V~ —3 3> U AF— (ApplicationListeners) ]
ERLET,

.Z‘ﬁAEYWL‘HEJ X_j— T ]\%5061 Liﬁ‘o

s P — BREED U A F— R— B 5061 IZRE SN TWAEATE.
5063 72 &£, BIOEICEFETHLERH Y 7,

Jb— kDK ZOFEX, V=T 4T ) — RIZOHRMLETT,

ABT A4 w7 N—FERELTZE, RAMRGEEREL, A YEXT7 Uy vaLET, BT
DRIT, FAPEFEEZEY N Ty 7L, bR YERT Y v ad B2 X752 R LET,

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T
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http://technet.microsoft.com/en-us/library/gg558664.aspx

TEAD Microsoft 0CS/Lync I T4 X2 L—> 3y RAS VB IZzTL—3 Y

B Microsoftlync 4—/8 2> T4 ¥aL—Y 3V 4R YR MITzFL—var Uoh

= 20: "X FFREED

BRERLIVIROSONRTY Y aDE=0DERYT JR T+

FIE

Bl

IV OVERK

BHETE7 ) r—ya sy r—

TR =TT A4 X T 4 g DAL, IM and Presence
=R )= RERTEEEFHT ) r—rarparta—
B F T OHR—DEHTEZ 77V r—va v =& fE
T HVERHY ET,

AT 2 a OEEIEL. 4 IMand Presence —E & J —
ROGHEF T 7V Ir— 3 v F— V2B L2 g Y
FH A,

TR ST 7 —

JVIZEHHTE DT
S —arDarta—F%y

Jb—T 4 7 IM and Presence +— bt R J — RZfR&, & IM
and Presence — B A / — RIZIER SN2 7 — VITEHETE

TN r—g v = R0EN

B2 AT FVr—arDaryta—2E2BNTA50ERLY F
‘a‘o
Enterprise Edition DAERIZ 720 Z O FINAE EIT L £ 7,

VB SN2 S — NV A~DEEELT | 2 X —TF T4 X =5 23 OY4A1E,. IM and Presence

P —EREAIK L CTER SN2 — T ) =g v

P—REEMLET,
AR HE—RZT v a OB/, — FRICER S
BT =T TV r—a v —_"EBMNMLET,

MR R A

T LET,

rRa P& A =TT DHHIIZ
FWEER L TLIZ&EW,

* IM and Presence —E R J— KD )L—F ¢ 72 TLS
N—rEEHZLET,

* IMandPresence " —E A J — RDO)L—F 4 L ZITH LU
ABET 4T — NERHELET,

* IM and Presence — E A BB DEHEFE AT 7V r— 3
v PV EERLET,

* % IM and Presence —t A / — R|{Z{Efk S vz 7 — v
B HT Y r—arpartta—2 &8N E
j‘o

* IM and Presence -— B 2 D REBIC/ER S -7
FEEHT TV r—a vy =B LET,

— VIZAE

Microsoft Lync #—/3 &

0 EHA,

IM and Presence +—E & / — K

IZ CA BAfTZFEEA2BI L 22T X
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|  %2M® Microsoft 0CS/Lync 7> T 4 ¥aL— 3> RAS VT FL—Ya Y
J1FL— 3 VA Microsoftlyne DX 47« v o L—rEEE I

% 21 : MicrosoftLync —/\& IM and Presence 4 —E R / — FOIIBAZEEHRET 5=HDE XY YR +

FI§ Bl
Lync D4V — _"OFEHELZRE L | CAV— FEHERS X O Lyne D B4 EREHEZ ST 512
7, X, RO TFIEZFATLET,
*CAIFAEF = — %X u—RFRBLOA A h—/b
LT,

*CAV—NDOBAEAHELERLET,
*Lync DFEEE A AR — N L THIV Y TET,
Lync %— SGEBHE L A VAR — h L, 10 Y4 TEHEEMICONT

I% Microsoft Lync O~ == 7 )V ZZM L T 7ZEW (http://
technet.microsoft.com/en-us/library/gg558664.aspx) ,

IM and Presence #— E" A CTOZFEM | IM and Presence — & AT Lync Y —  FEEIZE4 L7z CA
FEORE DON— REEEZT v 7 — R LE9, F£7-. IMandPresence
P—EAMDCSRZEZAEK L, CAICE->TEALIND LI
LET, CAZEAFTZFEHE% IM and Presence — B A |
Ty 7u—RLET,

% D1%. Lync % —/30 IM and Presence % — 2 C TLS 7
Y77 MEBMLUES, FEMRFIEICOWTIE, FERE
Dy N7y FIBT S My 7 2B LTI ZI0,

—

JxTL— 3 O Microsoftlyne DA% 74 V9 JL— NEHRFE

IM and Presence #— E" A% Microsoft Lync #—/ 3% 7 =7 L — = > @ Transport Layer Security
(TLS) Z¥AHR—+rL%E9, IMand Presence ' —E R L—F 4 7 ) —RKORIZAZT 4 v 7
No— N EERT D2 MENH Y 9, IM and Presence h— EARBIZHEID 7 T A X BNHHGAET
He MAE ) —RICAZT 4 v I N— T TRAEZBET J— RIIWTNHIERT 20 EILH Y

EH A,
IZlZL, AZT 4 v 7 b— ME, 45 IMand Presence Hh—E' X KA A 2 THETY,

ROFIZ, ZOFMETEM LICERENRT A —F iz~ L ET,

% 22 : Microsoftlync D TLS RA T 4 v JLb— FRADY U TIL IS5 A—4

Bl YT IRT A=A

IM and Presence —tE 2 / — K FQDN (IM and Presence ¥—t" A / — K | impserverPub.sip.com
BEN—T 4 )

FQDN SIELWIP 7 R AT CTE 52 L 2R L E7,
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http://technet.microsoft.com/en-us/library/gg558664.aspx
http://technet.microsoft.com/en-us/library/gg558664.aspx

TEAD Microsoft 0CS/Lync I T4 X2 L—> 3y RAS VB IZzTL—3 Y
B o:=FL—2 3 B0 Microsoftlync DR Z 7 1 v L— FEBRE

SR BA BT NS A—4

IM and Presence *—E & /— KIP 7 KL A (IM and Presence —t % | 10.10.1.10
J—R&EN—TF ()

IM and Presence ¥ —E & /— K™ TLS A"— b 5061

TLS A— MENREINTZA v F—T 2 A ADZ—W f L H—T = f A
EHIEAIMENH Y £, MAEMIRT 511X, [Cisco Unified CM IM
and Presence Administration] = —% 1 ¥ —7 = A 2A|Zn /A L, [¥
AT I (System) |>[7 7V r—3 3 U AF— (Application Listeners) ]
>[F 74/ b CiscoSIP 7 %3 TLS U AF— - &7 #%dE (Default Cisco
SIP Proxy TLS Listener - Peer Auth) | Z 3R L £,

GE) A AIHR— R 5061 ZHELELE9, 272 L, AR— b 5062 A Af

HATxEd,
IM and Presence —tE &2 / — KD KA A sip.com
Lync Bk —3 lyncserver.synergy.com

Y

GH) * Transport Layer Security (TLS) ZfEM T 25613, A¥ T 4 v 7 — FO3Ed/ 2 —
T % FQDN I, Lync D7 0> h =2 K H— i LRI AR Th 5 LB 1 £
9, FQDN BN A ¥ 7 ¢ > 7 )b— k23§73 IM and Presence —E X /— RDIP 7 KL X
IR SN D Z L MR L ET,

*LyncFQDN Z/N\—7 4 a v A N T KA 727 L—3 a3 XA S5 IM and
Presence ' —E A RAA NZ—HEEIEDHZ LI TEERA,

FIE

AFYF1  LyncServer = NEH L 2 LNA VA b =L ENTZA L Ea—HIZ, RALUVEHEREDD—
nca s A4 LET,
E> b RTCUniversalServerAdmins 7 /L —=>7" D A > 737> New-CsStaticRoute =~ > KL v %
FOE T — N _X=A 77X arbu—/ (RBAC) m—/LE LT, B/ A T5
VBN B Y F4,
ATFw T2 [AF—1I (Start) |>[TXCTHOF1 2 F L (All Programs) ]> [Microsoft Lync Server 2010] > [Lync
Server HHE L = /L (Lync Server Management Shell) ] DJIEIZERIN L £,
EY bk Microsoft Lync —/S0D/ 38— 5 (Z)s LT, Microsoft Lync Server 2010 $£721% 2013 %
AN LET,

ATY T3 TLSNV— FZ2EFTDHIIE, koa~vr ReAHLET,
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TERD Microsoft 0CS/Lyne A>T 4 ¥alL—> 3y KA/ VBT TFL—Y3 Y

ATv74

ATy 75

ATvT6

J1FL— 3 VA Microsoftlyne DX 47« v o L—rEEE I

$tlsRoute = New-CsStaticRoute -TLSRoute
-Destinationfgdn of imp routing node-Portlistening port imp routing node-usedefaultcertificate

$true -MatchUridestination domain

1 -
$tlsRoute = New-CsStaticRoute -TLSRoute

-DestinationimpserverPub.sip.com-Port506]1-usedefaultcertificate $true -MatchUrisip.com

51D
INTGA—5 B
-Destination IM and Presence —tE A )L—F ¢ 7/ — K FQDN,
-Port IM and Presence h—EAD/N—FT 4 7 ) — RO Y A= 7 K—
ko
-MatchUri %6 45IM and Presence h—E & R A A
GE) *RAAL DS RAL NZ—HEEDHITIE, -Matehuri /X7 A—HI|Z, 7o & 21X

*sipecom 7R EDT A )V R — NMEZIEETE LT, ZOMHEIT 51p.com"j“7 £ T A
EROLEDRAAL TH—HLET,

* Microsoft Lync Server 2013 T IPv6 Zfi 9" 2555, -Matchuri /3T A —Z D * U A
W RA—R AT a AT R—bFSNTHEEA,

* _usedefaultcertificate & FALSE IZF%E L 7= & 1%, TLSCertlssuer 8 L
TLSCertSerialNumber INT A =B &R ?‘5%%753% DEFT, ZTNHDNRT A=
X, ERER, AFT 4 v 7 — N TSN DFENE L RITT 5% (CA)
®%W&HS£%i®/)7w§ﬁ%?ibiﬁ INHDNT A — &@ﬁ%ﬁ
DUWTIX, Lync Server BELY = L ASH L T30,

HUSHERENTZAZ T 4 v 7 — P2 REHZA N7 THRESN WD Z L 2R LET, &
Da~xy Re ATTLET,
Set-CsStaticRoutingConfiguration -Route @{Add=$tlsRoute}
GE) IM and Presence —E R J — K& L—TF 4 V7T HGE50RZOFNEEZFETLE
ﬁ—o
HMLWRET 47 = F2RFFTD2LIICRELIESGA, 2~V RBRIERICETEIN 8%
R LET, ROavr Re AN LET,

Get-CsStaticRoutingConfiguration | Select-Object -ExpandProperty Route

[#hi=— 7 7 & A (External User Access) | =V 7 C, Lync D> ha—/L XL &2B& F

D

a) [HH (New) 127V v 27 L, Lync2' (IMandPresence ¥—t A &) IM and Presence H— £ A
J—=ROFQDN £ D7 =27 bL—a v EFITLTND RAAL L ONRT ) v Tang F—%
ERL £,
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LEROD Microsoft 0CS/lync T2 7 4 ¥aL—> 3> FAS VBT FL—Y3y |

B Enterprise Edition Lync Server T IM and Presence % — E X [Zxt 9" % 7R X FFREEDEM

b) B LWWATY v TrAL F =T ZOT RS F— L OFT A TOBEEFTT 52— L
AL ORFEE BE L E T,

Enterprise Edition Lync Server T® IM and Presence 4 —E X [Z® 9 57k
A EREEDENN

Y

Lync DFFr[ 2 RD H5 2 & 72 < SIP #3k% IM and Presence H—E 2 M2 7 ALHILD L 9
129 %121, IMand Presence h—E A /— RZ L2 Lync THRA MRIEDO=> MU Z3ET H 4
NG Y £, Enterprise Edition DHE. T _XTOF— LTI OFIEEFETTHLERH Y £7°,

GE)

ATy I

Lync EDNR—FT 43> AV T RAL L 72T Lb—a DTLS ZRETIHHLENH Y £
T, TCP IV HR—hEnFEHA,

Lync & IM and Presence #— & A [#] D TLS B BALIZ M E R AR A FFERET L b U Z8RET DITIE,
% IM and Presence +— 2 /— K FQDN D& A FREE= Y Y ZBMTH2LE N H Y 77,

FIE

U TFoa~y K& AL T, IMand Presence —E ABBHIZK L CEETE 27 7Y r—va v
Y= NEER L E T
Evh T OBREY—E XD FQDN HZ MFET % 72| Get-csPool & AJJTE £

E
New-CsTrustedApplicationPool -Identitytrusted application pool name in FODN format-Registrar
Lync Registrar service FQDN -SiteID for the trusted application pool site-TreatAsAuthenticated
$true -ThrottleAsServer $true -RequiresReplication $false -OutboundOnly $false
-Computerfqdnfirst trusted application computer

i -

New-CsTrustedApplicationPool
-Identitytrustedpool.sip.com-Registrarlyncserver.synergy.com-Sitel-TreatAsAuthenticated
$true -ThrottleAsServer $true -RequiresReplication $false -OutboundOnly $false

-ComputerfqgdnimpserverPub.sip.com

F1E DA
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| £ZKM0O Microsoft 0CS/lync 1> 7 4 ¥aL—> 3>y RAS VT FL—Y 3y

Enterprise Edition Lync Server T® IM and Presence 4 — E R 12313 %7k R FEREEDIEHD .

INDA—4

A

-Identity

IM and Presence — B R JRHDER K AT 7Y r— a3 v T —)LOL4 R &

ANLET, ZHULFQDN B TH L MENH D £7, fi :

trustedpool.sip.com

E> bk ActiveDirectory (21X 72\ vV BTG X o — VR AL,
ERAZBHLET,

-Registrar

T—=NDLYANT P—ERID £721X FQDN, #i :
lyncserver.synergy.com

ZOfEIE., =< N Get-CsPool & L THERTE £,

-Site

EECEL2T7 7V r—yay = EERT 504 ~ORUE,

EY bk Get-CsSite Yy = /la~vy REFHLE
KR

-Computerfqdn

IM and Presence % — Y & JL—F ¢ 7 /— K® FQDN, # :
impserverPub.sip.com

* impserverPub = IM and Presence #—E X &R A 4,

* sip.com = IM and Presence F—E X KA A

ATw 72  FIMandPresence V—tE A/ — RIZIRDa~> READLL, HTLWT 7V r—y gy 7—IE
HTX57 7V r—arParyta—4L LT/ —ROFQDN ZiBL £,

New-CsTrustedApplicationComputer-Identityimp FODN-Poolnew trusted app pool FQDN

&1 -

New-CsTrustedApplicationComputer -Identityimpserver2.sip.com-Pooltrustedpool.sip.com

S5O A

INTG A—A

Bl

-Identity

IM and Presence #—E X /— R® FQDN, f : impserver2.sip.com

GE) Zoavwry REFEHLT, BFETELT I r—varoay
B2 —4% & LT IMandPresence Y—E A )L—F 47 J— K%
BILARNTLZEW,

-Pool

IM and Presence ¥— B R BB CHEA SN DEFHEAT 7V r—ray 7—
JL®D FQDN, f : trustedpool.sip.com

ATY T3 BHLWEEEALAT 7V r—ya B ER L, TNEFRT 7V r—yay 7T LZBINT 52
X, Roa~ REATTLET,
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LEROD Microsoft 0CS/lync T2 7 4 ¥aL—> 3> FAS VBT FL—Y3y |
. IM and Presence 4 —E XDRR FRIFRZ U F—FK I T 432320 Lyne Y—/ (25BN

New-CsTrustedApplication
-ApplicationIDnew application name-TrustedApplicationPoolFqdnnew trusted app pool FQDN-Port
5061

i -
New-CsTrustedApplication
-ApplicationIDimptrustedapp.sip.com-TrustedApplicationPoolFqdntrustedpool.sip.com-Port 5061

GIE- LS
NS A—4 SRER
-ApplicationID TS = a L DOART, ZHIMEEOMEICT A I ENTEET,

5 : imptrustedapp.sip.com,

-TrustedApplicationPoolFqdn | [N and Presence — & X B DEHEFE AT 7V r— a2 > F—b
H— 30D FQDN, #l : trustedpool.sip.com

-Port IM and Presence V—tE &2 /— K@D SIP VU A= "— K, TLS ®
Be. R— T 5061 T,

ROEZE
FRBSONATY w2 BT LET,
BEErEYY

MEDRNT TN a—TFT 4T

IMandPresence —E X DRR FREEFZRF VA —FRIT423 0D
Lync H-—/\[Z3E70

Lync 23 iRAEAERS & 2K 5413712 IM and Presence $— B A5 SIP ERAZ T ANLND K HIZT
5121, BEELTWA TN TOEARETT ¢ 2 3 > Lync —/3D4% IM and Presence —E & J —
ROKRA FEIE=Y MY Z2RE LR TUE7e Y £¥ A, Lync %—/3 L T4 IM and Presence #— &
A )= RO 1 KROBHEERT 7V r—ray 7—E2EKLET,

GE) Lync EDRX—F 42 ar AV T RAAL Y 72T b —2alOTLS ERETHLERHY £
4, TCP XV R —FENEHEA,

Lync & IM and Presence ¥ — & A TLS B oALIC B2 AR A FEERET M U ZRET DI
£ IM and Presence +— 2 /— KD FQDN D7 A hBFET= Y Y ZBIMTHMLE N H Y iﬁ—
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TR D Microsoft 0CS/Llync A > 7 4 ¥al— 3> FAS VT zTL—23 Y

ATy T

ATy T2

IM and Presence 4 —EXDHRR FRBIEEER A VA — K TF 12320 Llync H—/NIZEM B

FIE

WD a~ REMHH L T4 IM and Presernce V' — E A DEEFE LT 7V r— 3 v — F—)b
PERR L ET,
Evbk T OBRGEY—E RO FQDN EZ #RFET 5 729012 Get-CsPool 2 A /) T %

_a—o

New-CsTrustedApplicationPool
—Idrtityforh of the inad pesaTe sevice ok Ragistarforh o tre Iye registar savice Sitesite 1d for were yaiwat to aeste tnsted gpp oo Resifehthenticated
$true -ThrottleAsServer $true -RequiresReplication $false -OutboundOnly $false

i
New-CsTrustedApplicationPool

-IdentityimpserverPub.sip.com-Registrarlyncserver.synergy.com-Sitel-TreatAsAuthenticated

$true -ThrottleAsServer $true -RequiresReplication $false -OutboundOnly $false
FIE D
INTA—A B

-Identity g Cc&E A7) r—y g 7F—)E LT IMandPresence —E &2 / — K
D FQDN 4% AN LET, #il: impserverPub.sip.com

E2 bk ActiveDirectory [ZIF 72N VAT AEE X v — VR IEE L,
BB LET,

-Registrar TF—=NVDLTARNT $—E A ID £721FX FQDN, # :
lyncserver.synergy.com

ZOfEIX. =< K Get-CsPool ] L TR & £,

-Site BHETXAT UV r—ay P—LVEERT DA N OBH,
EYbF  Get-CsSite @HL = La~y REFEHLE
T,

4% IM and Presence ' —E A / — ROEEIL, / — FOGEEBERT 7V r—ya r2ERL, £
J—=FROEETELT 7V r—2a O =" 7 —)LZEID B THIZE, koa~vr FaE AL
3w a8

New-CsTrustedApplication

-ApplicationIDnew app name-TrustedApplicationPoolFqdnnew trusted app pool fgdn-Port 5061

i -
New-CsTrustedApplication

-ApplicationIDimptrustedapp.sip.com-TrustedApplicationPoolFqdnimpserverPub.sip.com-Port
5061

Sl D7
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LERND Microsoft 0CS/lync A>T 4 ¥aL—> 3> KA VBT FL—vay |
[ ] fRACONRTYvia

185 A —4 3

-ApplicationID J —ROFQDNIZ b e B EHE AT SV r—rarDaryBa—#
DT FVr—a 1D, B : impserverPub.sip.com

-Trusted ApplicationPoolFqdn | [V and Presence — & XA Tl Hl S A EHERFE AT 7V r—3 =
> 7—/L® FQDN, #| : impserverPub.sip.com

-Port IM and Presence —tE A2 /— KD SIP U A= 7 /R— k, TLS O
Ay A— KX 5061 TT,

RDEE

}‘ﬂfﬁ‘\/\\@/\"jy \y:‘/:,_, (118/\0_:\/\‘)

EErEY Y

HBAED NI TN a—TF 4T

crARASOINT Yy
WOFIEL., PAeYEaIy A2 RLET,

FIE

ATw 1 LyncServer ¥H Y = LV TIRDa~> REFEITL, bR YE2A8cLET,
Enable-CsTopology

ATFvT2 kOa<wrFEFETL, bR Y% topology.xml EWVW9 XML 7 7 A MZEEXHL, 774
NEC RIATITREFELET,

Get-CsTopology -AsXml | Out-File C:\topology.xml
() FRw ERE )T 27 7 A NV OLARTERAFSITIZH RIS ETE £
R
ATvF3  topology.xml 77 A /LVZBEET,
ATY T84 JTAXDOFQDNE®”Z v 2T, [FTE 57— /ZBI L7245 IMand Presence %—E A / — K
DIPT KL A% 20.0.0.07 5P T RLUANRTA=ZIZEFLET,
ATvFE  topology.xml 77 A /LERIFELET,

ATv 76  LyncServer BHIY = /L CRODa~vy REFEITLET,
Publish-CsTopology -FileName "C:\topology.xml"
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|  %2M® Microsoft 0CS/Lync 7> T 4 ¥aL— 3> RAS VT FL—Ya Y

MicrosoftLync F /=13 0CS Y —/NED TS MDD 7 = 7 L— 3 VIZEHET % IMand Presence Service / — B
F EDEEAED K

Microsoft Lync &7 0CS - —/N\ED TS FEHD 7 = T
L—< 3 VIZEE 3 % IM and Presence Service / — K L
DFEAZE DL TE

ATy I

ATy T2

ATvT3

RTv74

ATvTH

Z OFJEIX, IM and Presence ¥— E A & Microsoft 4 —/ D TLS AX T 4 v 7 N— b+ &EE v I
T LESEEICORERHENET,

FIE

IM and Presence %— Y A T, Microsoft — SDFEAEICEL T 5 CAD/L— FNEAELZ T » 7o —
FLZET,

*CUPEHGEF L L GGEHELX Y v 7 u— R LE T,

*v— MEEBIE (Root Certificate) ] 7 4 —/V RIZZEHDOEEIZLET,

* IM and Presence V" — B A IZH A BAEAEEL A AR — b LET,
CA 73 IM and Presence % — B 2 DFEFIZE4 TE 5 L 5. IMand Presence #— " A (2% % CSR
ZAERRLET, GEEFICEA T D CAICCSRET v 7 r— FLET,

BER *CAlE, TH—2GRGEl & 177472 baREl OmG T ks —) Z2RAL TN
52 EICONTELTOLHENRDY £,

* Microsoft Windows Server CA D&%, [ — \5385F) & 17 747 baliE) &Ff
OHEAET L — b EFERTAMLERH D 7,
CA BT EFEE & CA V— MIEAEZBST 23555 1%, IM and Presence H— B 22 CA F4
XAEAE L CAV— FEAEEZ T v 7r— KL ET,
*CUPEHEFEMAE L LT — FEET v 7 — KL%,
*CUPCA BAfTXFEAEEZT v 7u— FLET, /— FEAEL L CTL— FEAE pem 7 7
ANERELET,

OCS % —/3® IM and Presence 4 —E AIZ TLS VY7 $ 7V =7 F%&1BI L £9, Microsoft —/3
® FQDN ZfEH L £7,

[ERINT-TLS BT 7= 7 ~ (Selected TLS Peer Subjects) ] U A NI TLS 7 ZiBM L £
R

*[TLS =7 % & M%7 (TLS Context Configuration) ] CTLS RSA WITH 3DES_EDE CBC_SHA
SR BRINENTNWDZ 2R LET,

CZEDTLS 7T 7 A "IN EILENTWD Z L 2R LET,

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T

L—>3ar IR



TERAD Microsoft 0CS/Lyne A>T 4 XaL—> 3> KAS VB TFL—3 Y
MicrosoftLync £7=1£ 0CS H—/NEDTLSEHD 7 = 7 L— 3 VIZEET 5 IMand Presence Service / —
FEDOIFREDH

ROER

Microsoft Lync £721% OCS $#— 3T, [H— 3GRiE] & [7 47 FgRAE] OW5 T [k
F—] ZRAL TV DAEAELRE LT, L

*CA =B OFEHEOER, (69 X—)

* Microsoft TechNet Library, Windows Server — Implementing and Administering Certificate Templates :

http://technet.microsoft.com/en-us/library/cc731256(v=ws.10).aspx
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%9%

SP7x7L—3 EHOHNSG—/NO Y
R—R2 FDHRTE

* SIP 7 =T L—3 3 Y &1T 9 72 @ Microsoft 2 2 AR —3 > b DRE, 121 ~_X—

* AOL LD SIP 7 =F L—3 3 OB 125 ~—

SIP 7x7L—23 2 %175 =50 Micresoft 1 > 7h— =

=JL ==

aX AE

> kD

WDFIZ, Microsoft OCS H— 33 LT Access Edge W —/"T7 =7 L—a VEHETHDHD
i F oy 7 A MR LET, OCS +— 38 LT Access Bdge ' — /"D ER L EADFE
R FNEIZ D THE, Microsoft D~ == 7 /LEZHZR L T 770,

% 23 : Microsoft 1 > iR—3% 2 FD/RESR XY -0CS H—i\

BRY FIE

‘=L T 2T L— . . - R
Zﬂﬂgﬁ%ET "1 FERDORL DT =)V T3 VAN T T UF T, [Fa’T 4
e # (Properties) ]>[Z 2 — 3L 7'm/37 ¢ (Global Properties) ]>
[7 =7 L—1 3 (Federation) ] Z3i#R L £,
2 (V=T L—variRT Uy IMEEROAZNL (Enable
Federation and Public IM Connectivity) | F = > 27 Ry 7 X &4

ZLET,
3 Access Edge —/SOWNHA % —7 = A A0 FQDN 3 L UK —
FESEANTLET,
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SIP 77 L—2a VADHEY—/N 2 R—F Y FDRE

B SIP 77 L—% 3 %175 280 Microsoft 3 U R— > FDRE

BRY

FIE

AccessEdge — D7 L
A DBE

U IO A v DT a—SL T4 VAN T T T T, [TrRT ¢

(Properties) ]>[Z v —/3L 7’137 ¢ (Global Properties) ]>
[= v ¥ $—,3 (Edge Servers) | Zi&R L F 9,

[Access Edge 33 L T Web &g — (Access Edge and Web
Conferencing Edge Servers) | 7 « > K7 T, B (Add) 1 %7
Vw27 LET,

Access Edge h—"OWNEA 2 —7 =4 ADFQDN % AJj L F
j‘o

Lopr N ROT =5
L—a VEREDH ML

TrFl—arETo7ury hy RYP—R_TLiZ, 7=2F L —
alrREEAMETHMLENRDH Y F9,

1 oA ro7ay vy RYy—NTJ0FT, [FaxT g

(Properties) ]>[7 2> b = K 7' w37 ¢ (Front End
Properties) |>[7 =7 L —3 =z (Federation) ] & &R L F7,

[T b—yar &7y s IMEREOHME (Enable
Federation and Public IM Connectivity) | 7= v 7 Rv 7 A& 4
WZLET,

—H73 MOC (Microsoft

Office Communicator) 5 k&
V7 =T b—a v EHH
TELEHIBoTnH L
T %

*[=—W (Users) | ¥ 7 ZEINL, =—HFHRMOCEHEHTX 5
o TND L EMRLET,

C =R DY R MIARWEE, BEEE T Microsoft Active
Directory CL—HF2MOC A2 TEX B2 LT HELERHY
F7,

* %72, Microsoft Active Directory TZ—#23/871) v 4 IM
MEMEHTEDLEOITTDIRERDHY £,
K@ URL IZ & % Microsoft Active Directory D~ = = 7 )V & £ IR

L TL7Z &V,  http://technet2.microsoft.com/windowsserver/en/
technologies/featured/ad/default.mspx

X2 U T 4 FEHED

e
it

OCS #—,3 L AccessEdge M — DDt X = U 7 ¢ fEHEZ
RETLHMERD Y E7,

CCAY—NZ, ZOFNEEFITTHLENDHY 77,

CINLDOY—REDOEX2 YT AFEAEELRTET D HIED
FNZHOUWTIE, Microsoft D~ =27 /L EEBR LT X,
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| sPozFL—sarmAonEms—NarR—% FOBE

SIP 727 L—2 3 U%&T5 =8 Microsoft 3 U R—R > FDEXTE [ ]

% 24 : Microsoft 1 > R—% > FDERESR XY - Access Edge H—/\

BRY

FIRr

DNS O E

Microsoft D=2 % —7 7 A X N TIL, _sipfederationtls. tcp.domain
ZARA Y FT 5T XTD Access Edge — 32— bk 5061 #41 L
THMEB SRV 2R ET HMENH Y £, Z 2 TlX. domain 1TAHGE
DSIP R AA 4T3, ZD SRV L, Access Edge T —/ 3D
FQDN 7R A F L TWAMENRDH Y 77,

IM Provider & L CIM and
Presence ' — Y R ZF&XET
5

1 4456 Access Edge $—/3C, [A%— bk (Start) |>[&F#HY—
(Administrative Tools) ]>[2 > E =2 —# O # (Computer
Management) | Z 3R L £,

2 el A > C, [Microsoft Office Communications Server 2007]
w#hH7 Y v 7 LET,

3 [IM 7 a4 % (IMProvider) ] % 7 %i®IR L £,
4 B (Add) 127V v Z LET,

S [IMH—ER Fa A XEFT5 (Allow the IM service
provider) | T =v 7Ry 7 A% AT LET,

6 MY —VE R/ ( %4 (f5] : IMandPresence / — K) %€
Li‘a—o

T MY —ERTafZDFy NT—2 T KLA (ZOHE,
IM and Presence —E A @/ — FD/X7 U » 7 FQDN) % EFH
L%,

8 IMHY—t 2 7 u A )N “public” XTV wvr) v—T XN
TWRWZ 2R LET,

9 TUNEFTrar, [ZOTaNAE LT XTOMWE LT
9% (Allow all communications from this provider) |14~ = > %
70y 7 LET,

10 [OK] &2 Y v 7 LET,

IM and Presence ' —EAD T X —T7 T 4 XEATIL, 4 IM and
Presence —E A KA A > D DNS SRV L a— R&EBIET DHLIEN
&Y EF, DNSSRV L 2— K3HR— b 5061 4 L C
_sipfederationtls._tcp.IM and Presence_domain % 7RA > b3 B MEN
HYFET, T I T, IMandPresence domain iZ IM and Presence Service
KAA > DLEITT, Z @ DNS SRV (% IM and Presence — & X
J—RD/X7 Y 27 FQDN ZETHLENRH D £,
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SIP 77 L—2a VADHEY—/N 2 R—F Y FDRE

B SIP 77 L—% 3 %175 280 Microsoft 3 U R— > FDRE

BRY

FIE

T 7 & A IFIEDOTRIE DRER

1 =2 v— Y1 —7T, [Microsoft Office Communications Server

20071 427V 7 LET,

[Fm/3F ¢ (Properties) ]>[7 7 &A1 (Access Methods) ]
7V LET,

[7=FT L—3 a3y (Federation) | T =v /Ry 7 A&eA NIl
\iﬁ—o

DNS SRV Zfi H L TWAIGA L, [ ZFFA 32 (Allow
discovery) | F =y 7Ry 7 A%&A N LET,

TLSv1 242 & 9
Access Edge X ET 5

=X )T 4 R —EBITIE, [AF¥—F (Start) ]
>[EHY —/L (Administrative Tools) [>[2— /X =V 7 o
AR U I — (Local Security Policy) ] Z&R L £7,
G¥) INE RAAL 3y ba—7 TRET DHHAIE, /XA
M [AZ— ] (Start) 1> [EEY —/ (Administrative
Tools) 1>[FAAf v ar tr—F X2 UT 4 R
— (Domain Controller Security Policy) ] & 729 £9°,
V=T, [EF =2V T 4 E (Security Settings) ]>[2—
J1/v AR Y 2 — (Local Policies) 1>[&F=2UT 1 A7 a
(Security Options) ] Z B L £ 77,

FEARA U CFIPS EX 2 VT A REEX T NI Vw7 LET,
FIPS tX¥= U7 sixExAMELET,
[OK] %7 Vw27 LET,

GE) Windows XP C FIPS # A0k L7-354 . Access Edge
B DY Fe b TR by P B SEAT7 — L
Boho TWET, ZOREOMERFEIZ SV TIT,
Access Edge [ LTUE— R FRAY b v T2 FEFT
XA, (191 4—2) ZBBL TSI,

T2 VT 4 REAEORE

* OCS #—/3& AccessEdge ' —"ORIDOEF = U 7 1 FEESL
RETDHDLERD Y 7,

CCAY—NZ, ZOFNEEFITTHILENRDHY £77,

INEDOY— O FX2 )T 4 AEAERRET D HIEO
FZ DWW TIE, Microsoft D~ == T LS L T &,
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| sPozFL—sarmAonEms—NarR—% FOBE
pLensP7zrFL—vaross ]

EENEY D

BN D Microsoft OCS/Lync 2> 7 4 ¥ ab— gy RAAL V7 =T L— g, (99—
V)

AOLEDSIP 7z TL—L 3V DEHR

AOL D = TL—> 3 D34 REH

IM and Presence " —E 2 & AOL DE]D RAA V7 =T L—va a3 TE DL H12T 51
1Z. A2 =275 AOL-FEDERATION SKU 74 B A ZBEATHMLERNH D £, ZOTA B A
FREZEEFETHE, VAATIE, 20O M7 O%RBEOHIZFEEH TS AOL W AKX ~— b—T 4
VB IOEKEEREBSFALET, VAIBRBEREDO AOL W ALY~ — L—TFT 4 VT IV
WK SCIEH A {3 % & . IMand Presence F—E A2 & AOL DRI CHO AOL 7 =F L—3 3 U
e ET,

EENEY D

AOL L —F ¢ v ZIEROBNE, (125 <—)
AOL 7m v ya = 7 EmEr, (126 X—)

AOL )L—T 1 VU EHRDEH

IM and Presence " — £ A & AOL SIP Access Gateway Dfi]D KA A V7 =T L—a VERET
%6, AOL IZIRDIE R AT 2 LE R H VD £7,

BR24 7 (BRFAAL D) BT B1ER pe ot
R RATYRL T xT L —Yar I—T * IM and Presence —E R H—
27" IM and Presence H— & & JREEAEOMH4 CN X, IMand
) —K®s37Y v 7 FQDN : Presence " —E A / — KD
<sip.domain.com> FQDN & —E T 2 NENRH Y £
* IM and Presence +—E X/ — kL
RO RAAL % * IM and Presence ¥—E A H—
@<domain.com> SNEFAZEIZB 4T 5 CA L.
AOL — 2L > TR S
TWAKENH Y £,
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SIP 727 L—3 3 VAOHEY—N aVR—%> FOBEE |
B AL JoEvazUoEgREs

EBR24T (B FAL VI RET H1ER b 151

B FATY *u— RN NZ %O FQDN : * IM and Presence —E X H—
<lb.domain.com> PREFBHEOM4 CNIL, v — R
@<domain.com> MR DY £T

* IM and Presence —E' X H—
FNREHFIZEA TS CA I,
AOL =2 L > CTEHESh
TWOHRENRH Y F£7,

ZD
* AL T S % IM and AOOL SIP Access Gazeway hif
Presence —E R P — 3Dk AR — kD nslookup (2 &> TSNS
e e Ly Y 7 R (SSLET) Bk L
- 3 >
: 9., F 74/ b F— KNI 5061 T
A—Fk 3

= OfE#AE AOLICHRMET BIc iz - Tid, YA aDHF— MEIMF LS D = L 2R L F
—g‘o

AOL 7R EC 3= EHEY
c LA =TT A XFEIIEH D4,

T b—vafEHENSTRTOr—NV RAA 4 (companyabe.com,
sales-companyabc.com)

* 7T L—a U IfEMAT S IM and Presence —E X/ — K ® FQDN,
* WAL~ — ORI - AR, BT AL T LR, EHIEE S,
CAEAEO 2 e

CREHENFBRERIC L > TEA SN TV D 5EE, RIEROEAED T = — 2z a i
N— NEHEZRET OBENRH D £,

° ZEAED base 64 T a2 —F 4 VT INMLEETT, IRICHIEZR L ET,

BEGIN CERTIFICATE-----
MIIGKDCCBRCgAwWIBAgIKH5c9LAAIAAGTvVjANBgkqhkiGO9WOBAQUFADCBizETMBEG
CarrShISARMWANBIEAVB g SmlSARMOWIpY 3 hd H IVBRHKEM ZAMWOMMWIEH B ONWIKIDX H SVIAYATZEA
4zd4FeZvoCzyVglPkoLvA0Z+AJyOkO7/tie4dEF3n/kEedaPWimv2TpRrlAPSIBXn

tbM82NpEDaSqzg0d4Dswqe7W30CKGgUBY S1fO7xJHSRju719D+H7XivmjvU= ----- END
CERTIFICATE-----
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ZONEHAE AOLIZIRIET DITHhH o> T, Y AaDhR— MIYF LEEEIND Z LA H#HER L £
ﬂ—o
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TEMERDEOHOO— K NS UHDETE
SIP7xz7L—33>NEE)

s B R AT AFIONT, 129 e

* IM and Presence "—E A / — RKOFEH, 129 <—

* Cisco Adaptive Security Appliance (ASA) DO HEHr, 131 ~—
* CAEAfTEEF 2 )T 4 GEAEDOER, 136 ~—v

* Microsoft 2 > AR—FR > FOFEH, 137 ~X—

* AOL 22V R—F > bOFH, 138 _X—

> » m— —
A— kNS 2HI2DINVT
TWEMEEANAA, TRATEY T 4 2T 572010, 72T —TFT v R Xy hU—27ca— KX
T oY EMAIATZ ERTEET, v— K XF B, IM and Presence —E A /— K & Cisco

Adaptive Security Appliance DEIIZHLE SALET (SIP 7 =7 L—a DA 7L F YT 1,
(7 ==2) =228 |

m— K /NZ 4%, Cisco Adaptive Security Appliance 7> 5 D 4518 TLS #5ft # #&uls L7- 9 2 T, TLS
Pafor & B \CBAA L CiliY) 72N v 7 = K IM and Presence %F—E & J — R~TFT— X B )L—TF
7 LET,

IM and Presence " —E X / — FODEF

TWEMED=DIia— R AT oY 2EHT 55461, IMand Presence ' —E ADRXT7 Y vy ) —
FREBEOYT AT F A4 ) —RFOREEFTHTLHLERNH Y F7,
Fig
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TREEROF-HOO—F NS UYDEE SIP 7 TL— 3 0HE)

. IM and Presence —E X / — KOEH

BRY

FIE

TJxTFl—Tar—T 4 TR
A —HZ DEH

[Cisco Unified IM and Presence Administration] {27 2 1
L. [—ERX (Service) ] A==—05 [VAT A

(System) ]>[H—VE A /NT A —% (Service Parameters) ]
> [Cisco SIP 7’12 %3 (Cisco SIP Proxy) ] Zi®R L., i
LDEEZATILET,

*[ABIP 7 KL A (Virtual IP Address) ]: 27— K /37
VHICEREINTWANN—FT ¥ LIP T FL A% AJ]
Lij‘o

1 [#— 4 (Server Name) ]: 72— K NT 4D
FQDN [T E L £,

2 [7=FVb—¥3r /)L—F (7 IM and Presence
FQDN (Federation Routing IM and Presence
FQDN) ]: 12— K /X7 %@ FQDN (2% E L £
EE

FHLTLS BT 72 =7 FOERL

1 [Cisco Unified IM and Presence Administration] {Z 72 27 >
L., [AT A (System) ]>[EF= VU7 ¢ (Security) ]
>[TLS 7 # 7Y =2  (TLS Peer Subjects) ] % 8&4R
LET,

2 [HHLEM (AddNew) 127 U v 27 LT, ROfEAE AT
[/i—g_o

[T %77 b4 (PeerSubjectName) ]: 22—
K XZ Y OHE FQDN # A1 LET,

* [@P (Description) ]: v—F /N7 I DOAHTZ
ATLET,

TLS 7 7/ h UAR~D
TLS E°7 DB

1 [Cisco Unified IM and Presence Administration] {Z 72 7' >
L. [A7 A (System) [>[EF = U7 1 (Security) ]
>[TLS 2> 7 % A ha% & (TLS Context Configuration) ]
IR ET,

2[R (Find) 1227V v 27 LET,
3 [Default Cisco UPS SIP Proxy Peer Auth TLS Context]
7V LET,

4 n—RFARFTLH 7T L—varTISET 7 V=
7 FEBRLIETLS BT ¥ 7Y =7 b U X MNIBH)
Lij—o
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TREEROF-HOO—F NS UYDEE SIP 7 TL— a3 05E)

EENEYD
TxTL—a DV —T 4T RTA—ED

HHTLS ©7 72 =7 bofERk, (51 _—)
BINLATLSET 722 b UAR~DTLS E7 OB, (52 =—)

Cisco Adaptive Security Appliance (ASA) DEFT .

W, (49 ~—)

Cisco Adaptive Security Appliance (ASA) DEH

02— RARZUHEFEALTH, IMBRAAL XA v E—T %237 Y » 7 IMand Presence — B A
7 R L RIZEE LE 923, Cisco Adaptive Security Appliance (Z &L > T, ZD7 KL RX|Fr— K7
Y DON—=F X )VIPT RLRIZv Yy 7 ENET, OF V., Cisco Adaptive Security Appliance /%,
AR DDAy E—VEXE LSS, Than— R AT HICmET 5L 0H) 28T
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LHED. AT 4T
PAT Z2ZEH L £,

ZEHRL

static (inside,outside)
tcp public imp ip address
5061

routing imp private ip address
5062
netmask255.255.255.255

L%

static (inside,outside)
tcp public imp ip address
55061
routing imp publisher

private ip address 5062
netmask 255.255.255.255

ZEREHT
object service obj tcp source eq 5061 #

service tcp source eq 5061

nat (inside,outside) source

staticobj host routing imp private ip address
obj host public imp ip address
serviceobj tcp source eq 5062

obj tcp source eqg 5061
L%
object service obj tcp source eq 55061#

service tcp source eqg55061

nat (inside,outside) source static

obj host routing imp private ip address
obj host public imp ip address
serviceobj tcp source eq 5062

obj tcp source eq 55061

(FOFR—FTr—F
INT Y TLS A
t—UxRY v AT D
BETh) NT Y vy
IM and Presence "— &
AT RLRICEEFESh
Vi I i o (5
A— K 7 R RITHRE
TEDHEIITT D, H
LWRAZ T 1 v 7 PAT
ZBEMLET,

static (inside,outside)
tcp public imp address
5061 load balancer vip
5062 netmask
255.255.255.255

object network obj host load balancer vip

# host routing imp private address

object service obj tcp source eq 5061#

service tcp source eq5061

nat (inside,outside) source
staticobj host load balancer vip
obj host public imp ip address
serviceobj tcp source eq 5062

obj tcp source eqg 5061
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FXNVIPT RLUA~D
T 72 VA&
BML £, IMand
Presence th— Y A3 T 7
AT OLMEDDH LI
WAL TR, T
I A UANEBINT
LHVENRDY FT,

0— KN Hho/—
FXVIP T KL ANE
ESNTHWAHEICIM
and Presence — "X
=R DA =
R CE L L DT
HIZiE, HhEREFRITCP
RRARMERAAL D
7T 78R VA&
BML £, IMand
Presence %-— B AT 7
AT HMEDDH DI
WMEAAL LTI, T
VA SIS S =V
LHVENRDHY FT,

access-list ent lber to external ocs extended permit tcp host

subscriber private ip address host external domain public ip address

5061

access-list ent lcs to lber routg imp extended permit tcp host

external domain public ip address host imp public ip address 65061

EErEYD

AHXT 47 IPb— FOFRIE, (79 X—)
A— K 7 FLAZEH (PAT) , (80—
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TIEA VA NEHEHTOHLERHY E7,
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IM and Presence —E A D /X7 U » 7 [P 7 KL A%, Cisco Adaptive Security Appliance C DNS
La— FZRESN STz, IMand Presence ' —E X AL DT Y w7 IPT RLADZ
LT, TDLa— R|ZiL, Cisco Adaptive Security Appliance D /X7 U w7 IP & &Te, v — K

/XZ @ FQDN ZSitfi S 9,

FIE

BRES TV A 1 DLLEDAER R A A > L#ERET 5 IM and Presence —E A/ — K

2RY

REH

FLna— AT O —F
JVIP T RLASNOHIRAT 7 & A
YA R&EEMLET, IMand
Presence ' —EANT /R4 35
WBED DI R AA T &I,
77 7A YR NEBINT 50BN
HYET,

N7V v x OEE

Cisco Adaptive Security Appliance Y U —Z 82 38 L83 D=
~ R

access-list ent lber to external ocs extended permit tcp

host virtual IP address host

external domain public ip address eq 5061

12— R X7 UHOEEIP T R
A, IM and Presence ¥— £ &

J = R A v B— MR R
AALDOF LT 72 AU A N
BAL £, IM and Presence —
BT 7B AT HMEDEH D5
HRAL T, T7RAY A
NEBINT D MERH D £7,

RV v DA
Cisco Adaptive Security Appliance J J —Z 82 D=~ K

access-list ent lcs to lber routgimp extended permit tcp
host external domain public ip address host

imp public ip address eq 5062

Cisco Adaptive Security Appliance J J —Z 83 D=~ K

access-list ent external server to lbextended permit tcp
hostexternal public addresshost

loadbalancer virtual ip address eq 5062

TI7EAVARNITLIC, HrLWT
7 A R R ERISAT T D DB
LWrZ I R&EBMLET,

class ent lber to external ocs match access-list

ent lber to external ocs

72 A Z &2, IM and Presence
=R Lo THt SNz A v
t—Y D> U % policy-map
global policy (ZfER% L £ 7,

policy-map global policy class
ent lber to external ocsinspect sip sip inspect tls-proxy

ent imp to external

7 FAZEIT, AR R A A L TH
WBani-Ayke—voxzr )&
policy-map global policy (Z{ERK L
35

policy-map global policy class
ent lcs to lber routgimpinspect sip sip inspect tls-proxy

ent external to imp
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BASF VT AL RAAL N1 DL ED Y T X & IM and Presence —E X/ — NIZEBEME N
% IM and Presence %F—E A 7 =5 L —3 g ~® IM and Presence — & A

2Ry REH

HNE R A A > Adaptive Security | access-list ent imp to externalPubimpwlber extended permit
Appliance X, @— /)L KA A |tep host external domain private imp address host
DONRTY oy BT R7 54N public imp address local domain 55061

W—%gj:ﬂ = ﬂf:ﬁ’:%@ﬁ‘o*‘ k~D7T access-list ent imp to externalSubimpwlber extended permit

IR AEHATHMENH Y E tcp host external domain private imp address host
7, public imp address local domain 65061

TIEAY AN EIC, HILWT
7B AV AN EHIPIATTZD D
LWZ I 2% BIML £,

7 A Z &2, policy-map
global policy 2> h U ZERK L
i —540

BMELEYY
TI7RA VR NOFREDOEML, (92 =)

TLS 7AXS AV RAVADEFH

Cisco Adaptive Security Appliance T TLS 7B ¥ f LV AX A EHH LET,
FIE

R

tls-proxy ent external to imp server trust-point msoft public fqdn
client trust-point imp proxy

client cipher-suite aesl28-shal aes256-shal 3des-shal null-shal
tls-proxy ent imp to external

server trust-point imp proxy

client trust-point msoft public fqgdn

client cipher-suite aesl28-shal aes256-shal 3des-shal null-shal
IR

tls-proxy ent external to imp server trust-point msoft public fqdn
client trust-point msoft public fqgdn

client cipher-suite aesl28-shal aes256-shal 3des-shal null-shal
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tls-proxy ent imp to external
server trust-point msoft public fqgdn

client trust-point msoft public fqgdn

client cipher-suite aesl28-shal aes256-shal 3des-shal null-shal

BENEYD
TLS 70X A LV AKX V ADRE,

(94 ~=2—3)

CAZRfStEXa!) TAiAZDEH

BREICE— R AT oY 28T 5561, ROETHAT S, 2— F 37 9 & Cisco Adaptive
Security Appliance ¥ & OY IM and Presence —E A / — RO D CA B4 EEX 2 U 7 ¢ GEHFE

HIEKT 2 BERH D £,

00— F /N3 >4 & Cisco Adaptive Security Appliance fll(D ¥ ') 7«

HIEEED

=JL ==

axX A&

ZORE Y7 TiX, v— K XF % & Cisco Adaptive Security Appliance D] TOEF = U 7 1 Gk
HEZRETDIOICBHERFIROME LR L ET,

BRY

FIE

Cisco Adaptive Security Appliance T —
KA Y MO CAEL N EFEREZE
}EE I/ i j‘o

crypto ca enroll A<V REMFHL T, m— KT
@ FQDN Z+5E L £7°,

Cisco Adaptive Security Appliance 7> & &2 —
RAT I CABA EREAEZ A
A—FLET,

O—RARFUoHYOv=aT/LEHZRL TN,

1 — R /3F 4T Cisco Adaptive Security
Appliance H ® CA B4+ Z FEWE A 1FERK
l/ i ‘j_‘O

O— R AR oY D~==2T LEBZRLTLTEE N,

17— R 37 %76 Cisco Adaptive
Security Appliance | CA B4 {1 Z FEH] &
A UR—RMLET,

crypto ca trustpoint I ¥ RZEFEH L ET,

FERAEN A VAR — F ENTo D L BRI HITIE. show
crypto ca certificate X< F&fEH L EJ,

EENEY D

SCEP % {#i [l L 7= Cisco Adaptive Security Appliance COFEBEDFHE , (63 ~X—)
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O— K /35 >4 & IMand Presence H—E X / — KREIOtEFXa ) F 4 SIBAZEDHRTE .

Cisco Adaptive Security Appliance ~~@ IM and Presence ¥ — B AGEHED A R —F, (61 ~—
V)

Microsoft CA %1 i L 7= Cisco Adaptive Security Appliance & Microsoft Access Edge (#Mili-1 >

B—TxAR) OETOEX 2T ¢ FEELHE, (62 2—)

A— K/ \5>H & IMand Presence Y —E X / — KREIO+EFXY) 574
3 EAE!$a

O MYy 7 T, a— K /XZ % & IMand Presence —E A/ — RO TEx = U7 4 5EH
BERET DI LER FIROME L R LET,

BRY FIE

NRTVwvy J—REHTRT | CABLATEEHELMEH L GEREZ T 5 FIEICHE -
FANR ) — RO TCABLA | T TEE W,
TAEAEEER L ET,

(RTVwvx J—RKEFTR | B—=RFRARXT VD=2 T AESRLTIIEIN,

I FAN )= Ripb) m—F A
Z I CABLA I EFEHELY A
ViR—HFLET,

Microsoft 2 > 7/R—f > FODEH

o— RS UYOFEMAF A LT, —E0 Microsoft T > R — R N2 EHTHALERHY £9°,
Fig

2Ry FIE

FQDN O RTDA VAKX A%
m— R XF O FQDNIZ—E T %
EOHEFLET,
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ONAHEYAXRND RAAL 5 EH
L/iTO

1 413 Access Edge —/3TC, [A¥— b (Start) ]>[&H
' —/ L (Administrative Tools) ]>[2 > B = — & OEH
(Computer Management) ] % 3&R L £ 7,

2 DA T, [Microsoft Office Communications Server
2007 24527V v 7 LET,

3 [IM 7 a"A% (IMProvider) | ¥ 7 %271V v 7 L%
ﬁ‘o

4 (B (Add) 1227V w7 LET,
5 [Allow the IM service provider (IM —E & 7'm/ 34 &
BT D) 1T =y Ry 7 AeF A LET,

MY —ERTFa X, XDy NTI—27 T RLA%Zua— R
NZHDRT Y 7 FQDN & LTERLET,

EErEYY

SIP 7 = F L—3 a VHAOHEY— N avR—3x hoiEE, (121 =*—)

AOL O R—ARY FOEFH

THHADAOL 7 =F L—y g VE A — R AT U EABADEAIT, o— K AT 92
T BN OO/ E Z AOLICIMET 2 LENH Y 9, FHEAC W TIL, BEhEEBEENDOIEAZ S M

LTL7ZENY,

EENEY D

AOL LD SIP 7 =F L—3 3 »OE (125 X—3)
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- 1T,

XMPP 7 = 7 L—< 3 > FH®IMandPresence
H—EXNDETE

* Cisco Expressway #&H O/ G XMPP 7 =7 L —3/ 3 V) 139 ~X—

* XMPP 7 =7 L —3 3 v DO—fRINARREDIEE, 141 ~—

* XMPP 7 =7 L— a > ® DNS OF%E, 144 ~X—

* XMPP 7 =57 L—3 g3 U ORY —RIE, 151 ~—

* XMPP 7 =7 L — a > HIZ Cisco Adaptive Security Appliance # %X E 7 5, 153 ~<X—

* XMPP 7 =7 L—ray h—EREFNITDH, 154 X—

Cisco Expressway #ZHDNEEXMPP J = T L—2 3 >

SNBXMPP 7 =7 L— 3 U EE AT A - DICHERE X 415 J7ikIL, Cisco Expressway & #%H 95
Z LG9, Cisco Expressway |%, 5> XMPP & A @ Expressway-E = — Li@{FE T 5 72%, IM and
Presence — B R ZRER I N2 —HFE A X—T M LET, KOKIEL, XMPP X vtE—UN
Expressway-C, Expressway-E D2 7Rl —v gy my Y VY Ja—vala2 N LTAH7TLIR
IM and Presence #—E' A #— 067 =7 L—7 » K XMPP — LD L5 ITREIEE I T
WHNERLET, £/, AvEBE—UNDMZ 77 AT U4 —/V iy 5 & SIS D8
LA — hERLTWET,
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XMPP 7 = ¥ L—% 3 FI® IM and Presence 4 — E DBE |
B Cisco Expressway 2D ERXMPP 7 = FL— 3>

A

CGE) Expressway-C, Expressway-E O#lA GO IXZ ZIZFRREINE T2, VCS Control 3 L OV VCS
Expressway OfLAGDOEZMT LT 555, [ CAMBO XMPP 7 =7 L —3 3 UHERE BT
MTEEJ, Express ¥ U —X A7 3 VOFHMICOWTIEL,  [Cisco Expressway Administrator
Guide (X8.2)] Z&MM L T &\, VCS A7 ¥ a v OFFHINZ W T, [Cisco TelePresence
Video Communication Server Administrator Guide (X8.2)] Z#Z&M L T 2 &0,

21 : Cisco Expressway ZFHDONERXMPP 7 = TL— 3>

v

Expressway-C Expressway-E Federated
Ao A XMPP server
ephemeral i 7400 ﬂ ephemeral i% 5zagrﬂ
5269 ephemeral
ephemeral /
L DNS )

i

bob @federated.com

IM and
Presence

r

i

7400

b ik ]

alice @ example.com

GE)  SIPBIUXMPP 7 =7 L—a VFHIOLOTHY | MAICHEE G X FE A, T2& 2T,
IM and Presence —E A D SIP 7 =7 L— 3 & Cisco Expressway DM XMPP 7 =7 L —
VaraERTL I ENTETET,

YR—bENdT7zTL—2 3>

Expressway E (3R DB LD XMPP 7 =F L—3 g AP R—FLET,
* Cisco Unified Communications Manager IM and Presence —t 2 U U —2Z 9.1 LI
* Cisco Webex Connect U U — 2 6.x

* XMPP JRAEHEPLY — N

YR—h SN DEALE
WD XMPP 7 =5 L—3a VOB AL T T g U HMEHAARE T,
* SO XMPP 7 =7 L—3 2 D2 (Cisco Expressway THE 1)

CHERD XMPP 7 =5 L—3 3 DI (IM and Presence ¥ — B 2 THufi)
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| XMPP 7 7L —2 3 R0 IMand Presence — £ R DE
xvpp 7z FL— avo—gungeoke [l

* NI L OV D XMPP 7 =5 L—3 3 > (IM and Presence H— E & TR M E(EHks
AT DL T 7 AT U4 —IVERETHLEND Y £7,

Cisco Expressway #FH DABXMPP 7 =7 L —1/ 3 NI DWW TOFEMIC OV TIE,  [Cisco Expressway
Administrator's Guide (X8.2) ] &ML T Z&W,

HFIEIE

* [AIRFNES XMPP 7 =7 L —3 3 > |% IM and Presence ¥— " A T4 S 41, Cisco Expressway
THRIGT DHMEE XMPP 7 =7 L—3 3 VI FPR— F &R EH A,

(&
BE  Cisco Expressway %1 U CHMEE XMPP 7 =5 L—3 a3 U 28 AT 554, IM

and Presence — £ A | T Cisco XCP XMPP Federation Connection Manager #&#E
P —bERET 7T 4 T LBRNTLTEE N,

* Expressway-E X (B A—/L 7T KL ARED) XMPP DT KL ALz R— Kk LEEA,
XMPP 7 =7 L —3 3 |Z Expressway-E Z i 19~ 2535413, IM and Presence H— & 276 1
AT 47 T LB A Jabber ID ZfEH L2 iT 1720 £8 A,

XMPP 7 x5 L—S3>— MR ENDIEE

XMPP 7z TL—> 3 VOBE

IMandPresence ' —E 2 U U —Z90LIETIZ, RO X —FF A4 XLDXMPP 7 =7 L—3/3
VEYVAR—FLTWNET,

* Cisco WebEx Messenger Release 7.x
* IBM Sametime U U — X 82 3L TN 8.5
* Cisco Unified Presence Y U — & 8.x

* IM and Presence V J — A 9x DL I

Y

GE) IM and Presence — £ 2 |d IM and Presence %"—t" X U U —Z 9.x Enterprise & Cisco Unified
Presence Y U — A 7.x Enterprise ] XMPP 7 =7 L — 3 V& H R —F L TWEHA,

IM and Presence ¥-— E" A & WebEx Enterprise O 7 =7 L —3 3 > % 4T3 5454, WebEx Connect
27547 v b =2—H%|3 IM and Presence —E A —H 52— F v v b L— A FE 71T —
AT N F Xy b= AIRREFTEEE A, THUE, WebEx Connect 7 7 A 7 M Hikatd

HRI DT D T,
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XMPP 7 = ¥ L—% 3 FI® IM and Presence 4 — E DBE |
B P oFL— a3 AY—EROBERICHET 3H4EEE

IM and Presence " —E A% XMPP CT7 =5 L—3 3 V& FETTEH L HICTHITE. ZOEDTF
JIEIZHE > T IMand Presence ' —E A TXMPP 7 =5 L — a V2N, RETHLENH D
£,

#30D IM and Presence —E X 7 T 2AZNHLHGE, 1 DOV FAZZHR{EL 1 DD/ — K
TXMPP 7 =7 L—yara B, RETHILERHY T, £z, TXTHOITAXT
XMPP 7 =7 L—a UVREZF CICT 2 MERHY £T, FTI TN a—F2BHTIE, 77 A
ZEEDXMPP 7 =7 L— g VERGENHIR IS, 7 T AZBETXMPP 7 =7 L—3 3 VRGE
NEUNE I PP LR—FERET,

77 AT 74 —/LDT®IT Cisco Adaptive Security Appliance Z3E AT 556, IROFIZHERE L TL
72EW,

N—T 4T A=, NT U IIPT LA, BELOCAMERDEEFHEIZOWTIL,
MEaDOMEMIZET L FEy 7 2SR LT IZ3N,

CARA NG, AA LY —v 7 8ay Ve EORHREHE RO EIZ OV TIE, Cisco Adaptive
Security Appliance ZFXET H X A7 B L T TZE W,

XMPP 7T L— a3 AY—EROERHICET H4550E1E

XMPP 7 =7 L— a UREOWT AT 5841, Cisco XCP Router 33 & OF Cisco XCP
XMPP Federation Connection Manager % FHEEI¢ 20230 D £4, —E 22 HiE# T 251213,
[IM and Presence ®#—E A7 U 7 ¢ (IM and Presence Serviceability) | — A > ¥ —7 = A &
a4 LET,

*Cisco XCP V—# [, [V—/V (Tools) |>[av hr—L ¥ —-Fy fTU—F $—ER
(Control Center - Network Services) | # &R L £ 7,

*CiscoXCPXMPP 7 =7 L—¥ g VEHiv *— ¥ % T, [V—/L (Tools) ]>[2> hr—/L &
v — - FEREY— A (Control Center - Feature Services) ] Z R L £,

Cisco XCP /L —# $— bt 2 ZFHiL#h94 5 &, IM and Presence — B A2 K - T TD XCP ¥ —
EANEEESINET,

12D/ —=RTXMPP 7 =7 L—ya kA X =T NVERIET =7 VT 5856, XMPP 7 =
TL—=vara A X—TNEREIT A E—=T ML) — FETF TR, 77 AZRITH LT
TP/ — KD CiscoXCP /L —4 Z FE@h§ 2 E N H Y £9, CiscoXCP/L—H DX DM ~TD
XMPP 7 =7 L— g VRIEICOW T, REEZER L/ — ROL & HRET 2 681 H 0 £
R

/J—FTXMPP 2 xT7L—3 &aF2IZTH

F 74 N TZOFREITEL) T,
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| XMPP 7 7L —2 3 R0 IMand Presence — £ R DE
XMPP 7z FL—>avnexayrBesEEssd M

FIE

AT w71 [Cisco Unified CM IM and Presence Administration] =—% A > X —7 = A XlZun /A LE4, [/
¥ A (Presence) |>[RKAA 7 =5 L—3 3 (Inter Domain Federation) ]>[XMPP 7 =
7 L —3 3 > (XMPP Federation) ]>[f%/E (Settings) ] Zi®IRN L E7,
[XMPP 7 =7 L—3 v J— ROAT—H4 A (XMPP Federation Node Status) | K2 v 7% 7
YA KT, [ (On) | Z&EIRLET,

ATy T2 [RAF (Save) 1227V v 7 LET,
NIV a—T 4 T TEE

J—RTXMPP 7 =7 bL—y a3 & A RX—7 /I L7\ & IMand Presence H—E" A / — KT XCP
XMPP Federation Connection Manager — &' 2 Z i@ T £H A,

ROIEXE
XMPP 7 =5 L—arDbxa )T 4 RELZHEET D, (143 X—)

XMPP 7z T L—>3 DX T+REEZIERTET S

[T C&BHIIC
C T T L —a URBONER R AL N TLS i bR — T 0 E I NERELET,

* TLS 3 L OV SASL [ A DR &1L, SSLE— FD “[TLS (A 7+ 3 ) (TLSOptional) ]” £7-
1L “[TLS (#4Z4) (TLS Required) |” Z#IR LI2GAICDOAEL TEET,

*TLS {1 L T IMand Presence ' —EZ L IBMED 7 =F L —3 a3 U EHRE L TWAHES,
SSL &— R?D “[TLS (#ZH) (TLS Required) ]” Zi% & L. SASL Z 4N HHLENRH Y £
TO

FIE

AT w71  Cisco Unified CM IM and Presence Administration D+ — A > % —7 = Az A LET,
[ZLE A (Presence) |>[FAA L7 =5 L—3 3 (Inter Domain Federation) ]>[XMPP 7 =
7 L—3 3 (XMPP Federation) ]>[f%7E (Settings) ] Zi®IN L £ 7,
ATvT2 Fay 77Xy JRAMhbtEXa T 0 B— REBEBIRLET,
a) [TLS72L (NoTLS) ] : IMand Presence H— E“X'C‘ IR A A & D TLS B AN S E
Fh, FMBRAAL L EDT 2T L— g VTIEREBAL ST R W MEA S, o9 —
D ID Z BT DT — N A YNy ﬁ >< A=A LPER S ET,
b) [TLS (47 =) (TLSOptional) ]:IMandPresence #—E AT, M KA A > LD TLS #2
ﬁﬁ?ﬁﬁéﬂi‘i IM and Presence #— & A C TLS BBt OMESLIZ RIS B &, — T A /L
Ny ZIZRY | fOH— 3D ID BRFESIVE T,

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T
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XMPP 7 = ¥ L—% 3 FI® IM and Presence 4 — E DBE |

B xwrozFL—L a3 AODNS DHE

ATvT3

ATvT4

ATy TH

ATvT6

ATvF1

©) [TLS (#%Z8) (TLSRequired) ]: M RAA v DEFaT (Hial) BEMEIESNET,

Jb— bk CAREAEICK L TR R A A o B — "OFEAE L B ICMRAET 5 2 & 2 MEICT DI,
(7747 MIlOEX= )T ¢ fEHENLE (Require client-side security certificates) | = v 7
Ry 7 Akt iz LET, [TLS (A7 =2 >) (TLS Optional) | £721% [TLS (%Z8) (TLS
Required) | DEF 2V 7 4 REXBEIRT DL, 774/ N TZOREITA LTI,

G¥) WebEx & D XMPP 7 =5 L— a VEREL TWDHLEE, [Z7 747 Millotx= Y
T 4 REBEA M (Require client-side security certificates) | T = v 7R v 7 A% A2 L
RNTLEE N,

[T T DOFHEEHHED SASL EXTERNAL #4%524 % (Enable SASL EXTERNAL on all incoming

connections) | F = v 7R v 7 A% A2 L, IM and Presence h— B A DNE(EHEEAIT D SASL

EXTERNAL OH# R — ~ %7 R/8% A4 XL, SASL EXTERNAL k4 317 L £ 7,

SR — 378 SASL EXTERNAL % #3k 92 55412, IM and Presence ¥— B A2 & - T SASL #

ID 2MH R A A NTHEFEIZERFB SND L HICT DI, [7 7 b > R T SASL = A7k

(Enabling SASL on outbound connections) | F = v 7R 7 A& F N LET,

IM and Presence ¥ — & A~ & 8179 2 5MHBH — 3D ID ZHREET 57212 DNS 27 %

A, XA Yy o—27 by & AN LET, IMandPresence #— E A (X, DNS 234 —

ANOID ZRFET 2 F TlE, INB— b0 b EZFANER A,

[fRTF (Save) |27 U w7 LET,
Evk X UT AREDFEMIIONWTIE, A T4 ~NTEERLTIEEN,
= NINT T AZMEAD—HDOLGE, RCtx2 VT A REEFHLTET T A
HAERETDHMLERNDHY ET, T XTH /) —FCRIUREICRD LT, VAT A
NoTNY 2a—2EBEITLET,

EErEYSD
J—RTXMPP 7 =57 L—>a v 0i1 5, (142 2—)

XMPP 7z 7 L—<3>FHA®DNS DXTE

XMPP 7z 7L—_ 3 FDNSSRVLI—F

IM and Presence " —E A THFED XMPP 7 =7 L—7 v K RAAL VERHTE S L HI2T 51
i, 727 =7 v R H—T 534 X0537 Y » 27 DNS #—/30 _xmpp-server DNS SRV L-
O— NENABRTHILENH D F9°, FEEIZ, IMand Presence —E AT K XA HIZDNS &R U
DNS SRV L a— REZAHTLIMNERNH Y £, MiiOT o Z—T7F A IR — b 5269 AT
HZMENHY £, ABESHZ FQDN iZ, DNS TIP 7 R L AT TE ZMENH D £,

DNS SRV L =— K%, IM and Presence —E A E AN DK KA A 2% L CART 2 M4E)N
% F£9, [Cisco Unified Communications Manager IM and Presence Administration] = — A > & —
T2 AR LT, TR_XTORAAL DY A NEERTEET, VATLIHNOTRTO RAA
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XMPP 7 =57 L—3 3 > F® IMand Presence 4 —E R DERTE

xmpP 7z 7FL—> 3 @EDONSSRV La—F [

DY ARNERRFTHIZIE, [FVEA RAA L (Presence Domains) |V« > RV IZBE) L £
3, [Cisco Unified IM and Presence Administration] {22 271 > L, ["LEB A (Presence) ]>[ KA
4 > (Domains) ]Z &R L E7,

TxTb—ra VERBEOET AV T RUAREN GEX, [V=T Lb—Ya v HET AL
KA A > (Email Domains for Federation) | 7 4 > RUEFEHL T, VAT LANOTXTDRA—/)L
RAAL DY R NERRTAHI EHTEETI, [Cisco Unified IM and Presence Administration] = —
Ao —Tzf R T AL LET, [FLEB A (Presence) |>[FAA V725 L — 3
> (Inter-Domain Federation) |>[f&E - A—/L 7 =7 L —3 3 > KA A > (Email Federated Domains) ]
EIRL £,

WET2 DNS L a— RiFRD LY T,
_xmpp-server._tcp.domain

WODIE, RAA > example.com @ xmpp-server DNS SRV L =— K DNS g% EH] %7~ L TV E
j‘o

22 : " xmpp-server" @ DNS SRV

_Hmpp-server Properties L ﬂﬂ

Service Location [SEW] | Securit_l,nl

[ armain:
Service: I_Hmpp-server j
Frotocal: I_tcp j

Priority: iﬂ
Weight: iU
Fart number: |52|3EI

Huast offering this service:

hogtname. example.com

0K I Cancel | Spply i

277995

7 TGALZTIIY—NTLIZ2 OO DNS La— RRKETY, DF Y, IPv4d O DNS L 22— K33
1 DIZIPv6 FHD DNS L'a— R H 5 1 DT, L a— R IPvd L7213 IPv6 S— 2 v DA
I, [0 —EREZRMHF DR A N (Host offering this service) | 7 4 —/V K C [hostname] DB %
EATHZEILD, BRLTLIES Y, RIZ, flzRmLET,

* hostname-v4.example.com (Z DNS L' 22— R IPv4 N—T 3 U THH T EEZRLET,

* hostname-v6.example.com (£ DNS L' 21— R IPv6 N\—T 3  THH T EEZRLET,

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T

L—>3ar IR



XMPP 7 = ¥ L—% 3 FI® IM and Presence 4 — E DBE |
B xvwPozFL— 3 ADNSSRV La—F

IM and Presence " —E 2 IZxf 325V E—h L—F T B AR D 55E . nslookup & FEITL T
TxT =T K RAL VBB ARENE > e cx £,

Ev bk DNSSRV VYV T7 v 7 %FATTHITIE, kOa~v s R or—F A HHLET,
nslookup
set type=srv
_xmpp-server._tcp.domain
(domain 1 I7 =F L —F v R X —T5 4 XD KA AL TT)
Zoawry RiE, ROBO LS 7 NEELET, [lexamplecom| [I7 =7 L—7 v K ¥ —
WD RAALTY,

_xmpp-server. tcp.example.com service = 0 0 5269 hostname.example.com.

WD TAZDEE, 7T AXNDL /) —RFTORXMPP 7 =5 L— 3 v i A F—T T T
HRENRHY EF, NT VY7 DNS T ¥ —7F7 4 XD 1IDNSSRV L a— REZABLET,
IM and Presence ' —E XL > T, T RXTOHFEERIL, I RAAS Db 72T Lb—a vk
FETTH/ —Rv—T s 7E3NET, INHOENRKE, NEHIIZIE IM and Presence $— B &
XV, Fa—PiL o THEYR ) — Niov—T 47 & £¥, £7-. IMand Presence —t
AL E 5T, TRTOFBEERIZ, XMPP 7 =7 L—a VEFITTLH//— RIIV—T 4 7 &
ET,

(HBEZRT2HEEC. ) B2 IM and Presence V'—E A2 7 T A X &7 Y w2 LizDIZ
PESTXMPP 7 =27 L —3a v 87 FARIZHOXDLARL EH 1 OTOBEMITHLEND D
AR, HEODNSSRY La— REX7 Y v vad b2 TEEYT, XMPP 7 =5 L —
a v TiE,SIP 725 b— 3 30 . IM and Presence V- — B 2 DNELE S 7243 R A
AR L T2 M) RA VIR 1 OTHLILETIHY A, £D7-8, IM and Presence
P—ER I, XMPP 7 =7 L—ya VHIZA F—TNMIT D7 T AXNOAREINTWD /) — R
DOWTNNIIKR LT, BREEREZLV—T 4 7 TEET,

77 AXMB LN NVTF ) — K 7 F A H IM and Presence — & R BEITlX, M5 XMPP 7 =
=7y R RAAS U LWy v a v &l d DL, BERELV—T 4 7T D5 aRET D
T2¥IZDNSSRV b v 7 7 v TIRFEATSNET, & FAA T L THEED DNSSRV L= — R &
N7 Y wva Lla, DNS/Ly 77 v 7 CIIEEOR RN IK I E T, IM and Presence ¥ — &
ATIL, DNS THR7 Y vy a ENTWNToh— "~ BREL—T 4 735 LN TEE
T, ZAHOERIE, WNEBAYIZIE IM and Presence h—E A2 LY | Fa—PIT L - Tl / —
RiZ—7 4 > 7 3 E 7, IMand Presence —E A 2L - T, BIEERIZXMPP 7 =7 L —
YarvERITTL// —Rav—T g 7 SNET,

XMPP 7 =7 L—ya v &EFEITLTWD ) — RB3EHB 25:61E, X7V v 7 DNSHTART Y »
Va3 /) —FE 1 ORTRIRT 52 TEET, ZOREDHH. XMPP 7 =27 L—3 3 v
ZEITLTNWDS ) — RERICERERN T — R RT3 7 EN5 D T2 <, IM and Presence
P—EANEZDOH— ) — FIZT X TOFRERPNV—T 4 7 S E T, IM and Presence ¥ —
BRI, BEERET R ATV T L, XMPP 7 =7 L—1a VEFEITT DL — KD DX
FEREZXRGFELET,
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XMPP 7 =57 L—3 3 > F® IMand Presence 4 —E R DERTE

A

xmpP 7z 7FL—> 3 @EDONSSRV La—F [

G¥)

ABAT 2 DNSSRV La— K& & (T, ®5T 5 DNSABLNAAAA L a— REBIT 54
ERHY ET,

KAA U7 T L—3 3 UEED XMPP DNS SRV

WOFD RAAL U7 =2F L—3 3 VB AT, 20 IM and Presence '—E A/ — K7 XMPP
7T b—a HICAESIZ/2 Y £9, DNSSRV L 2— K&, IM and Presence " — b2 & A B 57
THRARSINDE RAAL AT L TART ORERH Y ¥, ROKIL, 3 20—/ RAA

UIFET D RAAL V7 2T b—2a VIEADEIEZ R L TWET, RAAL T &2, _xmpp-server
DNS SRV L o — R& KRBT D BENH D £,

23 : Interdomain O XMPP X — X D ESBIEHEM KA A

Synergy Corporation :
| IM and Presence Service b .
SYNergy.com : !
synergy.co.uk :
synergy.online.com : ;
e — : g e F T
. impnode1.synergy.org 'Q - ] .--.;: |--|’E
111.222.333.444 -E’i : ==='i ==='i_"
L : i — I —
d= | (S T 11
. Em ; 1 |
impnode2. synergy.org
111.222.333.555
Internal Networl DMZ I,gg
‘8

ZDNSSRV L 22— RiZ, XMPP 7 =F L — 3> T 7 4 v Z7ICHEE &N 5 IM and Presence V- —
E'R ) — RO FFO/R7 U 27 FQDN TR S5 82385 W £7°, FQDN |Z IM and Presence
HF—BER ) —ROANEBIP 7 L AR ENALERNH Y F5,

24 : IM and Presence 4—E X / — KEMD/\T) w4 FADN |[Zf#iR S 5 XMPP DNS SRV

_xmpp-server DNS SAY Records

External IP Addresses
of Nodes

L IF: 111 222 333 444 J(—[ impnodeal .Bynarg:,l.org:SEJ‘J—(
‘—( SAV. _xmpp-sarvericpeynargyco.uk ]
[ IF: 111,222 333,555 J(—[ impnudeE.Bynarg}l.Drg:SEmJ'—|_(

Fublic FODM= of Modas SAV: _xmpp-sarvertopsynargy.com ]

SRV _xmpp-servartcp. synergy-online.com ] n'Sg
8
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XMPP 7 = ¥ L—% 3 FI® IM and Presence 4 — E DBE |

B XwPPozFL—2 a3 nF vy MgEEADNSSRY La— K

A

GE) DMZ NIZERE SN 7 7 AT 74— 3/ — FONEIP 7T FLAIZIP 7 KL 2 (NAT) %
EHCXxET, /—RKOFQDNR/X7 U v 7 IP T KL AZRIRTE HNENH Y £,

EENEY D

XMPP 7 =7 L— 3 »OF v v MEREH DNSSRV L a— K, (148 ~—7Y)

XMPP 2 xT7L—23>®DF vy MMEGEADNSSRV La—F

XMPP 7 =5 L — g 8 ABREE CIMand Presence ' — B2 J — RDOF v v MEREAZFRET DI
iZ. DNSTF ¥ v b /J— R A VT RENBRTLI2HLERNHY £,

F¥v b J—KODNSSRV L a— REMRLIZFA ML, X7 Y v 7 IPT7 RLRICERESH

*4, BAREIC K-> TiT

. XT VI IPT RLANTIOOFRE, Xy hT—THNOF ¥ v k

J—RZEIIZRT Y o7 IPT RLAR 1 ODEERH Y £,

®25:Frvy hEROIN—T 425

& F

Fryy FEROIL—T127

12O T Y 7 IPT
KL R NI
D) —FK

XMPP7 =7 L—ay /) —RiZT_XTOF ¥ v NERENLV—T 47

LT, Fyy b ) —R—T 4 79 5I120%. ROFNEEZFEITL

F9,

1 S99 J—FZAYUT7ADDNSSRV #7R— |k 5269 |ZHE L FE
ﬁ—o

2 publicIPAddress:5269 % XMPPFederationNodePrivateIPAddress:5269 |Z
~ v 79 % NAT 22~ > F% Cisco Adaptive Security Appliance ¥ 7213
firewal\NAT H—/MZRRE L £,

DT Y > 7 1P
7 RU A, NEHICH
o) — R

NRTV w7 IPT RUARERSDIHE. v v NEREZ#EY T v >~
k) — RICEBL—F 4 v 7 TXFET,

1 5269 DIAAODAEEDOR— b (25269 72 &) AT 521X, F¥ v b
/) — KM@ DNS SRV Z&HELET,

2 textChatServerPublicIPAddress:25269 %
textChatServerPrivateIPAddress:5269 (2~ v 7§ % NAT 2~ K%
Cisco Adaptive Security Appliance & 7213 firewal \NAT $— S IZFE L
7,

GE) Fxv b /) —RTHEE7 =T L—var 7%A MERE
MBI TEDH X 52T HITiL, F¥ > b/ — K TCiscoXMPP
Federation Connection Manager = H 023 D LR H D £
D
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| XMPP 7z 5FL—3 3> IMandPresence ¥— E R Dk

XMPP 7z FL—>avdF vy kb /—RADNSSRV La— FoiE

IM and Presence —E A TF ¥ v MEREZ K ET DFHMIZOWTIL,  [Configuration and
Administration of IM and Presence Service on Cisco Unified Communications Manager] %2 L T 72
S0,
EErEYY

XMPP 7 =7 L—a v OF ¥ v & /—FHDNSSRV L a— FORRE, (149 ~—)

XMPP 7z TL—23>DOFvy b/ —FHADNSSRV L O— FDERTE

ATy T

ATvT2
ATv73
ATvT4
ATvTH

FIE

Fxv b )= VT REEGT DI, WOFIEEZFATLET,

a) [Cisco Unified CM IM and Presence Administration] =—% A > ¥ —7 =4 A|jzu /4 L£7,
[AvE—Y 7 (Messaging) 1> [/ /Vv—7 F x> b =" UTAD~ >y 7 (Group
Chat Server Alias Mapping) ] Z3%&R L £,

b) [ (Find) 1227 Vv 27 LC, vy b J—RZA VT ADY A EFRLET,

€) conference-2.StandAloneCluster.example.com’2 &, DNS TABT2F ¥ v b / —
KA VT 2AEBIRLET,

example.com RAA D/ 7Y w27 DNS H—/3T, KA A . StandAloneCluster & {FR% L £ 97,

StandAloneCluster K A A > C, conference-2 K A A »Z1ER L F9°,

conference-2 N A A T, _tep FAA U &AfERL £,

tep RAA > T, _xmpp-server F1D 2 SDH LV DNS SRV L 21— F&ERL L 9, 1 -Oi3 IPv4
M. 69 121 1Pve I TH, DNSRE L a— ROFNZONTIE, ROKEZZRL T ZE0,
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XMPP 7 7L —< 3 VD IM and Presence 4 — E A DR FE
B WP oFL— 3 0Fvy b /—FEDNSSRV La— ROBRE

() I 7F A MRE I =D A YT AN
conference-2-StandAloneCluster.example.com DA, FIE2 D KA A 0%
conference-2-StandAloneCluster TV, FIE3 ZAF v 7 LEd, FlH4 T,
conference-2-StandAloneCluster (2 _tcp N A A AAERRK L £,

25 F %y MgEEED_xmpp-server @ IPvd DNS SRV L 10— K

_xmpp-server Properties ﬂ E

Service Location [SAY) | Securit}ll

Domair: Iconference-2-8tand&lone[ﬁlusterabﬂm_e Xample.com
Service: I_xmpp-server j
Frotocal: I_tc:p j

PFricrity: |2
weight: ID
Fart nurnber: |52BS

Host offering thiz service:

cup-dodE7-v4.example.com.

2
ak. I Cancel | Apply | Help o
5
26 : F v MEEEED_xmpp-server @ IPv6 DNS SRV L 10— F
_xmpp-server Properties ﬂ E
Service Location [SRV] | Securit}ll
Domair; Iconference-2-8tandAIoneEIustetabDDal_example.c:om
Service: I_xmpp-server j
Frotocal: I_tc:p j
PFricrity: ID
‘weight: ID
Fart nurnber: |52BS
Huost affering this service:
cup-dodE7-vE. example com.
QK. I Cancel Apply Help E
=2

27 . F v MEEERD DNS 3% E
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| XMPP 7 7L —2 3 R0 IMand Presence — £ R DE
xmep 7 7FL—>aroRyv—8E I

& DNS Manager [ [=]x]
File Action  View Help

[osta
on (SRY) TosT0) 526%] cup-dode7-v6.
[1)[0)(5269] cup-dod67-v4.
[0

371255

EELEY Y
XMPP 7 =5 L—3 3 I DNSSRV L a— K, (144 =—)

XMPP 7 xFL— 3> DR O—ERTE

R —DBINEBEDETE

XMPP 7 =5 L—3a DT 74/ b iR ) —JIIHIAFHEEZHRETE 9, HISFEEIZIL, B
NEEAZBERAT DB EAAL &, FOFIEIEIZET 2 MLV ERETHILERH Y £,
RN —DOBISEED A A B ERETHHATE. ROBIZERELTLLEEN,

* —W D URI £721% JID 7% user@example.com DA, BINFEONE KA AL 4%
example.com ERELFE T,

A H—T T A AR —F D URIL £ 721Z JID IZ hostname.domain # {5 H L TWAHE (7=
& 21X user@hostname.example.com 72 &) | HISAFHDOINEL A A 4%
hostname.example.com {ZFZE L E7,

*BISNFHOINL KA A XTI A NV I — R (*) 2EATEES, =& 2.
* .example.com DA, example.com & example.com DT XTDH T KA A
(somewhere.example.com 72 &) IZAR Y —NEHAINE T,

F 72, IMandPresence ' —E AR Y —OHFINEHEZEHT 2 H A HIEETH2HLERNH D £,
WROFMAT v a v EEHTEET,

[EFREDO RAAL /A REDE TRV ENDHTXTOT7 =T L—7T v K X7y kb (all
federated packets from/to the above domain/host) ] - IM and Presence #— & A C, fHE L7z K X
AVEDRERBNT 74 v 7 TRTEFAELIFHELGLET,

[LRD RAAL VIEANNLERERTDH 72T L—T v K37y hdDF (Onlyincoming federated
packets from the above domain/host) ]-IM and Presence —E R I E L7Z AL VDL DOHF
F7B—FR&¥ A bEZETEETH, IMand Presence ¥ — E AN DG ITEE L EH A,

[EFRDRAAL /R AMNEETDH 72T L—T v K237 hdDF (only outgoing federated
packets to the above domain/host) ]-IM and Presence %—E A [FHFE L7= KA A ~DKEFT
02— F¥ v A M&EETEZET7, IMand Presence —E 2 2 OIREITZELEHA,
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XMPP 7 = ¥ L—% 3 FI® IM and Presence 4 — E DBE |

B O wrozFL—arnRys—%8%ETS

BEErREYY
XMPP 7 =57 L— g VDR —%2FRETH, (1522—)

XMPP 7z 7L—3>0DR) O—%FHFT S

A

TE

&

ATy T2

ATvT3

ATvT4

XMPP 7 =7 L— a URIEDWT I EZEH 3 5354 [Cisco Unified IM and Presence
Serviceability] = — A > ¥ —7 = A A D Cisco XCP /L —#% ([V—/L (Tools) ]>[=2> hr—
N HDOFy FU—2 H—EZ (Control Center - Network Services) ] Zi%®R) . Cisco XCP
XMPP Federation Connection Manager ([>/—/V (Tools) ]>[2 ¥ hr—/b & ¥ — - $&AE) —
B A (Control Center - Feature Services) | Z3R) CTH—ERAZHEETILERNH Y 7,
Cisco XCP /L — % #—E 2 & F L@ 9% &, IM and Presence h— B 2|2 L > TH TP XCP
2R EEERINET,

FIE

[Cisco Unified CM IM and Presence Administration] =—% A ¥ —7 = A AlZu /A LET, [
LB R (Presence) >[N AA M7 =75 L—3 3 (Inter Domain Federation) ]>[XMPP 7 =
7 L—1 2 > (XMPP Federation) 1> [ YU > — (Policy) ] Zi®IRL 7,

Kay 77Xy JARNPBRORY U —REEIRIRLET,
* [ 7] (Allow) ]-1IM and Presence —E A%, RV ¥ —DFIFFHEDO —E THRIIZHES L
IeRAA LV ERE XMPP 7 =7 L—7 v K RAAL VLD TRTOT7 =7 L—FT v K b7
T4y EFAILET,
* [#E5 (Deny) ]-IM and Presence — B X%, RV o —DHIHNFHEDO—E CH/RINIFFAT L
T RAALVERE, XMPP7 =7 L—7 v R RAAL U PHEDTRXRTO7 =7 L—7T v K b7
T4 v EERLET,

RY S —DPINFEEO—ETRAL U ERET AT, ROFEEZFEITLET,

a) [HEEMN (AddNew) 1227 U v 27 LET,

b) SEEY— D R A A VA ETITARA A ERRE LT,

©) RV —DPIEELAEHT D HHEHELET,

d) RU—DOHFISNEEY ¢ R THRGF (Save) 1227 U v 27 LET,

RV — 4 RUTHRTE (Save) 1227 U v 7 LET,

B2k

T2 lb—3ar RN —OHEREEIZOWTCR, A TA L ST EBRLTLLEE N,
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XMPP 7 =57 L—3 3 > F® IMand Presence 4 —E R DERTE

XMPP 7 = 7 L —< 3 U HIZ Cisco Adaptive Security Appliance %% E 3 % .

EENEY D
RY —DOBISFEEORE, (151 2—)

XMPP 7 = 7 L —< 3 > AIZ Cisco Adaptive Security
Appliance %9 5

Cisco Adaptive Security Appliance (X, XMPP 7 =7 L — g VIR LTI 7 A4 T U4 —LELTD
FF%HE L £ 7, Cisco Adaptive Security Appliance & Tld, 3515 & BIFEDMH D XMPP 7 =7 L —
Ty R M7 4w 71Tk LTHR= I 5269 ZBH< BERH Y £7,

KIZ., Cisco Adaptive Security Appliance, U U —2Z 83 THR— k5269 ZfH< 727 X U X s D%
~LET,

N—h 5269 L TEEDT RLAMBEBEDT RLASND FT 7 4 v 7 ZdFal 584
access-list ALLOW-ALL extended permit tcp any any eq 5269

=1 52690 ETIEEDT RLANBAEBED YV IV ) —F~D T 7 4 v 7 #4558
access-list ALLOW-ALL extended permit tcp any host private imp ip address eq 5269

FROT7T 782 VA MEREETIC, DNS TEMOXMPP 725 L— 3> /J— REART2
AL, ROBIOX S, BINTHE /) —R~DOT 7B AZRETHLENRDH D F9°,

object network obj host private imp ip address

#host private imp ip address

object network obj host private imp2 ip address

#host private imp2 ip address

object network obj host public imp ip address

#host public imp ip address

IRDONAT =~ RadiE LET,

nat (inside,outside) source static obj host private impl ip obj host public imp ip service
obj udp source eq 5269 obj udp source eq 5269

nat (inside,outside) source static obj host private impl ip obj host public imp ip service
obj tcp source eq 5269 obj tcp source eq 5269

H—p/X7 U 27 IPT7 KL A% DNS TR L, EEOR— AT 551%, RERELE
7,

(ZOBITIE, BMOXMPP 7 =7 L— gy /= FR220HY £7)
nat (inside,outside) source static obj host private impZ2 ip obj host public imp ip service
obj udp source eq 5269 obj udp source eq 25269
nat (inside,outside) source static obj host private impZ2 ip obj host public imp ip service

obj tcp source eq 5269 obj tcp source eq 25269

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T

L—>3ar IR



XMPP 7 = ¥ L—% 3 FI® IM and Presence 4 — E DBE |
B OxwPozFL—varvy—ERELVIZTS

nat (inside,outside) source static obj host private imp3 ip obj host public imp ip service
obj udp source eq 5269 obj udp source eq 35269
nat (inside,outside) source static obj host private imp3 ip obj host public imp ip service
obj tcp source eq 5269 obj tcp source eq 35269

FTARTHR— b 5269 AT HEED/XT Y » 7 IPT KL A% DNS CTABRTA5681F. KEK
FELET,

(ZOFITIE, BMOXMPP 7 =7 L— gy /—RR22H 0 E)
nat (inside,outside) source static obj host private impZ2 ip obj host public imp2 ip service
obj udp source eq 5269 obj udp source eq 5269
nat (inside,outside) source static obj host private impZ2 ip obj host public impZ2 ip service
obj tcp source eq 5269 obj tcp source eq 5269
nat (inside,outside) source static obj host private imp3 ip obj host public imp3 ip service
obj udp source eq 5269 obj udp source eq 5269
nat (inside,outside) source static obj host private imp3 ip obj host public imp ip service

obj tcp source eq 5269 obj tcp source eq 5269

BErEY Y
SIP 7 =7 L — 3 289 % Cisco Adaptive Security Appliance (ASA) DFXE, (77 —)

XMPP 7 =z 7L—23>HY—ERXRZXUIZT D

XMPP 7 =7 L— a3 & FE{TT 54 IM and Presence $—E X /— KT, Cisco XCP XMPP
Federation Connection Manager F—E A TCAH NI T HMENRDH D £, [V—ERT 7T 4 X—3
> (Service Activation) ] ¥ 1 > K7 )5 Federation Connection Manager —E A & 4 1295 &
IM and Presence ' —E A2 K > CTH—ERABEEFHMICEEI INET, [ he—n B & — -
AEY—E A (Control Center - Feature Services) |V « > RU»HY— Y A2 FECEREIT 2 LEIT
HYEHEA,

[T L& BHIIC

Unified CM IM and Presence Administration 75 / — KO XMPP 7 =5 L — a3 V&4 I L E T,
FEHIZOWTIZ, /— FTXMPP 7 =5 L—a a2 d 5, (1423—) 28R L T
é 1/ \O
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| XMPP 7 zFL— 3> M IMand Presence %—E R DR
XMPP 7z FL—>avy—ExE+vz75 M

FIE

ATw 71 [Cisco Unified IM and Presence Serviceability] =—4 4 v #—7 = Rizu /A v LET, [V—
(Tools) ]>[Y—VE R 7277 4—3 3 (Service Activation) | =N L 7,

RATvTF2  [P—s% (Server) | Fuv 7 HZ oy JRARNLHP—NE@RLET,
AT9 73 [BEH (Go) 127V v7 LET,

AT w74 [IMand Presence —E A (IM and Presence Services) ] = U 7 . Cisco XCP XMPP Federation
Connection Manager —E ZADFICH DR X 27 ) v 7 LET,

ATvT5  [MR{F (Save) 157U v 7 LET,

EErEY D

T7x2T L=y a T LY —EATEY T ORGE, (173 5—)
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XMPP 7 =7 L—% 3 FA® IM and Presence 4 — E R D& E I
B xwrozFL—oary—ERELFVIZTS
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gy

XMPP 7z FL—>3VICEATdEx
)T« SEBAZEDERTE

* XMPP 7 =7 L—ya T 58X 2 U T 4 iEAZEORE, 157 ~—V
* XMPP 7 =F L—yardu—hL RAAL UREE, 158 ~<2—

* LT H— NGEEOHEE, 158 X—

* XMPP 7 =7 L—3 3 VICHABEARGEAEZEHT 5, 159 X—

* XMPP 7 =7 L— a >~ CA BLTEGEHEOMEH, 159 ~X—

* XMPP 7 =5 L—y 3 D/—k CAFEAEEZ A ViR — 95, 163 RX—

XMPP 7 T L—Y 3 VICERT S X1 TA4EAE
DEXTE
XMPP 7 =7 L—yaHOtXxa )T 4 ARET DX, LTD XL D REAELIT 5 BN
HET,

1 cup-xmpp-s2s ilEBEZ LT DRI, TXTOR—HI)V KA AL PRV AT ATIERE X ORE
SNTWDLZEZERL, REITSL T, AOonbna—) RAAL o ZFETHERLE
‘3‘0

2 ROWTNILDZ A TOIHELER LET,
*XMPP 7 =T L—a VHOBH BN E OB — NFEHE
*XMPP 7 =7 L— a3 VHO CABLF & OB —Y— FEEE X~ LTI — R GEAE

3 —bFCAGFHEEZ A VHR—FLET,

FEEELTCOARAVWCAZERT A2 U =T T4 XD 72T L —2 g U EFEICRET D
T2ONT, ZOBEEBYIELET, FERIC, 72T L—ya b EHiICRET D=4 —TT

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T
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XMPP 7 = FL— 3 VICERT 5t T ABEOZEE |

B O xwPozFL—sarono—hi KA VR

A ZXPACELMAELFEH L COD5EE ZOBREEZITOMNERHY £5, Zo%HE, Lv—
r CAFEHEDCRDVICHCBAEAERT v Fu—FEnE T,

XMPP J 7 L—>3>MOB—hI)L AL UFREE

T ILFHY

FTRTOBR—I)V RAA X, ARSI ITE cup-xmpp-s2s DFEHEICEENTWAMERH D F
9, cup-xmpp-s2s st EZ ALK T DRI, TXTOR—D)V RAAL UPRRESINLTNT, [FAA
> (Domains) ]V 4 ¥ RUICEREINDL Z LR LET, FHHIZEENTND FAAL 2 FH)
TEMLETH, B—I)b FAAL DY A MIUFIFERSNETA, LEXE 2—FRED 4T
SRTVRN AL T, BHEOHBE AL DY X MIFRINEE A,

[Cisco Unified CM IM and Presence Administration] =—¥% A > ¥ —7 = A Rjzun /A4 L, [FLE
> A (Presence) |>[ R AA > (Domains) ]%&i®IR L FJ,

FTRTDORAAL VIRV AT ATERINTND Z & 2R LIZH%IL, XMPP 7 =27 L—y a3 UH
DOHCEAEAEE 1L CA BAMEFEHELMEH LT, cup-xmpp-s2s A EZ (ER T 5 FIRIZ
ELZENTEET, 7=T b= a VHOEFA—NLVT FRLARFEARGEIE. T XTOE
A=) RAAL UHAEAFEIZE D 0N H Y £,

o—J v RAA U &BIN, BarE =3B LT, cup-xmpp-s2s iEFAE 2 HA KT 55514, Cisco
XCP XMPP Federation Connection Manager - — & A Z FLgEI¢ 2 MR H D £, 0P — 2%
FELEY 9% (21d, [Cisco Unified IM and Presence Serviceability] = — A > ¥ —7 = A Alza /A

L. [V—/V (Tools) |>[2> hmr—/b &2 Z—-FEHEY —E X (Control Center - Feature Service) |
EIRL E7,

%®
EELEY D
EWA—IL RAL UEBMEZEIESTDH, (170 2—)
XMPP 7 =7 L— g VICHEBAEHEEZEHT 5, (159 <—)

XMPP 7 =7 L—3 3 U ~D CA BAMZGEHEOHEH, (159 ~—)
B A=V RAAL L EFRT D, (170 =)

—/\;iIBAZE D E

IM and Presence " — B A%, tomcat, cup-xmpp., 3 £ cup-xmpp-s2s DFEHDIZHIZ, v /VFH—
/N SAN N—2DFEHEZ YR — F L TWET, WU ZRGEHEEZSEKR (CSR) AT D720
W2, YN = ARNE AT =B 2RI TE £, El SN BATE L FH—2
REE & BT DT O —HOBLAGEAFIL., 7 T A ZNOME 2 DY — N2~ L FH—NGE
HEELT v 7 u— T 58I, 77 AZNOMOY—NICE#BICEMINE S, vALFHF—nN
FSEFAE OIS\ TIE,  [Release Notes for Cisco Unified Communications Manager Release 10.5(1) ]
DFHERE & B SAVTBERBICR T 2 EA SR L TS 7230y,
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| XMPP O zFL—YavicEAT 2% T4 AABORE

XMPP 7z FL—yavicaeEaianezEmts I}

XMPP 7z FL—> 3 VICECELIIRREFFHT S

&M

ATy T2
ATvT3

ATvT4

ATy 75

2T XMPP 7 =T L—3 a3 VCHEEBALIFHEERFERAT 2 FECHOVWTHALET, CAE
KAt FEAEOMH FIEIC OV TIZ, XMPP 7 =5 L—3 3 »~D CA BAfT X ZFEOM, (
159 X—2) BB LTI LI,

FIE

[Cisco Unified IM and Presence Operating System Administration] = —4 o > ¥ —7 = A X|Zu /A >
LET, [BEF=2UT ¢ (Security) 1> [REHIEEH (Certificate Management) ] Z %R L £,

[B B4R E 24K (Generate Self-signed) | %7 U v 27 LET,

[REHEOHE (Certificate Purpose) | KB v 72 7 U A h)x6 | [cup-xmpp-s2s] 23R LT, [4E
f% (Generate) 1 %7V v 7 LET,

Cisco XCP XMPP Federation Connection Manager — & 2 % B3 i@ L &9, [Cisco Unified IM and
Presence Serviceability] = —Y% £ > ¥ —T7 = AiZua /74 LET, [V—/b (Tools) ]>[=> b
n—/L k¥ -Fxvy hU—2 H#—E A& (Control Center - Network Services) ] Zi®IR L T, ZDOH—
E 2 A4 HEE L E T,

EHEEZ L7 u— RLUTHIOTZ Y Z—T7 T 4 RIZK(E LT, XMPP — "DOIFHE T & HRE &
ELGBEMTEE T, ZHUZiE, IMand Presence % —E A/ — RE 7213510 XMPP H— 372 L
HYET,

ROEXE
XMPP 7 =7 L—3 3 U ~D CA BAMZFERAEOHH, (159 2—)

XMPP 7z 7L—23>~DCAEA{TZAEDHEH

T I TlE. CABATXGEAEAFHATAHFIEICOWTIHALET, HOBLAMXERAEOM S
FEIZOWTIE, XMPP 7 =7 L—y a VCH B4 EHEZFEAT S, (159—) 25 LT
<TEEV,

XMPP 7z 7 L—L 3 VDEAEZERERZTERT S

)

Z Z CliX. Microsoft Certificate Services CA DREAIEE 4 3R (CSR) AT 5 HIEIZ >V Tt
Eﬂ L/ij‘o

G¥)

Z OFNE T Microsoft Certificate Services CA @ CSR # AL L3728, R ORIER OFFHE
EERTHLGAIE. CSREAEKTAFRIR (FIE1~3) DEHINET,
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XMPP 7 = FL— 3 VICERT 5t T ABEOZEE |

XMPP 7z 7 L—> 3 vDFAEEREREERT S

ATy T

ATvT2

ATvT3

ATvT4
ATvTH

FIE

[Cisco Unified IM and Presence Operating System Administration] =—% A > ¥ —7 = A A|Za /A >
LET, [EF¥=2VU 71 (Security) ]>[REFIEE P (Certificate Management) ] ZiER L E£7,
CSR Z/ERT 21T1%, ROFIAZETLET,
a) [CSR D1ER% (Generate CSR) 1 %7V v 27 L7,
b) [REBAEDOMH® (Certificate Purpose) | KB v 7 & 72 U Z ik GEBAEAS IZ [cup-xmpp-s2s]
%%WLET
o) FfEHICiX, H—B4 SNIFEAEL AR T o — I — Eld~ T — S EE
ém#évw?#~ﬂ(%N)@HmN%@mLiﬁo
GE) WHDOF 4 AR Ea—tard7FrarTid, T R_XTOBGFEO RAL Y, B A—
)b R A A % XL OY[Cisco Unified IM and Presence Administration] — % A > % — 7 = —
ATCRESNTZIN—T F x> ROV — N2 YT AL, Ak S7- CSR IZHE)
P& ENFE T, [Multi-server (SAN) (/L FH—,3 (SAN) ) (AT vz &R L
72%A . 4 IMand Presence —E A / — ROAFR A M4 £ 72T FQDN 1%, Ak Sz
CSRIZEMENET, vATF P — SFEHEOZEMIZ OV TIEL,  [Release Notes for
Cisco Unified Communications Manager Release 10.5(1))] DFHEHE & A S 7= #EEEIC
BT oEAZHLTITZE,
d) [ZERk (Generate) 1% 7 VU v 7 LE9,
G¥) [Multi-server (SAN) (= /LFH—,X (SAN) ) | Z##IRL7=HE, CSR T T A ¥
DMODOFTXTDIMand Presence —E A/ —RKDOT7 7 A )V VAT AZat—3InE
R
©) [BAL D (Close) 127 U w7 L, AAOFEAEY > RUICED £7,
.cst 77 ANER—HN v UAIF T ra— RTHITE
a) [CSR ## 71— LK (Download CSR) 1 %7 U7 LE7,
b) [REAEHM (Certificate Purpose) | K12 v /& 72 X =2 —/1 5 [cup-xmpp-s2s] Z 4R L £9,
¢) [CSR%Z% 7> m—FK (DownloadCSR) 1%#7 U7 LT, TOT77A/VEr—H)L < C
ZFyrm—RLET,
TXA M TT 4 X EHEH LT cup-xmpp-s2s.csr 77 A NEREET,
CSR 7 7 A VONEZav—LET,
ROATIND |
- BEGIN CERTIFICATE REQUEST
ROITETOFEHRET X TaL—LET,
END CERTIFICATE REQUEST -
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| XMPP O zFL—YavicEAT 2% T4 AABORE
XMPP 7z FL—Lav~ADCAEL&EBEE7vI0—rT3 |}

AT9T6 AF—Fy hTITUFT, CAVh—"%2RLET, HLxE, ROLIITHEELET,
http://<name of your Issuing CA Server>/certsrv,

RATv 1 [FEHEZERT D (Requesta certificate) 1227 U v LET,

ATY 78  [FEHEOEROFEMEE (Advanced certificate request) 1 %27 U v 7 L,

ATY T [N—RA64xTra—FCMC £721E PKCS#10 7 7 A V& L CGREHEER 2 BET D0, ~N—

A 64 T a— NPKCSH#7 7 7 A VAR L CHREBIZERAZEET S (Submit a certificate request by
using a base-64-encoded CMC or PKCS #10 file, or submit a renewal request by using a base-64-encoded

PKCS#7file) |27 VU v 7 LET,

ATV F10 FES Tt — L7 CSR 7 7 A VOWNEZ [{RfF L7-ERK (Saved Request) | 7 « —/L RIZHEY ff
JET,

ATy 7N [XE (Submit) 1227V v 7 LET,

ATYT1R2 A X=Xy s TT7U9 T, IROURLICEY £9, http://<name of your Issuing CA
Server>/certsrv

ATY 13 [REFPOFFAZEOEROIRGE (View the status of a pending certificate request) 1% 27 V v 27 L,
ATy T4 FIOEHTHEIT LN EDOERE U v 7 LET,
ATy T15 [RN—RZ 64— (Base64encoded) |27 VU v/ LET,
ATYvF16 [[EHELZ X7 a—F (Download Certificate) 127 U v 27 LEJ,
ATV TN FEEZ—IL v ARIELE T,
a) FEHET 7 4 V4 cup-xmpp-s2s.pem ZEE L E9,
b) GEELZ X ) T ABAEL LTRIFLET,

RDOIEXE
XMPP 7 =5 L—3 g U ~D CA BATEFEAELZT v 77— K15, (161 *—)
NN a—=T 4T DB b

*IM and Presence " —EZADHHR—FZND RAAL DY A NBRERINLLEAIEL. BiLWER
AA 2 VA NERBET 5 X 9T cup-xmpp-s2s AFAE A AR T HLERH D £9,
XMPP 7z 7L—3 AN CAELFEIBAEZT7y TJO—FKT 5

IZC®HBHII
XMPP 7 =5 L—3 g VOGFHEELA R AT 5, (159 2—) OFEEZFE(TLET,

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T
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XMPP 7 = FL— 3 VICERT 5t T ABEOZEE |
B XM ozFL—L 3 ADCAELHEHREET v TO—FF 3

FIE

ATw 71 [Cisco Unified IM and Presence Operating System Administration] ==—% A > ¥ —7 = A A|Za /A
LET, [EF¥=2VU 71 (Security) ]>[REFIEE P (Certificate Management) ] ZiER L E£7,
ATv 72 [GEEGEHET = —> DT v 7 r— K (Upload Certificate/Certificate chain) 1% 27 U v 27 LE7,
ATw 73 GFHERIC [cup-xmpp-s2s] ZER L F7,
ATYT4 m—H v UIRIE LT CA BAM SN EOG T A SR L £,
ATY TS [T7ANDT v Fur—FK (UploadFile) 127 U v 7 LET,
(6= YT P =30 SAN N—ZDFEHFZ LR LI HElE, 7 T A NOEED IM and
Presence ' —E' X /) — R~Zia7 v 7e— RCT&ET, TNEFETTLHE, MREL
TEAGHEBRSL SN~ VT « Y= SEEHFE LT = — N7 T XX O x DY —
NINT A ZEFEAFEDT v 7 r— KD T2 ZNOMOY — N2 BERICEAG S E
T BHOEBAGEHED ) — ROWTINIHL5E. T LWEET — A SOFEHEIZ L -
ThEHEEZESNET, wATFH—SFBEHEOFEMIC OV TIL,  [Release Notes for Cisco
Unified Communications Manager Release 10.5(1)] DBiF¥EE & B SN 7-#REICEE4 55
ML TSN,
RATw7F6  Cisco XMPP Federation Connection Manager #-— £ 2 % Fjf@ L £ 9", [Cisco Unified IM and Presence
Serviceability] =—% 4 > H —T = A RA|Zu A LET, [V—/ (Tools) |>[2v hr—/L &
VA -F v hU—27 % —E A (Control Center - Network Services) | =R L T, ZDOHV—E A% H
EE L ET,
GE) Y NFH—RNOFEHEEZT v e — R 512X, 7 7 AZNDOFT RT D IM and Presence
P—ER /) —RTXCP/NV—% h—E A& H{EE L2 ERn £8A,

RDEE

M7 7AZAND /) = RHTYH—EATE) T A O/ nRFesr—va 2y RN— 4570
IZ. IM and Presence $— E"Z & Cisco Unified Communications Manager @ fi]?® Cisco Tomcat #— &
AEEA BT AHBRICFERB S ET,

IM and Presence #— ¥ A £ 721 Cisco Unified Communications Manager DV N3 413 TIrod B CLE4

ERGEAEZEZWZ D272 DI CABAM EFEHENER SN TS, JLOFEHEIX, / — KO —
EAEEA T CRESLET, Y—ERXEEX MTICEOACEAEAELZEZLTH, Thb

ERTY—EARRWD, BEICRY $HA, L, 2RO OGMAFTHIFRTE £33, Hl
F&iZ IM and Presence — £ & & Cisco Unified Communications Manager D[ 5 THEITT D LE R H
D ET,

http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/
products-installation-and-configuration-guides-list.html® [ Configuration and Administration of IM and
Presence Service on Cisco Unified Communications Managerl]] M 9 ¥ [Security Configuration on IM
and Presence Service| (28 FILTWAE M E D [Delete Self-Signed Trust Certificates] &7 >3 v %
ZRLTIZSN,

[l Cisco Unified Communications Manager ') ') —X 11.0(1) T IM and Presence 4t —E 2D K 4 1 A
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| XMPP O zFL—YavicEAT 2% T4 AABORE

XMPP 7z FL—>3>vm—kCAGIEES vRk— T2 I}

XMPP 7 x5FL—3>MJ)L— FCASEBRZE AR A4 iR— bk

ER
)

GE)

ATv I

ATy T2
ATvT3

ATvT4

ATy TH

Z ZClE. cup-xmpp-s2s {EHEHAE E % IM and Presence M — B A [ TFETT v ' — KT 25 Fik
WZOWTHBH L ¥ 9, F7=. Certificate Import Tool Z i L C. cup-xmpp-s2s {SHEFEHE % H
T v e —RT52L b TEET, iEHFEOA R —F Y —L B UBIOT L
Yo RAEHI—Y 4 B —T =4 X[ Cisco Unified CMIM |27 7 B AT 5, [V AT A
(System) 1>[&F =V 7 ¢ (Security) 1>[REFAEA >R — b > — b (Certificate Import Tool) ]
ZIERL, 2OV —NVEHHTHFIEEZTET 24714 ~VTE2SRLTIESN,

IM and Presence —E AL =L X —T' T4 XD 7 =7 L—3 a3 UEITVD, HBOEETE 5380
Jy (CA) W B =774 XOFEHFEICEALT 555G, CA D/L— MEFFE % IM and Presence
=R /) —RT v 7 a—RTH0ERHY £,

HHDOEF TE D CANEA LIGEAETIE RS, BLBAMWELEN T 2202 —7 574X
L IMand Presence '—E 2D 7 = F L —3 3 U E(THE. ZOFIELHEH L TH O ELAPE
7 v 7 u—RT&ET,

[ZC®HBHIIZ
J— b CAFIHEZ Xy n— KL, a—0V <~V VIR FELET,

FIE

[Cisco Unified IM and Presence Operating System Administration] =—% A > % —7 = A A|Za /A >
L %7, IMand Presence —E 2T, [EFx = VU7 1 (Security) ]>[REHIEEEL (Certificate
Management) |Z &R L E7,
[FERRE/GEAET = — > D7 v 7 u— K (Upload Certificate/Certificatechain) %27 U v 27 LE£79,
AEHAEA I [cup-xmpp-trust] Z 3R L E 7,
GH) N—= DT 4=V FIFZEADEFICL TEBE X
o
[ZM Browse) 1227 U v 7, UHNZA Y m—FLTHr—0/ <= AXRfFELIZV— b CAGE
HEOEAESRLET,
[Z7ANVDT v 7ra—K (UploadFile) 1Z27 VU v L, iE&E% IM and Presence H—E X / —
Niz7 v 7a—RL%ET,
GH) FEEHELTCOWARVWCAERMEAT 20 =T I R DT =T b—3 3 U EHTITH
ET DT, ZOEELBYVIRLET, FRIC, 7=7 L—ya VEHTRICRET S
TUE =TT A ZAPHCEBLMAELZEH L TV D560 ZOBREZITOMNENSH Y £
T, ZOA. V— FCAGEHEORDLVICHCEBAEAENRTY v 7r— RanvET,

NIV a—T 4T DB
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XMPP 7z FL—> 3 VISERT 32Xy 7 EHBOBRE |
B XWPPozFL— a3 n— FCASEBRESR A VR— T B

EHEAAENACELOEAE, XMPP 7 =7 L— a0 Db8X 2 VT4 RET 4 RUT[ZF4

72 MAIOFER EN L E (Require client side certificates) /3T A — X & A4 NI THZ Lid TR
/Uo
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JTT

13.

EF+A—ILT7 KL

—

JxTL—a3VERED
A

mil

TDETIH, 72T b—a VHERELEEO FAAL VERETDHESFA—I/ T FLAIZHONT
DIFHAERE L F7,

* V=T L=y a VLB AL, 165 XY
* 7T L=V a BT AN T RLADOEEFE, 166 ~—

C T xFL—La OBREBLOBETFA—ND RAL VEBHAEBETA—L T KL A, 169 ~=—
>

L—>avEMIERAEFA—IL

Tz b—a VEREAICEFA LT L A& 4235 L, IMand Presence —E A2 L -
T, =)L 22— O JID 25EELOBE A —L T RLACEFESNET,

7 I AZMEETIE, X TCHOIV IRAZW /) —FET725 b —v a3V HOBFA—ILT FLA
EEMNCTHAMLERHYET, 72T b— g VERRHOEBEF A —VE AT LT=%IL. Cisco
XCP Router ' — A& FHEITOLERH Y 97,

XMPP 7 =7 L—3 g VIBARBEOSG, 727 b—ya VEERBEHOE A —L T R AL, Bl
1E~/)VF 7 7 A% IM and Presence J— B A8 AN CTO—BER) £ /213K TF v v b v—Lb &Y
AR—FLTWETA, B—H/L RAAL NZHEED IM and Presence h— B &2 7 5 ZA X 13 58 A
U AT, H%ﬁ”£%$@£%@ﬂD%7m?VﬂyaVﬁ%l%$K¥ET%iTO
Fr v M A—AIKT AW —DEET, 77— a UG —PICERENDLHFIN, v—
I 2—=HFDOEF A= T RLATEHRL a—h)L 2—HFDO2—FID THDH I LTI, TOM
DF x> M —LOHEIZEFE EBVIHELET, 20X BRKRIIZ. 72T b—a U
22— L DO—FNR2TF vy b =L ERXR—=V AT N Fry b —ATORFEALET,
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AvE—URNHHENIIMY 4> RUBRERIND Z LR LET,

Cisco Jabber 7 7 A4 7> T, IROFNEEZFEITLET,

a) Microsoft Office Communicator —H DWWz 7 e v 7 LET,

GE) XEP-0016 - Privacy Lists # V7" — h LAWY — RKX—F 4 7 T4 T "BH Y, H—
RNR—=F 4 DXMPP Y 74T v b7y 7 LTHWAYEE, IMOANRT Y7 Sh
FT, 2—FET ATV T 4 DAT—ZRAEZRHTEET, —MlOMET
RATGEVT 4 %71y 73521, IMand Presence D [ —H 472 3 > (Users
Options) ] > % —7 = A A F721% Cisco Jabber ® [/'F A /S — (Privacy) | EEM
BT TAN—RELELLET,

b) = ® Microsoft Office Communicator == — %3, IM and Presence % —tE A 2 —H D7 XA Z Y
TANT T TA L EFREIND LI oT=Z LR LE T, 2 -2H D Microsoft Office
Communicator == —# %, IM and Presence ' — 2 2 —HVDIEFEAT — X A 2R TE £7,

¢) IMandPresence —E A 2—H D7 F 47 FTiL, 7B v 7 L7z Microsoft Office Communicator
ZI—PNF T A EFREIN, 71y 7 L7z Microsoft Office Communicator =— 9 {Z%f L T
IM ZBsTEET,

Microsoft Office Communicator 77 7 7 > b 7>5 IM and Presence ' —E A 2—% %7 u v 7 LE
7,

Microsoft Office Communicator L —3% D 7' L ¥ . A7 IM and Presence & — Y A 2—HF D7 T4 7
VINCHEHATERLS D EEMRLET,

XMPP 2 x T L—L a3 DNRTEZRIET S

ZOFNETIE, IMand Presence —tE R U U —R90 = ¥ —TFF 14 RBEA L, WebEx, IBM
Sametime, F 7215 IM and Presence ' —E R J U —ZR 90 X —F T 4 REAM DT =5
L—F v KXy NU—7 OREEHIAT D IHECHOWTHBALET, UTOFIETIE, IMand
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JxTL—Ya Ve nrER

A

XMPP 7z FL—yarvnBeEridTs I}

Presence +—E A U U —2 9.0 & WebEx JEBIDIGZAIZOWTCHIA L £9, thofEFED XMPP 7 =
TL—va IOWTHGET 256, ZOFIEEZTA FELTHEALTIZE N,

GE)

ATy I

ATvT2
ATFvT3

RTvT4

ATy TH

ATvT6
ATy T1
ATvT8
ATvT9

ATv 710

ATy TN

#H¥ Do —H /)L IMand Presence ' —E 2 KA AL U DPE, Fa—h RAAL L Da—P|TD
WT, ZOFNEEZBYIELFET,

FIE

IM and Presence — 12X U U —2 9.0 %— T3 % Cisco Jabber 7 74 7 M E /2T — K

INR=T A DXMPP 7 FAT v MZmr T F LET,

22007 =27 L—3 3 U5 WebEx Connect 7 74 7 MZmn 74 LET,

1 > H ?® WebEx Connect 7 7 1A 7> MIOWTKROFINEEZEITL £,

a) JHf%SE & L C IM and Presence V— B A = — ¥ A& B L £,

b) WebEx Connect L—H D7 LY LAY T A7) 7L a0zt A, 7ayr, 38R E
BRTHRY TT v A yE—7 IM and Presence —E A 22— DT T4 T MIFRE
nET, TRV T arEZFANET,

¢) IM and Presence — E"A = —4" & WebEx Connect L —W 0 FHA DT XA T U T 4 HFEK/RT
LT EEMRLET,

IM and Presence #—E A 2—H D7 F 47 F T, ROFIREFEITLET,

a) &L LT 2 -2H® WebEx Connect 1—H Z 1B L £,

b) WebEx Connect 7 7 A 7> MIR v 7T v I RFERENET, BT A7V Tvarwzzif Al
7,

€) WebEx Connect T—H DT XA TV T 4 2FRTEHI LEaMERLET,

IM and Presence ' — Y A —H D7 F A 7> k& WebEx Connect 7 7 A 7> M Dl 5T, 1EH A

T—H ARGV ERAET, K7 TAT U FOHERKEITOWT, fEHAT —FANEDD Z L&

BLET,

IM and Presence h— Y A —H D7 T A 7> h225, WebEx Connect DEAESEIZ%F LT IM % BH

WHBLET,

WebEx Connect 7 74 7 > hiZ, IMand Presence V" —E 2 22—V 5D IM B HDHEVHI IM T o

Y RUNRKRRINDZ EEERLET,

WGEDITFZAT N TIMY 4 RUEALET,

WebEx Connect ==— 7> IM and Presence ¥— B A —H|Zxf L CIM Bt L £,

IM and Presence " —E A —HF D7 7 A 72 I, WebEx Connect T—FMN5HD IM A H 5 &N

IIMUT A4 RUNRRINDZ L ZERLET,

IM and Presence ' — YA 2—H D7 T4 7> h T, IROFIEEFEITLET,

a) WA WebEx Connect +—H %271 v 7 LET,
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B WP oFL— a3 nBEERIETS

GE) P—=RRX=FT A DXMPPV 7A 7 "a7ry 7 LTHH5E, IMOALRT 7YY
ENFET, 2—HFEFTRATEV T A DRAT—F RAIRH|TEXFET, —HlDOIM
ETRA TV T &7 vy 73521, IMand Presence @ [2—H% 47 3 >
(Users Options) ] > % —7 = A A F i CiscoJabber D [T A /3T — (Privacy) |
BENPL T TAN—BREEETLET,

b) Z ™ WebEx Connect =—H73, IM and Presence — 2 2 —H DT XA F YT 4 N4 T T
AL ERREND LTI oT2 2 L EMER L ET, 2 2H D WebEx Connect =—% (%, IM and
Presence —E A 2—HDIEFEAT — X A &R TE £ 7,

¢) IM and Presence h—t A2 22— D7 F 147 hTliX, 717 L7 WebEx Connect = — |
T4 ERRENE TN, Ty Z LTz WebEx Connect = —WIZIM #ik{E59 52 L1ET
ERZRAS/N= 3¢ g8

AT F12  WebEx Connect 7 7 A 7 > b 75 IM and Presence ' —E 2 2—H% 71 v 7 LET,

AT v T 13  WebEx Connect T —H D7 A Z U T 17 IMand Presence #—E A 2—H D7 T4 7 kT
HTERL 22 LR LET,
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SIP 57 L— a3 viaIcBBT s 3T
a—Tqa4 Y

* —f%M 72 Cisco Adaptive Security Appliance DRE & HELE X 2 #1E, 181 R—
* —f%M 72 Cisco Adaptive Security Appliance D[RE & HELE X 2 H1E, 185 R—

—fi% #4173 Cisco Adaptive Security Appliance D[ RE & 42
SNDOIRE

n]._tﬁﬂid) SEIZRAT S ElRE

IM and Presence — E X & Cisco Adaptive Security Appliance (D TOIIBAE LK

IM and Presence /— £ A & Cisco Adaptive Security Appliance [l DFEEDREIC=T —03H 0 £

R
Cisco Adaptive Security Appliance DIFZ| & 7 A L > — U IE L HIE SV TWRWAREMER H D F
—é—O

* Cisco Adaptive Security Appliance TRl & % A & V' — 2 HHELET,

* IM and Presence — £ 2 & Cisco Unified Communications Manager CTH§Z| & & A & V' — U MRIE
LLERESNTWVDZ L 2R LET,

OB DHHESRMEE R DREX AT, (36 X—)
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FSIBAEDEREICET 5

Cisco Adaptive Security Appliance & Microsoft Access Edge [EIDZFBAZE(CET 5 TS5 —

Cisco Adaptive Security Appliance ~®DFEBAED B FRIEFIZ, Cisco Adaptive Security Appliance & Microsoft
Access Edge ] DREEDR TN L £ Lz,

Cisco Adaptive Security Appliance T SCEP D% &k Z i/ L TW A5, SCEPT KA DA A h—
NVERRENIEL ATONTWRWATREMERH Y £9°, SCEPT RA Y%A A ML L THELE
‘déo
EENEYD

CA FTAREA U, (624—)

SSL/\Y R AU TOREICHT SIS —
SSL Y Ry =A 7 CREHED T I —NFEIRSNET,
FEAAEIZFQDN 235 W £ A, IMandPresence —E A CLI T K A A > % 3% E L. IMandPresence
P —E AT FQDN 23 5l EZ AR T 2 MLERNHV £, FEHELFHAERT 555, IMand
Presence ' —E ATSIP 7 ¥ 2 HEIMNTIHIVLENHY £7,
MErEY Y
CLI 7*% IM and Presence —E A KA A U EFRELET,

SERAEER E R % VeriSign [IEET HEZFICTI ST —DRET S

RIERE DB SR VeriSign 2 L CWET, FEBIFEE A Zk % VeriSign D Web A ML D {117
HE, TT— (GEFIL406 72139442 =T —) BEREINET,

FEEEL BR O ITHERA Y £E A, BFHOIEHEELERK (CSR) 7 7 A /L% VeriSign
WZEET 2856, AEEBATROBALITITROERE GO DLLENH Y 7,

*[E (Country) (2 XFODE=—KRKDH)
* HBTENFIL (State) (WS L)

* HIXHETAT (Locality) (BH&72 L)

* fHf#%4 (Organization Name)

* FHARERMY  (Organizational Unit)

* —fi%4%4 (Common Name) (FQDN)

AT P VIIROFERICT D2 LERH Y £,

(config-ca-trustpoint)# subject-name

cn=fgdn,U=organisational unit name,C=country,St=state,L=locality,O=organisation

BErEY Y
VeriSign HOH LW N7 A MARA > AR, (204 <—)

[l Cisco Unified Communications Manager ') ') —X 11.0(1) T IM and Presence 4t —E 2D K 4 1 A
JzTL—Y3ay
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ns7oxy s52 vy JERBENTIS— ||

IM and Presence H—E XD KA A VFE-IFHRA NG ELEET LD SSL TS5 —

CLI’»5 IMandPresence ' —E A KA A &K ET 5 L IMandPresence $— E A & Cisco Adaptive
Security Appliance ] C SSL REFAED = 7 —NHA L £7,

CLI 7>5 IM and Presence —E A KA A U4 %K ¥ 3 554, IM and Presence h— B AD H L&
44 RIEB 3 sipproxy.pem 2N FRAERL S IVE T, £ D728, sipproxy.pem il % Cisco Adaptive Security
Appliance [ZFFA ' AR— b T 2M0ENH Y £3, BIRAYIZIX, Cisco Adaptive Security Appliance @
BITED sipproxy.pem sEFAEAZHIBR L, (FFARR S47z) sipproxy.pem iEFEZ A AR — h L&
D

BErEY Y

IM and Presence — B2 & Cisco Adaptive Security Appliance D[] TOEF = U 7 1 GEEAH,
(58 =)

TS 7O0%L USRIy THERKEDIS—
TLS 7Rr*xy 7 I A Xy TEHETDHLEIL, ROTT—DRRSNET,
ciscoasa (config) # class-map ent imp to external

ciscoasa(config-cmap) # match access-list ent imp to external

ERROR: Specified ACL (ent imp to external) either does not exist or its type is not supported

by the match command.

ciscoasa (config-cmap) # exit

ciscoasa (config) # class-map ent external to imp

ciscoasa (config-cmap) # match access-list ent external to imp

ERROR: Specified ACL (ent_external to imp) either does not exist or its type is not supported

by the match command.

ciscoasa (config-cmap) #
HBRAA DT 78A VA SBFIELER A, BIROHF]|TIE, ent foreign to cup & VN5 7 7 &
AR 1\75§T?7£ LEH A, access list A~ RZHEHL T, AEERAAL L DIET 7R U R
MEERL L CTL 72 &0,
BMELEYY

TIEAYRXNOFEREOELE, (92 X—)

TLS 7ux v D7 /Ny 7 awr K, (216 X—)

H TR 1) T2 3 2h Access Edge [ZEIZE L 7% LY
Microsoft Office Communicator 7> 5 D7 A7 U 7 3 )3 Access Edge (222 L £8¥ A, OCS H

5, BT L LT AccessEdge (ZRHT 5%y hU—JHBEZ T —N L AR — b ZE T, AccessEdge
F—EANEE) L EH A,
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. 7w 7 L— K ® Cisco Adaptive Security Appliance O [fz8

Access Edge TlZ. [#F7] (Allow) 1 ¥ 7 & [IM 7' 34 % (IM Provider) ] % 7 ®iii}5 ¢ IM and
Presence —E A KA A U EZFRETEE 7, IMandPresence —E A KA A 3, [IM 7 /3o
4 (IMProvider) 1% 7 COHRRE L FT, AccessEdge ® [fFF] (Allow) |4 77> IM and Presence
P—E R RAAL U ZHIBRLET, [IMProvider (IM 7' 12/3A %) |4 7|Z IM and Presence ¥—t
A RAL D NI RDDHZ L EMHRLET,

G¥)

IM and Presence %"— B A 13D KA A 2P R — 1 LEJ, 4% IMandPresence K A A > &4
THER L., [FFA (Allow) ] ¥ ZIZHIBRT A2 HLENRH D872 MU NRH D0 E D I E R
=

7 v 745 L— K ® Cisco Adaptive Security Appliance M 5178

ATvT1

ATvT2
ATvT3
ATvT4
ATvT5
ATvT6

ATy T17

ATvT8

V7 N =T DT v 77 L— KRIZ Cisco Adaptive Security Appliance 37— h L £H A,

LWV T vy =T A A=, TFTP % —/335 X O Cisco Adaptive Security Appliance ©® ROM
Monitor (ROMMON) % f#i ] L C Cisco Adaptive Security Appliance |Z% 7> 02— R T& £,
ROMMON (&, TFTPCRE S 22 Wi —7 4 U7 4 TA A=Y Or— FERIGFEIT 5 IO ]
TX5avry R4y A v F—T =2 ATT,

FIE

a V=)= b B O TFTP — O R — MZ =V —/L r—7 )L (Cisco Adaptive Security
Appliance |2 BT 2 F QD —7 V) 8 LT,

HyperTerminal £ 72 1X[FFEOH D& B & 77,
KRINDTRTOT 7 4V MEZZ T ANET,
Cisco Adaptive Security Appliance %V 7 — h L £,
7 — MRFIZ Esc &4 L C ROMMON (27 7 A L £ 7,
WDO—HD 2~ K% AJJ LT Cisco Adaptive Security Appliance % A r— 7 /L{Z L, TFTP #—
MbA A=V Ly u—RFLET,
ip asa inside interface server tftp serverinterface ethernet 0/Ifile name of new image
GE) BETDHA—V %y N ¥ —7xA A, Cisco Adaptive Security Appliance ? Inside
AB=T A AL —HTLILERHY £,
TFTP =DV 7 b U =7 A A=V EMRSNLGHT (TFTP V7 b7 =72k > THRARY %
T IRIFLETS
Fyrm— REfliad 5123, Roa~vr Fe A LET,
tftp dnld
GE) TFTP =D HOY 73y MIBT 256, F— MU =A ZERTLOLERH Y *
R
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£ £ {4 & Microsoft CA 4 —/\- 5 A 7 > M EREFEEEAE % Microsoft 0CS 2008 TA > X b—JLTER L [ |

Z £ {7+ = Microsoft CA H-—/\-7 S5 A4 7 > FFREEEEBAE % Microsoft 0CS
2008 CA R F—ILTEZLN

Microsoft CA |2 & » CTEL SNV — -7 T4 7 > MEIEREH E L, Windows 2008 % 51T L T\
% Microsoft Office Communications Server (OCS) O —H /L a2 Ea—H A RTIZA VA =)L
TEEHA, BEOZ—HF A N7 hbua—hrdarta—4 A NT~NGEHELZae—L L) &
TLHE, WEF—DRNEVNI T — Ay -V TRELET,

ROFNEZE FATTEET,

1 g—gra—FLlLToCSicuns A LET,
2 GEMEEERLET,

3 CAY— LA EEAGE L ET,

4 oCSicu s Aoz, FFHEEZ 77 A M7 AR — KL, BXF—0= 7 AR — IR T
DI EHEMERLET,

5 OCS (m—Harv¥a—4) hbualZ4 7 LET,
6 OCSIZHEo A LETH, ZOHEAEILZOCS FAL Ly a—F L LTl 1 LET,

T GEAETZ s A NVEA R — NTAOIGEREY 4 P — F2#ERA L ET, fEEE, v—r =
VB a—H ARTIZA VAR ENET, ZTORELT, [OCSFEAE (OCS Certificate) ] %
T CHEHEEZEBIRTEX L L9122 0 77,

— &Y% Cisco Adaptive Security Appliance D178 & HE 42
SN BHIRE

TFRASE) T4 E&XRBMTEEL
RS%8 Cisco Jabber & Microsoft Office Communicator [l T7 XA T VU T {EFREZHBTEX EH A,

fiZikix OCS/Access Edge. IM and Presence ¥— E A, 35 X UF Cisco Jabber {Z DWW CHtEi STV %
NIV a—T 4 VT FIEEFATLET,

OCS/Access Edge :

1 Access Edge D7 U v o7 A B —T7 2 A4 AT, GEPIENE L RE SV TORWATREMER &
Y £7, Microsoft CA I L TV 2 54&. 1.3.6.1.55.7.3.1,1.3.6.1.5.5.7.3.2 £\ H OID fHZ
ALTWD Z 2R LET, EHED [k (General) ] # 7IIZIEL < RUVMERFRIRE N
7 (ELWEEEFRRSNETA) . £72. IMandPresence —E X & Access Edge fij?® TLS
N RV A 70) Ethereal N L— A THEL L RUVMEZHERTE ET,
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B woszEcETsHE

IM D=

£Z{5I12

AEAE O RS [ Oftt (Other) ] T OID fE7% 1.3.6.1.5.5.7.3.1,1.3.6.1.5.5.7.3.2 ® Access Edge
NIV v £ 08 —T = A ADFEHEEZ FAEMR L ET,
2 Ty by FH—sU8 0CS THEITSNTWARWATREMEDR H Y £,
Office Communications Server Front-End| P —EANETINTWALZ 2R LET, 20D
P —ERAEMRT DX, [AF— b (Start) |>[7'®7 7 7 A (Programs) |> [ —/L
(Administrative Tools) ]>[2 > B = —4% Q& E (Computer Management) | & 3R L £, [V—
ERA LT 7Y r—3 3 (Services and Applications) | C[h—E & (Services) | &R L |
[Office Communications Server Front-End] % — B XA &R L 9, FTINTWBEEHEE, Z0H—
EADAT—4& AL [BAth (Started) ] T9,

IM and Presence % —E A :

1 1M and Presence — b A TEFAENE LS RES N TWARWATREERNH D £9°,
IM and Presence #—E A D IE L\ sipproxy-trust slEBH % A5k L £ 7,

2 2827 497 —bEfHLTODEAE, Access Edge D/XT U w7 A4 X —T = A A%fRT
ABT A4y V= eRELET, AFT 47 V— NI TRAAL V] ITRESNIV— b
A TaEL, MIRLEmAE Y — U PRESINTWAELERHY I, -Ex2E. 7=7
L—3 3y RAA ) “abe.com” TH DAL, 56T R AD/IX — 1% .com .abe.* IZF% T
THEVLERHY £9, AXT 4 v /b— b Cisco Unified CM IM and Presence Administration
ZEAL, [FLEL A (Presence) ]>[/V—7 17 (Routing) |>[AXT 4 v 7 /b— b (Static
Routes) | Z&#INL 97,

3 DNSSRV OF = v 7 WETI, WINEEEZITL2—FDRAL VEMRRTEDH L%
MR L ET,

Cisco Jabber 7 A4 7 > b :

Cisco Jabber X7 747> b 2 B a—Z ) HARIEZ DNS REZIEGT 5 eEndH o £9, L
THEFETTILENLY £,

1 79547 F a3 Ea—XDDNS REZMRLET,
2 DNSHEZXLHET HHAIL, Cisco Jabber ZFiELEI L £7,
BEErEYY

A58 Access Edge A > % — 7 = A ADFEAEDHRE, (66 2—)

IM and Presence —E A TOH LW FEHEDO AL, (60 _—)
SIP 7 =5 L—3 3 @ DNS #%iE, (47 2—)

B9 SRR

Microsoft Office Communicator == —% & Cisco Jabber 8.0 = —V T IM Z %% E4 5 & & (ZRIE
HES,

DNS i%E. Access Edge, Microsoft Office Communicator 27 7 4 7 > ;. IM and Presence #— £ & (Z
ONTRHENTWDE M T TNy a—T 4 T E2FITLET,
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moxzEcETsmE I}

DNS & :

DNSSRV L =t — RAMER ST, IEL RE SV TWRWATREMEDYH U £9°, DNSSRV
La— RRFTRTO RAL AR LTELSEESNTNDNE S 0% 8 LT, IMandPresence
& Access Edge Dj /57> 5 D type=srv 2%} L T nslookup 3T L £ 77,

Access Edge {8l :

1 Access Edge D=2~ > K 7’1227 T nslookup & AL ET,

2 settype=srv E AL ET,

3 IMandPresence KA A > D SRV L a— Rz AJJLET, 72L& 21X, _sipfederationtls._tcp.abe.com
EANLET (ZDabecom [ FAA 4 TH) , SRV L a— FRFET 546, IM and
Presence " — £ A F£ 721 Cisco Adaptive Security Appliance @ FQDN 23K S 31 E 7,

IM and Presence #—E X :

4 JE— T ®ATH T FEMFEHAL, ssh TIMandPresence — Y A /—Rlca /A4 L
ij_o

S RO Access Bdge & RO FIEZEITLET, 7272 L, T2 TIEOCS RAAL VA %HALE
ﬁ—o

Microsoft Office Communicator 7 54 7 > b :

Microsoft Office Communicator 2007 = —V%{%, Hy D7 LY 2% [HV iAZHF (Do Not Disturb) ]

(DND) ZFRE L TW D AEEMEN H D £9°, Microsoft Office Communicator 2007 7% DND (23 E &
NTWBIEE, O —F5E IM 2515 LEH A, Microsoft Office Communicator == —# D7 L
B RERIORREBICHRE L T,

IM and Presence H—E X :

I DNSSRV TIERL AZT 4 v 7 L= aHLTWDEE, A¥T 4 v 7 Lb— FRIELIK
ESZINTWRWAEEMEN H Y 77, AccessEdge DXT U v 7 f v X —T = A{ A%IETAH
TAYIT N—FERELET, AT 4y 7 =ML ITRAL ] TRESNTNV—F XA
TEFEL, MR LT N — U BPRESN TV DILERH D ET, 22X, 7=T L —
Tay RAA VD “abe.com” THOHEGEIL, 568ET RLAD/REZ — 3 “.com .abe.*” |ZEXET
DUMBEBNDHY FT, AXT 4 v )b— k&, Cisco Unified CM IM and Presence Administration
T[ZLEBY R (Presence) |>[/V—7 « 7 (Routing) |>[A¥ T 1 v 7 /L— | (StaticRoutes) ]
RBEIRL TRELET,

2 [7xFlL—YaryIMary bao—)LEYa—/LDAT—H A (Federation IM Control Module
Status) | 37 4 B— 7 M ENTWDHATEEMA ® W £3°, Cisco Unified CM IM and Presence
Administration T, [ A7 A (System) ]>[H—E R /X5 A —4% (Service Parameters) | % i3
RL, [SIP 7u % $—E R (SIPProxy service) | #RLET, 74 FUD FET, IM
TR Tz AT —HA NG A—HRBREINTNDLI EafEl LET,

3 7251 =72 R RAALUBENMENTHZR20), ELSEESN T ARWAREERH D F
3, Cisco Unified CM IM and Presence Administration T, [ L ¥ A (Presence) |>[ KA A
V7 =5 L— 3 (Inter-Domain Federation) | #3&IRL, ELW 72T L —FT v K KA A
UHRBMENTWAZ 2R LET,
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B O LERAB L 7ARISEUT L IMOZBERATERCHS

BMELEYY
SIP 7 =5 L—3 2 @ DNS &% iE, (47 <—)
SIP7 =7 L—7v K RAL L OBEM, @45~3—)
T UK =TT A ZANTO Microsoft —/N KA A O3, (100 ~=—)

LULEENMEDETARASEYTALEIMORBZEFIATEZLGLGS
Cisco Jabber & Microsoft Office Communicator il C7 XA U F ¢ L IMAFTEET0, DL
RFRIZSHE D &, MEILT A TV T 4 2B TER< 20 IM bR TE R0 9,
OCS/Access Edge :
1 AccessEdge C. WHi—T v ¥ LA~ » Ui T OFQDN M[E U TH A AREMENH Y £3°, £/,

FTCFQDN D 25D [A] La—ROx= hURDNSIZHY, — B PDIPT R
2R EN, B ) —FRRAEB vy D IP T R AT EN D ATREER H Y 3,

Access Edge T, W#i— >y YD FQDN #Z 8 L, HH L/ a—F = VU % DNSIZEML
£9, JoX& Access Edge DINEEIP IZARI X TV DNS = R U ZHIBR L £3, F£72. Access
Edge DN v P OREAELRELE L £,

2 OCSDOT7u— NUVERELET7u Yy by ROT 187 T, Access Edge ® FQDN 7233 -> TAS)
SNTWDLAEEMERH Y £77, OCS T, W™ v Y OH LU FQDN % X35 X 9 (23—
EHRELHELET,

DNS EX7E :

DNS SRV L a— FAMERR S TW RN, ELLSREENTWARWAREERH Y £, HLER

[A] La— K& SRV La—RZEBIMLET,

EELEY D

SIP 7 =7 L—3 3 YOI — N a v R—3 hoFEE, (121 =*—)

ARAT—3ADEREL IMEEDELE

Cisco Jabber & Microsoft Office Communicator [} C. IM and Presence ¥ — E R IRBEDZE T DOEE 3
FENLET,

IM and Presence $—t" A /— KT, Default Cisco UPS SIP Proxy Peer Auth TLS Context (Z [Disable
Empty TLS Fragments (220D TLS 7 7 7' A > b OEME) 147 v 3 U ISEIR STV 720l Redk
VAN SR g A

[l Cisco Unified Communications Manager ') ') —X 11.0(1) T IM and Presence 4t —E 2D K 4 1 A
JzFL—Yay
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ATy T

ATy T2
ATvT3

ATvT4

FRASEYT 4 $TRHY T avwRTLI-%(< W03 FORBIDDEN & =n 3 I}

FIE

[Cisco Unified CM IM and Presence Administration] = — A > ¥ —7 = A Az /A4 LET, [~
A7 L (System) ]>[EF = VU7 4 (Security) ]>[TLS =7 % A hi%& (TLS Context
Configuration) | Z 3R L £,

Default Cisco UPS SIP Proxy Peer Auth TLS Context U7 %27 U v 7 LET,

TLS = 7 F A MEROFEL T, [ZEDTLS 77 7 A > FOEZNL (Disable Empty TLS Fragments) ]
Fry IRy 7 A F A LET,

[fRTF (Save) |27 U w7 LET,

TFRASEY) T4 Y TR 1) T 32 %i47 L1=1£IZ 403 FORBIDDEN

MR EN B

IM and Presence " — £ A C Microsoft Office Communicator = —HF DT XA FE VT A |[ZHY TR 5
A7 LEHETHE, OCS —,375 403 FORBIDDEN 2 & —UMREE S ET,

Access Edge —/NT, IMand Presence F—E A / — KRR IM % —E X a1 & J X MBI
SN TWZRWAREMED B D £7°, Access Edge — 3T, IMH—tE R 7'm X4 XD U X MIIM
and Presence —E & /— RO MU ZBI L £7, Access Edge @ DNS #— 32, IM and
Presence —E R /— RD/XT U 7 7 R A%$E7 IM and Presence —E &2 KA A D
_sipfederationtls ' 23— R235H 5 Z & 2R L £7,

F72i%
Access Edge ¥—/NC, IM and Presence —E A / — F28 [#FA] (Allow) ]V X MIEM STV
LHAIREMED B W £9, Access Edge #—/NC., IMandPresence —E 2 / — R&FE3 [FFr] (Allow) ]
YA NPz MY ZHIBRLET,
EErEYY

SIP 7 =5 L—3 a3 VO — R a v R—x v hoRE, (121 =—)

NOTIFY A v E—CTDRA LTIk

NOTIFY X v & —Y%%E3 5 & %12 IM and Presence ¥— & & Microsoft OCS [#] ¢ TCP % [
LCEEZ =T L—a URNMThb TV A 5A. IMandPresence ' —E AN X A AT 7 b LET,

Vel L ->Tid, IMandPresence V—tE A /—RC[La—FKlb—hk N~y X —ThKhJF L AR—}
%f# Ml (Use Transport in Record-Route Header) | %A Rx— 7 /I THXLERH Y £,

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T

L—>3ar IR



SIP7xFL—>av#aIcETa b3 ILa—F105 |
B MandPresence ¥ —E RFIBAZAZ T AR LA AL

FIE

ATv 1 [Cisco Unified CM IM and Presence Administration] =—% A > ¥ —7 =4 R{Zu /4 LE7, [~
AT I (System) ]>[Hh—E R /3T A —% (Service Parameters) | Z 3R L 77,

ATy T2 [P—s% (Server) | Ky 7 X URA NG/ — RERINLET,

ATYv T3 [h—ERA (Service) | Fr v 7 X7 UA KKy Z AT, [CiscoSIP 712 (CiscoSIPProxy) ]
P AL LT,

ATv T4  [SIP/%F A—4% (Clusterwide) (SIP Parameters (Clusterwide)) 12 3 2> C, [La2— K b—k
~y XD T AR— hEfEA  (Use Transportin Record-Route Header) ]/37 A —% D[4 (On) ]
BERLET,

AT TE  [RfF (Save) 1227V v 7 LET,

IM and Presence Y — E XEFBAENZ (TAN LN ALY

Access Edge 7% IM and Presence #— E A6 OFEAEZZ T ANLEH A,

IM and Presence #— £ 2 /Cisco Adaptive Security Appliance & Access Edge f]®D TLS /N> Ry = A 7
MR L TWDAREMERH Y £7,

OCS/Access Edge :

1 Access Edge ® DNS #— 32, IM and Presence h—E A / — KOD/XT7 Y v 7 7 KL AZIET
IM and Presence %"—E A KA A @ sipfederationtls L 2— R385 Z L B LE 7, [7FA]
(Allow) ] Y A NIZIM and Presence #— B 2 @ FQDN % &% & L 72\ 54, IM and Presence ¥ —
B AGERAEOE4 O CN A% IM and Presence #— A K X A > 0 SRV L =— K FQDN (Zfifik
SNDHMENRDD 7,

2 FIPS 7% Access Edge TA % —7 /L THDH I L (TLSvI AT HZ L) ZHERLET,

3 0CST/Rr— VI 72T L= a P4 RX—T L ThY, 7 bz R =TT =7
L= a B Rx—TNThdIEEMRLET,

4 DNS SRV ik Cx 72\ G4, DNS 2V IE L < 3 JE 41, Access Edge 7> B type=srv @ nslookup
METEIND Z L 2R LET,

5 Access Edge D~ R 717 M nslookup & AJLET,
set type=srv & AL ET,
72& 21X, RO X 912 IM and Presence —E A RAA D SRV La—RKE AN LET,

_sipfederationtls._tcp.abc.com (Z @ abe.com (X KA A >4 T9) , SRV L 2— RRHFIET 55
A+ IM and Presence #— £ Z/Cisco Adaptive Security Appliance ® FQDN 23K S 4V E 9,

IM and Presence #— & A /Cisco Adaptive Security Appliance :

IM and Presence — E" A & Cisco Adaptive Security Appliance CHz /5% fE78 L £, [IM and Presence
Service Administration] {22 7 A > L, [V A7 A (System) ]>[EF = U7 1 (Security) ]1>[TLS

[l Cisco Unified Communications Manager ') ') —X 11.0(1) T IM and Presence 4t —E 2D K 4 1 A
JzFL—Yay
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ocsctcomor

ATvT1
ATvT2
ATvT3
ATv74
ATwvT5
ATv 76
ATvT1

ocscrov by R Hy—noesimErss W

a7 XA MEE (TLS Context Configuration) ]>[7 7 4 /L b Cisco SIP 7' % 3 v 7 583E TLS
27 % A b (Default Cisco SIP Proxy Peer Auth TLS Context) ]%i®&H L., [TLS RSA WITH
3DES EDE CBC SHA| M523 8iR$ 25 Z &L 2R L £,

BEENEYY
SIP 7 =5 L—y g VHOHAEY— N avR—x o FoRE, (121 =)
BIRLAZTLS E Y 727 b U A RA~DTLS 7 OB, (52 2—3)

FTU R Y—/\DEBICRHENH D

OCS T7ry hxmy R H—"NEdh LEd A,

OCS T, AccessEdge D77 A X— K A H—7 = A4 ZADFQDN 7 KGR 7oA A & (Authorized
Hosts) J|D VU A MIEZRSNLTWDAEEMERH VY £, OCS O [AFB Sz A & (Authorized
Hosts) ] DY A k225 Access Bdge D77 A X— ks f ¥ —T = A AZHIFRLET,

OCS DA > A h—/UIREIZ, RTCService & RTCComponentService & VY9 2 DD Active Directory = —
FT I RMERENET, TNHDOT AUy MUTEHENER LI NATY— KR5S
FTN, INOWMEOT AU FNTIE, [NAT— REEHAIRIZT 5  (Password never expires) |74
T ayNT 7 40 hTERIRENIRN 2, SR T — RIZESIICHIREIIC/2 Y £9, 0CSH—
737G RTCService % 72 1% RTCComponentService D/XA T — K& Ut v M4 5121%, RO FNEE FEAT
LEd,

FIE

=Y TR AT Y v LET,

[NAT—FRZUtv b (Reset Password) ] ZIE#IRL 7,

2= T AT NI Y v LET,

[Za/ X7 ¢ (Properties) | #IR L E 9,

(77D (Account) | # 7 # IR L £7,

[/SA T — REMH[RIZT 5 (Password Never Expires) | = v 7Ry 7 A% A NI LET,
[OK]Z7 U7 LET,

AccessEdge (XL TYE—F TR by TEEFTTELL

Windows XP T FIPS Z A2 L TV 5354G, Access Edge — NIkt LTYE—F T A2 oy

BFRITTEER A,

Z#UiE, Microsoft OREADOMETY, Z OMEZ[EET 5121E, Windows XP 2 B2 —H |2

ET—R T RY N TEERT TV~ a B AN AT HMERLYET, VE—FT R
ry 7B 6.0 % A A F—/LF BIZ1%. IRD Microsoft @ URL IZE0# S LT WA NEIZHE » THAE
LTLIE&EW,

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T
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Bl AccessEdge ISHLTUE—F FTRY by FEEFTELRD

http://support.microsoft.com/kb/811770

[l Cisco Unified Communications Manager ') ') —X 11.0(1) T IM and Presence 4t —E 2D K 4 1 A
JzFL—Yay
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17.

XMPP 7 x5 L—> 3 #iBICEHAT A RS
IJNoa—F4249

* VAT A NTINY a—HEHRT D, 193 N—

T Ls F“:7:f)ba/:L Glﬁfﬁﬁmu?r%S

ATy T

ATvT2

ATvT3

#3450 IM and Presence h—E A 7 Z A X Z#fliE L, XMPP 7 =7 L— a3 Y EARET 54, 1
DDY FTAZIDEMRLEHL 1 DD/ —=RTXMPP 7 =27 L—ya a4 NZT H0ERH D
FF, H£7TAXTIER L XMPP 7 =5 L—3a VOREL R O—%2IEETIHHVENH Y £
9, IMand Presence 4 —E A TIL, 7 TAXBIKIZXMPP 7 =7 L—a VREZ LTV r— |
LEHA, VATA NI TNV a—H0nbiE, 7 T7AZEEROXMPP 7 =7 L—1 3 VR EMNF
HEN TR EI PR LR—bESNET, VAT A FT TNV a—F TROMEREFEITLF
7

FIE

Q) JIAAMET R TXMPP 7 =27 L —2 g U N—BLTA X—7LZENT VD

b) /I AZMET 2R TSSLE— FA—BHLTRESN TV,

C) /I ALZMET RIKT [WMBENOHEMNR7 747 > MIOFEAE ] B—E L THRESN T
%,

d) 77 2ZMET 2R TSASLFHEN B L THRESINTND,

e) JIAAMET BIKTHEA YNV NNy =7 Ly FR—EBLTHREINTND,

) 79 2AXMETRETXMPP 7 =7 L—2a v DF 740 MEHRY O —R—EH L TRTEIN
TW5,

g) VI AAMETAETRY L — FRAMP—EBLTHREINTND

[Cisco Unified CM IM and Presence Administration] = —% A > ¥ —7 = RlZa /A4 LET, [
Wr (Diagnostics) |>[Y AT A kT 7/ =—H (System Troubleshooter) | Zi#&IR L F 9,

ROEHDOBIFREDT = v 7 ~— I BbD L aRB LET,

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T

L—>3ar IR



XMPP 7 FL— 3 UHAICET B 5 TN a—F105 |
VAT NS TN 2a—325HERET S

*XMPP 7 =7 L—3 a3 VERENTRTDI T ALY T T—8T25 2 L 2B T 25 (Verify
the XMPP Federation settings match on all interclustered peers.)

*SASLBEENT R TDI FAXBET CTIELSBESNTWND Z L 2RI 5 (Verify that
SASL settings have been correctly configured for all intercluster peers.)

* XMPP B EEKTENI /> TNDN, TRXTHDI TAZNOLRL LS 1 DD/ — R THA)
W25 TWD Z L i 79 % (Verify that XMPP has been uniformly disabled or enabled on at least
one node in each all clusters.)

CTARTOI FZAZMET TT 740 FOBERAER) =0 — S T0D 2 L 2R T2

(Verify that the default Admin Policy is consistent across all intercluster peers.)

CHRARRY =BT RTOI TAXEET THR—INTND Z & E2iERT 5 (Verify that the

Host Policy is consistent across all intercluster peers.)

INHDOF =y 7 OWNTINZERH Y, TOREEE L R— T 2858, VAT A VT T
Voa— AR OBMENPHEBE SN TWET,

GE) VAT R TTIN Y a—FDTRTCOTAMIAKBLTNTH, IMETXATEYT 4 DAZ
TR A1, [T LB ARE (Presence Settings) | X— VD[ RAA U7 =7 L—
va VBB AN T FLRAOMHEZ AN 5 (Enable use of Email Address for Inter-domain
Federation) ] 737 7 AZRHIE 7T 2RI B L THESN TV DL EMR L ET,

BEErREYD
XMPP 7 =F L —groual 77 A LOEA (173 =2—)

[l Cisco Unified Communications Manager ') ') —X 11.0(1) T IM and Presence 4t —E 2D K 4 1 A
JzFL—Yay



Cisco Adaptive Security Appliance M % 7 {5l

*SIP7=FT L —YalDPAT a2~ RET 7R U RAREREDH, 195 _—

e

* XMPP 7 =T L—ya o7 78 A U ANDHKERF, 198 L—

L=

* XMPP 7 =5 L —3 3 D NAT O ERF], 199 ~<—

SPO7xzTL—Ya3a>@OPATaAR U RETOERURX B
5% 7€ D151

T AMBOCS DT =TT A REAL T =T L —3 3 & T % IMand Presence Y —
EA = ROREREZRLET, B—WART =TT DEADLRIL, SHIZ22507 7
A & [#] IM and Presence H—E X / — F23H Y £,

ZOBREFITIE, ROMEMEH S ET,
* IM and Presence —E A2 O/X7 Y w7 [P 7 KL A =10.10.10.10
*IM and Presence D77 A4 X— k JL—FT 4 7 IP T RL A2 =1.1.1.1
*IM and Presence D77 A X— K BEH L FIPT KL A =2222
*IM and Presence D77 A _X— | — R IP 7 FL A =3333
* IM and Presence D E" 7 #&GE U 2 F— AR— |k =5062
* Ry hv A =255255255.255
* HME R A A > = abc.com
* Microsoft OCS #MHiA o % — 7 = A A =20.20.20.20

KD PAT =2~ K28 Ob—F 4> %) IMand Presence "—E 2 J — RHIZEZ SN TWET,

(Cisco Adaptive Security Appliance ') ') —X 8.2:)

static (inside,outside) tcp 10.10.10.10 5061 1.1.1.1 5062 netmask 255.255.255.255

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T

L—v3av
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static (inside,outside) tecp 10.10.10.10 5080 1.1.1.1 5080 netmask 255.

static (inside,outside) tcp 10.10.10.10 5060 1.1.1.1 5060 netmask 255.

(Cisco Adaptive Security Appliance ') 1) —X 8.3:)

nat (inside,outside) source static obj host 1.1.1.1 obj host 10.10.10.

obj tcp source eq 5061 obj tcp source eqg 5062

nat (inside,outside) source static obj host 1.1.1.1 obj host 10.10.

obj tcp source eq 5080 obj tcp source eq 5080

nat (inside,outside) source static obj host 1.1.1.1 obj host 10.10.

serviceobj tcp source eq 5060 obj tcp source eq 5060

10.

10.

255.255.255

255.255.255

10 service

10 service

TR =TT 4 READEA., 522207 7 A XM IM and Presence —E &/ — KAIZKD

PAT 2~ REERLET,

(Cisco Adaptive Security Appliance ') ') —X 8.2:)
static (inside,outside) tecp 10.10.10.10 45080 2.2.2.
static (inside,outside) udp 10.10.10.10 55070 3.3.3.
static (inside,outside) tcp 10.10.10.10 55070 3.3.3.
static (inside,outside) udp 10.10.10.10 45062 2.2.2.
static (inside,outside) tcp 10.10.10.10 55062 3.3.3.

(Cisco Adaptive Security Appliance ') |) —X 8.3:)

nat (inside,outside) source static obj host 2.2.2.2

obj tcp source eq 5080 obj tcp source eq 45080

nat (inside,outside) source static obj host 3.3.3.3

serviceobj tcp source eq 5070 obj tcp source eq 5507

nat (inside,outside) source static obj host 3.3.3.3

serviceobj udp source eq 5070 obj udp source eq 5507

nat (inside,outside) source static obj host 2.2.2.2

serviceobj tcp source eq 5062 obj tcp source eq 4506

nat (inside,outside) source static obj host 3.3.3.3

serviceobj tcp source eq 5062 obj tcp source eqg 5506

CORBIHHIET BT 7 LA VA PERICFELET, =7 L—va v EFIAM AL D

2 5080 netmask

3 5070 netmask

3 5070 netmask

2 5062 netmask

3 5062 netmask

obj host 10.10.

obj host 10.10.

0

obj host 10.10.

0

obj host 10.10.

2

obj host 10.10.

2

255.

255.

255.

255.

255.

10.

10.

10.

10.

10.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255

255

255

255

255

10 service

10

10

10

10

12, RAA v abccom FAICIRD L H T 78 A VA MNEBMTALERHY 7,

(Cisco Adaptive Security Appliance ') ') —X 8.2 : )

access-list ent imp to abc extended permit tcp host 1.1.1.1 host 20.20.20.20 eq 5061

access-list ent abc to imp extended permit tcp host 20.20.20.20 host 10.10.10.10 eq 5061

access-list ent second imp to abc extended permit tcp host 2.2.2.2 host 20.20.20.20 eq 5061

access-list ent third imp to abc extended permit tcp host 3.3.3.3 host 20.20.20.20 eq 5061

access-list ent abc to second imp extended permit tcp host 20.20.20.20 host 10.10.10.10 eq

45061

[l Cisco Unified Communications Manager ') ') —X 11.0(1) T IM and Presence 4t —E 2D K 4 1 A
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SP7zFL—LavoPATawy Re7owR Uz rEEDS [}

access-list ent abc to third imp extended permit tcp host 20.20.20.20 host 10.10.10.10 eq
55061

(Cisco Adaptive Security Appliance ') ') —X 8.3 : )
access-list ent imp to abc extended permit tcp host 1.1.1.1 host 20.20.20.20 eq 5061
access-list ent abc to imp extended permit tcp host 20.20.20.20 host 1.1.1.1 eq 5062
access-list ent second imp to abc extended permit tcp host 2.2.2.2 host 20.20.20.20 eq 5061
access-list ent third imp to abc extended permit tcp host 3.3.3.3 host 20.20.20.20 eq 5061
access-list ent abc to second imp extended permit tcp host 20.20.20.20 host 2.2.2.2 eq 5062
access-list ent abc to third imp extended permit tcp host 20.20.20.20 host 3.3.3.3 eq 5062
JIARyTIZENENDT 78R VR M EBEEMTET,
class-map ent imp to abc
match access-list ent imp to abc
class-map ent abc to imp
match access-list ent abc to imp
class-map ent second imp to abc
match access-list ent second imp to abc
class-map ent third imp to abc
match access-list ent third imp to abc
class-map ent abc to second imp
match access-list ent abc to second imp
class-map ent abc to third imp
match access-list ent abc to third imp

B LTz 7 TR~y 7O 7 a— ViR v—<y 7 2FH LET, ZOFITIE, IMandPresence
P —ERANGHMEEIND TLS D TLS 7' B % f AKX AT “imp_to_external” T9, F7z,
ST RAA BB E LD TLS B&fic D TLS 7'u %3 A L A X 2 A "external _to_imp" T3,

policy-map global policy

class ent imp to abc

inspect sip sip inspect tls-proxy ent imp to external
policy-map global policy

class ent abc to imp

inspect sip sip inspect tls-proxy ent external to imp
policy-map global policy

class ent second imp to abc

inspect sip sip inspect tls-proxy ent imp to external

policy-map global policy

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T
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B XWPPoFL—L a3 AOTHER YR ORER

class ent third imp to abc

inspect sip sip inspect tls-proxy ent imp to external
policy-map global policy

class ent abc to second imp

inspect sip sip inspect tls-proxy ent external to imp
policy-map global policy

class ent abc to third imp

inspect sip sip inspect tls-proxy ent external to imp

XMPP 7z 7 L—L 3> ADT7IOER YR MDETEH

Y

GE)

Z OO, Cisco Adaptive Security Appliance U U — 2 8.3 [T S v E 7,

R—Fr569 DFTRTDT KLAANDT I ERIZHIELET,

TOT7 A VA RNOREFTIZ, R— K 5269 FTHEEDOT RLANBEZEDT KL A~Dix
ENFTFRIEINE T,

access-list ALLOW-ALL extended permit tcp any any eq 5269

EBEDT7 FLAMN D R— F5269 EDIEEDE—XMPP 7z TL—23ay /—FADT7I7€R

ZOT A YA NOREFTIT, A—F 5269 FTHEEDT RLANBEED S 7 )L XMPP
TxTb—vary ) — R~OIEBENRFITINET, ZOFITIE, ROMMER S ET,

*XMPP 7 =5 L—3 3 > IMand Presence — B2 U ) —ZA9x DT T A _X—KIPT KL A
=1.1.1.1

*XMPP 7 =F L — 50D A= 7 R— |k =5269

access-list ALLOW-ALL extended permit tcp any host 1.1.1.1 eq 5269

EEDT7 FLAD S DNS TRREN-BFEDXMPP 7z T7L—>3 > /—FADT7VER

TOT A VA NOZEFTIL, ALEDT RLUAMNE, DNS TR SN ED XMPP 7 =
FTlL—3gy J— R~DEEENTFTEINET,

G¥)

INHDONRTY v T KL AZDNS TAB S 3LE 23, access-list 2~ > RIZIE7 T A _— k
T RUVARBRESINET,

ZOREFTIE. ROEMNMEH SN ET,

[l Cisco Unified Communications Manager ') ') —X 11.0(1) T IM and Presence 4t —E 2D K 4 1 A
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xmep 7 7 L—>avAONATORES I}

*«XMPP 7 =5 L—3 3 > IMandPresence Y — X J U —ZA9x DT T A _X—KIPT KL A
=1.1.1.1

*eIMand Presence % —E XA U —R9x DT T A X—F AW NPT FLA=2222
*«IM and Presence —E XA U U —ZR9xIP DS T A X— |+ —FNIPT N XA =3333
*eXMPP 7 =7 L—a DY A= R— | =5269

access-list ALLOW-ALL extended permit tcp any host 1.1.1.1 eq 5269

access-list ALLOW-ALL extended permit tcp any host 2.2.2.2 eq 5269

access-list ALLOW-ALL extended permit tcp any host 3.3.3.3 eq 5269
BEDIzTL—230 FAMUNLDNS TRBSNBFEDXMPP 7 = TL—3> /— KA
DERT7IER

ZOT A UARNOREHFTIZ. BED 72T L —ay RAL L A0 B —T 2 AND,
DNS TABENT-HED XMPP 7 = F L—3 3y ) — ROEEEFE TN H A S E T,

GE) INGEDO/NRTY 7 T R RAIDNS TAB 41 E 725, access-list 2~ > RIZIE7 T A _— |k
T RUVABRERESINET,

ZOBEFITIE, WOMEMPEH S ET,

*XMPP 7 =5 L —> 3 IMand Presence ¥ —ERA VI —Z29x DT TFTA_X—KIPT KL &
=1.1.1.1

*IMand Presence ' —E A U —Z29x DT TFTAX—KEhH L RIPT FLA=2222
*IM and Presence ' —E R U —ZX9XxIPDTTFTAX— K P —RFI[P7T KL A =3333
*XMPP 7 =5 L—ya DY A=27 R—k =5269
* SR D XMPP A2 DA % —7 = A A =100.100.100.100

access-list ALLOW-ALL extended permit tcp host 100.100.100.100 host 1.1.1.1 eq 5269

access-list ALLOW-ALL extended permit tcp host 100.100.100.100 host 2.2.2.2 eq 5269

access-list ALLOW-ALL extended permit tcp host 100.100.100.100 host 3.3.3.3 eq 5269

XMPP 7 =7 L—3 3 > FH® NAT D% EH!
Bl1:XMPP 7 =7 L—y g VA F—TNDY TN ) — R
ZORRERITIE, ROMEMAERA S ET,
* IM and Presence ¥ —E & O 37U » 7 [P 7 KL A =10.10.10.10

*XMPP 7 =5 L —3 3 > IMand Presence —E 2 U ) —ZA9x DT T A _X—KIPT KL A
=1.1.1.1

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T
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B VPP T FL—3 3 2 FO NAT OB

*XMPP 7 =F L — 50D A= 7 R— kK =5269

nat (inside,outside) source static obj host 1.1.1.1 obj host 10.10.10.10 service

obj udp source eq 5269 obj udp source eq 5269

nat (inside,outside) source static obj host 1.1.1.1 obj host 10.10.10.10

serviceobj_tcp_source_eq 5269 obj_tcp_source_eq 5269

B2 : XMPP 7 =7 L—3 3 UNERESIL, TUVENNDNSHWORXT Y w7 IPT KL A% FFOH

o/ —FK
ZOBEFITIE, WOMMPERENET,

* IM and Presence "—EAD/ X7 U » 7 [P 7 K LA =10.10.10.10, 20.20.20.20, 30.30.30.30

*XMPP 7 =5 L —3 3 > IMand Presence ' —E 2 U —29x DFF7A4A_X— P T FL A

=1.1.1.1

*IMand Presence ' —E XA VU =2 9x DT FTAX—KEhH L RIPT FLA=2222

*IM and Presence ' —E 2 U —ZX9XxIPDFTFTAX— K P —RF[P7T KL A =3333

*XMPP 7 x5 L—3 gD A= 7 R— b =5269

nat (inside,outside) source static obj host 1.1.1.1 obj host 10.10.

serviceobj udp source eq 5269 obj udp source eq 5269

nat (inside,outside) source static obj host 1.1.1.1 obj host 10.10.

serviceobj tcp source eq 5269 obj tcp source eq 5269

nat (inside,outside) source static obj host 2.2.2.2 obj host 20.20.

serviceobj udp source eq 5269 obj udp source eq 5269

nat (inside,outside) source static obj host 2.2.2.2 obj host 20.20.

serviceobj tcp source eq 5269 obj tcp source eq 5269

nat (inside,outside) source static obj host 3.3.3.3 obj host 30.30.

serviceobj udp source eq 5269 obj udp source eq 5269

nat (inside,outside) source static obj host 3.3.3.3 obj host 30.30.

serviceobj tcp source eq 5269 obj tcp source eq 5269

B3 :XMPP 7 =5 L —a UINEREINTWAN, DNSHO/ T Y w7 IP T KL R THE—T,

DNS TAB ENT-EEDOR— FE2ESEHKD 7 — K (PAT)
DNS T/X7 V) v &nzAR—1+ (PAT) .
ZOREFITIZ, ROMEMNMEFR SN ET,

* IM and Presence ' —E X @ X7 o7 [P 7 KL A =10.10.10.10

=1.1.1.1, R—h 5269

AN— b 25269

[l Cisco Unified Communications Manager ') ') —X 11.0(1) T IM and Presence 4t —E 2D K 4 1 A
JzFL—Yay
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XMPP 7 =5 L —> 3 > IMand Presence ' —E A VU —Z29xDTFTFTA_X—KIPT KL A

IM and Presence ' —E A U U —ZX9xDFTAX—K I RIPT RLA=2222 {EED



I Cisco Adaptive Security Appliance 0 5% & 51
xmep 7 7 L—>avAONATORES I}

*IM and Presence ' —E A2 J =2 9x DT T A _X— K P —RKIPT7 FL A =3333, f£FED
A— b 35269

nat (inside,outside) source static obj host 1.1.1.1 obj host 10.10.10.10 service

obj udp source eq 5269 obj udp source eq 5269

nat (inside,outside) source static obj host 1.1.1.1 obj host 10.10.10.10

serviceobj tcp source eq 5269 obj tcp source eq 5269

nat (inside,outside) source static obj host 2.2.2.2 obj host 10.10.10.10
serviceobj udp source eq 5269 obj udp source eq 25269

nat (inside,outside) source static obj host 2.2.2.2 obj host 10.10.10.10
serviceobj tcp source eq 5269 obj tcp source eq 25269

nat (inside,outside) source static obj host 3.3.3.3 obj host 10.10.10.10
serviceobj udp source eq 5269 obj udp source eq 35269

nat (inside,outside) source static obj host 3.3.3.3 obj host 10.10.10.10

serviceobj tcp source eq 5269 obj tcp source eq 35269

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T

L—v3av
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o

Cisco Adaptive Security Appliance & Microsoft
Access Edge & DFEl 2 H [T 5 VeriSign % {8
L7=t+a) 74 iEBAE R

* Cisco Adaptive Security Appliance TOE ¥ = U 7 ¢ fERAEDOKE, 203 R_X—

* VeriSign 7l E % Microsoft Access Edge (21 > AR — K5, 211 X—

Cisco Adaptive Security Appliance TOt X ') 7« sEEAE
DERTE

= N &> — [o] Y74
BWEBAZER LUV S X MRSV FDHIFR
ZOFIMETIE, HOPREEAE, BAFHERAE, BLOL—FEHED T A bRA > b
Cisco Adaptive Security Appliance THIFRT 2 FIEICHOW TR L £,
[ L& BHIIZ
WOFEICFHHEH SN TWDIREX AV #FATLIZZ L 2R L ET,
*SIP 7 =5 L—3 3 @ IM and Presence H— B ADRIE, (45 X—)

*SIP 7 =7 L—3 3 2R3 % Cisco Adaptive Security Appliance (ASA) DF%E, (77 ~<—
V)

FIE

ATFvT1 arr74Fal—varE—REMBLET,
> Enable

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T

L—>3ar IR



Cisco Adaptive Security Appliance & Microsoft Access Edge & DRE(Z & (F 5 VeriSign ZERA L-t¥a ) 7T« 3L
BHE i
B veriSign BOHLL RS R MRS D FOER

> <password>
> configure terminal

AFvT2 WOa~vw s REAHLT, FTANRAL L MR RLET,

show crypto ca trustpoints

ATYT3  RKOavrREAHLT, FTARMRA Y b EBEET LAEHEFELHIBRL E7,

no crypto ca trustpoint trustpoint name

WOEEDHIINFREINE T,

WARNING: Removing an enrolled trustpoint will destroy allcertificates received from the

related Certificate Authority.

ATYT4  FTARNKRA U FOHIBREHET DA v E—VRFRINTED, yes EATLET,

ROEE
VeriSign ADOH LW kT X Rl A > vDARR, (204 ~2—)

VeriSign BDFH LW EFS R M RA > FDER
B

ATFYT1 ar74X¥al—iar F— REBBLET,
> Enable

> <password>
> configure terminal

ATFvT2 WkoOa<vr REAHLT, ZOHHEOX— T 24K LET,

crypto key generate rsa label keys for verisign

ATv T3 JkO—@#EOa<w F& A LT, IMand Presence —E 2D kT A2 hARA > b &2ER L 7,
(config) # crypto ca trustpoint trustpoint name
(config-ca-trustpoint)# enrollment terminal

(config-ca-trustpoint) # subject-name

cn=fgdn,OU=organisational unit,O=organisation name,C=country,St=state,L=locality
(config-ca-trustpoint) # keypair keys for verisign
(config-ca-trustpoint)# f£gdn none

(config-ca-trustpoint) # exit

[l Cisco Unified Communications Manager ') ') —X 11.0(1) T IM and Presence 4t —E 2D K 4 1 A
JzTL—Y3ay



Cisco Adaptive Security Appliance & Microsoft Access Edge & D28 (15 VeriSign ZFEA L-t¥a ) T« 3L
B E 3T
L—ritsEns vt—+ I}

G¥) FHOFEHAEEL ER (CSR) 7 7 A V% VeriSign [IZEET 2854, 4 OMEIZITRD
BWEESDOOINERND Y 7,

*E (Country) (2 XFDOE=T— RDOH)
FIENFI (State)  (BWE72 L)

XHTH] (Locality) (W&721L)
* ###%4:  (Organization Name)

il
* ¥HAEERFY  (Organizational Unit)

* —fi%4 (CommonName) (FQDN) - ZDffiX 37V » 7 IM and Presence ?® FQDN
T HMENDH £77,

NIV a—=T 4T Db
show crypto key mypubkey rsa 2~ R&Z AL T, F— NRTPERESINTWDZ LR LE
R

ROER
HREAEDO A VAR — 1k, (208 ~<—)

JL— REEERZED A VA— b+

[ L& BHIZ
VeriSign HHOHT LW b7 2 MR A > FOARL, (204 X—) OFIEEZFITLET,

FIE

ATv 1 a7 4 FXa2l—aryET— REEBELEST,
> Enable

> <password>

> configure terminal

ATvFT2 koavwr REALT, iE#E% Cisco Adaptive Security Appliance (2 >R — k LE 7,

crypto ca authenticate trustpoint name

ATYT3 KOLITCAFFHEEZ AN LET,

quit

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T

L—v3av
|



Cisco Adaptive Security Appliance & Microsoft Access Edge & DRE(Z & (F 5 VeriSign ZERA L-t¥a ) 7T« 3L |
BHE i
B isEssEkosm

GE) BIOITIZ "quit" W) HEEZ AL TR T LE
—a—o
ATY T8 GEHEBORRBEWHERT DA vE—UNERENTZD, yes EASLET,

ROEE
REWTEBA BER O, (206 ~—)

AEAZEE R ERDAER

[T L& BHIIC
J— FFFHEDO A VAR— K, (205 2—) OFEAZFEITLET,

FIE

ATFv Il arr7 4 Fal—varE—REMBLET,

> Enable
> <password>
> configure terminal

ATYT2 ROavr REAHLT, CAILXIT HBEREREZEE LET,

(config) # crypto ca enroll trustpoint name

ROEEOHNNFRINET,

SWARNING: The certificate enrollment is configured with an fgdnthat differs from the system
fgdn.If this certificate will be used for VPN authentication this may cause connection

problems.

ATV T3 BEOFGTEHRT DA vE—VURERINTZD, yes EATTLET,
% Start certificate enrollment..%The subject name in the certificate will be: <fgdn>,

OU=<organisational unit>,O=<organisation name>,C=<country>,St=<state>,L=<locality>

ATYT4 YTVl NMRET A ADVITNEGEEGDD L AR T DA v E—VURBRENZS,

no EAJJLET,

ATYT5  GRIGGEAEERERTRT DL EMRT A v E—UNERRINTED, yes EANLET,
AEAEER P FTRSNET,
RDIEFE

AEFEE A Bk % VeriSign IZEET 5, (207 ~X—)

[l Cisco Unified Communications Manager ') ') —X 11.0(1) T IM and Presence 4t —E 2D K 4 1 A
JzTL—Y3ay



I Cisco Adaptive Security Appliance & Microsoft Access Edge & D28 (15 VeriSign ZFEA L-t¥a ) T« 3L
B E 3T
TREELERE VeriSign =225 I}

FIBAEE L ER % VeriSign [ZiXET 5

AFAEEL TR ER(ET D &, VeriSign 2> IR DFEHAEY 7 A LRI F 3,
*verisign-signed-cert.cer (B4 FHIEAE)
*trial-inter-root.cer (FAZHHEI/L— MFEHIEH)
*verisign-root-ca.cer (JL— k CA FERHE)

FAEAE T ANV EX e — R LD, BIOXERT 7 A MIZGEAET 7 A VERFELET,

[F L& BHIZ
CREEBATROARM, (206 N—) OFIEEZETLET,
CREAEBAEREAMTHEEIX, ERLET Y LY NAT— RRREZR 0 £,

FIE

ATY 1 VeriSign Web %1 MZT7 7 A LZET,
ATvFT2  FEHEINTWDFIEICH > TGEHEBAEREZ AN LET,
ATvFT3  TurrTEREREINED, GEHEBELATEROT ¥ LY RRAT— REEELET,
ATV T4 FRENDY 4> RUIGGEHEBAERZAL D T £,
(6= 2) B—— BEGIN CERTIFICATE----- A e END CERTIFICATE----- FTxE (DT
S &G ) QR0 720l 8 A,

ROEXE
FERAEE A EORICEE A L73EEOHIBR, (207 ~<—)

AEBAEERAEKICHER L -AIBAZE DO HIER
FAFAAEE A R DA RICAE R L 72— L — REERAEIIHIR T A LERH Y F1,
X L& BRI
AEFEE A BR % VeriSign 2595, (207 X—2) OFIEEZFEITLET,

FIE

ATy Tl arr74Fal—varE—REHBLET,

> Enable

> <password>

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T

L—v3av
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Cisco Adaptive Security Appliance & Microsoft Access Edge & DRE(Z & (F 5 VeriSign ZERA L-t¥a ) 7T« 3L |
BHE i
B rsEsmEos oK—+

> configure terminal

AT97T2 Rkoa<wr FEAHLT, GEHAEZFRLET,

(config) # show running-config crypto calook for crypto ca certificate chain trustpoint name

ATv T3 koa<wr FEAHLT, iEPEZHIRLET,

(config) # crypto ca certificate chain trustpoint name
(config-cert-chain) # no certificate ca 00b92f60cc889fal’7a4609b85b70S
ROELEDH N NRFIINET,

WARNING: The CA certificate will be disassociated from this trustpoint andwill be removed
if it is not associated with any other trustpoint.Any other certificates issued by this CA

and associated with this trustpoint will also be removed.

ATV T84 FTAMKRA L FNOHIREHRT DA v E—VRERRFENTZD, yes EANLET,

ROEE
PEFERAED A R — bk, (208 ~<—)

HEGEAZED A VR— k

[T L& BHIIC
AFRAEE A ORI LZGEHE ORI, (207 2—) OFIEEETLET,

FIE

ATFvT1 a7 4 FXal—aryET— REEEBELEST,

> Enable
> <password>

> configure terminal

ATv 72 koa<wr FE AN LT, GEHEZE Cisco Adaptive Security Appliance (21 > AR — F L £,

crypto ca authenticate trustpoint name

ATFYT3 KOLITCAFHEEZ AN LET,

————— BEGIN
CERTIFICATE-—---- MITEwDCCBCmgAwWIBAgIQY7GlzcWfeIAdoGNs+XVGezANBgkghkiG9wOBAQU. ... .--——~— END
CERTIFICATE-—--—--
quit
GH  BIOMFIC "quit' 25 HEEE AN LCRT LE
B

[l Cisco Unified Communications Manager ') ') —X 11.0(1) T IM and Presence 4t —E 2D K 4 1 A
JzTL—Y3ay



I Cisco Adaptive Security Appliance & Microsoft Access Edge & D28 (15 VeriSign ZFEA L-t¥a ) T« 3L
B E 3T
L—rimEED SR R v roks I

ATY T4 GIEOEKREMRT DA v E—UNEREINTED, yes EATILET,

ROEE
J— FEFAED N T 2 R A OERE, (209 _2—3)

JL— FEEBHED FS R FRA 2 FOERL

[T L& BHIIC
HFEEEO A AR — K, (208 <—) OFIELXZETLET,

FIE

ATFYT1 a7 4F¥al—TarE— REEBLET,
> Enable

> <password>

> configure terminal

ATvT2 koOavr REANLT, MTFAMRA U MEERLET,

(config) # crypto ca trustpoint verisign root

(config-ca-trustpoint) #

ATFv T3 kO—EOavr REAHLET,

(config-ca-trustpoint)# revocation-check none
(config-ca-trustpoint) # keypair keys for verisign
(config-ca-trustpoint)# enrollment terminal

(config-ca-trustpoint) # exit

JL— FEEBRZE D 1 VAR— bk

[T L& BHIIC
Jb— FEEED T A FARA » FOFERK, (209 <X—) OFRIEEFEITLET,

FiE
ATFYT1 av74Fal—arE— REBEKBLET,

> Enable

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T

L—>3ar IR



Cisco Adaptive Security Appliance & Microsoft Access Edge & DR IZ3 175 VeriSign ZEHA Lf-t¥ ) T3 |
BHE i
B  szeazasgo of—t

> <password>

> configure terminal

ATvF2 koa~vr REAHLT, GEHEE Cisco Adaptive Security Appliance (21 > AR — k L £7,

crypto ca authenticate verisign root

AFvT3 WOEIICCAFHEZ A LET,

————— BEGIN
CERTIFICATE----- MIICmDCCAQECECC0167bggLewTagTia9h3MwDQYJKoZIhveNAQECBOAW. .. .————— END
CERTIFICATE-----
quit
(6=3) BIDATIC “quit” &) HEEZ AN L TRT L&
ﬁ—o

ATyT4  FENFEOEKREZHRT DA v E—URBRENTZD, yes EATLET,

ROE%E
BANEZEAED A R — ], (210 %—)

ERTEAED A ViR— k

IZC®H5HIIC
Jb— FEEFHED A ViR— b, (209 2—) OFIEEZFEITLET,

FIE

ATFvF1 a7 4Xal—var E—RNEfBLET,
> Enable
> <password>
> configure terminal
ATvT2 Wkoa<r RFuEAHLT, iF#HE% Cisco Adaptive Security Appliance (A >R — k L £,
crypto ca import verisignca certificate
ROEEOHNNFERINET,

WARNING: The certificate enrollment is configured with an fgdn that differs from the system
fgdn.If this certificate will be used for VPN authentication this may cause connection

problems.

ATY T3 GFHEOBEOFITEWHRTHIA v —URNERENTED, yes EASNLET,
ATFvTd  KOLIITCAFHEEZ AN LET,

[l Cisco Unified Communications Manager ') ') —X 11.0(1) T IM and Presence 4t —E 2D K 4 1 A
JzTL—Y3ay



I Cisco Adaptive Security Appliance & Microsoft Access Edge & D28 (15 VeriSign ZFEA L-t¥a ) T« 3L
B E 3T
VeriSign ZEBAZE % Microsoft Access Edge [ > R— +3 5% .

————— BEGIN
CERTIFICATE----- MIIFYTCCBEmMgAwIBAGIQXtEPGWzZ0b9gejHejq+HazANBgkghkiGOwOB. .. .-———- END
CERTIFICATE-----
quit
GE) BIDATIZ “quit” & WD BFEZ AN L TR T L&
j‘o

ATv TS5 GIAEOEKREMRT DA v E—UNEREINTED, yes EATILET,

ROEE
VeriSign AFBHE % Microsoft Access Edge |21 A" — F 95, (211 ~<—)

VeriSign SEBAZE % Microsoft Access Edge [ > 7R— b T
%

ZOFNATIE, VeriSign O /L— FFEE & HHFE 3 4 Microsoft @ Access Edge #r— /M2 A VR —
N2 HFEIZOWTHBI L E T,

([ C&H BRI
VeriSign 7> HHEAE S 72 FEHE A Access Edge —/% (C:\ 72 &) [CRFLE T,

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T

L—>3ar IR



Cisco Adaptive Security Appliance & Microsoft Access Edge & DRE(Z & (F 5 VeriSign ZERA L-t¥a ) 7T« 3L |
BHE i

[ | VeriSign SEEAE % Microsoft Access Edge 21 > 7/R— 3 %

ATvT1
ATvT2
ATvT3
ATvTAa
ATvT5
ATv 76
ATvT1
ATvT8
ATv79
ATv 710

ATvIN
ATvT12
ATv713
ATy 714
RATvT15
2T 7T16
ATw T

ATy 718

ATy 719

FIE

Access Edge '—/NT, run 2> K225 mme ZFEITLET,

[7 7 A/ (File) 1>[AF > 71 ZiBN/HIER (Add/Remove Snap-in) ] Z3R L £7,
GEAN (Add) 1227V v 7 LET,

[REPAE (Certificates) 1227 U v 27 LET,

GEA (Add) 1227V v 7 LET,

[ Ea2—% 7H Uk (Computer account) | Z R L E 7,

[~ (Next) 127U v 7 LEF,

[m—A 2 a—4 (Local Computer) | Z iR L FE 7,

(¥ 7T (Finish) 1227V >y 27 LET,

[(AF v 7 A & BIVAEIER (Add/Remove Snap-In) |17 ¢ > RUAZPALZIZIE, [OK]Z 27 U v 27 L
£7,

Ay ary =T, iEHEY ) —Z R L ET,

[E#E X v7=v— RAERAE  (Trusted Root Certificates) | D7 7 T %Pl & 7,

[REAAE (Certificates) 12427V v 7 LET,

[T_XTDOHX A2 (All Tasks) 1> [ A — b (Import) ] IR L E,
FERAED 4 P — RO [k~ (Next) 1227 U 27 LET,

C:\ T4 L7 FVITdHD VeriSign iEAEZ B L £7°,

[FEFAEZ T XCRDO A FTIZEE T 5  (Place all certificates in the following store) | %27 U v 7 L
i ‘j‘o

RERAEA R L LT, SNz — FEEBIBERS (Trusted Root Certification Authorities) ] % 34R
l/ \‘i ‘a—O

FIE 13 ~ 18 Z# VI L TIBAINOD VeriSign siEHEZ A AR — F LET,

[l Cisco Unified Communications Manager ') ') —X 11.0(1) T IM and Presence 4t —E 2D K 4 1 A
JzFL—Yay



- 20.

MEDT/INY JIEHR

* Cisco Adaptive Security Appliance D7 /X Z{E#H, 213 ~_—

* Access Edge 53 X OVOCS Hh— DT R 7 217 ~N—¥

Cisco Adaptive Security Appliance @ T /\v 715k

Cisco Adaptive Security Appliance D 7/\v 45 aA< 2 F

W DFIL, Cisco Adaptive Security Appliance DT /3w 7 a< > RO—ETT,

% 26 : Cisco Security Appliance DT /X5 A< K

=)

FRTHavUFk

=T

Cisco Adaptive Security Appliance
A B —T = A AT ping &k

F5T 572D ICMP /37 v MM
WMEFRLET,

debug icmp trace

NTTNYa—T 4 T REboT
B, FRYS A=V ET A —
TMZTHZ L Em BEID LET,
ICMPT RNy 7 Ayt —U%T 48—
TN T BHIZIE, no debug icmp trace

o< REMHALET,

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T

L—>3ar IR



B Cisco Adaptive Security Appliance D7/3v 45 a< > K

HMEDT Ny JTHER

=)

AT Hav UK

EEC

IM and Presence #— E % /Cisco
Adaptive Security Appliance % 7=
1% Cisco Adaptive Security
Appliance/SM5 N A A [ DFE
HEFEOHGEIZEET 5 A v —
VhERRLET,

debug crypto ca

ZPOa~<wr NlZLogLevel /N7 A—%
ZiBJN LT, Cisco Adaptive Security
Appliance T 7' L~L % X 52581k
TEET, #:

debug crypto ca 3

debug crypto ca messages

ANBLOHARA v E—PDF Ry
T Ay —VORFERLET,

debug crypto ca

transactions

RSB arOF Ry T Ay
t—TOHREFRRLET,

Cisco Adaptive Security Appliance
2L CEE SN SIP A v
=V EFRRLET,

debug sip

(B CHERT B72DI12) v
A= Ny T FITEEL
7,

terminal monitor

VAT LU Ay—=V%kA
R—=T M LET,

(= By 2 AV

NI TN a—=T 4 TR oI
b, VAT LA RT%ET 4 E—T7IZ
THZ LM< BROLET, VA
TART A=V ET 4 E—T IV
129 BIZ1%. no logging on I <> K

2L ET,

VAT A AT Avkb—TU%
Ny 7 7ICEE LET,

logging buffer debug

Telnet =~ > =2 » F7-1% SSH
tova NIRETHVAT A
ol XAob—UERELET,

logging monitor debug

VAT AT Avb—Thk%
595 (syslog) H— %IEE
LET,

logging host
interface name

ip_address

* interface_name 5142, syslog
Y= 2T 7 2 AT % Cisco
Adaptive Security Appliance 1 >
2 —T A AEHRELET,

*ip_address 51402 1%. syslog % —
NOIPT RLAZRELET,

[l Cisco Unified Communications Manager ') ') —X 11.0(1) T IM and Presence 4t —E 2D K 4 1 A
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HMEDT Ny JTHER

Cisco Adaptive Security Appliance D 7/3v 5 a< v K B

=)

AT Hav UK

FEC

A B —T x A AT ping &%

ping

2 7 « w7 75 Cisco Adaptive Security
Appliance Z#2H CTX 5 Z & Z il 7
%7212, Cisco Adaptive Security
Appliance 1 > % —7 = A AT ping &
EETOHERE, R —T =
A ANZH DA A MHT ping X5 T
DEAEDFERIZ SOV TIL,

[ Cisco Security Appliance Command
Line Configuration Guidel ™

[Troubleshooting] ZZM L T 72X

AR

*7-. ADSM T [V—/v (Tools) ]>
[ping] Z1BINL TA FX—T = A AT
ping ZiEFETHIELEHTEET,

GE) /X7 U w7 @ IM and

Presence —tE A IP 7 K L
A~D ping & FATTEEH
Ao 7212, AV H—T =
A ATIL72\ ) Cisco Adaptive
Security Appliance © MAC 7~
R LA ARP T — 7 VT H
AREINET (arp-a) .

Nry hON— R ERFL—AL
*7,

traceroute

[—/v (Tools) ]>[hF L —A/L—k

(Traceroute) ] i/l L C ASDM @
Nry hONV—FEFL—RATHZ
EHLTEET,

Cisco Adaptive Security Appliance
ZI T 28y~ oL &
FL—2AL%ET,

packet-tracer

[¥—/ (Tools) 1>[/"7 v b FL—
4 (Packet Tracer) | Z3&R L T
ASDM D237y b DA & - L—
ATHZEHLTEET,

EENEY D

TLS 7 D5y 7 a<w K, (216 X—)

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T
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HEDTNy TER |

B At o8- RENFA L E—T A ADHADF ¥ TF v

NEA VA —T A RENFA VEZ—T A ADEIDF ¥ TF v

ATv T

ATy T2

ATvT3

ATv74

ATy 75

ATvT6

ATy T17

FIE

Ay 7 4 Xal—varyEB—REBLET,

> Enable
> <password>
> configure terminal

XX TTFTXYITDNT T4 I BEETHT 78X VA MEERLET, RIHFIZRLET,

access-list cap extended permit ip 10.53.0.0 255.255.0.0 10.53.0.0 255.255.0.0

FYTFXYRNEEZ VT LTS, TAMTDHZEEHELET, “clear capture in” 2~ > K& fif
FALTHNEA > H—T 24 ADF v T F ¥ %27 U T L, “clear capture out” 2~ > K& L TH
WA =T 2 A ADF YT F X2 VT LET,

WKDa~r REANILT, NA v E—T 24 ADry heXy7F v LET,

cap in interface inside access-list cap

KDa<wy REAN LT, A v Z—T oA ZAD Ny " oeXxy 7F ¥ LET,

cap out interface outside access-list cap

WDa<wr ReEANLT, TLSEAEDO Xy Yy haedy 7F v LET,

capture capture name type tls-proxy interface interface name

WDa<xr REANLT, Xry hOFy 7 F vy 2RELET,

copy /pcap capture:in tftp://xx.xx.xx.xx copy /pcap capture:out tftp://xx.xx.xx.xx

Woa<r ReEANHLT, HhET 4 AZiIcae—L, ASDM ([#1E (Actions) 1>[7 7 A VE
P (File Management) ]>[~7 7 A /M (File Transfer) 1) &AL CHIG L £,

copy /pcap capture:in diskO:in_1

TLS 78X DT /\vy5g av K

KOFIZ, TLS 7uF v DF Ny 7 a~y Ro—ETT,

£R27:TSTAOXLOFNyS avo kR

B#Y FERT S avTUK
TLS 7 ua X BEOT Xy B LW, debug inspect tls-proxy events
syﬂog Hjj70)¥§iﬁfh debug inspect tls-proxy errors

debug inspect tls-proxy all
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Access Edge &5 & U 0CS H—/ DT /Ny 5 [ |

=) EFRYSaTUL

TLS 7u %y v v a VHITOFRR show log

77T 4 7R TLS 7 a¥%3 kv g |show tls-proxy
DS

HEDTLS 7ua X% v g 2B 7 | show tls-proxy session detail
L EERIE M O R R

(Cisco Adaptive Security Appliance 7% IM
and Presence " —E A LA R A A L b
DOt % I HSL L7258 12 H)

Access Edge 5 & U 0CS H—/\DT/\ v 4

0CS/Access Edge TT/\v T v 3 U Z%BHIRT S

ATv T

ATy T2
ATvT3

ATvT4
ATy 75
ATvT6
ATvT1
ATvT8

FIE

M58 Access Edge —/3C, [A ¥ — |k (Start) |> [ Y —/L (Administrative Tools) ]>[= >
o — & OEM (Computer Management) | i8R L £,

KA DA > T, [Microsoft Office Communications Server 2007] #4727 U v 27 LE7,

[2¥> 7 >—/ (Logging Tool) |>[##l7T /Ny 7 & a3 (New Debug Session) | &R L
e

[m¥ 7 (Logging) 147+ 3T, [SIPAZ 7 (SIPStack) ] ZEIRL E£7,

LAV LT [T (Al ] A58 L £,

[2 7 DOBi4t (Start Logging) 1427 Vv 27 LET,

SET LD, [BeX 7 &L (StopLogging) 127 Vv 7 LET,

(22 77 A N%58T (Analyze Log Files) 1 %27V v 27 LE7,

Cisco Unified Communications Manager ') ') — X 11.0(1) T® IMand Presence Y —E XD KA A V7T
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#EOT Ay IHER |
B AccessEdge ® DNS BE %1259 %

Access Edge @ DNS 2 E #1R:E 3 %
=

ATY 1 SN Access Edge h—/3C, [A ¥ — |k (Start) |>[#&H>Y —/L (Administrative Tools) ]>[=
B o — % O EL (Computer Management) | &3 L £,

ATw 72  JERDA D [Microsoft Office Communications Server 2007] #4727 V v 7 LE£7,
ATvF3 [FuvZ (Block) | ¥ 7&2&IRLET,
ATw 74 IMandPresence ' —EATHEEIND RAL VPRI T Y7 SNRWT EE2ERLET,
AT9 TS5 [T 7 EASE (AccessMethods) ]934 > TIRDA T L a UINBIRENTWD Z & 2R L £,
a) fhd KAAL &7 =T L —y 3 %1T9 (Federate with other domains) ]
b) [TxFL—ray = —ORNEZFFAIT 5 (Allow discovery of federation partners) |

ATwT6  Access Edge 2" DNSSRV L' o — FZAB L TWA Z L &MRELET,

[l Cisco Unified Communications Manager ') ') —X 11.0(1) T IM and Presence 4t —E 2D K 4 1 A
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