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11 HTTPS 200k with SAML Response embedded In POST form

-
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14.Aespones Rstum

ariain

TIIYR=ZADITFTAT v MEI, =R TaufFZ EOREINTZY V—RIZT 7
TALLIELET,
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SAML SSO TlZ, Network Time Protocol (NTP) 73 Unified Communications 7 7'V 77— =z > & 1dP
Moz wy 7 Rz A0 LEd, SAMLIFRFFZREIKIOH 57 m a1 THY | 1dP X SAML
THh—2arBDENTHD I EERRI—ATHW LEJ, IdP & Unified Communications 7 7"V
r—varozay 7 BRI LTHRWEEE. 7 —a U EIZ/A ) . SAML SSO HsElX
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@ [NTP Settings] OHAEZZHL T EE 0,

Domain Name System (DNS) ZfifH3 5L, FA M EFRY NT— $—EREFR Y NU—7
(B NOIPT RLAIZw v B 7 TEET, Fv M7 —7NICEIE S 472 DNS H— N3,
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LERH Y ET,
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T—=E T4 =NV ROT 4 L7 MBSO~y B ZICk o T, FRF I - 2iHIc T Y
VazmJTEET,
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BV ET, £ LARWE, Ciscolabber 7 74 72 MIT L7 4 =—HREA TS TX
7272V ¥¥, CTL h—72 V% H#H 7 5HIZiL, Cisco Unified Communications Manager @ i
EENR ST,

SAML SSO Tl&, =—H%# D Web 77 772 LD, SAML A vt — VI L T b &z
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ERGEEL 9,

N7V w7 CAILL > TEA SN — NG EA RS T 256, X7V v 7 CAIZTTIZY 7
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Platform.]
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(serverxml) #A AR —FLET, T I T, server iL Cisco Unified Communications Manager
J — FOAHETTY,

b) [fRfF (Save) 127 VU v 27 LET,

©) AF v F3aTAVR—= N LEZYT 4T 4 %27V w2 L, TH—va v s> itk
L, 74127 Y& OpenAM DFEEIHESTUID D~ v B Z@iEaBEMm L £7,

GH) UID X, FTEDH—E R Fa A X 1dP TRET 2 L BN H 2 LABMETT,
ZHUE, =R FaoS FHGERE A — Y 2@l 5 75T, UID Bt LB
MFT B, T4 b7 RY Elida—% X T OFEIHEN, ENEELWBIEIZ
~y T T LHMENRH Y T,

d) SAMLSSO #HNCT 2UEDH L, 7T ALZRADZOM®D 7 — Rz LT, AT v 7 3a~3c¢
TR IR L ET,

e) [7x=7 L— 3 (Federation) | % 7 &R L, BIN L7 [[FE D% (Circle of Trust) ] & 27
Uy 7 LET,

f) (=7 47 4 7a,314% (Entity Providers) ]2 > = C, IdP (OpenAm —~3) & Cisco
Unified Communications Manager DT 7 ¢ 7 ¢ %, [ F[GE (Available) ] 7>6 [ A

(Selected) 1 &7 v a i@ L £7,

Z i, IdP ¥—,3 & Cisco Unified Communications Manager ./ — K% [6] U CoT IZ#] Y ¥ CTE T,

OpenAM H—/ T, BRERPEHE L NV DO2—F L —KT 52 —FEBNTLH2LELHY F

9, FO=2—H|L, Cisco Unified Communications Manager C SSO % H &I 5 7= H & T

WE L7z,

a) [7 7 & AH#l## (Access Control) ] >[ kv 7 L~ULgHNL (Top Level Realm) J[H~7 ¥ =7 bk
(Subject) ] Z R L, FHE L~ O2—HF2BMLET,

OpenAM H—/3 & Cisco Unified Communications Manager / — R & 7E L7 5, Cisco Unified CM
Administration DOt — A ¥ —7 = A 2T SAML SSO N IEHIZHC R o7 Z L A MRETE &
T
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SAML-Based $S0 D% |
B sAmLSSo B0

RDEZE
SAML SSO & iE DFRRE, (20 ~—3)
EErEY Y
SAML SSO %7 7 7 4 729 % 72 ® Cisco Unified Communications Manager D% &, (17 ~—
V)

FHOwmOIERK, (153—)

SAML SSO 5% & DR

IZC®HBHII
CIAP MBI — N R EF—H Ty A VA LA =L LE LT,

* Cisco Unified CM Administration O — o % —7 = A4 XA T, [SAML > 7 /L %A A
> DO E (SAML Single Sign-On Configuration) |V 4 > K IZIdP A 2 T—A2 {587 7 A )V
EEFIIAVAR— M LEZERRRINTNET,

FIE

ATw 71  Cisco Unified CM Administration O —+ | > % —7 = 4 AT, [*A7 A (System) ]>[SAML
v A A (SAML Single Sign-On) ] 38R L T [SAML > J )L A o F U DERE
(SAML Single Sign-On Configuration) | 7V ¢ > RUZBIX, [k~ (Next) |27V v 7 LET,
ATy T2  [ARREHEOL—Y4 (Valid Administrator Usernames) | fEIEH 5 & Hl—H 253 L, [SSO
TAMDOFAT... (RunSSO Test...) | R¥ &7 U w7 LET,
GE) T A MO =PI TEHEHRNSLETH Y, [dP — " Tlda—H L LGRS
TWET, [HRh7E8E D2 —W4 (Valid Administrator Usernames) ] fEIRIZIZ, 7 &
NOFITEERTE D=V DU XA IMRFRINET,

T A MBI LA, SAML SSO IZEFICHRESNTWS Z L2 1,

7w T5 L— KD SAML SS0 ~ @ OpenAM SSO0 D H %

=

na

Cisco Unified Communications Manager 11.0(1) {%. SAML > > 7 /L% A 4 (SSO) DA% HEfit
l/ \‘i ‘g—o
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A

7975 L— F%0D SAMLSSO ~D 0penAM $S0 0EHE I}

G¥)

MY

VAapaZiilb—3 gy 77U —3 3 i, Cisco Unified Communications Manager 8.6 ~
10.5 THHED OpenAM SSO VY U =2 —v a2 AR—FLET, =—V=r b 7r—%HL
THAESHT OpenAM SSO 1E, DV VY 2— a U AEBEM A L TV 5 /88— hF—IT&%7>
£95, VU—21051) THEHTEZEF, OpenAMIdP & Cisco Unified Communications Manager
7 AR E L72121X. SAML SSO M DREAFE D OpenAM JEBH Z fFFIH T& £ 9,

G¥)

ATy I

ATvT2
ATvT3

ATvT4
ATy S5

ATvT6

U U —210.0(1) IETIZ, =—P = b 72— SSO L FIPS E— R & HIEMENH O £H A,

OpenAM SSO % SAML SSO IZFFRXET S 121, HHEIHF LW I =T L—rarh—v R LW —
EATH T NEERTHHLENRH D £, SAMLSSO Z1E L @ifEsE25121%, —vAr7n
XA B L IdP IR CAEE O (CoT) ICHFEEL TV ALERDH Y £, FHEL, H— 27 on
A& L 1dP O CREHEEFRZRET H2LENH Y £7°, RO FINEE FIT L T Cisco Unified
Communications Manager ® OpenAM SSO % SAML SSO IZg#E L 7,

Z DA, OpenAM % IdP & L CH| & FxfiH LEJ, 7272 L. OpenAM % SAML [ZFFa%ET %
PVENRHY ET,

(F L& BRI

SAML SSO Z#EfE X 5 I1ZiL, Cisco Unified Communications Manager & OpenAM D7 2 v 7 % }H
BRI SELHERH Y £77,

FIE

B DY —s3T SAML SSO A L £ T,
G¥) SAML SSO Z A N2 7 5 HIEIZ DWW TIL, % Cisco Unified Communications D~ == 7
NESRL TSN,
OpenAM Hr—_"D2—H f v X —T oA R Za /A LET,
[7=F L—3 3 (Federation) | % 7 Z %R L. [EMWEDH (Circle of Trust) ] T [HHl (New) ]
Vw7 LET,
I1dP DIFFHDOHRIZE A DA FTZ A LT CoT Z1FR L 7,
ARA MUIIP Z1ER T A I12i%, 3B A7 (Common Tasks) | ¥ 7 &R L, [FA NMUID 7'm
A ZDYERL (Create hosted Identity Provider) 1 %2 U v 7 LE9,
ZDMDINT A—=ZIUXT 7 4V MEZEH L, [fR1F (Save) 1227V v 27 LET,
GE) 1ERR L7 E 8 OWmIL, SO (Circle of Trust) &7 v a  THERTE £
?—O
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B 7. 77L—F%D SAMLSSO ~( OpenAM SS0 DERFE

ATw 71  [Entity Providers (=27 47 4 7B/34 %) &7 2T [Federation (7 =7 L—3>) | ¥
TEREN L, 1ER L7z [RA MUID v/ 31 % (Hosted Identity Provider) |27 U v 27 LE7,
ATv T8 [[EHETA YT A (Certificate Aliases) | &7 v a v T[T ¥ — 3> a7 (Assertion
Content) | # 7 &R L. [E4 (Signing) | 74— /L FTSAML 7% —3 a3 VBLDTA U T A
ELT<test> & ASILET,
RAT9F9 [7xTF L— =3 (Federation) | ¥ 7 #®IRL, [T T 1 71/ A% (Entity Providers) ]
v/ var T[T 4T 4 DA KR —F (ImportEntity) %27V v 7 LET,
AT w710 Cisco Unified Communications Manager O A % 57 —#% 7 7 A )L (spxml) %7 v 7 ra— KL, [f#TF
(Save) 1227 Vv LET,
GH) ABT—=ERELHLINTWDEE, AZT—=F 77 ANDT v 7 a— FIRBLET,
Z DX D72 %A 1, Cisco Unified Communications Manager @ tomcat alF B # %
openAMKeystore (ZIBMN L £ 97, IROFIEEZFEITLET,

1 tomcat GEF]#E (tomcat.pem) % Cisco Unified Communications Manager OS
Administration ~— /)b XU m— RL, ZOFEHESL OpenAM H— SN DO WNT
NDOGFIZT v 7 —RLET, #l: /temp/tomcat.pem

2 OpenAM TR D~ REFEITLET,
keytool -import -v -aliasaliasname-keystore
/root/openam/openam/keystore. jks -trustcacerts

-filelocation of cucm tomcat cert

3 RATU— K% <changeit> & L TANLET,
4 SEAEEZEETLINE I NERRDIZA TR Ry 7 ARFERINTEH, 1TV
(Yes) 127 U7 LET,
WD Ay E—UNERRINET,
Certificate was added to keystore

[Storing /root/openam/openam/keystore.jks]

5 OpenAM T tomcat # FFELE) L, spxml A X T —H 77 A )VDT v 7 ra— K& iR(T
LET,
6 T T 4T TuNAXDOT v T r—RRIZ[7 74/ (File) | Z#IRLET,
G¥) Cisco Unified Communications Manager CiZ, [7 7 A /v (File) |4 7> a DB D A
BT =B T7ANDT v 7T a—ReHhR—KLTHET,
ATYIN RTvTITAUR— ML T 4T 4 ZBIRLET,
ATwT12 [TH— 3 AP (Assertion Processing) | ¥ 7 &IEINL, 7 ¢ L7 U & OpenAM D% EIZHE
W, UID o~y B REEZBMLET,
G¥) UID BHEZ BT D8, T4 V7 FU Eida— X T OREICHED, TEIE
LWEMIC Yy 7 LET, 72L& 21X, uid=sAMAccountName, uid=mail, ¥ 7=1% uid=uid
EANNTEET,
ATYF13 [7=F L —3 3 (Federation) | % 7 &I L, [[ZHEOEG (Circleof Trust) 1227 U v 27 LE,
AT w714 1dP & Cisco Unified Communications Manager % 7 U CoT [Z/F(ET 5 X 91280 BT HIZIE, [T
T 4T 4 7 rs A% (Entity Providers) ]fEI T, IdP (OpenAM H—,3) & Cisco Unified
Communications Manager D7 7 4 %, [fEHFEE (Available) | &7 > a b [IBINGEH
(Selected) 1 &7 v a cBE#L £,
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T

>

~

%3%

I >k 31—+ SAMLSSO

* =2 F 22— SAML SSO DFIE, 25 ~—

F 2—+ SAML SSO D&% E

T R2—YELT T =T b— 3 FEASSOTEREKE TS, X v, BEFED
VITAT U ABEM AL, BRI 2 A MEHIE L, = R a—VFoRBREm EXESZ N
TEEd, aT7RL—va (RICBT S o)A — I U U —210.0B8L0010.5 TEHA
SNFE L, ZHIZK Y EBEIX, Cisco Unity Connection <2 Cisco Jabber 72 KD x> K =— 7
TAT LV MUFAT, A7 TFANT VT ERET HT ENTEET, CiscoJabber DH AR — b
I3, 2014 FEEND U U — R 10.5 O —FITARKIICIRIE SN 5 FETT,
EEEN—VFITICZOBEEZ BN LIZSA, v AaoadRr—yary 770 r—va
Da—PI, YR—FENTWET T r— g U TIIEEDa2—H4L LR T — R Tr /A v
TELEHE0EST, YRaOT TV r—va 779V TT /B AT H2—HE, BED
=P/ ENRAT = REfoTrIA L TEET, AT 7V THORET SV r—ra i
T LTWba—YE, 2—HFLENRRT—REREETIZ, 77V r—va 7
JEATEET, ZNHDOTNTOMEEIX, BEHEOR Y N —7NTHEMT 50, 721X VPN
BRETTY 7 E8ATHZENTEET,

WA= b SN2 W

e I F1—H SAMLSSO DY R— b | S¥#A1EER
REHGZEYY—R

Cisco Unified Communications 10.5 ZZHEZUV I LTLEE

Manager )

IM and Presence H— E A 10.5 27Uy LTLES
i

Cisco Unity Connection 10.5 ZZHERI7 Uy LTLES
|7
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IY R a1—4SAMLSSO |
B I K 1—4 SAMLSSO D% E

s IV K 1—4 SAMLSSO DY R— b | S¥#1EER
NEHEY)—X

WebEx Meeting Center 75K ZZHEZUw I LTLES
l/\

WebEx Connect and Messenger | 7 5 v | ZZHEZUV I LTLEE
[/\

Cisco WebEx Meetings Server 158L020 TZEIY I LTLIEX
W

PHR—hENDZL R a—F 2547k

55 )1y—= HIER

WebEx 10S TRTOYY—ATRMAA | Z2%27 Y v 7 LTS
AE

WebEx Android TRTOYY—ATRMAA | Z2%27 Y v 7 LTS
AE

WebEx Connect FTRCOYY—ATRAR | 22227V v 7 LTSN
HE

WebEx Messenger FTRCOYY—ATRAR | 22227V v 7 LTSN
AE

Jabber for Windows 10.5 2014 1% I FH FTHE

Jabber 10S 10.5 2014 AE42 4 SFI ) AT RE

Jabber for Android 10.5 2014 AEZHECHI I AT RE

Jabber for Mac 10.5 2014 F5% 22K FH AT RE
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GE) * Cisco Jabber % Cisco WebEx Meeting Server & 31238 A3 5454 Cisco Unified
Communications Manager & WebEx Meeting Server [X[f] U K A A NZAFE L TV D MLER H
nET,

* Mac C Cisco Jabber 2 SSO & & HIZFELIT L TW A A, Jabber — B AT ICEKFE I LD
&, JabberiXZ v ¥ —# HEMICRETEX EHA, MacDT 7 4/ NOEMETIE, =—W
DEENTLHYV A NUAND T v X — 3 SN FEH A, Jabber CRRREDMERBN LI/ DT
WK, 1dP IZBET 5 LERH D £,

*SAML 7H— 3 TiE, WebEx DA —/L 7 RL A ZEDAIVENRHY £, FD7-0H
\Z. SAML AFx—~ 2T 5 0B H Y £77,

*OAuth % A4 ~—OHIRGINZIEL < Y H—7 2121, Unified Communications Manager
T® OAuthTokenExpiry DfE7%, Tomcat TP WebsessionApp expiry DL D HRKEF W &
EHERLET,
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A SAML (f¢ %)

TYH—3 2

TYH—var@hAsT—hrA b6
PRFEAT— R A 6

Assertion Consumer Service (ACS) 2

a bz 6

¢ A=A I
CoT 1,15 Bk 2

certificate 15 SAML 2.0 6

Yy R 7 v/ 15 SAML SSO 2,5,6, 11

AHT—H 15

FIH 15
CUCM 13 U

uid 15

Unified Communications 13

ID 7'r A% (IdP) 1

IdP 2,5, 11 <
ADFS 5 B
OpenAM 5 JI7AT 2

Oracle Access Manager 5
Ping Federate 5

=
L Y= F"—=7 1 5
P—E R g X 1,211
LDAP 2,5 $7 =y PO (SAN) 13
N L
NTP 11 . _
RAA Y X—b A5 5 (DNS) 1
S
1
SAML 1,2,6 ‘
binding 6 Fv hNT—2 24 A 7o kha)t (NTP) N
SAML SSO 1
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