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I, A B LU T AU T4 (AAA) FIL—TF & RADIUS H—/3\[&, Cisco Catalyst 3850 THRESNET .
SRELEEFAIE ISE H—NZUBALIMSNET, T4 VLR 9547V ME dotix AL TRIET5KLIICHRTE
SNFEF,

aaa new-model
aaa authentication dotlx CLIENT AUTH group radius

aaa authorization network CLIENT AUTH group radius
|

ISE #—/\[& RADIUS H—/\, RAYFIEHRYRT—Y TINLAD 1 DELT ISE H—/NETEHESNET,
RADIUS 4 —/\[&, RAYF LICEETIHENHYET,

radius server ise

address ipv4 9.9.9.9 auth-port 1812 acct-port 1813
timeout 60

retransmit 3

key ciscol23
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Cisco Catalyst 3850 #%F &9 5IZI&. ISE EE T. [Administration] = [Network Resources] = [Network
Devices] DIEIZ#ELFET (R 2 £8),

B2 ISEDQTNIRER

et ama

e [ Web Poral Management

xtemal RADIUS Servers  RADIUS Server Sequences  SGAAMAServers  HAC Managers
1 Netwerk 0 3850
Tk Seiew Network Devices M
) :
o Name | 3650-1l
2 Description
i Detoutt Devee
“ TP Address: |8.8.8.8 E]
pode tame [ T]
Sotoareveson ]
* Network Device Group
Location [all Locations O] [.SetTo Default
Device Type [l Device Tynes J Set To Default
M < puthentication Settings:
Enable Authentication Settings
Protocol  RADIUS
* Shared Secret [wevesees Show 1]
Enable keyWrap [ 4
* Key Encryption Key
* Message Authenticator Code Key
Key Input Format */ ASCII | HEXADECIMAL
€ Hep Alarms @ 1706 4, 0@ 0 | £ Notfications (0)

dotix [T, BB LU TAVY LR ISATUMIRLTRAYF T O—NILTEDICTIHERHYET,

dotlx system-auth-control

BEH1—YD 802.1X 5¥%E
EHI—HY®D 802.1X [, R—rZEIZRESNFET . R—FREIIRDEESYTT,

interface GigabitEthernetl/0/13
switchport access vlan 12

switchport mode access
access-session port-control auto
access-session host-mode single-host
dotlx pae authenticator

service-policy type control subscriber DOT1X

F1=. Cisco Catalyst 3850 IZ(. D Cisco 10S ® YIrH17 FS5vhT+—LIZH% Auth Manager 21t
BEMTHEEYaAVT VLT FYbT—F2 7 (SaNet) NEASHTUEY,

SaNet ZEATHEMIE. Ly avORAARICEASNAIEEOMITIKFRFREHF-ELLVHTY L
Mo T, B AAA DOREEICKY . AN DEIEARICL > THEED AR T —H2EMBL. £y avTETTD
BENHYET . ChIE IL—T42Y TARIURPTFATI4—IL JL—IL, QoS HETHEAINS Modular
Policy Framework (MPF) IZEEIL Tz RS — ETLEFERTHIELETERINE T FMIZDOLTIE.
http://www.cisco.com/en/US/docs/ios-xml/ios/san/configuration/xe-3se/3850/san-overview.html T SaNet @
YT IIESRBL TSN ROKRY L —([E SaNet DFITT
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class-map type control subscriber match-all DOT1X NO RESP
match method dotlx
!
policy-map type control subscriber DOT1X
event session-started match-all
1 class always do-until-failure
2 authenticate using dotlx retries 3 retry-time 60
event authentication-success match-all
event authentication-failure match-all
5 class DOT1X NO RESP do-until-failure

1 authentication-restart 60

DAY LR 1—HD 802.1X %E
DAYLR 9547 bDBE. 802.1x [ WLAN O J4Fal—i3y E—RFTHREINTT ., AAA FiEARK(F.
BBISATUMIBTOET,

wlan Predator 1 Predator

security dotlx authentication-list CLIENT AUTH

A—YPHNERBEREANT HEISE —N\TL—HERIL. RBLET FRAIAHINTHEVISE 21— J
W—TFELRTNAR BATIZETVTRYD—ZRB T HHED VLAN AEYHTONET, £/, QoS. 4
VO—RARE7 VX avkA—)L YRR AACL) B E DRI —HHYFET,

954T Uk yiavId&EB%. Cisco Catalyst 3850 Tyiar T HETRIFINET , V547D
BB, DAY L R avkA—)L ¥Rx—Tx (WCM) FAER(IZK>THIHINET,

dot1X ZFERLTERIETHIUR RT—2ay (BRERIETANVLR)EISATURIEVN, ZDIFTATUMNE
AH®D dACL, QoS HEDTRTDRYL—IE, BEFED 3K RAYFDIR—FEFELZY, N—KI9z7RADISATY
P IUTFATAICAVRN=ILENFET . T FBBEIUVTAVY LR ISAT7ULORBTEEMEZERTHHED
—WJ—C‘“?—o

AAYFIHERMEIN-BRE IV TA VLR TS XL ABEHERT BT, ROATUFEFERATEEY,

Switch#sh access-session

Interface MAC Address Method Domain Status Fg Session ID

Gil/0/13 0024 .7eda. 6440 dotlx DATA Auth 0A0101010000109927B3B90C
Cal b065.bdbf.77a3 dotlx DATA Auth 0a01010150£57a300000002e
Cal b065.bdb0.alad dotlx DATA Auth 0a01010150£57ac20000002£
Session count = 3

Key to Session Events Status Flags:

- Applying Policy (multi-line status for details)
- Awaiting Deletion
Final Removal in progress

- Awaiting IIF ID allocation

g o +H = O o
1

- Pushed Session (non-transient state)
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R - Removing User Profile (multi-line status for details)
U - Applying User Profile (multi-line status for details)

X - Unknown Blocker

ROBAIE, T4V LR ISAT UMDY IV DEMEE 2—%FRLET,

Switch#sh access-session mac b065.bdb0.alad details
Interface: CapwapO
IIF-ID: 0xE4S9A0000000008
MAC Address: b065.bdb0.alad
IPv6 Address: Unknown
IPv4 Address: 12.0.0.2
User-Name: userl
Status: Authorized
Domain: DATA
Oper host mode: multi-auth
Oper control dir: Dboth
Session timeout: N/A

<snip...snip>

Server Policies (priority 100)
ACS ACL: =xACSACLx-IP-userl-46a243eb
Method status list:
Method State dotlx Authc Success

RIF, BHA—FORETT,

Switch#sh run int gigl/0/13
Building configuration...

Current configuration : 317 bytes
!
interface GigabitEthernetl/0/13
description dotlX Wired Port in Vlan 30
switchport access vlan 30
switchport mode access
load-interval 30
access-session host-mode single-host
access-session port-control auto
dotlx pae authenticator
spanning-tree portfast
service-policy type control subscriber 802.1x
end
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RIEBRIFAT UM £yiar OFERLGEENTY,

Switch#sh access-session mac 0024.7eda.6440 details

Interface: GigabitEthernetl/0/13
IIF-ID: 0x1092DC000000107
MAC Address: 0024.7eda.6440
IPv6 Address: Unknown
IPv4 Address: 10.3.0.113
User-Name: corpl
Status: Authorized
Domain: DATA
Oper host mode: single-host
Oper control dir: both
Session timeout: N/A
Common Session ID: 0A010101000011334A316CEOQ
Acct Session ID: Unknown
Handle: 0x8B0O0039F
Current Policy: 802.1x

Server Policies:

ACS ACL:

Method status list:
Method
dotlx

xACSACLx-IP-Corp-506£07b4

State
Authc Success

F: COHATIEACL ZIFATURDIUTATAIZAVR—=ILENFTET A, R—FIIEA VA=l ENFE

Ao

Ao 0—RaRE7 /R avka—)L YR+
3MAY)—2 LavhE. ISE LD dACL DEEEZTRLET,

3  [Downloadable ACL] E &

wilnanlne
cisco

Identity Services Engine
¢ Home Opeations v Policy v Administration ¥

|4 Authentication

ISEI1l admin logout Feedback

[&] Authorization

|4l Profiling [ Posture  [cy Client Provisioning [, Security Group Access g%, Policy Elements

Dictionaries  Conditions [ Results

Downioadable ACL Lt > userd

Results ACL
[ L]
== Thome [yt ]
b i e
— Description
» [ Authentication
~ [ Authorization
» £ Authorization Profiles * DACL Content [ permit udp any any eq domain
= [ Downloadable ACLs permit tcp any any eq domain
i permit udp any eq bootps any
G DENY AL TRAFFIC permit udp any any eq bootpc
(@ PERMIT_ALL_TRAFFIC permit udp any eq bootpc any
Sy permit ip any any
@ wsent
» [ Inline Posture Node Profiles
» B3 Profiling
» & Posture
» (5 Client Provisioning
» [ Security Group Access
=3
€ Hep Alarms @ 2055 4 0@ 0 | &4 Notifications (0)
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ISE M ACL #E&EL=5. K 4 [TRT K3, HFRITAT7AIVICELERM IFHIENTEET,

4  FHEFOIrAIL

ol
€ISCO  Identity Services Engine ISE111  ac0min  Logout Feedback

@ Home Operations v Policy v Administration ¥ 9 Task Navigator = €3

[2) Authentication  [#, Authorization |5/ Profiling [ Posture  [cy Client Provisioning [ Security Group Access ™ &, Policy Elements

Dictionaries Conditions. Results |

Profies > userl

LT ion Profile N
( o)
€= . Theme [yl ]

£ Authentication Descrpion [

[ Authonization

~ [ Authorization Profiles * Access Type

@ Biackhole_Wireless_Access
(& Bacist_Access

Qaow 4 DACL Name fwea —  T4] m

Q) Cisco_IP_Phones

@ Demrccess Owan
Qe
@ PermitAccess 2 O Voice Domain Permission
2 usert
- :Vncwnlnadabln ACLs * O web Authentication
) DENY_ALL_TRAFFIC
@ e L TRAFFIC ——
Qusent
* [ Inline Posture Node Profiles
v B3 Profiling - =
== | [asco:cisco-av-pair © | = [Method List=CLIENT AUTH __ @ |

» [ Crient rovisioning
» [0 Security Group Access ¥ Attributes C
Access Type = ACCESS_ACCEPT

DACL = user y
cisco-av-pair = Method-List=CLIENT_AUTH
4
€ Hep Alarms @ 2055 0 0@ 0 | &4 Notifications (0)

#:  &FMTEEEEE method-list A% AAA FICEEL TS84 . @ 4 T. [Method-List] A% [CLIENT_AUTH]
EHHTWS KIS, BHER ISE hORETHIBHENHYET,

ACL OFoO—RIZHUILIZ&R T, V547 UMEIERRBENFET LTIEACL DHE AT,

Switch#sh access-lists

Extended IP access list xACSACLx-IP-userl-46a243eb (per-user)
1 permit udp any any eq domain

permit tcp any any eq domain

permit udp any eq bootps any

permit udp any any eq bootpc

permit udp any eq bootpc any

o U1 x W DN

permit ip any any

71X avka—)L YALDOEEIRET5EEEIE

Cisco Catalyst 3850 BELUMAT I ERAEFAT DL, ACL &, BIER—MNISATULTTIIr—avIZERA
SINTLBDERLKIIT, TA4VLR JFATUMIBERATHIEMNTEET, Cisco Catalyst 3850 Tld. 3K-X X
1vF&YE ACL DAIZZLD=EERAEY (TCAM) BBV B TENTWET , CCTlE RT—FEYTADIED
—EBIZDULVTERBALET .

K112, 7R avkO—)L TURJD(ACE) DR —ZE)T4%5FEDHFT,

£1 Ry—ILEBEES

ACL JY—ZR Cisco Catalyst 3850

IPv4 ACE 3000 T kY
IPv6 ACE 1500 TRY
L4OP/ACL 8 L4OP
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ACE DEFEEIL ACE DT RTDIATEER T SRMKTY  1=7ZL. 1 D ACE [EFRX 1500 FTHER
TEEY . f2ERE R—b ACL(PACL) DF V1R avbA—IL TV OHBEM 1500 £HBAH_LFTEEE
Ao 112U PACL & UIL—% ACL(RACL) D74/+£R avkA—)L TV DEFHIE 3000 FTHIRTEET .

Cisco Catalyst 3850 M QoS

Cisco Catalyst 3850 DX ELFIA®D 1 D, PIEX LAV TIAVLR 5 ybERONEIETT, COER
IR DHEE T, Ry —VEBEICIEFERALTERNS I IDEBERAU TSIV Y—ERXEEH
L.7A4Y¥LR ;FS7499(126NEDH—ERENET 5L TEET, QoS (X BRI —U LTOT T
T—avDGE LR, TAVYLR ST09PIZH BRSNS HEED 1 DTY,

EEH QoS #EEIL. Cisco Catalyst 3850 EDHMICELTA VYL RIZHLEBEAShELIz, ZO—EFCTREH(C
SRBALE T, BELCIT R LE T,
e EY15 QoS CLI(MQC)

o 7UBR RAVM, EIR. EAY—ER £k ID(BSSID). BLUITA 7V MCHERYR— 21T 5.
EB1—F OFEIEEIEAD Approximate Fair-Drop (AFD) 7L X L,

o HRAR—N12HEY 8 Fa—  BIUVTIVLRKR—1DHY 4 Fa—
o TAVLR UFATURDN—RITTIZHEITBMARAR)— HR—k
o HRAR—MIET5 2 BEBEE QoS
o SSID CEDFIHIBEE, 9745 SSID TER LS - HigiEEE
ARBLUIVAVLR ATATELXEAZICEREDENDS . BRELVTAYL R QoS TIHEWNAHYET,

Cisco Catalyst 3850 MA&#& QoS [TDWTIXETHALET , TORIZ. TA4VYL R QoS [TDWVTRIBETHHEAL
ij_o

HH®D QoS

Cisco Catalyst 3850 D{SiEE){E

Cisco Catalyst 3850 ME4EE{E(Z. Cisco Catalyst 3K L) —X AV FDELEDINLERSNTNET, TI4/L
kT, Cisco Catalyst 3850 IZHMRAR—F EDT—F UV EEBLET . HHRAR—MIDOLTIE, IP BEPTLT
LEUR A=yb hAS, /—FRIOVEa—3BEDIURRAUEMSD IP /34 ykD Differentiated Services
Code Point(DSCP) ¥—F U J [FEH B LU RESIET,

REENDI—FXUITER 2ITEEDHFT,

&2 (SEEHE

L3 L3 DSCP/precedence DR #

L2 L2 N/A

2J1¢E AT tE DSCP B&UH—E R #5Z(CoS) DR

L3 B FE DSCP M. 34hb CoS M 0 IZEEESND

MQC DEAIZ&Y., ltrust cos/dscpl1d CLI &, Cisco Catalyst 3850 TRElEEhFELT =, =L, 1V 4—T1M4 R
LA LD trust devicellE5IE{EE Y R—SNET , 1V 2—TIA XD T IAILE E—FI& trusted T, {EFETE
HWT AR ENT-HE D untrusted IZEEINFET, untrusted E—FTIL. DSCP/precedence/CoS
[0 IcYtEvrEnET,

FREFERY, T4V L RIE Cisco Catalyst 3850 TIXEBTELRVNENDERLEINET, T4 VLR 52— vk
DT I+ DIEEREIEIL untrust TY, DFY. /7 yhE SSID R—XDFRYL—HELMEE . 0 [TI—V &
DUEINEY,
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Cisco Catalyst 3850 D RA—+7 v A2 T4F¥aL—230 D CLI EBICRDESYTT,

gos wireless-default-untrust

ZOD CLI X, TIAIWFRED—E (BHMIERSND) THY . REDU—RXTIIEETEEFFA, CNIETA
VLA EIZEETELRNIEFEKRLET,

HIRLRRICEBENENTAVLRATREIZHEZIGE. T IvTE#ERTILENHYET ., T4/ O
E— A7 avid. =TI T DI—F T4 RET D-HIFERATEET,

B9V AN)—L FSTavIEDIT—F T (FTAVY LR 23— ubTHEShE R A, LEAST. YI—F 5%
BETH=OIZIE. FI9VRAMN) —LFRIZT—TIL RYTHBETT,

T—F T ERETET I VT DHIERITRLETS,

table-map dscp2dscp
default copy

AAD Quality of Service DEETE

ANsE

QoS ARV —ZMERT HIHEE . RV T—VEBERF. XTI —IDT VLR LAVIZEET ST TV r—
2aVEERTAILENHYET (AHNARE), TR TUDICHEARETHTIIr—aveaffELT, BEY—
FOTFERIFRIO T TI—F T TIRELNHYET,

MQC [E. QoS BEDAT—FE T LEHMMEFREL. SESFHEL RO RMYFEIL—FHTEEEDHDHH
EFRHELET, ROXREFTIE. &7 TIr—2av iR 7 IR YANEERL, 95X vvF av74F%a
L—i3y E—FCEALET,

ip access-list extended BULK-DATA
remark FTP

permit tcp any any eq ftp

permit tcp any any eq ftp-data

ip access-list extended DEFAULT
remark EXPLICIT CLASS-DEFAULT

permit ip any any

ip access-list extended MULTIMEDIA-CONFERENCING
remark RTP

permit udp any any range 16384 32767
ip access-list extended SCAVENGER
remark KAZAA

permit tcp any any eq 1214

permit udp any any eq 1214

ip access-list extended SIGNALING
remark SCCP

permit tcp any any range 2000 2002
remark SIP

permit tcp any any range 5060 5061
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permit udp any any range 5060 5061
ip access-list extended TRANSACTIONAL-DATA
remark HTTPS

permit tcp any any eq 443

remark ORACLE-SQL*NET

permit tcp any any eq 1521
permit udp any any eq 1521

RIZ.BTTVr—ay Y—ERADISR Ty TZEEML. match XEBAT SR/ EERLET,

class-map match-any BULK-DATA

match access—-group name BULK-DATA
class-map match-any VVLAN-SIGNALING

match ip dscp cs3
class-map match-any MULTIMEDIA-CONFERENCING

match access-group name MULTIMEDIA-CONFERENCING
class-map match-any DEFAULT

match access—-group name DEFAULT
class-map match-any SCAVENGER

match access—-group name SCAVENGER
class-map match-any SIGNALING

match access—-group name SIGNALING
class-map match-any VVLAN-VOIP

match ip dscp ef
class-map match-any TRANSACTIONAL-DATA

match access—-group name TRANSACTIONAL-DATA

ABT—5ELURYL LT

BOSABANABIZTIER LAV THERISNIMELNGEWHEBIEZHIETENEETY , BTG RY S
VUEERTB=OIZIE,. TIER LAY RAYFTDAR NS T1vIDIEREWE DSCP I—F VT XFEETY . T
RTCDEFEFAHTTIr—ay SRISHLUTHERMAER—F057 avUREERTIEE#ELED,

AAR—FUTI21F 2 BYDFENHYET, chisld, Mtable-mapl, l'setlav R TY, =1L, ¥—F (2
DWTIE, EATTREA T av s table-map D& TI .

table-map {3 %&. DSCP ¥ CoS HEDRILFIEELDT—F U HTHATESEDTYTEERTE
FY, TYEV S EEELEIL 10 #ED 0 ~ 99 TY, table-map (24, BARMIZHRFINI=TIEL T DEMED
TIHIEDEEE—RNBYET . COE—FAH ignore [CERESNTSIBE. BIRBAEIVEL T NRESNT
WETNIE. I—F DV ICEBEHYFE R A Tz BEDEEZIE—T 5D FLEBRETHLSITHRETEET,

RIZ. table-map DFEHIERLET .

table-map cos2cos

default copy

policy-map cos-trust-policy

class class-default
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set cos cos table cos2cos

ROFBEEBITE, 7IER LAY RAVFDAAR—MBERDISADKR ) —RETHHEERLET .

policy-map Phone+PC-Policy

class VVLAN-VOIP

police 128000 8000 conform-action transmit exceed-action drop
set dscp ef
class VVLAN-SIGNALING

police 32000 8000 conform-action transmit exceed-action drop
set dscp cs3
class MULTIMEDIA-CONFERENCING

police 5000000 8000 conform-action transmit exceed-action drop
set dscp af4l
class SIGNALING

police 32000 8000 conform-action transmit exceed-action drop
set dscp cs3
class TRANSACTIONAL-DATA

police 10000000 8000 conform-action transmit exceed-action set-dscp-
transmit dscp table markdown

set dscp af2l
class BULK-DATA

police 10000000 8000 conform-action transmit exceed-action set-dscp-
transmit dscp table markdown

set dscp afll

class SCAVENGER

police 10000000 8000 conform-action transmit exceed-action drop
set dscp csl
class DEFAULT

police 10000000 8000 conform-action transmit exceed-action set-dscp-
transmit dscp table markdown

AHR)—0iER

ftha> Cisco Catalyst 75wk I+—L&@#EIZ. Cisco Catalyst 3850 XA wFI&, H—EX RYL—%EATS 2
BEOLUINGHZERBELET ., BRETLICHELT. ROVWTII DA EEFERTHIENTEET,

o R—k R—ZD QoS: YEAR—FELIARY S —F@ATDE. FYET—VEANT BRI, RRRIL—
QoS RYI—IZhST1v o EBHELET,
o VLAN R—Z® QoS:VLAN R—ZXDH—ER RYL—%@EAT L. RIS — IvTE2H/BELAV 3 A
UA—DAREIFRAVFREBEA AT R (SVD [T 2RELHYET,
ROFBEFIE. TOER LAY RAYFDR—k R—RD QoS #EET 5AEERLET .

interface fastethernet0/4
description CONNECTED TO PHONE+PC

service-policy input Phone+PC-Policy

H D QoS

Cisco Catalyst 3850 [Z[&, H#gHR—k 1 DIZDE 8 DDFa1—MHYET . RMYFIF 2P6Q3T E—RTHET
BESIZERETEET, Voice over IP(VolP)Expedited Forwarding(EF) 8&U7A—FxX+v X+ EFTA® Class
Selector 5(CS5) [ FSA4A ) T4 F1—ITEYHTHIEMNTEET . K 5 (L 2P6Q3T E—FIZDWTEHBALET,
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K 5 2P6Q3T E—FK

8UZAETIV

A ST e T

ZRY—ZY

2P6Q3T

Q5 774/ b :F:L—
> | DF (25%)

BELST—4

—— C S 6 Q2(20%) Q2T2

Q212

e CS4 Q1 PQ(20%)

NRA+ T74— 8

class-map VOICEQ

rd EF QO PQ(10%)

IDHEDIIE

match dscp ef

class-map match-any VIDEOQ

match dscp cs4

class-map NETWORK-MGMT
match dscp cs6

class-map CALL-SIG
match dscp cs3

class-map CRITICAL-DATA
match dscp af2l af22 af23

class-map VIDEO-STREAM
match dscp af3l af32 af33

class-map Scavenger-Q

match dscp csl

DSCP AL TrS 74 v0&#AIT 5L RS — R—REDFITBERATEEY,

policy-map 2P6Q3T
class VOICEQ
priority level 1
class VIDEOQ
priority level 2
class NETWORK-MGMT
bandwidth remaining percent 10

class CALL-SIG
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bandwidth remaining percent 10
class CRITICAL-DATA

bandwidth remaining percent 10
class VIDEO-STREAM

bandwidth remaining percent 10
class SCAVENGER

bandwidth remaining percent 1
class class-default

bandwidth remaining percent 25

HAR)—IE, AARY—ERRE, R—bFERIE L3 AU 2—TzA( RISERATEEY,
J4¥L X QoS

DA¥YLR 53—k

TALYLR QOS [ZI&, FYTRM) —LEFIVRN)—LEWNS 2 DORABIHYET . TYTRAMNI—LEE. TH
TR RAVEDBAY, BERAVET—IMNOHEIEEZBRLET . F VAN —LEF BRRVET—IMBA
Y. 7IER RAVMAHBIEERBKRLES . ROKRTIE, =TI 1U8—T(ADBEA(T . T ET I+
A RAUL, ER. SSID. BEUPIFAITURD QoS I—F T IR U T HEEVFa—1U T BEEEERILET.

TAYLR 3—47yhTlE, QoS RYL—FEBLAIICERTEES . CNLDF—FyMIENETL . ROET
BBALEYT

R—F No No No Yes

gy No No No Yes

SSID Yes No Yes Yes
GZA T I Yes No Yes AFD L— kiR

TAVLR: AHD QoS

DAVLR IFGAT UMD ANI—F VT EXUVR) VT
ARABATIE, T4 IF4T o LRLTI—=0EN  RYD VT TEFET . RIT, V517U biEEEN
17TV —2av DEFEEFRIFRITHLTERLSN R —F T EIUVRY LT OHIERLET,

policy-map PER-CLIENT
class VOICE
set dscp ef
police 128k 8000 exceed-action drop
class SIGNALING
set dscp cs3
police 32k 8000 exceed-action drop
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class MULTIMEDIA-CONFERENCING

set dscp af4l

police 5m 8000 exceed-action drop
class TRANSACTIONAL

set dscp af2l
class CLASS-DEFAULT

set dscp default

9547k R —(F SSID AUB—TxAR(UTESR) [CERBRATEFY, F=1F. RUP— 4—/ (SE)
b\%j‘yt/l—c‘:gijo

wlan open 1 Employees

service-policy client input PER-CLIENT

BRASNIZRYS—HRD CLI TERTEFT,

Switch# sh policy-map interface wireless client
Client 000A.CC10.0001
Service-policy input: Standard-Employee
Class-map: Voice (match-all)
Match: access-group name Voice
police:
cir 128000 bps, bc 4000 bytes
conformed 0 bytes; actions:

transmit

QoS Set
dscp ef

Class-map: TRANSACTIONAL-DATA (match-all)
Match: access-group name TRANSACTIONAL-DATA
QoS Set

dscp af2l

Class-map: class-default (match-any)
Match: any
QoS Set

dscp default

AIDRETIL, SSID ETHESNFETAYLR H5ATURZEIZRYS—DREHShET . ZDIHA K. Cisco
Catalyst 3850 &9 547U EICHERET 57RO — RYY—Z2FALET,
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RUS—EMN ISE H—n\hsFora—FEnfziEE. B 6 12573 &5I1Z. ip:sub-qos-policy-in=Standard-
Employee @ AV R7 TH—/N\ERTEFTILENHYET,

6 I SOIrAI

3 - VNC Viewer

) ISE - PolicyElements Permissions - me-westise-1 - Mozilla Firefox
Fle Edt Yiew Higtory Bookmarks Jools Help

e = C X tar (TS tosiime-vestise-1 fadminf #pageld=com cisco_xmp_web_page_pokcy_polcyslements_permissions 77 <) [48- £
jﬂfwxm—m_.l + |

I m
€ISCO  Identity Services Engine me-westise-1 admin Logout Feedback

A Home Operations v Policy v  Administration v

——
|5, Authentication  [e) authorization [, Profiing [@) Postwe o) Clent Provisioning |5, Security Group Access ), Polcy Elements

Dictionaries Conditiors Results

1 Authorization Profikes » New Authorization Profile
Results

Authorization Profile

{ )

L it Descrption | single Policy For Wired Wireless

~ [ Authorization

" (@ o s * acces Type

G2 Blackist_access
@ Cisco_IP_Phones ¥ Commoan Tasks
@ Corporate_approved .
(@ Denyaccess [ MaCSec Poicy
@ Employee_Owned Elreat

(@ Partrer_access

@ permitaccess [ web authentication (Local Web Auth)

@ wired_cwa [ Arespace ACL Name
2 Wireless_Cwa s o
» [ Downloadable ACLs 3 REAVEN
* [ Inline Posture Node Profiles ® Ouseths profile for android devices so that the Wifi Assistant can be downloaded >
» L Arofiling
» (2 Posture v "
» (5 Cllent Provisioning '
» [ Securty Group Access [Ciscotcisco-av-par © | = [ros-poicyin=Standard-Empioyes® |
. [Ciscocisco-av-par | = [s-poicy-out=Standard-Employee®

v Attributes Details
Access Type = ACCESS_ACCEPT

cisco-av-par = ip:sub-qos-policy-in=Standard-Employee
Cisco-av-pair = ip:sub-qos-policy-out=Standard-Employee

=
€ Heb Alams @2 4 4@ 1 | £ Notifications (0)
Transferring data from me-westise-1... a

FAMNARR—rDHEL, ACRYS—NBRENET, RUS—E IF4T7 TR —MIER T 240
ENHYFET . BE. QoS RUL—ZHRIIFAT NIRRT S EEITELEE A

. ABR—LOBERIZOVTIE., HEEIL AV THEAFHTT,

WLAN/SSID DA AR —

RUS—DFERIE CLI OF RS WLAN LR TITHNET I, RUS—EERIZIE, P RXT LD <access
point, radio> R7DFNFNIZHDTRTD SSID DAV REZVRIZEREINET , ShIXRERRIIZ BSSID &I
IENFET, SSID [F. CORFa1 AT BSSID LEIZEMICHERASINET, SSID LANLTRYDUTELUYT—F
D TEET =L, SSID LANLTIE, ¥/—F 5 (% table-map 2 ALI-IGEEDHEITAIRETT . ROHFIT
£, aE—DT I+ 7H2 3 %S table-map DADERINET , NIZKY. IP /4 ybD A S DSCP A
BFREINET,
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table-map dscp2dscp
default copy

Policy-map TRUST
Table Map dscp2dscp
default copy

QoS R —I&, WLAN FRE T CEASNFET . SSID KIS —[FRDFIDISISEASNES , EDRER. AR
ERFRIC. TAVLRADODAANS T RDMrusted IBMEANRELFTT .

wlan open 1 Employees

service-policy input TRUST

JALYLR:HHD QoS
ZhlZE Cisco Catalyst 3850 T FATE=5 QoS HEEICDWTHAALET , H O (B9 XM —L) TlE, 791X
RAUL, R, SSID. BLUIFATURTEIZ QoS HEENFELET,

TR RAVRER—MBEF 2RI —

ZDIY=aTITIE, TOER RAVMIEGESNAR—RE, 74V LR R—rEFUET, 7R RAVED 4
DODF1—IZADLET, T4VYLR R—KZ 4 DDF1—AHYFET, F1—#EEIL 2P2Q3T. ThHhb 2 2D
SAF) T4 F21—£2 D0 SRR F2—h"HY. ZNEFNIZI DDOLEVMENHYET , 2P2Q3T HETHRIL
BX1—AVTEEER 7 ITRLET,

7 Fa—AVTOFT)T—23ar 574990 2P2Q3T Fa—AH

AFD @ 2P2Q

Q3 Mcast-NRT
(7%)

8UVZAETIV

Cla
AUES9T4T7 ETH

Q2 Ucast-NRT

T e —>
ARY—Z2Y T4 AF3 T (63%)
AF2
el —k
= —
Ry FO— .
—

iy

QORT1
PQ(10%)

WA TT7#—hE DF

Scavenger CS1

IE

R—EMTAVYLR R—hELTERESNDE UTIL 24 L 1(RT1) RT2, 2=FvXREYTIL 4L (NRT),
BEUTILF XX RALEITAT UL NRT, £V 4 DDF21—HR—k LRIV THERSIET,

TINFEYRAMNEISATUME RILF XY RMERIETA—F X v X DFEE IP PRLRERDNS T4 v (2548
ShET,

RiFZ4DDF21—DTIAHILEDEMETT,
QO(RT1): HlfEcS T 199

Q1(RT2): %L
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Q2(NRT): WILFF+ R NRT BLUHIEHNS Ty U DT RT
Q3(YWILFX X R NRT): TILFFXRARBSKUVIEISATUL NSTa0H

TIHILED QoS KU —IE IV AN —LHA ARDTAVYLR R—K@EHINET, R—k LALT
1. ZYFTAM) —L (AR ABDOR) S —FHR—,ShTOEE A R—MIBET RIS —FTIER KAk
ICH A& 3 CAPWAP A7 ILiE/ Ay cBRINET,

FIAEDTAVYLR R—k RYS—[ZlF, R—bk Sz—/S—EFRY—REERET B —I1F, 12—
PNEFTEHILIETEFERA, 2. WCM [T THIEIINE T, CORKRYS—IZIE R—F z—I—AHYFE
FToh—bk Px—/—[ET7 IR RAVEDEBRL—LDEFTT, TAVLR R—rDOFR)I—IE, A—FHE%
EAHETT,

RIF, TIHIIDFR)S—DEREITDOVTHRALET
policy-map port child policy

class non-client-nrt-class

bandwidth remaining ratio 10

RIF, EEBLETAVYLR R—k RYS—%RLET,

Switch#sh policy-map in gigl/0/3
GigabitEthernetl1/0/3

Service-policy output: defportangn

Class-map: class-default (match-any)
Match: any

Queueing

(total drops) 0

(bytes output) 17633136

shape (average) cir 600000000, bc 2400000, be 2400000
target shape rate 600000000

Service-policy : port child policy
Class-map: non-client-nrt-class (match-any)
Match: non-client-nrt
Queueing
(total drops) O
(bytes output) 17633136

bandwidth remaining ratio 10

Class—map: class-default (match-any)

Match: any

(total drops) O
(bytes output) 0
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Iport_child_policyll&. SSID LRI TEEZT7TIr—2av DS 749 9EF1—A0 5 FTBHK3(22—FNE
BTCEET, COMSTavPIER—b LAV TEUBX 112X 21— T SNET, RIE. Iport_child_policy 1D
HREHITT,

Switch#sh run policy-map port child policy
Building configuration...
Current configuration : 227 bytes
!
class non-client-nrt-class
bandwidth remaining ratio 10
class voice
priority level 1
police 20000
class video
priority level 2
police 20000
class class-default

bandwidth remaining ratio 25

lclass voice & & U T class videol R 25 AMMpolice 20000 | R TF—k AU A&, IR—FOF7HHER R4k LA
LDEIZADIIINFHvRL 57109 0FEMLET, [voicelE &UTvideol VTR vy HRALTHEIND
A=F v R FSTav RIS TENFEE AL

WRICEHT DR —

FERLARILOR)S—[F, A—HNRETEIIEETEF A CNIFERISEESNDITRTONS T197%E 4
B9 EL—k YIVETY, BEFK. PIER RAVRTEIZ 2 DDEHEDANFR—FEN TSRO, 7IER R
AR EIZ 2 HDOL—F USvEDHF Y R—bShFET, Cisco Catalyst 3850 (&, BIROZAL—+EEET D
EIT IR RAVRER—Y2 T LET, Vx—/ 38—l BROF—/IN—HTRHYTa % HIRT 51-HIZE
BINFET . RAL—FORBIZEDNT, L—k UIVAIE 246G B&KU 5G /AURIZHLTENRE N 200 Ff=(E
400 Mbps [ZHIRTZFE T,

RIZEBLARILOR)—FRLET
Switch#sh policy-map interface wireless radio
Radio dotllb iifid: 0x104F10000000011.0xC9CA4000000004
Service-policy output: def-11lgn
Class—-map: class-default (match-any)

Match: any
shape (average) cir 200000000, bc 800000, be 800000
target shape rate 200000000

Radio dotlla iifid: 0x104F10000000011.0xCF8F4000000005

Service-policy output: def-1lan

Class-map: class-default (match-any)
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Match: any
shape (average) cir 400000000, bc 1600000, be 1600000
target shape rate 400000000

ERORID = z—EVTERLTVETH, L—rOBEOHRITITOEE A BRI, TNITERLA
LDOL—k Y93 TY,

Service Set ID [Zf§9 3RS —
SSID LARJLEFIE BSSID LRILDKRYS —[E, PTYTRAM)—LELTH VAN ) —LOTE AR TL—F MR E T
BETY, SSID LRJILDARY S —I&, WLAN T2 T74FaL—>ay E—FTHERASNET,

BOURMN)—LARTIE, REINDIRYS—IZ BISADTIHIMNADT—T I IvT R—ZADIY—F27
IC&kBERBE X1 —a2T KRJD—TF,SSID ODTF—TIL RYTHAEKRBZEDHE. 1\ ybITRTO IZTHEY—
FUTENET, AT YbER—F LRI T NRT Fa—moEEShFET, IhiF. T—TIL vy THLRNGAIZ,
WLAN AEETELEVLDEREINDHTY,

BEIETA FS7499MNIBL A FEINIBENHDEE . R—NT7HUER RAVLE SSID OFHDFR)S—
TV E ISR Ty T LBU LGB CRET IVLENHYET . BFR/IETATERANT H-HDFR)—H UG
NHODEI—F Y (R—MNT7 IR RL4URO SSID)IZHFELEWMMES. T4VYLR Rk —VLETEEHLUE
T4 bSO DBEIEBEDITONER A

RIZ, LESLUVSRED 2 2D SSID DFIERLET . BE/ETA ST DX ETIBRfFITSNETMN. 4
AR ST OETIHIVREL TR EESN, @Y Fa— VT REBEINFET,

Policy-map enterprise-ssid-child
Class wvoice
Priority level 1
Police 20000
Class wvideo
Priority level 2
Police 20000
Policy-map enterprise-ssid
Class class-default
bandwidth remaining percent 70
set wlan-user-priority dscp dscp2upl
set dscp dscp dscp2dscpl

service-policy enterprise-ssid-child

Policy-map guest-ssid
Class class-default

Shape average percent 20

% SSID MHYFR TYTDBEFELETATIE, RUHY—I(E BSSID DL TAZHrRE bST090%EFIH
[ZERHLFET . VIR TIHUMNE BEALBWNGEEISENORFERAFTEHIBELZFIATESRE SSID ~D&R/NF
HIERIY S TERE I HISITRESNFT .

=L . RE® SSID MHZADTIA4ILE L, w0 F| = OiREEI R, R TREATEIED 20% (<
r—EUSEhET,

954F7k

54Tk RS —IE PYTAR—LEZTHU RN ) — LAOE AR THERATEES, 75470 RYS—1Fa—
HMNRETE, WLAN Qa0 T4F¥2L—3y E—FTEATEET, WLAN OV JsFaL—3y E—FTER
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THETRTDISA4T7 UL SSID DELKRYL—ZZFBMYFT A RUL—@RFY//070— KU
JHEFERALT, Aa—YEaTThLhET,

94T LRIWDRID—F, AAA —I\hoBREINET, R —ERSYFIZH L TA—AHIL TEESN.,
RS —DBENEISAT UM AAA H—/ MBS0 0—REhET , A ovO—RaJREgRS—%E A
LT ZRMEEIN=RIL—FISATURNERIZISATUR FIL—TIZR L TERATY,

D934Tk RID—DOSAToMBEER o f&, V54T RUL—EIF14T7UbD MAC TRLREE
RALT&ETEEY,

RIE A EF IR —L)ARISGERAENSISATrORY S — 9 TDHATT,

Switch#sh policy-map interface wireless client mac b065.bdbf.77a3

Client B065.BDBF.77A3 iifid:
0x1047D4000000011.0xD7E4C000000076.0xDD94000000028D.0xFCEBC000000373

Service-policy output: egress-client

Class-map: class-default (match-any)
Match: any
police:
cir 500000 bps, bc 15625 bytes
conformed 404432 bytes; actions:
transmit
exceeded 0 bytes; actions:
drop
conformed 0000 bps, exceed 0000 bps

Flexible NetFlow

Flexible NetFlow (FnF) &, T—2MDIREELBIFEZEFTS Cisco 10S VI IT7DEELEHTHY. ChizL>T
PYRT—IHDTRTDII—FEIERAIFETLANPERTNARADY—RELTHERTESLSICHYE
T FnF [CkoT, FERICEDHMNCERLGS TV IAEB KUNALARLIZERNSINIZ ST I DURED T
BEICIRYET  FnF [Z UTLBLLDRYRT— EZA)UT X2 UTa AUV TURDBRE. BLURYE
T—5 FS5T4vIDTO—D S EMEEEIRELET,

Cisco Catalyst 3850 NetFlow 7—XT9F ¥ (FRHLUTI VYL R)

NetFlow Cisco Catalyst 3850 (D#HIE

Cisco Catalyst 3850 [&. 51> L—FrTRAYFDER—FDADERITAD FnF #HHR—KLET R YF
DRUVEBDORT—SEYT41E. &K 24,000 DF vy 27A—TT A, UADP ASIC &M AL 8,000, HH
I% 16,000 TY, Cisco Catalyst 3850 [, IPv4, IPv6, LAY 2 7O0—EKUH 2T IL NetFlow O NetFlow 73—
23y 9 EFHR—LLET, TCP 755 (%, 7O0—IEFHD—MWELL TT IV RR—FENFET, Cisco Catalyst 3850 R
AYFHHEIZREVIEINTWBREE . BLDOREYY AN\ ILIRIZBEOTIO—5THRKR—FFT,
Cisco Catalyst 3850 &, 7A— E=4Z&IC 8 AN EASHILVAZRERICERLT. &KX 16 OT7A— £=42
EHR—FLFET . 7oA 70— RYS T ETAVLR 9FAT UM TOHYR—PEINFET,

Cisco Catalyst 3850 @ FnF #&E1L, IP XR—R N—JaV UHEIN/N—230 THEI T, Cisco Catalyst 3850 M
48 IR—k XA YFIZIE, RAyFZTEIZ 2 DD UADP ASIC A% Y. Cisco Catalyst 3850 M 24 FR—k XA vFIZ
I& 1 DM UADP ASIC B®HYET,
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Cisco Catalyst 3850 XA yFI"% 9% NetFlow DEX5E
FnF #/IZlE, 7A— La—F, 78— IHRR—4, ELUVTA— E=HELS 3 DDAV KR—RUEBHYET,

70— La—Fk

NetFlow 70— La—RI&, T34 T4—ILREFTFAT) T4—)LETHERSNET T34 T14—ILFIE,
JA—% L BETAEOICHERAINSG /N TYs AT —DT4— LR TT , BMEREZA— La—FIZEM
TEET, COBERIE. FTS47) T4—ILRIZEENFET RITRT match AIURIETS4A47) T4—ILREE
£THEOITHERAINETH. collect AXURIZIETSATY T4—ILEEEERETH=HITERINET,

70— La—FOHRE(AN)

flow record v4

match ipv4 tos

match ipv4 protocol

match ipv4 source address

match ipv4 destination address
match transport source-port
match transport destination-port
match interface input

collect interface output

collect transport tcp flags
collect counter bytes long
collect counter packets long
collect timestamp absolute first
collect timestamp absolute last

collect counter bytes layer2 long

= Imatch interface output|[FA ATO— EZZIRETEE R A, HNMUA—TA ADBEHERMET S
=12, AA7A— La—Kdlcollect interface output A< REFRALET,

B#% (. match interface input] X 70— La—FTHR—rEIhiVE=8 ., RIZFRI Tcollect interface
inputlZEALET

70— La—FOBE (HAH)

flow record véout

match ipv4 protocol

match ipv4 tos

match ipv4 source address

match ipv4 destination address
match transport source-port
match transport destination-port
match interface output

collect interface input

collect transport tcp flags
collect counter bytes long
collect counter packets long
collect timestamp absolute first
collect timestamp absolute last

collect counter bytes layer2 long
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IHRAR—RALHHER

NetFlow T—RIZ7 IR BICIE 2 FBEDELAENHYET, U&DIE CLI T show ATV REFERAT HAE.
TSV EDERMYFIZE > TEHMITEESNDTYRAR—IEH NetFlow EHREZET L7 T U r—ar%E
B3 5AETT,

flow exporter Collector
destination 10.1.1.28
dscp 48

transport udp 2055
template data timeout 30

option exporter-stats timeout 30

flow exporter AV KRIE, TVRKR—E/ALVADIESE IP TRLRAZIBELET . DSCP [, THYRKR—EE KXY
Collector [TEESNDT—HYTLD DSCP {EEIEELFET . ROIATURIE THRKR—F/aLYE 7TI)r—
2AVDRAYFMoD NetFlow TORR—k I\ ybhE) RT3 L4 R—rEEELET, ToTL—k aT ORI,
BESNZHEBICRAyFA Netflow ToTL—rETHVRR—F/ALYENEETEDLSIZLET, Cisco
Catalyst 3850 I&, 70— E=4ZLIZ 8 D THYRR—F/aL Y AEREBFIZHHR—LLET,

JA— ¥=4

70— EZR(FAUB—TARIZERASNSD FnF AV R—RUMTY, 70— EZARE, La—K, Fyyia /83
A—ABXVIHRKR—F/AL I TEREINET, 78— E=Z2DFvydald,. 70— EZANRIIDA 22—
TIARIZERESNDEBEMICERINET,

70— E=AIE, ROBEHRDOF=-HDIATFTY,
e 7JO— La—FK
o JO— Fyyla NTA—H
o IHRR—AALYZER

flow monitor v4
exporter Collector
exporter Collector 1
cache timeout active 60
cache timeout inactive 20

record v4

HYR—bENZR—F BATADT7O0— E=4DEH
HHER—+

interface GigabitEthernetl/0/1
description Interface for WIRED CLIENT in CONVERGED VLAN
switchport access vlan 10
switchport mode access
ip flow monitor v4 input
ip flow monitor v4out output
load-interval 30

no shutdown
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74 LR WLAN R—F

wlan SSID 1 SSID
client vlan 12
ip flow monitor v4 input
ip flow monitor v4out output

no shutdown
|

VLAN /128—2Jz4R

Vlan configuration 500
ip flow monitor v4 input

ip flow monitor vé4out output
|

IHRR—EDEBHRYNI—OEETOrILDHRE

snmp-server community public RO

snmp-server community private RO

BRI —2EEITORIIL(SNMP) 2R ET HIET, SHAERALIEIN AL YF ED NetFlow BIED R EEH
HEOTIO—FINETERLSIZHYFET,

Flexible NetFlow /1

Flexible NetFlow 70— EZADNXT—ARL#MEHIEHRERTT DHIZIE. $54#E EXEC E—F Tl Show Flow
monitor |IAY U REFERALET .

Switch# show flow monitor

Flow Monitor v4:

Description: User defined
Flow Record: v4
Flow Exporter: Collector
Cache:
Type: normal (Platform cache)
Status: allocated
Size: Unknown
Inactive Timeout: 15 secs
Active Timeout: 60 secs
Update Timeout: 1800 secs

A3 =124 XD Flexible NetFlow FRERT—RRERTTBHIZIL., $#E EXEC E—F Tl Show Flow
Interface ]I FEFERALET,

Switch# show flow interface

Interface GigabitEthernet2/0/26

FNF: monitor: v
direction: Input
traffic(ip): on

FNF: monitor: vdout
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direction: Output

traffic(ip): on

70— EZADFyryiannEioo—#itERERTI HIZIE. IShow flow monitor cache format table 3=

UREERALET,
Switch# Show flow monitor v4 cache format table
Cache type: Normal (Platform cache)
Cache size: Unknown
Current entries: 2
Flows added: 26492
Flows aged: 26490
- Active timeout ( 1800 secs) 4
- Inactive timeout ( 15 secs) 26486

IPV4-SRC-ADDR DST-ADDR SRC-PORT DST-PORT INTF-INPUT intf-output bytes-long
pkts-long time-abs-first time-abs-last

10.1.22.102 10.1.1.22 52226 5060 Gil/0/4 LIINO 1038 3 19:52:12.755
19:52:12.755
10.1.22.101 10.1.1.22 51524 5060 Gil/0/3 LIINO 1038 3 19:52:10.755

19:52:10.755

70— EZ20F vyl anb b N SEEDENTIO—FHEERERTT SICE. ROIXREFERALET,

Switch# show flow monitor v4 cache aggregate ipv4 destination add sort
counter bytes long top 4

Processed 4 flow
Aggregated to 4 flow
Showing the top 4 flow

IPV4 DST ADDR flows bytes long pkts long
10.1.1.22 1 1038 3
10.1.1.92 2 1038 3
10.1.1.82 4 1038 3
10.1.1.52 9 1038 3

70— EZADFvyiamb i N FEXTT7FLADOEHNTO—REHERERTI ST ROITFEER
Lij—o

Switch# sh flow monitor v4 cache aggregate ipv4 source address sort highest
ipv4 source address top 2

Processed 2 flows
Aggregated to 2 flows
Showing the top 2 flows

IPV4 SRC ADDR flows bytes long pkts long
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10.1.22.102 1 1038 3
10.1.22.101 1 1038 3

IPv6 Flexible NetFlow 70— E=ADRXAT—RRALIFEHERERTT HIZIE. $5#E EXEC E—RTIShow Flow
monitor |IA< U REFERALET .

Switch# show flow moni v6 ml cache format table

Cache type: Normal (Platform cache)

Cache size: Unknown

Current entries: 12

Flows added: 30

Flows aged: 18

- Inactive timeout ( 15 secs) 18

IPV6 SRC ADDR IPV6 DST ADDR TRNS SRC PORT TRNS DST PROT bytes long
pkts long
2322::2 FF02::1:FF00:1 0 34560 58 72 1
2322::2 2201::2 1024 1026 17 9166290 43649
2322::2 2201::2 1024 1027 17 9166290 43649
2322::2 2201::2 1024 1024 17 9166500 43650

JO0— E=AQ X vy amb L N IPvE SR 7RL ADEHIO—#HEHRER TS BIZE. ROATUREE
RALEY,

Switch# show flow monitor v6 ml cache aggregate ipv6 destination address
sort counter bytes long top 2

Processed 10 flows
Aggregated to 2 flows
Showing the top 2 flows

IPV6 DESTINATION ADDRESS: 2322::2

counter flows: 5
counter bytes long: 3278889600
counter packets long: 15613760

IPV6 DESTINATION ADDRESS: 2201::2

counter flows: 5
counter bytes long: 3221137920
counter packets long: 15338752

TJO0— EZAQFXvyiahib b N FEXTTFLAOENTIA—HEHERERTT HICE. ROATUREFER
Lij—o

Switch# show flow monitor v6 ml cache aggregate ipv6 source address sort
highest ipv6 source address top 2

Showing the top 2 flows
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IPV6 SOURCE ADDRESS: 2322::2
counter flows: 5
counter bytes long: 3919704180

counter packets long: 18665258

IPV6 SOURCE ADDRESS: 2201::2
counter flows: 5
counter bytes long: 3913954800

counter packets long: 18637880

TINFXrALOWME (EXDTILFXrAPBSLUHETILFF XL
HICBEOCEE T4, V59K TH/00—DBBICLY ., SEHIEONEMMN DL TS IVMIERANRB LS
BERVET, F- 1 /2 FHEEREBER—ROT TV —LavCBET AT —ADAEEEZTH. 20
CLIFFEEICEETY ., YLFXvRME DEHAAIUT PBFHTH—DRN) —LEEH T 2EH DAL
Y, COEILEBEZMEETET I —Lav DEROEREXIELET .

SHORYNT—=ITIE, BERISATUOLDOLT)r—avlE, 29T —9 RAYFTRITSNET, T4 VLR
TYLFIVYRAMDBMET DHEIE 2 BYBYET . ISATURDERLTLD T IR RAUKIaVrE—5H
LIV —hFBHERE. TRTOTIER RAVENSMLTWSTILFXYRE JIIL—TF FRLR[ZavkO—5
M1 DD IrEL TS —RL, YILFFR YRR ERYNT—D AV TSRS IFA~ADL TV r—a0%4 7
A—RF3AHETT . LI=AST, TILFFr R AN —LOHEEN 1 #HY. B AIZESB. LS55 AE714vL
AREBYET,

Cisco Catalyst 3850 BELXUVER/TAVYLR A=V X TlE, FYRT—2121E 1 BOHFDIILFEFRE
AR)—LHHYET , Cisco Catalyst 3850 [&, HIEB LUV T/ VLR Y54 T UMIZORN)—LEBHLET,
NIZEDTRI—DY—ADSEEEINBZRN)—LOEMNFDL ., FEHIBOEH . AN/ T+—I 2 XDM L
IZRIBET,

BRINLFHRYRALEEIEEEED Cisco Catalyst 3K 21J—X RAYFLREILTT , HRRYET—ID IP T )LF
F X ARDEEREIZDLTIE, [IP Multicast Configuration Guide]Z2& LTS,

IP TILFF¥ARF IL—T12 T DREDHIR
RIE,IP RILFFEXRS L—TAV T DREDFFEETT,

o IPTILFHFYRN IL—T42T &, LAN R—R T4—F ¥ b BELTLDR MY F TlEHR—rENE
A,

o TILFFXvAb Flexlink [FRAYFTHR—FShTLEH A,
e LAY 3IPV6 RILFFvARL IL—TFTAVTERAYFTHR—FSNTOEE AL

Cisco Catalyst 3850 D7/ VL X IP 2ILFFv X DEE

TAYLR TILFFrXH Cisco Catalyst 3850 TENMET HE—FIL 2 BEHYVET . EAE—FTIE. RIYF
[Z701R RAVMIHEDISAT U MNFEET B R—MZFIZE L D/ b EEELET , COE—FTIE, /<
TYrDEEIEHEDT IR RA b EFEEET B/ VM CAPWAP W7 E)LENBMENSRIICETINE
Fo SNIZKY ETIER RAVIADZ TR BRROIOVIEEBT 5128 A1y FOEFERISMLL
FT L BRI IMNIISAT UMD ZLEDT I ERRA D H TEESN B0 . A1 VF D
EASEMICERINDLSITHYET,

TILFEXRAF TILFFEVXRAF E—FTEH RMVFEFNICERBINTVDITRTOTIER RAUME, Uk
D—IRADMDBFRIZERASN TGN 1 DO—BEDOTILFFrAL JIL—FIZIMALET, Fro/8R Ryk
J—OMNSDATDEETAMN) —LIEF—EHEIN  COTILFEYRF TIL—F(RAYFETRTOT IR
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RAVEDREIZ RSN S) DFEETFLRAT CAPWAP RIZhTILIEShET, COE—FTIL EHIZT )L—
FIZRLT 1 EEFFTHAET, Thbb, CAPWAP h7tILIEDBEREERY 1 EEITTY, 2O/ My E, 65
SNTWBTRTOTIER RAUMIEESNET, ZOE—FTIL, UADP ASIC 2k THUIVEZ SN/ 4y
ML, RAYFHEBOIRMNIZF SN TONET , AAYFEEIZ, EBAUEI—TI(AD IP TRLREY—
RELTHEAL. CN5D CAPWAP AT EIETILFX v AL 7 yhEEELET, 7O ER RAURISER
CAPWAP ANy&—DhTt)LILEERL. §RTOD BSSID BLVERLIZEVLT. RHEVLWT—F2 L—FTITD
TILFFvRE Iy ETO—RF v XML TEELET,

ETHRN)—L E—Fi&, LEEO#EESSITHRLIZEDTY . RBEWLT—F L—,TIO—FF¥RMELT
TILF XY RMERETEIRDYIZ. 7O9ER RAVMIRKBEOT—42 L—FT. REDISATUMEFIZAZ
FYRBLIVEETELTOTILFHFYRE T IREEBRLET COBEEIET VX R4V LRV TETS
h30 T, BWE®D Cisco Unified Wireless Network TENMET BI5E EFE>1=KRLAETEMELET .

RDATURIZEDT, Cisco Catalyst 3850 RAYFNITA VLR TILFFvRAEBEMELLET,

Switch#conf t

Switch (config)#ip multicast-routing
Switch (config) #fwireless multicast

Switch (config) #fwireless broadcast
Switch(config) #Wireless multicast non-ip
Switch(confiqg) #interface interface-id
Switch(config-if)# ip pim {dense-mode | Sparse-Mode | Sparse-dense-mode}
Switch(config) #vlan configuration <id>
Switch (config-vlan) #ipv6 nd suppress
Switch(config-vlan) #ipv6 snooping

Switch (config-vlan) #end

Switch#copy running-config startup-config

B IP TILFXvRAS IW—TA2 T 1ZBRELIP RILFFNv RS bS5499%2ETHE=HIZF,. 74V LR
9S54 T DS54 F 2k VLAN T Internet Group Management Protocol (IGMP) D AX—E 25 &4 +—T LI
TEILENHYES,

Cisco Catalyst 3850 RAYFTYILFF¥R: IL—T1 T EAx—TILIZF BIZIE. Tip multicast-routing13<
UREFERALET . (TILFFrRAMIZLTINENCHODDLT) TRTDISATUMITAYLRATIILF
F v AREEET BHITIE. Twireless-multicast 1 IT U REFEALE T, Nwireless-multicast|I ATV R IFR Ay F DT
ANV LR T—2 TL—oDNrybOTO—KX ¥ AEAR—TILIZLET,

DANXLRATIYINFEXNYRS TS59T AT %A 2—TILIZT BIZIL, Twireless multicast non-ip/a<v > FZEFERAL
i?-o

CIFHRYA E—FOEE

TAVYLR RILFFYRE /37 yhE, A=FFRAFEERILFFLY RS FORILIAD CAPWAP THTE)LES
NIz yRELT. 7R RAVMIREETIDLENHYET, TILFFvRE E—FEAR—TILIZTBL.
WCM (& Cisco I0S VI Iz 7HIZTILFHF Xk CAPWAP hURILEERML, RILFFY R FURILERT
TILFFvwRAR B—=RIZT IR RAU bRV EEBRLET,

TIER RAVENTILFFw A E—RKDBE. DT IR RAVMDERIDISAToRADTILF XV ANT
A—REX v X+ N\ yhE ABDTILFF v RS RORILTIDTIER RAVMMIREIEESNFET,

TILFXYRAE E—FDTRTOT IR RAVME, RILFEX VYRS ORI EERTILELAHYET , TILF
FH RN TIL—TFETILFEFXRE ORIV ERFITIEELET . RIZ. IILFF YR E—FOHREEZRLET,
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Switch# conf t
Switch(config)# ap capwap multicast <Multicast IP Address>

RIZ, TAVLAR IIINTFXYRAMNDEREZEERLET,
e IGMP RX—E VST ELVITYTDHRE:

Switch(config) #ip igmp snooping

Switch(config) #ip igmp snooping querier

o TAVLR TILFHRYRALETIER RAU CAPWAP E—FDERE :

Switch (config) #fwireless multicast

Switch(config) #ap capwap multicast 234.5.6.7
o TYILFFvARMIIL—T12J DERTE (3850 DH) :

Switch(config)#ip multicast-routing
Switch (config) #interface vlan 100

Switch(config)# ip pim sparse-dense-mode

TIILFXHYARD show aATUF

F VY —RADOFERRKRRZZE L. AT —IREERBRTH-HDERERTITHIELTEET, IHIC,
J—FOEEFREEICE T AIERERTL. ZO/NNT YD BRHTIRVNT—IRND N REBRBTH2EETEE
TO

RORITTRYFHE EXEC ARV OVT MM EFERT HE. SEEFRIL—TAU T HREHERERTTEET

AAYFEFT IR RAUEDTILFFY AL E—=FDTAVYL R IILFFvRAb AT7—2X, BXUE VLAN ©OT
A—RX v ALELVIE IP TILFFVv RN RAT—FRERTTHICIE, 5 EXEC E—FT. show wireless
multicastla< > RZEFERLET,

Switch#show wireless multicast

show wireless multicast

Multicast : Enabled

AP Capwap Multicast : Unicast
Wireless Broadcast : Disabled
Wireless Multicast non-ip-mcast : Disabled
Vlan Non-ip-mcast Broadcast MGID

1 Enabled Enabled Disabled
410 Enabled Enabled Disabled
411 Enabled Enabled Enabled
412 Disabled Disabled Enabled
413 Disabled Disabled Enabled
414 Enabled Enabled Disabled
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FTRTO(S.G.VIVRALELURET S MGID {EZXRTRT HIZIE. 41 EXEC E—F Tlshow wireless
multicast group summary 1A REFERALET,

Switch#show wireless multicast group summary

IPv4 groups

MGID Source Group Vlan
4160 0.0.0.0 239.255.67.250 412
4162 0.0.0.0 239.255.255.250 412
4163 0.0.0.0 224.0.1.60 412

Switch#show ip igmp snooping wireless mgid
Total number of L2-MGIDs =3

Total number of MCAST MGIDs = 3

Wireless multicast is Enabled in the system

Vlan bcast nonip-mcast mcast mgid Stdby Flags
1 Disabled Disabled Enabled Disabled 0:0:1:0
410 Disabled Disabled Enabled Disabled :0:1:0

0

411 Disabled Disabled Enabled Enabled 0:0:1:0
412 Disabled Disabled Enabled Enabled 0:0:1:0
413 Disabled Disabled Enabled Enabled 0:0:1:0

160 4163 (0.0.0.0, 224.0.1.60, 412)
409 4162  (0.0.0.0, 239.255.255.250, 412)
409 4160 (0.0.0.0, 239.255.67.250, 412)

DSATURD SVG ADIVELTEEL R4 yF LD VLAN I2&5 IP IGMP AX—E VS B#ER TS HIZIE.
4%4#E EXEC £—K T, I'show ip igmp snooping igmpv2-tracking |Ia<¥ > RZEFERALET,

Switch#show ip igmp snooping igmpv2-tracking
Client to SGV mappings
Client: 10.33.170.4 Port: Cal
Group: 239.255.255.250 Vlan: 412 Source: 0.0.0.0 blacklisted: no

Client: 10.33.170.33 Port: Ca7
Group: 239.255.255.250 Vlan: 412 Source: 0.0.0.0 blacklisted: no

Client: 10.33.170.75 Port: Cal
Group: 239.255.255.250 Vlan: 412 Source: 0.0.0.0 blacklisted: no

Group: 239.255.67.250 Vlan: 412 Source: 0.0.0.0 blacklisted: no

SGV to Client mappings
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Group: 224.0.1.60 Source: 0.0.0.0 Vlan: 412
Client: 10.33.170.101 Port: Cal0 Blacklisted: no

Group: 239.255.67.250 Source: 0.0.0.0 Vlan: 412
Client: 10.33.170.75 Port: Cal Blacklisted: no

Group: 239.255.255.250 Source: 0.0.0.0 Vlan: 412
Client: 10.33.170.75 Port: Cal Blacklisted: no
Client: 10.155.156.71 Port: Cal Blacklisted: no

DSATUE TIDI—2avEHODHEDIILFRrAL JIL—TOFMIERERTT HIZIL. $51E EXEC E—
FC. l'show wireless multicast group vian|a<RF&#FERLET,

Switch#show wireless multicast group 239.255.255.250 vlan 412
Source : 0.0.0.0

Group : 239.255.255.250

Vlan 1 412

MGID : 4162

Number of Active Clients : 4
Client List

Client MAC Client IP Status

2477.0336.e574 10.33.170.4 MC_ONLY
2477.035e.d848 10.33.170.109 MC_ONLY
6033.4b24.£fa89 10.33.170.33 MC_ONLY
7cdl.c391.c674 10.33.170.75 MC_ONLY

AAYFD IP IGMP RX—EVY JI—TERFTBIZIL. $5# EXEC E—KTlshow ip igmp snooping

groups 1AV UREFERALET,
Switch#show ip igmp snooping groups
Vlan Group Type Version Port List
412 224.0.1.60 igmp v2 Calo
412 239.255.67.250 igmp v3 Cal
412 239.255.255.250 igmp v2,v3 Cal, ca7

AAYFICEEERSN, IGMP 2R TEEINILF XX JIL—TE2RRTHICIE, 51 EXEC E—F
Tlshow ip igmp groups ]I REFERALET,

Switch#show ip igmp groups
IGMP Connected Group Membership

Group Address Interface Uptime Expires Last Reporter
239.255.255.255 Vl1an41l3 4d18h 00:02:42 10.32.104.1
239.255.255.255 Vl1an4l2 4d18h 00:01:39 10.33.170.1
239.255.255.250 Vl1an4l2 01:27:18 00:02:45 10.33.170.75
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ICMP Ta—&ERTYILFIX ¥R JIL—T~DEZEREMERTT BIZIX. $# EXEC E—FTlping/av R
ERALET,

Switch#ping 239.255.255.255
Type escape sequence to abort.
Sending 1, 100-byte ICMP Echos to 239.255.255.255, timeout is 2 seconds:

Reply to request 0 from 10.32.104.1, 20 ms
Reply to request 0 from 10.33.170.1, 20 ms
Reply to request 0 from 10.32.104.1, 20 ms

AB—TIARADTIILF X A BEEIEFRERTT SIZ(E. ¥4 EXEC E—F Tlshow ip igmp interface vian]3
RUREFERALET,

Switch#show ip igmp interface vlan4l?2

Vlan4l2 is up, line protocol is up
Internet address is 10.33.170.1/24
IGMP is enabled on interface
Current IGMP host version is 3
Current IGMP router version is 3
IGMP query interval is 60 seconds
IGMP configured query interval is 60 seconds
IGMP querier timeout is 120 seconds
IGMP configured querier timeout is 120 seconds
IGMP max query response time is 10 seconds
Last member query count is 2
Last member query response interval is 1000 ms
Inbound IGMP access group 1s not set
IGMP activity: 43 joins, 38 leaves
Multicast routing is enabled on interface
Multicast TTL threshold is O
Multicast designated router (DR) is 10.33.170.1 (this system)
IGMP querying router is 10.33.170.1 (this system)
Multicast groups joined by this system (number of users):

224.2.127.254 (1) 239.255.255.255(1)

RAYFDTRTDTILFFYAL TIL—TFD IP IGMP AV N—yTDRT—HARERTT BIZIE. $5#E EXEC
E—KTlshow ip igmp membership all ]I RZEFERALET,

Switch#show ip igmp membership all
Flags: A - aggregate, T - tracked
L - Local, S - static, V - virtual, R - Reported through v3
I - v3lite, U - Urd, M - SSM (S,G) channel
1,2,3 - The version of IGMP, the group is in
Channel/Group-Flags:
/ - Filtering entry (Exclude mode (S,G), Include mode (G))
Reporter:

<mac-or-ip-address> - last reporter if group is not explicitly
tracked
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<n>/<m> - <n> reporter in include mode, <m> reporter in exclude
Channel/Group Reporter Uptime Exp. Flags 1Interface
*,239.255.255.255 10.32.104.1 4d18h 02:05 3LA V1413
*,239.255.255.255 10.33.170.1 4d18h 02:59 3LA V1412
*,239.255.255.250 10.33.170.33 01:32:53 02:59 2A V1412

BHEDTILFHFYARL JIL—T D#fEHERER R HICIE. $5HE EXEC E—FTlshow ip igmp membership 1%

ERALET.
Switch#show ip igmp membership 239.255.255.255
Flags: A - aggregate, T - tracked
L - Local, S - static, V - virtual, R - Reported through v3

I - v3lite, U - Urd, M - SSM (S,G) channel

1,2,3 - The version of IGMP, the group is in
Channel/Group-Flags:

/ - Filtering entry (Exclude mode (S,G), Include mode (G))

Reporter:

<mac-or-ip-address> - last reporter if group is not explicitly

tracked

<n>/<m> - <n> reporter in include mode, <m> reporter in exclude
Channel/Group Reporter Uptime Exp. Flags Interface
*,239.255.255.255 10.32.104.1 4d18h 00:39 3LA V1413
*,239.255.255.255 10.33.170.1 4d18h 01:34 3LA V1412
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Cisco Catalyst 3850 LD#ET IR

Cisco Catalyst 3850 [ER7—5 7 )L CIHEZEICEN . XA OERELUTA VLR —ERFRH
LET, REvIHI-URK 50 D Cisco 77ER RAULE 2000 EDIFAT UM GLEZHETA VLR
LAN o> ba—5& L THEREL E T, Cisco Catalyst 3850 (£, & R3 7HHER RAVEMNERK 250 &, 95/4F >k
MEK 16,000 BE TR TERBEDEBEHK TEET ., BE7F®D Cisco Unified Wireless Network [Z#&7
JERBRAE—RFIEBEINET, 250 EDOTIERX RAURE 16,000 EDISA TR ATRERMAT HIZIE.
Cisco Catalyst 3850 & Cisco 5760 74 L X LAN avrA—S%HATIIL, 7UERX KM% 72,000 BF
T. 9547 % 864,000 BETHIRETEET,

METHOEREHIE. 74¥YLR LAN OV bO—5(WLC) ST IR #+ybT—%5 0 Cisco Catalyst 3850 XA
FITHEEDOW O ERET DI LICE>TERINET, 7R RAYF(E. CAPWAP THhTt/Likanizo 4
YLR bST7490EO—AILTERTSE. TAVLR FST490FA— 2V IL—AIZERLET, CNIZIER
AIFDERBEFIUVTAVYLR FST0IEHETHEBMDA) YD HY ., T4 VLR FST0v0 L TCEETH#EE
EEOAUT) DIV MEER Y —EREBRT HIENTEET,

CZTl. Cisco Catalyst 3850 R/ yFED#HET VL RBRIZOWLWTEHLGGRBALET,
FEMICDOWTERBAT RIS, 8TV ER RAYFITH SN OMEEE BT A ENEETY,

MET I LRERAT IFBShI-HErE
WLC DTA VLR H—EREAR—TILIZT BYTrITT DREEICE. 2 DEELLOHHYFET

EEYTA T—Txb

ZDVIRYITHREIL, TOEX RAUEMSHD CAPWAP boRILEIHEEEL, O—hILTEITEN, TUh—
WLC ho¥ENT 5951470 RT—23 0 (ZURRAUN) DT —EAN—REEELET, £z, EEYT0 I—
DrUME, 802.1x A—tr T4 —4,. TAFXY IGMP, BLUTOFXT ARP #EEEO—HILTETSNEIS5A
FUMIRLTRELET,

EE)Fq a0bA—5

COWEETEE )T T—VzUOVYIRITTHEEEZREL. H5 WLC HSRI0D WLC ADYIFAITUh RT—
2AVIZHTBEEYTA(A—2SUY)EEELT. DMZ DS RADToH— a2bA—5%I2&>T CAPWAP Lo
FIVEBETEILET. YR TORRBBEFRELET, EEYT AV MA—3SET7IER RAVEDSAEURE
BHELET, T, TIER RAVLDONMAICH S RF ARGV EEET 5HEFZRHLET, ChITERIV—R
HFIE(RRM) PRI REEDORE ., BINGEFrRILEIYE T, 7OERX RAVEDEEFEEA. h/ALYY HR—ILD
B, CleanAir® BEMNEENET, IS, EEYT AVFO—F3ETRTOEEY T IS Thi=345
ATob RT—=230 DT —ER—REBELFT, EEYT, IUPA—FE. TRTOEE) T T—2zbDT
RTDIZAT D Pairwise Master Key (PMK) D& vy aEBEITLVET . SNiE Y TFAMVELTEEY
T4 T IN—THADISATUrDEEA—IV T ER/REICLET

AR EELGHEEICKY . EEY T 2V FO—SIEMET VL RABHAOWMEERTY, EEYT, 22FA—F VYT
ko 7#EEIX Cisco Catalyst 3850 RAYF RAVIDTHIT4T AVINATEITSINE:=D. TIT47 7z—)L
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(& VLAN 601) [2&> TEBINDLSIZHRET IHELNHYET,

Cisco Catalyst 3850 R4 YF TIA VL R &ihExA R —TILICT BEREIERDLSITHYET,

ap cdp
ap country US
wireless management interface Vlan601

wireless mobility controller

lap cdp]a~< K& Cisco Catalyst 3850 R4 vFIZ#E#HESN TLVS Cisco 7V 1R RA AT CDP FOt&R%EA
F—TIIZLET . Tap country USIIET7T IR RAVEDEEZESEEELET , [wireless management
interface IAYURIE, 771X RAUD CAPWAP ELUZDHD CAPWAP EEYT 1 b RILDY—RELT
FRINET, TORODIATURT. MET7IVERABRADEE) Ty a2 bO—5DO—LELTHRET DR(VTFE
AR—=TIVZLET BIROATUF L RIVFEBEFTINENHYFET, HEEZREFL. R1yFE)O—FL
9,

VO TRAYFIZTHEARRAU DM B &, Cisco Catalyst 3850 (FZFDTIER RAVMIY IR IZTES IV
O—KRLET, TIER BRAUMSRAYFIZMHB1=0I21F. a—FE54 90 O0—KRLTBREEHTADELNH D=0,
ZOTOERIZIERVDERANDVET, COBEE, 7O ERRS VMDD TRV FIZEHKET IEICEITHN
FI. ZDERDIO—FIZE, COA—FEFEALTETHL. RMVFITHHET VLR RAVMEEFENET,

ROFIEIE. FAVYLR ISATUNTERT D3ET S VLAN, SREEERESEAX. BXUZO WLAN IZERT
% AAA H—/\ TOT7AILIZHST. SSID ZREL. RAAYFDTAYL R LAN(WLAN) DRI EEZLET
ROFITIE, SSID DETHIIE Predator T, FAYLR IS5AFTUMzDHIZEERLIZIVFA T2+ VLAN 500 #{F
FAL. TKIP T WPA, WPA2 A4 %—TJJLICL. EDMDIGFA TEZRSINTz AAA Y—/\T 802.1X FRELEEA
LTWET,

F—T 7% SSID DFA L. WLAN FBED#%IZMno security wpal DHBZERELET . EAILAF—(PSK)
Fa1)T4DIHEIE. WLAN BETHRELET .

wlan Predator 1 Predator
aaa-override
client association limit 2000
client vlan 500
security wpa wpa2 ciphers tkip
security dotlx authentication-list ise
no shutdown
no security wpa akm dotlx

security wpa akm psk set-key ascii 0 skunkworks

Cisco Catalyst 3850 D7 A YL RBRFEICETI2H AN SDIEBE., RIZRELET .

MCl#show wireless mobility summary

Mobility Controller Summary:
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Mobility Role : Mobility Controller
Mobility Protocol Port : 16666
Mobility Group Name : default

Controllers configured in the Mobility Domain:
IP Public IP Group Name Multicast IP
Link Status

20.1.3.2 - default - UP . UP

MCl#show wlan summary

Number of WLANs: 1

WLAN Profile Name SSID VLAN Status
1 Predator Predator 500 UP
MCl#show capwap summary

CAPWAP Tunnels General Statistics:

Number of Capwap Data Tunnels = 2
Number of Capwap Mobility Tunnels =0
Number of Capwap Multicast Tunnels = 0
Name APName Type PhyPortIf Mode McastIf
Cab 3502E_G2/0/25_83A9 data Gi2/0/25 wunicast -
Ca4 3602I_G2/0/1_3A04 data Gi2/0/1 unicast -
Name SrcIP SrcPort DestIP DstPort DtlsEn MTU
Ca5s 20.1.3.2 5247 20.1.3.54 63548 No 1657
Ca4 20.1.3.2 5247 20.1.3.53 58274 No 1657

ZOH AL, 2 BEODT—5 CAPWAP oA, X3 7H+ER RAU k., GigabitEthernet 2/0/25(R 295D
2 BEDARAYF)D 3502E., HL U GigabitEthernet 2/0/1 @ 3602l [Z&>THAELNDZEERLTLNET,
20.1.3.2 (. CORAYFDARAYFITAVYLRERE IP PRLATY, ['show capwap summary | DH I DHRED
BR53 (&, FEFER—b 63584 £M 20.1.3.54 HEUFEIkHR— 58274 LD 20.1.3.53 £LTYRLSNTZ IP TRL
ADT IR RAULEFEDT—5 CAPWAP b RIILERLYF OISV —R IP PRLRERLET .

1 RAYFDRAZYY 2y T—IDFNADEMEEET HE. RYRT—VEEE(LESIC Cisco Catalyst 3850 X
AYFEBIMLT, KYBLDIVRRAVRETINARIZTAN LR WLy PEIRET D2HENHYET . (K 14
=5H),
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ENAIL Iz RELTEMBLUBRETEES, EEYT I—z0ME 1 DD SPG NIZERETEEY,

EEUT IVMO—SICEET HREERITRLET

wireless mobility controller peer-group SPG1l

wireless mobility controller peer-group SPGl member ip 20.1.5.2 public-ip
20.1.5.2

wireless mobility controller peer-group SPGl member ip 20.1.7.2 public-ip
20.1.7.2

C®M SPG LY SPG1 [FEEUT« AVFA—5TEREINES,20.1.5.2 &£ 20.1.7.2 [ SPG1 DA /\ELT
HESNTVBEE)T =P bDRAYFITAVYLRAERE IP PRLRTY,

EEYT TV RDRAYF T, EEY T4 avbA—5, SSID, WLAN., BEURIEAXERELE T, R,
BB DRYRT—IRTRLE MA1 RAYF EIZRRENDBBETT,
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wireless mobility controller ip 20.1.3.2 public-ip 20.1.3.2
wireless management interface V1an602
wlan Predator 1 Predator

aaa-override

client association limit 2000

client vlan 500

security wpa wpa2 ciphers tkip

security dotlx authentication-list ise

no shutdown

ap cdp

CCT20.1.32 FEEYTA AVME—F RMYF DAL YFITAVLAER IP 7RL R, VLAN 602 [FRAvF/7
AVLREBAUA—TIA X VLAN 500 IFEEY T aVFA—F RAYFMLRNUENTIFA T VLAN T
3—0

RIZERT £IIT. MA2 R yF D SPG1 DDAV NTEHLUDEBEEETICENTEET,

wireless mobility controller ip 20.1.3.2 public-ip 20.1.3.2
wireless management interface V1an603
wlan Predator 1 Predator

client vlan 500

security wpa wpa2 ciphers tkip

security dotlx authentication-list ise

no shutdown

ap cdp

CCT20.1.32 FEEYTA IVMA—F RAVFDRAYF/TAVYLRAERE IP PRL X, VLAN 603 [FT1VL R
FEA2RA—TTA A VLAN 500 (ZEEU T+ aUbA—F RAYFMDR/INENTIFA4 T VLAN TF,

SPG BEEH LY SPG DAVN—9THREE T4 a0 bO—5 RAYFEFIZHESN TSI EISEEL TS
S, EEY T AVFO—SEEFITAEBDEE) T4 I—C U DR/ YFIZHRESNET,

EEUT« aVbA—FIZEESNT= SPG DAVN—yTIE, EE T AVPA—FEEEY T I—V VDR
A FBDEFICIZIEAROYERE A, TIER RYFT—I1E, DEICLAY 2 EHSNTNDBED., HE~AD
IL—TYR PHOERBHATHELTOSAIEEENHYE T, (R 15 2588),
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R—ZRTA—IVYLEWMESE . FLLY SPG ZERTEET, LROFRYET—HHITIE. RV T—UEBEN 2
FB®D SPG #EMT HEEBIRLET , Y547V ETOO—IU S DEEEHRBT B2, COREHNEF
<7,

COBEITEEY T, AVMA—STERITTILEDHIREERITRLET

wireless mobility controller peer-group SPG2

wireless mobility controller peer-group SPG2 member ip 20.1.8.2 public-ip
20.1.8.2

ZM SPG $&U SPG2 [FEEY T+ OAVFA—FTERINET,20.1.8.2 [ SPG2 DAV/NELTHRESNTL
BEE)T4 I—Vxb RAYTFDRAYFIITANVYLRER IP 7RL AT,

OB/ RIZMA3 Ry FTRITT DREERITRLET

wireless mobility controller ip 20.1.3.2 public-ip 20.1.3.2

wireless management interface Vlan604
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wlan Predator 1 Predator
aaa-override
client vlan 701
security wpa wpa2 ciphers tkip
security dotlx authentication-list ise
no shutdown

ap cdp

2T 201.3.2 [FEEYT« aVbA—F RAYFDRAYFIITAVYLRER IP 7RL X, VLAN 604 [T/ VL X
BHEALA—TIA X, VLAN 701 [FIL—FYK 7HER E—RTHETRHEETe T—Sz b EDHISATUR
VLAN TY,

EENEFATHY. SHOEBINNFTIYIRRELTWVDELET  MRETSUFELTHRFES DA KUK
HELGISOFIZRREL.50 LLEDTIER RAVCADIENDBEIZE>TUWET, COTSVFRICIE 1 &L
MEEYT4 AVFA—F RAYFHEN6 REMREGT IR RAUKME 50 BIZRONET . RybT—0E
BE(E. 50 BEOTIER RAVMIFBELLI-EEZ Y R—FHEE) T aVbA—FELTEMET HRID Cisco
Catalyst 3850 RAvFEHRETEET . (R 16 ZSHR),

B 16 Cisco Catalyst 3850 TOERFDEEY T4 AV FA—FEHTE

FrvINR
=2

N 2 DOEEYT, avbO—5 XAy FE 1 BADEEYT4 FIL—TIZTIN—TITBHIET. FNFLLOY
TEA O DIZATUNEDEEA—IV T EFHITEET,

BEFEDEEY T, AVIE—3 RMYFTITHORENHHREE. RITRLET .

wireless mobility group member ip 20.1.9.2 public-ip 20.1.9.2 group MG

wireless mobility group name MG
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O—5DXAYFITALVYLRAEE IP PRLATY,

FUFAUNTESHLWEE Y T AVPA—5 RAYF TITORELNHDHEEE . RITRLET,

wireless mobility controller
wireless mobility group member ip 20.1.3.2 public-ip 20.1.3.2 group MG
wireless mobility group name MG
wireless management interface V1an605
wlan Predator 1 Predator

aaa-override

client vlan 702

security wpa wpa2 ciphers tkip

security dotlx authentication-list ise

no shutdown

ap cdp

20.1.3.2 [(ZBEBFEDEEY T4 AV FA—F RAYFDRAYF/TAVYLRAERE IP TRL R, MG [ZfEREShi=EEY
T4 TIL—T DL, VLANGOS [FCDEEY T4 aAVbO—5 RAYFDTA VL AEBAVA—TT( AT,
Predator &LVS&BIM SSID AERENTLVET , VLANT02 [ZEDRAYFDITANY LR ITURRACDIS(
F7obk VLAN T, RIS LVEEEE/RSA—2(ZZD WLAN [CHLTEZESh, CORAMyFIHEREIN TS T
RTDOT IR RAUFT CDP AR —TILIZH->TLET,

BARAYFH 40 Gbps DTA VLR bST7490 DEImERITTE A28, COAEF Cisco Catalyst 3850 XAy
FTHAT IV ERZERTA-HODRT—5TVEHETT, LEORYET—I13LEELT, &K 320 Gbps M
TAVYLR TAXLR RSTAID(RAVF 8 B(REAVID 4 B REVET7OVELTEIET S 4 B)) ERinTE
F9, IhIZkY, fF3E 802.11ac {Z#EMNREIN =B EIZ Cisco Catalyst 3850 R4 v F DHEREMNRIESN BT E
N+RREINFET,

Cisco Unified Wireless Network ®dO—3>%4'
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MAl#show wireless client summary

Number of Local Clients : 2

MAC Address AP Name WLAN State Protocol
b065.bdb0.alad 3602I _G1/0/1_66BC 1 UP 11n(5)
b065.bdbf.77a3 3602I_G1/0/1_66BC 1 UP 11n(5)

AL YF LD CLI [ZRTEIND MA1 DBRIDISATUMER, 7OER RAVID RSN TR IS547 2D
MAC 7KL X, 5GHz ® WLAN & 11n 547 bD MAC PRLABSRENTLET,

MAl#show wcdb database all
Total Number of Wireless Clients =

N

Clients Waiting to Join

o N O

Local Clients =

Anchor Clients =
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Foreign Clients =0

MTE Clients =0
Mac Address VlanId IP Address Src If Auth Mob
b065.bdbf.77a3 500 20.1.1.53 0x00DC7DCO00000005 RUN LOCAL
b065.bdb0.alad 500 20.1.1.52 0x00DC7DCO00000005 RUN LOCAL

MAl#show wireless client mac b065.bdbf.77a3 detail
Client MAC Address : b065.bdbf.77a3
Client Username : blackbird

AP MAC Address : 203a.076f.abel

AP Name: 3602I G1/0/1 66BC

Client State : Associated

Wireless LAN Id : 1

Wireless LAN Name: Predator
Protocol : 802.11ln - 5 GHz

Channel : 157

IPv4 Address : 20.1.1.53

Mobility State : Local

EAP Type : PEAP

Interface : WIRELESS VLAN

VLAN : 500

Access VLAN : 500

MAl#show mac address dynamic | include Cal
Vlan MAC Address Type Ports
500 b065.bdb0.alad DYNAMIC Cal
500 b065.bdbf.77a3 DYNAMIC Cal

FCalllg7HtR RAUED CAPWAP T—5 bR ILT, 547D MAC TRLZAS Cal A2 8—TTA D
HRICKRTENHIEETLET,

FIRDERY ., EEYTA AVFA—FIZTRTOEE) T Tz VMBI I RTOIF47 VD AIRIEA
HAIH.EEYTA IV b EOA—ALDISATUEDEEY T4 AVIA—5DI54T7 O ARME CLI
ERIZRLET,

MCl#sh wireless mobility controller client summary
Number of Clients : 2

State is the Sub-Domain state of the client.

* indicates IP of the associated Sub-domain

Associated Time in hours:minutes:seconds

MAC Address State Anchor IP Associated IP Associated Time
b065.bdb0.alad Local 0.0.0.0 20.1.5.2 00:00:23
b065.bdbf.77a3 Local 0.0.0.0 20.1.5.2 00:00:35
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MCl#show wireless client summary

Number of Local Clients : 2

MAC Address AP Name WLAN State Protocol
b065.bdb0.alad 3602I G2/0/1 3A04 1 UP 11n(5)
b065.bdbf.77a3 3602I G2/0/1 3A04 1 UP 11n(5)

MCl#show wcdb database all

Total Number of Wireless Clients = 2
Foreign Clients =2
MTE Clients =0
Mac Address VlanId IP Address Src If Auth Mob
b065.bdbf.77a3 500 20.1.1.53 0x00E685C000000006 RUN FOREIGN
b065.bdb0.alad 500 20.1.1.52 0x00E685C000000006 RUN FOREIGN

MCl#show wireless client mac b065.bdbf.77a3 detail
Client MAC Address : b065.bdbf.77a3
Client Username : blackbird

AP MAC Address : 8875.5687.b830

AP Name: 3602I_G2/0/1_3A04

Wireless LAN Name: Predator

Protocol : 802.11n - 5 GHz

IPv4 Address : 20.1.1.53

Mobility State : Foreign

Mobility Anchor IP Address : 20.1.5.2
Mobility Move Count : 1

Interface : WIRELESS VLAN

VLAN : 500

ISATURBA—EV T FTERAIFDISAT UL T—ER—ZADEEYTFADIRENTHE I THEIEITEEL
TLIEZEW, F2. B—SVT EDRAMYFICET U547 UL OEMAN. O—hIL DT IR RAVba, BEEUTo
DIREE, BEVEEYT4 Toh—D IP FRLR(20.1.52)FRLTWBIEITEEL TSN, 20.1.5.2 (X, 95
AT D BRIIFEESNEZRIIFDRAIFIITAVYLRAEERA(YF (MA1) TT,

Foh— RA4vF(CDHEIFE MAD) DEAERIZRLET,

MAl#show wireless client summary

Number of Local Clients : 2

MAC Address AP Name WLAN State Protocol
b065.bdb0.alad 20.1.3.2 1 Uup Mobile
b065.bdbf.77a3 20.1.3.2 1 UpP Mobile

BAIDISATUMEGEDE HERBROHE WZELLERTIEIE, 9S4 TV O—IV I LE=RA(YFD IP FRLR
(ZDBEIF MC1 DRAYFITAVYLRAERE IP FRLR)IZFT IR IRAVREHERESH, TORILDRAT—4
XM MobilelIZZEH BT EITTFEL TS,
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MAl#sh wcdb data all

Total Number of Wireless Clients = 2

Clients Waiting to Join =0

Local Clients =0

Anchor Clients =2

Foreign Clients =0

MTE Clients =0
Mac Address VlanId IP Address Src If Auth Mob
b065.bdbf.77a3 500 20.1.1.53 0x00D03BCO00000002 RUN ANCHOR
b065.bdb0.alad 500 20.1.1.52 0x00D03BCO00000002 RUN ANCHOR

Toh— ZA49F (MAND T BS54 7 o DeEElERT HAERITRLET,

MAl#sh wireless client mac b065.bdbf.77a3 detail
Client MAC Address : b065.bdbf.77a3
Client Username : blackbird

AP MAC Address : 0000.0000.0000

AP Name: 20.1.3.2

Client State : Associated

Wireless LAN Id : 1

Wireless LAN Name: Predator

Protocol : Mobile

Channel

IPv4 Address : 20.1.1.53

Mobility State : Anchor

Mobility Foreign IP Address : 20.1.3.2
Interface : WIRELESS VLAN

VLAN : 500

Access VLAN : 500
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FRLRZERELET  bST0001E FHLWEEY T T—U UM (MA3) IS, EEY T4 2V FE—5(MC1) A,
IBITTUh— BEYTA TPz bDRAYF (MANANEEYIRINET , COEE. FST0v 0 RvbT—2
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MA3#show wireless client summary

Number of Local Clients : 2

MAC Address AP Name WLAN State Protocol
b065.bdb0.alad 3602I G1/0/1 3A2A 1 UP 11n(5)
b065.bdbf.77a3 3602I G1/0/1 3A2A 1 UP 11n(5)

MA3#show wcdb database all

Total Number of Wireless Clients = 2
Foreign Clients =2
MTE Clients =0
Mac Address VlanId IP Address Src If Auth Mob
b065.bdbf.77a3 701 20.1.1.53 0x00C9D9C000000004 RUN FOREIGN
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b065.bdb0.alad 701 20.1.1.52 0x00C9D9CO00000004 RUN

FOREIGN

A—3IVJ M SPG ITFED>THAET 510, COHEDEEY T4 AVFA—FIFEEUTAICEH>TVET . ¥

FAT DA EERETHEE Y T4 AV FA—SHLDHE NERITRLET

MCl#show wcdb database all

Total Number of Wireless Clients = 2
MTE Clients = 2

Mac Address VlanId IP Address Src If Auth Mob
b065.bdbf.77a3 0 0.0.0.0 0x00CB4E4000000004 RUN MTE
b065.bdb0.alad 0 0.0.0.0 0x00CB4E4000000004 RUN MTE
MC1#
MCl#show wireless mobility controller summary
Number of Clients : 2
State is the Sub-Domain state of the client.
* indicates IP of the associated Sub-domain
Associated Time in hours:minutes:seconds
MAC Address State Anchor IP Associated IP Associated Time
b065.bdb0.alad Local 20.1.5.2 20.1.8.2 00:01:24
b065.bdbf.77a3 Local 20.1.5.2 20.1.8.2 00:01:29

AR D AIZIE MTE EWSEFHLWA T Ay BRRENFET . MTE [FEEYTA FURILDIURRAUMELTE
FSh, EEUTA T—CIVMBEEY T, AUPO—SADIORILTANEN, EEY T I—DzUbBEE
T4 AVEA=FADLYRIDDT o A—~NHASNEINLDISAT DN ybE EEY T4 a2bA—5

TUVBZSLENHSHIEFBLTLET,
Toh— AAYFDOHEAIETRDESYTT,

MAl#show wireless client summary

Number of Local Clients : 2

MAC Address AP Name WLAN State
b065.bdb0.alad 20.1.8.2 1 UP
b065.bdbf.77a3 20.1.8.2 1 UP
MA1#
MAl#show wcdb database all

Total Number of Wireless Clients = 2

Anchor Clients = 2

Mac Address VlanId IP Address Src If Auth
b065.bdbf.77a3 500 20.1.1.53 0x00D03BCO0O0000002 RUN
b065.bdb0.alad 500 20.1.1.52 0x00D03BCO00000002 RUN

B 26 TIE, BHD MC IZF A5 V54T bDO—3IVT%ERLET,
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ZOR—3VY &, FEY T4 OV FA—FEEE T OV MO—5R D CAPWAP EET 4 bR IILENLTEEY
T4 AVPO—S%EALTEYIEL, ZFOREEY T, aVbO—SEEE YT T—2 0 MED CAPWAP EEY
T4 RORILDSTUN— BEUT4 T—PxUMIEYRTRENHYET, AL SAEBRAYF. THEHEID
HBEFFLOVEE) T AV FA—5D R yF (MC2) M RAtEEINET

MC2#show wireless client summary

Number of Local Clients : 2

MAC Address AP Name WLAN State
Protocol

b065.bdb0.alad 1042 G1/0/1 BDOC 1 UP
11n(5)

b065.bdbf.77a3 1042 G1/0/1 BDOC 1 UP
11n(5)

MC2#show wcdb database all

Total Number of Wireless Clients = 2
Clients Waiting to Join =0
Foreign Clients =2
MTE Clients =0

Mac Address VlanId IP Address Src If Auth Mob
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b065.bdbf.77a3 702 20.1.1.53 0x00C33C0000000004 RUN FOREIGN
b065.bdb0.alad 702 20.1.1.52 0x00C33C0000000004 RUN FOREIGN

MC2#show wireless client mac b065.bdbf.77a3 detail
Client MAC Address : b065.bdbf.77a3
Client Username : blackbird

AP MAC Address : 8875.56da.2010

AP Name: 1042 G1/0/1 BDOC

Wireless LAN Id : 1

Wireless LAN Name: Predator

IPv4 Address : 20.1.1.53

Mobility State : Foreign

Mobility Anchor IP Address : 20.1.5.2
Mobility Move Count : 2

Interface : WIRELESS_VLAN GRAIL

VLAN : 702

RO—EDHAIF SPG1 DEEY T4 AVFEA—F(MC)ABDIDTY,

MCl#show wcdb database all

Total Number of Wireless Clients = 2
Clients Waiting to Join =0
MTE Clients = 2

Mac Address VlanId IP Address Src If Auth Mob
b065.bdbf.77a3 0 0.0.0.0 0x00DAC94000000001 RUN MTE
b065.bdb0.alad 0 0.0.0.0 0x00DAC94000000001 RUN MTE

BT7VRRIZBITHE R VT O—22T
ZZTlE. BEED Cisco Unified Wireless Network D O—3I2 45 ERICKSICEIET S L2 O—I2 4 12DUVTER
BALET, BEAEIL. bR T (FERTAvF)E—RERELIZWT IV ER RAYFEFZWTYSATURDD
A¥LR VLAN ZBETHENTEET ALK IIZ. SOE—FTIX. L2 O—Z2%412&>T PoA [Z PoP
EBELET . VAT UM RYIEE ST VRAYFITRBESNEISATULDRETHYER A, D5
B.O—ZUTENERSTavI(CEVWTEEIBYEE A COBEIETUH—ONEEVNSEE AL, F547
URHO—I S LR/ YFIZ ACL & QoS DEANEREINET,

2 BNEEYT4 IV bDRAYFE 1 EDOEEY T4 2V bA—F RAYFTERYDT E—FEAR—T
JIZFBIZE ROKSICHREHRELET,

wlan Predator
shutdown

no mobility anchor sticky

no shutdown

MA1 TORDISA T 2 MEFD B

MAl#show wireless client summary

Number of Local Clients : 2
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MAC Address AP Name WLAN State Protocol
b065.bdb0.alad 3602I G1/0/1 66BC 1 Uup 11n(5)
b065.bdbf.77a3 3602I G1/0/1 66BC 1 Uup 11n(5)

MAl#show wcdb database all
Total Number of Wireless Clients = 2
Clients Waiting to Join =
Local Clients =

0
2
Anchor Clients =0
Foreign Clients =0
0

MTE Clients =

Mac Address VlanId IP Address Src If Auth Mob
b065.bdbf.77a3 500 20.1.1.54 0x00DC7DCO00000005 RUN LOCAL
b065.bdb0.alad 500 20.1.1.55 0x00DC7DCO00000005 RUN LOCAL

EEYT1 IVFA—F(MC) IZEREFRTIZATUrDRAIRENH D=0 ROLIITRRENFET

MCl#show wireless mobility controller client summary

Number of Clients : 2

State is the Sub-Domain state of the client.
* indicates IP of the associated Sub-domain

Associated Time in hours:minutes:seconds

MAC Address State Anchor IP Associated IP Associated Time
b065.bdb0.alad Local 0.0.0.0 20.1.5.2 00:01:04
b065.bdbf.77a3 Local 0.0.0.0 20.1.5.2 00:02:40

A 20.1.5.2 DRAIDISATUMMERTHAST=6H. 7oH— IP 5 0.0.0.0 THHEITTEL TS,

IS4 T UME MAT 25 MA2 (SN ETIER RAVMZIO—IU S LTWAIEEZEELT,. ZORATD3E
koo d L2 A—3V T TERAETHERITEEL TS,

MAl#show wcdb database all

Total Number of Wireless Clients = 0

Mac Address VlanId IP Address Src If Auth Mob

B D ESIZ, BHNISAT UMD EEINER(YFTIEO—3V 5B D IS4 T VML 0 T,

MA2#show wireless client summary

Number of Local Clients : 2
MAC Address AP Name WLAN State Protocol
b065.bdb0.alad AP6073.5c90.4e87 1 UP 11n(5)
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b065.bdbf.77a3 AP6073.5c90.4e87 1 )5
11n(5)

MA2#show wcdb database all
Total Number of Wireless Clients = 2
Clients Waiting to Join =
Local Clients =

0
2
Anchor Clients =0
Foreign Clients =0

0

MTE Clients =

Mac Address VlanId IP Address Src If Auth Mob
b065.bdbf.77a3 500 20.1.1.54 0x00EC328000000005 RUN LOCAL
b065.bdb0.alad 500 20.1.1.55 0x00EC328000000005 RUN LOCAL

ARRD &SI, 954 TFobDO—3V T EDHFLWVEE) T T—CzbDRAYF T2 DDHIZATURDEE
)74 AT—RRX%EILOCALIERTRLET,

MCl#show wireless mobility controller client summary

Number of Clients : 2

State is the Sub-Domain state of the client.
* indicates IP of the associated Sub-domain

Associated Time in hours:minutes:seconds

MAC Address State Anchor IP Associated IP Associated Time
b065.bdb0.alad Local 0.0.0.0 20.1.7.2 00:00:50
b065.bdbf.77a3 Local 0.0.0.0 20.1.7.2 00:00:50

EEYT4 AVPA—SDRAYFIE. I5A4T7 MO —I05EN, 20.1.7.2(MA2 DR YF/EE IP) TEDIS
ATUMDEE T4 AT—RANO—HIL I THEIRAYFDERERBLTWET, — A, 7oH—DHSLIZIE
B|EHEE 0.0.0.0 EXRTENET,

ET77RADM R)LOO—)L

ZDEIIIVTIRH FEERTIERADREICEWVTENEND CAPWAP Fo LR =3 #EEIZDULVTEREAL
9,

MA1 oD AZERITRLET,

MAl#show capwap summary

CAPWAP Tunnels General Statistics:

Number of Capwap Data Tunnels =1

Number of Capwap Mobility Tunnels = 2

Number of Capwap Multicast Tunnels = 0
Name APName Type PhyPortIf Mode McastIf
Cal 3602I_G1/0/1_66BC data Gil/0/1 unicast -
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Ccal - mob - unicast -

Ca2 - mob - unicast -

Name SrcIP SrcPort DestIP DstPort DtlsEn MTU

Cal 20.1.5.2 5247 20.1.5.52 38508 No 1449

ca0 20.1.5.2 16667 20.1.3.2 16667 No 1464

Ca2 20.1.5.2 16667 20.1.7.2 16667 No 1464
EERDEEYTT,

Cal, FfzI& CAPWAP b )L 1 IE, Gi1/0/1 IS f- Cisco 77tX RAk 36021(20.1.5.52) TREKE
hé?_g }\‘/*)I/—G‘;—o

Cal (. EEYFT« A bO—5DRAAYF(20.1.3.2) IZ&>THBEINDEEY T4 T—CbEEEY T4 aVE
O—>fd CAPWAP EEY T4 o RILTY,

Ca2 [¥. BL SPG(SPG1ADEKBEE)Ta I—CxUbDRAYF(201.7.2) IZ&>THESNDEETo
I—PxVhEEEYTA I—P U MEID CAPWAP EE T4 RV RILTT,

EEYT aPO—ZDRAYFNSOHAERIZRLET,

MCl#show capwap summary

CAPWAP Tunnels General Statistics:

Number of Capwap Data Tunnels =2

Number of Capwap Mobility Tunnels =4

Number of Capwap Multicast Tunnels = 0
Name APName Type PhyPortIf Mode McastIf
Cal - mob - unicast -
Ca2 - mob - unicast -
Ca3 - mob - unicast -
ca0 - mob - unicast -
Ca5s 3502E_G2/0/25 83A9 data Gi2/0/25 wunicast -
Ca4 3602I_G2/0/1 3A04 data Gi2/0/1 unicast -
Name SrcIP SrcPort DestIP DstPort DtlsEn MTU
Cal 20.1.3.2 16667 20.1.5.2 16667 No 1464
Ca2 20.1.3.2 16667 20.1.7.2 16667 No 1464
Ca3 20.1.3.2 16667 20.1.8.2 16667 No 1464
Ca0 20.1.3.2 16667 20.1.9.2 16667 No 1464
Ca5 20.1.3.2 5247 20.1.3.54 63548 No 1657
Ca4 20.1.3.2 5247 20.1.3.53 58274 No 1657

EIFRDEBYTT,

Ca4 B&U Cab (&, Gi2/0/1 2t 1= Cisco Access Point 36021(20.1.3.53) 8 LU Gi2/0/25 T s h =
3502E(20.1.3.54) THRAEGNZT—4F LU RILTT,

Ca0 (. ®EEYFT« O bO—5DAAYF(20.1.9.2)IZE>THEESNZEEYTs aVFA—5EEEY T4 Ok
O—S5f M CAPWAP EEYT 1 o RILTY,
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Cal I%. EEYF4 T—CzVbDRAYF(20.1.5.2) &> THRESNDEEY T4 IVFA—5EEEY T4 T—
STUME O CAPWAP EE YT+ FURILTT,

Ca2 1%, EEYF4 T—CIVbDRAYF(20.1.7.2) ICE>TRESNDEEY T4 IVFA—5EEEY T4 T—
SISO CAPWAP EEYF 4 FURILTY,

Ca3 . EEYT4 T—CxU DAL YF (20.1.82) IZE>THBENBEEY T4 OV FA—FEEE YT I—
SIURED CAPWAP EEYT 1 R RILTT,

EEYF4 AVFE—FDRAYFTIE. AR POEADRBEINATLNEES . FRNDF7YA— avba—35
(WiSM2, JJ—R 7.3 [Z7vFHF L—Ka&ht= 5508, E£1=I% 5760 O ,O0—3) T, F#D CAPWAP EEYT«
P RILERBELET,

F: o) CAPWAP EEUTA bR, EEVTAIZH T AR EICEIKMEDY I I TIZE->THH
BIZERINET,

$8% A:FnF J4—)LE DY R—F D3l

es - Yes - Yes -

interface input Y

interface output - Yes - Yes - Yes

flow direction Yes Yes Yes Yes Yes Yes

Ethertype Yes Yes - - - -

vlan input Yes - Yes - Yes - AAYFIR—NZDHYR—tEhD
vlan output S Yes - Yes = Yes RAYFR—MZDHHR—EhD
dot1q vlan input Yes - Yes - Yes - RAYFIR—MMZDHFR—rEND
dot1q vlan output - Yes - Yes - Yes AAYFIR—NIDHYR—tEhD
dot1q priority Yes Yes Yes Yes Yes Yes RAYFR—MZDHFR—ENhD
mac source Yes Yes Yes Yes Yes Yes

address input

mac source - - - - - -
address output

mac destination Yes - Yes - Yes -
address input

mac destination - Yes - Yes - Yes
address output

ipv4 version - - Yes Yes Yes Yes

ipv4 tos - - Yes Yes Yes Yes

ipv4 protocol = = Yes Yes Yes Yes #AETT/FESER—b., ICMP 3—R/24 7, IGMP 24
T.TCP I35 LI b ERSN TV BIEEIC
ERTEILENHYET,

ipv4 ttl - - Yes Yes Yes Yes

ipv4 version - - Yes Yes Yes Yes IP_VERSION &£RIC

ipv4 tos - - Yes Yes Yes Yes IP_TOS &RIL

ipv4 ttl - - Yes Yes Yes Yes IP_TTL £RIC

ipv4 protocol - - Yes Yes Yes Yes IP_PROT &REIL #{ET/5E AR —F. ICMP a—FK/4%
47 IGMP 247 TCP 255 DLZ\Fhh s EAS
hTWBIEEICHERTILENHYET,

ipv4 source - - Yes Yes - -

address

ipv4 destination - - Yes Yes - -

address

icmp ipv4 type - - Yes Yes - -

icmp ipv4 code - - Yes Yes - -

igmp type - - Yes Yes - -
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ipv6 version IP_VERSION &£RIC

ipv6 protocol = = Yes Yes Yes Yes IP_PROT &£RIL %15 /58 567 R—b. ICMP a—Fk/%4
A7 IGMP 247 [ TCP 755 DL\F A ERS
NTWBEEITERTIBENHYET,

ipv6 source - - - - Yes Yes

address

ipv6 destination - - - - Yes Yes

address

ipv6 traffic-class - - Yes Yes Yes Yes IP_TOS &R

ipv6 hop-limit - - Yes Yes Yes Yes IP_TTL &RIC

icmp ipv6 type - - - - Yes Yes

icmp ipv6 code - - - - Yes Yes

source-port - - Yes Yes Yes Yes

destination-port - - Yes Yes Yes Yes

bytes long Yes Yes Yes Yes Yes Yes N7 yk B A X =(FCS 2&LA—YHRubk IL—LA
HAX -18 131F)
¥R COT—ILREEEL.
CNT_BYTES_LAYER2_LONG ZfEALEY,

packets long Yes Yes Yes Yes Yes Yes

timestamp absolute Yes Yes Yes Yes Yes Yes

first

timestamp absolute Yes Yes Yes Yes Yes Yes

last

tcp flags Yes Yes Yes Yes Yes Yes FTRTOIZTENRET S

bytes layer2 long Yes Yes Yes Yes Yes Yes
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