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KD Cisco Catalyst 3850 RA Y F &, BEDTIVERABR VI —VDRAELSLIVFEDOEREH-LET,
INEDRYRT—IIZIE LY BLDT /A —pHAHFAFEN TS REM. kM. BLUREMEZHAT
WBLEMNHYET , Cisco Catalyst 3850 RAyF &, LT ILITIREM. HRME. B iz/\O+r—< U RERHEL
F9, #HLLY Cisco StackWise-480 RAvY 7—FTIUFvid. ERREITADRAIVIDHEBEEETHESE
BHLFET,

Cisco Catalyst 3850 R vF (i@ N R KD Cisco I0S XE VI Iz 7EHR—MLET, EL25E D Cisco
I0S XE YIbox7 7—FTIFvIC&Y . EELHEEZFE . RELIARMIEOB L., #HEESINAR—F LR
2YhT—o H—EXNERLET,

Cisco Catalyst 3850 R vF (&, BE—® Cisco I0S XE YT+ T7 R—RDT 59T+ —LTHIGY —EREE
WY —EXOBAZERBT S, NORFIVATIL TUERBRAYFTT,

ZMDY=a7 LTI, Cisco Catalyst 3850 XA v FDEAIZMHERZRDFIEICDOLTEHRBALET,

Cisco Catalyst 3850 X1 v FD#HHAL

Cisco Catalyst 3850 X4 yF® RTU (right-to-use) 51> X ETIL
Cisco Catalyst 3850 R4 vF DAY IHER

Cisco Catalyst 3850 R/ vFEDHAT IR

Cisco Catalyst 3850 Switch Database Manager (SDM) 5> 7 L—k

S

Cisco Catalyst 3850 X1y FD#HAL
o« IVY—ILORTE
e Cisco IOS XE YIhx7 NURLELV /v — DRE
e Cisco IOS XE VIr 7 Di2E
o Cisco IOS XE VI 7 DEH
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o J—hA—HDTYIIL—F
o AVRP—ILEHE—F~DFEAT
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AV —ILDEE

Cisco Catalyst 3850 X1 vF (Cisco Catalyst 3750-X XA vF&EHR) IZIE, BIE® USB == avY—JL FR—k
EEED R4S a0V —IL R—+D.2 2DaAVY—)L K=t HYET, AAICF@EATEEO VT IHD
R—rEERTEET, L. BADR—MIEIZRAYFHANHYET,

TIAIEDIA)—IL R—rDEEHRFEIL. 9600 R—. 8 T—42 Ewb, T «%HL, 1 RbyT Evk, 70—l
L TY,

USB a>Y—I)L R—+D4ER

1 USBavy—IL KwR—t

wreI T T [

(i X ) | @ crvmene @
iz
SRR

MEE e Ee mw =W ERD SEW WM W W Ww WK [

USB ary—JL iR—METFIAIEDEER—FT, AV A—)L E—RET—FA—4 E—FOMATHHR—FE
nxv,

USB R—+r#F AT BHIIZ,. RELRKSA/3% Cisco.com DX®D URL ™5 PC IZHFH>O—KLET,
http://software.cisco.com/download/release.htm|?mdfid=282979369&softwareid=282855122&release=3.1

USB aryY—IJL R—HkZlE. 1 D 240 ORI TIRESN =B OBRBRIZESHNIZR—rETE2—TILIZT
B REARELBIETITAETA ZAIX—DBHBYET . ET7IT147 A LTI MNEARERET BIZE. ROATLE
FERALET,

Switch(config-line)# usb-inactivilty-timeout switch 1 ?

<1-240> Inactivity minutes before consocle reverts to RJAS

RJ45 R—+D4ER

2 RJ45a3Y—)L RK—k

A, G

YEEE L =
of| i=Tsi [Recsced]

RJ45 R—rEEATHICIE, ROATUREFEAL T, R— OB EIBNERET ILELHYET,

Switch(config)# line con 0

Switch(config-line)# media-type rjd45 switch 1

RJ45 R—rDEEIBRZHRET HE. ADITHLT RIS R—rRAR—TILIZEh, USB aryY—IL R—kD
ABDTaE—TNIZENET, =L RMYFOB AT EDR—MEIZHYET,
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Cisco I0S XE YIrIx7 NURLEEUVNRYTr—SDHME

Cisco Catalyst 3850 X vFI& Cisco I0S XE Y7+ oz F7#HERALET . Cisco I0S XE YIrIxT7 (L. —&ED
IR —SFETNURILELTIRBEENE T, Cisco 10S XE YIRITT NURLIE, RDESHAA—C DGR
RAEEALES,

<platform_name>-<bundle_feature_set>.<key_ver>.<I0OS-XE_version>.<I0OS_image_version> .bin
5l : cat3k_caa-universalk9.SPA.03.02.00.SE.150-1.EX.bin
NURIL OB RAI DA

platform_name Cisco 10S XE Y217 NURILIZK>THR—ENB TSV T+ — LD AT, caa [£  cat3k_caa
METIVER FT—XTIOFvERLET.

bundle_feature set = Cisco IOS XE Y7rx7 NURILIZK-TRESN D7 —F ¥ &k universalk9

key_ver Cisco I0S XE YTz 7 NURIL(FRFFNIZEFTND/\vr—2 FIFFDOWA)  SPA
MTFORILBREINTNDIEETRT 3 XFDXFF

10S_XE_version INVRIL® Cisco I0S XE YIhHz7 Y —RES 3.2.0SE

10S_image_version /\UR)LIZEENS Cisco I0S VIR 7 /8945 —® Cisco I0S YIhHIz7 44— 15.0(1)EX
DIN—T3>

Cisco 10S XE YI+HI7 NURILIZIE AV AM—IL TOERBICEHBMICERSNE. —ED/\vFr—2k
packages.conf EIE(EnZTOEa=0d J7/ LN EENRETS,

show version running EXEC YU FEETTHE MAERTEINTVA NNV r—2DN—230 BRRREINE
j—o

Switch$# show version running

Package: Base, version: 03.02.005E, status: active
File: cat3k_caa-base.SPA.03.02.008E.pkg, on: Switchl
Built: Wed Jan 09 21:59:52 PST 2013, by: gereddy

Package: Drivers, version: 03.02,00.SE, staltus: active
File: cat3k_caa-drivers.SPA.03.02.00.SE.pkg, on: Switchl
Built: Wed Jan 09 22:03:41 PST 2013, by: gereddy

Package: Infra, version: 03.02.008SE, status: active
File: cat3k caa-infra.SPA.03.02.008E.pkg, on: Switchl
Built: Wed Jan 09 22:00:56 PST 2013, by: gereddy

Package: T0S, version: 150-1.EX, status: active

File: cat3k _caa-iosd-universalk9.SPA.150-1.EX.pkg, on: Switchl
Built: Wed Jan 09 22:02:23 PST 2013, by: gereddy

Package: Platform, version: 03.02.00.5E, status: active
File: cat3k_caa-platform.SPA.03.02.00.5E.pkg, on: Switchl
Built: Wed Jan 09 22:01:46 PST 2013, by: gereddy

Package: WCM, version: 10.0.100.0, status: active

File: cat3k caa-wcm.SPA.10.0.100.0.pkg, on: Switchl
Built: Wed Jan 09 22:03:05 PST 2013, by: gereddy

All contents are Copyright © 1992-2013 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. 6/54 R—



Cisco IOS XE YT+ 7 NURIIZIK. KDy —OhREFENET,

Base cat3k_caa-base.SPA.03.02.00SE.pkg H—FILDERH

Drivers cat3k_caa-drivers.SPA.03.02.00.SE.pkg TSV TH—L FS5A8

Infra cat3k_caa-infra.SPA.03.02.00SE.pkg DRATL IR—T%  AVAM—F HA TR—
CXBEDAVTSANGIF v VIR ILT

Cisco 10S Software cat3k_caa-iosd-universalk9.SPA.150-1.EX.pkg Cisco |I0S VI 1A=

Platform cat3k_caa-platform.SPA.03.02.00.SE.pkg Cisco 10S YI+Ix7 FSYhTH—L, REVY

TR—Tr, TSYRTA—L IRr—T R EICE
ATIEGLYIDZT

WCM cat3k_caa-wcm.SPA.10.0.100.0.pkg DAY LR avbA—5 YILITT

Cisco 10S XE Y7+ 7 DiEH)
ROVWFThHDE—LT Cisco Catalyst 3850 RAvF D Cisco |I0S XE VI+I 7L TERITTEET,

o AVAR—)L E—F(HEREINLEEE—F)
o NVRJL E—F

A2 ZAb—)L E—FTORLYF Di2Ef

IEhoEERRICH TSN - Cisco Catalyst 3850 RAvFI&, 1V Ah—JL E—FTEELET, Cisco Catalyst
3850 RAYFIL, 1\ —L FAETY3=24 T7A )L packages.conf #FEAL TS/ A+—)L E—RTiEFEh
FT, CDITFAILIEEBLERNTZSLY,

ZDOHITIL, Cisco Catalyst 3850 RAYFIL, HAHRAAHD Ty a AN HHMICESHTELIIZHKESN
TWET,

Switch# show boot
BOOT wvariable = flash:packages.conf;
Manual Boot = no

Enable Break = no

show version < FDOH AIZIX, Cisco Catalyst 3850 R/ Y FDEMEE—FNRTINFET,

Switch# show ver | begin Switch Ports
Switch Ports Model SW Version SW Image Mode
1 56 UA-C3850-48P 03.02.008E cat3k_caa-universalk9 INSTALL

Confiquration register is 0x102

Nyr—28T0ED 3=y J7ALIETS Y Al iSh TLOET,

F: USB 75wyl a RSA4T M5, Fi=I& Trivial File Transfer Protocol (TFTP) Z{#EALT. /1> X—JL E—FK
TEITHEETR—FSNTUOER A,

INVRIL E—FTO Cisco Catalyst 3850 Xy FDI2E
INUFJL E—FT Cisco Catalyst 3850 XAy F%i#2E1$ 5 &[4, Cisco Catalyst 3750-X XAy F TKREL
Cisco I0S YT+ IT7 A A—T%iLEIF A EERABETT,

ZDARUKRIFNURIL E—RTRAYFERELET,
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switch: boot flash:cat3k caa-universalk9.5PA.03.02.00.5E.150-1.EX.bin

F: NURIL B—FTRAYFERETEE AVRAM—IL TR TR TEEYLELDATRYMEESINET,
NIE, 1= BNV R LB ERGEN, RAM [COE—3Nh51=HTT,

HNEITva AE, 5HE8 USB F54 7 (usbflash0) . F1=I& TFTP HS/AUKR)L E—FTRAVFERETEF
T, \URIL E—FIE, T—hE—4 FOoThh i Cisco Catalyst 3850 RAF#{2EIT H-DIERINET,

Cisco 10S XE VI 7 DEH
AALYFHRALUAR—IL E—FDIFA . software Install A< FZEFALTIEEDEHLL Cisco I0S XE YI+bHx
FEAVRM—=ILTEET,

#: ZMavUFRIE. Cisco Catalyst 3850 RAYF MMV Ab—)L E—F CRBISN TLDIGEIZOAHEEELE
ERS

RAYFERIIRAVF RABZVIDIREEETER T BIZ(. show switch IV REFERALET, RIZ. AAYF 2 A
TITAT1 2 RAAYF RAZVIDIREDHZERLET,

Switch# show switch
Switch/Stack Mac Address : 2037.0653.ch00

H/W Current
Switchi Role Mac Address Priority Version State
1 Standby 2037.0653.£d80 1 PEA Ready
*2 Active 2037.0653.cb00 1 PEA Ready

RIZ. 2 RAYF RBYIDYITITT AV A—I)LTOATUREXETVY—IL AT DOFHIERLET,

Switch# software install file flash: cat3k _caa-universalk9.5PA.03.02.00.8E.150-
1.EX.bin new

Preparing install operation ...

[2]: Copying software from active switch 2 to switch 1

[2]: Finished copying software to switch 1

[1 2]: Starting install operation

[1 2]: Expanding bundle flash: cat3k caa-universalk9.5PA.03.02.00.5E.150-1.EX.bin
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[1 2]: Copying package files
[1 2]: Package files copied

[1 2]: Finished expanding bundle flash: cat3k caa-
universalk9.5PA.03.02.00.5E.150-1.EX.bin

[1 2]: Verifying and copying expanded package files to flash:
[1 2]: Verified and copied expanded package files to flash:
[1 2]: Starting compatibility checks
[1 2]: Finished compatibility checks
[1 2]: Starting application pre-installation processing
[1 2]: Finished application pre-installation processing
[1]: Old files list:
Removed cat3k caa-base.SSA.03.08.72.EMPZ2.pkg
Removed cat3k caa-drivers.SSA.03.08.72.EMP2.pkg
Removed cat3k caa-infra.SSA.03.08.72.EMP2.pkg
Removed cat3k caa-iosd-universalk9.5SA.150-8.72.EMP2.pkyg
Removed cat3k_caa-platform.SSA.03.08.72.EMP2.pkg
Removed catdk_caa-wem.S5A.03.08.72.EMP2.pkg
[2]: Old files list:
Removed cat3k_caa-base.S55A.03.08.72.EMPZ.pkg
Removed cat3k caa-drivers.S5sSA.03.08.72.EMP2.pkg
Removed cat3k caa-infra.SSA.03.08.72.EMP2.pkg
Removed cat3k caa-iosd-universalk9.5SA.150-8.72.EMP2.pkg
Removed cat3k _caa-platform.SSA.03.08.72.EMPZ.pkyg
Removed cabl3k caa-wem.S83A.03.08.72.EMP2.pkg
[1]1: New files list:
Added cat3k caa-base.SPR.03.02.008E.pkg
Added cat3k caa-drivers.SPA.03.02.00.SE.pkg
Added cat3k caa-infra.SPA.03.02.003E.pkg
Rdded cat3k caa-iosd-universalk9.SPA.150-1.EX.pkg
Added cat3k caa-platform.SPA.03.02.00.8E.pkg
Added cat3k_caa-wem.SPA.10.0.100.0.pkg
[2]: HNew files list:
Added cal3k caa-base.S5PA.03.02.005E.pkg
Added cat3k_caa-drivers.SPA.03.02.00.5E.pkg
Added cat3k caa-infra.SPA.03.02.005E.pkg
Added cat3k _caa-iosd-universalk9.5PA.150-1.EX.pkg
Added cat3k caa-platform.SPA.03.02.00.8E.pkg
Added cat3k_caa-wcm.SPA.10.0.100.0.pkg
[1 2]: Creating pending provisioning file
[1 2]: Finished installing software. New software will load on reboot.
[1 2]: Committing provisioning file

[1 2]: Do you want to proceed with reload? [yes/nol:y

software rollback

software rollback IV REFERTHE, VIR IZT DA AR—ILZIZLIFID Cisco 10S XE YI7bHx7 /3y
T—UICRG TENTEET, software rollback &, 774/ /L&D packages.conf.00- DA—JL/\vY /\wir—
MNDEdED 1 DBEETIEAITFEIT#EELET ., O—IL/\ys T74JLIF Cisco Catalyst 3850 X1 vF®D Cisco
IOS XE YI+IxT7 AA—CDEHIOLRPICEFMICERINET,

RIZERATRELRO—ILINYY Iy —DE B DR(YFD ISV 2 TALIMN)DFIERLET,
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Switch# dir flash:

Directory of flash:/

15134 -rwx 1230 Oct 9 2012 12:52:15 +00:00 packages.conf.00-
15125 -rwx 556 Oct 10 2012 14:09:15 +00:00 wvlan.dat

<Output Truncated>

LIEIDYVILIIT AA—PIZETIZIE. RO ESIZ, O—)L\vd 13w —D A% IBEL T software rollback O
TUREHERALET,

Switchl# software rollback provisioning-file flash:packages.conf00-

software clean

Cisco Catalyst 3850 RAYF D IS5y aREIL. software clean ATV REFALTREICANYTEFET,
DIAXURIE. RGN —2 T7AIIL(pkg) . AV FJL T7A)L(bin)  F£IETBEDa=>y J7/)L
(packages.conf*) &4 R THIBRLETH. 7V T177% .pkg & .conf T7 M ILIFBIBRLEE A,

AAYFERET D-DITHERTIT14I7 .pkg T=1E .conf J7MILEBIBRT SRIEEENH D=0, 75via
NORELIT7AIVEBIRT HEE(C delete AT REFALAL TS,

i¥: software clean AW UREFERT 5L MELGO—ILINYY T7AIILDZDRIEIZEH>THIBRESN ST,
RAYFIXLUFIDYIRIIT A A—PICRBIEIFTEEF AL

RIZ. 2 D@ Cisco Catalyst 3850 XA YF D ARV T software clean AT R DFERDHIERLET,

Switch# software clean
Preparing clean operation ...
[1 2]: Cleaning up unnecessary package files
[1 2]: No path specified, will use booted path flash:packages.conf
[1 2]: Cleaning flash:
[1]: Preparing packages list to delete ...
cab3k _caa -base.SSA.03.08.79.EMP1.pkg
File is in use, will not delete.
cat3k caa -drivers.SSA.03.08.79.EMP1l.pkg
File is in use, will not delete.

cat3k caa -infra.SSA.03.08.79.EMP1.pkyg
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File is in use, will not delete.
cat3k caa -iosd-universalk9.SSA.150-8.79.EMPl.pkg
File is in use, will not delete.
cat3k_caa -platform.S55A.03.08.79.EMPl.pkg
File is in use, will not delete.
cat3k _caa -wecm.SSA.03.08.79.EMPl.pkg
File is in use, will not delete.
packages.conf
File is in use, will not delete.
[2]: Preparing packages list to delete
cat3k caa -base.SSA.03.08.79.EMPl.pkg
File is in use, will not delete.
cat3k _caa -drivers.SSA.03.08.79.EMPl.pkg
File is in use, will not delete.
cat3k _caa -infra.SSA.03.08.79.EMPl.pkg
File is in use, will not delete.
cat3k caa -iosd-universalk9.55A.150-8.79.EMPl.pkg
File is in use, will not delete.
cat3k caa -platform.SSA.03.08.79.EMPl.pkg
File is in use, will not delete.
cat3850-wem.SSA.03.08.79.EMP1.pkyg
File is in use, will not delete.
packages.conf
File is in use, will not delete.
[1]: Files that will be deleted:
cat3k caa-base.SSA.03.08.72.EMP2.pkg
cat3k_caa-drivers.SSA.03.08.72.EMP2.pkg
cat3k caa-infra.SSA.03.08.72.EMP2.pkg
cat3k_caa-iosd-universalk9.SSA.150-8.72.EMP2.pkg
cat3k caa-platform.SSA.03.08.72.EMPZ2.pkg
cat3k caa-universalk9.03.08.79.EMPl.kbin
cat3k_caa -wcm.SSA.03.08.72.EMPZ.pkg
prackages.conf.01l-
[2]: Files that will be deleted:
cat3k caa-base.SSA.03.08.72.EMP2.pkyg
cat3k_caa-drivers.SSA.03.08.72.EMP2.pkg
cat3k caa-infra.S5SA.03.08.72.EMFPZ.pkg
cat3k caa-iosd-universalk®.SSA.150-8.72.EMP2.pkg
cat3k caa-platform.SSA.03.08.72.EMPZ2.pkg
cat3k caa-universalk9.03.08.79.EMP1l.bin
cat3k_caa-wcm.S58A.03.08.72.EMP2.pkg
packages.conf.00-
[1 2]: Do you want to proceed with the deletion? [yes/nol: yes
[1 2]: Clean up completed

J—ra—4D7vITL—F

Ti5H RO Cisco Catalyst 3850 R wF (&, $AHAHDTFvi ami Cisco I0S XE VI Iz 7EBEET—
FL. BBIREFATRTERTTEHLICHRESNTOET, 155455 —RXTlE, Cisco I0S XE YI+HIx7 A
A= OT7YITTL—RIZT—bB—F DT VT L—FBRBEICEDIGENHYET .

RIZ. Cisco Catalyst 3850 R yF T—hA—4 A A—D& TV T L—FF5FIEERLET .
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2AFvT 1. FEHT—rEAHF—TIIZLT. RAVFOEREBEHBALET,
AL YFREIEFHEELELIZ boot manual I RFEAALET,

Switch(config)$# boot manual switch 1

Switch# wr mem

Building configuration...

Compressed configuration from €503 bytes to 2335 bytes|[OK]

Switch$# reload

NEFE T MEORIYFRROYUTILTY,

Booting... {use DDR clock 667 MHz)

Total memory size = 0x00000000 80000000

Initializing and Testing RAM

tHHEQRRACAHEHE, L L HHECHHEEHHERHHER+HEE++HER++RE++ERdone.

Memory Test Pass!

Performing CPU BIST Test

CPU BIST Test Pass!

C3850 Boot Loader (C3850-HBOOT-M) Versien 1.1, engineering software (P)
Compiled Wed Sep 12 16:56:12 PDT 2012 by johwang

<Output Truncated>

The system is not configured to boot automatically. The
following command will finish loading the operating system
software:

boot

switch:

J—bO—4% TR TJOVTRTHR—FENZITURDEYMIEHIRLHYET . EAFATEELGITURERT
AT REFEAALES,

F: COTZaTILOMEFEAIC. D—bO—4 avURFO—EEFRLET,

T—hA—5 DORAED/N—3 EFRFT BIZIE, RO K5I version T—rA—4 avUREFERALET,

switch: ver
C3850 Boot Loader (C3850-HBOOT-M) Version 1.1, engineering software (P)
Compiled Wed Sep 12 16:56:12 PDT 2012 by johwang

ZTFvF 2. TFTP H—nipoHlnwI—rO—4 4 A—CH0—KLET,
RIZ, T—,O=EFDTALTMDRAYFIZ TFTP #6542 I 5612 RLET,
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switch: IP ADDR-10.1.104.130/255.255.255.0

switch: UEh'ﬂUL’l‘_ROU'l‘ER—l'D .1.104.1

switch: MANUAL BOOT=yes

switch: ping 10.1.104.211

ping 10.1.104.211 with 32 bytes of data ...
Up 1000 Mbps Full duplex (port 0) (3SGMII)

Host 10.1.104.211 is alive.

RIZ,TFTP AT —hA—4% (A—2%aE—F BHlERLET .

switch: copy tftp://10.1.104.211/cat3850 loader.img.12Sepl?.3SA bs:
Up 1000 Mbps Full duplex (port 0) (SGMII)

File "tftp://10.1.104.211/switch/cat3850 loader.img.125epl2.55A" successfully
copied to "bs:"

ZF: USBI75vyva RSATMST—hO—4 fA—SFaF—3 52868 TEET,

ATYF 3. RAYFEUEILLET,
reset AV R TRAYFHRYA—REN, HILWLWIT—rO—4F A A—UTRELET,

Switch: reset

Cisco IOS XE Y Ir Iz 7 HEAVAL—ILT BIZIE,. T—bO—% TOVTH AU A —IL E—RIZBITLET,

T—ba—4 TAVTEAAVRAP—IL E—FADBT

Cisco Catalyst 3850 XA yF® Cisco 10S XE YI+IxT AA—TUIFNURIL A A—DELTERAINET, 7
FYLallZONVRLVEEEZIE—LT, RMvyFERET S LI TEFE A, 7w all Cisco 10S XE YT+
IV NURLEAVRAR—ILL, RIZTAVAR—)L E—REFERALTAIVRM—ILENT=YITRITTHNDRAVFE
BHTIBENHYET, 7591 AEYRAD Cisco I0S XE YIRHITT A A—CHBIELI-IE A1, COFIEE
ETLET,

J—ha—% TRV Thib, TFTP e HET 5201 ping YU REFERALET,

switch: ping 10.1.104.211

ping 10.1.104.211 with 32 bytes of data ...
Up 1000 Mbps Full duplex (port 0) (SGMII)
Host 10.1.104.211 is alive

TFTP MRV FERBLET
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switch: boot tftp://10.1.104.211/switch/cat3k caa-
universalk9.SPA.03.02.00.5E.150-1.EX.bin

Reading full image inLo memory....
<Output Truncated>

YINIIT A A= N—Lav B LUVE—FERTT 5012, show version AT FEFRALET,

Switch$# show version | begin Switch Ports

Switch Ports Model S5W Version SW Tmage Mode

1 56 WS-C3850-48Pp 03.02.003E cat3k_caa-universalk9 BUNDLE

AAYFIE TFTP Ff=1& USB 75via RSATOWLWThh SNV RILEO—RLTEBISN S8, /\VFIL
E—RHARTINET,

TFTP H—/\FE =& USB 75y a RSATNETS VL alTREMA/NVEIL A A—D%FaE—LFET,
software expand AT REFERALT. 75V aMDNURIL (1 A—DFREALET,

Switch# software expand file flash: cat3k_caa-universalk9.5PA.03.02.00.5E.150-
1.EX.bin

Preparing expand operation

[1]1: Expanding bundle flash: cat3k caa-universalk9.SPA.03.02.00.5FE.150-1.EX.bin
Copying package [iles

Package files copied

: Finished expanding bundle flash: cat3k caa-universalk®.SPA.03.02.00.8E.150-
X .bin

INURILERISH., packages.conf 774 ILNT Sy a AR/ ICHAHZEERHERLET .

Switch# dir flash:
Directory of flash:/

45351 -rwx 1218 Jan 18 2013 12:37:11 +00:00 packages.conf
45345 -rwx 74410468 Jan 18 2013 12:36:33 +00:00 cat3k caa-
base.35PA.03.02.003E.pkg

45346 -rwx 2773680 Jan 18 2013 12:36:33 +00:00 cat3k caa-
drivers.SPA.03.02.00.8E.pkg

45347 -rwx 32478044 Jan 18 2013 12:36:39 +00:00 cat3k_caa-
infra.SPA.03.02.00SE.pkg

45348 -rwx 30393116 Jan 18 2013 12:36:46 +00:00 cat3k caa-iosd-
universalk9.SPA.150-1.EX.pkg

45349 -rwx 18313952 Jan 18 2013 12:36:50 +00:00 cat3k caa-

platform.3PA.03.02.00.8E.pkg

45350 -rwx 63402700 Jan 18 2013 12:37:09 +00:00 cat3k _caa-
Wwem. SPAL10.0.100.0.pkg

<Output Truncated>

A yFE)O—KL., FiLMER SN T=75vL a1 (packages.conf) TREEILFE T,
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switch: boot flash:packages.conf
Getting rest of image

Reading full image into memory....done

<Output Truncated>

Switchf show version | begin Switch Ports
Switch Ports Model SW Version SW Image Mode
1 56 WS-C3850-48P 03.02.00S8E cat3k caa-universalk9 INSTALL

T 74 ILETIlE, software expand IXURMRAYF RAVIDTIT4T RAAYFTRITSNIIGE. A2V IA
DFRTORAYFTEITEINET,

AVAR—=ILENT=A A—DFBEO—R T BIZ(E. ROFIEEETLET,

no boot manual Y UFEFERAL T, FET—rETsE2—TILIZLET,

Switch(config)# no boot manual switch <#>

boot system IV REFERALT. 759 amhbilBE#T5L312T—k AV REEERLET,

Switch(config)# boot system switch 3 flash:packages.conf

copy running-config startup-config v FZ#ERAL T, REEZRELET .

Switch# copy running-config startup-config

show boot AV RZEHAL T, RAYFHNTSvia ARYMNSEEITALIIZHRESNTWASAZEEXHERLET,

Switch# show boot
BOOT wvariable = flash:packages.conf;
Manual Bool = no

Enable Break = no

Cisco Catalyst 3850 X1/ vF® Right-to-Use S/t X ETIL

Cisco Catalyst 3850 XA vF® Right-to-Use (RTU) [£. RMA D= DSAEVRADTYTITL—K . FH25
L—R., FEBEBERRTHRN B L EXEC AU REERALTRERICITASLS(CT H-OIZF SN, B8
R—ZADFAEVA ETILTTRTU SAEVR ETIIZEST, BEHIL EXEC avUREHRALT, RAVFE
FIERAYF REVIDBHDAA—TR—ZADS( A LA (LAN R—Z (P R—X LV IP —ER) &
AP-Count #{8 ETEF T,
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Cisco Catalyst 3850 A1 vF RTU 542X IZDWLVT

e RTU S4A+t> XRIE. Cisco Catalyst 3850 RAyF&&LIZ(FE-IXRI)BASH, RIYFD—BEDT/ A
ZXIDEZID+ Y7 ILES) IZITEELE R A,

o AAYFEBATAHGEILENETHEELIZFM VAN T LAV A—ILENET,

o SAEVRETYTIL—RTBEEIEX. TYvITIL—K SAEUREEXL,. EFSA U RE-ILHRIEN
=54 REZRITMAIENTEET , TURFI—H SAEV R (EULA) EZ (T AN =%, VT IV
CLI av FrEERLTZYT Y L—REA/R2—TILICLET,

e 1 BDRAYFMBHDRAYFIZ RTU SAEVREERETRIEEIE. 1 BEDRMVFDSA U REELN
IZL. BIORAyF ETHEBIZLET,

RTU SAtEVR 447
Cisco Catalyst 3850 X1 vF RTU S/ XIZ(E, kit RTU /> X&E 90 BREDOEHE RTU S/ XD 2
BEOIHATI)—HIHYES,

k% RTU S1tEV R
L, BIRDYINAGWERSA U A TY EULA ICRIET %&. Kk RTU SAEUREFMIZTEET, EULA
X, KESA U REBEALLIEFRHRELTULVET , kit RTU SAEVRIZIERD 2 DDEATHAHYET .

o AA—UR—ZAD(F=ET1—F¥ YN S1EVR

e Adder AP-Count 51/t X
AA—=DR=ZADFA VR : ZDTFA LV RIE RAMYFOEFRIRACE>THEMIESINTEY .. 1 *—TJLIZ
FTHOITBBEHRBTEREIDLEHVERT A YR—FENETA VR LARJLIZIE LAN R—X (IP X=X B&
VIP H—EXAEENET,

BRAYF F=IERABVIADTRTHDRAYFIZRLT license right-to-use IV REFALT, A A—TUR—
ADZAEVRETYTTL—FLIZY. Ta—T Ik, FEBETEE T, RMVFELIER4yHE)O—FLT,
BELALDOSAEVRERRNZLET . =EA1E IP R—ZAMS IP H—ERIZSAEVR LRIVETYTTL—K
FTH5E.IP H—ERDSA LV RIERAMYFE)A—FFTEE8MIHYET,

CDaTURIL. ipservices AV REZFEMICL T RZVIRDTRTDRAYFD EULA ZZFANET,

Switchl# license right-to-use activate ipservices all acceptEULA

% switch-1:stack-mgr:Reboot the switch to invoke the highest activated License
level

Switchl# show license right-to-use summary

License Name Type Count Period left
ipbase permanent N/A Lifetime
apcount base* 0 Lifetime
apcount adder 50 Lifetime

License Level In Use: ipbase
License Level on Rebool: ipservices
Evaluation AP-Count: Disabled

Total AP Count Licenses: 0

AP Count Licenses In-use: 0

AP Count Licenses Remaining: 0 *BP base license is reserved for future use
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Adder AP-Count S/t X :Adder AP-Count 5S4t RIE, X -DEEBMTBISAEVRTT, ZRybDT—4
DREICIECTTZ IR RAVE SAEVREBIMTEE T, Adder AP-Count A4t R (L EXEC aXURTEM
L. RA4YFE)A—RTBELHLTIT4TbENET,

RIZ, BxhiEEhi= Adder AP-Count SA U REFHDRSVF DAV RADBEDHIERLET,

Switchl# show license right-to-use summary

License MName Type Count Period left
ipservices permanent N/A Lifetime
apcount base 0 Lifetime
apcount adder 10 Lifetime

License Level In Use: ipservices
License Level on Reboot: ipservices
Evaluation AP-Count: Disabled

Total AP Count Licenses: 10

AP Count Licenses In-use: 0

AP Counl Licenses Remaining: 10

Switchly license right-to-use activate apcount 25 slot 1 acceptEULA
Switchld
%SMN HBL LICEMSE-6-AP ADD: 1 stack-mgr: 2% Adder AP Count Licenses are added

Switchl# show license right-to-use summary
License Name Type Count Period left
ipservices permanent N/A Lifetime
apcount base 0 Lifetime
apcount adder 35 Lifetime

License Level In Use: ipservices
License Level on Reboot: ipservices
Evaluation AP-Count: Disabled

Total AP Count Licenses: 35

AP Count Licenses In-use: 0

AP Count Licenses Remaining: 25

RIZ, EHIE S T= Adder AP-Count 54V REFDRAYF DI/ ADBEDHZERLET,

Switchl4 license right-to-use deactivate apcount 25 slot 1
Switchl#
%SMN_HBL LICENSE-6-AP_DEL: 1 stack-mgr: 25 Adder AP Count Licenses are removed
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Switchl# show license right-to-use summary

License Name Type Count Period left
ipservices permanent N/A Lifeltime
apcount base 0 Lifetime
apcount adder 10 Litetime

License Level In Use: ipservices

License Level on Reboot: ipservices

Evaluation AP-Count: Disabled
Total AP Count Licenses: 10
AP Count Licenses In-use: 0

AP Count Licenses Remaining: 10

ARBYGDAA—TR—ZADFL VR

Cisco Catalyst 3850 RAYF RAYITIE, TRTDRAYFHRCAA—TR—ZADSAEV A (IP YH—E R/IP
R—ZILAN R=2)DULRILCHIBENBYET  TIVTATHERAIFDIA VR LN ERELRESN,
AN RAYFDFA VAN ENELBESNET , F—BBHIIBEE. TIT4T RAVFIZ, A2V IR KER
Lf=2&%RT syslog Avt—UMRREINET,

N TOT4T RAYF A= ILDRRBITI,

$STACKMGR-1-STACK LINK CHANGE: 1 stack-mgr: Stack port 1 on switch 1 is up

%SMN HBL LICENSE-6-LIC INCOMPAT: 1 stack-mgr: Switch 2 has an incompatible
license level. Activate a compatible level to get the switch to join the stack.

Switchl#show switch
Switch/Stack Mac Address : 2037.0653.£d80
H/W  Current

Switchl# Role Mac Address Priority Version State

*1 Active 2037.0653.£d80 15 PaA Ready

2 Member 2037.0653.cb00 1 0 Lic-Mismatch
3 Member 0000.0000.0000 0 0 Provisioned

CDAytE—DlE AN AL YF QALY —ILIZRTRENET,
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%I0SXE-1-PLATFORM: process stack-mgr: %STACKMGR-1-DISC_START: Switch 2 is
starting stack discovery

Switch 2 has a license mismatch with the stack. Only on activating a compatible
license will the switch join

This display shows the license mismatch with the active switch:
Switchl# show license right-to-use mismatch
Slot# License Name Adder AP Count Base AP Count

2 ipbase 50 0

Switchl$# show license right-to-use summary

License Name Type Count Period left
ipservices permanent N/A Lifetime
apcount base 0 Lifetime
apcount adder 0 Lifetime

License Level In Use: ipservices
License Level on Reboot: ipservices
Evaluation AP-Count: Disabled

Total AP Count Licenses: 0

AP Count Licenses In-use: 0

AP Count Licenses Remaining: 0

AVIN RAYFRREYIIZEMTESLSIZTBIZIE, TOTAT RAYF aV—IHh oS4V REZEMIZLT,
AVIN RAYF(RAYF 2)DIA VA LRNIVEERLET,

Switchl# license right-to-use activate ipservices slot 2 acceptEULA

% switch-1:stack-mgr:Reboolt the switch to invoke the highest activated License
level

£SMN HBL LICEMSE-6-LIC ACT: 1 stack-mgr: ipservices License 1s activated
successfully on switch 2

Switchlfreload slot 2
Stack is in Half ring setup; Reloading a switch might cause stack split

Proceed with reload? [confirm]

AAVF 2 NERICYA—RENT=D TOTAT RAVFHBHIREVIIZEMLES,
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Switchlf show switch

Switch/Stack Mac Address : 2037.0653.fd80 - Local Mac Address

Mac persistency wait time: Tndefinite
H/W Current
Switchi Role Mac Address Priority Version State
*1 Active 2037.0653.£d80 15 PGA Ready
2 Standby 2037.0653.cb00 14 PEA Ready
Member 0000.0000.0000 0 0 Provisioned

A5 ®D AP-Count 512X

AP-Count SA 2 RIE IP R—RE IP H—ER SV RIZRYEHTEETT, Cisco Catalyst 3850 X1 vF X
AYYIEHA 50 DT VR RAVMEHR—LTEET , AP-Count 1t X[, Cisco Catalyst 3850 R4 vF
NEEYT, aVPO—FLEEEY T I—PzVPOAAELTEESNTWRIEEIZEFRHETT, Cisco
Catalyst 3850 RAYFMEENT4 T—UxVhELTDHAERESINTNDIGE (TIHILIERE) 121X, AP-Count
SAEVRIEDBETEHYE R A, EEUT T—D1b EEYT OVPA—5 BLUZ OO ERE LV EE
UTABEED I T4 T4 DEEMIZDULNTIL, Cisco Catalyst 3850 RA Y FDIMAET I/ RICEET ZEESHELT
&Ly,

Cisco Catalyst 3850 X1 yF R2vI® AP-Count 54t XD #HIL. &K 50 AP-Count FTT, TRTHE
A A ID AP-Count SA U RADEEEFLLALYES  R2VID AP-Count St AD#HIT, REvT AV
NOBMELIFRYBRMIzZEEICEEEZITET,

o FHLLWAUNANRZYYIZEMENSE, X8I D AP-Count SAEUADBHILBEBMICEHESIET,
o AUNHBRAVIMLIYBERINDE, BYBRD IRV FIZ&DB2E% 211 AP-Count S22 RIFR
Ay DIERTEER AP-Count SAEVRADEEMOBESNET,
o {HETAEL AP-Count SAt A¥ &Y% LY AP-Count M iE#rEh B &, syslog B Ayt—(2HBEN
HBIEDTEINET, TUID)E—FEhBETIE. BBD DEFFH AP-Count IFHIIShER A,
o RAYHD)A—REIZ, BB D AP-Count AAEETD AP-Count HhoEIRENET, RIZ. Z2OTOER
[ZDWTERBALE Y .
ZBZ9G FOQBMOH:3 EDARAvFEEL Cisco Catalyst 3850 RAYF RAVIT, FERAYFIZ 10 D
AP-Count %5719 % AP-Count S/t RAMH 554, A5 T 30 M AP-Count BHR—rEhFET, FiLLY
Cisco Catalyst 3850 XA YF (RAvF 4)H%, 25 @ AP-Count ZEF R[5 AP-Count S4t2 R {FETREYHIZ
BMESNIGE. DT IR RAVEDEEE 55(30 + 25) IFREVIDFIREBRZS1=6 . REVITIL,
AEHT 50 M AP-Count MY R—tShFET,

RBYG ANOBIROF: LEOBIT, RAYF 4 BNREYIMSIYBRMNT-5E. 50 D AP-Count MREYY(Z
SN TTIT4F (122 TWVAEEE, AP-Count SAEVR(FARAYIMN)O—KENSET 50 AP-Count DFE
FTY,A—FD#%. RFYIIETDE 30 AP-Count [CRYFET,

REy9 D AP-Count HY 50 Z#BZ 5&., AP-Count DBiB%ERY syslog Avt—UM, FOTATHAUIN RAYF
[CRRENFET,
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$I0SXE-1-PLATFORM: process stack-mgr: %SMN_HBL_ LICENSE-1-EXCESS_AP LIC: Total AP
Count Licenses available have exceeded the Maximum supported AP Count by 60

Switchl# show license right-to-use summary

License Name Type Count Period left
ipservices permanent N/ A Lifetime
apcount base 0 Lifetime
apcount adder 110 Litetime

License Level In Use: ipservices
License Level on Reboot: ipservices
Evaluation AP-Count: Disabled

Total AP Count Licenses: 50

AP Count Licenses In-use: 0

AP Count Licenses Remaining: 50

T I#4ILRTIE, Cisco Catalyst 3850 RAyF RAVIIEEE) T4 T—Vz o hELTEREINTULET , |/IESA
TR ETFILTIE. BEV T TP METIER RAVMID IV T+ —RAUk RAURTY , EEYT OV
FA—SIET IR RAUM D EERAURTT, Cisco Catalyst 3850 RAvF RAvIL, BABEHIZIHL T,
EEYT4 AVPO—SFLIEEE YT I—Pz UM FERIEZEOWEA) ELTHRET HENTEET,

3 (. AP-Count, EEY T4 T—Cxzb, EEYT¢ AV FA—SEO—BHESAItU X TOrIILOPYERY
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KIRELE A TIL, Cisco Catalyst 3850 R yF RAYIEFEEYT4 T—P ML, 5760 &R FO—SA
EEYT4 abO—3I2HYET, BEEY T4 I—CzUMEEY T OV O—5F 5 EILI-E A T, AP-Count
1. EEUT1 abA—5 LRI TEESNET,

ALIYFRDFA 2 AD BT

Cisco Catalyst 3850 R/ YFRBITHSIZ RTU SAEVRERBITTEE T, A A—PR—X S4t2RE AP-Count
FAEVADEEE. 1 BEORMYFTEHMICL, BIORSYF TEMCTEES, MV REEMITTHICIE,
license right-to-use deactivate EXEC IYFEHERALET , T/ REBMITT HICIL. license right-to-
use activate EXEC av REHRALETS,

KIz,. 2OTOERDFIERLET,

$ll: Switch1 & Switch2 [£IER 2 YYD IIILT= Cisco Catalyst 3850 RAYFTI, IP H—ER [ A—SR—ZD
SA4t2 A& 50 D AP-Count 5S4+t X% Switch1 A5 Switch2 ICREITBIZIEX, RO LSIZITVET,

ATvF 1. Switch1 QREDSA U RERERLET,

Switchl# show license right-to-use summary

License Name Type Count Period left
ipservices permanent N/ A Lifetime
apcount base 0 Litetime
apcount adder 50 Lifetime

AFwT 2. Switch1 M5, A A—SR—ZADSAEUAE LY AP-Count SA U REFEHIZLET,
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Switchl$# license right-to-use deactivate ipservices slot 1

% switch-1:stack-mgr:Reboot the switch to invoke the highest activated License
level

Switchl#

%5MN_HBL LICENSE-6-LIC_EULA CLEAR: 1 stack-mgr: EULA for ipservices License has
been cleared

%SMN HBL LICENSE-6-LIC CHANGE: 1 stack-mgr: Switch 1 Reboot License Level
changed from ipservices to lanbase, Reboot the switch te invoke the new license
level

Switchlf# license right-to-use deactivate apcount 50 slot 1

Switchl#$#
%5MN_HBL_ LICENSE-6-AP_DEL: 1 stack-mgr: 50 Adder AP Count Licenses are removed

AFvyF 3. Switch1 ZUA—KL. SA Y ANBIBREIN - EEHERLET,

Switchl# show license right-to-use summary
License Name Type Count Period left
lanbase permanent N/A Lifetime
apcount base 0 Lifetime
apcount adder 0 Lifetime

License Level In Use: lanbase
License Level on Reboot: lanbase
Evaluation AP-Count: Disabled
Total AP Count Licenses: 0

AP Count Licenses In-use: 0

AP Count Licenses Remaining: 0

ATy 4. Switch2 DSAEVREAF—TILIZLET,

Switch2# license right-to-use activate ipservices slot 2 acceptBEULA

% switch-2:stack-mgr:Reboot the switch to invoke the highest activated License
level

Switch2#

%SMN_HBL LICENSE-6-LIC ACT: 2 stack-mgr: ipservices License is activated
successfully on switch 2

%8MN_HBL LICENSE-6-LIC CHANGE: 2 stack-mgr: Switch 2 Reboot License Level
changed from lanbase to ipservices, Reload the switch to invoke the new license
level

Switch2f license right-to-use activate apcount 50 slot 2 accepLEULA
Switch2§
%$5MN_HBL_LICENSE-6-AP_ADD: 2 stack-mgr: 50 Adder AP Count Licenses are added

AFwF 5. Switch2 ZYAO—KL, 7IT47 LS4t RE/HRLET,
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Switch2# show license right-to-use summary

License Name Type Count Period left
ipservices permanent N/A Lifetime
apcount base 0 Lifetime
apcount adder 50 Lifetime

License Level In Use: ipservices
License Level on Reboot: ipservices
FEvaluation AP-Count: Disabled
Total AP Count Licenses: 50

AP Count Licenses In-use: 0

AP Count Licenses Remaining: 50

i RTU S1t&> X

FBTA A TIE. 90 BEEHTIA U REF T HENTEET FFBSAEVREFMITTBHITIE.

EULA [IZRIBLET, sMES A2 AMD EULA TlX. 90 BURIZKES AU RAEBATEIENBEINTEY.
KEESAEOREZEALGZWNES., B S/ R (T 90 HOFZBRICENESNET, SHES A RADOHEMN
gihd 10 BETICENEISDONTEET S syslog Avt—UARTEIN ., BIRATIND 5 BETNZERDAYE—
UHRFRSNET .90 HOHMDKR T R(E. R v FE)O—FFBET. syslog Ay t—UHNEERRINET,

%SMN HBL LICENSE-1-EVAL EXP: 1 stack-mgr: Evaluation period of apcount eval
license expired 10 days ago. Purchase a permanent license.

$SMN_HBIL_ LTICENSE-1-EVAL EXP: 1 stack-mgr: Evaluation period of apcount eval
license expired 11 days ago. Purchase a permanent license.

#: £ Cisco Catalyst 3850 X/ vF T, 1 EEI+ 90 HREIDFHES AL REEHIZTEET . 90 HOEBE
IF. RCRAyFTHT=IZ 90 BEDFHES A L REBRT HILETEEE A,

MBS A o REAR—TILIZT BIZIE, ROAYUREFERLET,

Switchl# license right-to-use activate ipservices evaluation all acceptEULA
% Switch-l:stack-mgr:Reboot the switch to invoke the highest activated License
level

$SMN_HBIL LTICENSE-6-LIC ACT: 1 stack-mgr: ipservices eval License is activated
successfully on switch 1

%SMN_HBL LICENSE-6-LIC_CHANGE: 1 stack-mgr: Switch 1 Reboot License Level
changed from ipbase to ipservices eval, Reboot the switch to invoke the new
license level

JA—F#&E. ROLIITHYET,
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Switchl# show license right-to-use summary

License Name Type Count Period left
ipservices evaluation N/A 90
apcount base 0 Lifetime
apcount adder 0 Lifetime

License Level In Use: ipbase

License Level on Reboot: ipservices eval
Evaluation AP-Count: Disabled

Total AP Count Licenses: 0

AP Count Licenses In-use: 0

AP Count Licenses Remaining: 0

FHES A o REEPEIST BT ROATFEFERALET,

Switchl# license right-to-use deactivate ipservices evaluation all

% switch-l:stack-mgr:Reboot the switch to invoke the highest activated License
level

Switchl#

%SMN HBL LICENSE-6-LIC EULA CLEAR: 1 stack-mgr: EULA for ipservices eval License
has been cleared

%SMN_HBL_LICENSE-6-LIC_CHANGE: 1 stack-mgr: Switch 1 Reboot License Level
changed from ipservices eval to ipbase, Reboot the switch to invoke the new
license level

F: ELWSAEVR LRLEBRICZTRIZIE. RMyFE)O—RTE2RERHYET,

Ao ADOMERAKREDEER

AU AERRRELI—FRIE., B4 DR yFIZxtLT Cisco Catalyst 3850 A yFEI=[FRAVF RE2VI TR
BEhExEd, FRARKROERE. 8T —tho&)0—FIThiz>TRESN . EULA ODRT—4X, ERKEE.
ALV ADIATEEDBEBBRNEENE T FM LV REEMET HE EULA DRT—E2RMNYEVbERET,
TOTATTHERARDTA L RADSA U X ERIEE A FFH /. show license right-to-use usage IvUF%E
ERALTRRTEET,
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Switchl# show license right-to-use usage

Slot#

License Name

Type

usage-duration(y:m:d)

In-Use

EULA

ipservices
ipservices
ipbase
ipbase
lanbase
apcount
apcount

apcount

License Name

permanent
evaluation
permanent
evaluation
permanent*
evaluation
base

adder

usage-duration(y:m:d)

(==l i o o T = T = R

o o W o o O =

w

yes
no
no
no
no
no
no

yes

In-Use

yes
no
yes
yes
yes
no
no

yes

EULA

ipservices
ipservices
ipbase
ipbase
lanbase
apcount
apcount

apcount

License Name

permanent
evaluation
permanent
evaluation
permanent*
evaluation
base

adder

yes
no
no
no
no
no
no

yes

yes
no
yes
no
yas
no

no

yes

ipservices
ipservices
ipbase
ipbase
lanbase
apcount
apcount

apcount

permanent
evaluation
permanent
evaluation
permanent*
evaluation
base

adder

o o O O o o O O

No o o o o o M

no
no
no
no

no

yes

yes

no
no
yes
no

no

yes

* lanbase is the default license and hence lanbase evaluation license is not
applicable.

SAEVADAMN —OEHE
SAE RERIE. TOTATENVITITD 2 DOFERTFDISV 1 IN—T4LaVIZRFINET , ROEHR
TlE, FA BV RERA TSV IR FESN, EEBSNSAEICOVLWTEHRHBALET,

o BEHMNFEILEAA—SLRILDSA U RERIE. BT RAE>THEREIN ., BREBEOTI4ILE
DAV R TP IVIZRESNET,

o SAEVADEMITAILTIE, Y R—,ENBZTRTOSA O ADTA O RIER(GAEVRADEAT,

ExEA. EULA RBRT—4X  FRKELE) S RINnET,

o PUOTATRIAELADIA LV AERRBRIE. SAEADEMI7ALT 1 BIZ 1 BEHFSNES,
license right-to-use activate 3 &1 license right-to-use deactivate A< R(E, S/t DM
I7AIVBEHLEY,
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o FIVIHLIE SAEVR T7AILDOREEMILET H-OICHIFSN EREINFET,

o TUTARN—2aVtk. AV R(E NEB—RPRAA—2DDTYTTL—RELUE VT L—FhET o741
TlaFFRVET,

o BREFHEELTH. IFVVaATERTIESTVDZD. T4V R T7MILIZIEEELE R A,

o T34 N—FT12avDFMEVR T7AIHBIBL TV S D, FEHESNTWSGEE, /\vITvT
IR—T42aAVDSAEVR T7AILBMERSNET,

o N—TALaVDMEANHELIIGE. DRAATHFABT I4ILE J7MIVEFRALTSIEUR T7MILE
BERTEET,

Cisco Catalyst 3850 X1 YFDAAYIHER

B=

Cisco Catalyst 3K RAYFI&, Tt —L T7IR RAVFT Xvn\ T4, B&UVIA4YY2T yO0—EVD T
RHMEWRT 2012, RERINT—IDREAVELY F—XFHFvEEHELET, Cisco StackWise® Plus [,
PR, NIA—T R EXAEEOHVUTIVIGERERRT 5. EEEIEBECEASIN TS, ORI
TA—IDRIZENT=V) 21—V T RERDED 2SR R AV IEREEET S-HIZ, > RXalE StackWise
Plus ®/\—Rryx7& Cisco Catalyst 3850 RAYFDYILITT F—FTIF VI KIBHREREITVVEL .
LU Cisco Catalyst 3850 R wF (&, L AODYFE A& ITERBEE (ASIC) DEERERMR T/ A —5E gL
LTHEEINTHY., BEENEETHR AN Cisco I0S XE YIRITT ARL—T4045 LPRATLEHAEHET
FRLET,

LU\ StackWise-480 7—F T F ¥IZ&kY. StackWise Plus KYLEBEBNI-#EEE Y —E RDILEME T, E&ED
REYY YUY ERETHIENARTT POV ILIT N—2ar TRk, Ry YT E BT 51=01<.
=&AT 4 B0 Cisco Catalyst 3850 RA v FDYPERAYIMNYR—rENFT, SESFHR—IEEEHEY
R—=rFB5=0. CON—FIxT7E B—RBYY YT T 48 R—k& 24 R—FOBADRAYFEHR—FTE
FY, A2vY E—FTE AN TS Cisco Catalyst 3850 R vF (T, BIREBEBRDOEADRYNT—5 TN/
REEHT 208 R—MMIFEEW/OTAYXY RAVFUY IRTO+—I U RERBT KSR TOET,
Cisco Catalyst 3850 RAYF(L. N—FozT7IZkYMEShiz, ZHOLBVNERLBHER—F LR xykT—5
Y—ERE IVA—TFAXYSRADV AT LETHERELET, (B4 BKLU 5 #SBLTZEWY),

4  Cisco Catalyst 3850 StackWise-480 XA vF AAvYDIEEX
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5  Cisco Catalyst 3850 StackWise-480 XA vF XAV NDEER

Cisco Catalyst 3850 RAYF DI RTL F—FTIFYIE. METIVER A1VITFZRAMNIF Y EEELMET Y/
AS—(CHEBOBNTIIr—2ay RI+—IVRERETEY ) 1—3> TUOVELTHEIET LIRS
NTWET, COFLL Cisco RAVFIE. FTFETEH LT IRESEURINTI—VZEETIDLENHDRY
FO—OEBEIC, DUTIED AT LEEY—ILERHBLET,

Cisco StackWise-480 (&, &RAYY A/ RAVF L HASNEELETROHEHELIVEBEIL -2k
T ABEER T =R DREENRIL T B=0D. BELDEIAT—TA420 T—XTIOFv&#RHBLE
FToRAYT YT D 1 DDRAVFN.TITAT RAVFIGEIENET . TOT47 RAVFIE Rk —oL
A—YOMADBEEANSRIVIEERDEBIL—UFHIEHLET ., B 6 (. R2yY a>T0F¥aL—ay T—F
DYRATLDOYBE 1 —LREBE L1 —FLHELET,

6 fF{LShiz Cisco Catalyst 3850 R vF DY E X iHIEE 1 —

PR SRIEMERLE

3850-SW1 3850-SW2
QOOEICC0

ACTIVE
HOT-STANDBY

MEMBER

MEMBER

3850-SW1
3850-SW3 3850-SwW4

#FLLY StackWise-480 DEHMEDENT—FTIF Y TOIRT L O—JLIE. show switch EXEC a7 R%E(E
ALTHETEES . RYLT—O0BEEEIRFYY VT DEAVIN RAYFOBREDIREEZREL., Ry REY
N E—RDRAYFEHBAINTEET . RVRRAVINS RLYFIE. TS5AI) TOT4T RAVTFDOEEEEET
5. TOT47 O—)LEBNET,

RIZREDARAYF O—I)LERTT 51=OIZFEHT % show switch aXFDH I DFIERLET,
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Switch#1l# show switch
Switch/Stack Mac Address : 2037.06ce.0c00

Mac persistency wait time: Indefinite

H/W Current

Switch# Role Mac Address Priority Version State
1 Member 2037.06ce.0c40 1 P6A Ready
*2 2037.06ce.0c00 15 P6A Ready
3 Standby 2037.064d.2000 14 E6A Ready
4 Member 2037.06ce.0cB0O 1 PoA Ready

Plug-and-Play X2y DEA

RAYY F—FTOF Tl 74¥YI0T /0—EYMIBMOR—bBELRIZE (TR YT —IERERTEE T,
Cisco Catalyst 3850 RAYFD/N—F Iz T ELVVILIT 7—FTIFvlE. RKBEBELRVET—OhEEH
HEEFIT, REyY YU IZHLLY Cisco Catalyst 3850 R yFEEATHIEEAREICLET . VAT LB LY
BEIRE. FYLT—VERE . BLKUMRASHAR YT =010 L TEBMIZHE D260, TV T I L—FHIZEED R
R aAZa=H—2arhhiiEshd e HYEE A,

RIZ. show switch stack-ports summary Y FDH AFIERLET .

Switchl# show switch stack-ports summary

Sw#/Port# Port Status Neighbor Cable Length Link OK Link Active Sync OK
#Changes to LinkOK In Loopback

1/1 OK 4 50cm Yes Yes Yes 1 No
1/2 OK 2 50cm Yes Yes Yes 1 No
2/1 OK 1 50cm Yes Yes Yes 1 No
2/2 OK 3 50cm Yes Yes Yes 1 No
3/1 OK 2 50cm Yes Yes Yes 1 No
3/2 OK 4 50cm Yes Yes Yes 1 No
4/1 OK 1 50cm Yes Yes Yes 1 No
4/2 OK 3 50cm Yes Yes Yes 1 No

Cisco 10S XE Y7+ x7 NATRASEY T4 TL—LT—IE, Cisco Catalyst 3850 XA vFH' StackWise-
480 E—RTEBASIhTLVAI5A (L. Cisco Catalyst 3850 RAYF TT IAIMTAR—TILIZHYET, HLLT
AEY 3= &nT= Cisco Catalyst 3850 R FIEBEMICR2VY YT ERHL. BIRIC#EELET . Cisco
StackWise-480 74./0 —I&, Y ATLLARJL N1 DNATARLSEYTAEFRALTOWET , RAYFEREYY
[SEMT S, FEREVIDLRYBRNTE. RIVITT TITHRIESTWSTIT47 A—JLERyk R2UN
4 O—LIZIEEELER A,

Cisco StackWise-480 E—FDRXT—hr7JL RAYyFA—/"A—(SSO)DETEEZA*—TILIZT BIZIE, BL
Cisco 10S XE YI+9x7 N—2avbSA BV RATERA(YTFERETIVHENHYET K 7 12, RFYYIC
Cisco Catalyst 3850 R vF#EBMTZBE®D Cisco StackWise-480 DL AT L A—)LHELUVT I avERL
E3x N
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¥ 7  Plug-and-Play Cisco Catalyst 3850 XAy F DL AT L O—ILDIETE

2 A vF @ Catalyst 3850 3 A wF @ Catalyst 3850 4 A wF O Catalyst 3850
StackWise-480 5%5t StackWise-480 555t StackWise-480 5595t

SW1 M
ACTIVE e HOT-STANDBY

SwWih S COOFIc00

sw2 [€eeaeee] HOT-STANDBY sw3 [Ceeaeee] VEMBER

MEMBER o\ MEMBER

swi [eeelaleee Swa
SSO DEMALT.SW2 IX SSO ACTIVE & HOT-STANDBY (4 SSO ACTIVE & HOT-STANDBY (&
HOT-STANDBY &L TR TN, T TICFET HIc8H.SW3 & T TICIFET BIch. SW4 1
BEThEY AVNRELTRETEEThES ANRELTREEEETNET

Cisco StackWise-480 fZEHBEBHDNATRASE) T4 T—FTUF¥IL. Flexible NetFlow 4> Quality Of
Service (QOS) HE DR BRI T —Y H—EREAR—TILIZTBIENIZ. TRTDRAYY AN RAYFITY
ATLLRNIDOTESHERELET . R2VIDTLEHAO—FEIZ, 79747 A—ILBEIUVREZU/ L O—)LD
BYLTERET D012, TRTORAYFAEIRTOLRIZBNLES . RAYF FSAFVT4E LU MAC 7
FLREEOCHEBDOEHENLEINT, RZYIDTIT14T RAVFERFIU I, RAYFHERSINET,

BEDRAYFIZTIT4T O—ILELUVREU A O—)LEE|Y LB TSIZE, REIVIADTRTORAYFIZx
LTTIAHILCDRAYF ToAF)T42EBELE T BEE R ETOCRBITT 544 YT4% 1 BFREL
FITN. ZOREFVWOTHEERTEF T, RESNE=RAYFDTSAFH )T REVIADERAYF DT —F
A—4 R ECHEICRESNET , N RAYF TSAAVTADRED, SESFLR/EIVR—RMZTO
G LENDH, RAE— TPy TFELIEETIV T4 X 2L —LaV R TERWIEEEKRLES, T —rO—
BDARAIF TS5AFTITADHRFEIL. B AL OBIZBITESNET . NVRAM [ZEFESNE=RE—L7yT O
V24X aL—arvhblEEsMLNELT A

TIHIWNDRAYF TSAF)T4EEET BHIZIE, RO EXEC AV UREFERALET,

Switch> enable
Switch# switch <number> priority 15

!Set priority 15 to elect switch in ACTIVE role

Switch# switch <number> pricrity 14

!Set priority 14 to elect switch in STANDBY role

Switch# switch <number> priority 13
!Set priority 13 to elect switch in next STANDBY role

Switch# switch <number> priority 12

!ISet priority 12 to elect switch in next STANDBY rcle
Toe configure the switch number, use these commands
Switch> enable

Switch# switch <number> renumber <number:>

!Statically renumber switch in stack ring
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RIZ. BRAYFELVFOO—ILDTSAF T4 DBERLET,

Switchl# show switch
Switch/Stack Mac Address : 2037.06ce.0cd0

Mac persistency wait time: Indefinite

H/W Current
Switch# Role Mac Address Priority Version State
1 2037.06ce.0cd0 15 P6A Ready
*2 Standby 2037.06ce.0c00 14 PEL Ready
3 Member 2037.064d.2000 13 E6A Ready
4 Member 2037.06ce.0cBO 12 P6A Ready

Cisco Catalyst 3850 XA YF(L MBELLAY 2. LAYV 3. BLUVEBRDRT—rIILEEEE Y R—L T, B
ENZTEDHNRYNT—IBEERBRLES, 79747 AA(YF LTETEN TS Cisco IOS XE YI+Ix7
M RIS RAYFTEEELTLVS Cisco 10S XE YIRIIT DAV RAVRIZ, FARINL RTF—k 722 Y
IEIT7EET—IIN BEUIRTLETEE)TIL 84 LTEBILET, Cisco 10S XE YIrI 7 THRARSHh
DTS4 <Y a7 H—ERFT, BEEEHHMES1—IL(WCM)BEEDHEFTIUr—3v T, Cisco
StackWise-480 E—R Tl&. WCM [&. B—AHJLIZ#E#EESL TL Iz Cisco Wireless Access Point(WAP) | £&#R %
SATUM BEUDHBEE) T ET7EBIET STV T177 Cisco Catalyst 3850 R vF TEIEL. O—32 %
FYRT =9 A EREELET  REV /N RAYyF D WCM I%. Cisco 10S XE YT+ x7 FAERELTHRY
FREVINA RTF—FZHBYET VTV BALT. TOT47% WCM (&, EHRTOra/L & Control And
Provisioning of Wireless Access Points (CAPWAP) F R JLIEERD A T—F 7 IVERIEZE . RE 18 R yF &
EILET . 7747 RAVFTEENRELILBE . AP/ RAL9FH Cisco WAP BLUEEYT1 ETE
BRYLT, EHabO—SI2HYFET,

BNV IR T7 ))—RTlE, Cisco Catalyst 3850 RAyF &, CAPWAP roRILE VA A FIvI FSUR
R—rBEF2)T+1 (DTLS) EHR—FLTWELIZA |BIRISAT LD INA FRASEYTaIEHHR—LLTL
FHATLz. RAYFF—I—RIZ HILLWT I T17% WCM [FREICRESNIEBRISATUNET SV
L. T—9R—REGET—TILEBBELET . TOHR. BRISIAT7UMIRLRA D FIE (802.1X FBEE.
Dynamic Host Configuration Protocol (DHCP) ERAE) ZEAL T, HLLWERIVO—SLDEEEHHL.
FYRT—VICBERTIVENHYET,

Cisco Catalyst 3850 X {yF StackWise-480 NSF £ &1 SSO MDEA

ol AtEE R ARIL T 5181, Cisco Catalyst 3850 XA vFh' Cisco StackWise-480 E—F TCEAINTL\SIHE.
SSO BEEIXT IAIMTAR—TILTT, 21— (& Cisco Catalyst 3850 RAvF RA VI T SSO %A+ —
TINZFB=DITREEZTOILEEHYEE A, SSO HERESNTEMEREETH S L%, show redundancy
state AVUREFEALTHRETEET, Thidk. > X0 StackWise-480 A—RDRybT—VHETD SSO Tk
HERTHEABITT,
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Switchl# show redundancy state
my state = 13 -
peer state = 8 -STANDBY HOT
Mode = Duplex
Unit ID = 2

550
Redundancy Mode (Configured) = SS0O
FRedundancy State = 880

Redundancy Mode (Operational)

Manual Swact = enabled
Communications = Up

< snip >

Z4v4 E—RTIE. Cisco Catalyst 3850 79747 RAYF(L, RV 4 AL yFED SSO FOra/LDEIHAE
#BEMICEITLET . TI4ILETIE, Cisco Catalyst 3850 RAYF RBVIDFTRTDARAYFD/ VAT
TAT—FT 42 (NSF) H T RT LlE, NSF AJL/Si— E—RTHMEL. POTATMDREVNL (LAY 3)~AD
AAYFA—IN—BD /AT T—REES LIV EEEEEYR—ILET NSF #EEERETHE FHLLT
DT47 RAYFHREEICTARIL RT—k TP UERBELTVAEIZ. REvIRDTEY D Cisco Catalyst 3850
RAYF DT —REREEHRITCTEDLIITHYET, Y R—rSNTLBTOrILIZHL T L—RTIL JRE—
BEEAR—T T BITUE WN—T4T AVRBVRATEFETIL—RTIL YRA—MEREZ A R —TILICT i
EAHYFET, ZOHREH TIL. Enhanced Interior Gateway Routing Protocol (EIGRP) ) NSF #fe%& 4/ ~—7
VIZT BBIERLET,

Switchl (config)# router eigrp 100

Switchl (config-router) insf

Switchl# show ip protocols

#%% TP Roulting is NSF aware **#*

Routing Protecel is "eigrp 100"
< snip>
EIGRP-1Pv4 Protocol for AS(100)
Metric weight Kl=1, K2=0, K3=1, K4=0, K5=0
NSF-aware route hold Limer is 240
EIGRP NSF enabled
NSF signal timer is 20s
NSF converge timer is 120s
Router-ID: 10.125.100.16

< snip>

Cisco Catalyst 3850 XY FLDFET IR

Cisco Catalyst 3850 R YF &, RAvHI T EIZR K 50 DEEEHiSN Tz Cisco 7UEXR RA2 k& 2000 DY
AT7UNIATBHMETAVLX LAN a2 bA—5ELTHEBELFE T, Cisco Catalyst 3850 X1 vFI&. &K T 250
DA TUER RAVLE 16,000 DIFAT U EYR— T 2EADEBREM R TEET, BEFD Cisco
Unified Wireless Network IZ#i &7V L RABAE—RHEEINET,
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HMETUEREAIL, £ LAN 22 bA—3(WLC) HBT IR RybkT——® Cisco Catalyst 3850 R A yF I
BEEDLLOMNEDET DI LICE>TRBINE T, TVER R YF(E. CAPWAP THT)LiEShzE&#RLS
DA PEO—NILTET I, BRI T IEERIL—LIZEBRLET, ZhITKY. RAYFOERNS T19D
CEBISTIDRE SN BRI STV BEEDNBE TV T IV M ERY —ERZERTHIENT
EFET,

ZZTIE. Cisco Catalyst 3850 RAYFEDHET I ERABAIZDWNTHLGGREALE T SFMICOLTERBATS
BIZ. TOER RAVFICH SN SHEEE BB THIENEETT,

SEEhABEEICKYERTIHMETIEX
RD 3 DDV I THEEBE(2 DIFMBET 1 DFATaV)IT&>T. WLC TEBY—ERARERELES,

EEYFa T—VzVbEEYTA I—VIUMETIER IRAVEMNSD CAPWAP b RILERIREEEL, O—Ah
ILTETEIN, TohH— WLC DHO—325 3NS5, U547k TURRAVR(ENAIL TINAR)DT—ER—
REBELET, EEUT, T UME O—HLTEITEIND VST UM, 802.1x FBEE. FOFY IGMP.
FUTOXY ARP ZIEHLET,

EEYFT, aVbA—5:EEY T4 IVPE—FIE, EEYTA T—CIUbDYIN I THEEDOR—/—t Vb ER
#L.WLC MZEBET DI5/T7r RT—2aVITLTREY T4 (A—3U ) 2 EEBLET, EEUT Ok
A—35(%, DMZ D5 Ak Poh— avbA—5& EtherolP U RILEEETZET, ¥R 7O R MEERIRHEL
FI, F2.RF ARGRS L (FERE., BINEFrRILEIYE T, 7IOER RAVRTOEENT—, hiLyD
R—ILDEE ., B&EU Cisco CleanAir® 74/05—4E) D— T EBEIRHLET,

EHIT,EEYT o AV bO—SEFTRTOEEY T4 T—2z M0 =3954TF o RAT7—230 DT —ER—R%
BELET, EEUTs 20— TRTOEEY T T—2z0bDTRTODISA T D Pairwise Master
Key Master (PMK) D ¥ ¥ v¥ a & TWNET . Chld YTRAMUELVEEYTa TIL—TRADIZATUH
DEEO—IVJ % REICLET,

EEYT avbO—3lE, BEUTo HTRAMVEREHLET . YTRAMV DI RTHDEEYT T—DxUME,
EEYT4 avkO—5A~M CAPWAP EEUTa FoRILERRKL. EEY T a0 ,O—3I12O0—HILDHSAT Y
FEEUO—3I2Y L0547V DIREELR—ILET,

NODEELGHEEZRITIT S0, EEYT oV FA—SEHET IV ERABEADKLEERTT, EEYT2 Ok
0—3 YI7hox7H#EEEIL Cisco Catalyst 3850 RAYF RAVIDTHIT4T AVNIZEEL. TIOTAT RA9F
TEENKELIZBEIERIV NS RAYFITBIERLNET RIVIDTIT147 RAVFIE. IXTOA—A
LTSN Tz Cisco TVER RAUMIRLTEEY 70 OV FO—S#EELEE) T T—Dx  MEREDTAE
IITENTEET,

FHtR RykT—40 Cisco Catalyst 3850 R4 YFIZCNLDHREE N HSEBET. MATIER RybT—
JF. BBROT—EXRBLUHEEEEDIC, RT—FT L TRHMUA S, HEEEELER Y —EXZRIHBLES,

EEYTA SO EEUT4 ASTNLIE, BEUTA RAMVDEE T4 abA—S5(EEYT1 HTRASV)IC
1229547 RT3V QR E#IFTEV I I THEETT . EE YT AS5UILIE. EEYT, I—
DUk - EEYT AVMA—F - BEEUTA AV DBEBOEED I TATATT  MET IV EREADT=HIC
EEUTA ASVINEBRETHILDOR AL FICERDEEY T OV PO—FBRIET. RUDISATULSME
ISAFTUh =327 (2/F Ba0bA—)L ARUMEAIELTREST LIZHYFET . COHEEEE. Cisco Catalyst
3850 RAYFTIISI LI TEF R A T2, TVT I L—REN =Y Iz 7 %% 1= Cisco 5508 WLC. WiSM2,
F1=[F Cisco 5760 WLC TITHIBENHYET . BE. EEUT1 A57)LI1E. EEY T« avbO—SH#aeEEITL
TW3ab0—35 FISA TV RTHRAMSNET,

All contents are Copyright © 1992-2013 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. 33/54 R—



A—LORBRGEBR ST IL—F

EEYT41 ¥ IL—F:Cisco Unified Wireless Network (&, 7547 bDEEO—IVJE0REICTHEE) T4 O
UrO—SORBYIN—TELTEE) T4 YIL—TEERLET =, TEEUT« FIUL—TIE BRRShDH ., £
IEEMICHR TSN —F — EEY T4 IV PO—3IZ&>TETEINSD, — TG RRM ZZHELET

RALYF EF7 FIL—T #HET7IEREBEAIL. 1 DOEEY T« avbO—5(FEEEEYTo YTRASV)HDE
EVT4 T—Cz o bDRBIIL—TELT. RMVF E7 JIL—F(SPG)EE&ELFET . SPG [/ ETHEHF
R, SPG ADRAYFAO—IUY rSI490%HIRTHILTT, BNAMIL T—Ux U EEY T O bO—
SN 1 20 SPG THEINTWSIGE. VIMIZTTIXEEYT TPV DR/ YFRITEHEMIZTILAY
1 CAPWAP hoRILEBELET . Shi® CAPWAP FoRILIE, BE—® VLAN OTIILFL AN RykT—%
HEH(EEUTA T—CIVRDRAYFM L2 BEE) A L—T YK POERFRH (EEYTA I—CV D RAYF
A L3 BEE) THRRTEET . (R 8 E5H),

8 METIVERBAOEEHGZO—)L

ELUFA KA
BHITFAL1 HTREAL 2

| SPG-1 SPG-2 : | SPG-1 SPG-2 !

: /—I_\ /_l_'\

; Pl £ 7 :
| SPG-3 o SPG-4 : | SPG-3 @ SPG-4 |
E SO i 5

_|_
&S

i i \(N/ P N 7 5
| SPG-1 - SPG-2 | | SPG-1 /\ SPG-2 |
| SPG-3 SPG-4 i | SPG-3 SPG-4 |
; o '

AN AN Pl IS B
\—I_/ \—I_/ —I_ \—I_/

B— SPG CAPWAP £ U7+ bE /L (MA<->MA)
<JLF SPG CAPWAP EEFo bRl (MA<->MC)
EE T EF FIb—7 CAPWAP EEY 7+ b2JL (MC<->MC)

SPG IZI&, RYrT—H A—HDHERICO—ZVJ FTERA(VTHASNBZEEY T I—CUbDRAYTFEE
HEIVBENHYET, SPG HA—IUFIZIEFEEYTr aVA—SEEENFEEAN. SPG BIO—32FI1ZIE.
EUT4 AV bA—5%EBTHZTVINBETT,

Cisco Catalyst 3850 R/ YFIZ&HMET V2R RyT—U D E&E

9 £, EEUT« AV bA—FEEEY T T—VzUMOEAELTHEEET S 1 B Cisco Catalyst 3850 XAy
FEFDOINRETSUF AT, RAITZELIZBAZRLET, COBATIE,. K 50 BN R TUER KA
2 k& 2000 EDHSAT RN R—bENET,
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9 /INREISUFOEBREIVERDI-HDE—D Cisco Catalyst 3850 R4 vF X2vY

FRROGRR S

10 (&, FIRENSKRELTS0F I RICHELIZBAZRLET, FvhT—YI(21&, EEY T 22bE—F
ELTHERET D 1 B D Cisco Catalyst 3850 RAwF &, EEUT, T—U U hELTHEET ZBIND Cisco
Catalyst 3850 R/ YFMNEENET, EEVT4 T—P I SPG THRESNFET . COEATIK. HZRKX 50 &
DR TIER RAURE 2000 BOISA TR R—bENET,

10 THRENALGKBEBISUOFOERBLIVELZDOE=HDE—DELE )T a2 bO—5& Cisco Catalyst 3850 X1 vF

FLTUT
== ISE -

Pl

M IZ. ZKXT250 EDOL R 7R RAUME 16,000 BDISA 7 hETHRIR TEDFRBEX Y2 /82D
BB AERLET, RULT—VI2E. TRTH 1 DOEE YT YL—TIZHEShzEE T OVbO—3F
(SPG MEEYYT4 T—Uxz L THETIEBMAAYFEESD)ELTHRESNT. 7 B0 Cisco Catalyst
3850 RA/YFMMEENFET . A 7UHERIE DMZ DHF Rk 7oh— avbA—3(2&> TRt ENF T,
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11 FHRENLKBEOF v RROERBLVERO-HDEHRDELE )T+ 22 bO—5& Cisco Catalyst 3850 X1y
?

(Fe> 524
\ .

12 1£.250 BDIL R0 TUER iRA2kE 16,000 EDISA T U ERBZ TR TEARBEX v /XD E
BEAZTRLET, COEATIL, Cisco Catalyst 3850 RAyFI&, EEVT1 I—VxzhELTHRESN, EEY
T4 AVRA—ZELTEIET B Cisco WLC (YT L—RENf=Y Iz 7 A2 X—)LEh iz Cisco 5508 £
T=I& WiSM2 #&#2 LAN o> +ka—5, Ff=[& Cisco 5760 WLC) DEF7 TY,

12 KIRELF YU /RZADT=D Cisco 5508 F1=I% Cisco WiSM2 F1=I Cisco 5760 a>rA—5 7TSA TV RE

Cisco Catalyst 3850 X1 vF
5760/ FrINA ’C_f—?'\
WiSM2s/ -
5508
TEUTr
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AAYF
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FIb—7F
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r—2R A48T 1:Cisco Catalyst 3850 R/ Y FELDMBT I ERADKTE

CZTlX. Cisco Catalyst 3850 R/ YFDITANVL R Y—EREHRETIHEICOVWTEHBALET . EET7TIEX
BAF. KRBT SOFELIEDHREF YO NROBAICRRET S, MRETSVFHLBEDIT—R REAT1%
FRALTRSNATVET,

INRETSOFEADRTE

1 &® Cisco Catalyst 3850 RAYFNT7VERABEMRHKLET . COBTOREKIZ. RERAYFLT S XTL
(VSS)EREM Cisco Catalyst 4500E Supervisor 7-E VAT LTHEBRINTWVET, 7UEAD L2 VLAN A L3
ZAYFRBAE—TTAR(SV) B’ VSS VRTFLTERSNTVBTILFLAY RybT—45%E TH, Cisco
Catalyst 3850 XA/ YFI[LTRTD VLAN #5i£T 3 802.1Q FSUPELTHESIN TS L2 IR—k FrRILE
BLT VSS ICEELES . ARISA7UMED VLAN 501, E#EIS54 7V RAD VLAN 500, 8EUVRAyF &
EBOEBEERAD VLAN 601 £LV5. 3 DD VLAN BMERSNET, TV ER RAVMERMYFICEEERINE
¥, (H 13 58),

13 Cisco Catalyst 3850 R vF EEY T4 AVFA—FELEEY T4 T—Pxb

MC1

Cisco Catalyst 3850 R/ YF DIV A VL Rz AFL—TILICTBIZIE. ROATFEFEALET,

MC1 {config) # ap cdp

MCl{config)# wireless management interface vlan 601
MCl (config) # wireless mcbility controller

%

Mocbility role changed to Mobility Controller.

Please save config and reboot the whole stack.

ap cdp 7RI Cisco Catalyst 3850 R4 wFIZ#EfSN TLVD Cisco 7YX RAURT CDP FAER%EA
+—TJILIZLET , wireless management interface IY R, 71X RAU b CAPWAP B8LUZDHD
CAPWAP EEUT4 FoRILD=OIZEREINET , wireless mobility controller A7 R, Hi&7 IR E
ADEE T4 AbA—5DA—)LELTHEET BRAYFEAR—TILIZLET . COATURITIE RMYF DY
A—RNBETY, HEEZRFL. RMYFEIO—FLET,

RDOFIEIE. BEISATURTCHERTE5MT S VLAN, BBEFELREEILAX. BLUID WLAN IZFEHTS
AAA H—/\ FOT7AILIZH>T. Service Set Identifier(SSID)ZE&EL . AAYF DT AL X LAN(WLAN) @D
IETEELET, ROFITIEL. SSID DL BilE Ciscol123 T, BBISAT UMM -DHIZEELIE=HISA Tk
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VLAN 500 #{ERL. TKIP T WPA. WPA2 #A/%—JJLIZL. REDMDBFAITEZRSNT= AAA H—/\T
802.1X FREIEERALTLVET,

MC1 (config)# wlan PROFILE 1 CiscolZ3

MC1 {config-wlan)# aaa-cverride

MC1 (config-wlan)# client association limit 2000

MC1 (config-wlan)# client wvlan 500

MC1 (config-wlan)# security wpa wpaZ ciphers tkip
MC1{config-wlan)# security dotlx authentication-list ise

MC1 (config-wlan)# no shutdown

open SSID #:&E 3 (1. WLAN 5%5E T no security wpa AV REFERALET,

EARBF—(PSK) LX) TAERET BICIE. ROARFEFERALET

MC1 (config-wlan)# no security wpa akm dotlx

MC1 (config-wlan)# security wpa akm psk set-key ascii 0 ciscoworks

X<, show wireless mobility summary v FOH ABIERLET,

MCl# show wireless mobility summary

Mobility Controller Summary:

Mobility Role : Mcbility Controller

Mobility Protocol Port : 16666

Mobility Group Name : default

Controllers configured in the Mobility Domain:

1P Public IP Group Name Multicast IP Link Status
20.1.3.2 = default = up : UP

RIZ. show wlan summary a3 RFOH AHIERLET,

MCl#show wlan summary
Number of WLANs: 1
WLAN Profile Name 551D VLAN Status

1 FROFILE CiscolZ3 500 up
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RIZ. show capwap summary AYFOH HFIZERLET,

MC1l# show capwap summary

CAPWAP Tunnels General Statistics:

Number of Capwap Data Tunnels = 2
Mumber of Capwap Mobility Tunnels =0
Humber of Capwap Multicast Tunnels = 0
Name  APName Type PhyPortIf Mode McastIf
Cab 3502E G2/0/25 B3R9 data Gi2/0/25 unicast -
Cad 36021 G2/0/1 3R04 data Gi2/0/1 unicast =
Name SrcIP SrcPort DestIP DstPort DtlsEn MTU
Cab 20,1:3.2 5247 20.1.3.54 63548 No 1657
Cad 20.1.3.2 5247 20.1.3.53 58274 No 1657

show capwap summary AYUFDOH AE, 2 DDT—% CAPWAP koL Cisco TUHER RAUMTHEL
ENTVBHIEERLEY TV R KAk 3502E [EFHE VS 1—H Rk 2/0/25 [THEESh, 7O K1Y
b 36021 [ZFFHE Yk 1 —H Ry 2/0/1 [TEHFEINET,

AAYFEEHDERE IP PRLRIX 20.1.3.2 TY, Chld, 7UER RAVMIT—5 CAPWAP FoRILETRAL
T 51=OICRAVFRFERTHEIET IP PELATY,

FOER RAUL IP PRLRIE, 585EHR—k 63584 LM 20.1.3.54 &, 5aseR—k 58274 £ 20.1.3.53 M3k
IP 7RLATY,

KIS FFEEEDEEST vV /R READHRE
B—Z2M9FDRIET—IDEKRL, RybT—YEBEILEYEZLD Cisco Catalyst 3850 XA vFZEBMLT,
FYUBLDIURRAVRET A RIZE BN YDEILRT DDRENHYET,

BE7Z D Cisco Catalyst 3850 R4/ vF &, EE T« avbA—5(25%YET , IBMD Cisco Catalyst 3850 X1 vF
NEMEN, BN IT—Dz0hELTHRESNET, EEUT I—Cz0bME 1 DORAYF E7 FL—T
(SPG) THRETEEY, (B 14 #5H),

14 Cisco Catalyst 3850 R vF EEYT4 a2 bA—FH KLU SPG

O FeUIR
)

MC1 MA1 MA2

RIZ.EET 1 AVPA—F RAYFD SPGC EREAVNDHREFEZDOHZERLET,
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MC1 (config) # wireless mobility controller peer-group SPGL

MC1 (config)# wireless mobility controller peer-group SPGl member ip 20.1.5.2
public-ip 20.1.5.2

MC1 ({config)# wireless mobility controller peer-group SPGl member ip 20.1.7.2
public-ip 20.1.7.2

AAYF ET7 JIL—TF(SPGN) [FEE) T4 IVFA—FTERINET . SPG1 [CEFNLHEEY T T—DxUk
DAAYFIE RAYFEEFEDER IP TRL X 20.1.5.2 5&U 20.1.7.2 [SRESNFT,

EEYTq TV RDRAYF T, BEY T4 avbO—5, SSID. WLAN, BLU R AR ERELET . XIZ.
K 14 ® MA1 EWVSRAYFDHREDHIETRLET

MAl (config) # wireless mobility controller ip 20.1.3.2 public-ip 20.1.3.2
MAl (confiq)# wireless management interface Vlane(02

MAl (config)# ap cdp

MAl (config) # wlan PROFILE 1 Ciscoll3

MAL (config-wlan)# aaa-override

MAl (config-wlan)# client asscciation limit 2000

MAl (config-wlan)# client wvlan 500

MAl (config-wlan)# security wpa wpaZ ciphers tkip

MAl (config-wlan)# security dotlx authentication-list ise

MAl (config-wlan)# no shutdown

EEYT4AUPO—5 RAYF DR YFEEHZDEE IP PRLRIE 20.1.3.2 TY,

A YFLEHZDEEAR2—T A/ RIE VLAN 602 T,
EEYT4 I—Uxk RAYFIZEEY T OV MA—F5 RAYFEETIT 59547k VLAN [ VLAN 500 T3,
RIZ.E 14 D MA2 EWVSRAYTFDREDHZERLET,

MAZ (config) # wireless mobility controller ip 20.1.3.2 public-ip 20.1.3.2
MAZ (configq)# wireless management interface Vlane03

MAZ (config)# ap cdp

MAZ (config)# wlan PROFILE 1 CiscolZl3

MAZ (config-wlan)# aaa-override

MAZ (config-wlan)# client association limit 2000

MAZ (config-wlan)# client wvlan 500

MAZ (config-wlan)# security wpa wpaZ ciphers tkip

MAZ (config-wlan)# security dotlx authentication-list ise

MAZ (config-wlan)# no shutdown

EEYT 4 aVPO—5 RAVF DRIV FEREBOEE IP PRL R 20.1.3.2 TY,
RAYFLEHRDEEA A —T (X[ VLAN 603 TT,
EEYT4 T—Ux0k RAAYFIZEEY T AV MA—F5 RAYFEEHKIT 59547k VLAN [ VLAN 500 T3,

¥ SPGEEBLUY SPG DAVN—IyT I EEY T2 a0 bO—5 RA(YF ETOHAEESN ., EEY T+
IVMA—SEEFEE) T IT—V ok RAYFTHREINT T, BREHRTEIL., {18k B [TUERSh TWVET,
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EEY T4 A rO—FIZEEINT= SPG DAVN—yTFF, EEY T4 a0 bO—F RAYFEEEY T I—x
Uk RAYFRIDT IR ZIRT—=ODBL AN 2 LAY 3 DIE->TEERSINFER A,

. BELGHAETIEAHREE[Cisco Catalyst 3850 Switch Services Guide] THBASN TLVET,

Cisco Catalyst 3850 Switch Database Manager 7> 7L—}

Cisco Catalyst 3850 Switch Database Manager (SDM) 7> FL—brTCl&. RAYF TAR—TILIZHE>TLNSS5A
TR LALBIUHEEEICEDINTN—FO7 YY—REHRTETEE T, Cisco Catalyst 3850 R/ YFTRD 2
20 SDM FUTL— ARSI ET,

BE L. I RTOSAEVR LRNILDTIAILE ToTL—hTT . @mEL SDM T FL—kE. NetFlow,
t¥Xal)F4 7HER avkA—)L, 70— SPAN, RILFF¥ R T IIL—THEDILEEEERDY AT L JY—R
#HEKRIELET,

VLAN:ZDToTL—ME LAN R—RDF5/ 12 R LA THAHEATIEET. Cisco Catalyst 3850 R A yF A
LAY 2 RAVFELTEASNTOBIB AT/ R—TILIZENET  FIREEF D SDM T TL—ERETIE
BRELFE A,

SDM 7> FL—k JY—X:VLAN BLURE

% 112, VLAN BXUEEL SDM ToFL—tD)Y—REIY L TEELLGBALET . ChoDYY—RADEY L
TlE L2 & IPv4 #EEICEDLTULVET, IPv6 #EElX IPv4 +—J )L T RJ®D Ternary Content Addressable
Memory (TCAM) DT—T )L B4 X% 2 {EHET 516 . A/ YF(E. IPv6 [ZxLT TCAM T—J )L TUhJ#K
DEREYR—LET,

£1 SDMTFUIL—hDYY—REYHT

U= BELGTYT | VLAN 7T | )Y—RODEREA
L—k L—k

VLAN O$ 4094 4094 VLAN OBA#

a=%vRk MAC PRLR 32768 32768 1=FvA MAC 7RLRADRAH

i—;/(—jn— aA=FvAFMAC 7K 512 512 1=FvRk MAC 7RLADHIRICEEL-IS &I
IGMP 8&URNLFXXAR T VL—F 8192 8192 IGMP 8&URILFF YR TIL—TDHRRH
A—/\—20— IGMP B&UTILF 512 512 BK IGMP 8&UTILFEYRL TIL—TOHIBICEELIHE
FrRTN—F <A

RAMCEREES 32768 32768 YR—,SNDEEERSNIRRL L—bDRAE
L 8192 8192 YR—FENBREIL—FDRKRE

ﬁj\:llﬁ'f FHRR aAvrO—L TV 3072 3072 +% 21T+ ACE DEAH

QoS 7H+tX avka—)L TUMY 2816 3072 QoS ACE DB AH

RYL—R—Z JL—TF4>% ACE 1280 0 PBR ACE DRA%

NetFlow ACE 1024 1024 NetFlow ACE DRA¥

70— SPAN ACE 256 256 SPAN ACE D&A#

koI 256 0 CAPWAP +o LD RA S

avka—)L FL—r TUNY 512 512 RNEYTEILT /1354A—4

A7 NetFlow 70— 8192 16384 A1 NetFlow 70— DR A S

71 NetFlow 70— 16384 8192 H 77 NetFlow 7O0—D R A

SDM 7o FL—bk av24¥alb—Lay
SDM T 7L —r4ZEEJ BIZ(E. sdm prefer 3> T74F1L—ay v REFERLET,
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Switch(config)# sdm prefer ?
advanced Advanced Template

vlan Vlan Template

Switch{config)# sdm prefer wvlan

Successfully set template id.

AAyF%)O—KLT.SDM T IL—rDEEERITLET,
show sdm prefer YU REFERAL T, YA—FRIZIHRAED SDM T TL—rDFREEERLET,
Switch# show sdm prefer

Showing SDM Template Info

This is the VLAN template for a typical Laver 2 network.

Number of VLANs: 4094
Unicast MAC addresses: 32768
Overflow Unicast MAC addresses: 512
IGMP and Multicast groups: 8192
Overflow IGMP and Multicast groups: 512
Directly connected hosts: 32768
Indirect routes: 8192
Security Access Control Entries: 3072
QoS Access Control Entries: 3072
Policy Based Routing ACEs: 0
Netflow ACEs: 1024
Input Microflow policer ACEs: 0
OQutput Microflow policer ACEs: 0
Flow SPAN ACEs: 256
Tunnels: 0
Control Plane Entries: 512
Input Netflow flows: 16384
Output Netflow flows: 8192

NODEEIL L2 8L IPv4 #EEICELTWET . EDOIU R A XEHET S IPV6 HEDEEEDBE . F
SODIVN)DHEERTEET,

Cisco Catalyst 3850 R/ vF RAYITIEL, SDM FoFL—bDF—BIEIEETIEHYERE A, SI1EVRA LRI
P—HELTLVSRY., SDM OF—HIFT|REIN, TRTORAYF RE2VYEFHIT147 R4YF SDM T FL—
FEERALET,

SDM )Y—ZRDER

SDM 77 L—b®1)Y—XI&, Cisco Catalyst 3850 R Y FMNIEEICEMET B=DICEDLHTEETT , Chb
DYY—R(F, BEEPERB LU T4vY TOT7AIVIZEIVTHEBSNWES, TCAM JY—RDFEREEE
—49 % (Embedded Event Manager RV FhE#ERAT H4E) JEEHRLET,

RIZ.ASICO DVY—REREDHERLET
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Switch# show platform tcam utilization asic 0

CAM Utilization for ASIC# 0

Table Max Values Used Values
Unicast MAC Address 32768/512 15/22
Dirctly/Indirect Routes 32768/8192 2/88
IGMP Multicast Groups 8192/512 0/1e6
Security ACEs 3072 135
QoS ACEs 2816 44
Netflow ACEs 1024 15
Input Microflow policer ACEs 256 7
Output Microflow policer ACEs 256 7
Flow SPAN ACEs 256 13
Control Plane entries 912 165
Policy based routing ACEs 1280 9
Tunnels 256 12
Input security association 256 4
Output security association 256 5
CLIENT LE 4096/64 0/0
INPUT_GROUP_LE 6144 0
OUTPUT_GROUP_LE 6144 0
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? -- Present list of available commands
arp -- Show arp table or arp-resolve an address
boot -- Load and boot an executable image
cat —-—- Concatenate (type) file(s)
copy —-- Copy a file
delete -- Delete file(s)
dir -- List files in directories
emergency-install -- Initiate Disaster Recovery
flash init -- Initialize filesystem(s)
format -- Format a filesystem
fsck -- Check filesystem consistency
help -- Present list of available commands
memory -- Present memory heap utilization information
mkdir -- Create dir(s)
more -- Concatenate (display) file(s)
ping -- Send ICMP ECHO REQUEST packets te a network host
rename -- Rename a file
reset -- Reset the system
rmdir -- Delete empty dir(s)
set -- Set or display envircnment variables
set param -- Set system parameters in flash
type -- Concatenate (type) file(s)
unset -- Unset one or more environment variables
version -- Display boot loader version
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{1#% B:Cisco Catalyst 3850 R/ YFDEEY T4 T—UxzVbEEEY T AV MA—5DE

Cisco Catalyst 3850: Mobility Agent
|

version 15.0
no service pad

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

service internal

service compress-config

!
hostname 3850-Access-MA

!
boot-start-marker
boot system switch all flash:packages.,conf
boot-end-marker

!
username <removed> password 0 <removed>
aaa new-model

!
aaa authentication login no_auth none
aaa authentication dotlx default group radius
aaa authentication dotlx wireless group ise
aaa authorization network default group ise
aaa accounting network default start-stop group ise
!
aaa server radius dynamic-author

client <IP> server-key <removed>

auth-type any

!
aaa session-id common

switch 1 provision ws-c3850-48p

switch 2 provision ws-c3850-48p

switch 3 provision ws-c3850-48p
<snip>

dotlx system-auth-control
!

redundancy

mode sso

1

vlan 500
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Cisco Catalyst 3850: Mobility Agent

name WIRELESS CLIENT VLAN

!

vlan 501

name WIRED CLIENT VLAN

!

vlan 601

name AP MGMT VLAN

!

interface Port-channell

description Connected to Distribution-Switch

switchport mode trunk
<snip>

interface GigabitEthernetl/0/1
description Connected to PC

switchport access vlan 501

switchport mode access

!

interface TenGigabitEthernetl/1/1
description Connected to Distribution-Switch
switchport mode trunk

load-interval 30

channel-group 128 mode desirable

!

interface TenGigabitEthernetl/1/2
description Connected to Distribution-Switch
switchport mode trunk

load-interval 30

channel-group 128 mode desirable

!

interface GigabitEthernet2/0/1
description Connection to 3500 Series AP
switchport access vlan 601

switchport mode access

load-interval 30

<snip>
interface TenGigabitEthernet3/1/1

description Connected to Distribution-Switch

switchport mode trunk
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R
Cisco Catalyst 3850: Mobility Agent

load-interval 30

channel-group 128 mode desirable
!
interface TenGigabitEthernetl/1/2
description Connected to Distribution-Switch
switchport mode trunk
load-interval 30

channel-group 128 mode desirable
!
interface Vlanl

no ip address

shutdown

!

interface V1ané01l

description AP MGMT SVI

ip address <IPARDDR> <MASK>

!
noe ip http server
noe ip http secure-server

!

ip route 0.0.0.0 0.0.0.0 <Gateway>
!

radius-server host <IP> key <removed>
radius-server retransmit O

!

radius server ise

address ipvd <IP> auth-port 1812 acct-port 1813
key <removed>

!

line con 0

exec-timeout 0 0

privilege level 15

logging synchronous

login authentication no_auth
history size 254

stopbits 1

speed 115200

line aux 0

stopbits 1

line vty 0 4

exec-timeout 0 O

privilege level 15

password cisco
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Cisco Catalyst 3850: Mobility Agent

logging synchronous
login authentication no_auth
length 0
transport input all
line vty 5 15
!
wireless management interface Vlane0l
!
wireless mobility controller ip <MC-VLAN602-IPADDR>
public-ip <MC-VLAN602-IPADDR>
!
wlan <name> <ID> <S55ID>
aaa-override
client vlan 500
security wpa wpaZ2 ciphers tkip
security dotlx authentication-list ise
no shutdown
!
wireless rf-network <NAME>
!
wlan <name> <ID> <SSID>
aaa-override
client wvlan 500
security wpa wpaZ2 ciphers tkip
security dotlx authentication-list ise

no shutdown

ap cdp

ap dotll 24ghz rrm channel dca 1

ap dotll 24ghz rrm channel dca 6

ap dotll Z4ghz rrm channel dca 11
ap dotll 5ghz rrm channel dca 36

ap dotll 5ghz rrm channel dca 40

ap dotll 5ghz rrm channel dca 44

ap dotll 5ghz rrm channel deca 48

ap dotll 53ghz rrm channel dca 52

ap dotll 5ghz rrm channel dca 56

ap dotll 5ghz rrm channel dca 60

ap dotll 5ghz rrm channel dca 64

ap dotll 3ghz rrm channel dca 149
ap dotll 5ghz rrm channel dca 1532
ap dotll 5Sghz rrm channel deca 157
ap dotll 3ghz rrm channel dca 16l
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Cisco Catalyst 3850: Mobility Agent
ap group default-group

end

Cisco Catalyst 3850: Mobility Controller

version 15.0
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
service internal
service compress-config
!
hostname 3850-Access-MC
!
boot-start-marker
boot system switch all flash:packages.conf
boot-end-marker
!
username <removed> password 0 <removed>
aaa new-model
!
aaa authentication login no_auth none
aaa authentication dotlx default group radius
aaa authentication dotlx wireless group ise
aaa authorization network default group ise
aaa accounting network default start-stop group ise
!
aaa server radius dynamic-author
client <IP> server-key <removed>
auth-type any
!
aaa session-id common
switch 1 provision ws-c3850-48p
switch 2 provision ws-c3850-48p
switch 3 provision ws-c3850-48p

<snip>

dotlx system-auth-control
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Cisco Catalyst 3850: Mobility Controller

redundancy

mode sso

!

vlan 502

name WIRELESS CLIENT VLAN
!

vlan 503

name WIRED CLIENT VLAN

!

vlan 602

name AP MGMT VLAN

!

interface Port-channell
description Connected to Distribution-Switch

switchport mode trunk
<snip>

interface GigabitEthernetl/0/1
description Connected to PC

switchport access vlan 503

switchport mode access

!

interface TenGigabitEthernetl/1/1
description Connected to Distribution-Switch
switchport mode trunk

load-interval 30

channel-group 128 mode desirable

!

interface TenGigabitEthernetl/1/2
description Connected to Distribution-Switch
switchport mode trunk

load-interval 30

channel-group 128 mode desirable

!
interface GigabitEthernet2/0/1
description Connection to 3500 Series AP
switchport access wvlan 602

switchport mode access

load-interval 30

<snip>
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Cisco Catalyst 3850: Mobility Controller

interface TenGigabitEthernet3/1/1
description Connected to Distribution-Switch
switchport mode trunk
load-interval 30

channel-group 128 mode desirable
!

interface TenGigabitEthernetl/1/2
description Connected to Distribution-Switch
switchport mode trunk
load-interval 30

channel-group 128 mode desirable
!

interface Vlanl

no ip address

shutdown

!

interface Vlans602

description AP MGMT SVI

ip address 20.1.3.2 255.255.255.0
!
noe ip http server
no ip http secure-server

!

ip route 0.0.0.0 0.0.0.0 <Gateway>
!

radius-server host <IP> key <removed>
radius-server retransmit 0

!

radius server ise

address ipv4 <IP> auth-port 1812 acct-port 1813
key <removed:>

!

line con 0

exec-timeout 0 0

privilege level 15

logging synchronous

legin authentication no_auth
history size 254

stopbits 1

speed 115200
line aux 0

stopbits 1
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line vty 0 4

exec-timeout 0 0
privilege level 15
password cisco
logging synchronocus
login authentication no_auth
length 0
transport input all
line vty 5 15
!
wireless management interface Vlane02
wireless mobility controller
wireless mobility controller peer-group SPGI1
wireless mobility controller peer-group SPGl member ip <MA-VLAN601-IPADDR>
public-ip <MA-VLAN601-IPADDR>
!
wireless mobility controller peer-group SPG2
wireless mobility controller peer-group SPG2 member ip <MA-APMGMT-VLAN-IP>
public-ip <MA-APMGMT-VLAN-IF>
!
wireless mobility group member ip <MC-IPADDR>
public-ip <REMOTE-MC-IPADDR> group <PEER-GROUP-NAME>
wireless mobility group name <PEER-GROUP-NAME>
!
wireless rf-network <NAME>
!
wlan <name> <ID> <SSID>
aaa-override
client vlan 502
security wpa wpa2 ciphers tkip
security dotlx authentication-list ise
no shutdown
!
ap cdp
ap dotll 24ghz rrm channel dca 1
ap dotll Z4ghz rrm channel dca 6
ap dotll Z24ghz rrm channel dca 11
ap dotll Sghz rrm channel dca 36
ap dotll 5ghz rrm channel dca 40
ap dotll 5ghz rrm channel dca 44
ap dotll 5ghz rrm channel dca 48
ap dotll 5ghz rrm channel dca 52
ap dotll 5ghz rrm channel dca 56
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ap
ap
ap
ap
ap
ap
ap
end
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dotll

group
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S5ghz rrm channel
S5ghz rrm channel

default-group

dca
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