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New Domain initiated

Domain
Identified

Add DMARC
monitoring record

Set DMARC Policy Implement SPF Yes Is Domain
to Reject Hard fail Defensive

Identify and reach

out to BU that Is Sender
No Internal

Identify Sender
DKIM/SPF
requirements

Identify Sender Set Authentication
Yes DKIM/SPF on Mail

owns the Sender requirements Infrastructure

relationship

Modify SPF and/or
DKIM

Set Authentication " Set DMARC Policies Set DMARC Policies
on 3rd party Mod|fyDS':’I:1andf o to Quarantine or to Quarantine or
Sender Reject Reject

Document 3rd
party sender
management

process

Repeat process for
each 3rd party
Sender
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DMARC

Add new domain to
BP

Add CNAME record

il Eﬂ";ﬁ;‘;‘: be NMRVINEN ;. 1\ < 1ointing to
Agari

Generate new
DMARC record in
BP

Check BP portal to
Add DMARC TXT confirm domain .
record to DNS verification (can Monitor Traffic
take up to 24hrs)

Identify and
classify all
Senders(WKS and
Custom)

NOTE: We can also verify domains
without using a DMARC record, if DNS
S0A is the same as other domains, in
which case BP will assume you also
own it.
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Domain Sender
Approved

Customer reaches out

to business unit who Identify All sending

uses/owns domain or 165 el T e IPs/Gateways
service

Publish SPF record in
DNS for sending IPs
See DKIM with Alignment
Flowchart . configuration

18

Implement SPF
Alignment
Configuration

Will SPF
be hosted?

WKS means "Well Known Senders".

Custom senders are used to organize

Some external senders Verfyjendlappigve senders hat arent '

do not support SPF or Serz;:‘:?ﬁzr‘;nd To view your organization's WKS and

DKIM. ) Custom Senders go to Diagnostics =
Senders.

Be sure to choose the

appropriate solution for

the sender. If you have

any questions contact Adjust SPF record to

support. include the SPF Some entries might need to be removed

macro

Check BP portal to
verify Hosted SPF
setup complete
(takes up to 24
hrs})

Monitor Traffic

Identify and
resolve any SPF
issues

Sender SPF
Configuration
Complete

from the SPF record prior to using the
macros that include your approved
senders.

Werify what entries should be removed or

retained before deciding to host your
SPF records within the portal.
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Domain Sender
Approved

Create Custom Customer reaches Gather

Sender and assign nternal or External Sender, out tn Zﬁsfownim requirements from
domains Sender

domain or service

Generate key pair
and install private DKIM Alignment
key on email Configuration
gateway

Request DKIM Does sender
signing from support
sender aligned DKIM?

Publish DNS Will DKIM
— be hosted? Some external senders - -------- See SPF Flowchart for

do not support SPF or alignment
DKIM.

Please choose the
appropriate solution for
the sender. If you have
any questions please

Upload Public Key to contact support

Portal

Monitor Traffic

Identify and
resolve any DKIM
issues

Sender
DKIM Configuration
Complete
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H New Sender
IdEI_"It-va Detected
Legitimate
Senders
Review key
atiributes (Header
From domain,
MailFrom domain
and DKIM domain)
Review failure
samples to identify
internal deptfpoc using
sender
dentify what auth.
Is Sender methods sender
Do not approve oy Valid? supports (SPF
and/or DKIM)
Best practice is to setup Determi Analyze Sender
DMARG-compliant SPF e DMARC pass/fall
AND DKIM for sender, - traffic to determine

method required R o

however some senders for sender fixed

do not support both. In
cases where it's only
feasible to enable one
authentication method,
DKIM is preferred over
SPF.

The Header FROM and Validate that mail

Envelope FROM .. from sender is Enable DKIM S

domain has to match in DMARC-SPF signing
order for mail to be aligned

DMARC compliant. If
these two values do not
match, this is called an
Identifier Misalignment
and will resultin a statement from
DMARC failure when sender to be
setting up SPF added to

Get sender IPs
and/or SPF include

v
Add Sender public
DKIM key to
domain's DNS

domain(s) SPF Zone
record

Add IPs and/or SPF
include statement to/
SPF record

Validate Results

Validate traffic from sender after
enabling authentication to ensure
compliance. Authentication
method(s) should pass at a rate of
99%+. One week recommended.

Validate Results

DMARC [CDUNT

FASAREEITONT

The "d=" attribute located
within the DKIM signature of a
message must match the
Header FROM domain in order
to be DMARC-compliant. If
envelope from sender is
already DKIM signed but the
“d=" is misaligned with the
Header FROM domain, work
with sender to modify the
attribute value to match.

DMARC (Domain—-based Message Authentication, Reporting, and Conformance) [, £F a2V — 7 LD
DMARC.org MBFA—IL FrRILERET 5= 2012 FIZBRALI=A—T U BEFA—ILIZHTT, DMARC
(&, T TICHEIL SN TWDEFA—ILRMEEZILRT LD THY . EFA—IIWEEENEFA—ILREEIC
FHLT EELTOWAEFA—IILNARBICESIODEDTHAILEIEADIME—DHETT,

DMARC [Z&Y, BFA—ILERIETHERIE. ROEMNTREITRYFET,
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s A—HF—BEDAUIFANSIFYNLEFEINI AV E—DOY —F =T hoEESNI=AY
T—UFED. ENODEEDBEFA—IEEFAMVDELRLTRTOEFA—ILAvE—OELD
EETERETEEY

o BFA—NAYE—VITHT BT aVEA—IIRYIRTANAF —IZ8 R T DA RMLGR) L —%
ARTEET . RV —TlE. AP TH LI EDEBASIN AV E—DFRENATHILAITEET D
LSBT TEE T, R THNIEMN SN =AYt —UE RBEA— L TAHILFITEIET DT
SITEBRTHIENTEET, ThIZEY FRLEZEENKRENREINET,

o HENTEDRKAMUMSEA—ILEEELTOWDIDNNOMNBESIZHY, EFA—ILAR)—LIZEET S
AT IV REBRDAIENTEZET, COT AR BEICHITABEEEET AT THL &4+F
MNEWATEEE D H D IEBLEEEZHKR I 5-OITHKIEET,

#2448 . DMARC O HEM

BFA—IIE. ZOEEH., ZEME. BLUMAKICEMDIDHLT . CNETRLTRL2LELDTEHYEE
ATLT=,

X A)TAICEATEINETORA T MBEBDTAToTAT1EFERALTEFA—IERETERELS
BFA—IILOERMERMBERBRTEEFATL, CORBEDEHIZ, HRTRLEVEHEZE TS
TSURDANMLEFICFIRAINTOET , TNODNEF (L. EFA—IIZEKY, FEAETRTOTSUR
EFIALTRINL A=)V 0Ty A—)LEREL. RILDITEAVAM—ILL T, BRICEENGIEE
5Z25LLHI0. DENRAEINTTES LIFLISUR TOMT1E2KDEET,

Facebook. Apple. JPMorgan Chase, PayPal HE DA THRBVEB N TS ITSURDELTIX. BEETS
VR%ERH# T 51-6IZ DMARC BEMNERIN TULVET,

DMARC #ff 9 o1 XK(F. TNODBEDR A BEFAL TGEESNDIEHLGA—ILERELGA—)LIZ
B9 5RIHI DRI REEEFLET . DMARC DELAREHEEICKY, —F—HhoDEDTHSEFERL
TH—FIR—TFA EDRR A=y HBELGEDNLEEINDIIEFIFLGA—IL AN —LDTRTEIRE
TEDELSITHYET . DMARC ZiRRALIEEAND AWML EX. TSR TOAT1DHF. BFA—IL
FFHRICRET B HhRAY— B R—F JXMDHIE . BEUBEDEFA—IL FrRILIZHBITAEELESOME
E'T9,

HARADZIELAD 70% TEHIZH-THEY., REAEWKDEF 1LV T(ERETLHISURTHERRBAINTINVS
=T RBUH—ED DMARC [&, 13— YMREDEFA—ILIFEEZEREL, EFA—I S/ —K
BICKDELELISURDAEFERAEHILT 5HE—DY)21—3 0T,

DMARC DX &

DMARC IZ. HREADZEEE. ZEE. BLUVERDIVY—I T LIZE>TEESWTWET #HETD
25 B LLE D A— LRV A S DMARC (2R ELTULNVET,

DMARC REZX I HHARARBEDEFA—ILEEFIZF. LTORBNEFENFT,
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& Santander NETELIX @ JPMorganchase O aetna

]
box Weghien CItI  =wwzs.  PayPal

7 3
) —EP&FZ.  |vingsocial L Ebank

Linked[). capiralOfc  facebook /329 Skrill

DMARC X #HLTW\5&EE,
DMARC {Z# %X 129 3 H AR KINBEDEF A—ILZEBIZIX. L TOHEBNAESENET,

Google  YAHOO!

Micresoft AoOl.

e
COMCAST | Eﬂ'@
—/

-

catet BT

DMARC ZX#LTW\5Z{EHE.
S5IZ, DMARC 2413, U TOBAFH#EAS LU EEBEBEBIIC I TS TLET,

U H RS

NIST : KE E AR EE R M BA R AT
https://www.nist.gov/ [ 5]

FTC: KEEHM5IEER
https://www.ftc.gov/ [$2 5]

(

-

GOV.UK: https://www.gov.uk/ [#25E]
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XAEHE

OTA: Online Trust Alliance
https://otalliance.org/ [# 5]

M3AAWG : Messaging Malware Mobile Anti—Abuse Working Group
https://www.m3aawg.org/ [3& 55

DMARC.org: https://dmarc.org/ [3£EE]

FS-ISAC: Financial Services Information Sharing and Analysis Center
https://www.fsisac.com/ [ 5

NH-ISAC : National Health Information Sharing and Analysis
https://nhisac.org/ [3£:E]

DMARG s&fl &%

D DMARC R —FRETAHEITELT, A—HF—[XFBEFA—ILEEBELT, Avt—UHRESH
TWBAIEETRTENTEE T, CORYS—[ZKY  DMARC [CEFNDBNITNADERIEARICEHKLT
(FFEBLEN ) BADT I aVAZEBIRMSNET,

When emails are received by the mailbox provider, the receiver checks if DMARC has been activated for your domain.

Q NONE
If the policy is none, then the mail is delivered,
’ > e 0 (QUARANTINE and the mailbox providers run filters. However,

statistics are still being compiled.

e REJECT If quarantine, the email is sent to the junk folder.

If email fails DMARC verification, the
receiving mail server enables DMARC control/visibility
features and applies the domain owner’s policy.

If it returns NO, the mailbox provider runs its filters
and allows email to continue on without any authentication

DMARC D {:#E .

If reject, the email gets deleted and the end
recipient never sees it.

If YES, it checks if the email
fails DMARC authentication.

DMARC DI &

« TIUNRE

LREEFEDDFABDEHICHMEBDORAZRALESIELTEY. EOREKIFFo-LGLORETY . £
DLRFTAD T4V T THN, JILITT DI THN., HAWTERIER/INLATHo=ELTH, ThD
DHREIZL>TIFURIBREERYET,

s BEFA—ILOEEAREMEDR L

EEGAYE—DTHOTH, ZEBNELLGAVE—VERELAVE—DF BRI TEG T NIER /AL T4
FIZANONDATREMED HYET

DMARC ZEAY S &lcklY FEGAYE—DEHRT DERAFFIC. ESBAVE—DDEREFAEMRZR L
SHBHIENTEFT,
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o« H—ERXRO—JL

BRI, FLFL 710000 Ayt—CFZTRMABIEDGITNIE, FDESEAVE—JICEALTEEOCEFA—
ILTREIWEDLEBRIEIEHYER A, Cisco DBBERRTIL. T4 T AvtE—UMNENST-FALVTIERRY
—ENEHL=RIZ60 NADRZYIEFDIGFFICBRE CELEHLAHYET,

o YAN—KEBDIRI DA

BT D> TEFA—LERELTOBTRTOY—F /ST REEBETETOET D, F—F/ Tk
EEGVETTH B EE. F12/ S — OREERE S —1S—T AR T B VIS, H A — B
EDOURIHEARLET . DMARC ZEMT B, RITEETHTRTOY—F/—T(£IBEL. TAOHET
A—LDRR FSHTARICEIL TVBILERBTEETS,

EELOF R

DMARC #9352 LIZ&kY . HAEDEEEFA—IDEBR (BECHE)BLHSIENTEET,

BEC &l

EDHRR A—)LFEER (BEC) (I, HMEBEENESHDEZEIZHRYTELTC. AELGRBOB~NDEELEEZERTSE
HEFA—INEEETIEELDERTT , COKRBEHIETNIE, B<DBE. BASh. HEEDILTY
X IVIZTIERRSNET,

i
o Y—IXILIVUZTFTYLTETOAIIAEETFRLTVET,
s BEEDHBID. ATV ILITTONThEEENLTOERA,
s FELQEXATEFA—NT -, IT(ZBEZICEBLETS,

DMARC ¢EE LDBRL: BB G RIRE

DMARC Z#BHIZRET ALk WEEN,. [EEANITRFLRAZERALT, REIN-FAMUDLREESINT=
FOINCRABDEBFA—NEEET DT VT RBEHCIENTEET , INIK RIET VI T EHSCTZ®IC
[ERETT I, BIENST TV IDHBINLBREREIBYELA,

DMARC R —(ZkBEFELDEBDBALL

EEBREOFE DMARC [Z& % %H40
[Ei/E—FA 12 DRT—242%] a |
[ER2ORT—0427 I A |
[ERLIFAoDRT—T427 | A |

DMARC (& BEC *EELEE LOEBICEHIMICHLTEETN. HoRIMRXDEEETA T T4T1 DM
REHANTOREMNLELAVIZE S TS — bV REZRIET IR ELNHYFET
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DMARC DF i : EIEJ ZHTEtE

DMARC ZERALAWNGS. TIURIE. EFA—ILDEEICRAMONEDESIZFEREINTLSDONE TS5
[CIRETEFEEA

o4 -

YW

3 PARTY G
EMAIL
\/
¥y

DMARC (D E%Hi,

DMARC [, TR TDEFA—IL bS5 T70y %A fRIELI= I, BIASNTUWVEWEFA—IILELET A%
FZEBIERLEFT (CNLDTRTEA—IL JE—DHNETER),

YOUR
i

b Massive DMARC dataset provides

visibility into email sources 3"PARTY
EMAIL
¥ Data analysis & threat farensics
shared with brand to increase &

intelligence & security

b Infrastructura & threat alerts
triggerad

REJECTED BY DMARC

Data sent from receivers I I
to DMARC provider

DMARC MDE##%,

DMARC D44

DMARC ETILTIE, RUS—RBRADAN=XLELTDNS AMfEASNET, DMARC La—K (&, DMARC &
ADARIZERTTXTDNS LO—FELTHRRAMENE T, DMARC & RITZERE L. DMARC [ZEHSHHEF
A= )L KAV DRI _dmarc. JZIFT 2T EIZ&>THERESNE T, F=EX (X, Texample.com]EWVWNVIEF
A—JL RAL 2 H DMARC La—FRZ B9 55 & L. [ dmarc.example.com | T TXT La—KR®M DNS VT %
179 HEIZLKY . DMARC La—RAREBINET,
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DMARC t#kTIE . EEBDEFA—IL FAM UMD LEESINT-LDTHAEFERETHIEFA—ILDOUNEAEZEFRE
HTB=OICREEINERT /54— 2ZB0R)— La—FE, EZEBENHETEET . DMARCIZEST
FIRINDIEEEIEIRDEBY TS,

o FEGKR)—,DMARC ETILTIEX, EFA—IZEEZBEIRD 3 D2DR)—DWWTFhhE, EigLidb

EFF oI B LN =EBFA—ILIZERAT AR —ICHEETEET,
DMARC R — ATy

DMARC
R ey BEEIZLBT I
s REHFICKDTIaY
v—n
BE

Tp=nonelR) S —I(F, . R —%2 AT EIBENGNEEZEKRLET, DFY.
ALV EZE X DMARC FyI(CBHLENIBEDT I aVERIEEIC
KELERB A CORYI—IE TEZ2R) O —ERIENDBEEHYET . 2D
ATLavid, EEBNBIZREBIOD I —KN\VIERET HBEICHERS

L NET, CORYI—IZKY RASUFAEEIL. SPF/DKIM EZE AL TLVESTHR

(T&= ||p=none AMUEERTEAVE—UICEATALR—EZITRAIENTEE T, TN

A1) Fo T EEAIE FAMUNBERAINTWENEINEHIHFTEE T, Avt—2

DUBHEIIEBRINFEADN. FAMUFAEBIE. EQA—ILBZFDRA £
DHLETEESNTNLDONEHLHREEIRIETEHLIITHRYET , 2 SPF &S
X DKIMZEBALTLELMES . LAR—IMEREZ RIS 51=01Z. £ DMARC
R —F#NETEHENLFEFLTLESLY,

BRERS—TIE, BEFVIIZEEBLEN > EBF AT, FEEFH->TL
BT IBENHYET, RER) D —(F. ZIEHICIDMARC [CEHLEM 1=
Ayt—UFBIMOREBO-HICFEHLTEUIEFEBRLET, FEAEDZE
B®E |[p=quarantine || A—JL L AT LTIE,. CNED AV E—C NIV RA—HF—DR/NL THILF T
MEINFET ., ChiIZkY, IVRA—F—MNESITAISA DI TR/INLFEDER
#R1ELI=Y . IRBHEDIELTETHITT B2 DD =Y T B RIREEM
HYET,

|15E7|:.: ”p:reject ||DMARC FruIZEB LA AV E—VIEZITANGNE R A, |

o HITRAMVEIEBDR)S—,DMARC LO—FTld,. RERDRAS DV EHTRAL VR BR) O —% 45
ETEET (Tp=147 Elsp=12T%E ),

o RYI—DERER AR, DMARC LO—FRIZIE. DMARC RS — M ERINDEFA—ILAN)—LDES
WBETBIR—toT—2 185 (Tpet=1) EEHBENTEET , COMEEZFERT L. ZEEHX. +59
B RARERAB{ONTI00% h/ Ly [IZF1TT DFE T, EREMIZRIESN =R —%2R I ENTE
*9,

o BAUMFTSAAUMDEREE, DMARC 1. TlE. FAMUARE B L. BAFEREED YU T(vIZHIEHT
EFT FAMUFTEHEIL. SPF EDKIM Ol A TERSNBRIFA R A HEHANFIZEAL T, BB A
A D—BHBBENEIDN. HBAWITERFAM D ESTRALDOWNT IO EEEAN—BHLTLSER
BT ENTEDINEINFIRETEET,

o T4—K/\wI DI, DMARC La—KIZIE, BFA—IL FAMVEFIEEIZEESN D T0—F/\voIZEL
T.5. HE. BEURKEFRET H/\TA—INEENTNET,

DMARC & Cisco Domain Protection [C&>TiBNah 848k
DMARC IZ. SPF & DKIM 2k > TIRESN AHEECEELHREZ BMLET,

26 Cisco Domain Protection 2—H—H (K



RACARTRITONT

EREH&

e SPF & DKIM QEREEICEAR LN =B EDT I avICBT 2 HERI—FToay  ThFE
BEOHAIEFA—IEHRTH-OIZHETHY LIS SPF {E#kE DKIM ERIZT R IFTTLNSER 5 1T
ERR

o A—H—DRAZEFERTIIRTDEFA—IEEBICHATET—42EINET HH#4EE: DMARC
TlE, A —HF—EIRLETFRLRIZXML RO T—aNEESNET,
BFA I T—EAOEN—BIZEBICZ N ELEEDT-HIZ, DMARC TERK SN S XML T—42 (X A0IE A EE
LLMEEDRHYET , T—E2DNEBESITICENTIE, RO ESHEBEHITSEEL TS,
o ERIZFAIIRILT BICIE. T—2E2HELTHHTHILELHYET .
o EEBDHMBEREDITITBICIE. BRHDEFA—ILEFRATEILELHYET,
s BREEELHLEEEOWMAICETIRARERIICE. BET—HZRETILENHYET,

Cisco DT—ARHIE. BEFA—ILOENHARAKREOEEEDOHRHEFETITOATEY. TDREE
A—H—[TRELTWET, FThid. 2—F—H DMARC Mo DT —2ZMEIRL TIEET -HICRILE
9, F£fz. Cisco TIE, A—HF—A2A—Tz/ RADONETEITTILEDH DTN TOREEFIRVICELT,
BENZTH—IIREN-T7 AL DIEREXELTVET,

FASAREIL, RO ESIZ, TORILBDOR T TLDE D ZEDHES,
o BEFA—ILIALATLOERBRIZEIEIRELKR—INFT,
o QYT IVEFA—INAvE—FARIELET,
s EEDEFEFIEOHATVRAERBLET,

RARENT=DNS La—F

Cisco I&. DMARC. SPF., DKIM &L a—F#HKRALTEZET, Cisco A DMARC, SPF., KIM &L a—FK%7
ARTBELNSDIE FASURETIMZT-ZEHADNS THE. RL A DBEEIMICEHFINDELNSZET
ERS

EE . DMARC, SPF,. DKIM TN EEEZMAZ =5, LOA—KRAEBRIN-FAMUTEIZ1 DT D2EHFDHRR
o a—FEFHTEHFITIVLELRBYET, CNICEFELEENSRRETIENHBYET . KA D
AL NEBIZITFIZEFSITT, F=EZ X DMARC M1IF A . p=none (E=4—) MDA T, RITHREITHE
H.BRIHEBICRETIIENBIETT, BELTLARACUN 1,000 BHZIEEEEZTHET (FAS
IRETILRIBETY , Business Fraud Protection TIX 5 DK AS UV IZHIBENTWNVET ), CDES.
DMARC D #1TZ&12 1,000 {80 DNS La—KFZEETAHENHYET,

RIZ. Cisco H DMARC (H & U SPF & DKIM) LO—FZ#HRRAML TS ELFET , FAS D EIELFELL 1,000 &
T ZDTRTEEZA—DOREICEBITLIEVWEEZEZATVWET  FASURETIE. ZORSBRASCD
DMARC LO—FKRIZZDNEEEZ—EITIMA S EMNTEET , £, Cisco A DMARC LO—F#H#HKRARLTLVD
BEIE. 1,000 BT RTORAMVICHLTEDEENBEMIC (M DRAENDORZID)ITHIET,

3% {5 DMARC AI#R1t

COMEEEFERT DL, Agari BFA—IN U —E2N L TERDAETERANVDEEEFA—ILE
DMARC TRIfR{ETEET,
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fz&Z (X Acme #LHY Agari Brand Protection RGN DA EEFZLTWDELFET , Z5LIRAL D 1
DM hracme.com T, EHDAZEMITINEZEERFAMVELTHERLT, BEEE XY —FN\—FT4H—ERX%E
NLTHEBIZCAZEEDEFA—ILEEIELTLVET , acme.com D 1—H—hH hr.acme.com MHEFA—)L
ERITMAE, oY —DIDEFA—IEREL, FRAVREHRBNTIOR AL D DMARC fERE/ET,
DMARC D EHEIN TS0, REEBNINODEFA—ILEZELTVSEEENFTEHILIITHYET,

7515 DMARC A[fRILZ AT BIZ(X. Cisco T4y VIl [T Y —Ewyb Ty T TERENHYET [T5E
EAYE—CDEZRI)DT I R—D 136 1S BLTLIEELY,

DMARC )23

CDHARDFEY DERS Tl Cisco Domain Protection IZ& 5 DMARC MEE O R [ZDWVTEELLERBALEY
D KENMETAERIERDESHEEDTT , KASUFIEEH DMARC [CERT BIZE. SNE5D 3 DDTITA
ET42E2TT20RENRDY ., ChoEDEICHRUTRETEIFIEDRASVTEIZRYERLET,

DMARC La—F D) 2B

ZEENSD T —FR N\ IDIRELEFRIRT BIZ1E. DMARC La—KRZER AL & A _dmarc.<your—-domain.com> |
D TXT La—RELTARLET,

“v=DMARC1; p=none; rua=mailto:dmarc—feedback@<your—-domain.com>;

ChlZ&Y . DMARC #HDZEH (L. EFT1—K/\wHE E£ L Tl dmarc—feedback@<your—-domain.com> || Z1%
ELET, lp=none |12 T & FERT DL FAMUFREER T4—F I\ IDIREIZOAHBEILAH B EEZIEFICHM
LEBENTEET,

BFA—JLEFDEA :SPF & DKIM

SPF DB AFIEIZIE, BFA—IL FAMUIZK O TEETHILERAIN-TATO Y —/\ZF5ik T 5 SPF
La—FDERERRANESENET T /IMEBEDOMARB TIL, —HRIC, Bfi%A SPFLO—RAERSATOET, —
HERTHEBIE. BL0BE. SESFELT U E— IS— b — BLUHY—FR—F(DEEEZRAT
% SPF LO—F#FEFLTLVET . DMARC TR SN D EN T —FR/\vII& SPFLOI—F DT —hR Sy T
[CEYEY—N\ERETEHICRIDGENDYET,

DKIMEFE AT BIZIL, RASUFRBEED ., BEFA—IL H—/N\ZHRELTDKIM ELEEFA—ILIZHAL. DNS
TLRAF—Z2HTIDELNHYFET, DKIM (&, GLFIAZN . EBLTRTOEFA—INARUF —THR—IS
NTWET,DMARC TIRIMESNDIENTA— RN\ IESHTLHLE DKIMBLEZDLGNWEFA—ILEEET S5 —
N—FRTETEIGELIHYET,

BAFTIAAMDBERLTINSCEDFER
DMARC TIREES MBI T(—K/ Sy v £ BT BL. RBEBAHBIETH/OS—HBFA—IL KA EBHL

BORREEA R A VA FEERL TV SEIRERETEEY . 73/ AV PDF—BNEESN =0T CITELE
TEFEY,
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{EL AT

DMARC DEEZRRILTHIONEH TV EH
{ELVAT 1R

FEAEDEZETIE, DMARC LIR—MOEMT—2EMB T HE T, EFA—IL TAVRATLNENIFE

EHRIDBBEINFREABEDOLER—FI FAMVA IPTRLUR, BIUBIEDFEMZE RS BRI D XML

T7AILDOBERTREESNET , CO XML T—2EBHLTAIRIE T HIENTELZ MDY — LN FEELE
ITH AN —LDEKFREFEEL, FAMVDRIERAT—FRER LI S-HITHLELRRED TV a8

ETHEFFEICHLL, BFA—IL FZO—ZFRAAMLENEIS—NRELOTALYET,

B—RR—TEEE DR EEFAI
DMARC (3§ ABT2 CRABMAMA L, TR TOY—F/—T (R EEEREL . E SRR EE AR

ELSREEENADEIITTHETY , FH T HE. BAZ IS Salesforce.com, Marketo, MailChimp %4 & D H—F
N—TAEBLTELRBEFA—ILO 645 ERXELTVET,

YESTERDAY TODAY

YR —TAREEDER
[FEVETAEIDIARM

FLWAYE—D0) TSR T —LEBBFLTVETH, EFA—IIIERALLTHBOIZS2 = — 3>
ETDAIN IUF—SAMDRLEELGFRTHY D DT TVET, RAEFELIRTET HE, BB,
BLSTTREME DMIE. BLUVITSURDBIENKRE T LAREMELHYET  BBIEEFHELEFA—ILDED KRR
ANDEENTHATHIIGEEOTFRATELRMEGEILX IEERID—IIBITIIREDFIBEETTHEN.
FREICESLRELELDAREELHYET,

[ELEIBFA—ILDIEE
Cisco Domain Protection & DMARC D ft#%I-&kY ., TSV FEZERLTWARIEEEDH DR IELIEEE X F

LT, 2—HF—DFAUTHB | A—VEEE T HIEHG (RBEINF) EEEFERHEL., BT 5N TEF
-g-o
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DMARC DEEZTBHICIE. THROAREFERAZEHIEEEMNICEFE T IHELAHYETH, BEPD
S —La vt EIZHRYET, HARBREDERZNTEILET, Z<LDBE . HEBORMENTOBADEF
A—ILEEBERAMTEET,

p=reject]® DMARC Rl) & —~ DT

DMARC (&, Z#)EF AL D DNS LO—KIZ TXT La—KF#EBMT A EICE>TEESINFET . ZOT7AILIC
EENDTONTALEEZRET DL, A —H—H\FIHT BR AL IZDMARC MRS —4ERT DA EEIETE
TERIENTEET,

DMARC RETOtX DR BZIX. Tp=reject DR — (R —I[XTp 1 ELVSITANILERED) ICFITTHILET
T CODEERI—IE, BFA—IWREBIC. TR TOFENEFA—IIEHET ILENHLILEEHMLE
9, z12L. DMARC {L#RIC(E, A—JL JO—IZEBE 5 X 5 La<BRFEMICRE T 5D DIEFIFHR) O —

NEFENTVET , DMARC RS —DEXFERIFE A LRILEATEEIZT DTS, COEHFREREITHLTOEE
77 BE#ETLTz, [TDMARC DA | R— 25 1S BRL TIZELY,

YIRAAVFEIER AV DB E=2) T E—F ILO—FHBIRHFET , COLI—KIE. DMARC Z{E&
2. 3A—HF—D (D) FAVEZFRALTRZITIS Ayt — BT M EREZRETHIEFERLETT, AY
=T AV ISR FRIZESE SPF E£1zIE DKIM EZREL TULVETH, COEEFTSITENTEET (1=
2L, TNLERETIETIEIRDATYTIEL ZENTEFEA)

SPF(THLLY SPF LaO—FDIEBELIRE | R— 39) & DKIM(IDomainKeys Identified Mail (DKIM) | R— 58) %
BATDE TNLDFIVIICER LIz AV E—DDHBELUVRETE. BRLEN Iz AVE—D DB L UE
BRARESNDILSICHEYET, iKY, EELBNSTavID5E TNOTHUL TE-EBLETELNOEF
BHITBEL. BBEDOFS I I a—TFAU T ET5ENTEET , £ FELAVE—UNREES-$EFN
HDEETHRERTELLSITHVET,

EEENST4vIDTRTERIEKES D SPF EDKIM [ZE->TRESINTWAERbNBIEEIL. TEE IR
D—FFRETEFET, INITKY, A—F DR ANV EFERALIAYE—VTENLDFIVIDELELIZELEL
BhoTztDEO—HILDR/INL THIVF BT BHIHEFTICANSDKSIZDMARC Z{EEFIIKETEET . DR
o—F—TFEEDEFA—I ST VICDHBERTHELIICERTEHIELTEET . CDHFAED. AvtE—
[ZAIABI > TS DI ERER TEDHMEILR— B EONET,

WIFhiZ. EE FOBBOFERESIZEDLET. —F—HNEOR—IXATEFDE|EF 100% [ZEOFT EMNTE
F9, EIZIE. DMARC Fzv (BB LEN =T AR TDAYE—UNBEEDZIEF LA TIXECRINL THIL
FIZANONEESIIZTEIHELAHYET,

DMARC D RIREH
RALAREZ{FEALTDMARC D EELEFRIBT A1, ROFRIEZERITITIDENHYET,
KA RBIZT I CATEDCLEDRER

Cisco DIBHEMS, DL 1 DDA—HF—FH IR, https://dmp.cisco.com [ZHBRASARE~DTH
AR EINFET,

Cisco DY R—MIHBELEDHELIEE0 (https://www.cisco.com/c/en/us/support/all-products.html) ,
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RACARTRITONT

R AR DIRE

D1 D2DA—YF—=FHIVENEBETNAIUNTYT . CORFDT AV A DEMDI—H—FTHIY
MEESN-BEEERF-IHANYERERADOELGLIO—ILET I ERFAEZRH D) ZERTEET,
FHHICOWTE, TA—H—TFhIUb I R—D 145125 BLTIZELY,

FAC)ARDULER

HBO=OICRETIRAMVE LUV HTRAM VDY RNABETY , COYAMIIE, $BDTSA4UR A
U DFVHBICRLBEEMTON TSR ANV B LUV EFA—IILDEEICRLIFERAINIR AL (12L&
ZIE. coltrane.net) Z & HTZELY, SHIT, BT AL THIF T OB A DOT AR ALY (2L R
[X. blue.coltrane.net. coltrane—soprano.net. coltrane—tenor.net. a—love—supreme.net 72&E) L EH B ELEH
HOLET . BEQEHLERDEFDFZM., ERBLUVTOELRZEZRANT D=OICFASUHBMERINTHE
AN EDEHICEBEL TS,

DNS ZZEE TEH# e MEF

RETEFTEDRAM DAY R— ‘/ZTJ_\(DNS)I/:I FEEE T HHEENWLETYT , DMARC 523
FOraL(BEU SPF FOka)LEDKIM FOka)L) (X, BEFFRITT 5762 DNS H—E RIZIKFEL TLY
F9 ANV REANDRIDT—F 7O0—DEHEI G, :E Qh\b?ET'\O)DMARC‘hU/—(D?ZEI AV
BET.FAUREOTOLRDLAREELT.DNSZEEFETILELNHYET

AT—IHRIVE—D) ADERL
BBOT A TOREBTA—LERET 5T0LRIE . ABORBEIELTEHOT L—THETN D
BRBYET. ERIE. ROESBEHNERSNES

o Y—HTAVTF—LH, H—FR/IR—TFT48YT Iz T7EFERLT. BEBEICEFA—IITSRANEZ
ELEY.

o HIR—rF—LN, BEOBEELEESLUYR— I I 7EN L TEKRZRYET,

o EEMGTF LN EXOHERLHENEENVIIVRVRATLNBEMICEELET,

FTARTDF—LA, MBBDORDYITEETIEFA—IL OB EHZ (LYK DMARC RYS—ZH R
Y RHEREEEY AR TEREAHIB B IZFEE TR DB OV TH) BBH T IR EAHYFET B
BIET, F#-COTOEREAERBLTRIED, 32227 —2a0 % L5 EITLTHZEW,

SERH

DMARC DE A S ZEM 55815 E LS8 E Z1R £ L TLVET . Patrick Petersonl DMARC
Whiteboard Session |
https://www.brighttalk.com/webcast/10593/104965/dmarc—whiteboard—-session—for—engineers
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BEFA—ILEREHRE
BEFA—/)LEREEZ#ICIL. SPF. DKIM, DMARC ZEMHYFET,
e [SPF:Sender Policy Framework] T

o [DKIM:DomainKeys Identified Mail | R—<> 57

o [DMARC :Domain-based Message Authentication, Reporting, & Conformance ] XR— 71

SPF: Sender Policy Framework

SPF (Sender Policy Framework, RFC 7208 &L T IEFT A% 2014 £ 4 BIZ/ B, https://tools.ietf.org/html/rfc7208
#S8) L. Mail From: EFA—ILT7RLRATRAM U ZFERALTCEFA—IWNEEET I LN FAINE Y —/N\—%
FACUFBEBENEETEDLIICT HRFAZEETT . SPF LY. ZIEF(E.DNS ADITYICK>THEDKR A
4/0).:.., FHY—IND)ANERBTEET, BASNY—NENLTEFA—I AvE—UNEIET S5
B.REBI. TOEFA—NEELELGEDERGETIENTEET,

151 T SPF : Sender Policy Framework] Ele.net. IN TXT “v=spfl a mx —all”
SPF @ DNS La—K )l

SPF [F. EFA—ILDHoW HFERAHIIRBELIRELIDITTIREL AvE—OMNEEESN DB EIZIFIFEAT
QL\;&"(‘J?)UiT SPF' J:?—Cnmnl—ténf_ Mail From: |~)‘4J’é@¥)‘—)b {n%b\ﬁ‘%' EE; 3’%»-):(&'(%
FE A

C(D?l/ LJ—21%. 15321 from] 7KL X (I Mail From]. [Envelope From]. F£71=[&Return Path 1 EEREIEN ) &
RALEAEEIP PTRLRZERUDITARITOEREERLET , COFRAELDNS O TXT LO—FTAMASIhE
To

ZEE(X. SMTP SS9 a0 DERIAREFZ SPF #F v L. 5321 from AL EEH IP PRLRZELEEBL T,
DIFEHFIP FTRLAMNZDRAS D DA—ILDREEEERI SN TVNEINESINEHITHENTEET,

RAS2 D SPF LA—FE QT EHET. EDAFLI—FIZEFEFNDIP TRLANLDAHBEFA—ILERIETE
BLEETH—IEFET,

SPF DFHMIEIRDELYTT,
¢ SPFLO—KDI2AYIR
« SPFLO—FE
o SPF734 AUk
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BT A EAES
SPFLa—F®DI 299X
EROLBHA SPFTXT La—FRIZIEX,. N—=2ay AU =3 FAMVDHRIEN=IP PRLA, BLUEHFATL24T
NEENET,
RIZE A SPF LO—FOHZERLET,
"v=spfl ip4:198.51.1.137 -all"
v=spfl [F/N\N—23 A5 —H2TT,
198.51.1.137 [ZFFalSnt=E{E IP FRL A (IPv4 7KL R) TF,

—all [£. 71985111371V IP PRL AR FMNZFD R AV THA—ILEENFAI SN TS ETH— T BEFA[ 24
7TY,

IP PRLADIEE

SPFLO—FHDEAFAIP PRLAIEL LD DAETEETETEY,

ip4:191.51.1.137 4> ip6:7939:2348:460d:966f:2986:d0ba: 1e9a:c67e 7 & DB FERIIZfHTAZEIZ&>T. 1 2D
IPvd PRLRAE =1L IPv6 PRLAZIEETEET,

CIDR.XTIP PRL ADEEFHEIEE TEET (fll:ip4:191.51.1.137/29) ,

BEERAMVDOALI—RFEEIEIMXLO—RTEHREEDIPEIRETEET, I=EA X, Tv=spfl mx -all][Z&k
U, BEEFAMVD MX TEHSTRTD IP BHFAISNET,

include: A RZ{FRAL T, D SPFLO—FZEHBHEMTEET , I=&A X, include:_spf.google.com IZ[E
Google M SPFLO—FMAEENET,

ANZZX LEBERFITIE. FHERFICDNS VJTUNRESEDLDESELRVEDHAHYET, llinclude . Tal.
Tmx]. ptrl, XU Texists A=K L&Tredirect HEEHF(ZIL DNS VT NKLETY , 1 DO SPF LO—KTIL,
DNS Qi E FEEEET 51O, SPFEMARDILvI 7y T D# %% 10 IZHIETA2NENHYET,

HAS4T
SPFLaO—RDRBEDIVAVIRICKY, SFEERIATDRAARELHT S EATEFT
SPFLa—F eI 2147

ATF—rAVE #R {3
|+a|| ||pass ||'§"<'C0))‘—)b75§§‘FEI§*L¥TO |
il i P:—meb\fnb\a)/\"%x—sz (f=&Z (£, IPv4, IPv6, MX) EB BT B A—ILIEITA
FRIENET,
[all |[softfail [La—FRD/SA—LEEBT BN ESHADDLT A—hFaIShET, |
[2all [[neutral [RU S —RF—F AR EBYEE A, |

“all & —all DELY

DMARC 1Z#£ & SPF 1Z2EEME 5T HRTIZH. Softfail ) FFAIAMERINTWVEL Iz, ZOEMNT T, ML, 215
EIZE->THADBREUNBLIBETRIEIP AR—RETH—FTREVNSEZIZIBNLIENTEEL
1=,

FEME,. DMARC ERASREFXZBALTULINIE, T—E2DEZA) T H#HITEND . £ (X Neutral 58] ([all))
MEIR®D . FD % T 1L Softfail EFAI (MMall)) (CFEITL . RIKAYIZ Fail EFA] (M-all)) ICFBITTEET,
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EMOEEEE

[SPFO) 18 (What are my SPF problems?)] LAR—r&FE AT 5L, AL D SPFLO—REEERET HLEE(IC
1. BIEHRET —AEE=_HS—TEET,

SPF LaO—FE

SPF (Sender Policy Framework) [£ DNS (KA > R — LD X T L) LaA—FTHY . DNS £ TIE DNS La—FK
XF 5% 255 XFICHIBLTWET , F-ZL. REBICE>TIEEHTEF T 255 XFITPRELLEWMEEEHYE
T, SPFEEERT DERRICIEDNS LO—RICEHBDOXFIEESHEHIENTELELRESNTLNS2MH.
255 XF&HZ 5 SPF LOA—FEERTEET  RITHAEFEMICDULNTIE, TRFC 4408 12 B BL TZELY,

BAMIZITRDESYTT,
[RFC 1035] #4332 3314 LU 33 TEZIN TS EKSIZ, BE—DTFHFXLDNS La—FK
(TXT BATET=[XSPFRRAAD) (X, EHDXFHN THERTEET . EHOXFIINEEL

TUWAABRLI—FTIE, ZDEXFIMNAR—RGLTERBEINTOEDNDLSITRIBEN
HYET . RIZHIERLET

IN TXT “v=spfl .... first” “second string...”
ROESNTGHTNBEDELTHRSIBELHYFET,
IN TXT “v=spfl .... firstsecond string...”

B—ODXFEFMN 255 XFEFBZ TS SPFLO—FFEIE TXT La—K&2ERLELESET 5L BIND(DNS ¥
b9z 7) TIHEMNA rdata TR : AR—AMNBYFEHFAIEVVSIIIBIS—NERINET,

EBMDFEEIE

o 512 NA+EBZBDNS LARURIZIEH T MZEBE LWL HYET . EDNSO(RIEIEEET
[EHEVNEDDREBHDEENTIELTLET) ZZEHELTLVELMEE . 512 /31~ (UDP /N7y Dl
R)ZHBZAHLRARRIIYIYIETOEN, TCP TBREITTAEIIIKOHLND-OTT, TENILEE
512 N/ FLLRIZIRDZD A HZETY

« RDATA BIK(X. EFNDI R TOXFEINDNAFRGEDRESER(O—KRDOTEATERSN, BT

65535 INAFEBZ B EIETEF B A. 2D 64K ELVSEIRIZ. TXT La—KRIZEBE DL D TlEAL,
HoB24T D DNS La—FIZRoN B —BHMEHIRTI,

)

RIE. 2DDIMEDTF AL FHNSEAHE—D SPFLO—FOHIZERLTULET,

“v=spfl ip4:156.77.0.0/16 ip4:63.88.61.0/24 ip4:216.30.177.0/24 ip4:74.86.131.74 ip4:63.76.9.0/24
ip4:63.251.90.0/24 ip4:69.25.31.0/24 ip4:216.74.162.0/24 ip4:216.197.69.0/24 ip4:66.35.231.0/24
ip4:204.3.170.225/32 ip4:64.94.179.244/30 ip4:64.94.179.217 ip4:212.118.254.242/31 ip4:208.86.144.242
ip4:204.90.130.118 ip4:204.90.130.121” “ ip4:192.33.34.0/24 ip4:205.211.178.40/30 ip4:149.235.225.40/30
ip4:67.231.144.228 ip4:67.231.152.222 ip4:216.119.217.33 ip4:216.119.209.33 include:thirdparty.net —all”

RIEZT4voD—EICBET HHIHILIZLIA—RDHIZERLTVET  RACUIZDNS Ly I Ty T hiHEY
BWNMERICEFNTY,

_spf.mydomain.com TXT v=spf1 ip4:156.77.0.0/16 ip4:63.88.61.0/24 ip4:216.30.177.0/24 ip4:74.86.131.74
ip4:63.76.9.0/24 ip4:63.251.90.0/24 ip4:69.25.31.0/24 ip4:216.74.162.0/24 ip4:216.197.69.0/24
ip4:66.35.231.0/24 ip4:204.3.170.225/32 ip4:64.94.179.244/30 ip4:64.94.179.217 —all
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mydomain.com TXT v=spfl ip4:212.118.254.242/31 ip4:208.86.144.242 ip4:204.90.130.118 ip4:204.90.130.121
ip4:192.33.34.0/24 ip4:205.211.178.40/30 ip4:149.235.225.40/30 ip4:67.231.144.228 ip4:67.231.152.222
ip4:216.119.217.33 ip4:216.119.209.33 include:thirdparty.net —all

SPF 754 Ak

RALUIZER DO TEENFRIESND IP PRLAD ARE SPFLO—RT7H—h3 31T THL EIEH LB AL
T.SPFDT7SAAHELL—HBLTWAZLEERTAILENHYET,

CORBEEMT DICIE. SMTP TOLILEHLEEEMRT IBLENHYET , SPF DIFE . RFC5321.MailFrom
(TMAIL FROM ], TEnvelope From]. E1=I&Return Path |EEFE(EN D) DR A ERD M, BFA—IL Ayt—
DAEAX (F=ET—2E) [ZRTEIN TS From: 7RL R (TFriendly From: ZRL R 1 EBIE([EN D) EE TS
BEIT.FA D RFABINTWSERLGEINFET,

ZEAEDIBE . TReturn—Path |ANYA —HY RFC5321. MailFrom RAS U ERRT B=OIZFERIN . COAYE—
. BE.[FEAEDBEFA—IL H5ATFULTERTRINEE A,

SMTP W\ t—2av DFIERITRLET

1 S: 220 smtp.example.com ESMTP Postfix

2 C: HELO relay.example.com

3 S: 250 smtp.example.com, ] am glad to meet you
4 C: MAIL FROM:Xbob@example.com>

5S:250 Ok

6 C: RCPT TO:alice@example.com>

7 S:250 Ok

8 C: RCPT TO:Ktheboss@example.com>

9 S: 250 Ok

10 C: DATA

11 S: 354 End data with <CR><LF>.<CR><LF>

12 C: From: “Bob Example” <bob@example.com>
13 C: To: Alice Example <alice@example.com>

14 C: Cc: theboss@example.com

15 C: Date: Tue, 15 January 2008 16:02:43 —0500
16 C: Subject: Test message

17C:

18 C: Hello Alice.

19 C: This is a test message with 5 header fields and 4 lines in the message body.
20 C: Your friend,

21 C:Bob

Cisco Domain Protection 2—H—H (K



BT A—)VEBRTRE Google

22C:.

23 S: 250 Ok: queued as 12345
24 C: QUIT

25S:221 Bye

H—nN— Rzl E ]

LEERDOHFITIE, 4 {TB A RFC5321.MailFrom 7KL X T, 12 {TE A Friendly From PRL R GBE . A—IL 95
AT UPTRITEINDB)TT , COBFITIE, FAVE RN SPF DEMIZEDETTSA AV SN TWVSER Y
INEY,

)L/ E{EEFD SPF Dl

COPIRRLI=V AT AL, CCTHRALEBZERAT ASIITRESNTVET  BEVDIRATLE
INENRLGHEENHYFET

Google

1. [52H (Diagnostics)] > [3E{E% (Senders) ] IZBBEILET,
2. [BE—F A2 (Single Domain)] Z#IRL. WTNODRKASLVERIRLT, FORAMVDZEEBERT

LEY,
Google #EBEFA—/)L TANAF—ELTHEALTULVSIHA (G Suite IRIFLE) (X, EEFBDURM
Google MEFENTLVET,

v Well-known Senders

Thesa Wall-Known (lo Cisco) Sendars sanl massages on your behalf. When there are multiple domains using a sendar, you can view the par-domain
breakdown by viewing details. Data shown are based on the top 100 IPs by wolume; click the links for additional data where available.

Add Well-known Sender

Search:|

Sender Mame Domains Volume v SPF Pass SPF Record DKIM Pass Source Type
G | 2,270 0% (8] 0% Manual | @ Remove
Sender Profile

& SPF Alignment
S DKIM Alignrment

[SPFL-a—F (SPF Record)] B[ BIRLF=F AL D SPF LaA—KAR DM of=Z&FRLTLNS
ZEITEERLTESLY,

3. Marketo @ [EEFHTOT 74 )L (Sender Profile) ] U2 H%E D) yH LT, EEEIZEHT 5 Cisco DIFER
#=RRLET,
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Sender Profile: Marketo

Detailed information on specific well-known senders.

-l"’
Marketo

Definition

Use Cisco's definition (1) Custom definition (advanced)

Web Site

https /Aww.marketo.com
Important Information
For SPF: Marketo supports aligned SPF provided that you use their dedicated |P option.

For DKIM: Marketo supports aligned DKIM for all customers regardless of whether you use a shared IP pool or their dedicated IP option. Our customer support
would be happy to assist you with next steps.

NOTE: Marketo's SPF and DKIM support documentation is only available when logged in. Support tickets must be opened by named support contacts.

Contact Information
https /login.marketo.com/homepage/community

DMARC SPF Alignment DMARC DKIM Alignment
Yes/Partially Supported Yes/Partially Supported
SPF Pass Rate © DKIM Pass Rate ©
Highest Rate Seen Among Highest Rate Seen Among
All Domain Protection Customers Your Organization's Rate All Domain Protection Customers Your Organization's Rate

100.00% . 100.00% .

100% 100%

Domain Protection Customers' Domain Protection Customers'
SPF Pass Rate Distribution & DKIM Pass Rate Distribution &

LE{EZETOT7 4L (Sender Profile) ] R— M L ERIZ3H S [EE A 1EHR (Important Information)] £33V IZIE,
FEIEED SPF 7 A AV NEYR—FL TSN EIMIZET HIEHRE. HHR—FLTLSIZEITIE SPF 734
FEEIRT 5-ODIERNRINET (SPF DEHKEA, Cisco DMMDEEMNZDEIEFEH LT SPF R E
BINESE=MEINERERTHELAEETT ),

LEEZETOT 74l (Sender Profile) ] R—S DY 5% )y $BE BIRLI=F AL D SPF La—KR[ZRAE
MENTWNSIEEERTEET,

include: spf.marketo.com

hIZ&Y ., FORALUIZELT Marketo @D IP PRLAMEFRIESNE T,
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FLLDIRE LA EEEER I 5AE

LU SPF La—FKIiE, BRHEEETITRKX 48 BBIANBEENHYETHA. BE . TNXLYLBELEIIC
HYET, BxhlZiEbE, [SPFLO—R (SPF Record) | 1o —3DEEL . BIRLF-FAL D SPF LO—F
[SEEBENEEN-CENTINET,

SPF Pass SPF Record
0% .

[SPF&#& (SPF Pass)] Al (X, FDEEBNODAVE—MS5E KALUD SPF 7SAAUMIEKLE
Ayt—TDE|IENRTRENET

(G Suite MIFE L. SPF DIAEHESE T T 5=8HIZ. G Suite M Postmaster V—ILEFRLT KA ZEN
L. ST 5, SFEMIZDULNTIL, https://support.google.com/mail/answer/6227174 Z5:H8) ,

ARABHADEEBZHATHEEIL. TOREEBERANVDE—@ SPFLO—KRIZEMLET . EEED
EIZERND SPF LO—F#ERLEWLTZEN, KHYIZ, SPFLO—FZEEPL TSN (L. 2D
10DNS AAW=XL Wy I 7y IEE),

HRE2LEEEZD SPF Dl

ARBALEEEZERT HE. Cisco DVTIL/DUEEBICEFNLGEVEEEOY—N—2BETEET,
B EoTIH . AV TLIRICHWA— WS — I/ ZRELT. LAV AT LRBTORIEEFA—IL
FEELTWRIEAELHYET  FAUREIL MO AETIEVDIL/DUEEBICEEM FHIENTER
WIP 7RLRZT 74Tl REY H T (Unassigned) ] D AR LEEE T IL—TIZHHELET . DY IL—
T1E. EIEE (Senders) ] R—U DT HERICRTINET,

SFEXFELGE 1 —OLIR—FTHRRALEEBE I AELTERTEE T LA E. 2 —F—BN1U TSR
SOFYRIZFET B —N—FHRELEEEELTHETEET,

FLWHRELREEEZERTDHE

. [E%7E (Configure) 1> [H AR L% IEE D EHE (Manage Custom Senders)] IZFEILE T,
. [ELULE{EE£E 00 (Add New Sender) ] #9wILET,

. HLWHRALEEEDRMZEANLET,

Enter ¥—%#LET,

—_

AW N

FEFLT=5. [REIY L T (Unassigned)] T IL—T NS AR LZEEEIZIP PRLR/EEZEZEMLET,

e AV TSRS IFYDRERIP TRL A% [REREIEE (My Internal Senders)] ELNSRBIDHRF L
EEFIZTIL—TELIELET,
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~ Custom Senders

These senders are either not known to Cisco or are infrastructure within your organization. You can group and |abel IP addresses in the Unassigned

sender group in the Manage Custom Senders page.
Add Custom Sender & [ Add IP Address @

Sender Name Demains Volume , SPF Pass SPF Record DKIMPass  Source Type
234,525 0% O 0% DNS

o My Internal Senders

TYTIL/IEEED SPF DFI] R—T 36 | DITIL/IVEIEBEDBALRRRIZ. R—CD [HARLEESE
(Custom Senders)] 923> T, COHRRALIEEEBENODEFA—ILNS T4V INREONBILETERTE.
[SPFLaO—FK (SPF Record) ] A o —BIZId . EEENELER AL D SPF LA—KRIZEENTULVEWI EMNTRS
nxv,

(%% (Configure)] > [HA SR LIEIEHE DE I (Manage Custom Senders) ] R—U([ZHEENT BE. FOHARBLIEE
FHIZBALTESZEINTWSIP PRLRAD YRR REINET,

IP 7RL A% SPF LO—FRIZEMT BIZIE, ZD IPvda PRLURE(XIPv6 PRLRAAREENS LS SPFLO—F
#LEELET, RIHIZERLET,

ip4:192.168.1.67

(CCTIEBIELTRFC 1918 PRL X ZEA)

BIRLI=F AL D SPF LaO—FKAY, Google. Zendesk, & & TU T My Internal Senders IAR R LIEEET IL—T D
EDIPFPRLRZECLIICERINFET,

v=spfl include: spf.google.com include:mail.zendesk.com ip4:192.168.1.67 ~all

CDREXTIP PRLADEHEEIEETEET,

SPFLO—RFTT7RLARFBETBH=HDMDAN=X L (Tal, Tmx], Texists IEE) LEHYETH., CNLIEHET
HY. COFF 1AV MDEREEBATVET (FzER L, Tptr] ANW=X L% SPFRFC LR TR T A LT HES
NELY) , SNSDAHNZX LD FMIZDUNTIE. https://en.wikipedia.org/wiki/Sender_Policy_
Framework#Mechanisms ZZ B L TLZ&0Y,

T4 A DHERTRELT

IP 7RLRENRALEEENORAMUIZEMT BT T, PIAAVMDORENRIISNET A, HEDIUT
SANSOF oL A—ILEREIETHURATLEEREL T, RFC5321. MailFrom (TMAIL FROM |, TEnvelope From], &
f=1&Return Path1EEMEEN D) MY, BFA—IL Avt—C DA (FIEZT—2E9) IZRRESNTLNS From: 7
KL A (TFriendly From: FRL R JEBIE(END) EEBT AR T ILENHYET,

HULLVSPFLO—FDEELIRE

HLWSPFLO—F#RBTRIZTOCRF. RETEIFTEDTRTORAMUTRILTT . MELAILTOTOER
[EXRDEESYTT,
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BT AR BERN

1. FAMURED E1EE (Senders) IR—UEFRHALT. BFEDRF AV DEEBZRHELET,
2. TDEFEED SPFIEREMHEREL. SPFLO—FEABLET,

o RUSA—H SPFEHR—FLTWEIMNESIHERRBDIZIE FAMURETOTIL/IEES
DEEBETOT7AILERTLET,

o FIEHILTNADIP PRLRZEINETBIZ(F, hRALEEBEDT—H2EFERALET,

3 EEB(IIIW/VDUEEBEFLIIHRILEER) EHALT.SPF7IAMAVMTETLTWSI LR
HEELET,

o [#E{E% (Senders)] R—T &[4 (Analyze) ] > [EF A—IL b5 7494 (Email Traffic)] R—
THEBIKRZEZE=2L TS,

4, BEMGITRTOEEEEEZELTRAMCD SPFLO—KRKZEH/EHLET,
o [TSPF L O—KA® EasySPF™ Analyzer D{ERH | R—2 51 | #FHT 5L TEET,

5. SPFLO—F TRAMV DT R TDEEENEEIN TS LEHEETESIHEE, -all/RY > —%
AT BLSICSPFLa—FEEHLET,

RETDHIRAMVTLICERDOFIEERYRLET,
RIZ, ZOTOERDFIZENDOARLET,
o TOTIL/DUEEED SPF Dl R— 36
o ThRALZEIEZED SPF DI R—2 38

BEEN

CITIE AL D SPF BRI EA MY 2T OEREEBET H-OITRIDIKONDSEEHNERLE
ER

Google G Suite DEEEAILT :TSPF & BEEFHE DR |
https://support.google.com/a/answer/33786

Microsoft Office 365 ML T :TRT—J42 7 &R 1L S %1=8IC Office 365 T SPF ZREY %
https://technet.microsoft.com/en-us/library/dn789058(v=exchg.150).aspx

SPF @ Wikipedia T kY

https://en.wikipedia.org/wiki/Sender_Policy_Framework

RFC 7208 :'Sender Policy Framework ] [3£EE

https://tools.ietf.org/html/rfc7208

Word to the Wise 7' A% : T Authenticating with SPF: —all or "all | [F£E]
https://wordtothewise.com/2014/06/authenticating-spf/

Global Cyber Alliance : [Introduction to the Sender Policy Framework (SPF): A Closer Look | [35E

https://www.youtube.com/watch?v=0EpU-igBerl
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SPFLa—FO2ARBELUVESRRAF—F—D%E
COTARRDATYT 9 ERTYT 10 (EREMEFIETT , CNODFIETIE., ZLDIGE. HBOED KRR
F—F—,RBALTEALY D SPF LO—FE RS IUEHL, FALY LO—FDOBIEEEHEZELET,

F#RIC. BENETAESITH-f=5, SPFLO—FREEHLET , T—2DEZRI T EHITHEAL, £T 1L
Neutral ZBEF ([?all ) ANSTR ., RIZ Softfail ZREE([Mall)) . 2L T Fail ZB5F (M-all)) ~NEFBITLET S

EEE D SPF ZHHR—FLTULVELEE DXL

BEEFBICES T BERIP PRLADNLTSA AV RENT- SPF DA EHR—LTWDIGEELAHYFET (EESE
Marketo 7&) . ZDRALEINF-LOA—FTIP PRLADN RSN TSN EINET AT BHI5 AL, [CiscoTD
SPFLa—KMDIILyHT7v7 1S BLTESLY,

FOHBE.EHIPA T3 L TDMARC (AT B, ARFH DKIM EBLZR A/ EFAL. DKIM [Z&o
TAYE—VICEBRTHIURELHYET,

SPF Fxy4 & DKIM Fy I DWTFhhFE=ITMmA AT B5E . DMARC [ZE-THRESNFARYL—IZHE
BLTL5EEIX,. DMARC FxuZIZE1K LRGN, TN LN DIHFE (L DMARC Fxv (&K LEMNoT1=&
RigEhn s, EDMARC HHTHRESIN TSI EITTEELTLEELY,

Cisco CO) SPF La—FoIvo7vT

Cisco T SPF LO—F#HRANT B EIZLESE AL, SPF Ly 7y Y—ILEFERALT, FDHRAENELO—F
TIP 7RLAD RSN TN EINETRAITEET , COVY—ILIE EFED IP FRLAH Cisco TEEEIZH
AREN TSI EERILT HIGEEIEFTY .

1. [Y—IL(Tools)]> [SPF] ICF2EILE T,
2. [FAL> (Domain)] IZAALZET,
3. ULwo7v7 (Lookup)1 &9 wIL T, RIIDLKR—bERRLET,

Look up your SPF records

Enter the name of a domain to view its current SPF record.

Domain: |example com

=

The SPF record for example.com is:

No errors were encountered with this record

View Record Details for more information.

Enter an IP Address to test SPF Authorization in this domain's record

IP Address: |

Check Result

SPF LYo 7y FLa—K
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SPF La—F®DT Ak

1. IPPFLRX(P Address)] [Z SPFZ#TRLFBIP PRLAEANILET,
2. [#58%FxvY (Check Results)] &%)y LT, LIR—FERTRLET,

Enter an IP Address to test SPF Authorizaio 3 ]

PAddiess: 192 % 00K XXX

SPF result for example.com from 192 X XXX XXX

Result reason:

IP 7RLRZERLT- SPF DT Rk

SPF DREIEDFTE

[SPFD 178 (What are my SPF problems?)] LR—+&EHT 5L, SLDBE . RIEICETAEEEFED 4
EDRAMVHNDEEEZ LICEIEMNZ SPFLO—FEERTSRIC. AN UBELHBOR AV EATITY
#EFETEET,

[5#7 (Analyze)]> [BFA—ILEZT 1Y% (Email Traffic)] ICFEBILE T,
[SPF®D 178 (What are my SPF problems?)]1 #5919 L T, RIIDLHR—bERRLET,
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BT A LREHE

What are my SPF problems?

Aetna Inc. SPF Problems Report for Active Domains using Outbound Data from March 12 to March 25, 2018

Share | Schedule ‘

SPF Problems

Permanent Error: 173 Messages
Temporary Error: 174 Messw
SPF Fail: 17,405 Messages
Mo S5PF Record: 29,152 Messages

\

Hover over a chart section for an explanation of the corresponding problem or click on a section to investigate
further.

Identifier Misalignment: 279,840 Messages

Domains: 'Active Domains' Group

Message Sources: Only messages from my Sender Inventory
Date: 14 days starting on 2018-03-12

Displaying results based on the top 1,000 IPs

Search for Failure Samples on 2018-03-25

[SPFDRRE (What are my SPF problems?)] LA R— kD& L SIE @,
ZLDBHE. EADOHEX. BAFOLREESTT,

NHDLR—ME, RREEEFRYAD ESICEETEAIEITTEL TSV GERIZODWWTIX ITEFA—IL
FST499LIR—bDBRTEI R—U 12005 SBLTLEEWY)  EAIERDESIZ. BE2 BEOE—FA(CDH
=XRIZLT=- SPF DEREE R R TCE=ET,
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Select Domains
Domain Group: @ | Active Domains v

Single Domain: agari.com

View Messages From

Most Recent & day(s)

Date Range: () [2018-03-12 | to [2018-03-25 | ©
Message Origin
Custom @
Specific Sources: © | From All Sources i
From All Sources
Known Forwarders: | From Inside My Sender Inventory s

Specific IPICIDR Range: | From Qutside My Sender Inventory

Submit Reset to Defaults | Cancel ‘

4

TARTDEETILDAVE—VFFT IIICHREBEAFLITHIIET EEBAAUNIZEENGLE
{E3& H\ [22H7 (Diagnostics)] > [E{E%& (Senders)] R—T M [FRA&EE (Unapproved) ] #TIZRREND LI
UFEd,

FMIREZIEME T 5102, COLR—FD TEIZHIEEBDRREFARTESW, 12EXERD K, #
IRUF=F AL DIEEE MailChimp MSIEESNT=A—ILIZTERIF 754 AV A —E (Identifier
Misalignment) DAENH D EIZRIBELHYET,

All Issues 1,546
MailChimp

Identifier Misalignment 1,546

MailChimp TOEAIFT7 A4 A R —HDREIRE,
1E{EFE MailChimp MBIEEEIN=AVE—DYHEHI ) IL T, TDEEBEDEMIBEREERLET .
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What are my SPF problems?

SPF Problems Report for Active Domains using Outbound Data from March 12 to March 25, 2018

Share | Schedule |

SPF Problems

Permanent Error: 173 Messages
Temporary Error: 174 Messw
SPF Fail: 17,405 Messages
No 5PF Record: 29,152 Messages

\

Identifier Misalignment: These messages passed SPF check for the domain issued in the the SMTP MAIL FROM comn
but the MAIL FROM domain does not match the domain seen in the From: header, which is required by DMARC. This
mismatch in domains causes a DMARC-SPF failure. In the table below, click a number in the "Total" column to see the
misaligned domain combinations.

Identifier Misalignment: 279,840 Messages

Identifier Misalignment

Domains: "Active Domains’ Group

Message Sources: Only messages from MailChimp
Date: 14 days starting on 2018-03-12

Displaying all 8 results

Search for Failure Samples on 2018-03-25

Search within lable:l:l

IP PTR Name SBRS Country SPF Issue Total
198.2.136.19 mail136-19.atl41_mandrillapp.com 35 United States Identifier Misalignment 398
198.2.135.12 mail135-12.atl141.mandrillapp.com 35 United States Identifier Misalignment 387
198.2.133.17 mail133-17.atl131.mandrillapp.com 3.4  United States Identifier Misalignment 385
198.2.180.19 mail180-19.suw31.mandrillapp.com 35 United States Identifier Misalignment 376
198.2.128.13 mail128-13.atl41.mandrillapp.com 35 United States Identifier Misalignment 4
198.2.133.28 mail133-28.atl131.mandrillapp.com 35 United States Identifier Misalignment 2
198.2.180.15 mail180-15.suw31.mandrillapp.com 23  United States Identifier Misalignment 1
198.2.134.14 mail134-14.atl141.mandrillapp.com 35 United States Identifier Misalignment 1

Total 1,554

MailChimp TOAES DRERE : 3t 1 —

ZDE 21—, MailChimp MHEESN =AY —U DHEIZEKBML TSI EERLTVWVET (KA D SPF L
O—KR([ZZE{EHE MailChimp D IP PRLAMEBMEN TS ERE) o

MailChimp @ [E{EFE T O T74 )L (Sender Profile) ] R—1Z (&, MailChimp & Mandrill(RIL IP 7KL AZ{FEHT S
DY SPF DEREHELLS MailChimp B3 O A IZELT SPF IZ&ABEEZ AT A LICHEITIBEEDIE
FIEARINET,
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Sender Profile: MailChimp

Detailed information on specific well-known senders.

Web Site

www.mailchimp.com

Important Information

MailChimp: Set Up Custom Domain Authentication: DKIM and SPF: http://kb.mailchimp.com/accountsfemail-authentication/set-up-custom-domain-
authentication-dkim-and-spf

IMPORTANT NOTE: To pass DMARC with MailChimp you must implement DKIM per the instructions above. MailChimp does not support custom MailFrom
domains so you cannot pass the DMARC-SPF alignment check.

Note that Mandrill is a MailChimp product and uses the same |Ps, but has different configurations. If you are using Mandrill rather than MailChimp, follow these
instructions instead: https:/imandrill. zendesk.com/hc/en-us/articles/205582267-About-SPF-and-DKIM

NOTE: The Mandrill service does allow you to set the MailFrom domain to your own domain and you can pass DMARC-SPF alignment using Mandrill.
The SPF include mechanism for MailChimp is "include:servers.mcsv.net”

The SPF include mechanism for Mandrill is "spf.mandrillapp.com”

Contact Information
https /fmailchimp.com/contact/support/

ROFZTEBOATIVERYALIENTEET,
o FALUIZEST
o ITIL/VUEEEIZKST
o NRALFEEZIZELST

RKASD T &2, BEIESE (Senders)] R—T & [SPFD [ RE (What are my SPF problems?)] L7R—kE 2 —%{E
LT, BIEMLEEEB) AR HERALL D SPF LO—FRIZHIEEEDOR LT IIVN)ZHERTEET,

RARENT= SPF

Cisco I, X YIZ SPF LO—FRZHRARTEET, Cisco TSPF LO—KE#HRAMTBLSIEIRT DL 105
TDNSZFETER I AIVENGLE-OERLGGEEEZRIATES—A . SPFLO—FZHEMNDIE
FEICART ACETTIE ORI EEF R ADIENTEE T, RRAMNSNT- SPF 2EHT 5154 . Cisco DE
FA = ITIDR FATUOTATAEEFRAL. RILDLT,. LT HEEID IV VI TRAMV DEFA—ILEFBELT
=FY,
ROBEEERTTEET,

e [Cisco TO SPFLO—KDHRRATFAVY 1T

o [Cisco TM SPF LA—KDHRRAFAT DIE1E] R—T 50

Cisco T® SPF La—RDOHRRTF1Y

1. [52H7 (Diagnostics)]> [3E{E% (Senders) ] IZBBEILET,

2. 1 DDORAVEFBRLT, TORAM U TERBINTVSDEEEBEZRRLET . FACD SPFLO—F
% Cisco TEERAMLTLVELMES X, BRIDARZ22IZ [SPFLO—F D ZEE (Modify SPF Record)] &
RREINET, FAL2 D SPF LO—K% Cisco T TIZRARLTWSIGEEIL,. BRIDKREUIZ [RR
T4 DIF1E (Stop Hosting)] ERRS., T CEiEYET,

3. [SPFLa—K®MZEFE (Modify SPF Record)] > [Cisco TDSPFL O—K DR AT +4>%4 (Host SPF Record
@ Cisco) 1 Z#7)vILET,
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Senders

Discover which senders are authenticating email sent on behalf of your domains.

O Al Domains
- Modify SPF Record
® Single Domain odify SPF Recor c&
® Most Recent |14 day(s) O Date Range: [',-i:p/n'. 12 ]1o|,';:w 01-25 EasySPF Analyzer
o

Approved Unapproved

DRADEIZERY GERLIZF AV DT R TOEBFAEIEED Cisco [TEENDENBHEINET

|

Host SPF Record @ Agari

€) Reminder

An SPF Record hosted at Agari will automatically include all Approved Senders for the
selected domain.

Ensure that the list of Approved Senders is correct for the domain example.eu

e |

F]

Host SPF Record @ Cisco ®

) Reminder

An SPF Record hosted at Cisco will automatically include all Approved Senders for the
selected domain.

Ensure that the list of Approved Senders is correct for the domain expressline-glas.com

care |

4. [#%17 (Continue)]Z2 LT, FAL2 D SPF LA—KDRARERIRLET ,
BEEICRRENBIERICHE->TUEETTLET,
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Host SPF Record @ Agari

Host an SPF record for a specific domain at Agari.

New SPF Record for: ~ example.eu

A vpdate ons Recors: v=spfl exists:%{i).i.%{d}._d espf.agari-dns.net include:%{d}.ff.spf-protect.agari-dns.net -all

Agari has updated our systems and is ready to start processing SPF lookups on behalf of example.eu.
The record will show as pending hosting on Diagnostics > Domains until you have updated the DNS entry for the domain, DNS has
propagated, and our systems have identified the new record which can take up 1o 36 hours.

To complete the process, you must take action for this SPF record to be used:

Hosted SPF Record at Agari: DNS Update Instructions

You must update (o create) the DNS for the domain example.u to "point” to Agari (redirect) for SPF evaluation.
The exact steps 1o edit or create your SPF hosted will vary, based on how the DNS for your domaln ks managed.

However you submit requests for DNS changes, you will nead to request that this SPF record be published as 8 TXT resource
ecord for the domain example ey . Be sure to include the full SPF record below. There should be no line-wraps, newlines, or
whitespace other than the spaces explicitly shown within the record below.

If you have direct access to manage DNS for your domain through an online DNS administration tool, look for a section
to publish a TXT record or a section specific to SPF records.

If you have access to manage DNS for your domain through a web hosting online administrative interface, look for DNS
Settings and a place to enter a TXT record or an SPF record.

If your company manages its DNS intemally you may need to submit a request to publish the DNS record through your
company's DNS management team

If a third party hosts DNS for your domain, you may need o submit a ticket with them to update the domain's DNS
settings.

-

Domiain: example.eu
v=spf1 exists:%({i}._i.%{d}._d.espf.agari-dns.net include:%{d}.ff.spf-protect.agari-dns.net -all

It may take up to 36 hours for the changes to appear within Brand Protection after the record is published by your DNS
provider.

Print instructions
RRAMENT- SPF DETR.
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Host SPF Record @ Cisco

Host an SPF record for a specific domain at Cisco.

New SPF Record for: NS SRS —

v=spf1 include:%{d}.fc.spf-protect.dmp-stage.cisco.com exists:%{i}._i.%{d}._d.espf.dmp-

Update DNS Record &
A vpee 9% stage.cisco.com -all

Cisco has updated our systems and is ready to start processing SPF lookups on behalf of pwm.ciscofunds.com,
The record will show as pending hosting on Diagnostics > Domains until you have updated the DNS entry for the domain, DNS has
ted, and our sy have identified the new record which can take up to 36 hours.

To complete the process, you must take action for this SPF record to be used:

Hosted SPF Record at Cisco: DNS Update Instructions
You must update (or create) the DNS for the domain s s s to "point” 1o Cisco (redirect) for SPF evaluation.
The exact steps to edit or create your SPF hosted will vary, based on how the DNS for your domain is managed.

However you submit requests for DNS changes, you will need to request that this SPF record be published as g TXT
resource record for the domain pwm.ciscofunds com . Be sure o include the full SPF record below. There should be no line-
wraps, newlines, or whitespace other than the spaces explicitly shown within the record below.

« If you have direct access to manage DNS for your domain through an anling DNS administration tool, leok for a section
to publish a TXT record or a section specific to SPF records,

+ If you have access to manage DNS for your domain through a web hosting online administrative interface, look for
DNS Settings and a place to enter a TXT record or an SPF record.

+ |f your company manages its DNS internally you may need to submit a request fo publish the DNS record through your
company's DNS management team.

+ |f a third party hosts DNS for your domain, you may need to submit a ticket with them fo update the domain's DNS
settings.

Domgin; e mem—— —

v=spf1 include:%{d}.fc.spf-protect.dmp-stage.cisco.com exists:%{i}._i.%{d}._d.espf.dmp-
stage.cisco.com -all

It may take up o 36 hours for the changes to appear within Domain Protection after the record is published by your DNS
pravider.

Print instructions:

RARENT= SPF D&,

SPFLO—FEERAY 50D T I avEERTTIRENHYET , SPFEHED =8I Cisco ZMHET1(UF AL
IhENB) EOIZDNS ZEHL TIZELY,

Cisco T SPF La—RZ#HRANT B EEEIRTHE TDRT—E2RADY[E2 B (Diagnostics)] > [F A4~ (Domains) ]
R—=VIIRBENFET,
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e 6 to June 20, 2019 Filter Results
o Candare Unapproved i
. Approved Senders Senders DMARC BIMI SPF DKIM DMARC Policy
Policy Record 000 No Record
# Pass # Pass Record Pass Key Pass
Monitor
0 0 [ees] o o o Quarantine
o o o ® o Reject
[ ] Inherited
97,347 100% 0 [sas] (o] [ ] 100% (o] 0% H Hosted by Cisco
0 0 H [} oH (o] DNS Record
27.49M 100% 3.5M 100% H H 96.24% 98.64% ! Emor
40M % d % .24% 4%
' i o e o @ Record Published
1747TM  99.54% 3.39M 4.03% H (@] @H 5403% Q@ 97T53% (D No Record, Messages Pass
1.09M 100% 7,794 100% 0 96.31% 98.75% f Saved SPF Analyzer Record
' ‘ ’ b ’ o o QO MNo Record
216,023 99.02% 81,216  99.17% [ 1 @] [ ] 02% (@] 0% H Hosted by Cisco
Hosting Pending DNS Update
0 0 [ees] o 1 o
Progress State
1.47M 100% 23,573 100% [wes] o] [ ] 97.27% @ 9B6T% @ Configuration Completed
356M  9912% 23302 100% [sss] O ® 10.72% @ B8a% #~ 1 Am Working On
m' Ready To Start
0 0 [wes] o o o]

¥ Hide Legend

1 Domains Per Page: 25 %)
RE DD DNS EFH DK,
Cisco T SPF LA—KNDHRATF1 5 DL

1. [Z2kf (Diagnostics)] > [E{E % (Senders)] [(THBEILE T,

2. 1 DDRAVEBIRL T, TORAMVTERBEINTNSEEZEEZRRLET , KAV D SPFLa—F
% Cisco THRRARLTWWBIHE L. BRIDARAEUIZ [(RRT 425 D=1k (Stop Hosting) ] ER RSN FE
T, AL D SPF LO—FR% Cisco TERLRRRLTLVEWGE (X, BRIOAREUIZ[SPFLO—FDE
B (Modify SPF Record)] &EFRREN | #RATTELRLKLGYET,

3. [(RRF42% DIF 1k (Stop Hosting)] #21) v o LET,

Senders

Discover which senders are authenticating email sent on behalf of your domains.

All Domains
@ Single Domain v Stop Hosting SPF @
Monitor DKIM Keys »

® Most Recent: [14 | day(s) O Date Range y 1 to

A—H—BEHDDNS AU ISASHIF VAT SPFLO—RDHRANEHIET A-OITELFIEEE
M BEENRTINET .
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Host SPF Record @ Agari x |

|
© Reminder |
You must take action in DNS to stop hosting an SPF Record at Agari.

You must update the DNS for the domain example.eu to stop "pointing” to Agari (redirect) for SPF
evaluation. i

Before you modify the DNS record, you should create and publish a new SPF record using Agari's EasySPF
™ Analyzer.

The record will show as pending hosting on Diagnostics = Domains until you have updated the DNS entry
for the domain, DNS has propagated, and our systems have identified the new record which can take up to
36 hours.

Remove the following red text in the TXT record for the domain example.eu to stop hosting at Agari:

v=spf1 exists:%{i}._i.%{d}._d.espf.agari-dns.net include:%{d}.ff.spf-protect.agari-dns.net -all !

i
Host SPF Record @ Cisco x

) Reminder

You must take action in DNS to stop hosting an SPF Record at Cisco.

You must update the DNS for the domain ciscofunds.com to stop "pointing” to Cisco (redirect) for SPF
evaluation.

Before you modify the DNS record, you should create and publish a new SPF record using Cisco's
EasySPF s Analyzer.

The record will show as pending hosting on Diagnostics > Domains until you have updated the DNS entry
for the domain, DNS has propagated, and our systems have identified the new record which can take up
to 36 hours.

Remove the following red text in the TXT record for the domain ciscofunds.com to stop hosting at Cisco:

v=spf1 exists:%{i}._i.%{d}._d.espf.dmp .cisco.com include:%{d}.fc.spf-protect.dmp-

m cisco.com -all
Continue Cancel

Cisco TD SPF LA—FDHRATFA 5 DELE
4. [#%17(Continue)]1 &V vILET,

SPF La—KA® EasySPF™ Analyzer D {&F

B O SPFLO—FZERAMLTULNBIBEE (L. EasySPF™ Analyzer Z{EFHL T, BEF M SPFLO—FZEHHLI=Y.
REBFAHEEBIZRDSOTHLL SPFLO—FREERLIEYTEE T,

EasySPF Analyzer |&. Cisco TTRRAFSIN TULVEWRASUIZHLTOAERTEET .
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1. [52H (Diagnostics)]> [3E{E% (Senders) ] IZRBEILET,
2. B—DFRAVEERLET,
3. [SPFLaO—K®MZE (Modify SPF Record)] > [EasySPF Analyzer] 42') v LET,

Senders

Discover which senders are authenticating email sent on behalf of your domains.
g y

All Domains
® Single Domain v Modify SPF Record &
® Most Recent: |14 | day(s) Date Range [ l 1o ] EasySPF Analyzer
: ' ' - . -ord @ Cisco

EasySPF Analyzer Tl&, RD 3 DD ATYF T SPF LO—FEERELIEIEETEET,
1. BEFD SPFLO—R&HERLET (HDHE),
2. EEBETRESHLET,
3. BEEHFFLELO—FELARLETD,

BE#F ) SPF LO—KR DR

EasySPF Analyzer DB AN FIETIL, BEED SPF LO—FEHERLET . RO BITEBLTLEELY,
e SPFLO—RRNTHAMEINTI=EIESE,
o FFAIShIZIP PRLRADH,
o DNSHOITYAN=XLDH,
e BFEOLI—FDIUAYIRIFS—,

SPF LA—FDaAVR—RUMIRIRDA—YILEEHE DL, FERIFHRNRREIN, ANZX L aVR—3
UMEDERP BRUN AV DREFHEEELOBRERRETEET,
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EasySPF™ Analyzer

Use this tool to analyze and update the SPF record for a specific domain.

o Review Existing SPF Record

Domain to analyze .com

v=spf1 -all

Manage Includes

DNS Querying mechanisms (10 maximum) 0 SPF errors @ No errors

BT A LREHE

IPv4: 0
|IP addresses authorized
IPvE: 0

Sender detail. Hover over a component of the SPF record to learn more about it

Senders Included in this SPF Record

Well-known Senders Custom Senders

Go Back to Senders | Analyze With Data »

EasySPF Analyzer: 7V 7 1

EEET 205

1. [T—2I2&D 2 #7 (Analyze with Data)] #9')vH L, IRED SPFLO—FZEEBLFET,

53
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EasySPF™ Analyzer

Use this tool to analyze and update the SPF record for a specific domain.

aAnalym With Data

Domain to analyze

v=spf1 -all
£ Reset to existing SPF record
Pvd. 0
DNS Querying mechanisms (10 maximum) 0 SPF errors @ No errors IP addresses authorized
PvG: 0
F h»
Details from Sender Data seen in the last 14 days
A\ If you have Custem Senders that averlap with Well-known Senders, messages will be counted towards both totals
DNS Querying Select
roved Si S tin, 4
Approved Senders Supporting Data Mechanism(s) Include Al Subset Exclude
ll N E TS U I T E 0 messages from 0 IPs 0 ®
Unassigned 0 messages from 0 IPs 0 ®
Total DNS Querying 2
mechanisms: h
Save Save and Publish »

EasySPF Analyzer: A7y 2
CDE1—TIE. ROBEEEITTEET,
o [&#ET—%3(Supporting Data) 1 U 9% D)L, ZDRAMVICEALTEDEEBEIDEESNTAY
T—CFHRLET,

ZLDIGE . U—FNN—FT(EEEBHISERADIP FRLAZEALTWET, 2—5—0 SPFLa—F
THEEENDEE(CDIFE)E. KFYDPBNIP FRLRAD T IL—TITRYADZENTEFT , XiE
T—HAE1—T. ZDEEFILDAVE—CDEEICHERASINEZIP PRLRAOHEHERTEET (&
SICEHAEREZHER T HILETEE) .

RFALO DIV DR EBBIVHRILZEEEZ T EIZ, [XET—4 (Supporting Data)] )12
O TRDEHRIERTRSINET,

e P7RLR: AytE—TUDRETIP FRLR

o EEBDAUIIN—FK AN=_XLIZEH>TSEINTLNSIP PELR
¢ PTR%& (KL% La—R):IP 7FRLRADKRA+E

o EEBA—RDLE21T—3> X7 (SBRS)

o E:IP 7RLRADIBHILISFR

o SPF &3 (%)

+ DMARC &#&3 (%)
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+ DMARC &8

o [ (Unclude)]. [T VrEE DS (Include Subset) ], =& [E& %L (Exclude) 1 E# 2w oL T, KA
A2®D SPFLO—FIZEFNTWSEEEEDEREZEELET,

EEEZMADE AR—TDERICRTSNTNSEESNT= SPF LO—FDEBIMEHIBRAEHFEINES,

v=spf1 mx ip4:172.22.125.10/32 include:bfi0.com include:bigfootinteractive.com
ip4:67.228.245.98 -all

Z Reset to existing SPF record
SPFLO—FDZEHE,

AN —FK AAZXLNSATRIEIP PRURFIXEEHEICEERETHE.DNS VI AHZXLNEHINE
ERR

WO THEEFED SPFLO—KR (IRFEDNS [2HABED) [Ty LT MA-EEBFHIRTEET,

DI/ I EEEEEDREDY ItV EHmETHE AVIIL—FK RTF— AV —ED IP 7PRLRIZID
SykMEl1EnEd,

Select Subset of Sender Definition x

Select portions of this Sender's SPF definition to include.

" eloqua

Select all Unselect all
SPF include:_netblocks.eloqua.com
Definition: include:_trustedips1.eloqua.com

ip4:204.92.19.0/24
ip4:204.92.21.0/25
ip4:204.92.22.0/24
ip4:204.92.26.0/24
ip4:204.92.31.0/24
ip4:204.92.114.0/24
ip4:66.48.80.0/25
ip4:209.167.231.0/24
ip4:129.145.16.0/21
ip4:129.145.76.0/22
ip4:141.145.8.0/21
ip4:129.91.16.0/21
include:_trustedips2.eloqua.com
ip4:142.0.160.0/20

Cancel
DI/ IVEEEERD YT EYEDER,
2. ReDVvILEYT
o [{R7F(Save)1ZHVYILTRTYT 2(8EH, SPFLO—FDEREEHEITLET,

o [R7ELTABI(Save AndPublish)1 &9y LT ATy T 3DIEH LI-LA—F ORI HEARE
9,

EEFDEBRIN-LO—FERETHIHEEIL. [9H7 (Analyze)] > [F AL (Domains)] > [F AL D EEHH
(Domain Detail) ] R—C DY 9% D)y odbHE BEINIELA—ICRBAZENTEET,
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Manage the settings for

View, edit, and delete all the details for this domain.

Unapproved

Approved Senders an e A SPF DKIM
Domain Senders DMABC BIT»H
Policy Record
# Pass # Pass Record Pass Key Pass
a 27.49M 100% 3.5M  100% H (@] FAH  96.24% Q 98.64%
Existing record:
i (2]
s Third Party v=spf1 include:%{d}.02.spf-protect com exists:%
s Defensive © {i}._i.%{d}._d.espf. s.com -all
s Pri ® View Record Details
s Primary: Last saved SPF Analyzer record:
Domain Groups: All Domains @ v=spi1 mx ip4:172.22.125.0/24 ip4:10.44.140.67
ip4:10.44.140.68 include:_spf. com

Senders: Google, Unassigned @ include:_spf. gussgii=com -all
DMARC: Managed by Cisco @ View in SPF Analyzer

SPF: Managed by Cisco @
DKIM: Not managed by Cisco ©

BIMI: Not managed by Cisco @

KA DIRTFEFH D EasySPF Analyzer LO—K,
BEHL-La—Fn A

[ABH (Publish)] RAE41) w459 B & EasySPF Analyzer D R Tv 7 3 [ZHaA . TEREINT- SPF LO—KMFE
Y (-

TI5A A RENT= SPF EFA—ILEZEELAE Cisco NERHELTVNDEEBD AN X LEEH-5E
[ TP IAARSINTWVEWNEEEICRETIES 1ZHR I IVENHLIGEELHYET . TDHEEIE. T
DIEEFED GEEFETOT7AIL(Sender Profile) ] R—UIZF7 VAL, ZDEEENLDAVE—DF TR
RELT A1=OI2EBMDT I av B ENESINEHIEL TS,

EasySPF" Analyzer

Use this tool to analyze and update the SPF record for a specific domain.

e Publish Updated Record

New SPF Record for
l

v=spf1 include:mailsenders.netsuite.com include:sp2.mailsenders.netsuite.com
include:sp1.mailsenders.netsuite.com -all

IPv4: 75
DNS Querying mechanisms (10 maximum) 4 SPF errors @ No errors IP addresses authorized
IPvG: 0

A Warning: Your new SPF record includes one or more Senders which do not appear to Agari to support aligned SPF. You may
need to take additional steps (for example, configuring aligned DKIM) in order to fully authenticate email originating from this sender
to ensure delivery. See the following sender profile(s) for more information.

+ NetSuite - Sender Profile

EasySPF Analyzer: A7y~ 3(LE&B)
R—UDOTEIZIE, FHLLYSPF LO—K &, DNS TSPFLO—FRZERT 5=0DERNEENFET,
BROMRBIIELf2/N\—23 %K T BIZIE. FERDOENR| (Print Instructions) ] # 2wy LEY .
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., You must take action for this SPF record to be published:

SPF Record - DNS Update Instructions
This revised SPF record is a recommendation. Be sure to monitor and review authentication rates for this domain and revise
the SPF record as necessary

The exact steps to get your SPF record published will vary based on how the DNS for your domain is managed. However you
submit requests for DNS changes, you will need to request that this SPF record be published as a TXT resource record for
the domain affew.com. Be sure to include the full SPF record below. There should be no line-wraps, newlines, or whitespace
other than the spaces explicitly shown within the record below

= |i you have direct access to manage ONS for your domain through an online DNS administration tool, look for a section
to publish a TXT record or a section specific to SPF records
= |f you have access to manage DNS for your domain through a web hosting online administrative interface, look for
DNS Settings and a place to enter a TXT record or an SPF record
= |f your company manages its DNS internally you may need to submit a request to publish the DNS record through your
company's DNS management team
« |f a third party hosts DNS for your domain, you may need to submit a ticket with them to update the domain's DNS
settings
Domain
v=spf1 include:mailsenders.netsuite.com include:sp2.mailsenders.netsuite.com
include:sp1.mailsenders.netsuite.com -all

It may take up to 24-48 hours for the changes to appear within Brand Protection after the record is published by your DNS
provider

Print instructions

EasySPF Analyzer: A7y 3(T&B)

DKIM: DomainKeys Identified Mail

DKIM (Domain Keys Identified Mail, 2018 ££ 1 HIZ RFC 8301 EL TR (. FAMV R EBFA—IL Ay E—D% G
Bk THEEM T HRIBETT , EIEFB . EFA—IL Avt—VICBEERERALET . ZIEEIX. Ch
% DNS [CEoTHRARPSN AT —Z2FEAL TIREIET S EMNTEFE T REEITAHTILIZIHZE . DKIM (X (SPF &
FEGY) EREICTHZAONABNEEMEZF O AL LRILOEAFERELET,

selector. domainkey.example. net IN TXT “v=DKIMIl; k=rsa; p=public key data”
DKIM @ DNS La—F ® 45l

SR DKIM (L, EEAVE—VTEICEBEREVELL, —RIZSPF KYB Y7y T RENEHICLYET,
DKIM [, A= H YR EBLTEESNEAVvE—CD LS. BN EERICEREINIBESICITRICILE
Ao

DKIM (D 3E %

(ThST499DEZR)T | R—T 86 THBASN TWBEZ AL T Y—ILIE, COETOEZEICLELIFRE
EERHELET, 2FY. TOEZRIVTDHEREEFERALT, FAMV DY —F/IR—FT1 X EBEZHEL. ThoD
EEBDRIIAR (SPF BEEE DKIM EBEEO WWF vE =Xl A) #BHICLET,

RFAARETIE, A=)V 70—(ZB T 5 1E#HZ DKIM DBEMLITRILTHIENTEEY,
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DomainKeys Identified Mail (DKIM)

DomainKeys Identified Mail (DKIM) (&, RFC 6376 &L TABAINL TLVE T (https://tools.ietf.org/html/rfc6376
[(EE]IZSHR),

DKIM [, BFA—ILEFEELTCT AN EBRAZITOA—YT — DO DIZE SN A EEERZLEFT . CN
[C&kY. ZIEBEIEBOEFA—IWDEEENETHLION. BIUEEFIZAVE—IHNHIASNEI S
M ESINEE WVEE THETEET DKM [T, BRAMUDLD T RTODEEA—IVIZTORILEREFIT
BDHEEBEFA—IDEEEITIRETHETSPFEMTLET DKM (&, tHRFDEELEFA—/L Ry
HR TANAE—|ZE>THHR—,ENTEY . DMARC [THARENT-2 DDERMLGRIEAKXD 1 D&
HoTWWET,

DomainKeys Identified Mail (DKIM) [Z&kY  BRARAM U ZEEHDI—H — &3], FTFEBIIR A EAY
T EBEEMFTAIETAYE—UICHTREEEERTEEZT DKM [E, AV E—CDELZEDTATY
TA4T4IC BT HRBEAYVE—CDEREESNDZI—F—HoYYEELE T, EED TR BEERLEME
FAL. (DNS C)EEZELEDRA(VE/T) L TEYL AT —ZME T A ETRIESNET,

= DKIM [C[EESELNEFEND

DKIMZFAL TAYE—UIZE R E(TITHEEIE. ARF—EMBX—ORT7EERLET,

F— RF7ZEEMLI=5, DNS TARF—EAFL. MEBEF—ZEALTAYE—DDN\Y 2 (TER DS ZE
ERLET

RIEZX. DKM BRZ[AEAVE—CERETHEFTEDEREXEFORET—LEBELES . —BLHS
EEDAYE—DIEDKIM BRICEBLIZERGSNET .

DMARC Tl DKIM iAIF7 514 A2 b E

DMARC f1#%(%. DKIM & DB EEILIFET

DMARC-DKIM IZ&#& T 5= DAvt—CDEHE RDEESYTT,
o AytE—TIZHE DKIM ELAFNTINS I E

hDo
o Ayt—UDEREHDABNERINTLVENZE
hDo

o DKIM ZARASUH DMARC TEREINI=ZETF A E—HBL TS E

BRIFDTSAAVRER =L, Avt—H DKIM 2L R AL D DKIM FIu2(Z&5BLE=LD D . DKIM Z
ZRAMVH DMARC TERENF=EETRFAMVE—BLTOWEWVRETHIEEEZSNTULET . 2D LS
BRAL DF—F(%. DMARC-DKIM Dk B D RERIZEHYET,

BAFT7ZISAANMIDINT

DMARC Tl Avt—Ih  DKIM E =& SPF {REEIZEE T BT THL, ZDHEAMFREAARITSA AR
—HBITHAIDELSHYEYT MBI FT7 514 A2 TIE, SPF LD TRREEEN =R A2 GBE (X MailFrom k4
A2 TI M, MailFrom METH OB EIZIEZ HELO KAAUIZFT BT ELTEET) &L DKIM IZE-TEREESh
=K AL > (DKIM-Signature N5 —® d= 74— ILRIZRENTLND DKIM BEZ R AL V) ETAYE — From KA
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AR ITAIENTEFT . EFA—INITZAToRDAI—HF—IF. CORAMU D AEELBIZLET,
lstrict ][F A AV M E—R Tl RAMUDREIZT—BTEIHELHYET , Mrelaxed | 7T AV ME—R Tl KAS
VERCHEBRANVDERLEB Y ITRAMUIZTBHIENTEET,

SPF DIZE . Ay tE—L I SPFFIv OB T HEIRENHY ., From AvF —DR AL SPF OREEICFERS
NBRAMUNZ—BTEHLELRHYET (strict FSAAV DB BITEREIZT—BTIHELHY. relaxed TS5 AV
FDBE (TIHIR) EHTRAMUICT BIEMTEEY ), [TSPF 7S5 AR R—D 3513 B BL TS,

DKIM DIHFE . Ay tE—TU L DKIM FyI(ICEHKTIBELHY . EMEERD d= AL UL From: AvF—DR
AT EBERHYET (strict TIAAVIDISZEILEHEIC—TIUNELHY. relaxed 7T AV LD
BRI ITRAVIZTILELIDBYET).

SPF & DKIM A ZREEIZE LG ETEH, BRI FATSA AV —THLVE, DMARC I3&BLET,
HANFTIAANTHEASNSAZEEIRDELYTT,

o ANYFZ—From FALD  A—JLTRLADR AL E D T, BFA—IWIFAT U MIRREN S From: | 74—
W TIVRA—HF - RLLBIZTEHEDTY . RLIFrom | 74— ILFICERTB L LR TEINET
M, ENEFEBYFET, 2. EF A—ILIFA4 7 M From: Cisco <donotreply@blah.cisco.com> | &
RERSNDBIENBHBYET , ZDHITIX, MCiscol[FFKT4 . cisco.com][FHBF AL THY.
Iblah.cisco.com] (& From Ay —DED KA T,

© SPFRASY: COMAF L. SPFREAN=XAIZEH>THASNES . BE. SH(L SMTP A2/ t—
23> M mail-from [ZERASIN DR AL TT, 1z1ZL. mail-from BZEDIFE (/A7 X415 000 BHIEE D
FIFERRR)  RIEBIXEE . Ayt—UFED HELO/EHLO [ ESNT=/RANT SPF IZH1ET 5 M
ESNEFIVILET,

o DKIM FAALY ORI FIL. DKIM BBEEA D= X LIZL>THERAINET , DKIM-Signature Nu&—0
Md=12 T ITHESNIZR AU TY,

e DKIM AFF—: AytE—U D DKIM BLEE BT HHITHERINIBETT , CDId=IF A& BLL
DKIM-Signature Ny4 —IZ#&% % DKIM £L 94 (Ts=]) EFHAEHET.DNS Ly I Ty T+ RITTHLR
DHIYFET, 2BF—IE. BFITE S L. DNS D {s]._domainkey.[d} &LV TXT B —23vIZHYET s &d
. BFA—ILAYE— D DKIM-Signature Ny —IZHYFET,

DKIM D&&EE&EH

CCTIE FAOD DKIM BEEENZTE2TOREEBETIDITRIDOIKONMDSEEHETRLET,
Google G Suite Administrator Help. [ About DKIM |
https://support.google.com/a/answer/174124?hl=en [# &

Microsoft Office365 ~JLT . TDKIM Z{E AL T. Office 365 DHRRALRKAS U MNSEEENDEEEFA—ILEE
ST 5

https://technet.microsoft.com/en-us/library/mt695945
OpenDKIM:

http://opendkim.org/ [%& §E]

DKIM @ Wikipedia Tk :
https://en.wikipedia.org/wiki/DomainKeys_ldentified_Mail [ &
RFC 6376. [DomainKeys Identified Mail (DKIM) Signatures |

https://tools.ietf.org/html/rfc6376 [ F&]
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Word to Wise 7 B4, [ A DKIM primer resurrected |

https://wordtothewise.com/2016/04/a-dkim-primer-resurrected/ [E ]

Y—F/N\—T4F—F—~D DKIM BLZD)IITXF

BEDRAVICERATEEY—F/—T1EEZD DKIMEFRICTBHICIE. ROTOERERYEBETHE
AHYET .

1. [52H (Diagnostics)] > [3E{E% (Senders) ] IZRBEILET,
2. ERORAEEIRLET,
AABFHADITIV/DVEEER . R—CDLEIZYARENET,

ZDHITIXL, Salesforce MLVTNMDRAS VIR L TEEESN=DTIL/DUEEETHHIEEEL
TWLFET,

v Well-known Senders

‘These Well-Known (to Cisco) Senders sent messages on
breakdown by viewing details. Data shown are based on |

Sender Name.

eloqua
Sender Profile

© SPF Alignment
© DKIM Alignment

] Office 365

Sender Profile
@ SPF Alignment
© DKIM Alignment

&

Sender Profile

en
© SPF Alignment
© DKIM Alignment

Sender Profile

© SPF Alignment
© DKIM Alignment

1X{E & Salesforce EZNEEZFTOT7AILD) Y

3. Salesforce M [E{EFHTOT7A )L (Sender Profile)] 1) 4%4") w4 LT, Salesforce 0 DKIM #5EE(Z
DNWTEELEY,
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4. DKIM i57

DKIM ZZZEz1ME T HFIED R— (https://help.salesforce.com/article View?id=emailadmin_create_
dkim_key.htm) IZUA AL IMENFET,

BT A LREHE

Sender Profile: Salesforce.com

Detailed information on specific well-known senders.

salesforce

Definition

Use Agari's definition Custom definition (advanced)

Web Site
hitp:/fwww.salesforce.com

Important Information
For SPF: Salesforce supports aligned-SPF provided you take some additional configuration steps. Instructions can be found here. Their sending IP-space can
be added to your SPF record with “include:_spf.salesforce.com™.

For DKIM: Salesforce supports aligned DKIM. Instructions are availatle here. Our customer suppert would be happy to assist you with next steps.

Contact Information
hitps:/iwww.salesforce.com/form/contacticontactme. jsp

Salesforce MXEZETOT 74 IL DEEH
RDYVDEI)YILET , A—F—DR AL (281> T Salesforce HA1E1E

FTEHAvE—TD

< BACK TO HOME
() DOCUMENTATION

Create a DKIM Key in Salesforce Classic

Use the DKIM (DomainKeys key feature to

behalf A valid handled by a third party such as
Salesforce in a way authorized by your organization.

Available in: Salesforce Classic
Available in: All Editions.

Manage DKIM Keys Customize Application

When you create a DKIM key, Salesforce generates a public and private key pair. Publish the public key in the DNS. This key tels
recipients that you, as the owner of the domain, have authorized the use of this key to sign your mail. Salesforce uses the
private key to create DKIM signature headers on your outgoing emal. Recipients of the mail can compare the signature header
vith the publickey in the DNSto determine that the mail was igned with an uthorized key. Ifyour domai also publihes a

) policy, use the DKIM signature to

verify that the mail conforms to DMARC.
To create a new key:

1. From Setup, enter DKIM Keys in the Quick Find box, then select DKIM Keys.

2. Click Create New Key.

3. For Selector, enter a unique name.

4 Enter your Domain name.

5. Select the type of Domain Match youd like to use.

6 Click Save.

= The key defaults to Inactive state. Make sure that you add the public ke to the DNS record before activating the key.

DKIM signing s active whenever you have an active DKIM key.

= When publishing to the DNS, use these guidelines to format the name and values of the pubiic key.

* Tharame ofthe e formed from the skctr lwed by ., then the dommaln ke Followed by . and then
the domain name:

o The value in the tx file s in the format v=

X=rsa; p-Miww. .., where the value after p= s the public

* You can' have more than one active DKIM key per dorain nams. Yo can have multpe active OKIM keysf your
organization sends it er you
and have specified domain mamung tihe sbdomain el
*+ Whenyou nert o updete s comain ey s posiblethatthechangs affcts existing OKIM eys For exampl, Hyouve
d you then
Sdon 1 forthe mail example.com Gomain einar oy coule b used, Here's how we resoe confics i the
case when domain keys overlap.

jomain

o Iftwo keys are eq bout matching for . the new key replaces and deactivates the
existing key.

o 1fanew key is more specific ab . the new key is used. s modified
o no longer apply to the case mvered by thenew key. For example because DomainOnly and Subdemainsonly
are more specific than Dx an Ly key would hange the for
an existing 2 s Koy 1 bocome 5

o If multiple keys have different domains that match the sending domain, the key with the longest domain name is
used. In a tie, the most specific key is used.

For information about DKIM, see http:/dkim.org

SeeAlso
Improve Deliverabilty.of Emails Sent from Salesforce
Import a DKIM Key in Salesforce Classic

Salesforce DKIM K2 A2k

FTRTOY—R/IR—T%E{EHFAD DKIM ¥ —DEH

(Mmy—

£

K/IS—T4F—F—~DDKIM BLZ DI I XL (HIDR—) JD Salesforce DFIIZREINTINVDELS%)
EDORX1 AN E. FOTORRIZIFLLRDFIENAEENTULET,
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o F—RTDER
o RASDELIZDZER
* DNS TOARF—D2H
DKIM F—D 4R TIE, RO FIITERINTLET,

o IXTZ7AILDARNEELIANSERSIN. ZTDEBIDRICIEN 1. FASY F— T I . FAMVEN
fr=E9 ., il selector. domainkey.domain.com,

o TXT 774 ILDEIL. v=DKIM1; k=rsa; p=MHww... DK IZHYET, p= DEDIEX. 2BEF—DOAR
<9,

NT,BRLERF A TEREBEINEL TS RDBEAMDEEE I TIFIBEEDHENTEET , X
REMBLTVWSROBEMDEEFICHLTCLEDFIEE#EYRL., SKIRIZIECTDNS TXT LO—F&#EH
l/ij-o

ZLDY—RIN—T4EEHE, TIAILFTDKIM BEAZFHITLTLET, f=& R (E. Microsoft Office 365
& Google G Suite TlE., ZEEAYE— D DKIM ZEL B EMICEZIZEYET,

I RTDY—F/\—T135{EFH D DKIM DEREE
Cisco Domain Protection (F71=l& MX Y — LR w9 X (https://mxtoolbox.com/dkim.aspx [ZFE]) I E DA RS
NTLBY—IL)[Z&Y, DNS TDKIM LaA—FAIELLABEN TSI EEHERTEEY,

1. [Y—JL(Tools)]> [DKIM] IZFSBILET

2. FARERLIBEANLET  RICHIERLET,

Check specific DKIM records
Enter the name of a domain and a specific selector to view the requested DKIM record.
Selector: |mandrill

Domain: |agari-eu.com

Lookup of mandrill._domainkey.agari-eu.com resulted in this raw data being found in DNS:

v=DKIM1; k=rsa;
p=MIGFfMABGCSqGSIb3DQEBAQUAAAGNADCBIQKBEQCrLHiExVdS552d/1Q/ 1/ mRwSRMAocV/hMB3 jXwaHH36dINaVynQFYVBNaWisSc 1veUtRzGt7yAioXqLj7Z4T
eEUoOLgrKsn8YnckGs9i3B3tVFB+Ch/4mPhXWiNFfNdynHWBCPcb I8k EQ2UBY78dHZ I 1YeRXXVviob20aKyn08/ 1QIDAQAE;

Key length: 1024

DKIM La—KF D FEER
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BT A LREHE

» Check specific DKIM records

Enter the name of a domain and a specific selector to view the requested DKIM record

Selector: [1024 |

Domain: |cisco.com |

Look Up

Lookup of s1024._domainkeyeisco comresulted in this raw data being found in DNS

v=DKIM1; k=rsa;
p=MIGFMABGCSqGS Ib3DQEBAQUAAGNADC BiQKBEQDQWPqBxk I0C 1YVnIv30c cFbd3S68pBESBafsirMBasPxqlgnzaxNSyPp8INEPLELe IRKa3u195PXSXHNWSE
fq 7E|BVDU7EUfXxYS:K:AST&P\eKﬂE)‘fpVali?MHUZCDquI’Izzcr‘[]F(t PSCuY+1 L\-J+Ujl$i(”6x15hlhou[ SHL\'hDF‘f\Jc\"QIDDQﬂB

Key length: 1024

DKIM La—K DR

FEAVE—C DAY —FTFARBIEIZEY . H—RIS—FADELLB L E T TWAIEEHRTEE T, =&
ZIX., Gmaill 94T U rDIGE . AvtE—D D [Avt—2D DY —RA%E R (Show Original)] #£iR3 5 L. SPF,
DKIM, &1 DMARC M FRHERARTINET,

ZDBHIDAvtE— 1L, Salesforce.com DEEA LV ITTANTIF ML EESINF=LDTT , BH. Gmall 9547
UhTIEDKIM S D RHERARTRSINET,

Original Message

Message ID <6BBBEFC2-0C5A-4A25-B5A6-72D2302691 2

Created at: Tue, Jun 19, 2018 at 2:46 AM (Delivered after 6 seconds)
From: EEETE DN O wod@cisco.com>

To: o EE

Subject: N T BT TR B S = E .
SPF. PASS with IP 173.37.142.88 Learn more

DKIM: 'PASS' with domain cisco.com Learn more

DMARC: 'PASS' Learn more

Ayt—UDAYE—EFR B L. Salesforce Y7L DKIM AYA —EFmALI=CERHMYET,

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/simple;

d=cisco.com; i=fcisco.com; 1=5289592; g=dns/txt;

s=iport; t=1529401619; x=1530611219;
h=from:to:subject:date:message-id:references:in-reply-to:
mime-version:;

bh=wwnGgrNevIbPGY7FcedsWespPFmLJJludpJAODEggzM=;

b=Cr5VTd6UKKVCE8ixQr4G/FwA3gOWTezZNMEYYUpDE /0 6uxRmllepYHIXF
exxCsMcemhtauyHTCUXFEl12esTgWOnutzrhWhIU3p01U2£X821e8VEH1eI
bDnRiQb9C+gaVVgv2 TMRcpmaJZCnx0aBjJuUC/Ubs5Go+vEE+t fADYXX/0
O=5F

d=cisco.com: K AA & cisco.com TH,
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ATV 1R A AERETD

s=iport sfdc: 7L U2 (& iportsfde I TF,

h=.- /NI ADREIEALIAYVT —

bh=.. Ay tE—C DARXD /NP

b=..- Ay E—CDRRBICEFNIEREDTOFILES

BEIET -V RIVTE(F T2 DKIM AYT —DRBLEEDFEHIZDLVTIE,

https://en.wikipedia.org/wiki/DomainKeys_Identified_Mail#Technical_details [$£55] Z S L TLEELY,
47—k TO DKIM DEZ1E

BEDRAUICERTAZEA—IL S —FITA4D DKIMEZBRZTBIZIE LTOTAOERERYIRT i
ENHYET,

%<4 DI5E . [E2H (Diagnostics)] > [(E{EE (Senders) | R—UTIXEB DAV IZANTIIFNYDE 2 —JL
F—hITANHRILEEZBELTRTEINET,

BEEA—INWEEIETREA—IL T —,IAZHRANTWDIEGEE (X, XD 4 DD FIETDKIM ZERET 2
EAHYET,

ATYT 1 FALERET D

EA=IL T —FOTADNLEEA—IINEEETEDITRTORAVERELET , [E2 W (Diagnostics)] > [F A

A2 (Domains)] R—U(EHNRB L RALL TIL—T) RNEAIERLZR ALY BV DB EICHEIIDEENHYE

ERR

ATYT 2: X —RT7EERTH

RIZ,Y—ILEEHALTDKIM D ARF—EMBEF—DRT . BIXUVRY—La—FE#ERLET ., A5F—
[Z.DKIM RS —La—K&ELIZART A DNS La—RIZEHBHF—TY,

BEX—(L. EF AT —FITA (MTA/BFA—ILEEVRAT L) IZAVAR—IILENEZEWNF—TY, &
BA—IEEETDHE EEEA—IL T —FIAIZEOTDKIM ELANEBMEINET,

F— RTZERTHEZE. LLODNDAUFAY Y=L ARIZIIBET  F— X7 DERICERATEST Y
T4 Y= LIZIE RDESGEDNHYET

https://port25.com/dkim—-wizard/ [ E&]

http://dkimcore.org/tools/keys.htm| [ &

https://www.dnswatch.info/dkim/create-dns—record [F:E]

[DKIM ¥ — Dz RL—R|EILIDKIM F— D4 HF—R 1R BT DL, SHITHRELRTINET .

ATv7 3:DKIM 1§8ZE &3 DNS La—FZ AT 5

BFA—ILOREEITFERTEITRTORANU D DKIM EHEZEL DNS TX R+ La—FEERLET . Ch
SDLI—FIE, 2SN SBEEFERACUD DNS LO—RITHASNES  FASL T EITHLLWLO—FEE
Y B EITERL TS,
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https://port25.com/dkim-wizard/ []
http://dkimcore.org/tools/keys.html []
https://www.dnswatch.info/dkim/create-dns-record []

2797 4: 47— AT DKIM BLEHHITS BT A-LRBEHRE

Cisco [FR AL D DKIM La—KZHRATCEE T, ZD=OIZIEBIEHmERAS 2R —LY—/\—(NS)La—F
BT A2BELNHYETH. DKIM La—KBIKIL Cisco MHRRARL TS0 KA RETNA-ZRIZH
FIcABEEN. SR BH TDONS LO—F#BETIVEIHYEHE A,

ATvT 4: 5=, )L TDKIM BREZEMI=TS

DKIM ZZZEMITTAHFIRIE. 77—V xAITE>TERLGYET . UTIC—RIET — A ETILORF2AY
DY OERLET

e IronPort: https://www.cisco.com/c/en/us/td/docs/security/ces/user_guide/esa_user_guide/b_ESA_
Admin_Guide/b_ESA_Admin_Guide_chapter 010101 html

¢ Symantec:https://support.symantec.com/en_US/article. HOWTO126432. html

¢ Postfix:https://petermolnar.net/howto—spf—-dkim—dmarc—postfix/

Cisco TM DKIM LaA—RDHRRTF14
DKIM L'a—F% Cisco [ZARRARLIIHE . FAS U {RET DMARC LO—RIZHEESAHEEEMAEEIT. L
a—FARER, B2 A DOBEBMICEHFINET,

1. [E2Wh (Diagnostics)]> IEIEH (Senders) ] ITEEILET .

2. B—DRAVERRLET,

3. [DKIM*F—%E=%— (Monitor DKIM Keys)] # 2y LET,

o [FRRFENT=-DKIMF*—D E I (Manage Hosted DKIM Keys) ]| R— 2R BILT-1/E . COR A D
DKIM F—(Z Cisco [Ck>TH TIZRRRSINTULVET,

o [DKIME I (DKIM Management)] R—U(ZHBFLI=BE . ZOR AL D DKIM F—I[& Cisco [2&»
THRARSNFE R A,

4. [DKIMEIZ (DKIM Management)] R—S THEZELTWVRIEE L. KA D DKIM F—IFREHEZEL TS
LY, DKIM £ —A LSS 1. [BrLLVE—FB0... (Add New Key for...) ] 241w LT, EALO D FHLLY
DKIM F¥—%BMNTEEY,

5. [(RRAT 42T &Rth 3 BEMMTEELT= (' mready to start hosting) ] 9y ILET,

6. DKIMIEHRETEZELE T, —EDELIATIL. Cisco TCNAME La—FR&E TXT LaA—KRDELLERANS
S EEIRTEET,

e [CNAME](T7#JLK) :CNAME £ —I[ZH—F/R\—FT A2 &> THRARESN B EMNZL H—K/—
TADKR AL D DKIM F—([ZEEEMZ =158 . Cisco [CE>THEMIZHRHINET,

o [TXTI:FAL2 D DKIM F—ZFEIZZFDFFICLTHELWMEGEIZDH, ChEERLET, H—FK
IN—T 4D DKIM F—([ZNZ 1=ZE (L. Cisco [CK>THEIMIZHRHINFEE A (ZhIL. CNAME L
I—FZEERT AT avhMERTIRERIGEICHET 5L TIEHYEE AN, CNAME HMERAT
BETRWMERICIXT I4ILNERBYET),

7. [(RRT12 %7 DRAYE (Start Hosting) 1 #9)vILET,

COFRT FAURAMIHHR— LY —/N—1EHRINS LI—R) ZEHITILELHYET . RSN HR—
UT NS La—RIZREREHRATGONET
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BT A—)ERAE %
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277 4.5~ 9r/TDKIM ELEERITS

DNSZE#H L TENINGEEIN D E [FAM2DDMARCRT—A XD 2B (Diagnose the DMARC status of
your domains)] R—< ([2# (Diagnostics)] > [F AL (Domains)]) T, DKIM BINDEE S DIEIZTHI A RRS

nzd T H) NS £ EH S 25T ARTF T REEOEE (L) A DKM FlIZR RS ET .

DKIM H3EEL TLV\AZ EDREE

KALL @ DKIM EENEIZHBE . [EIEE (Senders) ]| R—UIZEER AN FRRINET , RDHFITIL. [DKIM
1% (DKIM Pass) ] FIIAEIHEN . DRAZLIEEE ADDEESINEAVE—SDRASVIZEET S DKIM &1
DIERENRTEINET,

Sender Name Domains Volume y SPF Pass  SPF Record DKIM Pass
o 9 (total) 126,949 99% - 99%
~ Details
113,965 99% ® 99%
10,576 99% @ 100%
1,162 100% ] 100%

DT/ OUEEBEDERERTRINE T, RDOHIIZL, 1£{EF Salesforce Marketing Cloud M 51X {ESNT-FE
FA—)LD DKIM B DFEREZRLTLET,

Sender Name Domains Volume , SPF Pass SPFRecord DKIM Pass

marketing cloud

Sender Profile

1,608,507 99% [ ) 100%

[DKIME# (DKIM Pass)] Bl IZTRENTWLBWT A DFERD Y 9E D) v 0T BHE . ROEI 3 THRIAT
% [DKIM®D R5I%E (What are my DKIM Problems?)] L R—rD#EE AR TEINET,

DKIM D EED FFE

[DKIM®D 178 (What are my DKIM Problems?)] LAR—F&{E AT 2E ., BRI DEEZED . BHEDRAS L DE
{EECEICDKIM ELZFMB T AEIZ. LA BELRBEDR A EATIT)EHETERIEENILBYFE
ERS

1. [2#7 (Analyze)] > [BFA— LT 744 (Email Traffic) ] ITBEILE T,
2. [DKIM® 528 (What are my DKIM Problems?)] #471)w4 LT, ¥DLHR—rEFRRLET,
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What are my DKIM problems?

Inc. DKIM Problems Report for Active Domains using Outbound Data from March 13 to March 26, 2018

Share ‘ Schedule |

DKIM Problems

Temporary Error: 2 Messages ]

DKIM Fail: 7,174 Messages '—'_'_'_"Wl

Identifier Misalignment: 39,462 Massages —

No DKIM Signature: 92 942 Messages

Hover over a chart section for an explanation of the corresponding problem or click on a section to investigate
further.

Domains: 'Active Domains' Group

Message Sources: Only messages from my Sender Inventory
Date: 14 days starting on 2018-03-13

Displaying results based on the top 1,000 IPs

Search for Failure Samples on 2018-03-26

[DKIM® 538 (DKIM Problems)] L R—, D&t SIE &

DKIM D EIRE D Hi

Z2LDBE.BIFDOT A AT —HEMIDKIM ZL %L ) (AytE—2 2 DKIM DEBL N FE o= TULVELK
BB DRICKEZLGHBEELGYET, GH. ELD [(REDZEE (Modify Settings) ] KAV ZFEHTHE. BEIFERKYA
ATEY ., ZOLIR—FEI4IILARIBLIZY TEE T (FEAIE 1 DDRAMVIZEET 5582 2 BRE D DKIM D RAREL
[TERTTHIEMNARETT ), FEMICODNTIE, TEFA—ILIS Ty ILR—EDERTE ] R—2 1200F%SHELT
{FZELY,

AL [TARTOEETH D (From All Sources)] DAvt—CFFARB=HOICEHEHEILITHIENTEET,
EEFEAARUR)IZEENLELVEIES (Senders outside your Sender Inventory) ] (&, [E2#7 (Diagnostics)] > [1%
{§%& (Senders)] R— M [K & EFR (Unapproved)] #TIZRRENE T,

MIREZIEMET H1=DIZ. ZCOLR—FD TEIZHIEEBFDURALERARTEZEN, 2EAIEUT DL, ER
LT=FAASIZEAL T, E1EE Google NN HEEINBA—JUIZTHBF DT SA AR —FETDKIM 2L 4L 1D
BIEL DI ENOLMNBEENHYET,

Sender DKIM Issues Total
All Issues 107,981
Identifier Misalignment 106,858

Google
No DKIM Signature 1,067
DKIM Fail 66

Google I[ZBHT DHAFT75A AV A —BDEE
E{EHE Google MoEESIN=AVE—DILHEI)YIL, TDEIEBDHMIEBEREZERALES,
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DKIM Problems

Share Schedule

Identifier Misalignment: These messages passed DKIM for the DKIM signing domain, but the DKIM signing domain does not
match the From domain as required by DMARC. This mismatch in domains causes a DMARC-DKIM failure. In the table below,

DKIM Problems Report for Active Domains from March 13 to March 26, 2018

Identifier Misalignment

click a number in the "Total" column to see the misaligned domain combinations.

Identifier Misalignment

Domains: 'Active Domains' Group

Message Sources: Only messages from Google

Date: 14 days starting on 2018-03-13

Displaying all 9 results

Search for Failure Samples on 2018-03-26

209.85.220.69
209.85.220.41
209.85.220.101
209.85.220.55
209.85.220.97

2607:f8b0:4001:c06::245
2607:18b0:400e:c01::242

74.125.83.43
209.85.160.53
Total

Cisco Domain Protection 1—9—H4/K

PTR Name
mail-sor-f69.google.com
mail-sor-f41.google.com
mail-sor-f101.google.com
mail-sor-f55.google.com
mail-sor-f97.google.com
mail-io0-x245.google.com
mail-pl0-x242.google.com
mail-pg0-f43.google.com

mail-pl0-f63.google.com

Google [CBH T 5T A AV MF—BDEF#MHE 21—

Ea1—IZlE. Google MOIEESN AV E—UNBELTUWVEWIENREINET , EE. BEDHBBOKXER
SE 12D IP 7RL X (209.85.220.69., mail-sor-f69.google.com) IZIREMNHYET,

IP7RLADYU %D )y L TELIZEHMEREZELET,
ZOBITIE. BEEOKES (5 FE) DERMD DKIM F—LEBESLTULVEWN T DORASVIZHYET,

SERS
43
43
44
1.0
44
25
25
35
34

Identifier Misalignment: 106,860 Messages

Search within table: l:l

Country

United States
United States
United States
United States

United States

United States

United States

DKIM Issue

|dentifier Misalignment
Identifier Misalignment
Identifier Misalignment
Identifier Misalignment
Identifier Misalignment
Identifier Misalignment
Identifier Misalignment
Identifier Misalignment

Identifier Misalignment

Total
106,800
37

1
1
106,860

DKIM ORI
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Domains: 'Active Domains' Group
Message Sources: 209.85.220.69

Date: 14 days starting on 2018-03-13
Displaying all 40 results

Search for Failure Samples on 2018-03-26

o Search within table.l:l

Domain DKIM domain  Google Yahoo! AOL Microsoft Others Total 4
a.com “ > u ia.com 50,660 0 0 0 0 50,660
42,819 o 0 0 0 42819

5,395 0 0 0 0 5,395

5,201 o 0 0 0 5201

1,125 0 0 0 0 1126

1,118 o 0 0 0 1,118

258 0 0 0 0 258

ROFETEREDHTIVERY AL ENTEEY,
* DKIM ZZGL (BEDRAM2 DEIEHEIZDKIM ZREMTIBENHYFT)

o BAFDTIAANF—BEFEDFAVIHERASNTVNDEL T —EEERN AV EBGSEIDE
AHYFEY)

RKAS T &I, [#E{E3 (Senders)] R—T & [DKIMOD A %8 (What are my DKIM problems?)] L7/k—hE 2 —Z{# AL
T.BRA DT RTOEEEFICRIKNICDKIM BEZE(FFTHIENTEET,

LR—FDHEF-IZH

[DKIM®D 5178 (What are my DKIM Problems?)] LAR—F & MDD 1 —HF —(23EELIY . —EDRIBTEFA—IL
N—230DUR— M EZ TR EYTEET, SFHIC OV TIE, TEFA—ILNSTavILiR— DB | R—
121 1EMTEFA IS T4 ILIR—ED ATV 1— )L | R—2 121 1% S BL TS,

LIR—bERTD1— )L B5E. LR—FOEHHEIEEICHREDE 2 —(THL5IEITFELTZEN 2RI F
A DEFERE DKIM LOA—REER T 2T O REZEH BRI, LR—FDEEZ LT\ —2ay (TRTOR
AMUDFTRTOREIEE) EZITMAHLRARIC, LR—FOEEEZE DR RAF—F—ITRKYRAATZ/NA—Dav oL
R—=b(A DDA D 1 DDZEIEER) ZEHRMIEETEEY,

EasyDKIM 7544

KAAS R &EasyDKIM 7S4S & E AT 5L, BE7ED DKIM LO—FZ9#TL1=Y  REBFAHEEBIZE DT
#LULVDKIM La—F{¥ERLI-YTEET,

EasyDKIM 7FS54 P TOHORAL> D DKIM F—D TR

KA AREED EasyDKIM 7 F 51 H (&, FAS2 D DKIM LO—RIZB S 21EHRERTL. ERZEMR S5 EIE
FTY, £z, FZDKIM LO—FERRALTULVEIFIL, Cisco [ZDKIM LOA—RE B (IRAMTEET,

1. [E2Br (Diagnostics)]> [E{E3& (Senders)] ICFBEILE T,

2. B—DRAVEBERLET,

3. [DKIMF—%E=%4—(Monitor DKIM Keys)] #2')vILET,

Cisco Domain Protection 2—H—H (K



BT A—)VEBRTRE EasyDKIM 73545 TOR A0 DKIM ¥—0FK R

[FRR &N =DKIMF*F—D & (Manage Hosted DKIM Keys) ] R— 2R BILT=1H S . CDOR AL D DKIM
F—[& Cisco [Tk TT TITRARSIN TLVET , [DKIMVEEE (DKIM Management) ] R— TR EILIZIGE. C
DFAAL2 D DKIM F—[F Cisco IZE 2 TRAMSNER A, ELLDIHEEDL. CIICRTENSINBERITTE
BIEEIX. DKIM A RRTAU T ICEET B BRE. AL T,

[fRRRENF=DKIMF—D & (Manage Hosted DKIM Keys) ]/[DKIME 2 (DKIM Management)] R—Tld K
A2 DKIM F—IFHAEXF—DFMELLITRICURMNEINET , TIAHILERR T FAMC DO EHT—
RETHL DY T—REERITET D DKIM F—H, FASV DRREE R ICF AV REICE>TRIRSINFE
T, [ELY3% 123 (Search for selector) ] A3 iRav &0 vHoL, ELYAD &8 F=IE—EEA L
T EDANABETYRMNETAILAREBLET,

DKIM Management

Use this tool to manage and monitor DKIM keys for a specific domain.
Domain to analyze:  sashimicu.org

= Al

Search for selecior I'm ready to start hosting »
Selector Kay Senders Key Datas  Motes Typa
feb2018 » 1024 - Manual &
Add New Key for abc25.com

[DKIME IE (DKIM Management)] XR— D4,
DKIM F—IFHRIEL,. FAMVREICFHTAALI-BE. E=ENFTRICEYET,

ROEXTIL, [DKIMEHE (DKIM Management)] R— TRAS D DKIM £ —Z SIS B RTREAIFERIZDULNT
HBALET,

RHE EiEA

(L9432
(Selector)]

DKIM L D s= DERS S

F—DRIFEYNEGTRLET . BUEEY) YT %L, DNS D DKIM LO—F DA E
SRENET, DKIM La—F A CNAME DNS La—FIzH A5 E . 55#llZ CNAME: THa%U =

+.X—DEIOEIZ (BEIFE)FE D FiausRRENEILbBYET.
[F—(Key)] | Ll&. DKIM La—RIZIBEMNH B EERLTVET . 742 (E. DNS @ DKIM La—FK
[2RFELEEHA 1 DU EHBIEERLTOET ., D . F—DO—F— 30 ntaE-T
MNOBEOBEBARBLI-CEEZRLTOWET (FEDIZEEIZ60~9 B, FEDSZEIE 1
BULE), #IZDOVTIE. WERAD T AL ESY LTS,

RALUIZZD DKIM F—%#F AT 22 EZFZXZIVANFET P TV vo T BHE. DKIM F—D
EEE EEELNRTINET ., EEERDBITHIIOAO—T 7O (@) [T, EEEHIEND
(Senders)] || A—JLARYHIRTONAE—THY . 2D DKIM EL IR LB AVE—L DHIETTIEALNA
B A BB EERLTULET,

[EBHAM |RIEBOEIHE D £5UvsT L. FAUDRIEBENDESNIAYvE—SITR AR
(Key Dates)]||=g (= k> T DKIM F—A B HIcEREIN-BITbe, RiEERINI-BITLERDTEES,

= . ]

ERe SEDHITEALL O DKM LaA—RIZET ZAEEANTEES. & 25w T5E, A
(Notes)]  |lz£5a/m. k. -IFBIRTEET,

(%45 /4% |[F A1 ® DKIM La—R#% Gisco IZ&>TRRRSATVENES . COIIOREE 217 |

Cisco Domain Protection 1—F—HAF 70



RAARE TE=F—F B3R AL DKIM La—F DiEim EFA—LEBRHESE

HH EiEA
(Type)] THY . FOERIIF A DLA—FDEATTT . BE . CHIEDNSIZHRYET,
(Type/Edit)1||K A4 > @ DKIM La—RK A Cisco IZE>THRAMESNTNRIEE . COFDREIL [RE
" ]
(Edit)] fTo@ TAAUED)yH T BE. DKIMLO—REHFEETEET,

FALRETE=F—F SR AL DKIM La—F DB
RASREICELERRINTOERORACS D DKIM LO—RF A H D155 1L, FETEMTEES,
Z®DKIMLI—RDELIE2ZEH>TLERBEAHYET,

1. [E2W (Diagnostics)] > (X1 % (Senders) | [LBEILET
HE—DRAVEERLET,
[DKIMA—%E=%4— (Monitor DKIM Keys) ] &#/)vILET,
[[DomainName] D L L ¥ —% 3811 (Add New Key for [DomainName])] #421)v o LET,
EBINY %S DKIM F—DELI2EAALET,
[#2% (Lookup)1 &9y LET , DKIM LO—RZARNTHEEZVWALGWIEEFHERLET,
[DKIM¥F—% 3B/ (Add DKIM Key)1 51w ILET

DKIM F—H (KRR FENF=DKIMF—D & IE (Manage Hosted DKIM Keys) 1/[DKIME I (DKIM Management)] R—
DITEMINET, F—FRIT. ESENFTR T, (47 (Type)] I [FF) (Manual)] ERTENDT=8. KAV
REICE>TEHIMNIZREHIN =X —TIEKFETEMNINF—TH5Z b MUFET,

N o g M L DN

DMARC :Domain—based Message Authentication, Reporting, &
Conformance

DMARC (Domain—based Message Authentication, Reporting & Conformance. RFC 7489 &L T 2015 &£ 3 BIZ/AF)
[T, SPF H XU DKIM &BHEL THRET DB FA—ILEREHRETHY . EFA—ILICRUVETRBL TV -H#EEZED
FbLET, DFEY. BFA—IRAMUDREDFSIFERABLUVBERAINTLINEEEEINBIET HILEAHE

I2LET . BFEDRIET /Ao —AEHhETEX 2 THEEFA—IINFYRILEERT HHENREINTS
U, ZIEBICIIRBAISN TOWVEVWEFA—IILEREICUD T H5HEICET SBHREGIERMEESAET, LHIE,
NEDTARTHAUEA—RYMNABETERINET,

DMARC @ DNS La—FK® i :

_dmarc.domain.com. IN TXT “v=DMARC1; p=reject; rua=mailto:d@rua.cisco.com; ruf=mailto:d@ruf.cisco.com;”
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BT A—)ERAE % RAARE TE=H—F DR AL DKIM La—F D&

SPF DKIM
Authenticates Message Path Authenticates Message Content
Authorized senders in DNS Public encryption keys in DNS
. /
DMARC

Policy V|5|b|I|t,t Aggregated Failure &

Senders can 0 Insights Spoofed

Telemetry into email reports
ur mail (RUF

streams (RUA

d DKIM
i ema

DMARC [Z DKIM & SPF [ZE DWW TRELL R— DM A EIZH,

7515 DMARC AJfR 1L #BEZ AT B &, Agari BFA— LU H—2 N L TERUDAFRETERAMVDEIEE
FA—J)L%DMARC THfRIL TEFE T, ChiZkY, H—F/IA—FToEEBICLDEDLE &)ﬁiﬁ%él‘%ﬁbt
WASEFA—ILIL. DMARC B2EEICE L TWAEEENFETAELSIZHEYET, [TDMARC DA | R—P
25 1% S BLTLIEELY,

EF=A2—ERYL—T0 DMARC La—F DAk

EZA—R)—T®O DMARC La—FDABIE, FAMREICEWTEREIZRVERBETITSFIENO—DT
T o NI FAMUREANDRVDT—AT7O—4RBTHFETEHYET , -, ThIZK->TRIEMNIZ.
A—F DA DRBEETHAHILE Cisco [TRF ZEMNTEETY . DMARC 7R!) > —I[&, DNS TTF 2k
(TXT)YY—ZA LaA—F(RR)ELTARSN  BEDRAMUNSZELLEFA—ILAEBEEA—ILTHoI=
BEICEFA—INZEENETTILEDHIT I avEBHMLET,

RETEFEDRALLTEIZ, Tnone | 75T DR TE SN TR —TDMARC La—FZE#2AHLET, 2DL
O—KI&. ZIEFH DS Cisco NDT—HALR—FDEEFERLET, TDHR. FAVREFFERALTT—42
EOWLBEICHELTA—IL AN)—LEZEBTIHIENTEET,

RS —[ZMnone ] 7545 MEEE SN = DMARC LO—KIX, A—)L 20—, FORAMUMNDEIEESNZAY
T—U DEIEREMEICEEESZE A Tnone I 7SV [ER AU DD EFA—ILERIET 57O0EADF
BODFIETHY . CNICEH>THRADT —RZRETEDLIITHBYES , CDKR. FAL D SPF & DKIM
EREL. ZEBEEATEH(COHARDLUBEDFIE) ZET, DMARC RS —D 755 & &Y EEEED

(TRE ICREMICIEMES D ICERTEET,

E=A—KR'S—TDMARC La—RE AT BHICIE. ROFIEEETLET,
» DMARC Builder [Z&% DMARC La—F D] ZRDR—)
« [DNS T® DMARC La—F®D 2RI R—T 75
e IDMARC RIS —RAFDT=H DIRBER AL DIEM R—T 77
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DMARC Builder [Z&3 DMARC La—F D {ERK

K AL R D DMARC Builder [Z&Y  FE DR AL D DMARC RS —LaO—KRERETEET, RKIZ. DMARC
Builder ZE LT, ZFDOR AL DEZE DMARC LO—FDTF RN ERE - (XERKTAIENTEE T, BiE
[Z. DMARC Builder [&. KA/ DNS Z7A/A( & —& . DMARC La—F O AR A EICET 2iEHREIRHLET,

(COHARTIE. HBEDDNS AU ITSARSVFvERET HIEFRNIRELTLVET , Cisco TDMARC LO—F%
RART BHERIZDULTIE. Cisco HR—RMZHERBILEbHELFEELY)

1. [*Y—JL(Tools)]> [DMARC] [CFBEILE T,

Create and manage your DMARC records

Use this tool to lookup your DMARC records or to create new ones with specific policies.

o Look Up Record

Enter a domain name to either view its current DMARC record or create a new one.

Domain: |

DMARGC Builder D X797 1

2. RAMUBHEAALET,

3. [#8F (Lookup)]1E7)vHIL T, KAV DIRED DMARC LaO—F&RTTEHM . FILLR AL EERLE
F o FASLIZ DMARC RS —A 7L ME S [, $71LLY DMARC La—F# T AT 3 h . Cisco TH
LULNDMARC La—KZ&HRANT BA T avhiRRTSNET,

There is no DMARC record for affew.corg

Create new DMARC Record » Host DMARC Record @ Cisco »

4. [#LULADMARCL O—FKZ{ERL (Create new DMARC record)] 291w LET,

5. DMARC La—K®DHREFANLET, S£MIZDULVTIX. TTDMARC Builder DERTE ] R— 791%SBLTK
Viar=] AW

6. [#%1T (Continue)] &)y oLZET,

7. [$8RDERK (Create Instructions) | #7)ILET , KD FIETHERATET IR I7AIL (txt) KT I
A—F3NnZET,

RAL AR ETIRETDTFEDRAM T EICHRYRLTLEEELY,
DMARC D45l

ZOBHITIE, FAS & foo.com], RYL—FTE=F— ] LIR—bT—2%#(ET % Cisco DEFA—ILTRLR

(& cisco—demo@rua.cisco.com | & cisco-demo@rufcisco.com 1 TY ,
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Create and manage your DMARC records
Use this tool to lookup your DMARC records or to create new ones with specific policies.

@ Look Up Record @ Create/Modify Record © view New Re
Choose and review settings below to update the DMARC record. Read the help documentation for details about each

setting.

Domain(s): foo.com

Send Aggregate Data to: pauls-mints-and-gumi@rua.agari-eu.com

|additiona| email address (optional) |

Send Forensic Data to: pauls-mints-and-gum@rua.agari-eu.com

|additiona| email address (optional) |

v Advanced Settings

[
Lag

Create and manage your DMARC records
Use this tool to lookup your DMARC records or to create new ones with specific policies.

@ Look Up Record @ Create/Modify Record © view Nev

Choose and review settings below to update the DMARC record. Read the help documentation for details about each
setting.

Domain(s): foo.com

Policy:

Send Aggregate Data to: cisco-demo@rua.dmp.cisco.com

‘ad ditional email address (optional) |

Send Forensic Data to: cisco-demo@ruf.dmp.cisco.com

‘ad ditional email address (optional) |

» Advanced Settings

a7

DMARGC Builder D X7 2
Z® DMARC La—FKI(&., FAAS > Ibar.com | A TY,

Create and manage your DMARC records

Use this tool to lookup your DMARC records or to create new ones with specific policies.

o Look Up Record 9 Create/Modify Record 9 View New Record

Your new DMARC records are below. You must take action for DMARC records to be published!

Click "Create Instructions’ for guidance on getting your DMARC record published. It may take up to 24-48
hours for the changes to appear within Brand Protection after the record is published by your DNS provider.

Brand Protection will detect published changes and update various dashboard screens accordingly. You may :
notice changes to your Te-Dos. [ Create Instructions

Domain  DNS Record Location DMARC Record

bar.com _dmarc.bar.com v=DMARC1; p=none; fo=1. ri=3600; rua=mailto:agari-data@rua agarl-eu.com; ruf=mailto.agari-data@ruf.agari-ev.com

« Back

Create and manage your DMARC records
Use this tool to lookup your DMARC records or to create new ones with specific policies.
€@ Look Up Record € Create/Moadify Record € view New Record

Your new DMARC records are below. Yeu must take action for DMARC records to be published!

- - - > *
Cisco Domain Protection 1—H B cate instruetions: for guidance an getting your DMARG record published. It may take up fo 24-48
hours for the changes t sppaar within Domain Prolection after the racord is published by your DNS
provider,
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DMARC Builder D X797 3
RDINGA—BZEELET,
» [DNSLO—F®i5FT (DNS Record Location)]: _dmarc.bar.com FiIZ DNS ¥ AL OA—FHA/ 2V X b—)LE
NTVWSRENHYET,
+ v=DMARC:C#[d DMARC £ M /\—23> 1 TY,
e p=none: DL I—FDRYL—(p=) [ HZLI(E=F—FERKI>—) T,

o fo=1:FAMVFIEEIZDMARC LML R—IEREIETA-ODTALITAT B/ T4 A MDIETEHE
MEOHINDEGEE (TIAAV—B(EHR) LN DEDONEREINT-IHE) (X1 TI,

e ri=3600: L-7/R— R (ri=) [ 3600 70 (1 B¥REIC 1 [B) THAIRLELHYET .
* rua=organization_name@rua.cisco.com: SRFFHRDEE L LLHLHR— b1 —F—FBFA—ILTLEL R
(rua=) TY, COT7RLRITHEBICEBEDEDTHY. Cisco NT—FEZETHIHDAN=XLTYT,

* ruf=organization_name@ruf.cisco.com: 74 L O IIEHRMNEE LR ELILIR—hL—F—BFBFA—ILTHK
LR (ruf=) TG, COTRLRIFHBICEEDEDTHY. Cisco NT—FERETI-ODAN=XLT
ERS

DNS T DMARC La—F 2K

KAS DB LR D DMARC La—KFBMEREN =D T, KAM @O DNS LO—F#EHIHBENHYE
ER

DMARC La—KRZ 2RI ZEHLFIEIEL. KACV D DNS DEBHEICE>TELGYET , /-L.DNSEED
EREEXETHHBE. 2D DMARC LO—K% TXTYY—R LaA—RELTRARMTALSIZERITZHLEAHYFE
9, [TDMARC Builder [Z&% DMARC La—F®DERk 1 R—2 731D AR Z#H % [DNSL-O—F D577 (DNS
Record Location)] 243 IZmENTWNAESIZ, [ dmarc IZRTIZ{TIF A EIZE>THEREIN =Y TRALL T
LO—F&2ATILENHYFET . SIAFRHDIT R TEELTLY DMARC LO—F GIAFERIIFE)NE
FNTNSILEFRERLTIZEN, ZDEDOLA—FIZHARMITREIN TS RR—Z LN DIFTYRLXF. T
XF., FEEAXFNEENLGNLIICTL TS,

GE)

o IS4 DNS EEY—ILIZEBEALIR THIRRIZESTRAL D DNS 2 EBT BI5E (X, TXTL
O—FZ QT A-=00D1530F=E DMARC La—FKIZCEBE DI a3 EEL TS,

o Web  RRTAVT ASAVEBAVA—TIARIZLDBTIERIZEO>TRAS D DNS 28I 354
[Z.DNS BBEE. TXT La—KZFEIEDMARC La—FRE AN T BIEFFIEL TS &L,

e A—H—MATDNSZEELTLAIHA(E, $tAD DNS BEEF—LZELTDNS La—FDOABHER
ERETHIVLELHSAREENBHYET,

o Y—FIR=TABEAL2 D DNS ZRALTWSIHE L. KA D DNS B EEBH T SF=DITH—F
IN=TAITFrIbEEETILENHLTRMEAHYES

BHTESTEWFETS,

DNS 7A/\( 4 —[Z&>TDMARC La—FRZ#2ARALz% . FAMURERNTEELARBMINSETIZR K 24 ~ 48
BRMANDIEENHYET,
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Cisco T DMARC La—FDHKRRF14
DMARC LO—F% Cisco IZFRRARLI=GE . KAV IRETDMARC LO—FICEEE®5EZA0ERZXMA-LE
2. La—FHARuE, &2 A O BEIMICEHFSNET,

#LLYDMARC La—KR ®3E N (TTDMARC Builder [Z&k 4 DMARC La—KF D {ERk | R— 73 1% S H8) & Cisco
T® DMARC LaA—FRDHRRTAU T E—EITEEHTITIZLIETEE A

FAL DREESNT=5. Cisco TZEDR AL D DMARC LO—REHRRAMTEET,
1. [ER7E (Configure)]> [FAAS > D EHE (Manage Domains) ] [(ZBEILE T,
[T RTDRAS (Al Domains)] #HvILET,
[DMARCD7RRT 124 (DMARC Hosted)] Fll%& [%EL (No)] [TL T 1 DLLEDRASVEERLET,
[DMARC® & (Manage DMARC)1 #4'J v o LET,
[Cisco TDMARCL-O—R MR AT 4% (Host DMARC Record at Cisco)] #42'JvILEY,

[FRRAT 12 FIEEEE (Get Hosting Instructions)] 22w oL ET , SHIZLY . RDRATFYTIZIHE
HIEMARRH SN -TFRARI7AILAT HoO—RENFET,

7. KAL T EIZ.DNS La—RIZEHLLY CNAME La—R#ERLET . oo O0—RL=I7/LIZIE. &
RACVDIURIRHYET , KA T EIZ, RARLA—KRIZ CNAME La—RZEmLES, [£ ]
(Name) ] IZIX 77 A ILIZEE &SN f= [DNSL O—F D157 (DNS Record Location) ] {EZ{EHL. [La—
K (Record)] 1217 ILIZE2E &N 1= [CNAMEL I—K (CNAME Record) | {EZEALET . XFA°
X )yD) A= EEFBMET I BIKOFEEEIE—LET,

COREDRATYT (L, FAAURED S ERTEITIMN. Cisco H DMARC DL OA—KRERAFTESLSIZT S
T:&)':LZ‘E—G—;_O

DMARC La—RH %R AL BIZARA RS S DMARC La—FDERL

1. [EX7E (Configure)]> [F A > D E I (Manage Domains) ] [CFEEILE T,
2. [DMARC7iL (No DMARC)]1 &) wILET,

What's New + Chris Haa
alaln w - Chris Haag
oy P . Login to arg, -

S

4. [DMARCO) & (Manage DMARC)] #41woLET,
5. KASL> 0 DMARC BEZERLET,
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6. [Cisco TDMARCLO—KR®M7RAT 1> % (Host DMARC Record at Cisco)] &9 voLET,

7. [RRT42 9 FIEZEET (Get Hosting Instructions)] 9w ILET , ChIZ&kY, RORTYTIZHERIE
WHARESIN=TFARNIT7AILNE HoO—REShFET,

8. KAALLZEIZ.DNS La—RIZHLL CNAME La—KRZEERLET . Ao O—RLE=T7MILIZIE, &R A
AVDIVN)BBYET , FALL T EIZ, RARLO—FIZ CNAME La—FZ B ML ET . [£ BT (Name)]
IZIEZT7qILICERE S T= [DNSLO—K D5 FT (DNS Record Location) ] {EZ{E AL . [LLa—K (Record)]
21X D74 IVIZERE S - [CNAMEL-O—K (CNAME Record) | fEZ#EALET . XFOF vy )4—
HEEZEMET (. BROFFEEIE—LET,

DMARC 7R —2AB D= D& A1 DB
RALNRETRETIFTENT RTDORALUED p=None R')>—TDMARC La—KZAKLEEBEE. 2D
FIEERF VT TEET, CNDDEALUIL. Cisco 2k T EBIMITBMEN . BTSN ET,

p=None /R —%F L BAHLTUWEVWR AU BRHEIEE X FAMVRETEDRAZBMLET  KASUR
ETE, FEAEDTITAETADBRA L ERIDIZITONET . COFIEDTITAETAIZEY, FAMURFEIX
HBICBEEMA oM TWARAMUERHLET,

1. [RT—7A3RX(Status)] > [{RF& (Protection)] ICFEEILE T,
2. [FAALZENN(Add Domains)] 9y LET,

Cisco Domain Protection 2—H—H (K
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3. FAMVICEAT H1EHREADLET .
1DUEDRAMUEANT M FALUERAEEN TS IT7SILE

7“/70D_PL/35T0
o [FAAL2% A S (Type in your domain(s))] Z:ERL . THFRART1—
KA EBINT 25% IR DULEDRA AR TRY>TANLET,
(How do you want to add o [RALLBDT7AIL (txtET=ILcsv) Z7vFO—K (Upload afile of]
your domains?) ] domain names (txt or csv))] Z:EIRL . [T 741 /L% E R (Choose

File) 122y LT A DUEDRKAMENHITRYSNT
RREHEIN-TFMILEEIRLET,

[CHASEDARZLRAL |[FA—ILEREI)VILT A DULEDR AT IL—TITR A% EM
HIL—FzBM(Addto ||[LET UTREASLTIL—T | R—T 133 1B BLTZEL)

these Custom Domain Ft=. [FLW IL—T B (Add a new group) ] 1) v oL T, FHLLW
Groups)] AU N—TEERTHIELTEET,

[Cisco TR —%#ERE
(Set the Cisco Policy) ]
(BFfEIELTY—Y Mark  (|[JHTHIRAS U 1E, EBFA—ILEZELLEVERR AL IZEITULNET A, b
as Defensive)] DA—HF—BRBELEVNKSIZTB=OIZFRET HRA(V T,
[B—RIN—T4EL T |[H—RN—TARA U, AT UV EBFA—IUNY—R/—T1I2&o
< —% (Mark as Third TEEINTWARAMUTT Y ITRAMUTRAEONFE T 1zEA L.
Party)] warriors.nba.com ZE T,

[TS4<)eLTY—Y
(Mark as Primary)]

ZhIZkY . BINTBRAL D DMARC RYS—LARJILAREYES,

TEANEYRGEBIBITLEVWERLGRA(UTY,

4. [FAAL>%3E N (Add your domains)] &41)wHLET,

HERAYE—IUDNRTEINET . COFRT, CiscolFBRMNINODR AN EE YL TS EZIRIILE
¥ NIZE mRK 24 BN NSBELBHYET

[E%7E (Configure) ] > [ZRIREED K AA > (Unverified Domains) ] IZBEIL T, RERFEDF A ZE ) ATEET,
KRBEEF AT &&

RS —ZEEL. BRIEFHA A DT —EDHERTTHENTEET,

Cisco MIBHFE (L, VAT LRAMUIZT YT O—FENI-RF AV E BB HEMMNTELEHERT 570
DT7IaVERTLT. RAMUERIELET . Cisco [F. RIRFED T RN TDOR AV EELARIZFTVIL T,
ZOLR AU DIREEZE R REICT D EEMNMA N =M EINEHERLET RN RDR AU EFEEL
T RAMUDBFIVIERHEHENTEET,

RAL RV DEICRIEFAZTDAEIEL. KACL D DMARC LO—RE AT HETT , CNEITHIHE
[&. TTDNS T® DMARC La—Fr D 2R X—2 75 125 B L TLZELY, Cisco (&, COFEZERBEHLE
T AL D DMARC La—FRZ2AFTBIZIE. FAMVD DNS TURNIZEBTEIHENHYET, i,
A—H—NRA VIR T DEREF > TSI LETTES—DDAHETY (Cisco (X, Y RTLIZA KN
I RTCORAAVERIET A EIZEY ., BESTERIEFEFRICEOTANSINIR AU DR N L5 TR
TEET),
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BT A-LRBEHRE

Cisco MR AL ZERREEL =5, DMARC LO—F%#/RAMF % &S Cisco ITIKFETEE T, FFHMIZDULVTIL, MCisco
T®O DMARC LaA—RDHRRTAUT | R—2 76 1% S BLTZE, FAS D DMARC La—R A Cisco 2L T
RARENDE, FAMU{RETDMARC LO—FIZEEEZ 5 A 5EENTHONI-HEE. T1%E DMARC La—FIC
AR, RE A OEBNICRMEIEEIENTEET,

DNS &AREEICRIT 5B MDA T ay

RAAL2 D DNS 2—LiH—/A—La—R (NS La—R)EEB#HLET . kY. Cisco [EZFNZEHEMICERE ST (T
BAIEMTEBRESIZHYET , AL D DNS B EFDNS TANA T —[2E->TEEINTLBESIL. ChixE=E
TCELZWATREELHYET,

Bl : 12— —h cat.com ZR AL MREIZEFRL LIS EL TS ELET , A —HF—DHBIZEEL T dog.com A
Cisco IZ&2TT TIZEZESINTHEY. cat.com M NS LaA—KH ns1.dog.com THBDIHE. Cisco [F1—H—M
cat.com [IZX T DIERFIFOTNALEEATEEFT (A—H—DIDTHAEL RINBIEL TSR AL IC
&> T cat.com @ DNS MHIHENTLNST=8),

KAL D DNS A—)L THRFzO¥ La—RFMX La—R)ZEHLET, ShlkY. Cisco [ZTFhEHREEIZET
EBTBIENTESLESIZHYFET, Chld, RITTELRNVGENHYET (FAMVIZEALTEFA—ILBRED &
SIZRARENTNA M K> TERS),

Bl: 11— —h cat.com ZER AL MREIZEFRLESIEL TR ELFET , A—F— DAL T dog.com A
Cisco [CEDTI TIZEFREREINTHEY. cat.com O MX LO—K A maill.dog.com THBIEBE . Cisco [F1—HF—M
cat.com [ZX T HIEREFOTNAILLERALET (catcom [TEESINDITARTOEFA—ILH, 1—HF—D%
DTHBEVAADBIELTWBRASVIZHIFHNET=8) .

DMARC Builder D E&5E

DMARC RS —Iz &kl EEHIXBHDEFA—ILH SPF 1 DKIM TRESN TSI EERL. WThDEEE
FHEICHERLGDSIGEDH LA EAvtE—DDRECIERLGE) EZEBITIBRTEET  FAVRED
DMARC Builder [Z&Y  FE DK A/ D DMARC 7R > —La—R#RFBETEE T, KIZ. DMARC Builder Z{#
LT. ZEDRAMCDERNEDMARC LO—FDTHFRANEERFIIMERT HIEMNTEET , DMARC Builder (F.
RKAAS> @ DNS FO/8/ 4 —&, DMARC La—R D ARAEICET BIEREIRHELES,

ZDrE Y TlE. DMARC Builder D3 RTOEJRFEIZDWNTEHBALE I ([FEMERE (Advanced Settings)] [&A4 7
IVTHY. TIHI N THEEEITH O TVET , CNODREFEBLLENEEHEIDLET),

e B
(KA DMARC La—RZERFERIZER T ERAMD LR | DDRAAVBORAMVZDHU TR
(Domain(s))] [[BIYRREAANTEET,
ANYSF—From PRLRIZKAM VB DR A NEENTINSZ{EAYtE— TDMARC
Fv OB LENST=EDICEAL T RKAM VT EENEF A I ZEBICETT I LEFE
K BF7oar, REERLET .

¢ [%2L (None)]: TMl&, DMARC FxuJICHIELIEMN o= Ay —DIZBEL THRAIGT Y

(R — 2avEETET . KAL D DMARC LO—FTiEEESN TLALAR—k PRLXIZ
(Policy)] DMARC T—A% £ ET AL, REEFBITHERLET . F: 2L COFIETEIRT

BHIENHEINDRYL—TT,

o [#J% (Quarantine)]: Z#Ll&L. DMARC Fx Y IIZEELEN Iz AV E—DFZEBDR
INLITHIE (F=IZFOMD FBLEAYE—CFERTESRESN-TUT)IZA
NdES2. ZIEFICERLET,
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KIRFIR A HE
e B
o [{E% (Reject)]: TN (L, DMARC Fxy V2B LN I RTOAVE—DFER
L. ZFD7%5>32% DMARC T—HTLIR—,F 3L3(2, RIEHICERLET . ZIESE
X EBREINEAYE—SHEAFTEE AN
[£#9T—42D |[DMARC £#T—32DEIEFLRERLDEF A—IL 7KL X, DMARC Builder Tl Cisco DL AR—
EEF (Send ||[FRLADBTIAILETHRESINTNVET , Cisco DFRLRIZMA T, BIOLR—F7RL R%E$E

Aggregate Data
to)]

ETHELTEET, E554E DMARC La—KIZRRENFT, DMARC ZEZ XA AD TR
LRIZLIR—FT—RZRETIDLELHYET,

[DrLoPvd
T—RDEE
4 (Send
Forensic Data

to)]

DMARC Z#4L >y T—2MEEXREGEHEFA—ILT KL R, DMARC Builder TIZ. Cisco
DLR—FFZRLAMT I LM TERESNTVET , Cisco DZRLRIZMA T, BlOLKR—FT7
RLRZFIEETHE1TEET . EBHE DMARC La—FRIZRRENET, DMARC ZEE (L
HMADTRLRIZLIR—bT—3ZEETIBHELHYFET .

B2E . 7420 YIT—42(E. DMARC FIuIIZEELEMN oIz AvE—DDUT VAL LT
A—TY, ZDT—AREFIFEEICZLLDIBELHY . F-EBICHRENTHLIHZEILHYE
T CDT—ILFTHBEDLER—FPRLRZEMT HE, A—H)LA— )L Y —/N\—THIEIF
T 5EEEENHYET,

[LR—FRER

DMARC 74 LUy iR— DK EIEELET . DMARC {145 Tl& AFRF & IODEF MO/l A

Report | EmERTLES 2. B DWARC REE D SRIESN BRI AFRF OH T
ok 12 7 |[PKM THIRAUDNED LS NEBIN I EERLET . REBRLET,
TAAUE o [#2#0(Relaxed)]:DKIM EZ R AL EANYE — From FAMUHHE DY TR A UIT13S
(DKIM SENTEFEY,
dentifier o [HiH (Strict) ]: DKIM B8 FAA S EAyS — From FAC V522 12— BT R EHHY
alignment) ] 4

SPF THIRAMUREDKSICMBEINEINEEELET . REERLET,

PFE& 7! - . . . . .
[—S %E]%T o [#2%0(Relaxed)]:MailFrom FAL 2 EAYSE — From RAMUDEED Y TR AL U135
SA AU (SPF et
o CEMTEEY,
identifier
alignment) ] o [B&#& (Strict)]: MailFrom KAL 2 EANYS — From KAV IEREIZT—HT IZHENHY
F9,

= TP, — - — S TElo s - -

(R %= NE R)O—DBERAEELELBRALOILD AV E—DDEIETY , 2EA X, ZZIZMER)

(Apply to %)]

RS —E50% FIEEL-BE . EERYS—IEREEFEI LD AvE—DS5L DMARC 25
LBLI=SUF L 50% IZOAERINET,

[LR—bk1>

DMARC {1 # Tld. BfEifEIRESE S £IZEZ - DMARC £MLAR—+EYHITRATEE T 1=

?Re;;:t [i’ng FLERICZIE. REEZEINTLAED DMARC THLAR—ME 24 BREIES TOHAEEINE
ERR

Interval)]

[HITRALUR || T IHILETIE. KAL2 D DMARC RS —(E, TRTDH TR AL UIZERAEINET , DMARC

y— TlE BEICHLTH IR A VIZE SRS —EBATEE T HHELETRTOY TR A

(Subdomain ||V ARYL—M [T RTIOHTRAVIZERAINET . BEDHIRAMVIZELZRL—%

Policy)] BRI 58X, TOHYITRAAEAD DMARC La—RE2ARALET .

Cisco Domain Protection 1—9—H4/K

80




RIFRER A 4T BT A-LRBEHRE

= 59
[ZALoPvy
LiR—kA7
<32 (Forensic
Report
Options)]

EDXRBMEHTHNIETHL OO VILR—bEZELTHKLIDE DMARC Z{EFITIERTE
F Y, Customer Protect (&, T 74 JLETIE SPF F7=I& DKIM ALEL =5 T LR—FEE(E
FTHEIIINERTELET . CODRTEZ. SPF & DKIM DEAMNKBLIZIGEICDHLKR—F
FEETAIIIEEBTEEY,
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%Sﬁ

DMARC () sEi

ZDtHarTlE, #i#TDMARC #RE 94370 RIZDWTEHRBALET,

EHBLTOEX

Cisco [, DMARC ¢ BEFA—II RN ERE L IETERE ) —F3THEATY,
FO7OERIZIEFE. BEENFRD 5 DDTz—ARHYET,

Phase 1 Phase 2 Phase 3 Phase 4 Phase 5
Initialize and Investigate: Inventory and Authorize Authenticate Senders: Enforce: Monitor for
Publish DMARC p=none Senders SPF & DKIM Publish DMARC p=reject changes and abuse

DMARC #E#357x—X

Cisco Domain Protection Z{FFL CA—H — DT R TORAMU LD EFA—ILEFRIET B1=8 D Cisco DR
FISOTARITEE. LTFICRIBEDRATY I TEREINET,

Cisco Domain Protection DEED £ AETOER

7x—X ATV

[EA U READT I ERERBL. Cisco DAFIL—=V5 %215
71—X 1|[2.DMARC La—REE=4 KU —TAHT 5

3. FEA(vER—BLIZBINT 5

4. F5T499%E=48T %

5. 8= Yk EXVERET D

6. TR TOREHEERELTHET S (DT IVENREL)

Jr—X2

7. T RTOY—RA—F (R EEE BT HRTLYRS— RS B
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Fyaf—

7z—X ATV
[8. #7LL\ SPF LO—F%$87 % |
lo. 57LL) SPF La—FZE2ABT 5 |
[0 HHDESHR A—F—2RBET |
[ 4 —F/X—F4 A —F—ISDKM BREERT 5 |
12 $RTOH—F/A—F(£{EHAD DKM F—%FE 5 |
[13. 3 RTOH—F/S—T(EIEHIBIL T DKIM AVBBEL TL B LERERT B
|
|
|
|
|

Jr—X3

[14. BF A= ¥—FITATDKM BEEEDITTS

[15. BFA—)L #—FITATDKIM A HEEL TV BT EEHERT S

[16. TRTOESHFR A—F—MDEKRERD

|17.DMARC La—REEEIZH17T % (Cisco AAREER D= <)
[7x—X5|18. 75—hELR—FERERT D

Jr—X 4

ATYT2ERTYT 4~ 18 1F RETDFEDHBADF AL TEITRYIRT TOCREZEZHENTESE
ERS

—EDRAV T, COTOEREFREICTE T TEFT EAIE, 2 —F—DPFRAELTLSRELDD, ELLEF
A—=ILDRFEEIFERHTIFEDLEL, BHEHIFAPRAEREALEETT,

ZDHRDRA Y (TR AR FEICKELBREDRAVRE) TIE, TOERDEFIEE RHHIZT
TL.BEICSLTERZRT—IRILE —IBADRENHYFT

UTOETIE. BFIBEEMBLTE T I 50 DXZEFRMELET (4%IZ Cisco Domain Protection TH| Al gE7L
XETAEFER).

~ » >
Ty aik—F
Cisco Domain Protection [ZTAS 429 %& Byl ah—RBRER—UHHE. ROBEBENRTINET,

o [FALEW KR A—A— (Domain Progress Meter) ]: FASV DEBREDNDAT—HFRERTLET,

e [To-Do(To-Dos)]:DMARC BRIRT—ARRIZE DTSR TITAIENEREINTWNEERYETHI UM
IJARENFET , Cisco Domain ProtectionTo-Do ZFETUIBTANEIIHYE LA, BEIMIZK TSN,
SETLEARSIZEDDWVTERBEFESILES,

o [7S5—h(Alerts)]: BEFTEBTT—b, FHIZOVWTIE. [TPS5—r ] R— 12912 S BL TS,
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What's New
"ll"l" ) . ) . Logout of Cisco D
cisco Status Diagnostics Analyze Configure Tools Admin

|dentify your next steps to deploy and maintain DMARC.
pomain Progress Meter

See ] made towards implementing DMARC.

Verified (15)

Configuration Completed 12 of 15 domains

I Am Working On 20% 3 of 15 domains

Ready To Start 0 of 15 domains

Alerts
to be completed Understand important changes with your domains Subscribe
Incorrect DMARC reporting address for alerts.ciscofunds.com 1 day ago New Sender Alert: ciscofunds com
1 new sender has been detected sending messages for
Incorrect DMARC reporting address for corp ciscofunds.com ciscofunds.com
Incorrect DMARC reporting address for whoissecure. me 4 days ago New Sender Alert: ciscoventurecapital.com
1 new sender has been detected sending messages for
Consider applying a stricter policy for corp.ciscofunds.com ciscoventurecapital.com
Fix SPF identifier alignment problems for pwm ciscofunds com 1 day ago New Sender Alert: ciscoventurecapital.com

1 new sender has been detected sending messages for
ciscoventurecapital.com

3 days ago New Sender Alert: ciscofunds com

1 new sender has been detected sending messages for
ciscofunds.com

3 days ago New Sender Alert: ciscoventurecapital com

1 new sender has been detecled sending messages for
ciscoventurecapital.com

AT A AGREN—=0 T DI

N

R EAVR—T 420 D— MG TOEAD—IREL T, Cisco Domain Protection IZ7 VAT 5 HEDF
EZFAFTE2HELHYET,

CDXYIAITI—FT 424 TlE. https://dmp.cisco.com TA Cisco Domain Protection ~D 7 7t XIEM
Cisco DIELEMSFFESINET,

Cisco Mo AT NI AT A NMERMNEBEIN-BEFA—INEEET . COTHIUME, BEAEEC
FERITIRVIDTHIVNTY  SEREBOLI—F—TFhIUIEEBMTERT HEEE. COTHhIUME
ERLEY,
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CIsSCcO
Log In to Cisco Domain Protection
Not a member? Get started with a free demo
Your Email: | |
Next
FASUREDOT A,
YR—b~DOBVEHE

TORAREEZELEZITESTULVELME S, Cisco Hik— (https://www.agari.com/support/) [CHREILVEHE L
=&y,

BELIEYY
CHERETERTIVLENHAEBRIIRDESYTT,

o RASNREIZIE, —HF—THIUMNIBRBLARILDTIEAEEFET S, O—ILR—ZADERFTE
BLUT7IERHE(RBAC) NEFENTWET . ARV ERL—Y — BEEEH1—Y—. R—2/ILA
DLR—FDEEDHNARERA—F— LB EFERLTHRIIEEZEHOLET  AERDOEMIZ DL TIE.
MA—H—FHhOU b R—=D 14512 B BLTLESY,

o FALREIZH A AT BE, #FIZEH D URL ({5l : https://organization_name. dmp.cisco.com) [Z1) 4
ALIREINZET,

e Cisco TlX. 7OV SLZFRALTERZO—EIZTIERTBH=HD API ERELTLVET  APIRF A
T—2avIZF7OERTBICIE, A—F—TFTHhOUEERL, TDA—F—IZ APl 7O REE T 5T 510
EAHYFET,

e Cisco Tld, H—ERTO/NAHF —h5F8R (SP BIR) 35H ID TO/NA 5 —h o EHERR (dP Bi1R) 35
DT WY AUA T (SSO)EHHR—RLTWVET, #B#80D SSO F/EDFEMIZDOLNTIX, T2 TS a>
A (SSO) | R— 149 1S RBLTEELY,

BEEETHIVNBE IV LIS —EIERZF DBRHFEDOTHIUN) (X, EREh =2 —F —D/\RT—K%
Y TEET,

bSOV O EEEBDE=SZ)VT
RAAL> @D DMARC LO—FMEEITERSN TSNS E, T—42H Cisco Domain Protection IZRIREN D KD
[TRYET,

NT, BFA—IST4VIDEZLR) T  RET DA UDRHE. TR TOXEEORHELSHE. TLTR
BISTTRTOY—FNN—TAEEEEEBWT DODRATL YR — DR ETI>TAERERIETEET,
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E=HAT OB

cSO4vODEZRYLY

DMARC LR—hT—R (B IV THL DY) DEAAREADEENRIBEINDE FSTVIEES
A—94 5T AEREFIRTEE T, Cisco DHHHEHRIZ. DMARC LIR—FF—RIZEDNTrST4v0%E
—A—TELZTOCRICEELTRODLIICEONIZTENHYET . [Cisco [CIE/N\wESEONFELIZ, 5
THEWIB TEREDIT&3B1DTL= .,

FEAEDZE . ARELT 4V EBRLOTHNIE, et 2 BRU LD T —42ZRETH L%
BEIOLET,

DMARC LiR—hT—4TIE. ROEHWEFHENTEET,
o RAMUIZR D> TEFA—ILERZELTLSEES.
o AURUNIDFEFETAP TRLR),
o ZF5LI=EFA—ILA SPF BEXU DKIM BBEEF vV ICEHRL TSN ESH,

2L, ZDF=HICIXFET . bS5 T71v0F —FEHBE=- 44— 2R ELHYET . COHRE. BB DRHEE®
BHIITIOTELGYFET, EXE BT, SANECEXRERDEFA—ILIIEHREETIE00.,
H—RIR—TARZEBEFALER =T T4 T X R—UDEEEFNFEBETIEEL, BIOEMIZE
BADY—FRN—TLEEBIOD=2—RALIA—DEEFSLITHENTHLELSEENHYET, —
EDIE LY —RIN—TFTABFA—ILDZa1—ALA— FroR—=2  FEEFOMDEALTDARUNE,
BIZ1[E., MW¥EH(C1 B, F=IEEIC1 BOEETRETIEENH S0, R0 2 BRI OEHBRIZFv
TFAENBNAREMELH D LEEZRTIDENHYET , (FEAE DR ETIL. DMARC LIR—M 554
FT—REMBITIET. EF A= IV AT LRENIFEEREINEHSNEEA,

BEELRELT, A—4—ITRDOEJITRTOY—F N —TAEEBDOTRERNETEIE F-ZD=H
[CRAC DT R TOBEMGEEEICHLTREE VN T VTR RETHAIEEHEIE TEHHRIChHT=oT
T—REE=—FHRENHYFET,

— >
TR DORE

[ 47 (Analyze) ] > [BFA—ILES5T4v% (Email Traffic)] IZBEIL . KA {RECH ARG L R—F5FE
ZLET,

[BFA—ILES 709D 4T (Analyze Email Traffic)] R—(Z[E, EFA—IL AV AT AIZRIDEa2—
FIRIMTH-OO—BHEERD) AN HYET , CH5LI-LIR—FTRRTEAELEEITTEDIENEE
MIZDOWTIE, TEFA=ILLSTavILR—k | R—D 11615 SHBL TS,

Z5LELR—F T Ea—ERY LTI DT RTOMEEEERIZHL TS,
RDATFYS
EREICZBHDOLR—MERECIER ML T — 2N RBEIN DT LITLAN LGN TSN, TOERDID
BARTIE. 7RSO RD I —A D ERET S-OICBHELERERELTVBIIZTEEE A,
o HEDA—TYNLD—EDRANUERFELET,
o A—HYNIED—EDRALDEEF AV B EH (SPF.DKIM) ZHELET

o A=V F—LEBGALT. A—F—BEDA =LAV ITZANSYF ¥ T, 23—yl b—
0)[*)‘4/0).:“ nIE;&nXEL/aETo

o H—RN—FTAEEBPECRRALIZYRRALT. A— YLD —EDR AV DRIFHRELE
ER

Cisco Domain Protection 1—F—HAF 86



BRI ORI

87

Fyaf—

o A—HyhEEB—EDFAAL D DNS SPF LO—F* DNSDKIM La—K#ZELET,
o« REEHELET,

B—FYhElE % 1 DFELREBRDF AV DFE
AR TF—SEE= 4 BHMAEBLID  REERIET H1I2, S—FUPEBD—EDOFAL D%
EERHLIBOSBENBHYET,
FERIE RDESHBIAELSNET
o TSR AV EERABEOR AL D SBIELETS

TSARIRA Y (BFEDYITRALUTIFE) D, ZORENSDTRTOEFA—ILEEIZFERAEIND
BENHYET, F=EAIE. ZLDIBEE . joe@foo.com ELNVOT=FRLADEFA—ILN . EDBHRDE
B. DFYBIRECEXHER. —2—ALA— I—T T4 T F Yo R—2  FIz[E CRM VX TLHLD
Ayt—UDFEEITHERAINET,

COESEHEIF. TFA) FAAUDSIEEZIRDDILEHENDOLET
o FHEHRAMUDBIRD T, TOTAT FAAUANERATZEN,

E&EL. BHEFA U TEBEFA—ILAEEEINGU=OH | BIELER) O —(CXoTHBRMBEEICOYIT
BIENTEFT (AVIESNTVLGNRREDIBIF AL ANLXEFISERASNSBENGTER
[CELENTVET) AV REDT—2EFERT HE. BfIE AL EHZOS {EL. DMARC R
U—ITTERABATT D ENTEET,

B AL DAY S —ZBIEL 17, BEDE LAV ER(ET 5T EEBHLIF AR ER
BT HTEMTEET.

s —EMOHLIERETOT7AINELIEIH—SNE=EETOTI7MILEFALT.EDRR V) T14HIL AL
VERIENVIIUR VAT LEBER AU SIEEFRIBLET .

AL MBI E— DY —R/IN\—T 12 EF (=L X (L. Zendesk) IZB T HE—DHTRASU (=%
I£. support.foo.com) MBHHRRAI—HR—hA—)LERXETHIEE. KICCORA VDR EFERETSAH
MMEENBRSICHLATREMAHYET .

o HAWNEZ EDRRICFARTHVNLDALIRDET o

B2 EDRR DYTAANGEFA—ILDEREEFHTELGWNES (L KA —7T10T A—ILEE
BT HDRAMU DR ERIAT D EERFALET . ChIE ENODRTDa—ILENTF-A—F—MED
REALEABFA—ILDREEICEHT I BITHRIERET AN BRTHIEENHAH=DTT,

EDEBREERTHIEGETE TRAML T IIL—T | R—2 1331 DERBAIZHE ST, [FXE (Configure)] > [KAS D
&2 (Manage Domains) ]| Ea—ZF AL TR AV E T IIL—TIL T E2RELRHYET,

EEEDHELTH

BHED—EDFAVICEALTEFA—LREEERET A-ODEBHREERTEDT, TENLDFA U (BLV
HBER) DX EZEDOHANED EERIBTEES .
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[EIE3E (Senders) IR—UHFHTHE FAMVRELVRTLRADTRTORALDITIL/IVEEEE
HRBLEEEZRIBLTEWTEET, BEIEE (Senders) ] R—TlE, Y RIAALI—H—DHRIZRAL T
ELTHHIERLGLTWD VI / DR EBEHRTEET . ZTILIEREEZTDIP PRLRERET 5128
[ERESN-RAMVE, FNOHERET DT RaANMERLIEED DNS La—KY—REHERTEE
T, EIEE (Senders) | R—UEFRTHE VATLHRADTRTDRAMCDITIL/ I EEBEHDRE L
EEEEZRELTEW®TEET,

EIEFERTT BHIZIL. [E21T (Diagnostics)] > GEIEE (Senders) ] ITBEILE T, [E{EFE (Senders)] R—
[ZRRENBABRIEIXDESY T,

o RIBBHDITIV/IEEBENAILZEIESR,
o REFZEDEEBEIPTERLA,

FTIHIETIE FAUAREIE, DT/ $—R =T A58 E . TNODREIEAV TSRSV F¥IC
FOTRBHLET , F2EAE, COE 2 —TIFHEREA Marketo, Acxiom, Taleo, & KU Epsilon Z1E H73H—k
N—TAEEFBELTHEL, RBLTVET,
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Senders
Discover which senders are authenticating email sent on behalf of your domains.
© All Domains
- Single Domain < Choose Domain >
© Most Recent: day(s) ) Date Range: [2018-06-06_| 1o [2018-06-19 |

v Well-known Senders

These Well-Known (to Cisco) Senders sent messages on your behalf. When there are multiple domains using a sender, you can view the per-domain
breakdown by viewing details. Data shown are based on the top 100 IPs by volume; click the links for additional data where available.

S —

Sender Name Domains Volume 5 SPF Pass DKIM Pass
3 (total) 4,790 0% 52%
Go gle ciscofunds.com & 2 more
» Details

Sender Profile

@ SPF Alignment
@ DKIM Alignment

” 3 (total) 706 0% 49%
B iscofunding.com & 2 more
o Daddy -
% » Details
Sender Profile
@ SPF Alignment
© DKIM Alignment
3 (total) 349 0% 51%
fSymantec C | OLId ciscofunds.com & 2 more
» Details
Sender Profile
@ SPF Alignment
@ DKIM Alignment
3 (total) 287 0% 54%
g Oﬁ'ce 365 ciscofunds.com & 2 more
Sender Profile » Details
@ SPF Alignment
@ DKIM Alignment
ciscofunds.com 0 0% 0%
@ marketing cloud
Sender Profile
@ SPF Alignment
@ DKIM Alignment
Displaying 1-5 of 5 Well-Known Senders Previous 1 Next Well-known Senders Per Page:

[EIEHE (Senders) ] R—2 D [T )L/ 92 E{EHE (Well-known Senders)] 93> M Marketo.
Acxoim, Taleo, & & Epsilon,

COR—=DIZHREILERIC. RBEHABIUVREZEDEEENRRINGLTEH, DEFWLYEHE A, DNS T
PRERIERNF L ARSI TOEWETFMrBLNER A,

89 Cisco Domain Protection 2—H—H (K



Hyai—

E=HAT OB

[E{EE (Senders)] R—U DL A

AV REICT A ELNDLSITGEHE MBERDERES AL LD ERMNERISNETT  FAY
REIL. HBOITRTOEFEARACL D DNS LOA—FERRT, #BITR OO TE&GAYVE—DFERE
LTWSATEEMEDBELNIP PRLRZEHIRILET,

[&EZBEH (Approved)] 3T 2T —ANRREINIELME S X, [RAEER (Unapproved)] 27 &5 vIL TRDE
WEERLET,

o REZBEDYITIL/OEEE

o REZDIPFRLR

(E{EE (Senders) ] R—U DT —RERAMVE IV B TIIINARIBTEE T, HEMICDOLTIE, ITEEE
DIAILENIE | R—2 96 1S TLIESLY,

[E{E& (Senders) ] R—U DER

AV REICT AR ELNDLSITLEHE MBERDEREN AL T LOFERIEHSNETT . EEH
(Senders) IR—CZEFERTHE VAT LARADIRTORAMUDITIV/ I VEBEBEENAILEZEEEER
BLTEHTEEY,

[#ER (approve) ] &9 wH LT, EHMLEH—K/I\—TaTIL /I &k EEF [RAER (Unapproved)] 3T M5
(A B EH (Approved) ] ZTCHBEILFET (— A BB THOTIIL/OUREBEFERALENWEICHE-oTLNSS
B, R (ignore) 10w LT, BIRTHEEBDYANMIZFDIIIL/ IV EEBEBEHTEET) C
DRA AR ERNTEEBEZ AT S124E ([R&AE (Unapproved)] h i [F&ERiFH (Approved)] ~DFEEN)
. KASVICBALTEE T S SPF RS —EDKIM AR S —DEBEELZYET (FALICRBRENET) . X
I RAMVDEBEAZEEINLDTRTDEFA—IERITE-ONDEELE1TIVET, £/-. DMARC
RS —IE, REEICEBLAEMN = AvE—JICdT 37923V EZEEICIERLET,
ZCTlE. ROBELTRETT .

o [FAMVDEEBDAEIT

o TRAMVDEEZEDE R R—T 92

o THRBLZEEBADKREZEDIPFTRLAMEM] R— 95

o ITREAZBDIPFRLANDER| R— 95

RALO DEEEDER
RALUICR DD TA—IIEREETAIVTATADT—EINR AR EICEREINS=H . RDESITF ALY
CEITIIII DA EBERDBTHILEHEFOLET,

1. [E287 (Diagnostics)]> [iE1EF& (Senders)] ITBEILE T,

2. [EE—FAA> (Single Domain)] & 7)o L. KA EEIRLET . COURMIE FAMRETEHE
LTWWBRAMUDNTRTEENTVET,

3. [5R#&ZE (Unapproved)] 27 &9 vHoLET,
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KEREDEEBODRBEIIVILT, TOREEBICHTHEHREZEZEL. RBLELSELTWWDREESRIC
FLEWEWCEEEALET  ERTAIVENHAETHBIEIRDESYTT,

o RAZEDEEEBEBNSEDLWVDEDRS T4y EESN, ZZIAMNEAELAHZ M, —EL
T-HEETEELTWSEEEIL. ERDEEBTHIZENZWLESTY,

o FSDUYOEIBIRT A-OIZFERATEERBY U TILT—2I1EEH B, Failure Samples THR T
A—SZFEALTHUTILEAFTENE, RARZOEZEENEHIFEREINTNDIEFANH DN
ESDEHIBTERAEEE A HYET,

TS5 D [R5 (Back) ] REVEI)vHILET,

BEREREEBERRTHEHESIL. ®I5T D [EEE (Approve) 1 U I%#I v ILET,

LEEZE DIENM (Add Sender) ] F A7 AT RYIVRA T IP AR—X(IP PRLRERYNTOVY) ZHERLFE
T COREEBNRRDDTEFA—IEEZETAIRA UM EHAIGEEIL. GEIMDF AL EEIR
(Select Additional Domains)] 74— LR EHRREINET . COLI=RF AL UIZDWTREBIICEEEFZHERLT
BWEEIE. COBATEOILIERAMUIZDODWTEIDREEBEERIATEET,

[FERFAIZIENN (Add to Approved) ] &2 v ILET,

FAL O ADEEEDIEM

EEEBDNRAUIZR OO TS T4 IR ETHEE . TALRAD—BHNTOEEEERKBELET (TRAVD
EEBEDEE] FIDAR—2) 1ZBRL TSN o T2 FAMVREDSIS T4 IERBE LGN 2R AL DE
EEERRIDHEHTEFY,

DI/ EEEEEMTATO0RRIEL, A RALEEEZEMTETOCREFEFELGYET,
RALADYTIL/ U ZEEZDIEM

1.
2.

[E2 i (Diagnostics)] > [iE1E & (Senders) ] ITBEILE T,

[BEE—FAA> (Single Domain) ] &)y 9L, RAMVZEFEIRLET , COVRAMIE, FAMRETEELT
WBTITATHREAA DN TRTEENTLET,

[FEBEH (Approved) ] 2T E#H)vILET,

[DzIL/D2i%kIEE (Well-known Senders)] 93> T, [TV /% (EE % BN (Add Well-known
Sender) ] #2vIL%ET,

BEEEBEERLET VANMIE FAMVDEREBOITIVL/DEEENTRTEENTVET,
[E R FAIZIEN (A to Approved) 1 20w LET,

FAMUADARE LEEEDEM

. [E2¥ (Diagnostics)] > [E{EHE (Senders)] IZFEEILET .

[BEE—FAA> (Single Domain) ] &9y L., RAMVZEFERLET , COVRAMIL, FARETEELT
WBTITATER AU TR TEENTLET,

[&FBEH (Approved) ] # T &) vILET,

[H A2 LE{EHE (Custom Senders)] £ a2 T, [hARAZLZEIEEEENM (Add Custom Sender)] #49') v
LEY,

EEBETERLET COURMIE RAMUADIS T IDENREBDHRAILEEENEENT
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WEYT,
6. [FAFEFEAIZ1EBIN (Add to Approved)] =9 vHILET,

AV DEEE DTSR
BANEELTNARAM VIR DO TEEENA—IILEEELTOT FAMURETESL-EEEEZHE
LIKBGWEEIE. ZORAMUTIEZDEEBEEBRT DEIIRASREICIERTEET,

1. [E287 (Diagnostics)]> [iE1E& (Senders)] ITHBEILE T,

2. [BE—FAA> (Single Domain)]1 &9yl FAMVEFERLET , CDJRMIE, FAMRETEE
LTWWBRAMUDTRTEENTLVET,
3. [RA&AZE (Unapproved)] 2T&#0)vILET,
4. REABODEEBEDRRZEY)VILT, ZOEEEICETHIEREMERL. BIRELESIEL TS ES
FITHEWNVEWIEEHRLET R TILENHLIELBEIRDELYTT,
o REAZDDEEENITAT—FELTHRELTWAAREEIIHYET H o RRTAVITH—ERE
A= LRI RTONAE =R A= DEREIFERASNAENHYTT A, LML ED
BEMNFEAETT, IHLEEEERIE. BRI S T vIDORETIFERTIEEEHRE. K
RDIBIBLEEIHYEEA.
5. TS990 [R5 (Back)] K2 EH)vHILET,
6. TNTEFAMVDEEBLZERTHIEEE. EIEBFD B Ugnore) 1V 9%ED)VILET,

7. [EIEEDESR (Ignore Sender) | F A 7O RV IR T, LEIMD K A2 %:EIR (Select Additional
Domains)] 74— JLRIZ, COEFEEBEN R OO TEFA—IIEEET MDA UDARTREINET, C
LR AU DDNTEBINSEEBEHERLIKEWNMERIE. CORRTEILERAMUIZDNTHE
DEEBEEFATEET,

8. [#EfH!) A IZiEBHN (Add to Ignore List)]1 #49Uvw o LET,

Jillll

HRBLBIEBADIP PRLADEN
BEOBEAIOZEEZBIZIP PRLRAEFIEZRYNTOvIEFEFTEMLEY . FAoEFALTHLLER
BlOEEEEERLIZYTEEY,

BLCIP PRLADNEHRD VIV /D EEEFIIERDHRALEEZICRFICETHILIETEEE A,
IP 7RLRGEE (R T OV ) DEDTHREH. EHOVTIL/ I EEBEITBERDOORILEEEICR
BICBIT5(EHET D) IEFITEFREARBLIP PRLAERILZIP PRLREE DS, EHD YL/
VEEBFLIIERDOHRILEEEICERT 5 (EERT D) EIETEEE A,

1. [E2B7 (Diagnostics)]> [iE1E & (Senders)] ICTBEILET,

2. [E—FAA> (Single Domain)]1 &9y oL, FAMVEFERLET , CDJRMIE FAMRETER
LTWABRAMUDTRTEENTLNET,

3. [FRAFEH (Approved)1 2T EH) oI LET,
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4. [hRALE{EHE (Custom Senders)] 2023 T, IPPFL A% EM (AddIP Address) ] 91w LET,

Add IP Address %X
IP Address: || Look Up

Example: 73.154.1.23 or 73.154.0.0/16

Domain: com

Look up IP addresses to see if they match a Sender.

In most cases, it is recommended to add the known Sender
to your sender inventory.

Custom Sender: = v

Create Custom Sender |

Add to Approved Cancel

5. [IP7FLR(IP Address)] Z4—JLRIZ, B—®D IP PRLRF[ERvbTAYvY (1P PRLUREE) ZAALE
9, rybkTOvo%E A NI B5EIL. CIDR(Classless Inter-Domain Routing) REEIZTALERHYET,

6. [#&3 (Look Up)1&EHwoLET,

COERT KON DEENFEETHIAREELHY. RITTEST VLAV BV ITVTRRIZE>TELYZE
ERS

Wworyr WO PTHER ARERT VLAY
A[HETLEREAIP PRLRIZRBEADEEBIZEYES,
e [F¥>tz)L(Cancel)]ZH)vHILET .

BEDQDRDBEHNAILEEEZICIP PRLAZEMLET,

1. [ARALEIEZFIZIEI (Add to Custom Sender)] 91w

- e IL. REDOHRILFEEZEEERLET,

DTV EEEDEEIC ]
+TClzaEhTOET, 2. [EFRFEHIZTENM (Add to Approved)1 &)y ILET,
FLWHRALZEEFICIP PRLREEBML, TOHRELEE
BEAZELET,

1. [HRRALZEIEEZVERK (Create Custom Sender)] #49')w

L. hRALEEBERLEANLET,
2. [#ERL TH&ER (Create and Approve)] &9 v LET,

IP7RLRIE. BEFEDOHRILEEFEEITEMT HIEL, FHLL
NWARLEEEDEREICT T ||WRAZLEEEDERICERT S TEEEA BHSHR
I2EENTWET, ALEEFICEICIP PRLRZEHAEIITEEEA [Fro
tJL (Cancel)] DHHEEETT ,

IP7FLX

IPF7FLR
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E=HAT OB

Wo7yr

WOTITHR

G} Ao

IP7FLX

EEEIREShFEFLEATL
f=

BFDORRDBEHANAILEEEICIPTRLAZEMLEY,

1. [hRARLZEIEZHIZIEN (Add to Custom Sender)] Z91)y
IL. BBEOHRILFEEEEERLET .,

2. [FAFEFEHAIZIEBIN (Add to Approved)] #H2 v LET,

FLOWHRBLZIEFICIP PRLRFEML, TOHRELEE
BERZBLET,
1. [hRARLZEIEEZEZ/ERB (Create Custom Sender)] Z51)w
L. WRALEEEFERLEANALET,

2. [#ERkLTHEE (Create and Approve) ] &)y LET,

= =D

FrybTOYO, ERDOHRE
LEEEEF—/\—TO—L
FT EBOHRELGEESE
DEZHIZTTITEFTATOE
ERE

b7 OvoIE BBEDARFLEEEITEMT SH2EE. FiL

WHRALEEBDERICERTHIEELTEFE A 45D

RALEEFICRICIP PRLREIERYNTOVID I3
FEHBHEIETEFERE A [Frot/L(Cancel)] DHHRIEET
ER

==L

FykTOvoIE 1 DDEEE

FEHDHRRLGEEEEZT—
N—2a—LFET (1 DOERE
FEHDHAZLEEEDES
[T TIZTEENTLET),

TR IOvIE BEOARZLEEEITEMTS2EE. FL

WHRALEEZBDERICERTSIEELTEFE A £L45S5ND

RALEEFICRICIP PRLREIERyNTOVID I3y
FEHBHEIETEFER A [Frot/L(Cancel)] DHHRIEET
ER

==L

FybhTOYIE 1 DDEREK
BOHWRILEEEEA—
N=78—LFT (1 DOFRK
BOARILEEEDEEIC
FTTIZTEENTVET),

TR IOvIIE BEOARZLEEEIZEMTS2EE. FL

WHRALEEBDERICERTSIELTEREEA. 45D

RALEEZFICRCIP PTRLRE G Ry T OV DY Ay
FEHBHILIETEZFH A, [Frotz/L(Cancel)] DHAHMATEET
ER

= =D

FubTavolEIzILIOY
EEHEEA—N\—DDO—LF
ER

U TOVIERFEDERRBEAHDORI LEEEITEMLE
—;-O

1. [hRARLZEIEZHIZIEN (Add to Custom Sender)] Z91)wy
L. BTFEOHRILFEIEBZEERLET,

2. [F&EFHAIZ1EIN (Add to Approved)] =9 v oL ET,

FybTOYIEFHLOVARZLEEFITEML, 2ybTEYID
EEFEARBELES,
1. [DARRLEIEEHZ/ER (Create Custom Sender)] 491w
L. WRILEEEFERLEAALET,

2. [YERKL TH&EE (Create and Approve)1 &9 v o LET,

IP7FLR/
= =D

AALEIP PRLRE-(XE
BEAESTY .

FoLAvIEEMBYERE A [Fr Il (Cancel) ] REL D
HED)VITEET , YL IP PRLRAFE Ry T Ovo%
BAAL.ULYY 797 (Look Up) ] E#BES)YILET,
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E=HULJOR HFyai—

HABLEBEANDERERBD P FELADEN

BEFA—LDREEITERATHIP FRLANEBDREEA TSRSV F v (LA F, BN REEFA—ILE
EETHOICFELEELTOWAEADA IR —N—)D—ETHIREEELHDIHEE . FATUREN
ZI5LZIP PRLREDFETHEIETEFFA, P FETET . RAMVICEBEMTENTULVEWLIP PRLREFRAS
VRENRET DL ZDIP TRLRIL GEIEHE (Senders)] R—2 D [RAFZRDIPFT KL X (Unapproved IP
Addresses)] O IUITYRREINET . BFEDR AL T [RAZEDIPF7 KL X (Unapproved IP Addresses)] 24
DAVITERBINTZIP PRELAN I+ T —F LT O LW EB IR INGE MBI TDIP PRLREHAR L
EEFICEBMTSETHETEET,

1. [E2# (Diagnostics)] > [3E{E%& (Senders)] IZFBEILET .

2. [BE—FAAS>2 (Single Domain)]1 &9y oL, FAMVEEIRLET . COURMIIE, FAMRETEELT
WBARAMUMETRTEENTLNET,

3. [*7#&ER (Unapproved)] 27 &9 yoLET,

4. [RAZBDIPF7EKL X (Unapproved IP Addresses)] @ [7 43> A 8E (Actionable)] 9L 3> TREAZED IP
TELRDERTED v ILBEICESTERIA—IULE IV T ERENHYET) . TOIP TRLRIZET
BEREFRT, RBLI=WOIP PRLRICHEEWVEWC EFHERLET R TLIHELH S ELEIEL
RDELYTT,

o [IP1&E$R (IP Information)] 27 T, IP PRLAMDRAMZ &, DMARC SREEIC BB LI=EEAYE—D
DEEEZELFT (BRBOHENDLBWMEES (X, REFZITOIDLELHYET),

e [FASL> (Domains)]#T T, 2D IP PRLAMBEEEINI=AYE—2 D From AV —([Z8H B R A
UNELALRELEBLTWARAMUNESHNEEZELET,

T59H 0 [R5 (Back)] RAVEDVILET,

BlIEHEE IP FTRLRERRT HI5E (&, }i5T 2 KR (Approve) 1V 9%V ILET,
[IP7RFLXMDENM (A IP Address)] ¥ A 7EI Ry IR T, BEERIDEEFEERLETS,
[ RF #1218 00 (Add to Approved)] #91)w o LET,

®© N o O

KAERBD P 7FL ADHER

BFA—IDEEICFERTHIP PRLRANMBBOEEA LV IZANSIF v (AL BDAREEFA—ILE
EIETHEOICHELEELTWAERADA—IILRBY—IN—)D—ETHARREEL HDHIGE . FAREDL
ZOLIzIP PRLREDFETHLIETEF A RFETET . FAMVIZEREM (TN TULVELIP FRURER AL
NRENEBHITHE. FTDIP PRLRIL E{EHE (Senders) ] R—U D [REEDIPF7 KL X (Unapproved IP
Addresses)] I aUITYRRENET  FEDR AL T [RAFEDIPF7 KL X (Unapproved IP Addresses)] 7%
AVIZRHEINZIP FRLAN T T—F L1 DO LOELHIFSh A o125 & (X, ZD IP TRL R % 1R
(Ignored) ] JRMZIEBML THEELEWNESIZTHIEMTEET,

1. [E2#7 (Diagnostics)]> GE{E®E (Senders)] ICEEILE T,

2. [E—FAA> (Single Domain)1 &7y oL, FAMVEEIRLET, COURRMIIE, FAMUIRETEELT
WARASUMFRTEENTVET,

3. [5R#&Z2 (Unapproved)]1 2 7% 9 voLET,

4. [RAZBEDIPF7FL X (Unapproved IP Addresses)] M [7 493> Al 8E (Actionable)] £ 3> TRAZED IP
TRLRADERTZEY)vILEEEICE-TIERIO—IILE I T ERERHYET ). FDIP PRLRIZET
HIEMERART, RKBLIZWIP PRLRICHEBWVEWS EEZHERLET R TIDELAH LT LBHEIL
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Hyai—

E=HAT OB

RDEEYTY,

o [IP[EF#R (IP Information)] 27 T.IP ZFRLAMDHRALE & DMARC 25FIZ &KL= {EAvtE—
COYEEZELET (RBOHSVLENGEES X, REF1TODLENHYET ),

o [FASL> (Domains)] BT T, 2D IP PRLAMBIEEEINI=AYE—2 D From AvSE —(ZHBR
AMUDNELALRBLEELTOARAMUNESINEHERLES,

5. 75990 [R5 (Back)] REVEH)vHILET,
6. TNTEHIP FTRLREERT DIHE (L. 5T 5 (1R (gnore) 1% D)V HILET,
7. [EEHR) X MZEN (Add to Ignore List) ] 5wy LET,

EEBEDIIILZNE

LE{EHE (Senders) ] R—U (TEEFH I R—U ) ER AU B IV BEMTIAILANETEET , ZONYHT
. E{EE (Senders) ] R—S D EEIZHBITAILRIZDWNTEHRBALET,

pre% H L
RIMGZERLTLIZSLY,
o [TRTORALY (AllDomains) (T IHILE) : T RTDRAL UKD TEFA—IL
PR FEREILCLWBIEEFZT RTERELET,
g
(Domains)] o [BB—KAA> (Single Domain)]: BIRLF=FAMIZRHO>TEFA—ILERIELTLY
DEEEEFIRTERRLET,
B—RASVEERL-BE . BYITERFHF>TONIX, ZORALCD SPFLO—FE%E
BTEET,
RIMGERLTLIZELY,
[#A RS o [&#H (Mostrecent) [(T74ILE) : AALEREFDBEPICEFA—ILERIEL-E
(Period)] EEERTLET.
erio
o [B{+#iE (Date Range)]: BIRLI-FIEAMNSR T BETIZEFA—ILERIILE
EBERRLET,

HARBLIEBEDITIV/IVEFEE~NDER

ARBALFEEBDAYN T OVINITIL /O EEBIZT—BHITINEELTWEAEEIE, FOHARELEES
FOTIV/OUREEBICEBRTEET , Cisco MFILLVDTIL/ DU EEBER A REIZEBMLIZESIC.
—HATREISNhEE, KLIHSNSTENREET,

Ry TOVINTLIT—BL TV SIS EF, BICBEERDREEZVTIL/ VR EERICEEL, hRELHE
BEZHIRT BETTY . EEANRONDIBE . DFEYDRFLEEZEORYNTIOVID—EAITIL/ Y
EEEIC-HL OB F—HLEWGEEE, EOFITDEEBEICRYNTOVIERIYHTEHH, LK
AT avhBYET, PEIRNEILEZBIRT DL HERFF AV RENT R TOEEETVET,
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By afi—K
1. [E%5E (Configure)] > [HR A LIE(EHE D B (Manage Custom Senders) ] ITBEILET,

2. BI7 AU BERENTOBHRELRIEEEIVVILET, COTAAVIE DRELEEEICEED
DI/ IR EBEE-BFELREET IRV OVINEENR TS ILERLTVET,

3. REVIVILEY,

o [DzIL/H ik EE%EE R (Use Well-Known Sender)]1 #491) v LT, stind drvbT Oyo% A
RADITIL/OEEBELTEMNMLET . AT OVINTLE —HTIEEKEHLTWSIE A X,
ROESHHERIZEYET,

o [HRBLEIEEZHFF (Keep Custom Sender)] &9y LT FEBDERZRIKDFEFICLE
-g-o

EEENESERROFEICTELICLEBEE. B 7o MIRELEEE ISR TSN FELLY, 5%
WD TEVTIV/IVEEBICERTEEY,

IP7RLRADE

HWARLEEBEDAYNTOVINITIL/ IV EEBDR YN IOAVIEEETHIEE. 3 DDT—ANEZLNE
T o RORTIE. [DTIL/ 9% EEEFE (Use Well-Known Sender)] 28R BEMMFBIBDHN . —ATE
[ZERBALTLVET,

r—2 R
FTRTDHRILEEED
FURTAYINYTIL/ Y ([WRELZEEZEIBREINT, BEROYTIL/ YV EEICBERIONE
EEFEORVNTOVIOY |7,

JtyhTT,
DTIL/IEEBEDTART
DRV T OYINARE LE
BEORYNIOVIDTT (o)L /R EE N BEIEBMENET , Ry IOV DEENHDRRLEE
vk TY, EZNEEEL—BL-BAE. ThEBMENET, hRILZEZIZBYET A,
HRELZEEEZED R IOY||TOERICVTIL/VVEEFEELE—BT v TOvIBHNIETDRYNT
HD—BHRHTIL/YUEE | BV IIFRIBRSNET

EDRyhTOvID—ERER]
LTe,

TRTDEEEDEH

FALUAREEIZ (B, F7-1% DMARC p=none R —% AT 5 ETHREMI) AALIZF A & —EHIR
T—H%EEZS—LTLEEE (Senders) | R—UNLIRELEHREZFEAT L B THERATLIIRTOY—F
N—T4EEBICETHERERETEDET T,

NEBDRTL YRS —rEERATHE. COEREGEITEBMTEEL T, HIITONTIE, TRASUNSEEFEEEE
B BRTLYRL—rDfl) RRAER— 12SRL TS,

CDRTLYRL—rDIEHREFERAL T, WY ERECWEL SPF LO—KREDKIM F—% kL., 2B TOo ok
DAT—ARRERNETIZELET,
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By E=AH TR

RAMUDLEEEEBIT HRTL YL —tDHI

RASLY KESE REREM 5 FhHU DO RAER
Marketo
foo.com Zendesk bob@foo.com
CustomSender 1
Taleo iane@foo.com
ipts.foo.
receipts1o0.com  lIMailChimp ita@foo.com |[MailChimp ZHk 1
o , MailChimp 7 A2k 2: Tjim@foo.com 1 FREFIE R & E
newsletters.foo.com [|MailChim ohn@foo.com e
P ! AR EEE)
Freshdesk
help.foo.com (:esndgrsid) bill@foo.com ||SendGrid
Toutapp N
sales.foo.com alex@foo.com ||Marketo 7 H >+
(Marketo)
f~ 4 ~
foo.net ‘d‘l’(wﬂﬂ”\}{ [T@foo.com
V)
f~ 4 ~
fuuu.com ;)L(Bjﬂfﬂl‘)"f IT@foo.com

FEDOESIC BBROSESELHFANRCEEB IERDTHIVIMEFERALTWAEANHYET 2
EBEEBDVATLILMTADREEICFEALTWSIEELHYET , X (L. SendGrid [EA—JLHY—EX
1217 %<, Freshdesk CRM H—E RADA— LA VIS AN FrHIBELET,

,_
EE~DBIT
RASOUMNSDEFA—IERINTE-OITMBELRZERATITERYRLETITEHIEITHEYET N, FORE.
Cisco Domain Protection MY —)LELR—EFERAL T, EH IR REZEEL TGEMTEET .
o [BEFA—ILLTT4VIDIERI RDR—D)
o [RASVRT—RADIER] R—T 100

OLIY—ILELR—PEERTHIEITKY, FBEEICHRHBEEEZFDOIENTELLIITRYET , ThIC
KUY FAUNTEHICERRGR Y —ZBRATEEY .

BERI—ITBITT BRIT —2EBNT SO DX ENDELIZ AL, Cisco hRAY—HR—KIL
Ea—Z&&KEL TS,

Cisco DR FBIB(XRDELYTT,
1. TRTOEDRAF—FT—hoRKEEHBS,

BHEIR)—EBCT BRI AV DT RTOHRRAE D RRF —F—IUREEAH THH LR
BLTLEZEN B— DR A EFEH ISP ZEBFLGEMNLDEEICAABENHNIL, FTRDOL
R—MIFRFESN D=0, MBEEERYTESLET TY,

MERTOREEZBDEH ] (FIDR—2) ITERLEBVEHEEDYRMEFERALTEELY,
2. SBIRLEFAS D DMARC LO—FR#ERRYL—IZBITIE S,
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E=HULJOR HFyai—

AU —2FTHLTAMTSH7Ot XL, [TDMARC Builder [Z&5 DMARC La—K®D{ER 1 R— 731 T
FRALE=TOtREBLTY . =1L, CNETICAIRIEZRIRTER=D T, /R —% [{EE (Reject) ] 1IZE%

=
ETEFEY,
Create and manage your DMARC records
Use this tool to lookup your DMARC records or to create new ones with specif
o Look Up Record 9 Create/Modify Record
Choose and review settings below to update the DMARC record. Read th
setting

Domain(s): agari com
Policy: | Reject :'L‘.\
Send Aggregate Data to: | Monitor agari.com
Quarantine address (optiona
o addres:
Send Forensic Data to: agari-data@ruf agari com

DMARC 7R —®M [{E& (Reject) | ~NDEE
EBRINT=ARY L —IZIE. p=Reject RENEENFET,

1  DMARC Record
v=DMARC1; p=reject; fo=1; ri=3600; rua=mailto:b

BHTESTENVET,

ZOAAREBAT e BHND | DEFFHERDE A IZEL TEH (p=Reject) K1) —E RS HFIRE
ERICEETEET,

DMARC (=&l TSURERT—T 40 T b BIEEH-TREL . MEDEMERRT DTN TEET,

BFA—ITD490DFER

Cisco Domain Protection M EFA— LS T4y ILR—b K, WOERIZHITT HEMMNTEENEHET 515
BIERTH—EDY—ILTY, INbDELHR—IE DMARC DEET—2ETHLU DV T—ANLDEE
HRAmEIRMLET, Sl Cisco Domain Protection Y1) 1— 3> DHERAMEDRETYT , (FEAEDLER—F
[CIFEHDOTEIL IV IE2—DHY  FEDA—ILDOT7O—PI) 7EFLGANTHUT ZIENTEET,

ROFFERTTEFTT

e FEDLR—IDE1—ZH/FELET, SEHMICDOVTIE, [TEFA—ILFS T4y ILR— b DHRE | R—
120 1% S BL TS,
o EEDIANYE—FH )L TLUR—bE1—ZHREZFT,

o JSIEA—FT4INANEBLET, ZDE=HIZIX. F57F—ADEENEBEY)YILT. E2—TFD
IBEEZEFEITEDIZLET .

o LR—FEHBBLURYDa—ILLET, FMIZDOWTIE TEFA—IIST4vILR—bDOHE | R—
121 JETEBFA—ILNS T4 ILR—b DRI 1—)L | R—2 12115 S BL TS,

RERTEBTRTODEFA—ILISTovILR—MIDWTIE [TEFA—ILNS Ty ILR—bk ] R—D 116]%
SHRLTLESLY,
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Hyai—

E=HAT OB

FAMDRAT—EADHER

[E2f K A > (Diagnostics Domains) ] R—U TlE, EEBLTWATRTORAMVDRAT—2 AN ELTERT

CEF

Diagnose the DMARC status of your domains

DMARC Policy

~ o £ (e}
] o] (o] o]
~ (o] ® !
a o ° ° m:s Record
& (o] L] o
& & o o
— o © o DNS Record
# @ e (o] v
~ o, e [o) o
& o o o o
- (o] (o] (o] O N
& (o] o o]
= ! o e ! e .
a o o o &
Progress State
2 mains Por Page. [ 25 8
JF 1 Am Work
Copyright 2022, Agari Data, Inc. All ights reserved. Lega i pport of" Ready
FAAVRT—RZADBED ILYIT VT,
IS —_
RALVRT—8R BE

(Unapproved Senders)]

[K44> (Domain)] [fETERL TV AR AL D YRR,

[(KEBEHDIEEE B F O TERBIN TS EEBEERETETIEFA—ILAVE—
(Approved Senders) ] DOEERTLET, [IEEEF I R—T 881ESRBLTIZALY,
[RAZEDEEE I F O TERBEINTIVEWNEEBERIETETHIEFA—ILAY

- DHERTLET [TEEFI R—T 88IFSHBLTZELY,

[(RFEEH/REZBDEEE -8
¥ E K USPF/DKIM - &%
(Approved / Unapproved Senders
- Pass & SPF / DKIM - Pass) ]

BIRLI=FAAS D SPF EDKIM IZE R LE-EFA—ILDEESEFRTRL
E3 I

[DMARCHRY) > —
(DMARC Policy)]

KAAL> @ DMARC La—KRXT—32 X% R~LEF,DMARC La—FX
T—RRIRDESYTT,

. ! FWRIER L. DMARC LO—KRIZIS—hH B EERLE
ERS

« ! FLoomomEsiz, —EHOHL DVARC La—RI<H
EAHY. EHOLI—FHARHASNTWSAREEAH L L%
RLZEY, [DMARCR') S —(DMARC Policy) ] #2) w99 5 &,
IS—DARERRICIS—DEELIBRANIRTINET,

e oo DMARC La—KMWEOMYEH A,
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E=HULJOR HFyai—

RFALDRT—RR £iER
[ IDMARC RYS—DER AL DDA INTLNET,

. DMARC 7R1)—M | L ([E=4— (Monitor) ) IZERE SN
TLET,
DMARC R —H [ER (Reject) ] ITERESNTULVET,
DMARC 7R!') & — [#2 4% (Quarantine) ] [ZERESHL TLVE
ERR

. R R DNS B E#RARLTLVS DMARC La—K%RL
i—é—o
« M DMARC [Z Cisco [2E>THRRMENTNET

RAL @D BIMILO—FRT—R2RAERLET BIMILO—FXT—32X
[EIXRDESYTY,

« @5yt BIMILO—RERLET,

« OBMILa—FARRSABHNZEERLET,

o 1 ROEEME. BIMILI—RITIS—ABHBLERLES,

[BIMIL 9K (BIMI Record) ] * @B UL SR T BREEH S T—HEEHE (VMO) 55
P CEARRETHHEFTRLET,

* @ A BIMIIZY 2SN TWARIEFAI—ERE
(VMO) 25— HDZEFRLET,

. {£Bh D DNS E#FHERRARL TS BIMILO—F%RLE
EIR
« H BIMI A% Cisco [2&>THRRFERTLET .

RAS> D SPF LO—KFARAT—ARR%ERLET, SPFLO—FRT—42X
[EIRDESYTY,

o @ 557 SPFLa—FERLETS,
« OspPFLa—FraRAYEHA.
o SREERIL. SPFLO—RIZIS—hH R EERLET,

[SPFL-a—F (SPF Record)] . £ BREZFHEILETHO SPF LI—K A SPF Analyzer [
FOTHERSINTF-CEETRLET,

e SPF Analyzer [Z&>TERLS 1= SPF LO—FKIZ. Cisco IZ&D
THRRALESNFEE A,

. R R DNS BE#FHEHRAMLTLVS SPFLaO—K%ERLE
-g—o

« 1 SPF A% Cisco IZE>THRAMESNTNET .
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S af— FA ORI —

RALVRTF—HR EL
RASL> @ DKIM LO—FRT—H2R%ERLET , DKIM LO—FRXT—42 R
[IXRDELSYTY,

« @557 DKM LI—K%ERL. T_TOH DKIM F—ASE) (255
FENTNET,

[DKIM#— (DKIM Keys)] « OpkmFx—mROMYERA.

. ! DKIM F—[ZEXKHEIS—NHYET,

. R DNS BEHZHRAM LTS DKIM LO—F&ERLE
—a—o

« H DKIM #5 Cisco Iz ko THRRAREATLVET .

La—F#3(E0<TLE 12— BIZ[E. DMARC, DKIM, BIMI, SPF DW\F MDA T—RRATAAVESI )Y
ILFET, TLEA—R—UT[LaO—FDEHE R (View Record Details) ] 21w LT &RLF-La—F
DEMER—FFREET,

RAS DFFHE 21—

FALVZED)VILT, BERA D EZTDRAT—EADFHEMERTLET
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Manage the settings for

View, edit, and delete all the details for this domain.

Fyaf—

Domain Approved Senders Ur;i‘iﬁf::d DMARC BIMI SPF DKIM
Policy Record
# Pass # Pass Record Pass Key Pass
a » 27.49M  100% 3.5M  100% H (@) AH  96.24% P 9864%
Is Third Party:
Is Defensive:
Is Primary:
Domain Groups: All Domains
Senders: . Google, Unassigned
DMARC: Managed by Cisco
SPF: Managed by Cisco

DKIM: Not managed by Cisco

BIMI: Not managed by Cisco
Name Server (NS):

Progress State: @ & Configuration Completed
o Ready To Start
f' Am Working On
Date Added: 2018-04-27
Notes:
4
Cancel Remove from Domain Protection

F}4>0)§¥ﬂ’\o_:)o

[F A DE i (Domain Details)] IZ[&, fABICEFINTLDR AL DT —2EFEDHELARENET , —FB
DFFEZERELIZY . FAMVICEAT EATERELIZVTHIELTEFT,

RASVDERTE

L]

[(F—F/ =7«
A (Is Third
Party)]

CORA NG =R IR—TAEEEBN I — IR D> TEFA—ILNEEET H=OIZER
LTWET D FAM IR =R —T A DI ER T HEXTEFI L. Y —F/—T71
FIO400%ERTESEAHIELTEET, Cisco WY —F/A—TEXEEZBBMICHERELTLS
BRI COFYIRYIAMNT TITAUITHESTOET,

[(BH& A (Is

Defensive)]

PN AA D EIE BHRINTLDELDOD ., ERDEFA—ILDEEICIIERASA TGRS
A>T, Cisco Tl&, BRAZHT=HIZ, BHIk A1 % DMARC {EER) L —TRET 5L
EHBELTLVET, Cisco DI AL THAHLE BEIRIIHREHLTLDIES . COFy
IGIRYGZADG TIZAUNIZHELTWET , BHfEIR A > [&, Defensive Domains AT L J')L—7
[ZEBMENET,

[TZ14=Uh
(Is Primary)]

TIARIRA VI, TADIIMIESTREENBVERLGLIZRAMVTY , TIATURAA
VNI LRI, KEDBFA—IL. TFUFERELTERSN L. RAICER
LI=WRASURERBYET

[(O5ok<—2
#31F (Brand
Mark
Identifier) ]

BIMIZERLTWT, FSURIY—Y#AF 77/ ILEREFLTLWSIBEX. TDT7MILERTE
LET, E5THWMGE . COTr—IILRIFERTFRIZHEYET,
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R A O #IE2—

KAV DERTE B

[FALT IL—

7 (Domain CORAUDBBLTWBRALV T IL—T DY R,

Groups) ]

LEESE e LS g o e e S b e
BECDORA T OTAETAEITOIEEBDY R,

(Senders)]
ZDRA>®D DMARC La—K iRRATA42 5 RAT—BR%ERLET, DMARC La—FKI(%, DNS o«
VISAMNSHF YN THDHTRANT BTEL, Cisco D DNS H—/\—[ZL>THRANT BT ELT

[DMARC] EFE T, Cisco AlIZHBHZDE AL D DNS H—/\—% B 1t DNS H—/3—D CNAME T kYT
IEFELTLVNIE., 70 DMARC La—KIZ Cisco THRARSN TR ERLGESN TS, SFMIZDLY
TIZ. TCisco TM DMARC La—KDHRRA T4 | R—2 1612 SBLTLEELY,
ZDRA>®D DMARC La—K iRRATA42 9 RT—HR%ERLET, SPFLaA—FILX.DNS A7
SAMSYFYHNTOHEETAHIEE., Cisco IZEDTHRARNTBIEELTEET . CORAMD

[SPF] ARSI T= SPF La—FI(Zlespfcisco.comI|Z S BT EA VI —EMEENTWLNBRIES . FAS
> @M SPF LO—FKI[& Cisco THRARSN TS ERLBEINET, FFMIZ DL TIE, IMTARRAMENT
SPF| R— 46 1S HBLTLIZELY,
ZDRAM2 @D DKIM LaA—K FRRAT AT RT—HR%ERLET, DKIM La—K[X,.DNS 127
SAMSOFYATHDAHEIETBHIEDL. Cisco [CEDTHRAMTBIELTEEFT . TRTH

[DKIM] losted-dkim.cisco.com DY TREALLZHET NS LOA—FRELAFT BE. KAL D DKIM L
O—NKI& Cisco TRRAFSN TS ERLGINF T, FFMIZDULVTIX, TCisco T® DKIM La—
RKOHRRT4T | R—2 6515 BLTLEEL,
CDORAM2®D BIMILO—K :RRTaV 5 RAT—RRA%ERLET . BIMILO—F([X.DNS 1> 05
ARSOFYHATHOAEIETBHIEDL. Cisco [TEDTHRARTBIELTEEFT . TRTH

[BIMI] lhosted-bimi.cisco.com D HTRALLEIET NS LO—RE XTI BE KA D BIMI La—
FI& Cisco TTRARSN TS ERGEINE T, FFMICDULVTIE, [T Cisco TD BIMILa—F®D7R
ATAVT | R—2 11415 B BL TS,

[fR—LH—

(NS) (Name KAAL2 @D DNS La—K#RART B H—/\,

Server (NS))]
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R A ORI~ Sttt

FAODERTE % EA

FACO DEBKRIE. BEEEFORASD EENTETLEZRAMY | BETEELNDLELRR
AU ERGIBE T AT-DICRILET  FAMV B DHEIZHIENEI )V ITHE FAS
2% [¥EZ%h (1 Am Working On) ], [E%%E5E T (Configuration Completed) ], 1= [BAIAFT &
(Ready To Start) ] [ZERETEE T,

EB IR REFERTDE [RT—F X (Status)] > [{RZE (Protection) ] R—UIZH A E{RBTHELT
KR D [FAL K5 A—2— (Domain Progress Meter) ] DIRREIZEZELFE T,

FALUDTELITRESNTEY. Cisco KXY DREIEZER T
LA ot=15 4. Cisco ICk>THEBMIZ [RESE T
(Configuration Completed)] EX—IINFET , =, KA
[ .  ||ERETBEOITFESA TV EENLGNEEE FAY
[B3€5e T (Configuration % [EXE5E T (Configuration Completed)] &£¥—09 5 &MY

Completed)] TEET FASUEFET[HET T (Configuration
CEBRR Completed)] EX—0F B15E . 1—H—IF. RASUIZHER
(Progress DRBEAE (FEF SRR T IEROAN) REROREA
State)] HHIEEBHBLTVET,

CORA U HETEEITRESNTARREIZT =02, MHBEEHR
RIDEXETOTCVSEEIE. FAMUE [MEEF (T Am

’c [¥EZ th (1 Am Working Working On)] &EX—9LET, 1z&Z L, SPFLO—FEEH
on] 51812, F1=[£ DMARC /R L —ZEE RS —IZ, DNS
EEEREZELTEY . EELNEMILLIDERFL TS
BEEETY,

[FEAEDRAIE COKREBTHRIESNET  FRAMUES
LITRETH-OITEITT HIE% Cisco K HERELTLNVST
W (AT (Ready To [PV A MBYET . FAL DEBRREFHTEETH2L
Start)] [T&Y. EDE A% [#E3 (1 Am Working On)] E7=1% [5%
TE5E T (Configuration Completed)] H 5 [BAIR AT EE (Ready To
Start) ] [CRI CEMTEET,

EAN A (Date

Added)] RAA A Cisco THEEEIN ., Mg EMSNT-B T,

BHEXDTFRAL J1—ILET, FAMVICEATHAEERETEETT, BIZ,. HILLWTF RS

UERENotes)] Jlia g 1o 5 S B0, BEIAE BB DT+ A MEBIRL TS,
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» 0=

DMARC DE=41) 4

EER)—EFERLTI DUEDRAMUEF UL, BEHMFEOH R DEREFIET ILELNHYFET,

f=&ZIE D Cisco DHZEHRIZE S % [DMARCDtETR] (What does my DMARC trend look like?)] LAR—MZ(E,
TRAMVEIEBR) O—ITBATLIZRIC. RINLEEENBITBEL T, KAV DRT =107 DERAE LD
2 ICERRFESNTVET,

B No Action Receiver Override Quarantined Rejected

100M
5M
50M
IEM
‘:--ull||||”” I |‘ [l ||
11 Feb 25 Fe 11 Mar
] .

[Eeh 13 UMa:13 Apr'13 May 13 Jun '13 Tlu
EER)S—~OBITOH A

EEANEBITTEE FAVREIBITE TR EICGIERESISHEIRULET . ChIFEBLILTT . EF
A=AV TSRSV F A FRRITEAH I LT, SHRELELTLLNSTY  [RT—2 X (Status)] A=2—IZH
BEIhTWAR—TU T ROLSHHELDBEHRNBFONET,

o REXT—HR

. BHOKEE

s RFDTS5—F

s IJEIT1THE
FALREIZTAESIN TOSHELDY—ILTIE, EFA—ILIST49IIZEBT HLR—M O R T LDOERIZE

TET7I—MiE . BFA—NAV ISR IFYICET HEHRMPBFONET . CNODHEEEDFFMIZDOLNTIE.
TEFA—ILST4YILR—b] R—=D 116 1 ETT 55—k R—T 129 1ZSBL TSN,

RDRATYT ...

ZDHARTIL, #B#8% (- DMARC /RIS —%# %L . DMARC DEERIZE=AY VS EET 3B ENDEAREEIC
DWVTERBALEY,
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DMARC E=#)2 %

RDEIGERA ARE DB ELHBEDFHIZ DU TIL, Cisco U R—RIBELEHELIZELY,

TIURGYTELOBRL HFEDT SV REAIXFFIH DMARC R ERAYE—VIZRRENS-LIZT
I—hERShET,

ZBETJ1—F :Cisco DEB I —FELA—F—DTAIF IR E—LHAEDLETHERALT. BEEDH
BEYFTELICREICHRETEHEEFE LT,

API 7R MhDtEXa ) FoY—ILEEKT B=-0IZ. 7TUr—2ay TAYSIVT A3 —DJ1(4 R
(APD) MBR A AREDERICT IV ERLETS,

SSO 7OHER:DUTINHAUF (SSO) MEEMOR AV READOTAUEFMIZLET,
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ITECIOTA4THE

Cisco Domain Protection Tl&. T €O T4T By ah—K R—UhSRELGLR— M ERRATEET Ayl
R—RIZIX, ROLKR—FHAEENTULET,

BN BB EE - RSN RE G A E—S ORY,
AN Ay £~ BESI Ay £~ S D3RI ABLI AV E—S DA T A~V T~

1% EXN =K AL :DMARC 7R > —(Z reject EEBRSN TIRESN TLVDRE AL D&, DMARC 7RY)
£ —|Z quarantine, monitor EFEEZRSNTWLBR AL DEL, £1=IZ DMARC 7R —D LR AL DD
1538

IR—R AV FERELR—F BIRULI=R AT IL—T (T IAILNMK [T OT AT 1R AL (Active
Domains)]) &—33 5. BIRL-HB DR AL DEE, LLE D=2, A—F—D B EERDTRTD
BEOFEHAESENTLET,

BHERAI7 BEFA—IDNEDREREINTLEINERTAUTYIR, RAOAT7H 100 R R THNIE,
EELZT R TOEFA—ILH DMARC D reject RIS —TRESNTF=ZEITHYFET, LB DF-DIZER
DEBRAATHARTINET, Chld. I —F—OXRLMEICET I TR TOBEEDEBRRAITETFY
L/T—:E)a)-cs-g_o

DMARC Ay+t— 8B 8 E SN T=HAf D DMARC DA REFERE, LROEOHIZ. 2 —F—DER
EHB DT R TOBEEDENNEENTLNET,

BEEREER . LEICELLEFABLEAYE—DDEIE, RESNTUOVEREDLRASUHABEINT, S5LAY
T—IUDBREINLIICHEDIE. COLRIFETLET . FAMUNRESNT. WENTOVIEIND LSS

BAHE. COLRFIEFLET, EBOEHIC, A—F—DERLMBOITRTOBEDFHYNEENT

WET,

KAAL> DMARC RIS —, LUK : A—H —D 2 AT DMARC RS —DEREIE DS LEFTLTLY
EhETRTIEESN-HMOARE2L—,

SffER A2 R 1—LHRBE RBRESLTLDRA,

COR—=T T, TRTOLR—OHMERRTEETS . RODERLET

LiR—

31AH
6 1A
HRAL (FIRBERTHZRRLEY)

FOENT 2. BEDBFOT 520, ML T —2EEHELBO AR KYLRTIOT —2EEFE

NEBA TR ERDEIIFy—MIRTENET,

108

HEMN3InABLUV 6 1ADEGEE. KT —FRAUMI 1A SDT—4,

HWRBLDGE . & T3 RAVMNMI1 HARDT—RIZHY . ZRK 181 ARIECEIRTEET FRIBE%
B CTLIR—,T—20ERBIBF--BHKVELRTDOBMFIZEET S, EFv— DR LEERIZILUE
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(Since..) IERREN, Fr—rDT—EDRLBVAFNRENET, 4T OR—U LN TL EubE
N ATTIRIEEICDA)EYRENE LN R TIK AR LBHEHEELIEEITY

ERFL, BB BEBDORRE (UTC B ISEHHESNES , CO=8. AO#MBMoRADBERETIE.
ITEITAT Bvoam—RICERTFHNRRINEE A,

Fl=. EFA IS TavILR—tDBEELERBZEDAET, COLKR—IR—DFHFLTEEZRYD21—IILT
BIELTEET, FHEMICOWTIE, TEF AT TV ILR—FDEF I R—=D 121 | ETEFA—ILEZ Ty
GUR—bPDRT D 21— )L R—=D 121 1% SHBL TS,

ITEIT1TBELR—FDERTE

1. [RT—%5RA(Status)] > [T5 €T 1T HEE (Executive Overview)] [(ZBBEILET .

2. FAYTE Y AZ2—m5 [KAL S JL—TF (Domain Group) ] Z&IRLET . [FITA TR AL (Active
Domains)] MTIAHILE DL AT LREA T I —TTT . £f-. FELE=ARR LR AT L —TF
(IDMARC7iL (No DMARC) 1 &) & IR 5 EHTEET,

3. [EE(Submit)1&VIVILET,
COREF AR—TEDTRATOLR—MIBEHESNET
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%aﬁ

TR A 05—3 Ayt—I8

TSUR AT —A Ay—U 8 (BIMD (&, EFA—ILDZEENLI—F —I— 1 MM DMARC FEEEAY

T—UEEBICTSURATERTRTEDSSICTE-HDHLNERIZELTT , EFA—ILDZEEBIL. EEED
RASM DMARC’rﬁrif:(i?ETI‘I'\'J“/ ZRELTVSIEEICOH . EEFEDBIM IS FOI%RRTEE
T, FDAENE, TSUFE4N%E DMARC SREEEBEE T T2 &TT,

DMARC (£ & U SPF & DKIM) EEICL, BIMI 38 RIZR AL D DNS La—FRIZEMEhET , KAV BRETIE,
J—H 20— RIS RENRAE SN TWAT=O . 1 DUEDRACUIZH LT BIMI i REBEICERTEE T,
Cisco M BIMI LaA—KFZHRAFL TR ETH KAV IREFIOTORTEZEFMNIZEELET,

TSR A0 —A Ayt—U 8 A2 T % RFC ILIRTE (2019 F£#(X) | IETF (Internet Engineering Task Force)
TRSIMREEIZHY | https://datatracker.ietf.org/doc/draft—blank—ietf-bimi/ Tind> CEMTEET , KSTREIFLY
Z.BEMOEAMGRRIZE S TWT, TTITEANEATHET , CORSTRTIE, BIMI ADZXLERD &
SIZRELTVET,
FALUFREEIE. DNS BEHTRAMV DI SUR AV r—2 TH—2av a2 0ELET,
RIS, BFA—IDZEEBENAvE—DFRETHE UTOIIICNREBLET,
a. Z{EHIL.DMARC DIEMN. AEDLEAT—3> AU TYIRAPERL TEALIZWLZDH
o)ﬁi E o)nunl—t)(jj ZA’éﬁFﬁ LT, Avyt— /iC-uL. nIEL/i-g_
b. ZEFX. MIETSHBIMILO—RE A0 DT —2RIIDFEA%E DNS [CBELET,

C. %?)‘ }[/&D:lmmjib\nbnl—téhf_b~ X1=%[i?‘/t_7[~/\J9 ’S’LﬂﬂbiTOMUA
(A= NA—H—I—VxUNIE,. COANVT—ZEFERALT. FAMVEENHRT LIS
KA —E3% R TEEXT,

MUA IZ. BBDOR)S—Ea1—HF—A3—TA RIZEDVT BEIZELTISURA VDS —4
#MBLTRRLET,

AV —SREEDGERIEL Y —VREEE A EAEICE - TRIEShFETS,

BIMILa—F®DL 299X

BIMILa—K (7Y —33arLa—R) &, bimi EWSRFITHITRALUIZTFETET S DNS TXT La—KTHY. DNS
RN—ZADF—LaA—KFD tag-value 2 AYDRZHEWNET , BIMILI—FR(, RDET THEREEINET,

¥ By & b
_0)’5"7 [ZHBETT, CD/IN—2300) BIML ER N HEHEEIZTBIC

. fEZ BIMIT [TT B2REAHYET . cDET DIEIL. EFEIC—HT 5
%b\ﬁ)b)iﬂ' EA—HLGWGEEPEELLEWNGS ([, BRGShizL

v= N—3y,  |[BIMI

I—F2ARERBITIVENHYET . URFDRIDZT THILENH
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59 B " e
| [ | [EEER |

INLDAToavid, FEERATEE A a= 2V (X ZHDOFFEITTD
(a= ETB)DEDHLBNRIITTIBELAHYFET

. self |[CPETBEATLavT 3DDEONTNNERYES , TDEZRICTR
BIMI {E $E 4 LEd,

a= EE] e cert
° . e o selfREFATLavilL (BT H#EBLI-EEERL).
o cert: Y—URREEEHIHAEFIET https URL THY. 2D URL %
FRLTAU Oy —42% R TEE T,
e mva:API TURRA2+%3ET hitps URL THY . ZEMSHREFIESR
*BETEET,
COATIXHATTHN, ZOEITETELNFENEREA XV (F/INXED
LITY, BEg)Y—RIL, SVG(RY—FTIL RGE— 557499 R) 77
AIZTBHENHYET, TOIJLIE https THILELHYET,

D249 77 AIVIFLLTFIZERNT ZRBEABHYET,

Eif&!)— y
= B =2 o URL © EXW

~® URL,
* SVG

- B/BEHOER
« OF/R—VEEMOBRICTES T REERET 5
« FERANTRALTAAY

BIMI La—F D4 :
v=BIMI1; a=; I=https://www.mycompany.com/bimi/brandlogo.svg;
BIMILO—F#FEALT EEERT ENTEET  HERFHIIRDEBYTT,

fa)35 LTI DEADEDIFZE . BIMIADSIMERTRMICESLIzCEITBYET, Chik. £
1 ZHBIMILO—FZLARALGBVD LTI RELBRLBYET FEA X BBDOR AN TT I4ILEDA
DO —REFERTEDGEICIE. YITRAMV DS MEEETEET, £f-. 2FZERLI-ELY
AEFERALTAYE—UNRERESNEGE . A=AV D — AR RTENFRA thDELY
AEFERALIZAYE—UTHNIE. EBICRRINET,

NHZRARMBICIES 558 ROKIIZHYET,
v=BIMI1; a=; I=;

BIMILO—FDIUAVIRIIEE T, AXFENXFERFNEINET . EFA—ILDRZEEH(E. BIMILO—FTY
VRAYIRIS—RORNFINLFOIS—NEELTHEETETF A BBADZTDEWNGEIETS—ITHRYE
T o v=RY TIHRESBELLI—FHB ]ED BIMI N—D3 AL v= 425 TIRESLO—FIX. BHET D
ELHYET,
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BIMI 324

BIMIDNS LO—F DR AEICE T HHRBIEIFHE TT A BIM OEEFEICEALTIEIRBELAHYE
T o FAMURBEEIIZEBITTSURAU O —3ERRLTIZLWEBEO CENTEF T, ERICRTRT
BEMESMMIZEENRBIRTEETT . T REZBIRBOAU T —4ERTTHELTEFTT HRE
HIZRDESYTT,
RALURAEEIX. I DULEDRASMUTBIMIIZSMT 2 EETRNEA X T BIHE . TDRA
AVIZDNS TXT La—RZEMLET . ZOE. RKAMUFREZEIIBEEO VLT NHADRASH
HNIDETBAVE—UHFZEELT, RRLTIELLAU DS —4% MUA IZEKRBIZY T AR
LET,
FASURABZEIE.BIM [ZSMLAWNWIEEERTHIELTEET . COBE. FAUMEASE
MTIDIE. BIMI 7 H— 30 La—FE—tARALEWKIICL T, SMOTRNIA( XFER
THIELITTY,
BIMI AH= X LHFREL TS MUA [T, RAMURRBEEMNARLE BIMIAR S —(Z##T B &
SBREDEHERLET, =EL.MUA [TV RA—HF—(ZAREhZ1—HF —( 258 —TxA
AEBRBRMIZHIETEET, £ BIMI 7H—2a>r La—FRIZEESNTWSED LN DR E
AT —R%EERTHIED AV —3EFE o FERALBEWLIELTEET,
BIMILa—FKI(&, THAURLAILR AL DE TFIZHS default._bimi EWLVSRBIDY —VIZABET2HEHLHY
FI =2 E BHIDEAVRLAILR ALY B foo.com THAIEE . TDREAL D BIMI TXT La—FKI&
default._bimifoo.com [ZAREShE T,

BIMI La—KF D {ERK

RAMRETEELTOWARA U (BEUYITRA ) IR L TODHR AL RETBIMI La—KRZ R TS
F9, FAMVRETEELTWAR AU FHERT BHIZIX. [BRTE (Configure) ] > [K AL D E I (Manage
Domains)] IZFEENL . [T RTDK AL (All Domains)] #49')yoLET,

AR &M
o SVG(RT—FTILARYZ—TZT49PR)BRDTZoRATIT7A LR L% (https) URL MNHT Y
T AR BEGIGRTICH A &,
+ EFEA®DURL,
1. [Y—IL(Tools)] > [BIMI] [ZREBILE T,
FAARETEELTVWARASVERIEY ITRASVEAALET,
[#&2% (Look Up) 1 &0 v ILET,
[# LU BIMIL I—K D {E X (Create New BIMI Record) ] #49')vILEY,

[T 52 R<—2 83| F (Brand Mark Identifier) ] DIEZ A DILET . ChILVY—R~DSELIEEH https
URL THY.SVG(RHY—FT I RYB— G S5T499R) T7AIIZTHBBHELHYET, XIZ, EA
(Apply)1 &9V LET,

6. WEIZICT[BIMIEERAZE (BIMI Certificate) ] DEZ A SILET . TNl REEDT=HIZEBETESHEE
BAZEFE =1L API ~ADSE L& https URL TY ., XIZ. B (Apply) 1 22w ILET,

o M DN
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7. [#%17 (Continue)]1 &0V )v o LET,
8. [f8RM1ERKL (Create Instructions)] Z#7vILET,

PREREFA txt DTFARIT7AILAAVE2a—RIF oo O0—KREhFET, BEBAIE. T5OFIEREL-T I+
RO IT7AIIE O O—RBFRIZESTEBYET, COTFAILIZIE EDESEDNS La—FERASIZEN
ThIEEWONZEREHL-IERE, AE—LTREYATT AT EMNTES BIMIIZHRE L TXT La—KAEENET,

BIMI LO—FO#RE

BIMILO—FKIZERT 2557499V I—R( R —S5TIL RGBZ— 55T 099X (SVG) T7AIVIZT 2HELNH
YFEF) & BIMEEREND URLZEETEFT . CNODEDFHMITDONTIE, ITISUR (2T =5 Ay
—THEA | R—2 11015 S BL TS,
1. ['Y—JIL(Tools)]> [BIMI] [CFEEILET .
KA RETEEL, BIMILA—KAHDRAVE T ITRAMEADLET,
[#&% (Look Up)1 &0 v I LET,
[BIMIL3—F D Z = (Modify BIMI Record) ] #4)voL%EY,
WEBRERFMAET,

o [TS52R<T—5#7F (Brand Mark Identifier)] 74— JLKRIZ. SVG 5749 91)Y—X DL IER
URLZAAL. EHA (Apply) 1 &9 ILET,

o [BIMIZEBAZE (BIMI Certificate)] 74— LRI, B EIZISCTEIBAEZEF - IL API TV RRAURAD
https URLZA AL, GERA (Apply) 19y ILET,

o EXHIBRTBIZIE. COT4—ILRZZEADZEEIZL., [ERA (Apply) 1 2y LET,
6. [#t1T (Continue)1 &) vILET,
7. [$BRDYERL (Create Instructions) ] 21w LE T,

PEEFA txt DT X AR TI7AILATVE1—RIE v O—REhFET, BEEFRIE. T59FIEEL-T I+
IWRDIF7AIIE I O—RIEFRIZESTELBYET, COT7AILIZIE, ED LS54 DNS La—FER A UIZENM
FTNIEEWDFREL-IERE AE—LTEEYFTIFAIENTES BIMIIZRBEHRHO TXTLIA—KFAEENTE
ERR

o~ DN

TFSVRR—VEBANFDOTILE2L—

BIMILO—RE#ARALIZL. KAV RERNS TSR =V FN—BDEFA—ILISA TR TEDKSIZ
RZ5METLE2L—TEFET,

[*Y—JL (Tools)] > [BIMI] IZFEBALFE T,

2. RAMURETEELTVWARAMVFEIFY ITRACMUEANLET,

3. [#&%F (Look Up)1 &V v ILET,

4. [BIMIL3—K (BIMIRecord)] I T, BIMI ¥ 57199% 9 )vILET,

—_
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Cisco T BIMILa—F DR TF1245

BIMI(TSUR 40085 —4 Ayt—U#R) LO—K % Cisco ITIRARL=BE . KAV RETBIMILO—FIZ
EEAEZAHLERAMA-ESIC, LO—FANRE, & A DOBENICEHFINET,

Cisco [CL\DTHRASL D BIMI LOA—F#RRARTEET M., FASUH DMARC REF-ITIERIZHAEE
HRE.EBFA—INWDZEEZIIBIMI TSR A—CERTTEEH A

1. ['Y—JL(Tools)]> [BIMI] [ZFEEILET .
2. KAV BZZAALT, |WEDBIMILI—FERTIT M. FiLWLWLa—FEERLET,
3. RO TIZHS [BIMILI—KDZEE (Modify BIMI Record) ] RE2E S I LET,

Create and Manage BIMI records

Usa this tool to lookup your BIMI records or to create new ones
9 Create/Modify Record
Al selected domains will be hosted by Agari
Yo Mot Host BIMI Record @ cis

Brand Mark |dentifier:

A Brand Mark Identifier i the brand logo that appears alongsde authenticated emads in the mbou s and within emails themseives

Select Brand Mask Identiber

BIMI Certificate (optional)

BIMI certficales and a type of pubbc key cedtificale similar 1o the Extended Vabdation (EV) Cediicates thal confim the authenlcity of a websida
Domain DMARC Brand Mask ldentifupr Certficale

NI
CIsCo

+ DNS delegabon complete

4. [BIMIZERAZ (473> ) (BIMI Certificate (optional))] T. [VMCEERAZ 47 vy 70—k (Upload VMC
certificate) ] IRAVEEIRLET . LW A 7O RYIANRKRRTEINET,
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is the brand logo that appears alongside authenticated emails in the inbox list and within emails themselves.

s Verified Mark Certificate x

nal) select verified mark certificate that will be used in emails.
pe ¢ a websits

a Certificate must be a .pem, .crt, .cer, or .key file

® Import certificate from URL

|Enter verified mark certificate URL rtificate

O Upload a certificate

Set as Verified Mark Certificate Cancel

Certifica

URLZEANLTIEBAZEHR A VR—LIzY SEBAEZ D7/ ILELTTYTR—RLIZYTEET,
URL MSEFBAZZ A R—,FBIZIE. 74— ILRIZURLZAALET,

T7AIIVETYTO—K3BIZ1E., [BEBAZE% 7 v 70—k (Upload a certificate) ] Z5&IRLET . FILLVI A7
ARV ZADBD T, AVE2—INST7AIVEERT BN, I7MIWVERSYTTUORROYTLTT YT
O—KTEEY,

Cisco TO) BIMI La—KFDHRAT1 T DELE

> LN

[Y—JL(Tools)] > [BIMI] [(CFEBILET

FASOBZAALT. BED BIMILO—RERTTHH. FILLWLI—FEERLET,
EEDTIZHS [BIMILO—FZZE E (Modify BIMI Record) ] IRAL %9 v ILET,
[Cisco TBIMIL.A—R %R A KL LY (Do Not Host BIMI Record at Cisco)] 241w LET

Create and Manage BIMI records

Use this tool to lookup your BIMI records or to create new ones.

o Create/Modify Record

All selected domains will be hosted by Gisco

Do Not Host BIMI Record @ Cisco |

[#E4T (Continue) 1 %2 vILEY .

RED)IILET,
* Cisco TH—DFRASV DO BIMILO—F#HRRALTDIGEE(X. TDORACDHEIZEH S [iE A (Apply) ]
#9)vILET,
o Cisco TITRTDRALL D BIMI LaA—FEHRAMTBIGEE L. [TRTHEA (Apply A1 E5)voL
EX I
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%gﬁ

EEAVE—SDE=S) Y

BRORDOYIZEFA—IEEET DT RTDR A% reject [TRBATLIZD, FAMREEZHRALTEEEF
A—IVEEZA—TEFT . FAVRETE, BATHATHMISEELEAvE—C LB ORDYIZHEAEEFL
FBFA LA THE BERNBRTHIERBEN AV E—DOESTRNERGSN = AvE—D L AR L
TEET . TD=H. TIUFERIBLEISET HREZRHEL THALTEFT,

BFA—ILNZT09ILR—k

[BEFA—ILEZ 7499 D5 #7 (Analyze Email Traffic) ] R—U(2(E, BFA—I)L TV AT LALIZRIDEL—F1R
T B-HDO—BHEERDOIAMMBYET  FEI—XEFA—IILIAL AT LIZET2EMLELR—ATH
VU, HELUR—KMZIXERDITSTEVANOEANRTEINET,

LiR—hr 2R RLIEZIZIE. RDZENTEET,
o JITDEVIAVIZA—YINEEDLEIE BHEDT—FEENLIRYTTYINRTEINET,
o JS00w9avEDIVITEE. FDT—EY T YR TI I AREBINET,
o YAMDEED) %V )VITEE ZTDT—E3HT YN TI L ZNEBINET,
o TEFA—IISTavILR—FDEF ) R—D 121
o TEBFA—IIITavILR—FDRTDa—)L] R—T 121

{55 FA T REZE L AR —F

FAAAREEIZIE. RIEBFA IS T4V IICET HSFISFLELR—IAESINTUOET,

ROKIF, RRTEDLR—FERLTVET, LIR—ME 3 DDEAT 2R EENFT,
BFA—ILST49ILKR—bDY Rk,

LR—+4 a{E
|[$ﬁ§f§ (The Big Picture) ] |

[DMARC D {t&[A] (What does my DMARC trend look like?) ]
|[DMARC$‘€:‘$§0))“‘J‘E-°)0)MIE7‘55§E (What's happening to messages failing DMARC?) ] |

[SPFEDKIMTDMARCIZE KL TULYS Ayt — (What messages pass DMARC with SPF &
DKIM?)]

[BF A—IL D-1E £ DISP (Which ISPs do I send email to?)] | |
[FASZERTBHIELLTEFA—ILDE|E (How much email using my domains is
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DMARCDIE[F( What does my DMARC trend look like?) EEAE—COE=R YT

LR—4 HiE
|Iegitimate?)] || |
|[{§IEE.|'ﬁE7£-I"B0) (Things I Can Fix)] |
[SPF®D 178 (What are my SPF problems?) ]

[DKIM®D [&] %8 (What are my DKIM problems?)]

[IE YEAyt— MIER (Are any legitimate messages being rejected?) ]

HEHEL TULVRULNIE B3 TR AL > (What legitimate subdomains don’t I know about?) ]
|[Zj—74‘/70)ﬁ'ﬁ (Who is Spoofing Me?)] |
|[7“|:|“J7$1’LT:X7°—74‘/7‘%¥)‘—M/(How much spoofed email am I blocking?) ] || |

[RT—=D4 T ZERAESN TS Y TR AL (What subdomains are being used to spoof
me?)]

[5#7 (Analyze) 1> [BF A— LS5 T0Y% (Email Traffic)] R—UIZld B#IEBFA—IS Ty 22T BHLEKR—
ESFEEBFA IS TV IIZETEALR—FIEYBZ SR ILAHYET (TIHILERTRIE [RE
(Outbound)] T9),

Modify Settings

Inbound

BLR—FDIAIWNE AT AV FRABLT, B ERERESDIOICRITHIIENTEET , ROEHFEEEITT
I
e 1 DDRAVEIFRAY TIL—TDELHR—FETLILE) T LET,

o TREEET IAHIMED 2 BREMNSEBEEET . EEDIURENRF—UADNDDHEIITHTE
F% 90 BEW=t o2& EVNERICHER T D EEHRLF T (AL MFHTEITEESNS=2—X
LE—DT—42%RTT 556, BiEN 2 BREVSDIFETEET),

o AtE—U TN —TOMMNEELELFT (BR. BB, F=EEA),
s REDLR—IDAVvE—OREXEEELET A —HOE2—TRH. HFEDATIIDAvt—
DEEDD (FEBRNT D) EAERTHAIGEELHYFET,

BFA IS T4VILR—bDE 2 —%HhRIRA R T BHEDEMIDONTIL, TEFA—ILIS Ty ILR—
FDERTE 1 R—T 1201FSBLTLIEELY,

RAMNRETEFA IS T OEZE=ZRA—LIBD=IENY THNIE, TTROLKR— 2RI EE. AL
BRE/DCENTEET,
DMARC®) {t&[a] (What does my DMARC trend look like?)

ZDOLR—FTIE, Ayt— D DMARC &/ A EHIZET 52— RZIER A REINET , TRTORAIODT
RTOEEBENODRIEMNEZ L. +RHEEDEFA— /LA DMARC FruIIc&K LBz TE=ET,
ChIZKY, BEZEHE->TEER) D —IZBITTEDLSIZHYET,

FT—ADEZLYT DR TIX, TIHILERFRTHS [DMARCHEF (What does my DMARC trend look
like?)] LIR—FNEHRATY,

COBETIE FAMREADT—AZERTBRAUDHTHLINEGNEEINHY . FNODRALUIZED &
SR NEELHYET,
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B AU DTS

[DMARC % #& (DMARC Pass)] 5l E 1= (& [DMARCA&#& (DMARC Fail) ] Bl WLNFh D)o 9%E9)vI LT,
BEDT—ADFMEBEREERLES,

CDEA—THEEDRAMDY9EI )T BHE EBIRLE-BEZATEEDRAMUICRH>TEELT
WBTRTHDIPTRLADLR—bREREhET,

CORITRENTULSIP PRL A [DMARCE#& (DMARC Pass)] UL o9& 9 wod bE . SIS
EHRTEET,

DMARCA & DAv—MILE K % ( What's happening to messages failing DMARC?)

Modify Settings
Outbound

THE BIG PICTURE

What does my DMARC trend look like?

Sashimibank DMARC Trend Report for Active Domains from March 4 to March 17, 2018

Share Schedule

What does my DMARC
trend look like?
Bl DMARC Fail

B M 10 Mar

DMARC Pass

What's happening to
messages failing DMARC?

Which messages pass
DMARC with SPF & DKIM? -

Which ISPs do | send email

to?

How much email using my 5M
domains is legitimate?

THINGS | CAN FIX 2.5M

What are my SPF
problems?

What are my DKIM 4 Mar

6 Mar
problems?

12 Mar 14 Mar 16 Mar
Are any legitimate D TSEEREEEC e
messages being !’B]SC’(S{YJ 4. Mar 6. Mar 8. Mar 10. Mar 12. Mar 14. Mar 16. Mar—]

Click on a chart section or on a link below to filter details by date, domains or message sources.

What legitimate subdomains
don't | know about?

WHO IS SPOOFING ME

How much spoofed email
am | blocking?

Domains: 'Active Domains' Group
Message Sources: All sources

Date: 14 days starting on 2018-03-04
Displaying all 14 results

Search for Failure Samples on 2018-03-17

What subdomains are being
used to spoof me?

Search within tahle:l:l

Date - DMARC Pass DMARC Pass % DMARC Fail DMARC Fail % Total
2018-03-04 2,923,449 49.47% 2,985,983 50.53% 5,909,432
2018-03-05 4,487,653 59.23% 3,088,653 40.77% 7,576,306

Active Domains %' J)L— ) [DMARC M {t& @] (What does my DMARGC trend look like?)] E 21—

DMARCA & D Avt—I DI 5% (What's happening to
messages failing DMARC?)

DMARC FIuIZBHLEN Iz Ay E—UICBL T, ) RUS—Eb) ZIEBED TV aVIZEL T, B 57
DAV ERITTEET, COEL—FFRALT. FERDAYVE—DEFAR, SEIFLKRFEZEE
(Google. Yahoo, AOL, Microsoft L E) MENLEED KSIZMNBL TSN EFHERLET , SFHlZIEYT
(F. REEDAYVE—DFERA VB THRARSIENTEET,

SPFEDKIMIZ &> TDMARCIZE &L TULNB Avt— (Which
messages pass DMARC with SPF & DKIM?

B, ZOEa1—IZIE, EELI=AYytE— (DMARC IZE48. SPFIZEHE. T-IXMAIZER) DR ALV BT
TRENFET, COE1—%#FHALTEHERAZIRY T, BEFvIICBALTRRAMVTED KBTI Ay
MNeELN-OIEHRTEET,

BT A— LD ELE F DISP (Which ISPs do I send email to?)

COLR—KMIIF FED ISP [ZE2THRESN =T AT AV E—OUNREEHER ISR TENFET
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R A48 931 474558 F »—L0El & (How much email using my domains is legitimate?) REEAE—C =S

Which ISPs do | send email to?

Agari Data, Inc. ISP Breakdown Report for Active Domains using Outbound Data from September 29 to October 12,
2021

Share I Schedule ‘

oo

UnitedHealth Croup

aaaaaaaaaaaaa

amazonses.com | I | 16.858
wmicrosoft [
Yahoo!
paypal ]
Ao |
Bell Canada I

Qatar Airways

Ok 10k 20k 30k 40k 50k 60k 70k 80k 90k 100k 110k 120k 130k 1401

Email Volume

KAA /’éﬁﬁﬁ?'éIE L EBF A—ILDEIE (How much email using my

domains is legitimate?

EHIZHIDEEERIZE, EHEAYE—DEBBAVE—DDEMNEN-ENR A VBN TRENES,

EEGEAYE—DIC li BEBAAUN) (DFY . AFBBFADEFEEVANAD IP TRLAMLFEESN =AY
+— /(DMARC Eet GA%/TA%' ﬁ‘h‘bb?)b‘aihi?’ DMARC nunIEl-A*ﬁ'L/T' %1:%4/“/"')
HMoDAYtE—2 (TD DKIM BEZZRFTHEBEE AV E—DRE) IEENFT,

ERAYE—TE, A——0 IP ERA N SHEESN ., DMARC FEEECEHELEN> - Ay tE—U T,

SPF ) 518 (What are my SPF problems?) . DKIM® [ %8 (What are my
DKIM problems?)

[TSPF ORIREDEFTE | R— 421 ETTDKIM DRFEIREDFTE | R—2 66 THAL TS ESIZ, ThbDLR—t%
ERALT. SPF & U DKIM FRFEDEB RSB OR A VI T A D S MIEREIEY TF THRARBZIENTEE
3—0

IE 75 AvtE—2 DIER (Are any legitimate messages being rejected?)

COLR—FEHALT,. DMARC KL — DB REFTRRESN AV E—UNMEBIRTNEAEIAE
FIETLEYS

UL TULVELIE YAEH TR AL (What Legitimate Subdomains Don’ t
I Know About?)

COLR—IEFEALT, DAY E—VF R ETHOITFERSN TS Y TR AMUERERLES
COEa—b BRI T OMARBEICERLBEL—TY,

CDEI—DHBRICKY.,. EFA—IIDEEITFEREINTWDEAREEDOHIEITSAIEAML DY TRAMUHHA
LMIEBBEENRHYET,
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B AU DTS

Modify Settings

Outbound

TorInt-ATI—24 5% F »—)U How much spoofed email am | blocking?)

What legitimate subdomains don't | know about?
Sashimibank Legitimate Subdomains Report for Active Domains from March 4 to March 17, 2018

Share Schedule

THE BIG PICTURE

What does my DMARC

trend look like?

I DMARC Fail DMARC Pass
What's happening to

messages failing DMARC?

Which messages pass
DMARC with SPF & DKIM?

Which ISPs do | send email

How much email using my
domains is legitimate?

by t himib: m
THINGS | CAN FIX
WhataremySPF~~ news.sas himicar d.com
problems?
What are my DKIM
problems? | secur ity.sashimicar d.com I
Are any legitimate

0Ok 250k 500k 750k 1,000k 1,250k 1,500k 1,750k 2,000k 2,250k 2,500k 2,750k

messages being rejected?
Total volume

What legitimate
subdomains don't | know Register these subdomains in the Agari service to track their DMARC implementation, enable alerts, and receive
about? enhanced reports.

WHO IS SPOOFING ME

How much spoofed email
am | blocking?

What subdomains are being
used to spoof me?

Domains: 'Active Domains' Group
Message Sources: All sources
Date: 14 days starting on 2018-03-04
Displaying all 5 results

BE#ELTLVEWE YA TR ALY (What Legitimate Subdomains Don’ t I know about?)]
Ea1—,

COLR—FDIEHLGHTRAMU(E, RBEHRAMUNIDONTOALR—FENFET,

TOvoINt=RAT—T742 5 BF *—JL (How much spoofed email
aml blocklng’;)

EBERI—ZRETHE ZOLKR—

AT—=22405 Lﬁﬁﬁé

being used to spoof me?

hE 1—THHIARY S — DR S ERETEET .
TWLWBYHTK ALY (What subdomains are

LEROYITRAL U LIR—FERRIZ. COE2—%2FRALT. BFA—IILOREEFRAERALTLVEWNY TR
AR TEE T, DMARC IEE R —IZBITT BEEEITI=OIZ, FAM UV RETH IR ALV EH1E
KA ELTEERLET,

BEFA— IS0 R—FDERE

%Eit(i#ﬁ%%x — LS D199 LR—
— L ERETEET,
1. [BFA—IESTavILR—
4% (Email Traffic)]) DERIDF| T, LR—
(Inbound) ] Z#:EIRLE T,

2. [BXEEZLEE (Modify Settings) ] #7UvwHLET,

3. LIR—HMIELGEEEMZET, FEMIZOVLTIX.ITE
122 1% BL TS,

FERTLTVWSEEICE, REGERAFONDIRIICEDL

k (Email Traffic Reports)] R— ([ #T (Analyze) 1> [EF A—ILFS
rD£EIES) YL, [FE (Outbound)] =1L [FEE

BFA—ILNTTa VI LUR—FERE I R—D
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RT—D4NFERASh TS Y IR A2/ What subdomains are being used to spoof me?) EEAE—COE=R YT
[T7#4JLMZ) Yk (Reset to Defaults)] 9"y L T, hRALEREFHIKRL. LR—FET 74 ILRERTE
IZRLET,
4. [GE{E (Submit)1Z&H)voILET,

BFA—ILS5D49ILR—FDOHEF
[EBFA—ILEST 492 (Email Traffic)] R— ([5#7 (Analyze) ] > [BF A—ILES5T 194 (Email Traffic)]) T, &
DEAAREL—F —LLR— EREFTEET,
1. ZRIDFIT, XETEHLR—LDOE&FTZEIVVILET .
2. RARTLTVWBLR—FEELBILR—IIRBELZIFEEIE LR—FERELET,
a. [BXEZZE (Modify Settings)] #71) v LFET,

b. LIR—FREFEELET . HMICOWLTIK, TEFA—ILLTTavILR—rETE I RRAER—T )
#SHBLTES0Y,

c. [EE (Submit)]EHI)vHLET,
3. [#£HF (Share)1 &9y LET,
4. [58% (To)IFANRETA— LR T LIR—,EZETHI—HF—FEIRLET,

5. [ 5 (Include) ] JRFT, LIR—MIEHIMAEZBIRLET , TIAIMME LR—k~ADY2 VL BF
A— LI {FTEN 5 PDF (Adobe Acrobat) 774 L TY,

6. WEICILT,. BERBEXDAEFEMLET,
7. [A—ILDiE(E (SendEmail)] =4 o LET,

RTT1—LENF=FTRTOLR—bTIE LR—FDEREFIZ. [LR—FERTE D ZEFE (Modify Report Settings)]
[BFA—IIS T4V ILIR—PRE ) RAZER—UF (TR RYIRATERIN TV EEN HIFIN S LIS
SEBELTEEN, 2EAE FAMU DEIERL SPF La—REERT57 0t R & HH BB, LIR—bDEEE
BIF 2= (T RTDRAMU DT R TDEEE) ERITMALRFFIC. LR—FDEHBEEE SR RF—F—
[ZBYRAATEIN—=23 0 DLIR—b (1 DDRAC D 1 DDEER) FEHAMIZXIETEET,

BFA—ILST4vILR— DR 2—)L
[BEFA—ILEZT 197 (Email Traffic)] R—2 ([5347 (Analyze) 1 > [EF A—ILbTT 1Y% (Email Traffic)]) T, E&
LI-FRCTEEDOR A REL—F—ICLR—FEEETALIIRT Da— L TEET,
1. ERIDFIT, ETELR—FDOEFEI)VILET,
2. BERTLTWBLR—IERGEDLR—IDBELIES X, LIR—MEERELET,
a. [BXEZZEE (Modify Settings) 1 7 vILET,

b. LIR—FREZEELFEY, FHMICOVTIE, TEFA—IWIST0vILR—MRE I RFAER—D)
ZSEL TS,

c. [EE (Submit)]ZEVUVILET,
3. [R5 a—)L(Schedule)] &5y LET,
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BEE AT OE=S )T RT—4NLEAENTVEH IR ALA What subdomains are being used to spoof me?)

4. [E1E (Send)] T4— LR T LR—FEWDREETHAERRLET (LAR—MIIRHEFRE DAl 0 BF
[SEESNFET) . ROGFRL TS,

o [BR(Daily)]:LiR—rIBHREEINET,
o [BR (Weekly)]: LIR—MEEIRL-ERIZSEESINET . TIHIILMNEIAEHATY,
o [AX(Monthly)]: LA R—KME BIRLE-BOBIZLIZEESNET, TI24/LMNE 1 BTY,

5. [&8® % (Include)] JART, LIR—MZEHBEBERERIRLET, TIHILME, EFA—ILIZHA SN
% PDF (Adobe Acrobat) 771 JLTY .

6. [FESE (TO)IFAMARETA— LR T LR—FERETHLI—HF—EERLET ., TIAHILMEI R
Da—lLEnfLR—bDERETT

7. [FiE & (Owner)] 74— LR T, LIR—FTEE CTHEIANT IRAN L REL—F—FFBRLET . T4
JLME R D a—ILanf-LR—+DERETT,

8. MEIZELT, LAR—b®D [LHT(Name) ] ZEELET,
9. [R5 < a—)JL(Schedule)] &9 vILET,

AT 1= LENF=FTRTOLKR—FTIE, LAR—FDOEREFIZ, [LAR—FERE D ZE FE (Modify Report
Settings) T EFA— LS T4 VILR—FREI TEATRAIRYIRATERSNTWSEHELAHIFINDIE
[SEELTLESW, F2EZ [ AU D EIERL: SPF LO—RE2ERT 570 REEDH DI, LIR—tD
BEHEERITEN—230 (TRTORA DT RTOEER) 2 TIMAERBIC, LR—FDEHEZE O
AA—F—ITRYRAALEN=230DLR—R (1 DDRAMU D 1 DDEEER) ZEHMICEETEET,

BFA =I5 T749OLR—MERTE

DI AVTIK, HoWBIEEDEFA IS T4y ILR— ERTRTH=HICERZTESHREICDOLNT
HEBALET  E1a—%2FETEHE EFA IS TavILR—FEIBFA—IISTavILR— D EE
(AIDR—)F=FTEFA—IES TV ILR— DA 1—)L] BIDR—D)FTEHEEIFERATEES,

BT B8

LIR—HMZEDHBRAFERELET , RHODEIRL TSN,
[FAS % o [FAL2% JL—T (Domain Group) 1(T7#4ILE) o VAT LRALV T L—F (T 74K
ZIR (Select [XTOTFATRA D) EFFHRBLRAA DT IN—T HEB LR AT IL—T) %8
Domains)] RLET,

o [BE—K AL (Single Domain)], E=A—F BRAMDWLVTNMERIRLET,
LR—F DB ZERELE T, IOSERL T ZELY,

[Ayt— o [&#H (Most Recent) (T 74 LK) . BEMBDDLKR—MEERTENEANLET

kT (TI#4IMF14BTY),
(View » [B{t%iBH (Date Range)], Bt B E# T HEEIRLET,
Messages

from)] LiR—rOEEZE 428 HLYLELT BRI LIETEEZ R A, 2FY. [HHT (Most Recent)] 74—
JLRIZ 428 ZHBADMIBEIIA N TEF L A, Tf=. [BFE5HE (Date Range)] T 428 B &KYHID
BtEBIRTHILEITEEEA,

Ayt—2 |[LR—FTF—3Z2EDLIIT V=TT ENEERLET . BR(TIAIL)  BR(LKR—F
%45 )L—7 |[EEFEAH 30 HLLEDISEITERTRE) . FXAR(LAR—IEEFEA 90 BULDIGEIZFER
1t (Message ||[FTRE) [CLET . FIL—TkIX. FS57ETSTICB I HROMAICERAINES , T—42%5
Grouping) % [[/L—F 1T B E(FE [TV IL—TELIEWNE)  SESFLRLAILB SURETLR—NAR O
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RT—D4NFERASh TS Y IR A2/ What subdomains are being used to spoof me?) EEAE—COE=R YT

BE E L
BRIGAVHANEBLIENTEET AR ERLR—IDIGEE . T2 BRE-IE
BROFvo (2T IN—TITBE ERMNURIZDWTARE A —&YLEBNF-E1—%5

BIENTEET,
LIR—FRDAYE—CHE R ORETHETI I ANIBTEET , AHDBIRL TS
LY,

o [TTA4IF(Default)](TIAILE) :[HRAL (Custom)] FBEIZT IAILEELTRER
nN3dY—R, 747—5 . XU IP 7KL X/CIDR,

o [AARL (Custom)]: ROARRLIAILZADONT NHERIRLET .

404 B BA
LAR—FEHEDY—RIZBRELET  RODEIRL TS,
o [TRTHY—RMS (From All Sources) ] (T I4JILER) : Lik—RIZIE.
FTRTOAYE—UHAEENET,

e [BHDEEFEBAUAUFJAMDS (From Inside My Sender
Inventory)]: LIR—FZIE EEBFBAUARURMIADY—IMED Ay

HENDY— N FTRTEENDIN(TIAILN)  EEBFBAARAUMNADEE
[Ayt—2 [[|R (Specific FEDYRMIBEHIN-E—DEEEILDAVvE—INEENTE
DFIET  |||Sources)1(F ER
(Message  [(|Z4JLk) o [BRDEEFARUR)5HES (From Outside My Sender

Origin)] Inventory)]: LAR—MZIE EEFBAUARURINDY—ZIDED Ay

T—UNFTRTEFENDIN(TIAIL) ( EEFBAORUMINDEE
BDUAMIRBESN-E—DEEENODAVE—UAEENTE
ERS

Ft LIR—D SO TIAT—H IP FRLRAZBRN T H2EDTEET,

(EXRND T+
7—45
(Known
Forwarders) ]
HFED
IP/CIDREE
(Specific
IP/CIDR
Range) ]

LR—FEBEDITAT—H P FRLANSD AyvE—UIZRELET .

LIR—FZHEHEDIP PRLAIP PRLRAEE., £1-(X CDRMNLD Ayt—
IZBRELET . 1 DFEIFEHEH I TRYI>TAALET,

* [Ayt—T% )L—T 1k (Message Grouping) 1 B E X L FDLAR—MIDAERATEET,
+ [DMARCD &[] (What does my DMARC trend look like?) ]
o [DMARCAEH D Avt— DAL A % (What's happening to messages failing DMARC?) ]
» [SPFEDKIMIZ& > TDMARCIZE# L TLYS Ay t— (Which messages pass DMARC with SPF & DKIM?) ]
o [FALLEFRTBEYHHEFA—ILDE|E (How much email using my domains is legitimate?) ]
o [[ELHEAYE—DIER (Are any legitimate messages being rejected?) ]
o [TOvIENn=-RT—T42%49 EF A— )L (How much spoofed email am I blocking?)]
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BEE AT OE=S )T RT—4NLEAENTVEH IR ALA What subdomains are being used to spoof me?)

BEI1—F

RKALARED BB I+—FIZIE. RUF T—42IZED<DMARC QX KIZET MM RTINTT . BE
T—FRDEREFERAT L. LB TILT—EOBROKELEBAEZEETEET,

ZmBI1—F(X. DMARC LYV T ILEYAMZEED=EDTY . BT ILIZIE, LIR—FREBIZESNS
BEOBHRASENTOET ., EERMIZIEK. WITADDRAMUMLEESN-AvE—C0NTHRORAS
UhBEEESNEN LD TSUREAIFNEEN TS AYE—D55, DMARC [IZEE LN DT
AytE— BT BIEER T,

BRI —FE#EHALT. ROZENTEET,

o JAIAEFRALT. KBTIV TILMSEICIP PRLRAPHREN-HBERZRDOITT, —ENDKE
HRETEET,

¢ DMARC [ZRBEILT=AYvE—C D URL EHFETEET,

o APITURRAVIEFEALT. SIEM VR T LAEZEFA—IILT—2EMEICEER TONET,
[(EB74—F (Threat Feed) ] R—CDT—TILIZIE, BEIA—REBZEICUTNURRSNET,

o [k (Count)]: BRI, —FIZ URL W EIZLI-EHK,

o [URI]: Ayt—CHDHRFED URL,

o [FromFAAL2 /BF A—)L1%{E TTIP (From Domain/Email Source IP)]:From A YA —RDK A & F
DEATERTIPTELA,

o [#% (Subject) ]: Ayt—UAvE—[CEENDHR,
« [®&##RE B (Last Reported) |: BRMNRZICHE SN =B T EFZ,

o [#RHiJT (Detected By) : BEDBREAiLX, IRETEESHD: T —FEFA—ILADEBDORER
(Include detected by: threat source in feed emails)] FZREMNEBMZHE-LTLDIEEICOHARTRINE
T FEMICONTIE. TEBIA—REREI A—D 127125 RL T,

(BB J1—F (Threat Feed) ] T—J LD EATIE. KU LTI TROM S URLERLET , LR ALY
ERICHERZDAYE—UIZ—ED URL BEHEIRONEZENHYFET (A2 M (Count) 1 {EAY 2 LA EIZAY
F9)o Fz. ALFAMUERCHE R DAV E—VIZERD URL MR DOMBIELHYET ([FromF AL /E
F A—)JL3E4E TTIP (From Domain/Email Source IP)] 51| & [#44 (Subject) ] BIDEAEEL TLVET ),

BRI —FDERTE
1. [9#7 (Analyze)] > [EBT1—F (Threat Feed)] IZFBEILET,

2. [BB71—F D% E (Configure your Threat Feed)]1 291 voILET,

3. BEIA—FRELERLET, HMICOVTIE, TERI—FREIR—D 12712SBL TS
LY,

4. [T (Done)1Z&9)vILEY,

REA=21—DBDHRITAMAMDT IR

URLZHRTAR)RMZZEFTDE. ZD URLEESD AV E—UNER I —FIZEBMSNAEAYET,
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RT—D4NFERASh TS Y IR A2/ What subdomains are being used to spoof me?) EEAE—COE=R YT

[E% 7 (Configure) 1> [(RT A F) R (Whitelist) ] [(CFBEIL T, BIEZRAEET, CCTIX. ROENTEFET,

o BEIA—KRHRIAN)RNEEET I AV EFERLTERIAN) ARZZEZSINT- URL &, Agari [2&k2THRD
AR AMZEE SN URL AT RTEH SNV RMNERTTEET,

o URLZRIAFJRMIFEFTEMTEET,

BRI71—FDSRITAM) AAD URL D& EF
EBHI1—FD URLYRIMSERE URLEFRT AR RMZBEFTEET,

1. [9#7 (Analyze)] > [BBi 74—k (Threat Feed)] IZFEEILET,

2. [URIFIA®D URLES)vILET,

3. REVIVILET,

o [LIL—FRALDEIZFDH TR AL (..root domain or its subdomains)]: L—rR AL R EEN
TWAHURLEZFTARTHRIANJRMIEERLFET , Chldk. Facebook HEDHBFH—EXR AL D
BEITEIRTEET, facebook.com DT ATD URL ZRTA M) RMZZERT 5D TlEEL. your
company.facebook.com Z R T A M) AMMZB T A EEHEFNOLET,

o [.OTYXFFHZE{IEMET /SR (..exact path, excluding the query string)]: ¥ ® URL DA %77
ARJRMMZEBEEZLET , L. FE DT EIEER URL &/ VR (facebook.com/safestuff 75 &) HY5E L]
THAHZEIFHMNOTNVSEDD ., N TH facebook.com DH B EENTNNEAVE—UEFER
T4—FORRERGLIZWNGEEITEIRTEET,

URL AMERIZEDY  RTA M) ARMIB B EIN-CEATENET,

LY TILDERTR

1. [5#7 (Analyze)] > [BEH > 7 IL (Failure Samples)] IZREILET,

EJES
2. [57#7 (Analyze) 1> [BBL 74— (Threat Feed) ] [(CBEILE T, (144 (Subject) 1 NIZH BV D%ED' )y L
E3 2
1 @ httplluismachado site/aquinasb.php PR USPostalService ticket #2379 P
( 13 http://mteestore.com/untyingh.php ?232554(:‘7(:;5? USPostalService ticket #5977 321;1 it Eg:ﬁic )
11 @ http:/lintastoday.comipeninsulasap.php o 0,253 USPostalService ticket #83624 Syaz DMARG

Z D URL I&. [FromR A > /EF *—)L1%E{E TtIP (From Domain/Email Source IP)] & [{4 4
(Subject)] BARIL 13 E DAY E—VIZRIRENTULET,
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Samples Subject From Timeframe #of IPs
1 USPostalService ticket #5977 USPS <corne@abc25.com> ﬁf;’ul;a” 2 1
. DMARC

Origin Source SBRS SPF DKIM Time
SPF DKIM
® 189.84.159.67 11 o
’v‘ i) -10.0 Fail None Fail Fail 2019-11-22 06:30
SPF Issue:  domain of abc25.com does not designate 189.84.150.67 as permitted sender Share this sample
DKIM Issue: message does not contain a DKIM signature
Mail From Source:
Domain: abc25.com Yahoo!

From: USPS <corne@abc25.com>
Subject:  USPostalService ticket #5977
~ Additional Headers
Received-SPF:  fail (domain of abc25.com does not designate 189.84.159.67 as permitted sender)
Date: Fri, 22 Nov 2019 04:30:10 -0800 (CST)
Message-ID:  <164814.467151.9974.JavaMail.wsadmin@abc25.com>

* URIs (5)
——* hitp://mteestore.com/untyingh.php
http:/lusps.com

http://www.usps.com/
https://reg.usps.com/fargot
https://www.usps.com/global-elements/headerfimages/utility-header/logo-sb.svg

LEHUTILIZIE. EHDO URLAEFENTVNET . ZRELTHRIESNS URL THY . BEL
T4—FRJRMIRREINBEDERLTY , Tt Ayt—IH SPF £1=14 DMARC IZEELA
Motl=Cké . DKIM ZBEOD LN LR TEET,

KBTI DORE

KBS UTILEHRBRAOMOI—F—LEFLT, S HLTELSITENTEET,
1. [9#7 (Analyze)]> [£B&H > T IL (Failure Samples) ] IZFEEILET,
F=1X

1. [2#7 (Analyze)]1> [BEB 74—k (Threat Feed)] IZFEEILE T, [154 (Subject) ] FIRDY %) vy
l/i-g-o

2. REVIVILEY,

o [#£A (Share)[(R—U LRI HEHHRIY)  KBLR—b2EKEHELES . BHOAVE—DN
RHSINTLSIEENHYFTT,

o [COYLTILELLE (Share this sample) JAFTED AvtE—CRHADY D) KBLKR—FRAD %
LI EAvt—UEITERBLET,

3. [LR—F?DFH (Share Report) ] F A 7OT RV IR T, HEICEHDIARTERIRLET,
o [ (Link)I(TIAILFTEIN) : AvtE—ICE8ENTVBREREY VT ILLER—kADYL D,
o [PDFI(TI7#4ILFTEIR) : Avt—U TRt EN =L IR—bE A R L 1= Adobe Acrobat /\—03
Ve
o [CSV]: Ayt—VITTXRRI7AILER THRMASIN =AU RRYYEN—D30DLER—,

o [EMD;EEEIEAE A S (Enter any Additional Notes)]: BB D T4—ILF T, LR—bD
EEICEH>THRGBEHREANTEEY,
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[BE5E: (To)] T4—ILRIZR L TEFA—ILT7RLRZEBME-ITEIBRT A LIETEE A LK
BT ILR—FE, TRTORASAREL—F —ITEESIhET,

4. [A—ILDE(E (SendEmail) 1 &) voLET,

BREIJ1—F&E

1%4E (Resubmit threats
which are seen again

after)]

BE HL:
(BRI —FREEMNTS||BE I —FEREICEDEITEMLET ., COXRTEIETIAHILNTENIZHS
(Enable Threat Feed)] TWET,
BEFREY U TILIZIBEYBRLERTRENS URIZWVDER I/ —RICHZEET 5Hh%E
BELET , AMDBEIRL TS,
o 2:B[(T7AILE)
- 118
[ TERTIHIBEHEE . 358

BRI —FISRBRE (FEAEDHEELARLD) PRE/R/INLURLAZSHESE
NTVWREE. REFIEBRDEBHTIIGBERERITIavEREELGWN =6 H
FNRVDADVWITINERIRT S EEHBOLET  BBDEEALRFTTIHIL

b 2 BREITHATHY., ENETOHAFL ST, BELT I3V ERTTER
MO URL B HEMEINEHRTEFTT . 7V av DRTICH=>T IV VB

THREL., ZYTHEZFRLTVSTAIF VRS —2FRALTVSERICE
FICESTY,

[E SR E (Signal
Strength)]

BB I1—FICEDIEREEELET . RMHZEIRLTES0Y,

o [TRTDOEEEIEIE (Send all threats)]: TS5 RIZHEYTELTLVA URI &
DMARC [ZRBLTWWSBEOMAZESHET . EERENRIELVHEE
DE/ZETT,

o [TSURHEBANFINHDITRTHERZEIEIE (Send all threats with brand
identifiers)]: TSV RHANFNHBD URIDAEESHET,

o [DMARCIZEXBLT=9 R THOEE %1%E(E (Send all DMARC failure threats) ]
(TIHIR) TSURERIFHNHD URIZBRSILET,

[(BHTEEHSH:T1—F
BFA—ILHNDERDH
48 (Include detected by:
threat source in feed
emails)]

[BE 74— (Threat Feed)] 7—7 JLIZ [#&H It (Detected By)] 5|2 R R HME
SMNEIBELET, [#&H It (Detected By)]1 I TlEk. BB I/ —FZEEZEBORE
JRIZH$ELET . DMARC T—4F =X TSURGYTELOVT A ERERICT
BHEMTEET,

[FASARERT AR AR
(23 HURIZBR4Y (Exclude
URIs on the Domain
Protection Whitelist) ]

RASAREIL, BEENDIERR URI/NE—2 D5 O— /N LRI A M) AN E L E
T, COREICEH>T. RTAR) AMIZEFZEINT- URI BN EBIA—FIZRTRTSIND
MESIHMRFYET, 5L/ E—2E— BT B URIBNBEH T —FIZEESING
WESITT BIEEITEIRLET (TI4ILME) .

[(ROARJRMZ&HBHURIE
%4} (Exclude URIs on my
Whitelist) ]

HBORTANIAMIURIZENMTEE T, COFRTEITI>T MBORTARIR
MBS INTz URIDEB I —FRIZRRINENESHNREYET, 5L/
A—2E—HT B URIDEB I —FITEEINGNKIICTHEEITERLET
(TI7AILHME) ,

[SBRSLELMEA REYK

SBRS (&, EFA—ILAYE—CDEETIP FRLARICHTALE 2 T7—30 R0
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RRE L
——— 7 TY,SBRS {ENEH L., -10(RE) N5 +10(FE) TT . X{ETTD SBRS H¥iF
FVNAETHSOURIER |2 L= BLYHREL Ay E—SH SIS URIERINTEET, TI4/LE
#} (Exclude URIs from &% 0 e,

sources with an SBRS
threshold greater than)]

=& EETTD SBRS NIEFEICEEMNEAVE—U N LEELI- URIZERE
T4—FNERTDHEIICTEET,

[BFA—ILZEEIZER
J4—F%3i£{E (Send
Threat Feed to email
recipients) ]

BELEREBICBE I —FADOERZ X ETINEINERELET , H3A
BFA—ILTRLRAOAUIRYYYRMEAALET , COURMIIE, BEI4—F
EFEEZETEDRLIICTETA95IURE —DEFA—ILTRLREZE DS
ELHYET,

ZEDF=H. BFA—ILITA—FAKREIZHKET HAREMENHYET . ChiT BAAD
BEFA-IWTRLATIEGL BEBLEZTIHRICEBOLET .

BFA—ILAvtE—CIZEEDOHD URINEENDZEAHYET, F5LFAYE—
CHERINLFFEITAILZO DA A FE T ILEMDHRTAR) AN ZEEFL TS
LY,

ERI1—RLREFA I AvtE—T:
e 199.255.192.0/22. 199.127.232.0/22. 54.240.0.0/18 DEHEIZHBEETIP
TFELAMNSERSINET,
e Cisco <no-reply@cisco.com> M From "Ny&A —FEFA—)LEFALET,

o [T4—FEFA—ILDH4L : (Subject of feed emails:)] 74—ILFIZIEELT=
HaEFERLEY,

[D4—FEFA—ILITAY
A —From: KAV ZE®H
% (Include header From:
domains in feed emails) ]

URI DI T DAY E—(ZE SN From: AYA —FASVEEB I —FEF
A—ILIZEOBIMNEIDNEERELET , T IAILITITERSNTOER AL

CNIZEY, BRANRELIF AV OBINERSFEONET BEE. COF T3
VERNCTHLEREBOLES L. BRICTHE FALTWSERY—E
AOY—RN\—T4Y—EXTEILTO AN PIT HIHEEREFT,

[D4—FEFA—ILIZHA
%585 (Include Subject:
lines in feed emails)]

URIOHIH T DAY —DICERASIN- B E BRI —REFA—ILIZEDHHIME
SHERELET, TIHIITIHEIRESNWTOERE A,

hizkY. 20t @EmRGElBRAAYE—UICET 2 EMERNBONET, =&
ZIE WTIhOBURIZETNATITS IO THIURINEFN TS EWNST-IERT
T BEX, COFTLavEd\/E T RILEHHOLET, =1L AT S
EFALTLWAEHY—ERDPY—F/IN—FT4H—ERTEEME AR A BT
BIGEEEREET,

[D4—REFA—ILDHH
(Subject of feed emails)]

BRI —FEFA-IIDUHRBEERELET . OLIAvE—DZ TR 0ELT,
BEDIAIVEICEET HHERICEFTY,

FIHILNMETO RV RTFLAXE RS @ Cisco BRI 74—F 1T,

[Ny —FromK A %R
DARJ)ARZZ$%
(Whitelist header From:
domains)]

From AYA —THEDRAMUEZFRALTWAAYytE—CHNIZHA URIZZR I4—
KOS ELMESIHEIRELET . A IREPYYRMIBERER AV BEANTS
EFDRAUD LD AYE—UIZ URI A ENLGEWLNKSIZHRYET,

=X L. FALY emailmycorp.com ZH DK EENEFA—ILEXET B0
[CEALTWSELET  CORAM VIR T BEREEITKRBLIZBE . B3 URL A
BHREFNLIENFBYET, TD=H. HBOBBI+—RTIE
email.mycorp.com MHED AYT—UIZURLEZFEOHHRNKSICTHIEEHENDHLE
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RT—D4NFERASh TS Y IR A2/ What subdomains are being used to spoof me?) EEAE—COE=R YT

B B8

T o COATaVHEREIRL, TEX AT L—ILRIZ email.mycorp.com EA AL TLEEE
LY,

[Internet Identity (IID:
ROV AT LREESH]
FIRIT YN ICE
Bl 7 1—R%3i%1E (Send
threat feed to Internet
Identity (target to provide
IID: 'Cisco, Inc.))]

FAIE IR E—H Internet Identity (IID . IRTE I Infoblox) THBAIBE . CDA
TLavERIRLT. BB I —REFA—IERETHILLL D ICEEER
T4—F#ZFIETEET, TIAILLTIEBERSATOER A,

75—+

Cisco Domain Protection [, IZLDARUMIDWNWTTS—hEERLET 2R E BEAOEIMLRD RS,
HLLWEEFBELTIURGYTEL. BERIDXEZFEDERE, SPF, DKIM, DMARC DELIA—FDEREEL >4
RURTT, LT F—MI&2 T TR TDORAS U DRREERT—RAREHMF T OO ELRFEREF S L
NTEET, ROBEEEITTEET,

o [7S5—FDXRT] REER—T
o [PS—b~ADEERI R—T 131
o [75—FDHREIR—T 132

To5—bDRAT

COREYI TR, FAMRENERTHTARTOTS—MIDOWTHRIALET , 75— DB RIZDWLTH=IC
BETRERNBTLHNIE, BRETS— I ENZTNOHEEICHLTEEINET . FER 10 UTC)IZ, TTD

LiR—rEsREIZ@ITTHRLAR—FDEENEREYET,
75—k B BRETTRE Bl
BEERICEEZEA ARV MNSZITEST- DMARC £&EH>
. Lz |[FTIORD FRIRESHIREHHLEVMEZBIATOEY . &
HUEIE%E&X ’-EEH‘—'F ﬁE ?)‘-)b’fz??X I‘799:'V35T"j: E-U- l‘/\_T’fLL:l%-C
LY ’ SPF DKIM, SR F 754 AV MBI 2E RGN REELTL
« BN | zFamsbYES. COTS—hE. FHTFAITERALL DR
*j'/7°)l/7-—'$l§1 BRI EICEHELET .
BDOADFELTOBRAC DD AvE—ST, TSURDAEY
TS5UKREY TELTHHAREELSHYET, Z5LF=AvE—U &, DMARC 7R
TELTS— ||BE Tl /—11% ESNFERBA COTS5—ME. TSURBYTELD -
~ ZB T D, DMARC SN DT —42% 1 BRI &IZEHMEL =
d—o
HRALEE PR L REFBEAARUNDAEFEINI-H. hAZLZEEED IP &#E
ELTE ‘ ¢ WNEBESNELL,
DKIM La— . R e
FEE #H o IS [|WFTNODRASUIZEET S DKIM La—FAEBEINELT=,
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75—k BB BRETTRE B
. B
(79
T4
a4 R .
DMARC L 42) . BIs WIFNHODRASUIZEEET 5 DMARC LO—KFMWNEEBESIhFEL
j_PEE T:o
- B8R
(B 1N
RA4
)
FEEBAUAVN)ADEEZEDHY—/\—T MARC-DKIM E1=1%
DMARC-SPF [k AT B Avt—CDEIEMN. BED B D KKE
A ITSAM * LEV | kudEETVET . H—N—D 75— B O thir kK
SHFv7 |EH & |=oziZ. BEEOBEOLKNEERELYEDEES 100 /58—
5—F . B BT —SRAVE STV AR EABYET . CDOTS—HS
. 7OT4THETRTORALT D DMARC £ T7—40EFh
TWEY,
#7L0\ DKIM e . BIs WITNHODRASVIZERET HFHLLDKIM LA R DMWY E
L9432 LT,
o LEL
HLLEE |, B |EEEAUAVNIZRLTOEVREED, RAVIZAIT T
%75_}\ 15“9* {EL}‘CL\QE#-O
;Lo | N s gm e g e =
I ke 08 7L FHLWYTIL/OVEEENNRILEEBLEELTLEYS,
SPFLa—F e . Bisk WFNHIDRASIZEEET B SPF La—FR (Ff=l&A429/L—FK)
P NEFEINFELS -,
. LEN BE1BEBICEEFEA AN DN EHDZITEL>T- DMARC
N . B RS TLOR, ERRESNMREHLEMEEBZ T
BEA/ M7 B S P =R SR AL =S LTI o T R AR
L P R S e Tk 3 B
RIEHRYE e L DL/ EEEARKIEEDIP PRLREZFEHELTEELEAY
Jovy t—UhREEINZEL =,
T7o—rDOER

1. [RT—2RX(Status)] > [7T— (Alerts)] IZTBBEILET,

MIH—SN T RTDTS—MSTIHILARRIZURMENET
- B 158
- TRTOFAY
s IRTDTF—r 34T
FI—rDURNETALIMBTEES
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F—HURS D21V EEA—TDE=R)Y

7S5—M)ARD T4 LR 0E

1. P3—RARNETAIVZNET HIGEEF. RO LEAIZHEIRDOWITNHDT4—IILREEEL. [E1T(Go)]

D)L TIAILEEERALET .
From: [2018-08-02 | To: [2018-08-09 | 1 4
All Domains * 2 All Alert Types % 3 m
T73—hk241L5 A

FOAIMNE. REOBMAD 1 BEEITT ., 2FY. K THIZREDOA AT, BEAIXIR
1-EsEekTH EPBMAO 1 ERMOBMTY,

WIFNHDIT4—ILEES )L T BB ZEEIEKRTRIZAH O BE:&IRLET,
FIHILMNE [T RTOR AL (All Domains)] TI,

T4—ILERES)YILT1I DULED VAT LEITHRBLRA VT I —THERIRL,
DT IV—TIZFRBT BARA DT S—rDHM) AR EH INDLSIZLET,

1 DULEDVARATLFEIFAREILRAM DG IN—TEEIRTHEEIE. [TRTORA(Y
(All Domains) ] B ZHIR T D2LENH D EITEELTESL, F5LAELE FAMUEF
EIIBIEFHEZIAMDTRTORAMUDTS5— MR TLET .

TIHILNE [FTRTDTS—M2AT (All Alert Types)] T,

T4—ILERES)YILT A DULEDTS— A TEERL. TDRATDT7 53— DHH
YAMZE&EHINZELSIZLET,

12UEDT7S—RATE#RBIRLI-B AL, [TRTDT7S5—R24 7 (Al Alert Types)] I8
BEHIBRTADELAHDAZEITTELTLEEN, F5LE N RAMUREI S IEHmESUR
FRDIFTRTOT7SI—MATDTS—FERTLET,
BEDT7S5—FDEAALTT—ITILADZYUTET7I3—FDAHERTLIZY EFEDR A
4:1D E1-[ZR A AVEAALTT—TILADZYTERAM DT RTDTS—rERRLEEYTEET,

XFEANT BV, T—TIVADEE AT ILINEBSNET,

2 KA T I—T

3:75—h347

TS5—h~D2EH

FAAURETTI—PERTTEIRDYIC, FI—FATICBEFETEFT . 73— MATIBETHE. ZD7
S—REAT DT S—bDMA—ENZ U, TS FDRABINERHEIN-EFA—ILHEEFT,

1. [RT—%5RX(Status)] > [7T5—k (Alerts) ] ITBBEILET,
2. [&$}0) B (Manage My Subscriptions)] #49)v o L% T,
3. BRITEITI—MATDRSAFEHBIBELET  ERNBIIEBMNIREINET,

75— D EFRERR

1. [RT—5X (Status)]> [75—k (Alerts)] ITREEILF T,
2. [& %0 B (Manage My Subscriptions)] Z21)voLEYd,
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REEA—COES)ST F—+REA S

3. BRAERTDITI—MATDRIAFEEIZBBLET  EIRANREBBMICREFESNET,

F75—rD&E
HBEEED—LER DAY —DANT I ERETEET,
TIURBYSTELENRALEEBERERCT R TDT 53— AT T RAM T I—TERNTEFT,

AR RNAD  AVITSANSOF v 73— FILWEEBT7S—M BRR/SMIDET5—M3A4TIC
£, 75—FLEWMEZRET HEETEET,

TI—hMATDEREEERT HESITTRNBETYT,

« BINIRRTREAM DT V=T EBIRT DEHEE X CDEAT DTS- FERTTDRENHHE A
MITN—TITEFENTWVENZEEHRL TSN BEMGWMEE L. TATOR AT =TT
RASDEREFRLIZSA T, FAMV T LT ERIL TSN,

o LEWMEIZEST, 75— FDREHRITHENHBENESIITL TS, F2EAL LELMEANESTE
LTI EEBLERSN, HABNBELGTS—FEREIBENLHYET , Ff=. LEWMENK
EYEDE AN DEGRRTT S— M ERSNG NI REENHYES

To—bEBRETBICIF. ROFIREETLET .
1. [RT—8RA(Status)]> [75—h (Alerts) ] [CBEILF T,
[R#D 75— E O E I (Manage Organization Alert Settings)] £y ILET,
[75—b2A4TDERTE (Alert Type Settings) 1 2T E# 09 ILET,
T5—b247D [(LELMEL) B9 D#RE (Edit (Threshold and) Exceptions)] 299w LET,

DEGEBREMAFET, FMICOVTIE UTDI7S5—bREA TV ar 10 avESsBLTES
LY,

6. [{RTE(Save)]ZV)voILET,
Fo—hrREAT 3y

BETEDTI— AT THNIE. BINIRIDS 1 DULDRA T I —TEBRHNTEET, — 8 D7
F—REATTIE A DULDRASV T L—TITHLTLEWMEZE R T HIELTEET,

FISI R~

BINVZRRDEA T IN—TIZBT DR AR L TIE, TS5— DRI A —ShFEE A,

(B4 BK AL 4" )L—F (Domain groups to exclude)] 74— LK T, Z4—ILFRAZES) oL, KAy IEHY
JARDS 1 DUEDVRTFLERIEFARBLEA DT IL—TEEIRLET,

[F RTORALL (Al Domains) ] BBIRLAENTHEEN, BIRT BE. TRTORAUAREDTF—R AT
AEBAEN, ZDIATDTS— A H—SNECHYET,

LELME

LELME(TIA4ILME 100)Z A AL, [KAL24 JL—T (Domain Groups)] 4—ILERZES ) yoL ., KOYTH
VRS 1 DU EDRALL T IL—TEEIRLET,

o > N
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EEA—D eSS

[AlDLZELMEZIESD (+ Add another threshold) 1 #2')wH LT, E5IZHD R AL T IL—TDLEMEZEBMLE

—d—ﬂ

HE7>—FEROER

BT RTORAMVREL Y —([TOVWTERZER (BRE SV BREMBIR) TSI ABEEED—ILE
Fo1—H—0HN. BBLNILTEREEELTT.

1.

[RT—A R (Status)] > [75—h (Alerts) ] [(CREEILET .

2. D7 S5—MERTE D EE (Manage Organization Alert Settings)] Z22')voLET,

3. [T RS54 /3(Subscribers)] 7% )y LET,

4. WVTHOA—HY—TH. 75— MATRSAEERIZHIVITEE. TDL—HF—DNFDTIT—MIZEHS
N.TS5—hIATRSAZEEIZDIvITRE. FDA—HF—NFDT7S5—IIOEFBBRINET, EIR
RAEIXBEFMNICREINET,

9 »
RAL T V—TF

FAAVRETIE, DRI A R ATRELGHETR A ET IL—TEL, Z5LIR AT I —T 2R GEe KR THER
TEFY . EAK 1 DDOEFIDFIAET 5 EDR ANV ETEDTER T ILENHDGEENHYET KA
VERAICE ST N—TITBE T =TSN R ANV EERLTEEEEDH D ENTE, SRDR ALY
[ZEBVARMEFERTBEYL EENBBITAYES  FAMU T V=TI FAMAREIZERT B ERIL DR
NEHEI—ILTY,

RAL D ERAL T IL—T (&, [E%TE (Configure)] > [F AL > D EIE (Manage Domains) ] R—C TEELET,
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B AU DTS

All Domains

Active Domains
Defensive Domains
Monitar Pelicy
Quarantine Policy
Reject Policy

No DMARC

Third Party

DMARC Hosted by Agari
SPF Hosted by Agari
DKIM Hosted by Agari

Primary Domains

Bank group
Cards
Checking/Savings
Events

HR

Marketing
Mortgage

Personal Wealth
Management

Add New Group

Manage your Domains

Edit or delete domains, create Custom Domain Groups, add or remove domains from Custom Domain Groups.

Search Domains

LSRN N N NI Y VA S VR UL VR VR S UL SN 4

RAL T I—TDR—= DI

All of the verified domains that you have access to in your organizalion

F—+REA S

A Manage ¥ | & Edit 7 | = Add to Domain Group ™ ‘ W ‘

Domain

agaribank.com

alerts sashimibank.com
anthony.com.au
cheese.sashimibank.com
corp.sashimibank.com
corp.sashimisavings.com
ibd.sashimibank.com
jobs.sashimibank.com
mortgage.sashimibank.com
offers.sashimibank.com
pwm.sashimibank.com
sashimibank.com
sashimicard.com
sashimisavings.com
sochi.sashimibank.com

tuna.sashimibank.com

DMARC

No DMARC
Reject

No DMARC
Reject
Quarantine
Reject
Reject
Monitor
DMARC Error
Monitor
Monitor
Monitor

No DMARC
Reject
Reject

Monitor

DMARC Hosled

No

No

Date Added
2014-02-13
2014-02-14
2017-02-08
2019-05-16
2014-02-14
2019-03-29
2014-02-24
2014-02-14
2014-02-14
2014-02-14
2014-02-14
2014-02-13
2014-02-13
2019-03-01
2014-02-24
2014-02-24

COR=T T TRTDTITATRAM B EUBFHE AN VL, KAV D EERDHRZLEAY
W—TEEFL. KAV A—F—ADTIEREEETHIENTEET,

SRATFLRA T N—T

VATLRA T N—T &, ERERSIN=HBRAMATIITHY . RELT IR TESEH. KAV
BEOREITRIBET , VATLRAMUT =T, BIMICHERSNET . BEDVRATLLAILORA
AT N—TDIEMZ ARBLT IN—TEBMTEET, EX L THEERY— 1T IL—T(E., RN
@ .DMARC HEBRI L —FH DT RTORAMUNEENET, Cisco NA—HF—DFALCDNT AN T
DMARC #EBERY—FRE T DL ZORAMVIEZBEIMICIERRID— 1T L—T DA N—IZRYFET,

DT IV—TDORADEME:IFRIBROI=-OIC1I—F—([XALTILENHYFEE A,

RASITEHD—ZDTIWN—TIZETBENTEET,

(7 OT4T IRA D ETRRENIR A2 [BhfEIEL T —% (Mark as Defensive) ] A& IREN TULVELRY . KAA
VNIETTOT4TIERGEINFET, BIHE AL &L, A— )L 7O—DEE T TN TRV ALV TT,

Y—RN\—T1: b —OREBELGEDHN T TATADEET HNAIUTY,
F—LY—N—LL  BEFLERFOR—LY—IR— I FYT THREERIEN>FF AT,
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HRBLREA T N—T

HRBLRA DG IN—TEFRTIE FAMCDTIN—TEERLTI—o70—% KV #EL) BB EHEMNT
FFET LA LORDBITIE, TCards IKAL TYEE T S F — L&l Checking/Savings IKALV TIE%ET S

F—LERANTEIENTEET KAV ET =TT EE TIL—TILESNIzFA( V& FRTHILET, 3
DRAVIZEKBVRNEFERTE5EYE EENRBIBYES . Fo. —F—TFh I MEERTHEIC. ZD
A—HF—DMIDR AV ERTTELRNESICHIRB T HEETEET,

KA T IL—F DB

© ®© N4 o g > w

. [E%E (Configure)]> [F A > D EE (Manage Domains) ] IZBEILET,

EEA—D eSS

[BRBLE A% )L—T (Custom Domain Groups)] JARD FE T, [FILLWR AT IL—TFE N (Add

New Domain Groups)] &9')vILEY

HLLWRAY TIL—TO&RIEANLET,

Enter ¥—Z#LEY,
FAAUMNEERTOBR AT L—TEERLET,

1 DU EDRASUEREIRLET,

[FAL2 % )L—TF 23800 (Add to Domain Group)] #2)voLET,
ERLIZR AT L —TERIRLET

LEA (Apply) 1% 2y ILEY,

FALT L—TF DHIER

. [E%%E (Configure)] > [F A > D E 2 (Manage Domains) ] IZFBEILET,

FRALEWARZLREAS T IL—TIZROYRDA—YILEEHEET,
CHEDTAAVEIIOLTT IIL—TEHIBRLET,
[OKI &9 L THERLET,

W= ABIBRLIZAR R LR A VT V=TI ETXTTEFE A,
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) 10 =
BEAVE—SDE=S) Y

7%&1{E DMARC Al {8{bZEIRT B5=OIZI1F. Agari o H—HAIBETY, ChEFERALT. BB O EFA—ILAM—
LPSAYtE— T EDIEREUNEL . Agari 75IRIZTL AN IEHRZEJL—LT. DMARC {8 E£HLET,

o —IZIX KD 2 DDAV RM—ILA T avhibYET,

Agari RATYR Bt Y — [FEAEDEERICHRINGF T a0 T RRATYREEUH—(F, BEIMIZR
TN EN  HEFESNET, Agari (T, BRIICEESNDIRELIIVRTEUH—EHRRAMNFETS,

FAUTLEIR Y — oY=k AV TLIRICEREATEE T, CNIF—HRIC, B Cisco T4y JTh
)1 — a3 & FERALTLNTHBIZ Exchange —/\—ZZEZTL TV IESICOAHEINDIEZETT .
[ A= LR T DELIZE Y —FEBEL- AN BENENKGEDI-HTY, fzfZL. &S DMARC [ZIZLEH
YERA FUTLEIR Y —FRANT 58 BFHAF AR5 ((THEEAYE—DDE=2)UYT )
EDEH—DAUREZREBATRAIZEHL, A—ILDBERNKE =0t —2FHTEMTIHEN
HYFET,

L. BIE DMARC LUt H—tyb 7y T E# BT HHADTIEICDOLTIE, Agari DY R—KZHRL
EHELFESLY,

7= 1€ DMARC AIfRiLZF 295

RALRETIE. RD 2 DODIGFF CIDEREDA L EA TEPYBZDHENTEET,

o [FAAL> (Domains)] R—T M [EZ W (Diagnostics)]:

Inbound

Fiter Kesulls

COYYBEZT, [FAL> (Domains)] YRR TDEEA—ILEREA—ILDRRENTILLET

o [BEFA—ILEST 1Y% (Email Traffic)] R— 0 [547 (Analyze) ]
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BEAE—DOESY

Modify Settings

() Inbound

COYYBERAT, BEAIEREA—LDITORTEN ILLET,
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=

» 11 =

FAUREOEEICT, BREDER. HMBNDTIT(ETDHER. HBNOR A REL—HF—DE
BILRENHYET,

HBEEED—ILERO>TL\AIBRICOH, B ENEE. BERIABORT. BLUP1—HF—DEEETIZ

ENTEET,

HREE

[(REZ ##8 D &E 2 (Manage customer organizations) ] R—U CHBREEEELET, CC Tl XOATIVIZS
MR EEBRLED,

o EIR

o R

. :|_—'|j£—

Thovk

HHBER EERET HI2I1L. [T (Admin)] > [#B# (Organization) ] ICFEBIL . [#E#E D EE M DR EE (Edit
Organization Details)] &9 vILEY,

HBEEEO—LEF >TSS EICOA, MR EEEETEFTT,

B 467
&=
[%ﬂ%ﬁﬁ% %ﬂ%ﬁ 2 — BE RS 7!-~E b [ — —_ == § B = —_ —_
(Orgomization |[EMOER, SHUE, BFEIEHSLAMIELTRAT DERAS BT RASNES
Name)] BBELTEITHESIL., Cisco HEFIZEELESHhELEELY,
[éétn i;'z % — BT T BT B0, BYREShIERE DRSNS —BEOXTHTE, C0
Namey)] B F(E VRTFLICESTHEASN . COlCOAFRINES, ChIETETEEEA,
HiZI_EHEDOT7 ) r—32 URL O —ER, dmp.cisco.com DHITRALLTY,
[HITRASLY \ ) :
(Subdomain)] [[CPEEZET B8 X+ HITEELTUEEN, FAILREDYLY . TvoR—0. BEUE
DIDEGEI BT A AEEEABHYET .
[(fz tEion BEAER SN BB RENET. D £5Yvsd 2L BHEME UTCREHRE
Date)] B AIYBHYET,
CDIA—ILREFERT BE. MGICET AERMEZORES & HALNERTRLILMEHRE S
GEER (Notes) || R CIRMTEE T, CCIZAALERAIL. EEBROED1I—F—Th, MR TER—S%
BV L CRRENET,
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o 307
S
TELEE
ﬁiﬁy o THEND LA BRT 5. BEAEICET MO A bR TR TEOI—F—h

Administrative

Cisco MoR{ETHIEITHYET,

Contact) ]
BANFBAEER (P ZRIEFTHH, Avt—DPEELR—EDSHIBRLI=3Z TRASREIZR
BIEINERELET . REERLET,
o [FIATEEILT RTHT—2%ULE (Collect All Available Data) (T 74 LK)
o [EESNT=T—4% L& (Modified Data Collection) ]
[ZTEIN =T —2%UNE (Modified Data Collection)] #:8IRL1=15E . TR THEZELHR—I
— HRDEFANEYBERMI N, REFSN T BAETELHYET,
[F—42aLy
avmR) o — o Ayt—TEX
(Data o — O
. o Ayt—URNIZEENS URL
Collection
Policy)] o BEDAYE—T4—ILK
CNBIZPIAEENSBEO, PIAIA—RESNTHINILHLWNVBEAELRHE-H. Chicxs
2IZHIBRLTHD, Avt—CEBELR—IMR AN REICREEFINET , COT—EHLNE
B.URLRLYRIA—RHRERA U RED —ERDHBENHRIE THEATELSATHEE N BHY
9,
[(FIFATTEE T RTHOT—2%UVE (Collect All Available Data)] Z5&IRd B&. KA RETIE
HEADZEEFEFHL—F —DHNT—RIZTIERTESLLSITHYET,
DKIM TS5—# #IWrd B2, DKIM La—KIZ v= BTG THERTEINEINETRELET,
FBIRLIGE . KAC O DKIM La—KIZIE v= BHEEM L RO KSIZHYET,
o DKIM DEXLGMEBED) AMZEBEMERED) AMMZH, DKIM LO—FAEEINEE
Ao
[ AL BT B o DKIMLaO—FI&. BMLEF—DVAMIEHINSLIITHYET,
%fﬁ—ﬁﬁ KAA> O [DKIME— (DKIM Key)] 74 ESY v L1=18E,
Ignore
non— Flzov= BEDORENRACTRELI-HE— D DKIM T5—THAHHE L. KAC D [DKIM
actionable F—(DKIMKey) ] ZAAV DIEIZIS—A 07— (O DRIRSINFEE A,
errors)] DKIM D 1Lk (https://www.ietf.org/rfc/rfc6376.txt) IZIE v= BHENNBNDEBETHHEEZER =N
TWET A, DKIM LO—FIZ v= B E{TH, DKIM [FERBLFEE A, Cisco TIL DKIM LO—
RERSIBICTDERRICHSZEEHRLTLVET A, FAS2 D DKIM LO—FRIZ7 VA TERLY
BE.DKIMLaO—FDEHFHIFDHTLEBRSHETEHYFEFA. EETIHRAS D DKIM L
O—K% Cisco IZTRART BL512F5& ([MTCisco TAH DKIM LaA—KDHRATFA44 1 R—2 65
#ZM) DKIMLa—FOEHFRABZIZHYET,
A—H—=TFhHUMRE
[ LA A—H—DRASNREICT I RT BIEEIIA—F—R T THUSRT—RH AN T EZRE
S (Single NHEIMNESHP, A—F—DBRFORAEFERATEEINEINERELET, FMICDO1T
&%mm]g (& [TV TS A2A (8S0) 1 R—2 14918 S UTTHBD LT LS (A OB

R—T 15015 BLTLIEE0Y,
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ggl
fil

g&

BA

A—H—DBRANREIZH A AV L E=FEFICTELRMEZEZRELE T, CNEBEFLL. BEM
[SHAVTIOET, T4 4 BERITY,

BEOJAT7DHELRRLET . ROGEFERL TS,

expiration) ]

[yiarn

7T o [#B%f (Relative) 1(T 74 ILR) [y ar T U T4T 1504 47 (Session Inactivity

545472 Logoff) ] IZERESNT-HAIRNIC FAALRETT VavhiMThhniEn e BEIMNIZAT A

(Session ILET,

Inactivity o [#&%f (Absolute)]: AT A &IZ [y ar DN IET U T4T 712504 47 (Session Inactivity

Logoff)] Logofd)] IR EEN-HIRMM BB &, BEMICOTATLET, DFY, [Eyiarh
ET7 T4 150%5 71T (Session Inactivity Logoff) ] Do OvH (., OF 4 VB ZEAIAS
n.A—Y =703 % To>THEEYRSNFER A, COREITTHE. —H—H17
93 ETH>TWARFIZAT A TT S REENHYET,

VAV Sy El N0))

ASEAR A—H—NRIZHLWART—FEBIRTLETOEMZRELES . T I4ILME L

(Password (Never)] T9,

(BT A2ET
KD EK[E
# (Maximum
failed login
attempts)]

A—H—AOTAUITKBMTEIEHERELET . COABERZ DL, OvITIRESN HL
WTFIOTAR—=2aV ) o hE R ETEIRENHBYET . ATV DETEFIBRLALME S (X, [
%1 (Disable)] Z:#RLE T, T 74 /ILMEIL 5 T,

[/SRT—F7R

TR TE 1 R—2138TAY A VN RAT—RF DA NZWAIZLI-5E (JESSO) ., /XA —
FOBEHSORNEHERELET,

A—H—DROD/IRT—RFEHEEETHI5EE. BEHICHIGLI-EZAALET,
o RINE(TIHIE:5)
o KXFDHR/N(TIAILE:0)

) —
(Password o INXFEDFHE/NK(TIAILL:0)
Policy)] o S EKFUN) OR/I(TIAILE:0)
s BEDOZR/NK(TIAILE:0)
Federal Risk and Authorization Management Program (FedRAMP) 7Ot XIZ&Y  KAS U {RiE
A—H—HABED/INRT—RZEETIHEEC, FOI—F—HLENZERALTL =24 BD /N
AT—RFOWFTNIZEEETEE A,
E;F;:;f;@7 RAARERECAST VLR TESNERES LUHIBLET,
A HI1E
(IP-Based X1 T4ERIET B2, A—F—NEBLEBFED IP FRLRA YD LD HR AL AR
Access BICTVERTDESIITHRETEES 1 DLULEDIP PRLREIL CIDRTOYIERR—RFE
Contr0|)] T:[iﬁDV—GlzﬂjﬁfkjjbiTo

[BEE#B%8t 7 T E T« (Audit Organization Activity) ] U2 9% 9w 5L, A—H—DOT A /A5 7ok
PEREDEELEDERM L IRSN AR DEEN T ERRCTEET FHMICOLTIXK, THEBT7ITA(E
TADRTI RDR—) 1ZSBLTEESL,
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EE AL BF

AV REIL ABROIT R TOT7ITIETAEXEL TR T 51O CHEMLERIIME/ERLE
T, MBEEBANDR LI ——DEADTITAIETADTRT, HILWEBIZ [FITAET405 DELE (Audit the
activity log) ] R—UIZYRRENE T VRRTIX, PAAVEFERALTTITAETADRATERFELTVET,

7L POT1ET1DATIY)

= A—H—D FALARE BREFIER AR EN
DB H A4 L= EETLET .

o AN RARE BRE IR A RER
DN DY AT IR EERLET,
1—HF—RaA—H—THI R RE. £1-

8 FHIRLI=C&. HBNELRT LAIRIEEFL
=2 &FRLET,

KA REL—F—h. T=ERALEEET S
SRFLIZEST, KA TR, fRE. Bl £
I ZDMDT oA REFENF-CEERLE

- 4, 2507 avIc T A ERLHNIEY R R
ENET . FERE A DR— LY —N—FE
FI DL, UFTDR—LH—N—EHLNR—L
H—NN—OEANEEOYIZRFEINET,

/> A —H—pEEEICHLTHER. RE. IR, £1-
FZOMDTHLavEEFLECEERLET,

B A ALHR—FJITANEER L -cEE R L
7,

A—HF—RRAL T L—T U THERL. fRE.
= Bk, £ X Z DO T LAV EEFLECEETR
Lij-o

O EEBEDAURUNIPNERSN-CEERLET,
d—H—H Cisco H—E X3 (TOS) IZRIET

& 3 MESREETETIHE ABLRILDOTY
FAETAEEFLECEERLET,

BB 79T ETLADRT
RASRE L, HBRDT RTOTITAETAEXZIL L TRITT 2= F TR ER TN EERLE

ERS
DT ITAETAZRERTAICIE, B EEEO—/ILHABLETT,
1. [BE¥# (Manage)]> [#8# (Organizations)] [CFEEILET .
2. [BEE BT VT 1E T+ (Audit Organization Activity) ] 49') v LET,
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g HI)A—

FAORERBROTRTOTITAETAD . FHLWBIZURMENES  YRRTIE, PAAVEFERALTT
DTAETADIATEFFELTVET  F#EMIC OV T, ITEEIR FTOR—2) 125 BLTZEN, A

TOREBEELVERAAZEDFEMRICOVTIE R—CDEEIZHD [NILT (Help) 1) &I oL TS
L\o

[CSVEHS > O—K (Download CSV)]1 91w IL T, AL NRED BT AR N TR TESiSNnT=
AREAUTRYIYE(CSV) TF AN I7AILELTE D O—RLET,

BT ITI1ET1 DR

HBOTITIETADYRMERRLTNSEEIZ, YRAMIEZRETHELTEET . RO 2 DOBREZ(T
EREATEEY,

« BHTFAMRER Web RRIVOVERULL BFBEZANTHE TORAEIMRRSN ., ROoMNn(E
BRUEENFET, 2EA . A —RZANLT. BBRNTOEDLI—HF—DT7ITIETADHER
TTEFEY,

e VINF—RHEDF—T—FEAALT YRMERHREDT 7L avITRYRATENTEET . 12EX
(E. LAR—FIIZRDMEREN BT, ELVSEARTY,

9T F—

BEICE L. VTV X —ELRFR AV REDERMICL>TEMENSIERDIETY  SFEEFELA TV
IRTHY. FYrOTHREDBSCIELTEET . VTV X —TRIBFEDA T IMIRT BTV avETE
BRI DD BERIA—INTITVF—ZFEATHEEE. BICEDHIIC action: ZHFFET

FEAEDITIF—ATOIME, BADER. B MEEHAEDOE DI ENTEEY  KIMTHIZED
ETCRUDI7Z72avmblRIZELSINVEZEDTY , —#OF—TIE, BV OMBFAZFERATEEY .

BER KL action:object[.verb] TT,

DFY, action: [FWHZBET, TDRITAT O VMEERITET ( DRICEAR—REANF R A T T3> T
Fob Q) EBRBERAERRITHENTEETT ),

R, FTRTOIT)F—%RLET,

bimi_record_source

BMOEE L

SBA:BIMI(TTISUR A0 —4 Ayt—D8R ) R—2 110125 B) La—RITmAoh-E &,

Bl : action:bimi_record_source.create & FE 3 b & . FEERIZI123 Inc. (admin@123.com) created the BIMI record
123.com I MEENDIIENHYET,

dkim_record_source
SBIOENEE AL
25188 : DKIM ([ TDomainKeys Identified Mail (DKIM) | R—< 58 | %S B)La—RIZMzoh=ZHE,

5l : action:dkim_record_source.update R H&. FERIZN123 Inc. (admin@123.com) updated the DKIM
record abc123.comIPNEENBZENBHYET,

domain

BINORE L
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BB FASVLO—RIZMAONI-ER,

Il action:domain.destroy R R 5 &, FERIZM123, Inc. (admin@123.com) deleted the domain ABC123.com | AV &
FNDERHYET

domain_sender

EBMOBYER: L

BB X EFERBELI—FICMAONIERE, COATOVTIME EEBDPRAMUICRHLTEBINSEERES
nERBHLBRYESNDLHIBRESNET, BEMETORRIZKLBHBHIETTN, A—HF—IERASVDEEEEF
BTRETEEY, T A EBEFHTRBEL VB A X, TOERRBEFHTRMYHET EATEEY . Ch
(X, B SPF LO—FZERAN TWAERICEZELEREFLET . F AV /EBEEDIT R TOEFRNFEH TR
BIhdhoTI,

9l : action:domain_sender.create Z1RFE T D&, FEER(ZM123, Inc. automatically created the domain sender
#<{DomainSender:hash> |INEENZ_ENHYET,

domain_set
BIMOEYER: add_domains, remove_domains
RO RAS T IW—TFTTEA T =T | R—=D 13315 B B) La—FIZMALh=EE,

5l : action:domain_set.remove_domains #1& R T H&. FERIZM123, Inc. (admin@123.com) modified the domain group
third party IR & ENB_ELHYFET,

organization
BIMOBIFE: accept_agreement., reject_agreement. add_netblock_source. remove_netblock_source
SREA B ERE-IIEREICMASAI-EE,

R T O av EWET VAV FRAGRSHAR. DFEVS THRBEF BB TOAERTEINET /a0 TH AT
. INbDT I AV EERIN THERE TEAD LEREABBOATT,

{8l : action:organization.accept agreement 28 & F B L. FHRIZM123, Inc. (admin@123.com) accepted the End_User
License Agreement ABC123.comIMEENHZENABHYET .

organization_sender
EMOEHER: L
SRR AR E X EEROBRICMAONIZER,

CDATOTUNIEEHEBEZ 5012 A——NETTELHRMLET I avIEHYEE A, organization
sender (&, FAS U EREEBRDBREZFICEDWTEAL A VAT O HVRELTHERENE T, ChMERSH
BDIERAA DO THBRNDEEE ICERET FonTzLE (EEBLFAMUITHLTERBIN:EE) THY.
HIBREN DD IEEEFICEAEM FToNTMBRICE AL DG T2EETY £ FAMUNEEBRLDOBRZ
FEBFERIRIEEHFINFET,

{8l : action:organization_sender.destroy Z#& &R I 5 & FEEIZM123, Inc. (admin@123.com) removed the sender New
Sender | BN EENBEABHYET,

report_request
EBMOBYER: L
BB LAR—RN)OTRMIMAONI-ERE,
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HE BRROLEHA
5l : action:report request.destroy Z#& &9 H&. FEFRIZM123, Inc. (admin@123.com) deleted the report request
Daily Domain Diagnostic Report (123, Inc.) (csv, pd) INZENDZENHYET,
sender
EBMOENER L
B X EE(TEEBIR—U8IESR)DERICMALGNI-ER,

{8l : action:sender.destroy Z#FE 3 5 & HEERIZM123, Inc. (admin@123.com) deleted the sender New Sender | AY
EENBELHYET,

sender_netblock

BINORE :

BB R b T O  DIERETZAIRR,

sender_netblock #Z 7V ML, BFBIFNHYEE A,

f5l: action:sender_netblock.create ZHRFE 9 S & FERIZI123 Inc. (admin@123.com) created the sender
netblock ### #ith #as #ttt | (# IRV TOVIRNDETF) BEENDIELNHYET,

sender_netblock_source
BINDOENE:EL
BB EEEBEDAUAVNIZAONT-ZEE,

Bl IS DENEGEE S 8 T action:sender_netblock_source Z1RFE T B &, FEERIZ123, Inc. (automatically)
modified ABC's Sender Inventory I & EN S ENHYET .

user
BN ENER : activated. login. logout. update roles

BB A —Y—TFThVUb A= TFHIUNTITa4R—ary, A—HF—aJ (2 F=Fa—4—aJ7
JhIMALNI-EE,

{8l : action:user.update F1=I& action:user.update roles ZHFE T &, FHRIZM123, Inc. (admin@123.com)
changed the roles for newuser123.com I EENBZENHYET,

BRROLHEH

BRFETLA—IVEADXFANERIEL. EDRANE—FFLFEIEFLT HE FAMREICIHRRD
WRFEYFET . EFIAE T, Mstarts with [BRREFTVET . FHICRILXFTHRFDT T OO DONH D
EVSHEBT, RRSNRRGEREER T DL COMEAEETY,

F=EZ LB DKSIZ, verb (AT a3 T, LML, ZEITEAATOINDITRTOERILEHIVNAE
#5239 % HBUT action:sender_netblock iR FELT-15E . MEFEER(IZ(X sender_netblock_source 7Tk
DEBRIEMIVFIELEENET , sendernetblock 7T VDI DHERT BIZIE. action:sender_
netblock. LWLV KSICEIFAIZEHTIZ. ZEBMLET,
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A—H—=Fhovh

A—HF—TFHIVLTIE FA R EL—F—DOT A N ERET IV ERABEEEZERZ LT T KA REIL,. O—
IWAR—RX 7HtRaArbO—)L (RBAC)#FEALTHY ., KA AREMEEICT IR T A-HDO—ILE{1—
H—[Z1 DULEEYHTRIENTEET,

Cisco DHR—MELBFIZIL, FARE BT —ThoU MR, BDE. RE. TIXHIBRT 570
DTV ERENHYEE A,

A—HF—TFh oD ER

A—HY—TFHIEERTESDIE, A—F—EBEO—IILEHFEOD1I—H—DHTT,

1.
2.
3.

5.

[BEIEE (Admin)] > [1—HY—(Users) ] IZBEEILE T,
i1 —H—% 80 (Add New User) 1 &4 vo L% T,
[K4 (Full Name)] & [BFA—IL (E-mail) ] [CFNFNEKRBETRLRAZAALET,

BAWNEA—ILTFRLAEANTIRERHYET , COA—ILTRLADBEFA—ILAYE—C DEE LT
VET, BEFA - AYE—DICJMERLEEF R —Y—ICEAEDU IR EEN . 2 —F—IFFDUL YD
#9)vOLTEEOHMTAIUNERIITAIVLEAHYET,

DI —F—TFHIUPREFERL. 1 DU LEDI—F—O—)ILEEIRLET, SFMIC OV TIE, MTa—
H—TFhHOUrRE] RS- 128 BL TS,

(#7131 —Y —%184F (Invite New User) ] 29y o LET,

ABUIA— LT RLRICEBFA—IDEEINET , A—ILICEA—F—ZRIATE-ODIINEEN. &
MENF=A—F—[FTAhIUIDINRT—FERETEFET,

A—H—TFhIoUrDiRE

. [B¥EE (Admin)] > [2—H—(Users) ] IZBBEILET,

A—H—D&FEIIVILET,

A—H—FREFECHEGEREMRAES, FMICOVTIE, T2—HF—TFhIOUrEE ] REAZR—
DI1EBRLTIEE,

[E#7 (Update) 120w ILET,

aA—Y—7ho U DHIK

. [BEE (Admin)]> [1—H— (Users) ] [ZFBILE T,

A—H—D&FEIIVILET,

ETIZHDB [FAARED S lusernamelZ 5T £ ZHIBR (Delete [username] entirely from Domain
Protection)] U2 9% )vILEY,

[OKIZVJvILFET

Cisco Domain Protection 2—H—H (K



wE a5

A=Y =T ITAET1DERT
RAURE ZABBRDTRTOI—F DI N TDTITAET1EXELL TR S 57 ITHRE T
WA EERLET .

A—H—DTF7ITAET4ERFTTHICIE, HAHEEEO—IILABETY,
1. [BEE (Admin)]> [1—Y—(Users)] IZBBEILET .
2. A—HY—ZDOTIZHA[EE (Audit) ] U IEI)vILET,

A RERBADITRTOA—F —TFITAETAD, FHLWOEBEICY RSN ET  YRARTIX, 74V % &
BALTTPZITAETADEATERTELTNET , SEMIZ DNV TIL, IMTEEFEEH ) R—2 141 1Z2BBL TS

W AT DREBESIERAEDHMCOLTIE. R=C D EERIZH S [NILT (Help) 1 ) EH1)vHLT
&Y,

[CSVE4S > O—K (Download CSV)]1 Z 91w LT, FASRED BT DA RN TR TEESEiSNnT=1)
ArEHVRRYPYE(CSV) TFHFRARI7AILELTE I O—KRLET,

A—HF—TFhIoUMRE
ZOREYI TR FAM U REL—F—TFTH IOV RDEREICDOWNTEHRBALET,

14—

B e
A—H—HAO5 AL TWBREEIZER—CDEFICRRESNDZ1I—F—DITILR—L
ER % (A—H—DUAMNZERENDLDLEAL) . 7ITAETADEEDS (CERRENE
7.
A—H—DEFA—ILFRLR, A—HF—DRIT A2 JLToIvILE, LIR—FE XU
EA—JL TS5—hDRBETFRLRIZEREINET , COBFA—IL PRLRIE, W7 /T4 —
S oY h— UM SN BB T A— LB S A DT BL T,
T s a— RS B s AR FERRLET,

BN TN AT (SSO)EFERLTLNAIGEES. COF T avIzk->T, whY
A (A—F—RERRT—R)EFTLavIZT MR AICTEIMNREYET, =
DA TavEBIRLEWNE, BIZSSO BN ERINET, ZD=dH. A2 SSO
TONRAF—DFATERWNGEEIE. 7TV —2aVIZ7 IR TEE A COFT
LaVvERINT AL ESIZRD 2 DDA ToavNRTENET,

o [SSOMLBRLT-EZDH (Only when SSO fails)]: SSO FTANA S —HFI A TE
BWGEE., —F—(Z/RT—KIT4—LRIZA AT BESITROLNFET,

o [HEhBY (SSOTEEEELZALLY) (Exclusively (do not authenticate with SSO))]: 1—
H—IE, BIZ/INRAT—FDANZERONET (SSO EFEREINFEFLEA),

vhoH )RS
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TORRERPDETYT , A—H—T&I2DHKER 1 DOA—ILEEIRTIDLENHYET,

A—/LYAMNIFEBRHITHY. H5O0—ILEEIRTLHE. TOO—IILDTIZHLHITATOOA— /LA EEHMITERS
NET, =L, TROA—ILDERIPBERINDIEEIHYELA ERLEZA—ILDOTIZHE1I—F—DE L
DA—)LEY) T TEEFTMN LKODFEEHTHIT LGS, A—F—A U 2—TzA AN B ENDEMEETSHT
ERBYET,

A—H—0O—JLIZIE. KD 2 2OATFI)NHYET,
s BEEO—II B TORELZLEETEET,
s BAMYERAO—IL: 75— EZIEL. T—A2ERTRTEET,

a—J B EA

HFEEOO—)L
HBLANILDEREEEELET , CHICE D/ SAXT—RIL—ILDEE. Lviarn
HEOEESE BEMEARDERTE. T—2WRER)—DHRE. BLURAMNVREL—F—DIPR—XD
TOAHEE) ANMIET AHIBDOEELENAHYET .
RALR) S —F |[FAMULRILDEREEEELET , CNICIE BB DR A OHREL FALD TIL—T

BE DIEM. . T FHIRE, BBDEEEBA AN DRENEENET,
BEEEE BERLRNILOREZEELFT ., chIF BROBBT—FDEREL. #iiD URIKRD
= ARRDRENEFNET .
HEBADL—Y—2EEBLET, ChISF, 2—F— DB, FHE. FTHBRLAEEN
ES
A—H—EEE

A—F—EEEEZERTIEEL. COEEENLI—HF—IZHE5ETETHO0-ILDE(T%
YL THIBRENHYET (FREOO—IILDFERAFIESE),
EAHMYEAD—IL

[BEZ1—¥— |H8oEZE0SLEBRNO1I—F—ERTLET, |

£X L —

PHAMIBRAT |2 —semmL . Web RSN TUR—bERY T2 LLET.
AT Sa—LENFLR—FETS—FERITRYET .,
COO—LOHNEMTEYLTENTOELI—Y—(E, KAV RETHEET—4ERT
TEFR Ao COEIHI—F—F AMDI—HF—(TE>TRT Ca—LEREBFA—IL
[k BLK—FERTE 1Y, D 1—F— BRI BFA—LIZLETT— (T

D ba i |[BTY BEEATOBLR—FOURNERRLIY TSI ATERT,

1 ADZIEBTIFIELA—Y DT ANMILR—MOBMEEET HRICERTET7AIUE
T BICF BEESYICA—F—ZERLTBEELTH L, [ —HF—(Users) | U RF
TA—H—DRFMEVIYILT, ZO1—F—ZHEL. BNE/RT—FZEMLT [E
#1 (Update) 1 29w 99 dE. CORUA—F—AT U T4T1272Y, LIR—FDZITERYIC
FATESRIIHYEY,
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TE RATOER

A—J B
threat_feed_submissions TURIRA UV MORASARET T ) r— 30 TOTS3I05 (2
B—DzARAPDENLTCEB I — R T—3DHEWMELET, H—F/\—TFT1DTA5
RV —IE AP IZIBIGK T VAT B LT TET RELTHAREDERIZCOATY
CRATEET, TDH. YTV T R REENH>THEABRICT VLR TETCLE
- _: s L .
BT — Rl SELVof=CENBHYEEA

APl 1 —H— COA—LAEYLETON TSI —F—FHIUMIX, 2OO—IILDHFEBY L TR
EAHYFET . COA—ILDAMNENY B TONTWNDLI—HF—FTHIUME, A {REE
. F0MD API, API KX AV KITHOEATEE R A

ZOO—ILEEDIDA—HY—TFHAOUINERALT, BB —FT—2®0 APLIZ7 VRT3
[ZI%. EBENSTIEAN—YVETVRRAUMURLEAFLET,

FALT R

TIAHNWATREFLODA—SF=TFHIUMIBTRTORAMADTIEADEY B TONET

ARBLRA T N—TI2A—HF—TFOERZEYETHIEITE T, A—HF =TI ERER/EDR AU
HIRTEZEY .

(KA 7 -1 R (Domain Access)] DIEIZHDKRENEV)VIL T HEDRAMU T IV—TEERLET,
FERTREER AT IL—TEHERL. YRS 1 DULEDHRBLR AT L—TERIRLET
A—H—FROBEDHERITTEET,

o FAMUICEET B1EHERTT S

o LIR—bDHERTT S

o« 753—hEXRITHRS
HEERDDIE BIRLIZRAS VT V=T ICEENDE AL DEIITT,

FEZAE FAVBEBEDT O REEE D A—Y—E. TV RRIEDH IR A VICEET BT —ELMERT
TELWNED ., EFA—ILES T4 H D [DMARCODEH (What does my DMARC trend look like?)] (27 %
TALI=EEDE1—(F. TRTORANUADT I EREEH D I—HF—HFERATESE 1 —LIFERYZE
ERR

Aa—JLDH

A—RT—RIZEDTIE A—ILERETHEITHYET . COREVI TR, ZDREH EDHERLET,

B A NTUR—NETS—IERTBNSHARYERLI—Y —

A—HY—OHEAMYERAO—ILELFUICTEE LIR—FREBEO— LT IAINNTAUICEYET . BEF
A—IUIZ&KBLR—ETI— R ITMEI L TESHRARMYER I —Y —FER T HICE. BIZThoD
TIHINEZFTANET  LR—FREBO—ILEADICT L FHARAFERI—Y—IL, LIR—IEEE
FTAEOICFERAARELALI—Y—DURMIRTEINT . FS—HMIBHTESZ1—H—DYAMIZRTINE
HA,
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——E

A—H—EBEF TOLI—H—DREMATIVERO—ILELTHUIZLES , COA—HY—BEE(L, FHRY
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IWDETIZHS [1—F—DEHE (Manage Users) ] Fy IRy I X T [T R TDHERR (Al privileges)] AT ar %
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FAUICLFET . COI—Y—(F. ZARVERUTOEREHE DI —%ERLTEETHIENTEFET,

D 1—F— DR DA ARG —F —EEEEER

D I—HF—ZERHFIIRET DL TEENET 51— —EBELERLES . COO—ILIE, HEREE
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&I (Manage Users) | RY VR TEREXEBLAVRY  ERLIz 21— —FEE (&, [T RXTOERIZHF DD
A—H—FERTEFET,

COHFLW A —EEENEBEEE A —BEEZRI R TOO—ILEFERTESLSIZT BIZIE.
[x] #ZIRL T [T R THDIER (Al Privileges) ] ZBIBRLET . ZNDRIZ. [A—ILALTDEIR (Select Role Types)]
ANZFEALT, HBEEE LA —F—BEEZREZO—ILEAVICLET,

I:i}'f #E&E&iﬁ?ﬁ'@%éﬁl—*f—d)#ﬁﬁit [FERENTEL
T BA—HF—ITHLTRAMY R —BEBEO—ILEAUILET . FKAMV RO —EBEDTICHAT
RTOA—ILNTIAHINTHUIZHEYET, COA—F—AMthD1—F —FERELIIRETELRWLKSIZT S
I2IX, a—Y—EBEO—LEATIZLET,

ST WY AL2A (SSO)
RASAREIIIRIE ., SAML2.0 7ORILENL T, A D 1 —F—%BET 50D 0T LY AoF>
(TSSO A=A LEHN LT HHEENHARAENTINET,
UGN HAUFUEFERLT, ROZEEFEITTEET,
o« V) 10T AV DIREBREERT . BEOCEQT AV TATUTATA(THIVRN) ERAIRE
DA—HY—ZBITNAVRTEFET, TNIZEO T, BRI DAL ARED /SR T—RIEDBHEBELRLBYET,

o A—H—TIERE—THICIRYHET . REENRBLIZIBE L. FAMURE~NDT I ERERF AR
ERNTHEAICTIEACSSO TanA 4 —ATHIBRTEE T,

o ATLav DAV RAERBT D, HEDL—H—(FEAE FEEZE DD TON(F—LRT L
TRAATRE & FAMREICRFSATVSOT A IEREGFAL T, BHpIZRETEE T IR
SOV TN AT ANZXLEINAINR)  FT2. SSO FATUTA4T4 H—EXRDNKRBRLIIZETHF
IMUREDHIREFSNTORILT OOV ILERALT. BEDI—Y —%FEL T 5N TEET .
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TE @I nEHiE

HBD T NTALOFDEME

FIAS BRI, ST WY AUF Y TANAT—oRD 2 DDEREAF T IRLENHYET,

o SAML20IUKRA M (HTTP)URL(ID FONAF — AT LTIE., 1585 1OTSAML Z{E& 1 &EIE
[EnE9)

o /NTYYYEEEAE (X.509)
CORRVZERTTBICIE HBEEEO—ILARLETYT,
1. [E¥E%E (Admin)] > [#8# (Organization)] [(CFEEILFE T,
2. [#Bf8iEM% RS (Edit Organization Details)] #9')vILET,

3. [A—H—T7HDUERE (User Account Settings)] 923> T, [T WY AU AEBHIZTS
(Enable Single Sign-On)] Z#:&IRLET .

4. FEDRAYtE—T T [0KIZEIUYILET,

5. SSO/NSA—2%FAHLET,

ST N AT INSA—S EBA
RIGEIRL TS,

* urn:oasis:names:tc:SAML:1.1nameid—
format:unspecified

A F 74— vbB%E1E7E (Name
Identifier Format) ] e urn:oasis:names:tc:SAML:1.1nameid—
format:emailAddress

¢ urn.oasis:names:tc:SAML:2.0nameid—
format:persistent (T 74 JL )

[SAML 20T RARA R (HTTPYS A
L4k) (SAML 2.0 Endpoint (HTTP
Redirect))]

UG NHAUFY TOanNAF—h 5 AFLI-SAML20 T
URRARURLEAALET,

LTI AUFY TOaNAE—oZITER-=-5BREDT
[/NBAEEBAZE (Public Certificate)] FRALEEKREAALET, QE—LTHRYFITEONZLE
BTY)

6. [BEET R (Test Settings)] £51)v7L T, ID TS S — D DIREENITURA AU URL EFE
REDBERIELET . KA REIS, BEDBHI5HHAMAABRIEHHTID TO (5 —%
FUHLES .

FEOTAOLTWVEWNMER(E, ID TONAE — (2K BBAENBETT,
7. [EXTE DIRTE (Save Settings) 1 &0 vILET,
8. HERAvtE—UT.[OKIZEVIYILETS,
9. [5¥R% E# (Update Information)] #42)vILET,
COFRRT, DTN AUF U RFEITEY  ROZEATHRET,

o BEDIRTODA—HY—IZEFA—INEE FAREICTIERTBEIZIF VT INFA2F
ID 7O —nai AU EREFERT LI REINET,

o RKAMVREIZRAEODST AL TWSA—H—(E, b5 LG<tyiarhiasnEzd ., 54
ASAUL&SETRED TANAEF—DR—CNRTINET,
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FI)r—23>0 095309 413 —Jx4R

FAS AR SIET7 TV —2ay TAYSIUY A2 8—TA R (APD BHAHAENR TS 1=, MM OBIS
FE FAARE RDT—RI2TOT S LT ILATEET .,

FASREAPIDIURRAURTE, VT B THROENHIRENTNET  COHIPRIE, APIRF 1AM
IVRRAVPZEICRE SN TOET,

o RAA{FEE APIIL. RESTful DEANZE DT ISON T—ARIETHEINTLET,
o US54 T7UME, OAuth20 JOra)LEFERAL T, APIYSYTRMERIILE T,

A—HY—TFHAIUNMNI APIOSATURID E9SAT UM —OL Y THERESNS 1 DD API REEEHRZEIU LT
BLENTEET, SHLEREIMERTHRATESR)Y—RET—A2(E. THIOUNEBEN FA(VREIL—F—A
VA—DIIAREFERALTEDI—F—(ZEY S TH-HERICEERZ UM TONET,

Agari BIEE R TRF A2k (https://developers.agari.com/agari—platform) [ZI& . [REIIERMNEEN TLNET,
ATYVTNARTYTHAREFa—R)TILDOEADHY . Agari APl 3t FER X THATITELA) T7LURE
HoTLWET,

API SREETRER D LR

2 —+—7n Cisco Domain Protection AP1 Z{# A TE A K32 B, BRIZZFDI—H—0 API(TZ T —33
LAY SIVT AR —DIA R) BAHEHR(API o — L vk ELEIENFET) ZE KT IDENHYET,

A—H—EBEO—LEEDODI—H—DAHH., APl RIIEREERTEET,
1. Cisco KAMRE T, [BEHE (Admin)]> [1—H— (Users) ] IZBEEILE T,
2. A—H—ZFD)vILET,

3. [APIOSA T2+ —5L vk (API Client Secret)] 933> T, [APIEREEIETRD 4 X (Generate API
Credentials)] &2 )voILET,

4. API74+tZ UID LREHEHRZ R EHIEMICOE— L TRELE T APIZT AT BEEH APIHEEBAT
Cisco B ZFHLTWAEZIZ APIRFAAIR—JIZADNTEIHERHYET,

API R A DR

RASAAREAPH(T T) 5 —230 TOYT 5305 AU B—TIAR) KX rVMERTTHIEE X ERIzA—H—
THIOURD AP REFEREERT IDENHYET , SEMICDOULTIE, TTAPI ZREEEHROD £/ E1ZSBLTL
ViAW
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TV Tadss g 18—J1(R

1. FAMURER—CODBELT. BRODARIZED)VIL. [BRIE (Settings) | Vv ILET,
2. FASAREE O [APIFF 1 A2 (API Documentation)] 2 91) v LET,
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