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[100kB 16 D AVE—S /B |[200 DAY E—S /B |

[150kB 11 DAL=/ 1333 DAvE—S/8 |

[250kB 6 DAV E—/B |[80 DAy — /3 |

[imB [1.6 D AvE—/B |[20 DAV E—S /B |

NFE Y —CEDRARFRBETHAILITTEL TSN, Avt—C DR BERREDOEA I+ 2 (2%
BTERDLIIC, Lo H—2TNEDIZ VI RBEAHYET . o DFIREEFA—ILEST v DIEREE
DRBIZHISTEET A ChoDFIREBEA HFHRILTE—IICERISTEEE A,

PBBA. Avt—CFE—AFRLERETREINSGDITTREHYFEE A, Z<OMBMBTIE. ®RATETIEYVELBAFIC
RIET DAV E—CDADN SO TVET . 24 BREIDE I Y —DRELIAVE—VDFIERISRLET

Messages processed 1-hour total / 24-hour average

13530/ 9698
16:00 20:00 4 Mar 04:00 08:00 12:00

20 BEBOBIZ1 2O Y —IZE>TUREESNE=AvtE—2 DO,

COBIMEHNEEIT, BREIDI T vIDRBIF 1 BRSUF LGEREBICRELETH., FHRULGE—IE
FRIOHRICRELFTES , LMo T RE GV —H, FBE V-2V DEMNT A ERETT IR,
RORITHBEEL TSN,

o E—URIZRELEAYE—DDH
o —BMERERICRIETIMEEDHEIAVE—DEH,
o BMTEIANYRIL—LELITNVITDE,

F2EAE YAy E—V YA XITEDNTER DL, LY —IF 1 BZELT 1 BEHT=Y 10,000 D Ay+E—
ZNEYHEFHTEES, TIA EFMNDF& 3RFETIE 1 Feffdp7=Y 25,000 4. 48 0 B A o4 Al 3 B E
TIX 1 B HT=Y 1,500 B DAY t—CZENET HETFESNES , COGE . FROE—IVBRIZETS. 1 KiEH
=Y 25,000 DAy —DENET EDIT+REEF—NBETY,

LE5A. CNODBIERFFBICKENMNERBLYTYT, Lo F—ZERLT, o —NERETBEITEDL
TN EHRTIRENHYFETS,

LY —NBREICETEE AvE—CFEN\YIFL FDNNYITFHRHDAvE—CFRBRKEDOR)IL—T R THRIEL
FT, AVvE—VIEWEINFT AN, EEBEHEERANE TENSAREELAHYET,

AOVT TV —EAVR—ILT B

BHDEH—DAVAR—ILAD)TRIE, Cisco DE— LRIV =7 G ELENNTREBLET , ATVUTH
[ZIE. RO KSR RIHBFNTNET,

sensor—install-<orgname>—<date>.sh
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A TrEZ2TEo=0TF CICERTTIVELHYET  BRENBE S THLA VA —ILEEHADE, TN
N—230DE o — AVRR— )L RO TRDI=OIZIS—ARETEIENHYET, SFHLLVMES L. 2
[Tt —DA VA= LR ) TN REF/N—ar THhANERERLET,

TJ7MILDEHIELEETEET,

RAN R TFLATFAIVEBHILET (F=EZ (X, SCPER) . IBAICE-STIE. 77MILEBEILT-#&IZ. X
D) TRERITTEDLSICHEREZERTET ILENELBZZENBYET , RIHIFERLET,

# chmod +x sensor—install-examplecom—2018—-02-01.sh

M Y —DEHREH | R—2 241 THBASN TLSFNHREHICNA T, BV —DA U RAM—=ILR D) Th%E
EITTHHNZ. RDEBEHZIEHFICHERL TS,

TOETI= S EHD Linux YUV TIL—hATHOEIATEETH,

T7A T 94— LI, Cisco Cloud LU AV AL—ILYTRZRJAD DNS, NTP, SMTP (A2 /30 R)
HTTP/S 7O RZHAITHLIICEESNTILVET A,

TOXY HTTP 574920 TOF AL TV SIS A, TOFS OFELE (HTTP F1=[E NTLMO) . ARk
£ Kb, 1—H—% . BEO/SRT—FILRIBTRETT A,

TLS FST49 9 AV RAM—ILERIZ, £ —A~ADAUINIUR bS50 90% TLS R TEET HALIITHTE
TEFET, oY —~DTLSBHD SMTPEEZFRFENIGE . MEX—(key 77MIL) . BAFFETLS
SFEAZE (pem 77MIL) . BEUEIBAEFT—2 (pem Z7MIL) ZFHHTULVET H,

AV TDRELT

AR EHLIREFRREIT AN TERELIZD. A1V RM—IL RV ThEETTEET,
ROV TMERDEFETHER SN TLET,
1. ROVTrON—=2avF#HRIT S
/opt/agari KT /var/opt/agari/etc TAL M) EERT S
BEF D Cisco Lo —H—ERZELTH(WELIFS)
AVAM—LITFAINE—RETALINIZRRET D
Docker A Ab—ILY %
PYYAMLZA VA=)V Y % (LEFIHH)
AWS J—JL (AWS, AWS SSL) EA V> A—ILT %

A &ar 74X aL—2ay I7MIL (FTar, TIAHILRTIRIL—RT =T FERIND) IZxT
BIBMNO UNIX F IV —THERZEKRT S

9. HTTPS JOX L BEEERT B (FTay)

10. T—2%7y7A—FFT31HDIELL S NTIRADTIERETANT S

. oY —~ DS (TI4ILETIE OFF - TLS AL E) AD TLS SEAE L TLS BEEERT S
12 TNYTLARLOATHEA(TIHIVATIEAD)EERT S

13. D7AINEBNETALINICEEL, —BI7/ILEHIBRT S

14, 22 Y—DN—230&TvITTL—FT 5 (WELREE)

Linux Ubuntu £ A= TRITENTND RV TRDBIZE L TIZRLET . XOFITEH, LTOAISEELTK
=&y,

©® N o a 0N
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AT AT A

o AVRR—=IL RVYTrOHEAIER—TIEHYFEE A UTOTHFRAME, flELTRESNTLET,
. B ID IFI—ETY,
o 7UERAF—IDDIXFAWS ADTHIERAATY,
* Docker & AWS V—ILAVRAL S R T L EIZHFELLGWLMERIF. ENONSVRAM—ILENFET,
o OFERET—ENTIERTH=HD . UNX T IL—THEREZIHEETEET,
o HTTPS JOXL&IEET DA TavhihbysEd,
o BUH—A~DSMTP #EEICHERTH TLSSIAEZ I ETEF Y.
o TNRYTLARLOOXUTEIEETEET,
EITHDEH—RY)TOH:

$ sudo ./sensor—install-examplecom—-2017-09-27.sh

Cisco BE T 1y > [ Sensor Installation ...
Wed Sep 27 21:49:03 UTC 2017

VERSION: 17.09.27035106

+ mkdir —p /opt/agari /var/opt/agari/etc

Extracting install files into /var/opt/agari/tmp/agari.df8jXF
Running extracted install

Running Install/Upgrade steps...

RO TrDN—2a 0 BES
- agari—collector.service — LSB: start and stop agari—collector-milter

Cisco TALIRIZEERKT S Loaded: loaded (/etc/init.d/agari—collector; bad; vendor preset:
enabled)

Active: inactive (dead) since Wed 2017-09-27 14:46:21 PDT; 2min
42s ago

Docs: man:systemd—sysv—generator(8)

Process: 4664 ExecStop=/etc/init.d/agari—collector stop
(code=exited, status=0/SUCCESS)

Process: 4284 ExecStart=/etc/init.d/agari—collector start
(code=exited, status=0/SUCCESS)

Sep 27 13:38:33 ubuntu systemd[1]: Starting LSB: start and stop
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agari—collector—milter...
Sep 27 13:38:33 ubuntu agari—collector[4284]: net.ipv4.ip_forward = 1

Sep 27 13:38:33 ubuntu agari—collector[4284]: Waiting for agari—
collectord to start...

Sep 27 13:38:34 ubuntu agari—collector[4284]: Started agari-
collectord: PID 4299.

Sep 27 13:38:34 ubuntu systemd[1]: Started LSB: start and stop
agari—collector—milter.

Sep 27 14:46:21 ubuntu systemd[1]: Stopping LSB: start and stop
agari—collector—milter...

Sep 27 14:46:21 ubuntu agari—collector[4664]: agari—collectord
is not running.

Sep 27 14:46:21 ubuntu systemd[1]: Stopped LSB: start and stop
agari—collector—milter.

Sep 27 14:48:36 ubuntu systemd[1]: Stopped LSB: start and stop
agari—collector—milter.

Warning: agari—collector.service changed on disk. Run 'systemctl
daemon-reload’ to reload units.

Writing sensor configuration to file:
/var/opt/agari/tmp/agari.df§jXF/etc/collector.yml

O ERET—INTIERRTH=HD
UNIX 7 IL—THEREIEETED

HTTPS 7OX L %#IEETED

Do you want to verify the AWS SSL server certificates

used for communications from this sensor to AWS? [y/N](no)>no

You may optionally specify a Unix group that will be given read
access to

logs as well as write access to the collector’s configuration and data.

Group name (root):

Will this sensor use an HTTPS proxy to send data to the cloud? [y/N]
(no)>

Testing access to download S3 bucket...

OK.

Cisco Advanced Phishing Protection 1—5—#4(K
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32

A

oY —~D SMTP EHEIZERT S
TLS SEBAEXIEETED

TINVT LANILOAFUTEIRETE
%)

Testing access to configuration S3 bucket...

OK.

Testing access to data ingest S3 bucket...

OK.

Testing access to statistical ping SNS topic...

OK.

Testing access to data ingest Kinesis stream...

OK.

Do you want to configure TLS Certificates for incoming SMTP traffic
to this sensor? [y/N](no)> n

Require that all SMTP sessions use TLS? [y/N](no)?> n

Which port should this sensor listen
on for incoming SMTP connections? [25]>

Enable DEBUG-level logging? [y/N](no)> n
+: Creating directories ...

+ mkdir —p /var/opt/agari/etc /var/opt/agari/run
/var/opt/agari/spool /var/opt/agari/shared /var/opt/agari/log

+ mkdir —p /opt/agari/bin /opt/agari/lib
+In —Tsf /var/opt/agari/etc/ /opt/agari/etc
+|n —Tsf /var/opt/agari/etc/ /etc/agari

+In —Tsf /var/opt/agari/log/ /var/log/agari

Running Install/Upgrade steps...
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Moving new files to /opt/agari

Downloading docker image from S3...

Deleting old docker containers...

Deleting old docker images...

Loading new docker image...

Updated version to 17.09.27035106

Running post—installation

Running post-installation

Running post—install steps...

Removing temporary install files in /var/opt/agari/tmp/agari.df§jXF

Installation Complete

COBAT. VY —XEBIT/VAM—ILENRTWVET,

BELI VT HEMIZT OEATESE S, [BEH (Manage)] > [t — (Sensors) ] R—IZ#EIL T,
o —DERSN TR EFERTEET,

Status

Status: Connected to Agari but not sending data

T —DAT—ER
oY —I1FH8 2 P RISTR—LEFVHLETS,

OVA Tt Y —ZAVAM—=ILT D
REARE DN—F Y7 T —ERANL TS S, TORBAICRESN L Y — £ SCRER

DoNYIr—2 (OVAT7AIV) & FEDARURFAVA VAR —LEBIUVREDEBILSN-REBEFREL
THEATEET . RONBZENY LIFFET,
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OVA Z71JUZNT A

ZTOEIEDRETL I\ —SDFHoa—k
o REIIUDIINAT—KDEE
. EUY—DOWHE
s EUH—DERE
oY —(E, BRIREBRADARL—TAVTVRTLEY I )T EECRETI U TERTSAET KB
VERE T —0FHREH | R—2 24| CHESN TV A EHER/-T IIITHEESNTLET,
OVA 774 ILIZDT

OVA 774 LI, OVF I\ —U%F B tar F—HA T IT7AILTT, OVF (A —TUARFEIE T+ —< vk (open
virtualization format) DB T, REYL U TRITT BV I Iz TEN\VT—C B LUVEBRHTIH-HODA—TU X
B —RTY, OVF N7 =D& Ny —CHD TR TOI7AIILDERHA, RET VD 1 DULEDTARY
A A=  BERIZLHO>TIFAAE O ZDMD Y R—FIT7AILBEFENTLVET , OVF (&, VirtualBox. Red Hat
Enterprise Virtualization, VMware 7 & | 12 2B 2 AR BIL TONA S —[Z K> THR—FESNTLWET,

Ao O0—KRTEDOVAI7AILIE, EoH—F AV A=), BT B LUV EEBIBLSIZEKESN-RETI Y
TARIGA A—=TEEL I\ —2TY,

HBORE< I\ —S (OVAT7AIL) EX o O0—KT 3

AR 51
COFIETERSN, RTREIADIFRERYA T DO DEDTFANI7AILBNBEITEYES , CO1ER
[CIERDEDAEENET

o #EfIZEAD URL,

o AVRM—ILEIZE Y —FHET E=OIZFERATE6 XFDSUF LY— U RATHATAEDa=Y
Tx—(CNIESAEVRT7AILTIEBYER A EUF—EBEL Ty VT THHOMBR D) o%
BEELED),

1. B (Manage)]> [t2>H—(Sensors) ] [ZFBEILET,
2. [412AbF—)L (Installation)] 2T #2)vHoLET,

3. [ —AVAR—5DH 9> O0—K (Download Sensor Installer)] > [OVAA A— (OVA Image)]1 &49') v
LEY,

4. 9 0—KFBHURLETOEDIZ UG F—DEAZIE—L T, TXARARNIPAIICRELTET,

URL [ OVA 7 A ILERA o O—RT BIGRTT, TAE a= 5 F—E,. B TEUOH—DA U R —)LE
T T5EOIZBEIZEE 6 XFEDTVE L= VAT  AOvA—K)U)E . FHo0—KDEA(47
ARy I RITRENE-BEICHRTINICAYET, TOEDa= 0 F—E ERShTHS 7 BEICH
REINICHYET,

5. To0HIZK2TIZAIALERFN ovf ICEBSIN-BEIL. T7MIILEEFE ova [CEBLET (T74
IWHEEFERTTDIIARL—TAVIT VAT LERET ARENHBYET),

6. [OKIZVJYILET,

7. HLWISHHFDY4URYFEIEAT T, PRURN—IZURL ZBEYF T, FOTRLRIZBEILET,
OVA 7ML RavEra—2ICBFMIZAHoO—RESnET,

$91.2GB @D OVA 77/ ILIZIE,. TRTOEVH—Y I IITFDRF/N—JavNEEFNTOET,
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SREDRTDE

OVAI7AIINEBESHYO—KT 5L HILWTOEDSI =S —EmSh ., URIDF—IFEMILHYE
T ChIZE-TRETOE I =TSN TWA U —IFEIESNGN I EITSEEL TS,

IRHSRDIEEE

o —IZRAVRTAVRYIREFFERALTWAISE (X, oY —%ETTHa0E1—2IZmRE{EY I
7 (VirtualBox, VMware 7 E) AV A—ILL, A2 O—FKL= OVA D7 ILEFDIIVIZaAE—FT 2 E
DHYET , NMIR—NAHFEFAL T SI5E (VMWare ESXi DH D HR—rENET) . FooO0—KLi=
OVA 7 ILIE NAIN—INAF LDFHLMREIL VAV RAVRICTYTA—RENET,

OVA DEVDEE (RDERIDBRHIDATYN) &, €Y —TFT)r—30DY Iz 7 7)) O0—K%E5E
TLTWBBIHMEERTT , 7T —2av N\ RILDFRHAH CTRED /NI LI=KIIZRZS55E1E. 58
TIRETHLELEDL 3N F-TEELY,

EBWIRT—FEEFTD
1. REIIUEREIL. OVAI7AMILEAVR—bLET, ChIZKY. RIEBIEYIb I 7ITRET VA
VARV AMMERENET
2. Y —DEBAZ1—HD ART—FRDER)EZAALET,
3. NRT—FREEBETENESINEFRONIZL. yEAALET,
4. FLLVSRT—RZEAAL.Enter ZHLET . SR T—RIEIRDBHEH I BENHYET,
o R/NXFH:6XF
o A—H—RITELLTLVENIE
o RAFRICHELULTULVENIE
o HULWIRT—REFELLTLENZE
o DIKEL1IDDARXE I DDINLFE N DDHFE. IV 1 DOBBXFESLIE
5. £3—E/NRT—FZAAL, Enter F—ZHLET,
REIIUEERET D

1. RETOURED [RYbT—I (RYbT—F2%) (network(ing) )1 €93 T, BHI®D DNS LU
NTP H—/\— [ TEDIE. BELPAWS AD HTTP/HTTPS 7V EANMETHAHEEFERL
FI (—EDRBILV IV T T ChoDEGEHFRIT 5T 747 04— ILIL—ILH T TIZHR
(22 TLET),

2. R—b22%BEFET, oY —(FR—+ 22 CHEATEET (—EDRBILY IR I 7 TlE, R—k 22
MNTIAILFTRLNTLNET),

3. BUDRETLUVDHREMN, Mo H—DRHREM | R—2 241 THRESATWAR/NEHREHL
TWBIEEHERLET BT UIECNODEHEH T LSICBHICREINTLSIEETTY .
NITELBRIEFIETT),

4. REIIVDOHRTEEZREFELET,
oo —% LTS

U —OMPEIZE BRI OV —OEEAZL—TEEL VE-FDIARURS/oAT (VIS
FOTHPED LY —D VT YT ORITNEFNET,

Cisco Advanced Phishing Protection 1—#—}1(F 35

EER



MOHSHTDEEER A

AR &Y
e OVAI7AIINES D O—RLIzEZIZERLTRELEE6 XFEDTOE 3=y £ —

o HTTP ;SO0 0017 0X 2 FRALTWAES  TOX  ORAME  R—h, A—H—& BELU/IR
J—K

o TUH—ADTLSEHD SMTPBRELZFRATENIGE MEX—(key 77MIL) . BEL{TE TLSFEAE
(pem Z7M)L) . BEUVFBHAEF—> (pem T7AIL)

1. AR 7OV I EREEY .

2. TLS#RH®D SMTP #F AT BEE L. scp Z#FAL THZH X —LHBAET 7 A ILE /data/tis—certs/ (27w
jD_F‘Li—d—o
=721 . ROaTUREAALET,

scp private_key.pem admin@sensor:/data/tls—certs/
3. EEHLLTRBEYIVICSSH THEKEIL, EBE/ AT —FEAILET,
4. O K first-time-setup # A AIL . Enter ¥—Z#HLE T,
5. FAVIMI6 XFDOTAEDI=Z T X —ZREY T, Enter ¥—ZHLES

T —OHMHBE T BRICEHOE TELRET 2=BI12 WOOMDEBNMTHONET,

=1 A7 ay

Amazon Web Services (AWS) W& EL T4 v I 7 T )r— 3z
= [ECP AN N _ “51:1—7"* Wi, > 4

D — D AWS ~OEIE ;;L”-?Estgt N—EAEN LY=o/ ELT VI VT AN DE

[Z{EFAEN S AWS SSL H—s3— || SR °

SEBAEEREZELETH o [IELN(yes)I(FI4ILE)

e [LMNZ (no)]

AT arT. AT ~ADHRAFBYT
JERE Y —DEREET—4 |root (ETIHILED T IL—TTHY. (ZEAEDAVREVATHIBEHYEE
ANDEZFABT I ERAEHTTS ||As

Unix 7 IL—TJ &R ETEET,

HELr(ves)] EBIRLI-BE 1L, RRME . R—k, A—H—%& /SR —F
ZOtEUH—I[E HTTPS 7OXY | OAALKOHONET,
#EALTT—4%95IFI2%E

o [I&ULr(yes)]

LETH.
o [LMNZ (no)I(TIAILE)
NIE, A=Y —=N—D ot Y —ADIS TV IERBEILTIHELD
DY —A~ADEIESMTP RS ||BEEIZHETT,
T4 RICTLS SIBAEZEH/TEL
o [IdLr(yes)]

EX RN

o [LMVZ (o) I(TIAILE)
FRTHSMTP v 3> TTLS o [IZL)(yes)]
ERATOBENBVETD e [V () 1(FTAILR)

25 MTFITA LT, FEEHADS SMTP [ZEUFEHEINTNAR—FTT ., 127
SANSUFRIZEOTIE. CNEEET IR ENHLZENHYET , 587
[F 25 DRHOYIZFERSINDZEN B BEILSNTUVELERE
TLS 8RR LB, SSLERK TIEZLDIGAE 465 AAFEARAINET,

DY —IL., FBEIE SMTP
#EDR—FTYYRVTEBLEN
HYFETH,
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A FIHIN Ot 5] E

ﬁﬁ:ﬁ Tj¢/3>

TINVTLANLOAFXUTF LY ELDT—2%EELET, T Y —IT/H

BEABAIEGRIZFERTEET, BMOT—RIL>TT—2NIENELLD

AL BB, o H—IZBRADORBEN GV RY , COREITT 4L

ST LA OOE S EE ME®D [LMNZ (no)] DFEFIZLTLEESLY,

IZLETH, o [ITLr(yes)]: AV E— DB T HEMT—2EERLTE
ELET,

o [LWMWNZ(0)I(TIAHILR) oY —FT—BDHEERLTEELE
9,

PVHENTET T 2o F—NEFMICEIILET, LLEF>TH L., MDD [ —(Sensors) ] R—T
FEHTHE FHLWOWVEV S —RRRTEINET,

FIFXILEDE Y —EETE
oY —tENEE, TIAILNTUTORSIZHESNET,
®RE &
AT—HR
(Status) Started
BEEE
(AutoStart) Enabled
DHCP

DHOPET=IE |72 47 —(f DHCP MR T B LSISBETEET A BH P TRLANRETT, ZOIP
RIIIPTRL R 7RL R 1%, £ Y —EBIET BBEF A AV TSRS IF A DMDBHERET HEE
(DHCP/Static|||- RN B1-hTH, oY —ICBM P PRLREZELLMES (TR P TRL X%
IPaddress) |54 %) R—2 40)EBH) . DHOP #—/3—THUH—D P FRLRADY—REFHT
BREABHYET,

IP7RLR FREINTWARETS VY INIZITIZE>TEBYFET, (FEAEDIGE. TI4HILMEE
(IP address) ||[I=IFEDESBEMNEZESNTLNET,

RARE

(Hostname)

NTP +—/\—
(NTP Server)

sensor

us.pool.ntp.org

oY —DREE S VIRE
COEHLAVTIE, OVA TAVRb—LEN oY —I2 DN TOHHBALET .

OVA Dt H—THRERRENERICHREINTNET  BNMDHRELLTEELTRYNI—Y ETHER
TELLSITHSTUVET , ARERFIC DHCP R TIP PRLANEY B TONB LS H-oTLVET, £V
H—DBEIE. XFER—ADAZ1—TITWET, ROBEEETTEET,

s UY—DREEH. BEREE. BED. FLXUNEL

o BMIIP PRLRMERTEET=IL DHCP D EME
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s JOXLMDHRE

U —DEREF. RETO DD —EEAZ 1 —NORITLET .

Networking :

IP Address: 10.0.2.15 Netmask: 255.255.255.0
Gateway: 10.0.2.2 DNS: 10.128.128.128 10.128.128.128
Hostname: sensor Interface: ethd

NTP Server: us.pool.ntp.or

03 Version: 18.08.04232730 Disk Space: 3.0G of 235G used (2x)
Memory: 338M of 3952M used (9x)
CPU Load: 0.23, 0.16, 0.14 (4 cores)

Senszor Status: started Senszor Autostart: enabled
Settings menu:

Static IP Address
DHCP

Proxy Settings
Change password
Sensor Management
Reboot

Power Off

FTRTOEUH—BE(E, CINGIRDAIEEFFHIRELTLET,
Y —%EET S
oY —(F FLELTWSERICOAHEETEET,

1. 5(&o—BE)ZHLET,

2. (oY —0EE|LET,

3. yER|LET,

4, 3(A A= a—)ERLET TELETNIE., oY —EB7 7Y IR EICEFNIC AN AZ1—IZR
Y, 7oavERELEEA),

AT UAD SSHIEHRIZIX, ARV RSAUN S —%iEEIT AL TEET, SEMIZDOULNTIE., TEE
BT7hO RavoR 13 FSBLTESLY,

oY —%EFILET S

T —FETHOAELETEFET,
1. 5(EvY—BE)ZHLET,

(oY —DFEL) EHLET,

yEHLET,

A A= a—)ERLFET UFTELETNIE, o —BEB7 Y EHPEICEFNIC ANV AZ1—ICR
YU, 7o ERELEEA)

RIS AD SSHIEERFIZIX, ARV RSAUNLE Y —%2EILTBIEETEET, I DOLTIL, TEE
BTFH I RaATUR L3 ESBLTESN,

REvUEBREBTS
1. 6(BEEEWLES,
2. yEWLET,
+—JEF—FTEETS

> L n
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A FIHIN Ot 5] E
BT DRI, NIV a—T1U0FEBNELTE—T7E—FCEEREE T 5. BFE—FE:
[Ft—D0F—FRE2BIRCERREAZ 1 — SR RSEARIENTEFET,

1. B, EPEEARRSNDANUTOREEITVET,

o SEF—FILA-FFICLT, E—7E—FTEHLET (T—T7F—F Tl IERFICHR I LR
EIZETINFEFEA).

o DFELIESUSNDF—ER/LEITEL. BEIAZ1—IRFINET,
BT UDEREYS
1. 1(BRA)EHLET .
2. yEELET,
oY —HEEL REII UM TLET,
oY —OBEBRBEAIICTD

o H—OBEBEFNEEMTEE KBTI EIUL EIFEEICES—AEHMIZEEILET . #MIHE
BECIZT 74N TEMIZE>TWET , EoH—DEBHEBX. BHIHO TWSIGEICOAFEMIZTEE
ERR

1. 5(oH—EE)ZHRLET,
2(BESRHICEBESZEAMICTIEHLET.
yERLET,

3ASUAZa—)ELFET (HLAETNIE, o H—EBT7 T R RICETMICAI A= 1—
[CRY. 7O avazRELERA)

BT AD SSH EEFICIE, AT RSOt Y —DBEBESZAMCTEHELTEETY, il
[ZDWTIE, TEBETHIURATUR I 3V ESRBL TS,

U —DOBEEBEBERNICTS

oY —DOBEEEBETENCTHERETIUELL EIFERICE Y — B BMISERLER A, TV
Y—DEBEEE. BANHEOTVREEICOHAEMCTEET,

1. 5(oH—EE)ZHRLET,
2(BEESRICEBESZEMNCT I EHLET.
yERLET,

3ASUAZa—)ELFET (HLAETNIE, o —EB 7T R RICBTMICAI A= 1—
[CRY. 7O avaRELERA)

AT AD SSH EHEIFIZIE, AT RSAIUh LU —D BERFHZEYICTIHIEETEET ., 54
[ZDWWTIR. TEBET7THYUFITUR 23 ESRBLTEEL,

DHCP #H&%hIZ9 5

DHCP BT 2EMNHSDIL,. DHCP F#ZEEHEL T, DHCP H—/N\—TEoH—DEMIP 7FL R
EREEMIC)—RTBBAEEHTY,

DHCP ZH#IZF HET IP PRLREZDMD YT —DERTE/NTA—EINBIHIIZEREESNE T, DHCP
EAMNTHERIE RAMBENTP H—N—ZRELFT,

> LN

H ow >

Cisco Advanced Phishing Protection 1—#—}1(F 39



A

T D —R5E
1. 2(DHCP)&#LE T,
2. RAMBDIEZASNLTEnter ZHLFET GREDIEZREFT BIIE, Enter ZHIZIFTY),
3. NTPH—/N\—D{EZAALTEnter ZILF Y CREDIEEHFFT HICIL. Enter ZRI T TT ),
BEEFERDEIICHEYES,
Networking:
IP Address: 10.0.2.15 Netmask: 255.255.255.0
Gateway: 10.0.2.2 DNS: 10.128.128.128 10.128.126.128
Hostname: sensor Interface: ethd
NTP Server: us.pool.ntp.or
03 Version: 18.08.04232730 Disk Space: 3.06 of 235G used (24)
Memory: 338M of 3952M used (9]
CPU Load: 0.10, 0.14, 0.13 (4 cores)
Sensor Status: started Sensor Autostart: enabled
Enter DHCFP network settings:
Hostname (sensor):
NTP Server (us.pool.ntp.org):
Do you want to SAVE and APPLY these settings? (ysN) [default: H1 ]
4. yEWLET,
B PFRLRERET S
P PRLRZREY S ET, Lo —DER T 5=DITREGHMD YT —IGA—2LERINES,

40

BE.BUIPTRLRAZREL. MBORYNT—I AU TSRS F YA THEAEET 5RIITRYET—D/NFA—
REERT D ELEHEBOLET,

DHCP O%WMREBIZE Y —F AV A—ILLT=

56, T 7HILMEFEIY B ToNERA, TDHE. RED

E1FEL BNFGA—BITHEDENGEEANTILENHYET .
1(FFMIP PRLR)ERLET,
RALZDEZA AL TEnter #LET CREDEXRIFT HIZIE. Enter ZHFZHTT)

NTP H—/\—D{EZAFLTEnter ZIRLET CREDEZHIFT HICIE. Enter T4 TT ),
BRGEIP PRLRAZEA AL T Enter Z1RLEY (RAEDBEZERFFT SIZIL. Enter T I =TT,
BNGERINIRIEEANLTEnter ZHLET CREDEZRIFT HIZIE, Enter T2 TY ),
BWNGET b TA(BEANLTEnter ZILET CREDBEERIFT HICIL Enter I ZITTY ),
F %175 DNS fiE (DNS 1 [F:&&E . &R DNS H—N—IZHVFET (HD5HE)) E A AL TEnter ZHLFET (R

1.

N o g M o Dd

HEDEZREFT BICIE, Enter ZRI T TY ),

2 BB DEZNZ DNS{E(DNS 2 (&, DNS 1 BMERATERWMESIZERINDNEDT+—IL7\v% DNS
H—IN—THBHENILBHBYET)EAALTEnter L FET REDEFTFREFT BIZIE, Enter T 7=

(FTY),
BIEIERDIIIHEYET,
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Networking:

IP Address: 10.0.2.15 Netmask: 255.255.255.0
Gateway: 10.0.2.2 DNS: 10.128.128.128 10.128.128.128
Hostname: sensor Interface: eth0

NTP Server: us.pool.ntp.or

03 Version: 18.08.04232730 Disk Space: 3.0G of 2356 used (22)
Memory: 338M of 3952M used (9:2)
CPU Load: 0.18, 0.14, 0.13 (4 cores)

Sensor Status: started Sensor Autostart: enabled
Enter STATIC network settings:

Hostname (sensor): sensor
NTP Server (us.pool.wtp.org): us.pool.wtp.org
IP fddress (10.0.2.15): 10.0.2.15
Netmask (£55.255.255.0):
Gateway (10.0.2.2):
DNS 1 (10.128.128.128):
DNS 2 (10.128.128.128):

Do you want to SAVE and APPLY these settings? (ysN) [default: NI I

9. yvEHLET,
TOXLEHRETD
HENTOF Y —NR—ZFEALTIUI—RUMNIERLTVSEBE. ZOTAFXF L EEAT LSt
Y—ZERETEET,

1L 3(TAFLDEE)EHLES,

2. FOFX Y —N—MNTIM B EFERT 258 EyZ. FALBWNGE I n(TIAHILN ERLET,

3. TAXIH—N—DEHEXFINEANL., Enter HLET, EHEXFEHIZIE, FOrIIL, H—/8—,
A=k BEUATay (H—N—DREEZDELLLEVMES) DA—HF—LZENRRT—FNEENE
T, FARaILIE http F= (X https (HER) DLVT AT, RIZHERLET,

¢ https://username:password@server:port
e http://server:port
EmEERDEIHEYET,

Enter proxy settings:

Examples:
1) http://yourproxy:3128
Z2) https://username :password@yourproxy:3128

Proxy address (): http://user:pass@proxyserver:port

Do you want to SAVE and APPLY these settings? (ysN) [default:
Saving Proxy settings

Do you want to reboot the sensor immediately? (Ysn) [default:

4. yERLTHREZRELTT,
5 yEHLTHREY VEBEBLET.

TOXEEMICTS
COFTaviE, TaFIURRESNTOSIGESICOMERTEET,
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EBETH AN A

1. 3(TaXLDRE)ERLETS,
2. TOXLEENCTENESIhESRON L. yEWLET,
EEETHIUFATUR
LU —DEBAZ 1 —FERATEIRDYIC AREI L VI ssh THHT HE, Lo —DEEICROIAVUFE
ERATEEY,
o first-time-setup: LY —DEELTEITLET
* sensor-start: EXERICEY—FEELET
* sensor-stop: REL TEEBILF-ot Y —%FIELES
e sensor-service—enable : EEEIFF D —D BEEBZEMILET
* sensor-service—disable: EEEIFF DY —DEHENEREEZEMICLET
2BBDRIYNT =D A=A RZH/HNT S
1. EEFELTRETIVICERLET.
2. R—LTALYRJT, ethl.conf T7AILERDESITHRELET
 DHCP:@E(ZIEL T, ipv4 E1=[3 ipv6 D interface DAAURENLET
o P LEIZIELU T, interface. ip. KU subnet DAARESNLET
3. BT UEBEHLES .

oY —%TANT S
RO —MNA U ZA—)LEN, Cisco [CHEHRTER LS5, TANEFA—IILEE Y —ICEEREE
TEET,

oY —EFA VA= LRAG) TR T ELER—KTSMTP Ao nt—23 %)y A LTSRS BiERY
H—ITTF R AYE—CF AT EHIENTEETS . AV AR—IL AP TRTERELT- SMTP R—KMZ telnet TR
TE,.SMTP OV REEERITTIADBPYDTNGEIL, TR E—DFERTEET,

$ telnetsensor_name:sensor_port
Trying IP_address...

Connected to sensor_name

Escape characteris "]’

220 collector—milter ESMTP Postfix
HELO example.com

250 collector—milter

MAIL FROM: <test@example.com>

2502.1.0 Ok
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RCPT TO: user@yourcompany.com
DATA
354 End data with <CR><LF> <CR><LF>

Received: from 1.2.3.4 by test.example.com

Received: from 192.168.3.3. by internal

From: “John Smith” <{jsmith@example.com>

To: “Jane Doe” <jdoe@example.net>

Subject: test message sent from manual telnet session
Date: Wed, 11 May 2011 16:19:57 —0400

Message-Id: <testing—testing>

Hello World,

This is a test message sent from a manual telnet session.

Yours truly,
SMTP administrator
250 2.0.0 Ok: queued as message_ID

quit

EEETH AR

Ayt— D DATA [Z Received: AN — R EEN TR EEHERLET , TNEERDTICIIXEFEEADT
B T—RATURIFERTLET . [2502.0.0. Ok: queued as - JARXUKRIE, TR AYVE—UANERICRHES
., o —mBNDTH, TaTIIBEBEN LI —T1U TSNz AV —D%FRETESHIEEFEKRLTLY

EX R

FANBEFA—ILDINST NS a—FT1T

MAIL FROM: {T# A ALF=RIC. RD LSBT S—AvE—UhARTEIN-HE:

>451 4.7.1 Service unavailable — try again later

-++it is likely the Sensor is not up and running yet. L FZE L TLZE0Y,

o ;RAR®D /var/log/agari/container.log ZEAR T, RO KIEITHNHEIMNEINEERLET,

Feb 01 2017 05:07:59 INFO collector—milter is ready.

BUVMERIF, FE milter TAOEZRAEFLTOER A HABFTHS, HI—EHL TZEL,

o EUHY—ZREILTML S DU EEBLTOET D,
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EBETH AN A

BBLTLWEWNERIE, BLIC5 0BT HETHDL. TN THEL milter ANEEBILTULVEWNMER X, a2
TTEBEBLES.

$ /opt/agari/bin/agari—ep restart
s AVTTOBEHEZELBEISBRINGGE (. Eo Y —2AKOBESHERALET,

$ sudo service agari—collector restart

TP —DRAT—EIRERTTD

[ (Manage)]> [ Y —(Sensors) ] R—U TP —DRAT—E2RAERRL. BELET .

04T Graph API ERAMNERIZH->TWABE. BARAEV Y —DAT—E2RXIETEETHY. [P —(Sensor)]
R—=VIZRTRTEhFHA,

Sensors

Manage the sensors in your infrastructure.

2

+ 86fd5c02-bacl-11e8-8bd4-0242ac110002 872fcOdc-bacl-11e8-bd1e-0242ac110002 . | Installation

Status

3 Status: ¥ Receiving Messages and sending data to Cisco
+ Enforcement enabled

4 Version: 18.09.04144617
Hostname (IP):
5
Ubuntu 16.04.5 LTS
Docker version 18.06.1-ce, build e68fc7a

6 Last connected at:  13-Now-2018 15:09:23 PST @
Started at:  18-Sep-2018 10:00:56 PDT @

Messages received in last hour: 2,529

Messages enforced / attempted in the lasthour: 0/ 0
Last hour | 12 hours | 24 hours

Messages processed 1-hour total / 24-hour average

2529/ 3452
14:15 14:30 14:45 15:00

» Additional Performance Measures
Configuration
Name:  86fd5c02-bacl-11e8-8bd4-0242ac110002
You can rename your sensor at any time without affecting message processing.

Receiving mode: Upload Data
The "Do Not Upload Data" receiving mode prevents the sensor from uploading files
to Cisco. Use this mode when you want to verify messages are being sent from your
gateway to the sensor without uploading files to Cisco for analysis.

Attachment Scanning: Scan Attachments
Filenames, file extensions, file types, and hashes of all attachments are analyzed.

URI Scanning: Scan URIs
URIs within message bodies and attachments are analyzed.
URIs from URL shortening services are resolved.

[t>H—(Sensor)] R—
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EEETH AR

[ H—(Sensor) ] R—U i #EE AR O F—r Mtz —D1 X b—)L

RO TNERIIEERO N —CF AU A—RTEET, ChEFERAL T, Bin

1 oY —FAVRR—ILL LIS D490 EMBTEE T, SISOV TIE. TR
TR TEUY—ZFAVRN—ILT B R—T 2815 L UITOVA THEUH—FA VA —IL
T5H]R— 33 1ESBLTIZELY,

BROEUY—DHIEEE. 2TO—EMS U —FBIRLET . COR—DTEY
2 Y—DBRAEDAT—ERAEZRRL. REEZEETEFT, Lo —DEAERHGERT—ER
F. 2T LOT7A1a> &/ &/ F) ICK>TREINFET,

BWANEICHE>TWSIGEEIE. TR TEERLIUVZELERICHIGLIZER DR
T—ARTAAVEHRTEET . BRAXMERDAYE—20 80% BITEASINTULNDIG
& . &M (Enforcement) ] 7A AV IR B TY . TOLEWMEZ TRISEEE. HERT

3 T BAT I AVIEESN-EEDOR)—0D R —LR—k (Policy Report)]
R—L ([EHE (Manage)] > [Lik—b (Reports) ] R—U TRYL—2DERIZH S [—E
G B Ayt—U 8 (Number of Matching Messages)] /1\—%91)vw9) T, [—E D AvtE—
A EI SR H (Why are some messages not moved?)] )OS BLTLIEELY,

U —ZEBEHLET FATFTRGANA—Da 0O —EADEIRL. [EH (Update) 1 5

JyOLES
[5 e —PBASATWRRER VDR BEUIP FRLRATY, |
6 E#EEFEEEIE Cisco &2 T, BV —AREICFIVISNE-HETY . ChiF B

2 HEURNIZEDF S T (oY —DTIT1TH5HR).

Office 365 FAEDIZBEDH ., toH—NERATITAETAZRITTAE=OIFERTLZILTUOYILED [&
LToovI)LI77A4ILDA 90—k (Download Credentials File) ] REAAHYET,

oY —([CNA-EEEZRETDIZIE. [BREDRTE(Save Configuration)] 9y o LET . THIT Y —
2GS, 5 D LURIZEMIZRYET,

Y —BEREES S 0—FT3

COWREEFERTAICIEK, A——THhOUMNBOEEEO—IILANETYT, A—H—O0— /LD FEHIC
DNWTIE, MMaA—H—a—)L ] R—2 209 1% S BL TIEEY,

oY —EFDINTA—IVRIEEICEZ R TEINET , KUY —EZDNTH—I U RIZET B ERIE
—EDZEI7AILIZa IS ILEN, Cisco DEREHH—/IN—T 24 BREICEIZEFHRRLVREINET,
Cisco DTI=HAINYR—IHS, Ao TIVRO—EDIT7AILE) )ITALTEET,

A A—FARATESID AV TILIR U —DAHTY . RRATYRE LY —ICEBRAINEE A

FoTIRUORD—EDEZWHI7AIVIE. BEL T4 TBEEO [ Y —(Sensors) | R—UNWSEES ™
VA—KTBRIELTEET,

FoTRUORD—EDE Y —ZWHI7AILE) VT RAMERIZA Do O—KT &, Cisco DRERHY—/\—
TRO—EDZEMHITAIINEEHEIVRETIETO 24 BRIOFHNIEYREINFET,

1. [MIE(Manage)] > [t H—(Sensors) ] ITBEILET .
2, DB ITAINET O O—RT 5o H—DETEI)vILET,
ITIEERD S o O0—K1 2D ELE (Get link to download diagnostic information)] #41) w2 LE T,
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A

4, JoHEIAE—LTI SO DTRELRN—IZBEY T, ZOTRLRIZBEILET (D 7Aa0EIVIT S
&L URLEY)yTR—KIZaE—TZEFE9),

T7ANIE. TSV DAY O0—RAOTI4ILEDBRIZBEMICA D O—RFSNET, T71 LD BRI,
Diagnostics~YYYYMMDD-HHMMSS tar.gz TY o CDIT7A LA T (L, —HRIZ tarball ELTHIGN D ZEEMEI7
AIVLTT, fRET DL, BE. /shared. /container, /host, LW /log 2L —EDITAHILENBLNET (K
BEUVREINIZHIERO S XEROFRBLELLICEILT IAREENH D=0, T7MILEIFDEBROAS
SR ORBBELBICEILTIREEELHYET)  ZEEERTLTWVSIEEIE. E2o Y —T UL a v DRHES
TULDDDATITFZAILDEENTULNS /log ZHIFHNDIT7AIVEERTHEEHEBHLET,
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%4ﬁ

oY —~DEEDHRE

oY —F A AM—ILLT=G, AvtE—PDAMN) =LY —(CEETELIEFA—INT— I/ ZHREL
EX I

RIEZHRETAFIRIET. EF ATt ITADEBICE S TERGYFES . BFA—ILT — I/ DERIEHREI
B9 5H/FESBLTZEN,

B IE. MEADR/INLF R, DAILARER, TIL I TR, FIEZDMDTAILZ) T OHY U RRYI X5
DEITINZRICTONDSLSICHRETILELHYET . @ELE T v T THEIEBAEH O RATRIZIIDED T
[F75K RISLFRHEPTIL I THRHEDROYIZHEIEDTEHYER A COTAIVRILTED )T LE=RY TR
WAYE—DFRHTAIEEEMHELTVVET,

TaT7IVEREDERTE

o —FAVR—=ILLIzG, A=V DAN)—LEE Y —ITEE(TTIVEE) THALIITEFA—ILYT —
FITAEBRETILENHYET,

FTaAT7IERIEZRTETAFIEIL. EFA—IYT— P ITADRBIBIZLH>TERYFET , EFA—ILS—FIT4D
TaAT7IIWERIERTEIZETEIHARESEBLTIESL,

T—rITADEEITIIDLT . REEITLET,

o TaTZIEBREF. CEADISAMRYTINSLDEDIZTEESIRETILENHYFET . DEITELT
. EHDT—rITATRER O, DO MTA(A—LEEET—C M) X SEG (X a7 HEF A—
W=,z A) DEABFETAENBYET . TATILEREFIDITREDIL—TAUITRAUN B ES
IZERELET, BE. TORAVEDSRAEAYE— X T (Microsoft Exchange 75E) ITAYE—U ANEES
hEY,

o TaATZIEREF. TRTORNLXER, DAILAKER, RILDITHRER, FIEZDMDITAILAI T X0
YURRYI RPN RTEINZRICITOND LSRR ETIDELHYET , Cisco mELR T v I
0 [EBA D FRABIFRICILDED TIFGEL RANLFROTILVITREDORDYICHELHEDTIEHYEE
Ao CDITANE) T HI)TFLERYTHWAYE—SF BT A6 BMELTUVET,

Ta7IIEEDEIYAH

TP —H5 Cisco NDAYE—TIZEIYIAD DRIV A 2 HhFIHYET

© Y —BKIC[RIEET—F (ReceivingMode) | EEEA B FEN., TIHILA TR [T—2DO7vTA—F
(Upload Data)] [CEREESNTULVET,
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B A—ORELE DR TE
MEB D=0 Cisco NT—2ET7vTO—FET (2, oY —~DEEEFTANT 2RELHDIEEIL.
[Z{EE—F (Receiving Mode)] & [T—4% 7T HA—KL7:L (Do Not Upload Data)] IZERE TEET,

o FEEEICIX. [AYIAHE—K (Ingest Mode) ] R ILBHYFET , ChlE. BELI1vI VT HEITAYE—D
MFRINBBIIZ Cisco t— LRIV ZFPHERETINELHYET,

[ERYAHE—FK (Ingest Mode)] R ILIE, Y RTFLAT—REFZETHHLWVVEREICES, FST1vID A
EMNSIRET HT-DIZ. Cisco MEATAREXNETT,

BEDTALTZIVEEDFIE

COHARIZIE. U TORBETT AT IIBEFRET SHEICATIERNEENTIET,
o [FaFILERIEMDELTE :Cisco ESA| R— 67

T 27 )LER{E DERTE : G Suite

ZDEH2 3 TlE. Google Apps Gmaill B A —H— AU A—J1A/ RAANSEETATILEREZERTETHHEIC
DWTHBALET . COBEBAA—TIARIZTIERTBIZIE. Google Apps EEIFO—JL/ARIL
(https://admin.google.com/AdminHome) [CE YA EIEEQS A 1EHRTAT A1 LET .

Google Chrome 75 H#&{E AL T. Google Apps ZEXTE T D ELEHENIHLET , Cisco D UL IZIZ/NTHHY . b
DT 594 (4FIZ Safari) TIET AT IILEBREREEZTR T TEEHA.

ERALGFIRIIRDEESYTT

ATV T 1 HLWIL—FEERLET 1 DORANELIIERORANEHAEDHOET. FNEEFA—ILD
E—®DiE{EFK LMD Cisco Lo F—~DES 1 DDINIL—F1ELET,

ATYT 2. FDOH LWL MERTEY Y —(T Ay t—CFaE—F BT IAIILML—T42 5 1IL—ILEBMLE
ERR

ATYT 3 BHEBFDI—HF—IHERIZTS—IERIETHEIIZ, Cisco DT F—h—/N—%HRTAF) R
[CEHELET

2Ty 1 FHLWVIL—hEERT S

1. Google Apps B ,A—)L/N\ARILT. [Google Admin] DI&EIZHBA=a1—F (a2 ZEH)yHI LT, FAOy
TE YA 2 —IZ7 1AL, [Apps] > [G Suite] ##IRL T, A=2—0 [Hosts] #0JvILET,

= Google Admin Q, Search for users, groups or settings

Main menu
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https://admin.google.com/AdminHome

AT DR E

Google Admin
N Home

== Dashboard
2 Directory
Lo Devices

ﬂ Apps

e Security

u Reporting

B Billing

@ Account

Cisco Advanced Phishing Protection 1—5—#4(K

OLE

Search for users, groups or setting

Calendar

Cloud Search
Currents

Drive and Docs
Gmail

Google Chat and classic Hangouts
Google Meet
Google Vault
Groups for Business
Jamboard Service
Keep

Sites

Tasks
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= Google Admin Q_  Search for users, groups, and settings (e.g. setup billing)

Apps > G Suite > Settings for Gmail

/" EDIT SERVICE

Gmail

ON for everyone

https://mail.google.com/a/agari.com
https://mail.google.com/a/ext.agari.com

User settings

Set name formats. Enable user preferences such as themes, read receipts, and email delegation.

Labs

Enable additional experimental Gmail features for your users.

Hosts

Add mail hosts for use in advanced routing, such as to direct messages to Microsoft Exchange.

Default routing

Create domain-wide routing rules, such as for split delivery or a catchall address.

2. [Hosts] EIE T. [ADD ROUTE] 41w L%ET,
3. A—ILIL—FDFERAEAALET,
o YD TNEFIEANLET, F=&AIE. ICisco oY —1ELET,

o BFA-NWY—N—DEZ 1 DLULEAALET . ShIE KRR HER) . oS —DRvbD—
DDGEARIZHIET HIP TRLARER—FES T,

o Cisco Mt H—%HRALLTULVSIGE L. [Single host] Z:FEIRL . RAMEZEAILET (2
CICANTBEMIE. EXRBELBF (T HR—MELELD
['symbolicname.hosted.appc.cisco.com | EWLND LR TIRIESNFE T, symbolicname I, $255;
THEASNEVURILETT), . Lo —DR—FES (25) LA ALET BEHICIE.
RAMEGIFXFERTIITRTOE Y —DTRIIZHDIA—F /NS RADZREITY ),

o Y —HFRAMNTWWAIFZE. 1 DD H—ZHEHAL TSN THIIL [Single host] &
RL.EHDO Y —FFALTLSDTHNIE [Multiple hosts] Z:EIRLET . BEDHE
(X, [Add] EY)vHL, FAT R H—TEICIP PRLA R— MBS BLUAREEA
ALET . ARRME, T5AVELTE AV AV ELTEREETEET (BB X TH—IL/\Y
IR =1L, ATV EICATREDEETA 100% [THEEZBELRHYET, &2 (X, 3E
DEY—ETSATVHRAMELTERELTENENDOERES 34, 33, 33(2L71zY. 2 {&
DY —EEHhV TN HRAMNLTEEZELTENENOERTEE 503 DICLEYTEET,

o TLSEEBAEA Y —IZT TIZEHRESNTLVST=8. [Require secure transport (TLS)] #F%NIZT
EFEY, FBEITIEL T, [Require CA signed certificate] L BRI TEFET BE., EFXELEF
f2IEHR—MEYELHZ AL T, EUEREEZRELET).

4. [SAVE]#H)vHILET,
ATYT 2P —I2AYE—TFaE—F BT IHINIL—T 4T JIL—ILEEBNT S
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B A—DELAE IR E
U =AY =D DAE—EEET BIZE TIAIML—TAL T DTN =TT L—)LEFRLE
T o COFHLLIL—TAV T L—ILRETE, LRBOEI 3V THRBLIEZL—MSRBLET,
1. Google Apps AL A—/L/{H LT, [Apps] > [G Suite] > [Gmaill > [Advanced settings] B BIL %
ER
2. [Default routing] #7& 2 )vILEY,
3. [ADD SETTING]1 &7UvILEY,
4. L—hEREDFMEANLET
1. [Specify envelope recipients to match] T. [All recipients] Z3ERLET,
[Add more recipients] FTv IRy I REFVITLET
[ADD] #/)vILFET,
[Basic] Ea—H\i5 [Advanced] Ea—IZHIYEZE T,

[Change route] FTYIRYIRZAUIZL [TRTFYT 1 HLWIIL— EERT S R—2 48]
THERLIzE Y —A—LIL—FEEIRLET,

6. [Spam and delivery options] 223> C. [Do not deliver spam to this recipient] FyoI1HRvI X
& [Suppress bounces from this recipient] Fx v v IR EAIZLET,

7. [Headers] %< 3> T. [Add X-Gm—Original-To header] Fx v v4 R & [Add X-Gm-Spam
and X-Gm—Phishy headers] Fx vy RYIREAIZLET,

8. [SAVE]I#VUvHILET,

9. [Options] 433> T, [Perform this action on non—recognized and recognized addresses] &%
RLET,

5. [SAVE]#5)vHIL%ET,
oY —ADA—ILDERIEMNEEYET,

[FIAHNM—TAT IOMDF T avEEETHELTEET, TDIHE. COHLVRELHRTE AT 8E
DI —FDECICERET AN EEEITRFATILENHYFET , Cisco (. CDIL—FERHDEKTE
(Order="1") ELTEMLT, BEEARELT R TOA—ILB Y —ICERESNALIITTHELHEREL T
F7, ELUGSICE T B EHBOR) O —(CEBOIL—T12 IR —Z2 RS T IBENHYE
ERS

AT 3:Cisco MBENY —/IN—FFRTAN) AN ZEEFT S

Cisco MEBEFA—ILEROLWVERLGLIZGE . SELRIv I T BHHTRBEISISCTEEE DL
A—CDRDRIEE. FFEELLN—HICBFA—LTS—FEEETEET,

BEHLEOTWAAYE—UFBETBAUNCE, TS—FEFA—ILIZIK, EBOEBEOVESTA(EXE)
IZB3 2 EMDIERESHDICENTEET  ERLOBENRELI-EE. Cisco BRY—/\—(ETt>
Y—BIVEELR T VT HEHY—ERDEARNEREHICETI75— R IETHELTEET .
SLE=7o—FDEEEHEFERAEEZEELT., Cisco TIEVRTLNRIALDAvE—U%TOvoFE-IIREEL
HWKSIZTT B71=8. Cisco BHIY—/N—FRTA M) ANMZBERT HEEFHRELTLET,

f=&Z I, Cisco BAIH —/N—NREELI=AYE—DI2, TDAYE—2DAVTUYD—EHREENDZEN
HYET, TOAYVE—DICRNLDEEN TN Y, BFA—ILD TR T )T TIZE>TREDL
WERBEINIZYTBIEELHDT=8. Cisco N7 —FEREBRENICBBERLTAIREAHYET,

o~ DN
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T AOEEIREE

ZFD=H. T4 T I TR T DRBRHEMSRNIA =N KSIZT BIZIX, Cisco BENY—/N\—FRT A1)
AMZEBERTHIENERICEETY, FRITAINAV T FIBL HDIEE (LA L, thDFRE MTA, F=IEXEF
A—ILETAINRNEBT DT 0T K )1—3ay) ot Cisco @AY —/N\—FRTA M) RMZE
BTELSIHETIVNENHYET, Cisco DE— LRIV ZFF—LEARIT—H I RAF— LB E(C
ICTRIAM ALDREERIETEET,

Gmail 12, 7Y T AR —L MTAZRTA M) RN EERT HERMLFEN 2 DABESATVET,
o BFA—IKRTARR ()
o BIET—FozA

BFA—IRTAM)RENLTT YT AN —L MTAZRT AR AMNZZERT S

TBEFA—ILRTARIRMEVWSHEIZIE, INSBEYRIDBHYET , Gmail BMERTHR/NLELE2AT—a0D
AFPUICEDNWT HELEZIP PRLAMMKARELTIOvIEN =Y  BIEL=YT B ELSJRITT, Cisco D
To—bH—nN—[FLEaT—avVIZB N, A—ILDFEEENLLEMDEN O, 75— T OvoSn =Yl
FlEnzVTBIRIILIEEITEILSTULET, Cisco 7I—rATOvIshizUilHSh =V T 2B H 515
BlE. RIZRITHEES -7/ 1%ERALT, Cisco 75—bY—/N\—ZRTA M) ANMZIBERTEET,

1. Google Apps B FA—)L/NRJLT. [Apps] > [G Suite] > [Gmail]l > [Advanced settings] [ZFEILE T,

2. [General Settings] 27 &)y LET , T2 31) A% [Spam, phishing, and malware] £ 3 ETRY
D_)Lﬁrbpbi-a_o

3. [Email whitelist] %% T. [Enter the IP addresses for your email whitelist] 74— JLFI1Z198.2.132.180 EA B
LEY,

4. [SAVE]I#V)vILET,

Cisco 77—k —/A—®D IP 7L R I[E 198.2.132.180 T, E£7=. Cisco [LF A1 Toutbound.cisco.com | TZD T
FL XM DNS TUhYZ#IFLET, —fRIC. CORTAMJRNL—IVICIZBARMLEIP PRLREZERT5IL%
HENHLET,

BET—FITAENLTT YT RN —LMTAZRT A RMNZEE TS

RIZRTRATYT &, BTk D A% T Cisco 7 7—h Y —/\—FHRITA ) AMIBFTELNGEIZOAEITLTK
ViAW

Cisco 7o—hH—/N\—ZHRITA M) AMZIZFTHEEIE LD 3 THRELTWAIEFA—ILERT AR
AMIDFEEZBEOLETH. COAENBREMTHENE R XBES—,FITA DA EZEFERATEET . 2O
LTI, Cisco PI—hH—N—DDEESNF-AVvE—UAHEREIZRIESNDESITHYET, 1L ATYT
NOLEM T,

EBES—FITANFELERESNTOVAMEESTEH. COAEEZFERATEE T, D KEL 1 DOBIES— YA
MNTTICRESNTWDIBEIC. CORZEFRTHE MODTRTOEET —,IzAIZHTBRNLFVY
MEMHEDZENSHAICBEL TSN, F5LES —FIZTA BN ENEFNRINNALFIVIEITOTLSGEE ., FIv
IDENEBRBTHELTEFITH, BRTELWGSIITEFA—ILRTA M RN D FEEFRETL TS,

1. Google Apps B> O—)L/ AR JL T, [Apps] > [G Suite] > [Gmaill > [Advanced settings] [ZF2EILET,

2. [Spam, phishing, and malware] 23> @ [Inbound gateway] 8% 7 T. [Configure] GEIES —b oz /%%
BELTULWVEWMES) E2IL [Edit]l GBIEVS — b/ %3 TIZHRELTLSEE) EV)vILET,

3. F—rITAREDHRAZANLET, 1z&A(E, [Cisco FT—hF—/N\—ZHRTA M) RAMIEHTHIEL
FY,

4. IP 7PRLR/EREMRYHIRAD [ADD] #9)vILET,
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10.

12.

IP7FL R 1982132180 # AHLFET,

[SAVE] &9y LET,

[Automatically detect external IP (recommended)] #7238 RLAELVTLEELY, ShiE, AvtE—
COIP FRLADIREDHRYT IIZETHLDTT, Cisco BENY—/N\—DNEAVE—DFIL—TF
BEFEWESD ., ZOFA TV FREHYER A, REICHEWDIILZVNENVSTEEALZWNEE(E.
[Reject all mail not from gateway IPs] 473> ZIR LN TZEN BIRLIZIG S A— LY —E
AD BT HAREMAHYET,

[Require TLS for connections from the email gateways listed above] FT v IR VIR EAIZLET . =
L. DA T avEwADICTIRNELRH LIS — L IzAIMEIZHIIEEEREET,

[Message is considered spam if the following header regexp matches] F Ty IRy I REA IZLET,
DT AVTIH, EDQOAYyE—UIZH—BLBWERRKRIE (Mregexp ) #ERRLET . CNIXERKIC
KL T, Gmail AN IP 7RL X 198.2.132.180 Mo RZ{ELI=AvE—2%TOvILEGYET (KbYIC
TBEFA—IWRITAM)AMDAEZFERALIEE . IP PRLADNKE(TRIT AR AMIEHEINLD
MNMIREESNFEFEA. TDOIPENLTESINF=AVE—DERINLEH RSN NEWLNSFEFTYE),
[Regexp]l 74— ILRIZ X" ZZDEBYIZ(DFY., INLFD x EFxFvLybitB) ANILET,

NIE EDAvE—DIH—HLGWIEZBMELI-RBETY (DFY. [XF x AXFIIDEED
BIZHAERIC—HTDHIENITETHY., RAIEETT ),

[Message is spam if regexp matches] FT vy IREADFEFIZLET .

. [Disable Gmail spam evaluation on mail from this gateway: only use header value] FT v o vHI R E7+ >

IZLFET,

BUBLICGYFE TN, UEDATLav BREFADITRATOEET— VAP ISEASN ST
& HEBIEL TV IELHNIEBL TGN ELHYET . EAT IS T, AT EE
BREL TS,

BEMNTT IHE VAR VEFRDEIIHEYET,

Add setting *

Whitelist the g Alerts server

1. Gateway IPs

1P addresses / ranges ADD

Automatically detect extemal IP (recommended)
Reject all mail not from gateway IPs
Requite TLS for connections from the email gateways listed above

2 Message Tagging

Message is considered spam if the following header regexp matches

Regexp Lea

Disable Gmail spam evaluation on mail from this gateway; only use header value

CANCEL  ADD SETTING

[ADD SETTING] #5)voLET,

RO ESN, BET—FITADNEEEREICVANENET,
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Inbound gateway Whitelist the Agari Alerts server
Locally applied
Gateway IP(s): 198.2.132.180

Require Inbound Gateway IP: No
Require Secure (TLS) Connections: Yes
Spam Header Tag: x*

Disable Gmail Spam Filtering: Yes

BET I/ EFERALIEAERDREDETLED
SvFIT7vT

LTEDFIEZET T 5L, Cisco oY —(FMBITEESINZEFA—IILAVvE—DIE—5ZELBOFET,
Google DV AT LMNERZISYMNTEENELICAENILELIETIZ. HoBEOHO T HNEENELHZENH
LFE T, https://appc.cisco.com TaEEL I v HEIzOS 4L, [BHE (Manage)] > [t H—(Sensors)] I1Z
BELTAV ALz Y —DRT—ERERRL TS 700 70—% R TEET,

T 27 JLEAE D ERTE : Office 365

DI AVTIE, Dv—F1) 2 IL—ILEFERAL T, Microsoft Office 365 REBED T 7 IIVEMEZHRET DA%
[CDWTERBALET

2RIGFIRIEIRDEEYTY,

ATVT 1O —F )T ENFz AV E—DF o —ITIN—T 4P T ARV 8EERT B,

ATVT 2: oY —CAyE—U%FIAE—F BT v —FJLIL—)L% Office 365 IHERK T %,

ATYT 3 HEELEBEDI—Y—HIERIZTSI—,EZET IS T5—h—I—D P FRLRERT ALY
AMZEEFT 5,

BERI v HETIE, Ayt— A RMEICE Y E% % E LTz X-MS-Exchange—Organization-AuthAs:
ANYE—HFFTRTDAVE—UIZBMTEIRERHYET , CNEHRTET DA EIZ DL TIE, Microsoft Exchange
DEF2ANESBL TSN, BER I v T THEHMNELBEET BIZIE. ROAVT —LENBETT,

o NERAYtE— : X-MS-Exchange—Organization—AuthAs: Internal

o EIE/FIEAvE— : X-MS-Exchange—Organization-AuthAs: Anonymous
BIE/REAYE—UTIOAYE —[ZInternal ENBINENSE BEL T4V VI HEIZK>TED AVvE—
[EREAYE—DEL TR, BRDRaT7HAF TN, BEHL I v VT HHON K E (T 53R
MET T BAREENHYET , SEMIZDULNTIZE. https://docs.microsoft.com/en—us/exchange/mail-

flow/connectors/allow—anonymous—relay?view=exchserver—2019 [FEE] £ LU https://docs.microsoft.com/en—

us/powershell/module/exchange/mail-flow/set—inboundconnector?view=exchange—ps [ :&] #S BB L TLEELY,
ATVT1:Or—F o dESnt-rvt—SF oY —I2I—T4 0 T5aAR05% RT3

So—FYo T EN A E—TF Y —ITIL—T AT T BIZIE, A=V DI —T 1T BT —R R
IWERA U EERLET,
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AT DR E

SIS

FUBHLBRENSINTVDIGENHYFET, BIEE. Sv—F VT HEEN LD AV —U D REIIL—T«
VUEZETHEIIC. COARIBERETHIETT,
1. BREGIIL—IVEERT D-ODBENCEBEEERZFOTHIUIFERALT,
https://portal.office.com T Office 365 # v aR—KIZAT A LET,
[+t > 4— (Admin Centers)]> [Exchange] [CFEILET .
[A—)L 70— (mail flow) ] &)Y ILET
[3#% % (Connectors)] #T& V) vILET,
HZIV)yOLTHLLD AR ZEERLET
[(A—LT7B—F1) 7 D:E4R (Select your mail flow scenario) ] R— T, RO FIEEERTLET
o [EHA(From)]FAYTE I ZRT, [Office 365] ZEIRLET .
o [FE%(To)I FAYTH YUY RRT, [/8—bF—#B#5 (Partner organization)] #:&IRLFET
7. [RA~(Next)]1 &0V ILET,
8. [FLL R4 (New connector) ] R—U T, ROFIBEEITLET .

o ARVAZEFTLav DERBAEANLET, [Cisco LU H— 1 E  HMYOTERETITLE
-d—o

o [AUIZFB(Tuniton)] FzvIRVIRIEFVDEFICLET , COF I RYIRAD A I
BoTWEWNMES ., ARIADRIETOER (CDIF—FDEETTIER) NERKRTHE0
5 Microsoft DEXENI D /3T hidpYE T, S B8 : https://support.microsoft.com/en—
us/help/3179588/the-domain—of—-the-recipient-is—not—configured—as—part—of-connector—err
[
9. [RA(Next)]1 &0V ILET,

10. [ENBDRASVIZEFA—ILAYE—UHEIESNDIHE D H (Only when email messages are sent to
these domains)] A7 a AU %&IRLET,

1. [#]1#5UvILTH LAV EEBMLET .

12. ZOARVAEFERT DDAV E—DFNZALINT BRAMHEANLE T EEELEFEF LY
R—MELENS, CCTAATHERIREHR-EINT T, COFERIL.
I'symbolicname.hosted.appc.cisco.com |D S TR SN FE T, symbolicname (X, $Bi CTHEHAIND
DURILETY,

13. [R~N(Next)]1Z#=2)voILET,

14, [CNBDAT—FRAMEFESTA—)LEIL—T 1% 3 % (Route email through these smart hosts)] 74
TRV ERRLET,

15. [+]1 &9V YHLTAI—rRAMEBMLET .
16. B —DZEEEBMEACBEANLET,
o cisco.com RATYRE L H—DIFE . CHIFRTYT 12 DF7RLRIZHEYET,

o RAMNT LY —DIGE. Y —DREI AV E—TIA AN Y —DEA V2%
mELET,

17. [R~(Next)1&#0UvILET,

o o & w N
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SIS e A—~EHE DEE T

18. T H—~DEHED TLS HEEITVET . ROIEEHEHOLET,
o [BIZTLSZ{# A (Always use Transport Layer Security) ] FT IRV IREAIZLET,

s (FEDQOTIUAINGIRAE, B ERMHAZTLEENFT (Any digital certificate, including self-signed
certificates) ] AT avRAVEBIRLET . (B Y —ITREIEFH D TLS sEBAEZEHE AV AR—ILL
TWAEE(X. UEEETESHEREF (CA) [TE> THITIEH (Issued by a trusted certificate authority
(CAN] AT avRaVERIRTHIENTEEY)

19. [R~(Next)]Z#2)woL., HEREE T, £5—EF [R~N(Next)] &0y ILET,
20. B —HEBIERRETHALEHERLET,
21. [+1&=9)voLEY,

22. FICHEELEDERILTL—RKRIERAMVEFERTEIEFA—ILTELRAEAALET (LOHITIEL.
I'symbolicname.hosted.appc.cisco.com]), (@ B 5D ERDTRFLAOO—H/ILE 2 FERBZR T . £5
DT7RLARZFERTEEY,

23. [#&EE (Validate)] &) vILET,
24, LIXKT BE R IVRIDRRTEINET,

BREEICKRBL-5E ([ ERELAEFEHR—MESE(SERL TSI LY a—T1o T EKBEL TS
EEW BIDRSURAR—bIL—LAMBESNTY  REEAYE—DERIELIGE | REEA KK T ST HEM
AHYET . Microsoft EER—FILIZEENHDHIZE L. RANKKT S LEAHYFT (COLILEHE
(X, LIEo o T BERIEEHAA TSN,

25. [FAC% (Close)1&V)vILET,
KBLIAERDIRET(OVED YV ILT. ZDTRAMDOYERFL, BREDMBEICH L TEET .
26. WAHDARYIZTEY (Succeeded) JIERTINTLSIEE L. [{RTF (Save) 17V ILET,
ARTEADY RN FILLERIN 3R IR RESNET,
ATV 2: Ayt —UF oY —(2aE—F B0 v—FILIL—ILEERT S
RO v—FILIL—ILEERT HHIIC, BETEELR—F(INDRIFEFIET NI R AyE—DEFIENHTEL
HUET) DREIHERATIRFEOEFA—NTHIUIERET 0. HLOWEFA—ILTHIUIEERT 2%

BERHYET, COTRLRICEEEINEZAvE—UF FHRICEEHRL T, Office 365 &t H—FHRAML TNV
DRI DOREN WS LA FERT IDEAHYET,

Sr—FITROHLWTAIUNEERT S
1. [FRLRM5EIR (Select Address)] &0 vILET,
[Z{E% (recipients) ] )y ILET,
[#£H (shared)] 2T &0y ILET,
H&5I) LT HLWERA—IRYIREERBLET,

A= IRV IRIEHREAALET . DOYPTNRTRBEBEFA—ITRLRZANLET  1zEAIE TR
# (=l JournalReportNDR ] . BF *— L7 KL RIZljournal@yourdomain.onmicrosoft.com |ZIEELE T, W)
BIIGLT HEDA—F—(C7IEREFHALT, COEXBA—IRYIREERTHENTEET
EIZHRLT. [FDDA T3> . (More options..) ] ZEIRLT. COHEFA—ILRIIRADIA YT RAETE
B29DHELTEET,

6. [{RTE(Save)]&V)wHILET,
Sy—FYoTI—ILEERT B

o~ DN

56 Cisco Advanced Phishing Protection 2—H—54F



A —~DERE DRETE SIS

1. BEGIL—IEERTE-00DEUGEBREEREFO7THIURFERLT,
https://portal.office.com T Office 365 X v amh—K(ZOS (2 LET,

[EIEt> 49— (Admin Centers)] > [Exchange] IZFEILET,
[V TS5A 72 RAEHE (compliance management)] 24 yHLET,
[Cv—FILIL—IL Gournal rules) ] 3T EH)vHILZET .

BERBES v—FILLIR—PDEEEDEELTEFA—ITRLANHDEE (L. ROFIBIZEH
F9, EA. FELRDFEIR (Select Address) DIHZE &, [TOv—F UL TRDFHLWThOUME/ER
T51 (FIDR—2) IDERBRIZHE ST, [FFLRADER (Select Address) 1 &2 v L THLWLWFRL X
ELTEML. HITLET,

6. [+]1&IUVILET,
7. So—FUL G L—ILDOEMBEADLET,

o [Ox—FILLTR—FDiE{E S (Sendjournal reports to)] T4—ILRIZ TTRTFY T 1:Ov—F1)
VO EN AV E—F Y —ITI—T 4T T BARIAEERT DI R—T 54 I TIRELT=-
KA EFERTETRLRAZATILET AR RDEIIZAHALET,

ljournal@symbolicname.hosted.appccisco.com. |
o [&HI(Name)] 74— JLKIZ, I Cisco Sensor|EAFILET,

o [AvE—CDEEEFLIXZZIETHNRDIES (If the message is sent to or received from)] F
AYTADUYRNT, ROKSITERLET,

o TRTDAVE—VENHDIHITEFETIHEE L. [TRATDAYE—UIZE A (Apply
to all messages)] #ERLET .

[4} &8 Ayt —2 (External Messages)] Z#1iR 9 % & Office 365 DU v—F 1 BEE
T.RERA DD AT =40 T SN AvE—U N D REE A HYE
ERR

o TRANEMLET, A—HF—R—RDYTEIYRAD A= DHETHET HHE (X,
(4 D 1—H—F 1[5 )L—T (specific user or group) ] TT IL—TZEBEIRLET,
CTEIRT B4 IL—TF (&, Exchange Bt 2—OD [Z1EE (recipients)] > [JIL—T
(groups)] VL a> THERT ABELHBYET . BRI IL—T . XTI IL—T%
BETEET, Tl HILLADA—DEBICS MU LS OB ER N &S (2
W—TEEBLIABWMEEE. BIMNERI IL—TE2ERATEET,

8. [ULTDAvtE—TFDv—F1) 5 LET (Journal the following messages)] KO TR ™Y X NT, [T
RTDAvE— (Al messages)] ZEIRLET,

9. [{&R# (Save)1&0)vILET,
10. FERAYE—UTUUEL (Yes)1 &2V UV ILET S
TP —AAytE—2TO—NTCICRIBENET,
ATYT 3: 7 o5—hH—N\—FKRITAL)RMZEDHS
BEFA—IDEDOLVERDONGEE . BELI VIV HEIEA T a0 T EEESLUEDLLLAY
T DRDREE. FEELELN—FIZEFA—IILTI—FEEETEET,

BRLEGOTWNDAVvE—CERHETHUNMIE, FI—FEFA-IICE, BROBEOIEST((EXE)
[T HEMDBERESHEIENTEEY . ERLOBENRELES . BRY—N\—&, oY —&
FUBEL IV VI THHY —EAD KGR EMICETET7I—MEETHILLTEET . oD
TI—rDEEULARABEEZERLT. DATLANINLDAYE—%T OV I FERIFRELLGVELIIZT S
=8 BEY—N—ZHRTAM)ANMIEHEEEEBDOLET,

o M 0N
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F=EZE B —/N\DEELIAYE—VIT, TDAVE—O DAV TUYD—MAEENSEAHYET . T
DAVtE—UDBRNLEBATH Y, ERLUNTEH BEFA—ILDTAILEIT )T IITIZE>TEDOLINE
RGSN=YTHEELNHEHH. 75— BN BRENICBEELTREGSNDAIRESAHYET .

ZDT=H. T4IWR)T TR T DERBHE DR A—Z[H<T=OI12. Y —N\ZRITANJRNMIEDHDHIE
MNIEREICEETY, PRI VAV T FIBEL HBIGE (AL D TR MTA, FIEXEFA—ILET LI
BY 2D T719 00K ) a—ay) . ENbLBEMY—NERTVAN)IANMIEODEIICKRETIHEL
HBYFET E— VRIS T F—LEBEEDBRIF—LN BEIELT. RIAMALDREEZIETEE
ED

Office 365 NHEFRAL TL\BIGFE X, H—/3\—%FFRT A M) RMIBIMLZET . Exchange Online Protection £,{F
ALTWSIEEIE. A—LT7O8—)L—)LEEBML T, 75—bDR/INLTAIA) T EHIELET,

NHEDFIBIERDZEEHRELTLET,

(0365 D& ) H—s\—% [ 74 /LA (connection filter) ] IR A R RMZEBM., B
(0365 H&LUWEOP) 7T—hrDR/INLITAINR T EFHST=HIZT A—)LTA—)L—IL 1%
T o—b—nN—FRTAR)ZARA~EM

CDARIDBMIE, ZETHERIAINIDIP HAYRMEERETHETT  EBE . CNIET T IV HES
T4ILAETY,

1. WELRIIL—ILEERTH-O0EUTEBREEREF D7V MERLT. https://portal.office.com
T Office 365 4w ah—RIZAT AU LET,

[BEEt > 4— (Admin centers)] > [F 21T« (Security) ] IZBEILET,

[ZEE 2 (Threat Management) 1 #71voLET,

R —(Policy) 1 &0y ILET

[R/N LR (Anti-spam) ] 91w LET,

TIHIVNDER I IV IERRLES

BERE T4 ILERY S — (T T4ILE) (Connection filter policy (Default))1 242w LEY,
[#EHE 71 )LARY) > —D ¥R % (Edit connection filter policy)] &9y I LET,

73— —IR—D P FFLZ:1982.132.180 & [RDIPFTRLRELIZTRLRAEEA LD Ay E—DEH
|ZE5 7] (Always allow messages from the following IP addresses or address range:)] IZAAL. FOvoEh
=P PRLARATRW EERERLET

10. IPICEBE TNz Ry T 7T RYIRES)9ILET,
1. [E—2URFEEZIZT S (Turnon safe list)] ZBIRLFET,
12. [R7E(Save)]1&9) v o LET,

TIHIEDEGR I ILIOEE AR [IPEFRIY R b : 3R E F A (IP Allow list: Configured)] ERRESNTLNSI L%
EELET

(Cisco DT7F5—rH—/N\—D IP PFL R[£ 198.2.132.180 TY ., Cisco [&F AL > Toutbound.cisco.com ] TCD TR
LAMDDNS T #FLET , —fRIC. CDRTAR)ZARL—IVICZIEBARMGIP PRLRAEZERTHILEH
EHLET),

TI—bDRINLITAIWA) DT EHS 2O D A—)LT7A—)L—)LEEMNT S
Office 365 T Exchange Online Protection #{# L TL\BIG & (L. CNEITIDENHYET .

© © N o g M D
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A —~DERE DRETE SIS

TNTNDOEHY—TIDOFIEERYRLET,

1. BDELGIIL—IILEERTA-ODENHEBEERFFEOD7THUUNEFERLT,
https://portal.office.com T Office 365 4w ath—K(ZOY 1 LET,

[E¥E > 2— (Admin Centers)] > [Exchange] [T EILET

[A—)L 70— (mail flow)] &2V ILET,

[JL—JL(Rules)] #7%&5)vILET,

#5999 [RINLTA)LRZEINA 713X F % (Bypass spam filtering) ] #ERLET,
TRV T L—ILDEREAHNLET .

o [TRIARMIRCDTS—bH—/N—RIHRTARRDE S — 1 E . HHYOTLERETEA
HALFET,

o [CDOIL—ILZEBERTB5EMH (Apply this rule if) ] FRYTHE DU RRTC, IPPRL AN INED
EEAIZH DD . £ EFELIZ—B (P address is in any of these ranges or exactly matches) ]
#ERLET,

1. 75—hH—n—DIP PRLRZAALFET (CDOHITIX 198.2.132.180)
2. [H1#HYvHLT P PRLREEMLES,
3. [OKI&#V)vILET,

o [FDOHDIL—ILDINIEE({Z 1T B (Stop processing more rules)] FTy IRy I AN A TIZE>
TWAIEFTERLET  A—IILEZELAET (2L, BEDIL—ILELETINERHYE
-g-o

7. [R%F(Save) &0 vILEY,

YAMZHBMDIL—ILDIEFEEEELTIEELD, D IIL—ILABIEZ I IFELLSIZ RTAR AR L—
IWEYARDRYICERETIONEETT, 75—, —N—DHRTAR) ZAML—ILIE, $BEEA~DTS—FD
BEICHEE2 52 AR DOHAMDIL—T 1T IL—ILEYLHIERE T 2LEAHYET,

FRDOEEY ., 75—, H—/AD P PRLRI(£198.2.132.180 TG . 75— h Y —/IN\—F ALV TODTELAD
DNS TR HHEFFSNET A, —fRIZ. CORTAR)RRIL—IVIZIFBRRIIZEIP PRLREERT A%
HEIOHLET,

o o & W N

T a7 IJLER{E DERSE : Microsoft Exchange

DAV TIK, Or—F) T IIL—ILEERL T, Microsoft Exchange IRIEED T A7 IILEEERET DA
BEIZDOWTERBALES,

Exchange DT a7 ILEIEZRTE T DA T YT IL. Exchange DT RTHD/N—3> (2010, 2013, 2016) TRIFR
TY A, Exchange BIE1—H—AA—TA AN 2010 /8A—230h 5 2016 N—D 3V [CEBESNTULVE
ED

Dx—F DT ITERT AEEIRIIERTELET  Microsoft Exchange Tl Ov—FILZEZ T A—IL
R RELEREICT HIENTEFY . ERAZFERATIEHEE. TL—RARILF R A EFERALTE
WEEZERTEET . 239 5L TOEREEEEIRIIDTELLTHERATEE T CNITKY, 5N
DEHTE Y —ICEETERMES . BREX1—Z/\VIT7 VT T HRDYIZ, Avt—D% dev/null ITE(E
TEET,
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https://portal.office.com/

Fa7)VER{E OR% 52 : Exchange 2010 A—DEE DL E

[FEAEDRET, TLIT7LOSY—F )T DREIZHEYET , ThIZIE. Microsoft AR 3 % Exchange
Enterprise AV ANBETHY . BEICK>TE Y — N1 RAPOIZAT UL TIEAX 542X (CAL)
NEFENBZEIHYET, TLITLOY—FITDIA U ADHDE. Drv—FILIL—IILEFERLT, ZEE
ERA—TDOHAEEETEET , Microsoft (£, IBEDSY—F YT ELBELTVET, ThiE. TTO
Exchange H—/\— E[ZHBA—ILIRYIRT—AR—REXMRELI-E2ENEANMDOv—F 2T TT 1ZHE
Ox—FNVTSA eV ADHEREBL. Drv—F )T ETTIZHOBMTERLTLSIESIX., Cisco ot —
[CRIDOY—F )T EHRETELIENHYFET,

[ Ta7ILERME DEETE :Exchange 20101 T

(7217 JLERS D ERFE : Exchange 2013/2016 ] R— 64
lExchange 717 VERED TR R—T 67
FHREIX. RD 3 DDEAMOHYET,
o TU—RHRIERAVEERT B
o ZOTL—RRINFRAMVEFERALTEREEERT S
o EEARIIEERTD
BELTvY T BHETIE, Ayt—U A RMEICE V)G EZ SR E L= X-MS-Exchange—Organization-AuthAs:

ANYF =G RTDAVE—VITEMTEI2BRELAHYET , CNEHRTET A EIZDULVTIE., Microsoft Exchange
DEFX2ANESBL TSN, BER I v VI THHMAELSBEET BIZIE. ROAVT —LENBETT,

o NERAY+t— : X-MS-Exchange—Organization—AuthAs: Internal

o FHIE/FIEAYE— : X-MS-Exchange—Organization—-AuthAs: Anonymous
BE/ REAYTE—UTIOAYS —(TInternal [BEAEBMEINEE, BEB I VI VI HEIZE>TED AvtE—
TR A= ELTHRDN, BRBRAT7HHITONE=H. BELE T4y VI THhH DN SBHRE(Cx T B3R
METITBAEEENHYET . SFMIZDULVTIL. https://docs.microsoft.com/en—us/exchange/mail-

flow/connectors/allow—anonymous—-relay?view=exchserver—2019 [Z:&] £ LU https://docs.microsoft.com/en—

us/powershell/module/exchange/mail-flow/set—inboundconnector?view=exchange—ps [ :iE] Z S BB L T &Ly,

T 27 ILERE D EXTE : Exchange 2010
TL—RBRILE R AL DYERK : Exchange 2010

1. Exchange EE2Y— LT, [HEBOEE]> /\ITFIURR—HM IZBELET,
[JE—FRAALU]ZTEYYVILET,
[E—FRASOOFBRIER] V)V ILET,
cisco.sensor EAALET,
[RAN1ED)VILET,
(#&T1EI)VILET,
GERIZI)vILET,
[OKI &2y ILET,
TLU—RRIF RAL U ER LT E#K SE D VERL : Exchange 2010

©® N o g &~ 0 N
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https://docs.microsoft.com/en-us/exchange/security-and-compliance/journaling/manage-journaling
https://docs.microsoft.com/en-us/exchange/security-and-compliance/journaling/manage-journaling
https://www.microsoft.com/en-us/licensing/product-licensing/client-access-license
https://docs.microsoft.com/en-us/exchange/mail-flow/connectors/allow-anonymous-relay?view=exchserver-2019
https://docs.microsoft.com/en-us/exchange/mail-flow/connectors/allow-anonymous-relay?view=exchserver-2019
https://docs.microsoft.com/en-us/powershell/module/exchange/mail-flow/set-inboundconnector?view=exchange-ps
https://docs.microsoft.com/en-us/powershell/module/exchange/mail-flow/set-inboundconnector?view=exchange-ps

L A—~DEL{E DR E TaFIUER{E OR% % : Exchange 2010

1. [EREDER] ITBBEILET,
2. ROEEADLET,

« [FirstName]:Cisco

* [LastName]: Sensor

o [TA1)7R]:Cisco Sensor

o [SMEREFA—ILT KL R]:journal@cisco.sensor
3. EREERELET,

EEQARTADVERL  Exchange 2010

Exchange TEEIRIEIDT I+ ILEE LEZL T RAAYE—DH A XEEOTIHEIL., Agari £ H—D
BRAAYE—DH A XETTA4ILED 35MB M isEx K 100MB (BF BRSNS RAE) FTHEPL TS,

1. Exchange B2 —/)L(2010) [2H A AULET,
2. FHLLWEEIRVIEERLET,
3. EEIRVIDFHEMEA SN/ BEIRLET
o [&Til]:Cisco Sensor
o [COREFBARIZDOEREIZEERL TZELN]: Custom

=i
New Send Connector

= i
[ Intreduction Introduction

This wizard helps you create a new Send connector. After you create the Send connectar,
] Address space right-click it in the work pane and then click Properties ta configure other properties that

aren't shown in this wizard.
[l Metwork settings
Mame:

1 Source Server |Gsc:u:| Sensor |
| Mew Connector
Select the intended use forthis Send connector:
[l Completion |Cust-:-n1 M |

Description: Select this option to create a customized connector, which will be used to
connect with systems that are not Exchange servers.

4. BMIZEV)YILET,

5. SMTP ZRLRARR—XIZET3EHREANLET,
o [FEEE]:SMTP(CHIIFXTIAILETHY, CCTEET I LI TEFEEA)
o [FRLRARAR—ZX]:cisco.sensor
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Fa7)VERE OR% 5 :Exchange 2010 e A—~OERE DEX T

o [ORK:1
SMTP Address Space -
Type:
SMTFP
Address space {for example, contoso.com):
Cisco.sensor
[ ] Include all subdomains
Cost:
1
QK Cancel
6. [OKIZVYvILET,
7. [RANTZED)VILET,
8. [RYFT—UEE] T [A—ILERDRAI—IRRAMNERBALTIL—T10 T TB] 2ERLET,
9. EMIZEY)YILET,

10. EoH—0D [P 7RLRIZEAALET,

1. [OKI&Z2IvILET,

12. [RY—FHRRAMREERTE D] T, EL] #8IRLET,

13, [RAN]ZEV)VILFETS,

14, ERETHY—/N—=] T BULEEFA—NT—bIzA Y —N—DBIRSN TSI EEHERL TS,

15. [RAN]EVIVILFET
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T A—DEE DRRTE TaT)VER{E D% 5E : Exchange 2010
16. BREZARTELWNIEEZRHERLET .

=
New Send Connector

) T
MNew Connector

[ Introduction
The wizard will use the configuration below. Click New to continue.
[ Address space

B Network seffings Configuration Summary:

Configure smart B Cicofensar
[ host authentication Mame: Cisco Sensor
setings Usage: Custom
Address spaces:
[ Source Server SMTPF: cisco.sensor; 1
Smart hosts:
[ New Connector [10.0.0.11]
3 Completion Smart host authentication: None

Source Servers:
LAB2010EX

To copy the contents of this page, press CTRL=C.

< Back || Mew | | Cancel

17. BFERIZV)vILET,

18. FILWLWOry—FILIL—ILEERLET .

19. Sv—FIIL—ILEEEFAALET,
o RASUDRIDRATYTITRUZEEIRIAE—BLTNSILERERLET,
e [JL—JL4]:Cisco Sensor

e [Send Journal reports to email address] : journal@cisco.sensor
o [ROA—F1:[FO—NIL-FTRTDAvtE—]

[SMER - BB DEEEF - ERIEBEF DAV E—C] E2RIRT H&. Exchange v —F 1)
BREA RIS A MDAy E—DITRBY T ELIN AV - RA T AIRESAHYET
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Fa7IVER4E ORR5E :Exchange 2013/2016 A —~OERE R 5E

o UL—ILEBMZT Bl FvoRvIREFIZLET,

New Joumnal Rule

[ Mew Journal Rule New Journal Rule

This wizard helps you create a new joumal ule. When enabled, the new joumal nule is
[ Completion executed on your organization’s Hub Transport servers.

Rule name:

| Cizco Sensor |

Send Joumnal reports to e-mail address:

|joumal@csco.sensnr || Browse... |
|

Scope:
® Global - all messages
) Intemal - intemal messages only

() Bxemal - messages with an extemal sender or recipient

[ Joumal messages for recipient:

Enable Rule

2] T use premium joumaling. you must have an Exchange Enterprise Client Access License
(CAL).

Mew | | Cancel

20. [0V ILET,
21, REZFRTELWEZHERLET,
22. [BT1ZEDIVILET,

T 17 ILE{E D EXSE : Exchange 2013/2016

TL—RRILE R AL DAYERK : Exchange 2013/2016
TL—RKRIVER AL Ve T BHEEEDS 2013/2016 /8—3 T Exchange B Y — LB HEIRESNT=1=0.
INIEARURSAIUDBITIBRELNHYFET,
1. Exchange Management PowerShell ZF=%E 9,
2. UTFOavUREAALET,
a. TU—RRIFRALVEERLET,

New—RemoteDomain ~DomainName cisco.sensor -Name “ Cisco APP”
b. BENEREERTELET .

Get—RemoteDomain | Where {$_.DomainName —eq “cisco.sensor”}

| Set-RemoteDomain ~-TNEFEnabled $false —AutoForwardEnabled $true

C. *ﬁ%&bi?o

Get—RemoteDomain | Where {$_.DomainName —eq “cisco.sensor”}
|Format—table Name, DomainName, TNEFEnabled, AutoForwardEnabled
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T A—DEE DRRTE Fa7)UER{E MR :Exchange 2013/2016

TU—RRIVF R AL % E R L= E & Se D YERK : Exchange 2013/2016

1. GEREDER] ICHBEILET,
2. ROEEZAALET,
« [FirstName]: Cisco
* [LastName]:Sensor
e [TA')7XR]:Cisco Sensor
o [HMEREFA— /LT KL R]:journal@cisco.sensor
3. ERAEZRELFES.
EEIRIZDERK : Exchange 2013/2016
1. Exchange Bt 4—(2013/2016) [H A1 LET,
2. FHLLWEEIRIIEERLET,
3. EEIRVIDFHEMEASN/BEIRLET
+ [£7i]: Cisco Sensor
o [FEE]:[hAREL]

Help

end connector

ate a send connector

There are four types of send connectors. Each connector has different permissions and

TK SEtungs. Learm maore...

4. [RAN]1ZEDI9ILET,
5 [RyrD—5FF] T (A —ILERDAT—MRAMERABALTIL—T105 T 5] 8IRL, 2o H—D
IP7RLAZEMLET,
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Fa7IVEL{E =% 5E : Exchange 2013/2016

66

© © N o

10.
11.
12.
13.
14.

T AADERME DR

new send connecior

tor can route mail directly thraugh DNS or redirect it to  smart host. Leam

SMART HOST

10.00.10

Help

[RA]ZEDIVILFET

[RT—FRRAMREEEREDHERL] T, [GL] Z#8IRLET,
[RAN]ZEDIVILFET

[7ELRARR—X]IZ, cisco.sensor & SMTPZ A HLET,

new send connector

A send connector routes mail to a specified list of domains. These doemains can be SMTE
address space or a custom type. Leam more..

*Address space

Specify the add | route r

[RANTEVVVILET

CEETH—/N\—] T BULEFA—IT — b0 —N—NEIREN TS EEHEEL TS,

[OKIZ&V)yILET .
FLOSYy—FILIL—ILEERLET
D —FIIIL—ILEREEANLET,

o [O¥—FILLR—b®DiEIE %] journal@cisco.sensor

o [4&Hi]:Cisco Journaling

o [AE—VDREBRFEERFZETARDER][TATOAVE—UITER]

e [Journal the following] : [T R T D Ayt —]

[External Messages] Z#E#RT B &, Exchange Uv—F )T HEENRATR AL DD AvtE— 2

BYTELENEAY D RATRREEAHYES,
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T A—DEE DRRTE Exchange Ta7/UBR{E DTAL

Cisco Joumnaling

message is sent to or received from...

[Apply to all messages]

|j0umal-@cisco.sensol ®

© To use premium journaling, you must have an Enterprise Client Access License {CAL). Learn more

15. [(RFIZEVIVILETS,

Exchange T a7 ILERE DT A+

1. 88/ 2T —DONBISNTNHAD I—HF —[ZTF R Ay E—JFEELET,
2. BELBIIUIHEHTAYE—UHARMYRAENF-CEEERLET,

T 17 )LER{E DEXTE : Cisco ESA

Do arTIE, Cisco E A—JL X2 T4 TTS54T 2 X (IH IronPort) IREM S Cisco mERT vy
T £ —~DT AT IVEEEHET A EITDOVTHALET,

EHRMLTFIBIERDEESYTT .

AT 1:Cisco ESA T SPF/DKIM/DMARC FTvo%&E®IZT 3,

ATYT 2:Bec: 7U2aVEFALTAYE—2F Y —I2aE—T 520 TV I ILEEERT B,

ATYT 3 EIEFHDA—ILDH (RINLPPVOGTRYS—, IAILAR, TILTLAY) TRt i=A—ILIE
SMEMN) Bt —2aE—2SNBES5I2, FDITAIINAESBIT BB A—ILR) O —%HRET S,

ATYT 4 FHLGWOEEDXREZBEY I CEET A-HD/N\HIVAMBERTET S,
ATYT 5 FEOBMD LR T LT S— A HEEEBEICEMT AEIICHKESN TSI LEFMERT D,
ATYT 6: FDMDETARN) AMIEHDEFA—ILAN)—LERETT 5,

ATV 1 BHEBEDI—HF—AHEITT I ERET DL 75— —N\—ERTA M) ANZE
%9 %
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[ Authentication-Results INNSY— T 2EELERER T A—~DEE R TE

lAuthentication—Results INYA —|ZB8 3 A EBRLTEREIR

oY —(F EERDTAToTATADFMIZIL D, IEHETHEIEL TLVELY Authentication—Results N4 —
[CIRTFLTWET . B TEDOMER IMTA(DFEY . /U F3—F2yb LDZEER MTA DS EEADRIDRAR
AR B RIEAYE—TFFHEL . Authentication-Results ANyA —ZBIMLET , COANVF —DEEHEZREF
FTAHLIITHEEFEADA VRN ) —LMTAZEEIZRELET (DFY., EELGERTLESTTELGLRY. Ay
F—ZBEDAYF—TLEEZTTHILIETET . Av—Uh DAY —FMYBRKIELTEEEA)

2L A= =TV T BREDNERITLEDHEENHY . BFIVAMN)—LMTADANYF—DBEMEERT
HIEN, BICERAMNTHAEIIRYFEREA . COKRREERILT B8, 2P —IL, X-Agari-Authentication-
Results EFEIEN AV —DEHEZHEYICRELET, AR DM 540G S &, Authentication-Results A~y
B—24— LI\ ILET,

ZhIZ&o T, % £ T Authentication—Results NyA —Z R (EE) THXIICER MTAZRETEET . TD
=8, BIBE T2, SESFLF IR —LMTS ZRAHASEDHENTELAREENELHBYET , COHART
(L. SEITFLEMTARRICH LT, SNEETTHHEICOVTHEBALTLET,

AT 1:Cisco ESA T SPF/DKIM/DMARC Fx v BT 3

1. [A—JLARY S — (Mail Policies)] > [A—)L 78— — (Mail Flow Policies) ] IZBEILET,
2. [Tk R — 185 A—% (Default Policy Parameters)] #2 v LET,

3. [DKIM#%EE (DKIM Verification) ], [SPF/SIDF#&:E (SPF/SIDF Verification) ], [DMARC#& 5 (DMARC
Verification)] DWLNFNE ., [ (On)] ITERESNTWARIEEHEELE T BET DR TEZRIZRLIZES
YIZLZED,

Spam Detectian: @0~ o
Wirus Protection: | @0 On () Off
Encryption and Authenticatian: TLS: ot () Preferred Required
Verify Chent Certificate

SMTP Authentication: | @0¢1 ) Preferred () Required

If Both TLS and SMTP Authentication are Require TLS To Gffer SMTF Authentication
enabied:

Demain Key/DKIM Sigming: 1 On @ 0
DKIM Verification: oO" Qe

Use DRIM Verification Profile: | | DEFALLT &

S/MIME Decryptien/Verification: | 1On QO
Sigrature Afer Processing: | D) Praserve | Rermove

S/MIME Public Koy Harvesting: SFHIME Pubiic Key Harvesting: | D) Disabie () Enabie
Harwest Certificates on Vierfication Faidure: | () Disabie () Enakie
Store Updated Cortificate: Disabis () Enakic

SPF/SIDF Verification: @ on  off

Conformance Level: | | SIDF Compatible §

Dawngrade PRA werificath = sent- to Qi ves
s

Sender:’ or "Resent-From " were u i
MELD Test: | @ 0ft [ Om

DHARC Vrification | I8 0n o
Use DMARC Verification Profile: DEFAULT §
DMARC Feedback Reporns: (2
L » Dot
d aggregate feedback reports
Bouncs Verileatian: Condider Untagged Bountes 1o be Vakd: ves @Ne

Policics > Bounce Veriieation, )

[DKIM#&EE (DKIM Verification) ], [SPF/SIDF#&:E (SPF/SIDF Verification) ], [DMARC#&5iE (DMARC
Verification)] DWNFT N DERTEL. Cisco ESA[ZIELERESNTULVET .

ATYT 2:Bec: TAIINAFERL TAYE—DFERE TS
1. CiscoESA(E *— )L X al) T4 TTSAT7VR) ICEBEL—F—LLTRI(ULET,
2. [A—JL7R1)S — (Mail Policies)] > [Z{Ea> T2V 74 JL A (Incoming Content Filters)] [CFEILE T,
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A —~DERE DR 5 lAuthentication-Results INS— A 2B B E S EIT

IS AFEEIZ Cisco ESA IREBEANRESNTWAIEE : 73> O BN EA—IL EXFa)T4 T
TIATUR(ESA) AV ABUADBEDEIMIDOAEEEZRIZFIETHBIEEE. MY THISREL
NIVERFYTTIL—TLRILOWT IO TROFIEER T I IBENHYET,

3. [J4)LA% BN (Add Filter)1 &%)y L. 74JLARIZ[Cisco_sensor |HEDH MY T NERIE(TITE
ERS

4. [ERBA (Description)] Z4—JLRIZ RO EEBEN T FNEBO N REER AL IBIETEDKLIIZEHR
BEAALET, fl:TThiE, AytE—2 D BCC RN —LEEUH—ITREIET SN T(ILAT,
Ayt—OAYE =LA T —ADHEDREEREFLTEELET .. CEMINHIIHFE(E.
joeadmin@example.com T Joe BEE(ZELVEHE TLEELN]

5. oY —MNIVRA—H—ICERESNEIFEDNTRTDAYVE—UEZETEDLLSIC. TRTDAN
LBEUIAINADRAFYURRTEIN=HRE A E—CFRETHTDOMDAYE—D T0LE) Y
G RIO—DET. T4 EBZIEFFTLET, ATV ITLIEDIRAZ—) AR TIAILENT
[CEREZMIA—LIZY ., BBED T ILA2ZFEELIZYTEZDMDEELZ I ILA) T EFERLTNS
BEE. a—Y—ICEBRESNDITRTOAvE—SDaAL I av WS BRIDOERN BN S ESIZ,
NBDITAINR)TEERBLT, EoY—D0L 4% EYICERBETIRELAHYET,

6. HEIHLT, AVTUYIANRIZERZEBMLET . BEBICEOTIX, 7L BEDZEEE
FZIER ALV DEFEDEEA—IL R)—(CNODFIETHR) [ZEEFTEHIENTEET, R/SA
FHERPVAIWARKTHEEE Iz AVE—UNREIND (BLUVI—F—ICERIESNEL) ToLE
Yooy HhdEEE. o —TJ4ILEREBLEVEIIZ, TAILRIEHEEHDIVLELD
YET, ZNLUNDGEIX. AT UV IANEIANDEHDEBMERT YT TEET, T35 5L ED
Ayt—U IR L TETrue LR IENE T, CCTH, AVTUYISIILADO BRIE, TR —HF—(C
BEEREINDIFTEDAVE—UICHLTOHENMET H2ETY,

7. AyE—UITAYE —FBMNT BT arEBIMLET , X-Agari—Original-From & X-Agari—Original—
ToZAytE—U(2IBMLET ., Cisco ESA BNERST —F D4 DIHE X, X-Agari-Authentication—
Results Ny —HBIILET , 792av eI 1 DOAYE—%BNT 5=, 793> T EIZRD
YIRTYTERYVIRLET,

a. [79La %BN(Add Action)] &) voLET .

b. [72a>®EN (Add Action)] FAT7OTRYIRAT, [NySF—DBIN/FmE (Add/Edit
Header)] Z:&RLE T,

c. RORIZHEST, [NyF—4% (Header Name) ] {EFZ A SILET,

d. [FLLWANYA —DEZEETE (Specify Value for New Header)] Z3ZRL . RO KRICH-TEE A
jJL/iTO

e. ANZRLLLD, LRIZZEICFVILET,

f. [OKIZ&D)vHILET,
[~y& —2 (Header
Name)] {&

|X—Agari—0rigina|—From ||$Enve|opeFrom |

EFrLLw NS —0) {EZE5E (Specify Value for New Header)] {E

|X—Agari—0rigina|—To ||$enve|operecipients |

$Header['Authentication—Results’]

Cisco ESA BERS —,I 14 MTA THABESIZOH . DAY
H—ZFBMNLET,

X-Agari—Authentication—
Results
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[ Authentication-Results INNSY— T 2EELERER T A—~DEE R TE

70

Edit Action ]

Quarantine

i Hel
Enerypt on Delivery Add/Edit Header elp
Strip Attachment by Content Inserts a header and value pair into the message or modifies

) value of an existing header before delivering.
Strip Attachment by File Info

URL Category Header Name: [x-Agari-Original-To
URL Reputation New Header Name or Existing Header

Add Disclaimer Text

Bypass Outbreak Filter Scanning © Specify Value for New Header (optional):
Bypass DKIM Signing [senveloperecpients
Send Copy (Bec:)

Prepend to the Value of Existing Header:
Notify |

Change Recipient to

Append to the Value of Existing Header:
Send to Alternate Destination Host |

Deliver from 1P Interface

Search & Replace from the Value of Existing Header:
Strip Header

Add/Edit Header Search for: | *

Add Message Tag
Add Log Entry
S/MIME Sign/Encrypt on Delivery

Replace with: |
Leave blank to remove searched text from value.
(*) accepts regular expression
Encrypt and Deliver Now (Final
Action)
S/MIME Sign/Encrypt (Final Action)
Bounce (Final Action)

Skip Remaining Content Filters
(Final Action)

Drop (Final Action)

_Cancel | o
X-Agari-Original-To NyH —DAV T TILE T ar D,
8. CDIANEBDTFARIT I AVERBLET . DFY., o —~DAvt—T&HKEBCCLET .
* BCCTV2avDEFA—ITRLRBZRDELSITTIHBENHYETS
o [username]@[symbolic_name].hosted. Cisco .com(Cisco B RA+FT Bt H—DIFE)
¢ [username]@[sensor IP_address] (ZH— B DAV IZRMNIFYIZHSHEHEE)

e Beo: AYt—VDHRLBIETDIDERULICTINELNHYET . TDT=8. [#4 (Subject)] 71—
JLE(XT$Subject IOFEFEIZLET,

o [JA—2 /38X (Return Path)] TURJIE, & FITEULETRLRIZERE T DIBHELHYET, DT
RLRAT, IOV ZADREERBICERINED., Lo —~DEREDKBMNERINEIMDLT A
[ZHYES, [A—2/ X (Return Path)] 74— JLRIEZEEHDFEFITLAWNTZEW, ZEDFEFIC
FT5E Y —~DEETHENELIBEIC. TDOAVE—VFEEFICAVE—UNREINSIS
ELBHYFET, RELIEREMNELEMEL TSI LERHELIZL., 5. [VA2—2 /XX (Return
Path) ] TURJZETOIIEETEET . ChITKY AL GEREDRKIET CICERFEFa1— oAl
BRENFET,

e Bec BEFA—ITRLRIZIBELIERFAMU T, AvytE—U @Y BRIDREEICEESNAEG
& . (KB A—JL7RR | (Alternate Mail Host) ] T M) Z A TEE T, CORTEDFER. EFA—IL
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AT DR E

I Authentication-Results INVGY— B3 5B ELEEEIE

T7ELRET=IE Cisco ESA MISMTP JL—b I#EED MX LO—F THEIN=EDIZH L TTIE

15 FEE L= RAMI L CTEEEEMN

HITENFET, DFY. COT—ILFEFEALT, v

H—DHRAMEIZIP PRLRAZEBIRETEET (P 7RLRIZAEN CTHO R ENHYE
9, 151:[123.123.45.67]) . LEETHEELEBEFA—ILTFRFLATHERAINARAS VL LT Tt
B9 ALBY. BlIEHmE/N\DOURANBCRET S RIERE LTS,

Add Action

Quarantine

Encrypt on Delivery

Strip Attachment by Content
Strip Attachment by File Info
Strip Attachment With Macro
Safe Print

URL Category

URL Reputation

Add Disclaimer Text

Bypass Outbreak Filter Scanning

Bypass DKIM Signing

| Send Copy (Bcc:)

Notify
Change Recipient to

Send to Alternate Destination Host

Deliver from IP Interface
Strip Header

Add/Edit Header

Forged Email Detection
Add Message Tag

Add Log Entry

S/MIME Sign/Encrypt on Delivery

Encrypt and Deliver Now (Final
Action)

S/MIME Sign/Encrypt (Final Action)

Bounce (Final Action)

Skip Remaining Content Filters
(Final Action)
Drop (Final Action)

Bec: 793y

9. [OKIZ&YIYILFET,

Send Copy (Bcc:)
Copies this message anonymously to specified recipient(s).

Email Addresses: bec@<symbolicname: . hosted.appc.cisco.com

The following settings are optional.
|$subject

Subject:
Return Path: |<>
Alternate Mail Host: |

ROBIE, LEBDIATY T4ILEADTEZE (LEE (Submit) ] DY) IR ZRLTLET,
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Add Incoming Content Filter

Content Filter Settings

Name: | [Cisco_APPC_Sensor

Currently Used by Policies: | No policies currently use this rule.

Description: | |Filter to send BCC stream of messages to APPC Sensor

Order: | 204 (of 20)

Conditions

Add Condition...

There are no conditions, so actions will always apply.

Order Action Rule Delete
1 Add/Edit Header insert-header("X-Agari-Original-From”, "$EnvelopeFrom™) a8
& | Add/Edit Header insert-header("X-Agari-Original-To", "$enveloperecipients”) -}

3 & | Add/Edit Header ;‘::::’l‘:?f)de"['" Agari-Authentication-Results”, "$ ["Authentication- I

4 “ | Send Copy (Bcc:) bee ("boc@ RNl hosted . appc.cisco.com”, "$Subject”, "<>") &
[Subme
-~ —_ A\

AVTUYILIEDBRE

ERIZ. BANE = X-Agari-Authentication-Results ANy A —ZRLTUWVET , SOANYSF —[&. Cisco ESA
MTA DRSS —kI 4 MTA DIFEIZDH, BINTEBEMNHYET . Cisco ESAMTA AERS —kyx
ADEIUARN) = LDIFE L, ZOAYE—FBMLENTEELY,
10. [#1E (Submit) ] #HUvILTH LW IS L AEREFLET,
1. F4NWNAEBEUET R TDEEA—IRI—IZBEHEMITET,
a. [A—)L7R1)< — (Mail Policies)] > [Z{§ A—JL7R!) & — (Incoming Mail Policies) ] [C#BILE T,

b. BYEITD [A> T2V T1ILR(Content Filters)] BT, FiT=IER SN T=D1IL2EZS BT S(H®
[293) K32, BlYHTONF=a TV IIIAERELET . BARIZK-TIE. TOERATED
RS —DaAVTIoYITANEAEREIZENTILENHYET,

EBEINT= R —(Policy)] fTIE. RDKSIZHYET,

Add Policy. pommmmmmmmeeeees
! T
Order | Policy Name Advanced Malware Protection]| Content Filters - Outbreak Filkers | Delete
7 (use default) E Agari_collector | (use default) ]
1

________________

AVTIUOYILINEAREENTNSR)—1T
R —IZHHOTIVR A= —CBFA—ILZERIETIEE (BLUAvE—% R4+ ILA CECELT-
Y, Ayvt—CFEIBRLEYLEWSS) FORYS—TlIEEV Y —ITAYE—C% BCC §5-00a TV
YIANABESBTIULELHYET . toH—IE BIELETRTOAYE— D BCCAE—EWMET S
WEARHYET, — A, FOVTEIIREINF=RISNLA— LIS )L AA— LERET ERLEEHYE
HA.

12. [ZEEZHETE (Commit Changes)] #0')vILEY,

ERZHEERIC, A-UD T —CL—TA T LIRH S RITERL TSN Ay =S D/ A THED
HIGEIL VAT LIZERADIDIEABYET . KDYIZ. ROEILIV DNV RNEFIRETE T IS
FT.EEOREEFHT HENTEFY,

ATYT 3 REEEIN AV E—I Do Y —2aE—Sh BN KIITT S
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RINI, DAIR T LA A= DIED ., R —ThREELI-RIED Avt—T1E, Cisco B H—ITEELE
WTLEEEW, 5L TRBiSN - Ay E—U N LB DO FIETER L= BCC OV TV I IILEADFEEEZ T
WESIZTBICIE., R EIN-SFIETLIATDAVE—CICEEDAYE —EH/HATETIIVEZEA—
IR —IZEBILET . Z5LEAYET—DWT O NEETNIEL, AvE—2Fa0 TV IT(ILATRY
H—EF ., o —(CaE—LEBNKSIZTE2EHDEHELTERASNET,

Ay—UFRNLELTHANT BI=ODHRELAYE —Z Ay —D[TEMULGNRIITR) O —ZRELT
WBIEEIX. BN T A0 E—CE TN AEHTEYICERTEDSLIIZ. COTAIIEDNTR2IFENEKY)
U—EERETHLELTEFY,

CDIAINAEERT BRI —DER
RY—I21 DUEDHAREZLAYE—HEBIIENET, CCTOEMIE, R/NLEREEEAYE—DFH AT S
F=OICEATEEERLER) O —ICRHLTIDT IV EETTHIETT,
1. [A—JLR1 < — (Mail Policies)] > [Z48§ A—JLR1) < — (Incoming Mail Policies)] IZBEILET,
2. WMEITHBRI)—DITT, ANLFE(RISLADIGZE) . IR E. BEBTILIITHE., LA
A=)l ([REESNI=AVE—DDBE) DLVTNAIDEREEI)VILET,
3. [F¥MAE% T (Advanced)1 &V vILET,, (ER T LHHREICKOTIE. WEDEEM [P RARILR/NL
D EXFE (Suspected Spam Settings) 1. [V A JL AL f= Ayt — (Virus Infected Messages) ], [/ V)L

YA —=ILIZxF BT 493> (Action on Bulk Email) ] DLW\ NADEI LIV IZHEET HRIEEELAHY
x9)

Suspected Spam Settings

Enable Suspected Spam Scanning: Cino @ yes

Apply This Action to Message:  Spam Quarantine

Add Text to Subject: | | prepend |[SUSPECTED SPAM]

= Advanced Add Custom Header (optional): | jeader: [I

value: |

Send to an Alternate Envelope gmag Address:
Recipient (optional); |

Archive Message: @ yo Yes

4. [HRBLAYS —OEN (Add Custom Header)] 923> T, [NyS — (Header)] & [{E (Value)] DiE
EANLFET  AVE—IE —ENODEHTHIDENHYET , EX X R/INATHNIL.
MyCompany suspected spam EWNSIKSIZLET  fEIE. FRATHEBEICE>TEKRDHHELD
(positive X2 true T4 E) IZLFET,

5. [Ny —(Header)] DIEIX, RDEILAVITIANEADEHEDEM] FITEATEDLSIZEEE
OTHEEFT

6. [EE (Submit) ] &EHV)vHLET,

Ayt—TFREET 52T R TDR/INLRYS—, DAIILAREKRRIS—, T LA A= LR o—[Tx L TRYIR
l/id-o

AINLEHNT BEEICAY DU RBEERTHEIICHRI O —EERTETHEELETEFT &R B
[Z&oTIE BRILF=R/INLAYE— D SEEEIZ [SUSPECTED SPAM] Z {43 B LS ICR/NLIIL—ILEETE
THEIHEELHYET , AvE—CHBDERIC—HTIEIITR L —FHERETEETH. ChITEHE
EETHY. ROBRLIHIDNDIIELAHBYET  AVvT—EDOAHNTRTCIEEELELHBYFET,

TAILE~DEHDIEM
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o~ N

A ~DRAE DR

[A—JL7R1) < — (Mail Policies)] > [Z4§ A—JL 71 LA (Incoming Mail Filters) ] (CBBEILE T,

AT 1 TERLE=2/4 8D &F1IE D)y ILET,
[&{4% 3B 0 (Add Condition)] 41w LET,
[Z DD A~YH —(Other Header) ] &)U LET,

[Ny —4% (Header Name)] 74— ILRIZ T I/ AEFERT BRI —DEE] (RIDOR—) ITHE

BLI=ARBLAYT—DRETEANLET,

Add Condition

Message Body or Attachment
Message Body

URL Category

URL Reputation

Other Header

Does the message contain the specified header? Does the value of
that header match a specified pattern or a term in a dictionary?

Help

Message Size Header Name: |

Message Language

Macro Detection .
® Header exists

Attachment Content

Attachment File Info QO Header value:

\ Contains

V]

Attachment Protection

Subject Header

Other Header Block_Files

Envelope Sender

Envelope Recipient
Receiving Listener

Remote IP/Hostname
Reputation Score

DKIM Authentication
Forged Email Detection
SPF Verification

S/MIME Gateway Message
S/MIME Gateway Verified

Duplicate Boundaries Verification

Geolocation

(O Header value contains

|

(™) accepts regular expression

Undo

Cut

Copy

Paste
b Delete *

Select All

Add a Keyword for this Search...

Check Spelling

Inspect Element (Q)

6. [~NyA —I{E (Header Value)] KA TR 1) ART, [ZL<% L) (Does Not Equal) ] Z#334RL . £IFEERL

7.

FARBLANYE—DEEANLET,

(O Header exists

@ Header value:
[Does Not Contain [~ [positive o
o) Contains

5 term in content dictionary:
Does Not Contain

Equals

Does Not Equal
i

Begins with

(M a

Does Not Begn With
Ends With
Does Not End With

[OKIZ&2)vILZFET,
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8. [MTCOIAINAEAEFERHTER)—DER | R—2 13 TEMLETRTOAYE —IZRHLTRATYT 3
~ T1%##BYIRLET,

9. [JL—ILDEA (Apply Rule) ] FOYT A DU ART, [TRTHOEHEN—HLIIEE DFH (Only if all
conditions match)] ZE{RLFET,

Add Condition... Apply rule: | Only if all conditions match
Order Condition Rule Delete
1 Other Header header("X-Spam") |= "ATrue$" |
2 4 | Other Header header("X-Virus") I= "~True$" I |

10. [EE (Submit)1E2UvILET,

ATYT 1T, bee: ZNLT Cisco oY —[CaE—FEETALIINZCDALTUY I EERELI=CEF
BUOHLTLEEN, COEEIZEY ., bee: LT Cisco Lo H—IZaE—%#E{ETHESIZIDTALIT4
ITAREFEINET, =L, RINLELTHANSINI=-OIZFET DAV E—JITHRE LAY —IHHI5E
EREFT,

Content Filter Settings

Name: |

Currently Used by Policies: Temp Whitelist, Test URL content filters, Default Policy
- — orr s
COAVTUYILIIVEEERT BRI —,

ZDAVTIOIITANAEERYL—THEEATHEE X, TDRI—TID I IEANSEBINh, BE&HIZHEoTL
BERHBIEITEELTEEWD, ATV IAIILEATHEASNEZ DR L LAYE —FBIML=R) S —(Z,
FDAVTUVIANENEEN, TOT4TITHOTWBIEFRERLET,

ATYT 4o —IZHT BN RNEBERET S
HAYTBEAS VRTLYY—REF/MRIZINZBIZIE, o —~DBRENKBRLI=5TCIT/INIU R Ay
AR TDESICVRTLERETAVENHYET,

1. BERRACDZITANDE—BEDRAMVEIEHTEALVND Bee: BRIERBEFA—ILTRLRZEAS
LET, (KB A—ILRXE (Alternate Mail Host) ] BRIET7 723V I&. ZDH—/N—BTDOAVvtE—T%
WEBLET, ZDF=, EFA—IWTRLADRAAVIZEFD DNS TN EZERT AR EFTHYFE
HA, COHTIE. FAALIZ symbolic_name.hosted.appc.cisco.com Z{FEHLET,

2. NIUR Ay—UFRRICERSER=HD/NNIVR TAT7AIVEERLET .
1. [RybrT—% (Network)]> [/39 2 X FOT74 )L (Bounce Profiles) ] [ZBEEILE T,

2. N9 RFTAT7AILEENM (Add Bounce Profile) 1 Z4Uvw oL T, HiLLWIU M) ZERLE
-g-o

3. ROHITFRYT EIIMEZANLET,
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Edit Bounce Profile

Mode —Cluster: Cluster-o-rama

b Centralized Management Options

Change Mode. ..

T AOEEIREE

Edit Bounce Profile

Profile Name:

Maximum Number of Retries:

Maximum Time in Queue:

Initial Time to Wait per Message:

Maximum Time to Wait per Message:

Hard Bounce and Delay Waming Messages:

Impatient ®

1
{between 0 and 10000)

3600 seconds

{between 0 and 3000000)

60 seconds

{between 60 and 86400)

3600 seconds

{between 60 and 86400)
Send Hard Bounce Messages:
© Use Default (Yes) O Yes Ne
Use DSN format for bounce messages:

© Use Default (Yes) ~ Yes T No

Message Composition

Message Subject: |De| ivery Status Notification (Failure)

Parse DSN "Status” field © Use Default (No) Yes Mo
from bounce responses:

Notification Template: System Generated
Preview Message

Send Delay Warning Messages:
© Use Default (No) Yes Na

Message Compasition

Message Subject: |Delivery Status Notification (Delay)

Notification Template: System Generated
Preview Message

Minimum Interval Between Messages: |1440 seconds

Maximum Number of Messages to Send: [T
Recipient for Bounce and Warning Messages:

© Message sender

Alternate: |

Use Domain Key Signing for Bounce and Delay Messages:
© Use Default (Yes) 7 Yes T No

There is no signing profile matching bounce from address MAILER-DAEMONG
messages will not be signed until you create apgpropriate signing profile.

NOTSET__. Bounce

BRL-—E D Y —F A VIZEROEEXIFO—ILEERLET (COHITIL, symbolic_
name.hosted.appc.cisco.com]) , CDFELIAVFOA—)LIX, BIDRTYTTHERLETZ I LYY T IO R
FOT7AIL(COHITIE. Nmpatient |ELNVD BN ZSBLET,

1. [A—JLR) S —(Mail Policies)] > [E{E %> kO — /L (Destination Controls) ] [ZFEEILET .
2. ROBIRTEIIEEAHALET,
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I Authentication-Results INVGY— B3 5B ELEEEIE

Edit Destination Controls

- : .
! Destination: | leallectorhost

IP Address Preference:  pefault (IPv6 Preferred) v

Limits: Concurrent

* Use Default (500)
Connections

Maximum ofl (between I and 1,000)
* Use Default (50)

Per Connection:
Maximum Ufl’sn (between I and 1,000)

Recipients

Maximum Messages

* Use Default (No Limit)

Maximum ofIO per |60 minutes
er numoe
Apply limits: | Per ESA hostname;

2 system Wide

Each Virtual Gateway

Edit Destination Controls
i

recommended if Virtual Gateways are in use
TLS Support:  pane w
v fins not vt Beans confiourad. Enahline " e
'Demo” certificate/key. (To configure a different certificate/key, start the he
Bounce Verification Perform address tagging: & pufaui (1io)
No
Yes
Mail Po Bounce cation
___________________________________________________________________________
Bounce Profile; | jmpatient v
e etwork > Bou. Prof
[Corce |

4. REINERVNT—VRAIZEUY—INEELET . Lo —RTDOA—IILAN)—LFESLTSI5E
I&. [TLSH7R—k (TLS Support)] T 3% (7B (Required)] [CEEHE TEE I, N T, Cisco ESA
[£)E—bEoHY—IZ(TSTARTTLS IZ ML THR—F 25 T) B 2ITHEHINET,

5. [£E#HETE (Commit Changes)]1 291 vILET,
ATFYT 5 O RTFLTS—EHERTS

[ XA TF LB (System Administration)] > [75—k (Alerts)] IZBBIL . TaT7ILEED YT YT EERIZ
RELAHABEIC. PATLTI—hEN—FRIIT 75— REZR) VT RHEDTRLURIZEESINE LR
EZELET,

AT 6: IR T AR RN BT HEFA—ILAN ) — LB RETT D

Cisco ESA [ZA—JLZEELTWA T YT AN —L MTAZR DA M) ANZBHETEZI7A4T794+—ILIL—IL
ERETEET . CNIEEE, AvE—PZFEEL. B#BEOAVTUYININEAERX YT T HRANT IR
TF—TILHAT) [ZE->TEREINE T, CORFIAVITHELTWAESIZTATIILERENZRESA TS
ERETDE. COEIGAvE—2ldtoH—ADAE—DRBLET, TaTIEREAND=ZX LA TY
TAINED—ETHY . BFA—IW/IATSAV TEM SN D2HTT,

COREDHNEETBEEEFA—INIO—DERICEOTERYETA, D 1 DI, KRR 7ERT—
TIVTIFEAV TV I NAEFERLT, BIENS T4V IERTA M) RMIEERTDHENHYET . F1=.
ROESBAVTIOITANAN—IWNEERTHEELTEET  EEEDIP PRLATHEEL, oY —IZO
E—%&ELTCORF 1A THRALTWSEDERLREFFEALEY) . AU LI L AIXFERET
IZ(BYDaLTrYT4ILR%E XXy (Skip Remaining Content Filters)] 7273 a>%{ER) Ayvt— DERE
ER)A—FBENIIN—ILTT, ZDH.EERIIPICERETHHAT IUMNEETIT4TILTHIENTE
7,

ATYT 1: 75—, —N—ZRTALRJRMNZEDHD
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BEFA—LAMEDLLVERLNDEE. BELG IV VI HEIIEA T av T EBEESLUREDLLAYE—D
DEDZEE. FEELLN—FIZEFA—ILTI— EEETEET,

BRLGEOTWAAVtE—CERET DUMNMIE, FI—FEFA—ILIZE, BROBEOIEST((EXE) (ZH
THEMDEHRZEEHAOIENTEFY . ERLOBEARLELGE . BNV —N\—(E, oY —ELUVEE
B4 T Y —EAD SRR EMEICET ST I ERETHLLTETT . chbDT75—FDE
BEMEARMEZEELT, VATLANCNLD Ay E—UT 0y EIFEELGVKIICHERT 10, B
Y—NERTAN)AMIEDHHLEHEOHLET,

AL B — N\ EELEAYVE—DIT, TDOAYE—2DAVTUOYD—ENEETNBZIENHBYET, T
DAVE—UMRNLEEATWN Y, ZRUNTEH BFA—IL T4ILEUT YT I TITE>THEDHOLLER
HEN=YTBEELHDI-D. T5—rEEN, BENICEBELTRAEINSARELSHYET,

ZDT=OH. T4INR)T TR T DERBHE DR A—ZFH<T=OI12. BHY—/N\EZRITARJRNMIEDHDHTE
MNIEEICEETY, PRI INAVV T FIBED HBI5E (AL D TR MTA, FIXEFA—ILET LI
B D719 IR/ ERV ) a—3y) TNOBEMY—/N\ERTAMRANMIEHELSICERETI2HEN
BYFET = INRA IS T F—LEBEEDBRIF—LN BEIELT. RIAMALDREEZIETEE
ER

1. [A— L) —(Mail Policies)]> [HATHEE (HAT Overview) ] ICBEILET . [(RAF7IERXTF—TILID
BRENKRTRINDIDT, EEEAEZEED—EICTS—M—/N\—ZBMTEET . BERIUITRD &
SIZRRFSINET,

HAT Overview

Find Senders that Contain this Text: I
t 1 168.1
Import HAT... |
SenderBase™ Reputation Score (?
Order Sender Group 0 -8 8 -4 2 0 2 4 & 3 +0 Mail Flow Policy Delete
1 WHITELIST TRUSTED m
2 BLACKLIST J BLOCKE w
3 SUSPECTLIST J THROTTLE it
4 UNKNOWNLIST ACCEPTE W
ALL ACCEPTED
Edit Order.. Export HAT. I

BRIISESEFLE TELLGENHY. BEDRBICEDLETUTOFIEEZRAE T IZHENELSE
NHYET  =EAIE. TRTOEREFHADAVINIVE YRF—IZEALTTZS—h H—/\BRRTA R Xk
ZEENBESIC. AVNIUR YRF—CEIZCDERERY RTULEAHYET,

2. TIHIMDZEEET IL—THRESNTNDIEZRMRIZ, (R AN ANWHITELIST)I U951 v5
LET . RBOREEBTIN—THHSHHEE, UEHEFHA (TRUSTED)] A—)L7O—RYL—F=FEFhe
RZEDHLDIZIVELTEINTWNB Y IL—TEFALET,

3. EIEE—E —EBRNNDTNTNHIEBFERT (Sender List: Display All Items in List)] 233> T, (EEE
M:EH0 (Add Sender)]1 &5y o LET,

4. [%{EF (Sender)] T4—ILRIZ. PS5—hH—I—D IP PFL R[198.2.132.1801FZ A HHLET,

5. [AAYR(Comment)] 74— ILRIZ, [PS5—r—/N\—ZRT AR RARZZEET B (Whitelist alerts server) |
HBREDIAAVIEBMLET,
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6. [X4E (Submit)]ZH)vHILET,

7. EIEHEY IL—F (Sender Group) ] RAU T IP PRL AN [EIEHE —E (Sender List)] £ avIZHE
TETHIEEHRLES,

Sender Group: WHITELIST - smtp-in 192.168.109.2:25

Success — Sender “198.2.132.180" was added.

Sender Group Settings

Name: WHITELIST
Order: | 1
Comment: My trusted senders have no anti-spam scanning or rate limiting
Policy: | TRUSTED
SBRS (Optional):  Not in use
DNS Lists (Optional): None

Connecting Host DNS Verification: | None Included

<< Back to HAT Overview | Edit Settings... I
Find Senders that Contain this Text: I

Sender List: Display All Items in List Items per page

Add Sender.,

Al

Sender Comment Delete
198.2.132.180 Whitelist Agari alerts server

<< Back to HAT Overview m

8. [EE%HETE (Commit Changes)] &9y ILEY,

FORIZRTESIZ. TS5—hF—/"—D IP PRL A 198.2.132.180 TF, COFKL A DNS Tk £
BEhETHA, —BIC. CORTARAML—ILIZIZBARZEIP PRLAZER T2 EE2BEIOLET,

égﬁg%réé%t %ltication—Results AYSF—%BINT5E5IZ Cisco

DI avE, BRELTLVS Cisco ESA VAT LMNERT —hIzATHY. TaT7IVEREICIEERESNT
WELMEEDHEBELTLVET, Cisco ESA VAT LEFRALTTAT7IVEEAN) —LEEBLTLSIE
BlE. 2O AVEFRALLNTESLY, Y12, X-Agari-Authentication—Results Ny3 —Z BT %
WY AEGE . AR DFIBIZHE > TSN,

1. EEELLTCiscoESAIZAT A LET,
2. [A—JL7RY) < — (Mail Policies)] > [Z{Ea> T2V 74 LA (Incoming Content Filters)] [CFEILET .

BREAISRAEINTWNSEE X, BYDFIEEY TLANLFEREZT IL—TLRILOWNWT N TE
TLET (CiscoESA AV ARIVADBEDND L IMNIDOHFEEEZRIZFTENAT I IO BRI THSE
B)o XY LRNILTIIINSDRDFIEEEITLIELNTLIESLY,

3. [T4LA®DEN (Add Filter)1 &9y oLET,
4, J4)LARIZT Agari_auth_header ] ELNS BRI Z{TITET,

5. D4ILEAQABNHMNBESIZEHRBAZEMLET , f=&A X, [X-Agari-Authentication—Results
H—HF RTOBEBFA—IVIZEMTSIELET,
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6. NI RTOBEEFA—IVICEMENDELIIT. TMILEDIRFERELES . EDR. T1IL5%E
— B LEGAEICRET AV ESHYET  BIFED T LZEHRMIZ, COTANVIDEREERFILES

7. DANBRNZERIZBREHYERFA. FHLELO T AL, TIHILFTTRTDAvE—JC—FLET B
BICE T BEDREEFTIIRAMVICEARDFEA—IL R — (k) 1270V A%EEM T
ENTEET,

8. Ayt—UITAYF—FBMNT ST Ia % 3 DBMLET , [TTAuthentication-Results Ny —[ZB8 ¢
PEEREERIE | R—U68IFSBL TSN MEDRATYTE#BYRLET . ATYTTEIZRDE
DEFFERAL TS,

1. [7923>%3EM(Add Action)]1 Z9)vILET,
2. [7923>®ENM(Add Action) ] FA 7O RYI AT, [NE—DBN/#RE (Add/Edit Header)]

BITED)vILET,
3. [FHLWLWAYAE —DEEIETE (A7 3> ) (Specify Value for New Header (optional))] A7 3% %
JyoLET,

4. FDI4—IRIZRODERDEEAALET,
5. [OKI#9)voLET,

ANTBE =i
|X—Agari—0riginaI—From Header data: $EnvelopeFrom ”7_1_—,0)5315%-0 |
|X—Agari—0riginaI—To Header data: $enveloperecipients ”7_1_-,0) ZEH, |

” . Authentication—
Header Name: X-Agari—Authentication—-Results ~Specify Ru Ttn I/c\ajlon
” C ; esults N\
Value for New Header”: $Header[' Authentication—Results’] S — s,
9. SERLIBEIVTUY T1LAIE RD&SITRRSNET,
L Horkor HallEcices Security Services Netwark System Administration

Add Incoming Content Filter

Mode —Cluster: Hosted_Cluster | Change Mode, .,

b Centralized Management Options

Content Filter Settings:

Name: | Jauth Headers
Currently Used by Policies: | No palicies currently use this rule,
Deseription: | iecting

Order: 29 3] (of 29)

Order Action Rule Delete
1 AddfEdit Header insert-header{"X-Agari-Original-From®, "$EnvelopeFrom”) |
2 & | AddfEdit Header Insert-header("X-Agari-Original-To", "$enveloperecipients”) ]
3 a | AddfEdit Header iMEl't'ﬁb_td:r('x-ﬁgari-ﬂuantitAtinn-ﬂewlts', “$Header| Authentication- o
Results']™)
| Cancel |

10. LEE (Submit)1E2UvILET,
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X-Agari-Authentication-Results AN/¥—%58119 %451 Cisco ESA #8&E 33

1. DI AEBYLEBIEA—ILR) S —IZBEEMITET,
1. [A—JLR1 < — (Mail Policies)] > [ A—JL7R1) < — (Incoming Mail Policies)] IZFEILET,

2. BYEITO ATV T1ILR (Content Filters)] BT, #Ft=IZERRLE=-D4 L3S BT 5L
2. BY S TONEaVTUYI LA ERELET, TOLARNT, FORY—DAVTIY
TAIWEBEBNETEIDENELHENHYFET , EEINAR) O —1TE. RO KSIZRFRS

nFEY,
Add Palicy
Order | Policy Name Anti-Winus Adwanced Malware Protection  Content Filkters Outbreak Fikers  Delete
toer o {use defauir) Agan_auth_header {use defauit) ]

12. [ZEEZHEE (Commit Changes)] #2')vILEY,

[ X-Agari-Authentication-Results INYS —IELWWT—2E—#EIZA SN B K52, SPF, DKIM, 8L U%Z
DD ERFEAH =X L (GE{E4 ID. DMARC %&) HS Cisco ESA E TENTHAELHERT IVENHYE
ERR

vTF7vT

FROFIEERT T HE. o9 —Id. MBISEESNEBE AL AvE—SDIE—EBELBHET .

EENERICEMIZHEDIETIC. HoBOHT HEEENELEZENHYFET , https://appc.cisco.com T

EERI4v VT BREIZAT AL, [BIE (Manage)] > [ —(Sensors)] [ZBEBL TAIV A—ILLI=t
U —DRT—RRERRLTI S 749970 —% R TEET,
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it

AL, BRILIzAYE—CF A —H—DZIEN A DDERNEIHILT 1T T HEL5IC Cisco mELR T v
JHht 2R ET DB EICERINIAETT . BELI vV HHELI—F—DA—)LIRYIREDRE TAY
T—CEBETAERICAPT IUr—ay TRTSIVT AU 83—/ R) #FERALTIRY S LTHOYRY T
516, APLEREEFIENE T,

BRAT7 I AVE R)O—FRIELIZADTY . OFX VT EEEDMIC, —BILI-AVE—CEBEDTAHILAICHE
BY DIV RTLERETEET

APIL#E A&, Office 365, Exchange (2010, 2013, 2016) . &K G Suite IRIETHOAFERTEET,

1 P D EX 7€ : G Suite

G Suite 1—H—D#EAIL, oY —FERAL TV MBBTOAFATEET, FMITOVTE MUY —)
R—U 1915 SRBLTZEL,

CDREYITIL. Google G Suite DFEAZEHRET A EITDLVTEHALETS,
ERMLGFIRIERDEEYTT .

ATv7T 1:G Suite DH—ERTHIUNERTET B

ATvT 2: 2o Y —THEAZAEMIZT S,

ATYT 3:Web 7TV r—Lar CHERAZEMICT S,

ATv7 4 ERAOBREICET AL RATLBHMEENICT 5,

ATvT 5 BRARIS—T U3 ETRANT B,

ATVT 1Y —ERTHIVNEERET S

D93 Tl GSuite DH—ERTHIVNERETHAEICDOVNTEHRALET . EAMNIZIX, Y—EXTH
OUNEERL, Y—ERXT7AHOUMIRI—TEMHELET,

Y—ERTHIUEDIERK
1. G Suite 7H > +H Google Cloud Platform TEXIIZIE>TWNAZEZHERLET,
1. http://admin.google.com [Z#EIL. BIEEERFF DA —Y—LLTRTAIULET,
2. [Apps: Manage apps and their settings] Z97Jv92LE T,
3. [Additional Google Services] Z97JvILET,

Cisco Advanced Phishing Protection 1—H—H4/F


http://admin.google.com/

83

A

4, BIIOY—EZRDY XS, A4E8—)LL T Google Cloud Platform Z R DI+E T (R—I A E#H
5=, 8ZFK/\—IZ cloud platform EANT B ADEELZELHYET),

= Goog|e Admin Q_ search for users, groups or settings

Apps > Additional Google services

@ Access to additional services without individual control for all organizational units is turned On

~ -
2 Additional Google
services ) - .
Showing status for apps in all organizational units
[ senvices 4 Service Status
All users in this account
[J a4 coogleanalytics ON for everyone
Groups v
[0 L Google Bookmarks ON for everyone
Organizational Units ~
O ' Google Books ON for everyone
Search for organizational units
O G Google Chrome Sync ON for everyone
O ¢ > Google Cloud Platform ON for everyone
[0 g Google Cloud Print ON for everyone

5. [Google Cloud Platform] Fxv7Rv49 X% FERL T, [On for everyone] IZHEHKIIZLET,
2. https://console.developers.google.com/ TRHFEBEIAVY—ILIZBELET ., TOC I MEERL. BER

49 DG BREA Gmail 7TV —2av 70w RT 5= RIERI7AIVEERLET,

3. APIEREEE$RIII IOz IR IIZEEMITONTONET . FILWTOD 2 HMEERT BIZIE. [Select a
project] KAV T AU ZALES) v oL HFILWLV D4R T [New Project] #9) v LET,

4, A4 M4IZ Cisco Sensor EAALET,
5. [Create]l #V I LET, stMllA T avER/TETIDLEEHYEFA, TADIIMELRIZERSINEE

T.BRRK2AMDBEELNHYET .

6. JOCIMMERENTS, YURMSBIRLET (BEBIMICENELEE)

7. APIZERIZLE T, APISATSUNBE RNV S L. [ENABLE APIS AND SERVICES] F1=[&
[Library] #9090 F BETHOEARATEET , CI T EHETEEL APLDY AR TENET,

= Go gleAPIS $» Agari Sensor ~ Q

API APIs & Services

< Dashboard
i Library

O Credentials

8. Service Account #fFRZELET .

Dashboard ENABLE APIS AND SERVICES

No APls or services are enabled
Browse the Library to find and use hundreds of available APls and services
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10.
. [Credentials] 20y L%ET,
12.
13.
14,

15.
16.

17.
18.
19.
20.
21.
22.
23.

24.
25.
26.
27.
28.
29.

= (o gleAPls S® Agari Sensor -

& Search O, service account

[Identity and Access Management IAM) API] Z42')vo %9,
[Enable] 7'y LET,

[Create credentials] > [Service account key] Z49') v LET,
[Service account] KAY TR 1) LT, [New service account] ZiEIRLET,
ROFBEEANFE-ITERLET .

o [Service Account Name]:[Cisco Sensor]

[Select a Role] : [Service Accounts] > [Service Account Token Creator] & [Service Account
User]

* [Service Account ID]: BEIFIIZANENET
o [Key Typel:[JSON]

[Create] #0)vILEY,

json 77 M ILERELET,

CDIT7ANERELGIGICERTFELT, EHHENESICL TSN, ZOT7MILIZEENTULSEEEE
FiRlL. BN DITRTOZIEN A~DT I ERAEHIBMFETHAILET , RO a0 TIEISL
-EEEEREFRALT. Eo H—~DT7 IR EHALET,

[Close] 20"y ILFET

[Manage service accounts] 2')vILET .

[Edit] #7)vILET,

[Enable G Suite Domain-wide Delegation] F Ty Ry REFUIZLET,
[Product name for consent screen] 74— JLKIZ, Cisco Sensor EAFILET,
[Save] #0)vILET,

Gmail API ZE T 2158 (X, SRELERICEEM TN TR TOD VN ET ITAI LT ERHELH
UET, byTAZ2—[28H5 [Google APII Yo% S )y LET .

[Library]l 2w ILET

Gmail Z18 % L. [Google API] ZRIRLE T,
[Enable] #01)vLET,

[Library] #2')vILEY,

Admin SDK ##& % L. [Admin SDK] #Z#IRLET,
[Enable] #49')vILET,

H—ERXT7HIURN. Gmail API LT Admin SDK APl CERTEALSIZHRTESNELE,
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i 1]
Y—ERTAVUADRI—T D5

BT TH—ER7HIUMDER] R—2 82 THERLI=Y—ERT7 AU U MI7 o2 ARA—T (Gmail IZE
B)EHETHILENHYET .

1. EEEILY—)L (http://admin.google.com) [CFEEIL . HEICIGL T, EEEERZIF>1—H—LL TN
JAULET,

2. [Apps] ICFEEILZET,
3. security #HEREL . RRESNT=R®D Security 7 TUEEIRLET .

= Google Admin Q

Security
ADDS Device management > Chrome = User Settings
Security
Device management > Advanced Settings
Security
APPS SETTINGS Security
Marketplace settings Security

Device management > Chrome > Public Session Settings

[APIreference]l V') v ILEY,

[Enable API Access] FTv IRy I REFVIZLET,
[Advanced settings] #7)vILEY,

[Manage API client access] 2') o LET .

[Client Name] 74— JLRIZ, [TH—ERXT7HIOURDERR ] R—2 82| THERLI=H—ERT7THIU D IS
AFURDZEAALET . CODIERD 2 DDBFRIZHYET,

o A9 O—KLTz json Z7AILTIE, BT TIZRREINET, ZOBITIE. clientid (X 71THIZ

®© N o g &

HYFT
1v K
2 "type": "service_account",
3 "project_id":"cisco-sensor-202903}
4 "private_key_
- “private_key"
[ b en ema

ctient 1dm: "109% _—

...................

9 “token_uri": "

10 “auth_provider

11 “client_x509_c¢  _ ]
12 -}

13

o BAFEE ) —)L (https://console.developers.google.com/) T. [Credentials] 2 v LET, 75

N 3 —
A7 b D ARFSNFET
OAuth 2.0 client IDs
MName Creation date v Type Client 1D
Client for cisco- May 2, 2018 Service account el
demo client

9547~ ID(BIRAFERL ZIE—LT, [Client Name] Z4—ILRIZBEYRITET

9. [One or More API Scopes] 74— ILRIZ, ROXFEINELUTDERYIEREICAALETT . TEEMZT . K
DEFEREBIMLENTESWD, XFINEARE T —IILRIZaE—LTREYF T 51T T, CORF A
FCIIEHITICH =2 TIHYIREN TLET M, 1 7ELTRRY TN ET,
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https://mail.google.com/, https://www.googleapis.com/auth/gmail.labels,
https://www.googleapis.com/auth/gmail.modify, https://www.googleapis.com/auth/gmail.readonly,
https://www.googleapis.com/auth/admin.directory.user.readonly

URL OXFF A ZEa—LTIs—ILRIZBRYFTIT=15 & (L. URL BIRIZRAR—ZAEINESN TLY
BWIEEERLET,

10. [Authorize] Z0')vIL%E T,
BELIZIZAT VD [THERMNMT S ENF-CEERTITNRRINET,
ATvF 2.2 —TEAZENITS
MYy —EXT7HhIURDER] R—2 82 THHA—K L1z JSON BREHEHEFEAL T, KoY —TEA

FEMCTERLSICHYZFEL =, i BEL I« VI HEATITSCEL, £ -4 (2av o Roa
UAVB—DIA REFRALTITIZEELTEET,

BERI v THETOE Y —DOERDOE ML

AHRGEH TTH—ERTHI VDR R—2 82T O—KLT= JSON I7 1L,
1. [% ¥ (Manage)] > [r> U —(Sensors) ] [(ZBBEILET .

BHOEL Y —DHEHEEE. Y —ITBLIATEERLET .

[API3E A D A %11t (Enable API Enforcement)]1 &%)y LET

JSON -'j- txul.. nIE'r $|§77’f)lx0)|*l’§~é1$’&:|t Lz—t [ﬂ- tZTjJ'j/l*nb A 'Iﬁi&(SBI’VICG
account credentials)] 74— JLRIZBEYFITET .

5, TANBEEEDA—ITERFLRAEANLET IEET HTAMEFA—ILTRLR(L, G Suite IRIETE
BRICERALTWAEERZEN ATHIVENHYET , COTANTRLRIK. BEL Ty VT
BHIEIAY API ZIEEIZFREEL. TP APIZERAL TIREBRDA—ILRYIRERTE LUV T I EATED
CEETARTBE=OIZFERALET .

6. [APLERDT ARSIV EZNE (Test and Enable API Enforcement)] #49')v 9 L% T,
CODEMERTYT Tl TARA—LITZEESNEE A
G Suite Y—ERXRT7H IV LIERMNERIZMAEIN-CEEFBMIT IR AV E—DNRREINET,

ZOTOERTIK, BELI«1VI VT HEMN APIZN L TAYE—CFBRTESELSICT S5 TY . & A
FFEEEMLBYFERA HIWT, Avt—2F 1 —F—DZIENANSBENT BRI, BELRT vy
AN CTEBEABL NI TERICL. A7 a3V EERTAELSIR) S —EBETINEAHYET .

ATy 3 HABOBEREAMIZTS
PIKEE 1 DD Y —THEAZEMIZLI=5. Web 7T —Sar CHBIOERAZHRETEDLSITHY
9,
1. [B (Manage)]> [#8# (Organizations)] IZF8&ILET ,
2. Ao RREY)VvILET,
3. [EFD%E (Enforcement Settings)] 933> T, [{EF (Enforcement)] XA vF% [H %N (Enable)]
[ZERELET,
4. BARSNIVEADLET . BASANILE. BRAFMEDOAYE—UITEBMENE 2T 1E I T4
BITT . BEL AvtE—PEIOTHILFRAICHBITIN, EFA—IILIFATUITCA—HF—IZKRTR
SNBTAILE DARIGZYETS,

5. [{R7#F(Save) 120y ILEY,

> o>
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A

ATYT 4 FERAEEDRATLBHMEEMNZTS

BB TERZAMNICLEERE, v Y —ERICERL TV AREERABBLILEICESETHV AT LB
HMEEMTHRETEEY,

1. [B¥# (Manage)]> [fRK1) < — (Policies)] [(CFEEILE T,

2. [ AT L 5BEN (System Notifications)1 #7571 )vILET

3. [FREE#RZIETE T 5 (The credentials supplied for..)] FTy IRy I REAVIZLET
4. [RE(Save)1E0)vILET,

ATYT 5. RY—ICKBBERT I AVETANT B

HBOBERAMN T TIZE L —TI/A—/NILIZERTGSTWSIES (. BRAT I aVEFERALERY S —0E
RERIBTEFY .

BRAT Va0 ETANT BIZIE, T KRB VMERIBISRYRAH . RIS DEELTEEELARY
U= ERLET

fzEA L, From: PRLRIZB 5 DIELLMEANL (BB A—IL7RLRZIREL . FBICEAHGH R EF T
RS —ZEHLET,

Create Policy

Based on conditions in emails coming into your organization, trigger an event.

Policy Name:  testing enfarcement

Content
All conditions must apply (logical AND)

From: |myself@gmail.com
Reply-To:
Reply-To: address does not match From: address

To:

To: address is equal to the From: address

Subject: super-duper-pancakes
The From, Reply-To, To, and Subject fields are case-insensitive, partial matching

R —DERL: &t
R)O— A= D [TUav (Actions)] £02ar T BRAT7 VAV ERELET
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Actions
Enforce and Notify actions are optional; all messages matching conditions of a saved policy are logged in the Event Log.

Enforce: Move matching messages to folder: Cisco-Quarantine

RYS—TOFERAT I AVDES
R)—FREL. R —DEHIZ—HTET ANV E—CFEELET,

Iyt—U N (BFA—ILAMN) —LARADBDTYTAN)—LTOCRTIAIILERIBEINTLVEWMES) . &
A7 aVITEETESNTWBIHIILAIZRELET,

f=EZ L, Gmaill 9S54 T U MMIIETHILENRD KSIZRRTENFET,

4

por'"oUeOvV >sINIBVE*D [+

™M Gmail

Compose

Inbox 3
Starred
Snoozed
Sent
Drafts
Administrivia
Cisco-Quarantine
Confluence
Jira
Less
Important
Chats
All Mail
Spam
Trash
Categories
Social
Updates 3

-

Forums

Gmail @ [Cisco — Quarantine] 74 /LA

Policies
Policies System Notifications
Configure Policies based on message content

Create Poliqg Configure Policy Text for Original Recipients

Displaying 1 - 22 of 22 Policies

Name Conditions

Untrusted + enforced = Message Trust Score is between 0.0 and 1.1

[7R1) < — (Policies)] R— M [#E) (Move)] 51|

Cisco Advanced Phishing Protection 1—5—#4(K

F1=. KU —(Policies) ] R—U(2(F, EDQRYS—ITERT I av b HANERTINEENTNSIE
[SEELTEELY,

EventLog

Number of Times Triggered

!
vel Notif 7 -
Move? :Nou ¥ Recipients? Last Triggered (i last 30d)

'
¥ H N 16-Nov-2016 20:05:53 UTC 1,838
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SvITTvT

COBATRITTES7I avICE,. #ERICEATALR—ERTITHIETTAPIERICEAT ALR— R—2
102)%58B) & BRANE Y —THEELTWAILEFRER T AL (TEAE Y —RT—2X | R—21021%5
B)AHYET,

BRAT I AVEERALERY D —Z T HEEIC, LERICEF AN —HT DI EHEILATEET .
Tl BALZEOTEITEFTT BMDREZBLTDORES) .

2 FR 0) 8% 5 : MS Graph API Z{E FH L 1= Office 365

Microsoft Graph API [&., Cisco &EH T4y VI Thill B#EEICEWN TR TOAYE—CDaF—%2EL. 1§
¥BDA—IRYIRND Ay —C5BEB L VHIRT 558 ICERALET,

168 DRI, Microsoft 7 B—/\)LEEEM Cisco mMER T4y VI Wil DFRBE 1 AISHEYRITTEEED
[CLTHEEFET .

o BRAOKRELEDAVE—DDIWELLTT IAHIMDRRIA VAT EFEALET,

« RK10000ENERZFLOTHEALES,
RDOFIEIZH>T. MS Graph API ZFERALE=ERZTVET .

1. [ (Manage)] > [#8#8 (Organizations) ] ICBBEILET,

2. #A#ZZEIRL. [Microsoft APIHER (Microsoft API Permissions)] 27 #EIRLFE T,

3. [EABLUVHAESH (Enforcement and Investigation Analysis)] ELNDTAILDIEIZEH S [FH %N (Enable)]
REVED)VILET,

4. RyTF7YTIZRENF=HELIEREZHERLET , AKEIT BIZIE, 35— E [H% (Enable) 1 %9y ILE
9, Office 365 OY AV EIEAFHEET,

5. JO—NIILEBEOOSAUERTOS(ULET,
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6. Microsoft #[RJAFEHEZELTRIELET,

& Microsoft

sensor@hybrid-test.com

Permissions requested
Review for your organization

Agari Enforcement

(nverified

This application is not published by Microsoft or
your organization.

This app would like to:
" Read and write mail in all mailboxes

“~ Sign in and read user profile

If you accept, this app will get access to the specified resources
for all users in your organization, Mo one else will be prompted to
review these permissions,

Accepting these parmissions means that you allow this app to
use your data as specified in their terms of service and privacy
statement, The publisher has not provided links to their terms
for you to review. You can change these parmissions at

https iimyapps.microsoft.com. Show details

Doas this app look suspicious? Report it here

-

7. BEGERIGWNVESE, T5—Avt—UnKRREN, EBEICT T DEREFSLTHLIEL51C
BRENFT KRBT HEHDR—VITRY . ZBDF Ty II IRV HER AV E—UMRTRS
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Enforcementand +  Allow Agari to create, update, and delete email in user mailboxes.

8. [#Af

Investigation (Does not include permission to send email.)
Analysis:

=% 7 (Organization Settings)] R— T, [APIO#E H (Use APD)] DIEIZHAROVTE I AZ21—%
RO FET, COREIL. TIAILET[MS Graph] [CERESNFET , FHLLVBEEELTERELTLSIGEA.
HEFED Outlook 2.0 AT av BRI TULVEN=DFBIRTEERE A, LEIZAMIZLTWSIEEIE.

FOYTHE DA 1 —ITEIRREL TRRENFE T, [MS Graph] Z:EIRLI-FFICLET,

Enforcement Settings
Enforcement allows you to create policies that move messages to a designated folder in the end-user's inbox.

Enforcement: Disable (1 ] Enable
Qutlook 2.0 API (legacy)
Use APL. RVIYI-¥eleTe] W-12]] Enable MS Graph

Enforcement label(s):  The enforcement label (sometimes called a "tag” or a "folder name") is cre:
Agari-Quarantine (default: Agari-Qu

Enter additional enforcement labels, and drag labels to change pricrity ord
If a message matches multiple policies with different enforcement labels (it

Label name Add©

9. [{R%E(Save) 191w ILET,

[MS Graph API] BAE i oT=1=8 . BMEA—ILTAILE D E FZE P AL (Junk Mail, Junk E-Mail, Courrier
indésirable) [CEEREK. ZOTAHIN A EHEADTEEELTERTEE T [T IAHIEDRZ T+ ILF1ZF5E) (Move

to default Junk folder)] MA=a1—DFEIRFKELTRTREINET,

nof2000 messi Enforce Now X
Enforce 25 selected messages immediately? o
5 Enforcement action: [ Move to default Junk folder V]
pk .
Use APl: | MS Graph API v
2 com
2 m Cancel com
23-Feb-2021 aws@agari.com maryana@lohikaagari.onmicrosoft.com
23-Feb-2021 aws@agari.com maryana@lohikaagari.onmicrosoft.com

MS Graph API Z{#E 3 5E. 1 BIOBER7H2 3 T10,000 D AyE—SFBATHIELTEET,

A
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RS —IC&KB APLERT7 I3V DOT A

BWARANT TIZAEMZLE->TWAE A BRET7YI AV EFERLER) S —DERERIETEET . CDOEY
a3V THBALTWNAKSIZ, BATRMIZER LIRS —2ERTH2EE. AV TIVR TR —FERT S
CELTEET . BBOAEICDODVTIE, TAUTIURRY S — | R—S 16412 B BL TS,

BRAT I AVETANT BT EF L FHEYMERIEISRYIAH RIS DEHETERELLR
Jo—ZERLET,

=&AL From: 7RLRIZB S DELLMEANRG (BF) A—ILT7RLRZ4EEL. EEICEFHLGHREH
[F1=R) o —FERLET

Create Policy

Based on conditions in emails coming into your organization, trigger an event.

Policy Name: testing enforcement

Content
All conditions must apply (logical AND)

From: |myself@gmail.com
Reply-To:
Reply-To: address does not match From: address
To:
To: address is equal to the From: address

Subject:  super-duper-pancakes
The From, Reply-To, To, and Subject fields are case-insensitive, partial matching

RS —DVER: &4
R —ERR—2 D [793a> (Actions)] 93> T, BRAT I aVvHFRELET .

Actions
Enforce and Motify actions are optional; all messages matching conditions of a saved policy are logged in the Event Log.

Enforce: Move matching messages to folder: Cisco-Quarantine

R)—TOBERT I3V DEE
RUS—EREFL. R —DEHIT—HT 5T R AvE—DFFEELET,

A= (BFA—NAN —LADHMDT v T AN —LTOERTI(LEREBESNTVVEMESR) |
A7 avIEESNTOSIA LT ITBELET .

=X £, 0365 9SATUMZIETHILEMRD S IZRTENFT,
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[ Search Mail and People D
(©) Folders
~ Favorites qr
Inbox 17
Sent Items
Drafts
& +
Inbox 17
Drafts
Sent ltems
v Deleted ltems
Cisco-Quarantine 38
Junk Email
Notes

Office 365 V5 A7 rDIRBET A LS

A—H—[&koTlE. TAHINE DEFHE T <IZCisco —~Quarantine | 74 ILE ZRRTDIGEIC. TS50 HEILY
AT EMENHYET,

Ff=. [[R)—(Policies) ] R—UIZlF, EFDR)O—ITHEBRAT I a0 BNHENERTIAEEN TSI EISE

BELTLERLY,

cies: Al Policies +

Microsoft Office 365 BE &Y —ILZfEAL-ERADEE
ETEDOEFEDIE

Office 365 Tl A—ILRYIR A—HF—DT7 I av  BLVEBEDT VLAV ELBICERETERT . 1212
L. FIAILACREBIAH>TOES A,

EEBEH T BIZIE. https://technet.microsoft.com/en—us/library/ij150552(v=exchg.150).aspx D EEEIZRS
NI=FIEIZHE>TLZELY,

BEBZHNZTHEEN PowerShell AXURIFRD EHSYTT,
Set—Mailbox <Identity> —AuditEnabled $true
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BB DET
AT AVIE TFREFEIQT A AA(TELTRTICRBINET  FEDAIRNDEEEZEFNICTS
PowerShell AT RIE RO LIITHYET,
Set-Mailbox <Identity> —AuditOwner MailboxLogin,HardDelete,SoftDelete,Move,MovetoDeletedItems $true

PowerShell Z4t LT 0365 [C7 VA TEREEIE. XOATUFERITLT. BEDA—ILIRYIADEET
9V EFIVITEET,

Get-mailbox “mailbox_name” | Select—-Object ~ExpandProperty AuditAdmin

Get-mailbox “mailbox_name” | Select-Object ~ExpandProperty AuditDelegate

Get—mailbox “mailbox_name” | Select—Object ~ExpandProperty AuditOwner

RIZHIZERLET

PS C:¥Windows¥system32> Get—mailbox plorence | Select—-Object ~ExpandProperty AuditOwner
Creating a new session for implicit remoting of “Get-Mailbox” command...

WARNING: Commands available in the newly opened remote session are different than when the im
created. Consider recreating the module using Export—-PSSession cmdlet.

Update

Move (<)

MoveToDeletedItems

SoftDelete

HardDelete

MailboxLogin

EZDRT

B2 DA —ILRYIRADEENT TIZERNZIE>TULVSIEEIE. Microsoft M PowerShell A< FE{#FEHL
T.A—HY—DZENAZEEL. BEL I VI HhEINAvE—CF@BRALENESHIEERTEET,

=& Z &, Get-MessageTrace AV KR(&. —E D MessageTracelD ZBRFEIZY VTR TEET,

PS C:¥Windows¥system32> Get-MessageTrace —SenderAddress “plorence@gmail.com” —StartDate
06/04/2017 -EndDate 06/06/2017 |

Select—Object Received, SenderAddress, RecipientAddress, Subject, Status, TolP, FromlP, Size, MessagelD,
MessageTracelD

Received: 6/5/2017 5:16:09 PM

SenderAddress : plorence@gmail.com
RecipientAddress : plorence@saintmetrics.com
Subject : move this message automatically enforce me
Status : Delivered

TolP:

FromIP : 209.85.161.180

Size: 11049
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Messageld : CCAEKxgn+Qabt8aHg=Pp=pPW2tYyHuO9T08dJgs09=bp4uv—ndnw@mail.gmail.com>
MessageTraceId : 8d02ca26-1£78-4185-aa07-08d4ac368efl
MessageTracelD ZfE AT H&. F(L—RFEHMD Y VT AN ERKITTEFEY,

PS C:¥Windows¥system32> Get—MessageTraceDetail ~MessageTraceld 8d02ca26—1f78-4185-aa07-08d4ac368ef1
—RecipientAddress “p

lorence@saintmetrics.com” —StartDate 06/04/2017 —EndDate 06/06,/2017

Date Event Detail

6/5/2017 5:16:10 PM Receive Message received by: MWHPR16MB1375

6/5/2017 5:16:12 PM Journal Message was journaled. Journal report was sent to test_stage@stage.enfor...
6/5/2017 5:16:12 PM Journal Message was journaled. Journal report was sent to test_stage@stage.enfor...
6/5/2017 5:16:12 PM Deliver The message was successfully delivered.

6/5/2017 5:16:12 PM Spam Diagnostics

FL—RERBE, AvE—DREESNLDOD., EERL I« VT HEAPHZE>THEH SN TR EISE
BLTLERLY,

L. COIARFERITTHE BELEA—Y—ITREBRE XML A D7MILELTEFA—ILTERETS
DATHRESNFET,

New—MailboxAuditLogSearch — https://technet.microsoft.com/en—us/library/ff522362(v=exchg.160).aspx

BRAT7 O a>nn5 O : PowerShell

EEOJERELT. BELR I vV TN APl CTERITLI-BEIGER) 77 a3 &R R TEET,

PS C:¥Windows¥system32> Search—MailboxAuditLog —Identity “plorence” —LogonTypes Owner —ShowDetails
|select Operation,Fol

derPathName,DestFolderPathName,LogonType,ClientInfoString,LogonUserDisplayName,SourceltemSubjectsList,L—
astAccessed

Operation : Move

FolderPathName : ¥Inbox

DestFolderPathName : ¥Agari—Quarantine
LogonType : Owner

ClientInfoString : Client=REST;Client=RESTSystem;;
LogonUserDisplayName : Paul Lorence
SourceltemSubjectsList : Thursday enforce me
LastAccessed:6/8/2017 9:11:10 AM

B HEELEDKSIZYITRMENTF=MZEE L TS, DestinationFolderPathname 53T Agari—
Quarantine | (T 74 JLk) T. LogonType Ba BT 73> MM Owner | [ZEH>TWVET (APIH IZE->THEISN DAY
VIR TREIFEEBQT AT I avELTAERT IR IBEET I3V ELREEINFEEA),
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ERT7Z a0 05 : WebUI

BRAT7HL3>00% 0l : WebUI

N ERICEEEIESRDY. Exchange Online Protection (EOP) DB BHMEITDI X1 )F4LaVTS5ATUR]
WebUl [ZRTRENFET,

Office 365 fR# CEEMNAMIZH-TLSHE:

1.

o~ N

https://protection.office.com [Zf2 &L . Office 365 BIEEHEL TEIEZFI1TLVET,
(LX) T4/aVTIAT R BBV F—ERRLES .

(RREFED [EEOT OBRFEIEFIRLET,

BREBENFGA—2ZANLET,

HMERTLES,

2EZE RDEIGAVE—UDNREBERBRICRTENET,
FTOTAETARTRDTHINF A E—CEBH I THAHEITTRELTIZEL,

Compilance o 7 sawews (@

Audit log search

Results i boaed

search I

ooy o - b . N . o=
wmonn

e

[BEEOY DRFR] AvE—LDHER

HMERYTIFES,
TA—=)LIRYD ZADFREE 10D [Logon Type] IEAT0ITHAZEITEELTLESLY,
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https://protection.office.com/

WER7YL a0 0] : WebUI

Details

Date:

IP address:
User:
Activity:

tem:

Detail:

Id:

Logon Type:
Mailbox Guid:

Mailbox Owner UPN:

Mailbox Owner Sid:
Logon User Sid:
Record Type:
External Access:

Client Info String:

More information

BEEOJ D

ST DL TIL. [EBEHRIEER] £ v oL TLFEELY, ClientInfoString & DestFolder DB IZEE L TLESLY,

97

2017-06-08 09:10:59
2603:10b6:3:103:cafe:c
plorence@saintmetrics.com

Moved messages to another folder

1b903b61-2b94-4c63-b25d-08d4aed8f37f

0

a7a93b57-6f8b-4f68-9198-099a5b02c0d6
plorence@saintmetrics.com
5-1-5-21-1927014365-4043437681-3430716724-8054944
5-1-5-21-1927014365-4043437681-3430716724-8054944
3

false

Client=REST;Client=RESTSystem;;
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ERT7Z a0 05 : WebUI

More information [

Affecteditems: [
{
"Id": "RgAAAAAIFABYEUMATYQkbPnIZfOmBWCHHBED3YDTTGSNFC1AGYC
“"ParentFolder":
"Td": "LgAAAAAIFASYEUMATYQKbPNIZTOMAQCHVBED3yDTTESNTC1AL
"Path": "\\Inbox"
b

“"Subject": "Thursday enforce me"

ClientiPAddress: 2603:1056:3:103:caferc1
ClientinfoString: Client=REST.Client=RESTSystem;
CreationTime: 2017-06-08T16:10:59

CrossMailboxOperation: ~ false

DestFolder:

k "Id": "LGAMARAIFASYEUATYQKEPMIZTOmAQCHYBED3YDTTESNFCIALY okt
“Path”: "\\Agari-Quarantine"
Iy
ExternalAccess: false
Folder: .
"Id": "LGARARAIFASYEUATYQKEPMIZTOMAQCHYBE3YDTTESNFCIALY okt
"Path": "\\Inbox"
Iy
id: 10903b61-2b94-4c63-b250-08d4aeBBI37
InternalLogonType: 0
LogonType: 0
LoganUserSid: §-1-5-21-1927014365-4043437681-3430716724-8054944
MailboxGuid: a7a93b57-618b-4168-9198-099a5002c0d6
MailboxOwnersid: 5-1-5-21-1927014365-4043437681-3430716724-80549¢4
MailboxOwnerUPN: plorence@saintmetrics.com
Operation: Move
Organizationld: dSed11db-56al-4cab-B416-2af550d9862¢
Organizati sai onmicrosaft.com
OriginatingServer: DMSPR16MB1372 {15.01.1157.000)
RecordType: 3
ResultStatus: Succeeded
Userld: plorence@saintmetrics.com
UserKey: 10037FFE9BBOATTD
UserType: 0
Version: 1
Workload: Exchange

BEOS QR

RIZ, PowerShell A¥ 2 FZ{FE L T Office 365 Z{EFLAZEEETHIBEICSEICLDII7LURERLE
ERR

http://techgenix.com/using—powershell-simplify—mailbox—auditing—part1/

http://techgenix.com/using—powershell-simplify—mailbox—auditing—part2/

http://techgenix.com/using—powershell-simplify—mailbox—auditing—part3/

ZvITvT
COBRTETTEST7Y avICE. #ERICEATHLR—tERTTHIETTAPLERICEAT HLAR— ]
R—=U 10218 8R) L. BRI EEELTWSILEZHRT HIENAHYFET,

BRAT I AVERALIZR) D —Z R T HEEC LEEICEF AN —HTDRIICEREILARTEE
TO

Tl BAEZEPT LI TEFTT BMDREZLPTDORESE).
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http://techgenix.com/using-powershell-simplify-mailbox-auditing-part1/
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http://techgenix.com/using-powershell-simplify-mailbox-auditing-part3/

&R 7o avnni 0| : WebUI A

1 FA D) 8% 5E : Microsoft Exchange

ZDREYHYTIE. Microsoft Exchange /\—32 2010, 2013, 2016 DERZERE T S HEKICDOVVTHALET .
ERMLGFIRIIRDEEYTY .
AT oY —FRmHN—2avITVTITL—FT B,
RATvT 2: oY —F)T—+F 5,
ATv7 3:Exchange A% ET %,
ATYT A BERI1y VI THETEREZEEDICT 5,
ATV 1o —5T7vITIL—FT 3
BARZTIICIE., Eo Y —2RmFH/N\—2avIc7y T I L—R TR ENHYET,
oY —IE BELG I VYU HHERIEARURSAU T YT L—RTEET,
TvTTL—RLIzb, v —%)T—bLTHMICTILELHYET,
BELI U THETOR Y —DT YT L—F
1. [BEH (Manage)]> [tz>H—(Sensors)] IZBEILE T,
BHN—2a v ERTLTWVEWT IT4I 5o B —I2E. TYT T L—RI VOB RTRENET,
2. [7yTYJL—F%RE (Upgrade Now) 1 20w ILET

3. BRIAEHFON—aEEIRLET, /A—232 (., YYYY.MM.DDHHMMSS ¢ KX TR ESNTLET,
YYYY [V —RENTF=/NA—230 DO FE MM (X B . DD IEH . HHMMSSS (3B %I T,

ARUESAUDLDE Y —DT VT TL—F
1. EUH—TIUITssh THEBELET,
2. ROARREADLET,
sudo /opt/agari/bin/agari-ep update
AT w7 2:Exchange EAZRET S
1. Active Directory [ZH A4 LET,
2. FRA—HF—ZHEBLET,
3. A—Y—DEMEANFILERLET,
* [ZILFR—L]:ciscoEWS
o [A—¥—0JF > B&]:ciscoews
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o [NRT—REEIARIZTB] FrvIRVIREXUIZL, AALIZ/IRRT—REAELET,

& Createin: % . /Users

First name:

Initials:

Last name:

Full name:

User logon name:

CisCOEwWs

|E'll- |

User logon name (pre-Windows 2000):;

& &l

CisCoews

New Object - User

& Createin:  mesowmmm o /Users

Password: ll.oon.ocu

Confim password: [..n.....

[[] User must change password at next logon

Neat >

4. Exchange IZHY T ELEREMSLET,

5. Exchange B¥< 1)L (Powershell) T, RDATUKEEFTLET,

New-ManagementRoleAssignment —~Name “ Cisco Sensor EWS” —Role “Applicationlmpersonation” —

User “ciscoews
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BRATH N 0E :WebUI # A
(CHOIATURERTITTT . AIE—LTHYR T BEE L. RALGXFAR->TEMEShENLIIZLTL
fZ&Ly)

6. Exchange Web Services [RIEETALIM ) DERBIEHRELET,
¢ Exchange 2010
1. ISTZBRZES,

[YAK]> [BXE DWebH AR ZBELET,

[Exchange Web Services] Z1ERLET,

[RREE &2 vILEY,

5 [EARFREE A [AM ITH->TWAILEHERLET,
e Exchange 2013/2016
1. == UREBTALIMN]ICBEELET,
2. [Exchange Web Services] ((BXE DWebH A R]) Z#RELET
3. [BREA2T#VIVILET,
4. [BEAXRFEREI A (AWM ITH->TWAIEEHERLET,

7. BENIHEHD DNSEMNELILNZEEZTEFRLE T, Autodiscover.domain.tld D LS IZEHE-STNNBALENRHYE
ERR

8. SSH Tt H—ITHEHKLET.
9. aAvUKFEETLET,

> oL N

sudo /opt/agari/bin/configure—ews—enforcement
10. oY —ZFH WA A= ILLTREBILIZESITHRELIZNART—FEANLET,

1. FIEOERNIERLI-Y—ERTHOUMEERLET , 21— —4£ &, domain¥user
(netbios¥serviceAccount) DI HKIZTEHENHYET,

12. WRAZTANET,
o ATUREEITLET,
sudo /opt/agari/bin/agari—ep test—api—creds user@email.address

* user@email.address (&, LEED Y —ERTHOUCTCIIEL BRI —F —THILELHYE
ERS

o COTAMDERIZETIAETICTRRI0DIMNDBEELHYET,
ATYT 3 BELGIT1y U THETERZENICTS
1. BEGI1yI I THET, (B (Manage)] > [#8#8 (Organization) ] (TBBILET
2. MEREIVVILET,

3. [ER®DERTE (Enforcement Settings)] 423> T, [#H (Enforcement)] XA vF% [F 31 (Enable)] 25
BHLEY,

4. [R7F (Save) 120y ILFEY,
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BAREY—XT—4RX
#H#8 T Graph APLERAMNERIZH>TWAGE . #EREV Y —DRT—2RIERETHY. [t —
(Sensor) ] R—VIZRRENFHF A,

oY —OBERANT TIZE#ZHE->TWAEE . BHARAT—2REFDOE Y —0 [EE (Manage)] > [V
H—(Sensors) ] R—UIZYRRENFET,

Status: " Receiving Messages and sending data te Cisco
+ Enforcement enabled

oY —IEEEL TS EEDERRT—4X
CD2DONREDHAEHLEIE. oY —DFTITRMENET,

BELI vV THE S EAT I avIZT5—3HY (Errors with enforcement actions)] ELVD A TF—H X
PERESNBZENHYET,

Status: ¥ Receiving Messages and sending data to Cisco
@ Errors with Enforcement actions

BRART—RADIS—
LCER7 2 avIZT5—&Y (Errors with enforcement actions)] AT —2 R [FRDEIIZEHZINTLNET,
WRATE Ay E—U B 100 D55 80 Kk
CDART—HRIF, BRZTAN PBRDRIDEETRRSNGIEAHYFET,

APLERICBEY BLEKR—+

[L7R—F (Reports)] R—UZF5 Bl ([F 2 (Manage)] > [L7R—b (Reports) 1) L. [R1) 2 — D F 7R (Show
policies) ] YRS [EA T 3% {E A (with Enforce action)] 28R BL. MAT I aVEIEELET
RTORY—IZEL T BRAEFA AV E—CERBHO AV E—C OB EERTITEET,

APLERADT=-OIZBEIIN =AYV E—DITDNTIE, KEFETSTRF LU OB TRREINSZEITERLTK
=&y,

P

LR—bDATYIRAR—D
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KEBTSTEDVVITBE ZTDORI—GERT7 I avHY) DEFHLGERNRREINET,

Trend of Events Today | Tdays | 2weeks | Mont

@ Deleted Moved Moved to Inbox Mot Moved

Events

Date Matching Messages * Deleted v Moved £ Moved to Inbox @ Failed Enforcement Rate

1-Feb-2022

2-Fel
F
4-Fe
F
F
E

LiR—bDEFR—D

[—BT B Ayt— (matching messages)] FIDY 9% D)L T, RYS—[Z—BL. EBIZBESIN-AY
- DRRBERERTTEET,

BE}EADAYE—CDRT—ERIE, AvE—DDFHE 2 —IZERTEINFET,
Matched Policies:

[Enforced - Move] Untrusted
Display Name Impostors %

v This message was moved to the folder
Agari-Quarantine’.

AvE—SORMTOBMBH AV E—SDRT—FR
—EBDAvE—IUHBEISh G NEH

A= RD 2 DODEATIBHEINTOERAIERTSNIBANBYET,
o IRYS—IZHEAT I aAVNERSINTLVELY,
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o API THAYE—DEBENTEGN oz, TNIE. APII—ILBTHNSRICI—F—ARZEN MDD
Ay—TFHIRLIZGE . £ Ea——TAO UM EIRFER XAV IESNHEITRET HAEE
MR HYES,

-kl BRT 3D /var/log/agari/enforcerlogk D74 JLIZEREEINET .
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BELZI1 T HEOER

BERI1v T HHEREITRELZL. TNEFERLTEFA IS T4v0ZERL. EDMT1v I DM
BERELEY .

D—5o0—
BMEBEAR—CEFEALT.BEEGIEEER LU AYE—CaRETEEY, EAICHIIEFISELRBEDHEEY
o9 e RAEICERILET,

[IP 7REL X (IP Addresses)] R— & [F AL (Domains) ] R—UENLTEEBZFHEL. R—DEUYBRGH
. BOLLVEEELEONEELAYE—VERETEET . BREICELT, —8BOHRABLL/S—bF—DF
AUNBTEERTDIGENHBYET (TEEDRFASDEX LT 1S ) , TTO [H#7 (Analyze) ] R—IHY
BEMIZ [AvE— D8 E (Search Message) | R ICDHENYET A, FCICEDIETOEHD AN HYET,

BHOLOWAYE—UDBREBEORREITVD. LTEETLET,

RATI T ETERT .

[Ayt—L D EEH (Message Details) ] R—U DY HEFRLT, RUL—EERT 5,
BEDAYE—SDT1—RN\VIZEEET 5,

A J4URITAYE—VZRRL, TNIZERI VT D,

*
BHhLWAytE—C2EET S
—EDEHOLIMEEBREAYVE—UFHTELRED ERICAYE—UIC L THEET AR —F R TEET (B
I# (Manage) 1> /R — (Policies)]) o

Bk [AvE—2 D (Message Details) ] R—S TAYE—CEFRRLTWBREEFE . RILF7A/aVEFRALTHR
o —Z# e TEET . AvtE—COREBFEREZRTLTULBIE AL, RS —DVER (Create a Policy)] > 0%
2)vHLTRICLZERERITTEET,

RUD—ZFEALT, SEOLLAY =N EIFE LI EZITEMEEELZY . AvE—DFELGDHA—ILRYI AR
IAIWFIZBBLEY ERNENGISESE) TEEY,

RS —DERFEDFHMZDONTIL, TTRYS—] R—=D 153 1% B BL TS,
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BER IR

ZEBFA—NIIT19IEFHTS

Cisco MELR T4y VTl (L. BFA—ILAVE—UDREET AP, FAY) ENODAvE— EEIEHIZE
EHToNYRIGEDRBREHBDRIEEF A IS T IIIRBLETS,

BER—UIL HBOANDIVRBEFA—IL STV IDIR VDB EFRBICAIHRIELI-EDOTYT . BER
D49 TRt —ICE 2 TRIESNIAVE—CETART, EERI7HAFITON, ROBEMNSTOVRS
hEd,

o Xyt—UDEEM ZETEFA>TEESIN-AVE—UTIEEGLD

o FAMULEAT—L3V EEETEBRAMUTHSI, 2FY, EETEAEDRRBRICHAIHEFTHSM

o FE{EZDIEYM: SENDERBASE LE 1 T7—32 X7 (SBRS) IZ&>TEHliEh = E£EZED IP PRL X
NEYTHZH

EERT7

BEAOT7IE B0 I —ICERESNTRTOZEAYVE—VICELTHESNET  [COAvE—VFE
DSBULMEBT REN IEVWSEARNLGEMICRIZLET . EE/ AL EFA—ILETEEFEL. TFEHLLV.
MEFEEHA 1D 3 DDT W—TFI2R T 5=OIERASNET, AvtE—T1E, 0~ 10 DR — )L THE AL TFITE
N0 FEEENAZLEC 10D REERYVET,

BEERAT7 T FAULE 2T —2a DARA7 AytEt—CDEEEDRTT Ayt—S T EOHEE, FLTE
TLERATUVTRENEEINET,

AyE—CDARXIL, EEAIATDERTREHBYFER A, CHITHT BHI5ME URIZTERHICLTLSIZAET
TR T7MILEURID D EBRCZTH1 R—U 183 12SHBLTIZEN) , COIFE. AvtE—UARAX Do
HEn= URI L, BEHDLDTHAMREMEICOVTRIATHIFSNET,

o EFEDRATHATVNEEENOT, KAMULEAT—23>DRAT7HEL =EHLLY,
o EEMORATABVNEEENST. FAMULEAT—2avDRATAB = EETES,
o HEEFEMDRATMHEVNEEEZENST. RALULEAT—230 DRAA7AEN = ZHLLNEEFIZ, RASUA
WY DEERIZFRIELTLVSIESR) .
o EFEMRATMNELNVEEENST. FALULEAT—avDAATHEN=BEIT/NIILIBEFA—I,
FIFEQTA DAY,
(B Z (Overview) | R—U D AXZFNFNEERIR AU ERL BIRLE-HBARIZEROAREELIZNS 749D
HAZECEDVWTHOY A XNREINTNET, EEFHDR)1—LDKREVEELAVE—DE, B LK
BONTREINET, COVTRSUMIE, KLE->TWEEEZEDLZIMNRTEINET , L6200 KASUA, &
IIRSUMIRTRENET . AZTIRAT—N\—F & EEARAUNLD AV E—CHEHRTEET,

EEEDOENEEFERFE ETITHELEY,
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. 196,567 14,598,568
14’598’568 Q Search for domain name Dam’a‘ms h;essa’ges Today | 7days | 2weeks | Month
Messages -
™ o 8
® Pyt e x. yammer.co
82 ,940 I ° %ot ot service-nows
° /|

Enforced 6,503 Deleted )

Messages -

Continuous Detection and Response

95 0

ActiveEvents  Discovered Messages =
g
186 668 -
T [
Individual Display Brand Display ] P 2.8
Name Impostors Name Impostors of3® e %, e < e 7
eee ® . e’ e
> »® “ o® ® ey
s % . .
o ® PR ]
® ® ° o .
9 o ° e Ce e
EEEE 1 eh Ca
Compromised Domain . - . Eg M HI .®
Accounts Spoofs ¢t e N o epSse . PR
e ° 9 Sead o o * .. .
° o °
- .
1.25K 110K
Look-alike Spam or 0 5

Domains Graymail
Domain Reputation

15 4

Malicious Malicious
Attachments URIs

[HEZ (overview)] R—C DI TF7RSUk

HREEIINR)T LT ERHLEBEBRIATD 1 DOMIBRETBICIE. VTFRSURRTOERIZH B/
SHRYIZRDNWTNNED)VILET , COMEEEFERAL T, BAEMICRBEE LI AV E—DLEEEEZTIE
PLEBETEET,

FTDEST4vIE 1—IZRBIZIX, [AvtE— (Messages)] TA4ILAEIYvILET,

14,598,568
Messages

14,598,568 Q search for domain name lugﬁ‘::

Today | 7days | 2weeks | Month

Messages
o
(& \gy A
] S
®' , yammer.co
82,940 76,437 Moved . I 'service nows
Enforced 6,503 Deleted
Messages
Continuous Detection and Response
Active Events  Discovered Messages %
A
186 668
i
£
Individual Display Brand Display El
Name Impostors Name Impostors
Compromised Domain % .
Accounts Spoofs N e .
)
125K 110K
Look-alike Spam or 0 5 10

Domains Graymail

Domain Reputation

15 4

Malicious Malicious
Attachments URIs

[Avt— (Messages)] 71J)LA
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I RGO R
=LA
WIFNDDIITRSURHNDEZEAR—REI) I DEE. FDITRSUNEX—LAVTBIENTEET . AR

BEEENKVERICRONMNFET AEY VAL —N\—F5& EERR AV EHERETET T RITHIETRLE
TQ

196,650 14,614,771
14,6 14,771 Q_ Search for domain name 126,650 oL Today | 7days | 2weeks | Month
Messages . B -
Q JO 14 )
o (] * N oo
76,558 Moved @ . (o] o} o
83 ,062 (o] 90 o ©0 ) e @0 @
f o
’Egsi';;; 6,504 Deleted 5] QO 0@ o1} \ ° OO ®
©0go ) 0eo
[eFe= Q @
: 00 o e o @ ° °
Continuous Detection and Response 000® OO ° (¢} °
(<]
° 4 e® o °
() [°] (Y
2 ° ° o® ° ® oo
Active Events  Discovered Messages @ ™
%4 °® ® e ©©
5} ) @ Q ® Sending Domain: gmail.com
187 668 @ 5] ° e _°® ® Messages: 125
OO ® @ e © [} ° ° -
Individual Display Brand Display ® @ ® @ ©9 [ 1
Name Impostors Name Impostors o°® ® 0 ° [ 8 e®
® H ® ° 0@
o®® o @ ° [ [5}) °
63 880 ) 00000 ® ° ° L]
N e o ° ° e o
Compromised Domain 00 * ] o ® 5o
ts Spoofs @ ] o [ ] ®
" oc?o e - °
(] (] °

15 4

Malicious Malicious
Attachments URIs

R—LAvEnt=07F52k
EEAR—REBE)VIT L A—LT7INTRIZRYETS,

DAVIRAUIBRE

AMUDAFIER—DTRERVIRZFERALT. HEDFAMUNSRELI-A—ILDEBEHEETIEOHETS
CEBTEET,

fzEZE RRAR VIR gmailcom]EANLET . RDESL/NE—UARRENET,
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BRI T EOER

Q gmail.com 1 179,090
179,090 Ty | 7t | sk | Mot
Messages.
80 80 Moved gmail.com Sending Domain: gmail.com
Messages: 178,965
Enfe d 0 Deleted
Mes:
Continuous Detection an d Response
Active Events  Di red Message
Individual Display Brand Display
Name Impostors Name Impostors
Compromisec d Domain
A Spoofs
Look-alike Spam
Domains Graymail
Dorr
Malicious Malicious
Attachments. URIs

K AL > Gmail.com M5 D A—)LDIEZE

NIE. SELR I v UGB EE 7 BREIZ gmail.com RALUHBDM 161,016 D IE U AVE—2F 5
FLE=CEERLTUWET  KYNSWLVHZETIRF—/IN—F B L. 818D AVvE—UIXFEEHOROT7 AR
W =8, SHICRAENDELRAREEAH I ENRTINET .

BRERVIREVITSHE TDRTRIZRYET,
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WEOSEF
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PDREBENEFVIAD N DELIFERIZHESNET,
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Spoof Look-alike Domain Display Name Deception

skt Era
Social Engineerin SPAM Mail
e gineoring | spam ] rey Mai

Scattershot Targeted

URL Attachment
Source

Sender

External

REOHEO»EEE
WEDORFX., [Ayt— DEEM (Message Details) ] E 2 —[CR RSN ROR) O —THERATEET,
SFEFOREBEOHFEIZDOLNTIX, LT CTELGRALET .

RASVRT =445

RALVRT =405 (1F LEATF—2a v DE VKR A UIZE>TEEESNEN. BELR I v VT THIZES
T. ENDNFDRA DAY DEETNOEESNLD TN EARE SN =AY E—D T,
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Message Details

E Domain Spoof: email.com

l % = (] fal Q, similar messages

itli Trust Score 1
Authenticity Score 0.1
Domain Reputation 8.2

Matched Policies:
[Enforced - Move] Untrusted

Date:  23-Mar-2020 12:19:36 POT @

Direction: ® Inbound

168.100.1.3 - (camomile.cloud9.net)

From: Ranjan Maitra <maitra@email.com>

email.com

+ This message was moved to the folder

‘Quarantine"

Scoring Analysis

To: I¢ k@ali¥i.com
Subject: Re: delaying postfix until/unless VPN is up/connected

Message ID:  <2020032 123290@email.co.. @

Domain Spoof

The message claims to be from a trusted domain, but it is sent from infrastructure that is not explicitly or implicitly authorized to send for the
domain. @ Mere info..

See authenticity and domain reputation reasons below for more details.

Authenticity
168.100.1.3
(camomile.cloudd.net)

Domain Reputation
email.com

Additional Information

0.1

Authenticity is a measure of whether the sending infrastructure seen in this message has explicit or implicit authority to send on behalf of
the domain.

Email authentication checks:
A No SPF record for the domain A Non-aligned DKIM Pass A DMARC check unavailable
DKIM *d=" tag: mail.com

This domain has low and/or irregular sending history from the infrastructure for the domain, and there is a lack of an explicit approval for
this IP address/domain combination.

Domain reputation is a measure of whether the sending domain is understood to have a legitimate business relationship with your
organization.

This domain has high andor regular sending volume as detected by all customers.

This domain’s internet presence is well understood

A MAIL FROM does not match Header From: domain IP address reputation (SBRS): -1.6
MAIL FROM domain: postfix.org 168.100.1.3 - {camomile.cloud9.net)
Show Less Always show more details O Feedback
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Message Details

BER IR

E Look-alike Domain: a.mx.asco.be

% = =2 L

Q similar messages

Trust Score 19
Authenticity Score 0.7
Domain Reputation 19

Matched Policies:
Look-alike Attacks

Scoring Analysis

194.7.74.152 - (a.mx.asco.be)

Date: 31-Mar-2020 10:44:57 PDT @
Direction: @ Inbound

From: "IronPort Bounced message” <MAILER-DAEMON@a.mx.asc
o0.be=

a.mx.asco.be

Tor  y& Shir@ame i.com
Subject: Delivery Status Notification (Failure)

Message ID: <554 wf@a.mx.asco.be> @

Look-alike Domain

Adomain whose characters closely resemble those of a trusted domain.

* a.mx.asco.be appears to be an impostor of cisco.com
And:

cisco.com is a high-sending volume domain.

Authenticity
194.7.74.152
{a.mx.asco.be)

Domain Reputation
a.mx.asco.be

Additional Information

AL AL D)

RTA A%

a7

19

Authenticity is a measure of whether the sending infrastructure seen in this message has explicit orimplicit authority to send on behalf of
the domain.

Email authentication checks:

A No SPF record for the domain A Not DKIM signed A DMARC check unavailable

DKIM ‘d="tag: none
This domain has high and/or regular sending volume from the infrastructure for the demain.

DNS checks of this IP address and domain implies a manually-determined relationship (for example, the IP address exists in the MX record
for the sending domain).

Domain reputation is a measure of whether the sending domain is understood to have a legitimate business relationship with your
organization.

This domain appears to be a look-alike domain.
This domain’s internet presence is not widely understood. For example, it may have been recently registered in DNS.

This domain has low and/or irregular sending volume as detected by all customers.

@ MAIL FROM matches Header From: domain
MAIL FROM domain: a.mx.asco.be

IP address reputation (SBRS): 2.5
194.7.74.152 - (a.mx.asco.be)

Show Less
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Message Details
ﬂ Individual Display Name Impostor: Patrick Peterson I % — = Il Q, similar messages
Date: 12-Mar-2020 10:09:59 PDT®
: Trust Score 1
Direction: @ Inbound
Authenticity Score 10 209.85.208.195 - (mail-lj1-f195.google.com) . N ;
From: Patrick Peterson <lolajohnson7777@gmail.com>
Domain Reputation 93 gmail.com

Tags: webmail

Matched Policies:
[Enforced - Move] Executive Spoof
[Enforced - Move] Untrusted

« This message was moved to the folder
‘Quarantine’.

Scoring Analysis

To: m i@am.com
Subject: Quick reply Maryam

MessageID: <CAMuEJ _ Gy6gBkw+3IBfEW6Ji.... g‘)_-|

Individual Display Name
Impostor

The display name portion of the From: address (also known as the “friendly from") of this message matches or closely resembles a name in the
following address group(s):

Executives : Patrick Peterson

Authenticity 10
209.85.208.195
(mail-j1-f195.google.com)

Domain Reputation 9.3
gmail.com
Current Tags: webmail

Additional Information

BRI DR B EEDB

Cisco Advanced Phishing Protection 1—5—#4(K

Authenticity is a measure of whether the sending infrastructure seen in this message has explicit or implicit authority to send on behalf of
the domain.

Email authentication checks:
@ SPFPass @ DKIM Pass © DMARC Pass
DKIM ‘d=" tag: gmail.com

This domain has high and/or regular sending volume from the infrastructure for the domain.

DNS checks of this IP address and domain implies a manually-determined relationship (for example, the IP address exists in the MX record
for the sending domain).

This IP address passed DMARC authentication checks for this domain.

Domain reputation is a measure of whether the sending domain is understood to have a legitimate business relationship with your
organization.

This domain has high and/or regular sending volume as detected by all customers.

This domain’s internet presence is well understood.

@ MAIL FROM matches Header From: domain IP address reputation (SBRS): -1.2
MAIL FROM domain: gmail.com 209.85.208.195 - (mail-lj1-f195.google.com)

Show Less ) Always show more details O Feedback
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Message Details *

n Brand Display Name Impostor: world health organisation ] G = N Q similar message

Date:  31-Mar-2020 12:50:55 PDT®

Trust Score 0.5
Direction: @ Inbound
Authenticity Score 10 209.85.210.51 - (mail-ot1-f51.google.com)
¥ - £oog From: World Health Organisation <jnzmike@gmail.com>
Domain Reputation 93 gmail.com T —
Tags: webmail o m npage.com
Subject: Coronavirus info
Matched Policies: Message ID:  <CAJ_p-t0l TPrCOKmMI3tWALMKy. .

Enforced - Move] Untrusted
Display Name Impaostors

+ This message was moved to the folder
'‘Quarantine

Scoring Analysis

Brand Display Name Awell-known brand was detected in the display name portion of the From: address (also known as the "friendly from"), and the domain is not
Impostor associated with the brand. Brands detected: world health organisation
Authenticity 10 Authenticity is a measure of whether the sending infrastructure seen in this message has explicit or implicit authority to send on behalf of
209.85.210.51 the domain.

(mail-ot1-f51.google.com)
Email authentication checks:
© SPFPass © DKIM Pass © DMARC Pass
DKIM ‘d=" tag: gmail.com

This domain has high and/or regular sending volume from the infrastructure for the domain.

DNS checks of this IP address and domain implies a manually-determined relationship (for example, the IP address exists in the MX record
for the sending domain)

This IP address passed DMARC authentication checks for this domain

Domain Reputation 9.3 Domain reputation is a measure of whether the sending domain is understood to have a legitimate business relationship with your
gmail.com organization

Current Tags: webmail
This domain has high and/or regular sending velume as detected by all customers.

This domain's internet presence is well understood.

Additional Information © MAIL FROM matches Header From: domain IP address reputation (SBRS): 3.5
MAIL FROM domain: gmail.com 209.85.210.51 - (mail-ot1-f51.google.com
Show Less Always show more details > Feedback
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Message Details

EROHSRA IV

x
ﬂ Compromised Account:  donald@unlimitedintegration.com % [} l:\ Q Similar messages
Date: 3-Apr-2020 14:48:22 POTO
@ Trust Score 1
Direction: @ Inbound
Authenticity Score 10.0 40.107.92.58 - (mail- From: Donald Ellisor <danald@unlimitedintegration.com>
bn7nam100n2058.outbound protection.outlo
ok.com) Reply-to: donald@unlimitedintegration.com
Domain Reputation 3 nlimitedintegration.com To: a @ l.com
Subject: [External] Unlimited Integration Checklist
Matched Policies: T B o R
Untrusted Messages ESSEE S il co4ad@deskiopn... ()
Compromised Account
Scoring Analysis
Compromised Account Messages originating from a \Fca(\nn not typically associated with the sender often indicate a compromised account.
= Country of origin: Nigeria
Authenticity 10.0 Authenticity is a measure of whether the sending infrastructure seen in this message has explicit or implicit authority to send on behalf of
40.107.92.58 the domain.
(mail-bn7nam10on2058.outbound.p
rotection.outlook.com) Email authentication checks:
@ SPF Pass Non-aligned DKIM Pass @ DMARC Pass
(<] DKIM ‘d=' tag: unlimitedintegration.onmicrosoft.com (>

Domain Reputation
unlimitedintegration.com

Additional Information

URIs

This IP address passed DMARC authentication checks for this domain.

DNS checks of this IP address and domain implies a manually-determined relationship (for example, the |P address exists in the MX recerc
for the sending domain).

The message was sent from infrastructure with high trust.

This domain has high and/er regular sending volume from the infrastructure for the domain.

3 Domain reputation is a measure of whether the sending domain is understood to have a legitimate business relationship with your
organization.

Reputation features for this domain have conflicting signals and the resulting Reputation score is neutral.

© MAIL FROM matches Header From: domain
MAIL FROM domain: unlimitedintegration.com

IP address reputation (SBRS): 3.5
40.107.92.58 - (mail-bn7Tnam100n2058.outbound.protection.outlook.com)

https://advancedlightingservi-my.sharepoint.com/:x:/g/personal/catherine_advancedlightingservices_com/EZ8-ajgNyC5Jg0viEwQeu
weBgSMQDyUADr5izK_rGuErNVg?e=4%3a20XLSK&at=9
https://c-s-ifree.app.link/s2KTzKTro5
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BER IR

Message Details *
- Malicious Attachment: H211505 US Foreign Filing Documents.zip % = B4 Al Q similar messages
Date: 3-Apr-2020 14:39:48 POT D
Trust Score 0.5
Direction: @ Inbound
Authenticity Score 100 207.174.193.156 - (mall stwiplaw.com) From:  Lynn Thompson <Lynn.Thompson@STWiplaw.com>
Domain Reputation 7.7 stwiplaw.com Reply-to: none
To: m @k l.com
Matched Policies:
Malicious Attachment Subject: [External] H211505-US Foreign Filing Request (US) Final Due
Untrusted Messages Date APR 15, 2020 --H211505-US
Message ID:  <8469c24 1787@SeagerMailo2.sT... ¢
Scoring Analysis
A malicious attachment which may contain malware or viruses was detected in this message,
K\ Vaicious Attachment Attachment: H211505 US Foreign Filing Documents.zip
SHA256: 282fdb18752b1dT4cac488478d53931e51eeTdcc321fc01dfldadd03859965fd
Authenticity 10.0 Authenticity is a measure of whether the sending infrastructure seen in this message has explicit or implicit autherity to send on behalf of
207.174.193.156 the domain.
(mail.stwiplaw.com)
Email authentication checks:
© SPF Pass Mot DKIM signed © DMARC Pass
DKIM ‘d=' tag: none
o ©

This IP address passed DMARC authentication checks for this domain,

DNS checks of this IP address and domain implies a manually-determined relationship (for example, the IP address exists in the MX recore

for the sending domain),

This demain has high andjor regular sending volume from the infrastructure for the domain.

Domain Reputation 7.7 Domain reputation is a measure of whether the sending domain is understood to have a legitimate business relationship with your

stwiplaw.com organization,

This domain's internet presence is well understood

This domain has high and/or regular sending volume as observed across all customers of Agari Phishing Defense.

Additional Information @ MAIL FROM matches Header From: domain
MAIL FROM domain: STWiplaw.com

URIs mailto:Lynn.Thempson@stwiplaw.com

Attachments H211505 US Foreign Filing Documents.zip

IP address reputation (SBRS): 5.1
207.174.193.156 - (mail stwiplaw.com)

PSHAZ256: 282fdb18752bld74cacd488478d53931e51ee78cc321fc01dfldadd03859965fd

BEEDHHIRETTAILDB

BEOHLHAREMEDSH S URI
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Message Details

Ll aiicious UR:

https:/fcoronavirusphishing.com/, http://coronavirusphishi

ng.com/
1% Trust Score 1
Authenticity Score 1.0
Domain Reputation 9

Matched Policies:
[Enforced - Move] Untrusted
Bad Domain + Bad URI URI

wordpress.com

" This message was moved to the folder

‘Quarantine’,

Scoring Analysis

192.0.123.41 - (smtp3-2.burwordpress.com)

Date:

Direction:

Subject:

Message ID:

From:

To:

ZILFEHITUAA—IL

% =E = QL

27-Mar-2020 11:30:57 PDTO

® Inbound

Coronavirus Phishing Scams <donctreply@wordpress.com>
n u i.com

‘Confirm your subscription for Coronavirus Phishing Scams

<14afl 3cbla26il@wordpress.com> ﬁ

°° Malicious URI

A known malicious UR| was detected in this message.

URI: https://coronavirusphishing.com/
Classification: MALWARE, SOCIAL_ENGINEERING

URI: http://coronavirusphishing.com/
Classification: MALWARE, SOCIAL_ENGINEERING

Authenticity
152.0.123.41
{smtp3-2.burwordpress.com)

Domain Reputation
wordpress.com

Additional Information

EEDHS URI DO

1.0

Authenticity is a measure of whether the sending infrastructure seen in this message has explicit or implicit authority to send on behalf of

the domain.

Email authentication checks:
A\ Non-aligned SPF Pass @ DKIM Pass

DKIM ‘d=* tag: wordpress.com

© DMARC Pass

This domain has high and/or regular sending volume from the infrastructure for the domain.

DNS checks of this IP address and domain implies a manually-determined relationship (for example, the IP address exists in the MX record

for the sending domain).

This IP address passed DMARC authentication checks for this domain.

Domain reputation is a measure of whether the sending domain is understood to have a legitimate business relationship with your

organization.

This domain has high and/or regular sending volume as detected by all customers.

This domain’s internet presence is well understood.

A MAILFROM does not match Header From: domain
MAIL FROM domain: bounces.wp.com

Show Less
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BER IR

Message Details x
Spam / Graymail ] % = M A Q, simila
Low Message Trust Rule: Voicemail Notification Service ] Date: €-Mar-2020 12:37:55 PST®

Direction: @ Inbound

o
it TrustScore 05 From: "+1(336)2834722" <federico@certuspsychiatry.com>
Authenticity Score 10 40.107.93.81 - (mail- To: i@zmmi.com

dménam100on2081.outbound.protection.outlo N ~

Subject: New FaxDocuments Received From 3362834722
ok.com]
. 2 @ p

Domain Reputation 3 certuspsychiatry.com MessagelD: <ASTAAE HOFIBIFT@certuspsyc... ¢

Matched Policies:
[Enforced - Move] Untrusted

+ This message was moved to the folder
‘Quarantine

Scoring Analysis

This domain likely only sends low trust messages and this message did not match any other attack classifications.
@ Spam / Graymail = certuspsychiatry.com is not a trusted domain because the reputation is low.
See domain reputation reasons below for more details.

This message appears to be an impersonation that may exploit the display name.

Low Message Trust Rule
,c g ge TrustRu Target: Voicemail Notification Service

Authenticity 10 Authenticity is a measure of whether the sending infrastructure seen in this message has explicit or implicit authority to send on behalf of
40.107.93.81 the domain
mail-dménam100n2081.outbound.
protection.outlook.com Email authentication checks:
© SPF Soft Fail A Non-aligned DKIM Pass A DMARC check unavailable

DKIM ‘d=* tag: certuspsychiatry.onmicrosoft.com
This domain has high and/or regular sending volume from the infrastructure for the domain.

DNS checks of this IP address and domain implies a manually-determined relationship (for example, the IP address exists in the MX record
for the sending domain).

Domain Reputation 3 Domain reputation is a measure of whether the sending domain is understood to have a legitimate business relationship with your
certuspsychiatry.com organization.

This domain has high and/or regular sending volume as detected by all customers.

This domain’s internet presence is well understood.

This domain appears to be recently registered domain with a very high sending volume of unsolicited email.

This domain’s internet presence is not widely understood. For example, it may have been recently registered in DNS.

This domain has low and/or irregular sending volume as detected by all customers.

Additional Information © MAIL FROM matches Header From: domain IP address reputation (SBRS): 3.5
MAIL FROM domain: certuspsychiatry.com 40.107.93.81 - (mail-dménam10on2081.outbound.protection.outlook.com

Show Less | Always show more details O Feedback
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BER Iy ATE R O B URL
Ff-. BEEDHSBDNIHELL TEHESINAZNWATREENH DAV E—IUN, ERIZITEEOHHEDTHS
ZENDHOMNOTNWBIGEENHYET , ZDIHE . BONI B LT HLIICRABETEET .

BRI, EEDHAHERDRTAEL (IDND REELTHRMASNGWNATEEEL H B AvE—U DY, ERRICIE
EEDHAHALDTHAEN O >TWBIGEENHYET, ZNDIHE . IDNIIREBELTEHMET S KLIICHHET
=F7,

URL
BOEEETIX. EFA—ILIZHEOAENF-EFED URLZEHAF-1ET7 OV TEE T, URL 2K, KA.
FlZ Y TRAAMUIZERDNTC URL FHF a1 TAvsTEEd,

ZDHARTIE, BENHDEBASIN-CELEEKRT BI5E(Z B (positive) ] AL . EEM UL EHA
SINFTEEEKRT BIHEC 214 (negative) | #ERALET S

RaA7VUTRBIZERT DAV E—C DAL TERDESYTT,

[BDNIA 514 (BDNI False Positive) ]: EZ &% BDNI INB LL TEHliSh - BE DL AvE—T,
[BDNIfAF& 14 (BDNI False Negative)]: BE.3% BONI HE TH AN, BEMN BN EFMIN-AvtE—T,
[IDNI{AP£1% (IDNI False Negative)]: BE 32 IDNI RETH DM, BENLGLEFHESh Iz AV E—D,
RODFa1—r)T7ILTIE, ST NTOYFIAITDOWTERALET,

a7V iR% :BDNI 514

CDIA—DAN—TIE, BREELTEHE SN =AY E—DZHAIL, BETIXGWETTEST DL ICFREET
WEY,

1. TSURRTAME BON) ELTHAISN Ay E—CERDFET

Displaying 1 - 1 of 1 Messages

Enforced? Trust Score Date From To Subject
0.5 28-Sep-2020 <mrmxyzptik @gmail.com> mrmxyzptik@agas.com Scoring adjustment test
Displaying 1 - 1 of 1 Messages << Previous 1 Next >> Messages Per Page: 25 +

2. Ayt—UFVIVITEHE AvE—CDFEMIAUREINEETT . COBITIE, CDAVE—DIF
BONI K E EL TEHEiSN TOET A RERICEHL-NBERITEELEECAYE—OTHLHE
AHhYET,

Message Details x

u Brand Display Name Impostor: world health organisation ] %

Date:  31-Mar-2020 12:50:55 PDT @
Direction: @ Inbound

i
fe]

Trust Score 0.5

From: World Health Organisation <jnzmike@gmail.com
To: m s@a com
ebmail
Subject: Coronavirus info

Matched Policies: Message ID: <CAJ_p-t0i TPrCOKm93tW4LMKy
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ZI7V)5R%E : BDNI {astt W ELR2ro AR 0

3. [F##Z R~ (Show More) ] DD TS REBEEY v/ L TEEEERL. [Ra7) 2T 7347 (Scoring
Analysis)] Z#&RRLET .

Scoring Analysis

Awell-known brand was detected in the display name portion of the From: address (also known as the “friendly from”), and the domain is not
Brand Display Name associated with the brand. Brands detected: ]
Impostor

& Adjust

4. [FAZE(Adiust) 1) 9EDIVILET , V1R oAEE RaATYLTFToav R RShET,
Scoring Analysis

Awell-known brand was detected in the display name portion of the From: address (alse known as the “friendly from™), and the domain is not
associated with the brand. Brands detected: mgmi

# Does "igui" send legitimate email from this address: | <mrmxyzptlk@gmail.com>?

O The brand sends legitimate email to my organization from this address. (Ex: Apple Support <AppleSupport@InsideApple.apple.coms)
Brand Display Name
Impostor

© The sender is not the brand but is using the brand legitimately. (Ex: Apple Accessories <deals@bestbuy.com>)

(O The brand detection is incorrect. (Ex: Pine Tree Apple Orchard <info@pinetreeappleorchard.com=)

Comment (optional)

Save Adjustment Cancel

5 BEEBFITSUFRTIEHYEEAN. TSUREEHIZFEALTLVET (The sender is not the brand but is
using the brand legitimately)] D#&E(CHHRIVEEIRLET . TOT4—ILRICOAVMEANTEET (Il
T B5D Gmail FHOURNEDAvt—1) , SET LT=5. [ O {RTFE (Save Adjustment) ] 91 vILE
ERS

FBEERLE-DOT, FEHELERTRDEABADOEINOAYVE—UEBIEHEMDTRTDYRIERIC
EONWTRATIVTESNFET N BONIKELLTRIATYVTSNBIEFEHYEE A,

AATV T RBENRBRENDETIZE, ¥ 20 VET,

=

6. IRTORATIUTRBERTT BIZIE. [Kadjustment number> D 5 E (Adjustment <adjustment
number>)]1 &9 LET , z&R 1L, 2T TIX [226 D FAZE (Adjustment 226)] EL TRENTLVET,

o r=

Awell-known brand was detected in the display name portion of the From: address (also known as the “friendly from”), and the domain is not
Brand Display Name associated with the brand. Brands detected:

Impastor

+ Adjustment 226 created. Undo

7. BEOURMSEEOBEERRLET, IAIEEELT
WA RO B RRENET

Brand Display Name Impostor

NBEBERETHH.AREHIBRTESHL

Individual Display Name Impostor

Displaying 1 - 5 of 5 Adjustments
Edit Brand Display Name Impostor Adjustment x

120

D Date Ad Reason
nder is not the brand but is using the brand
226 27-Sep-2020 18:21:43 PDT @ ID: 26 legitimately.
Comment: Testing
Adjustment:  Allowed <mrmxyzptik@gmail.com> to send for the brand

219 24-Sep-2020 16:04:27 POT @

202 23-5ep-202012:41:24 PDT@ s

Comment:

201 23-Sep-202010:57:57 PDT @

History:
200 23-Sep-2020 7:05:36 PDT @ i

Displaying 1 - 5 of 5 Adjustments

REZHIRT DL, TDEBELRTRADHEAEGHENAVE—UABUFEESH . BDNIKRELL TS

FSnFEY,

The sender is not the brand but is using the brand
legitimately.

Testing

28-Sep-2020 01:21:43 UTC created by mmuyzptk@asas.com (7]

Save Adjustment

Delete Adjustment

Other
Comment: I'm just testing this stuff.

nder is not the brand but is using the brand
legitimately.

The brand detection is incorrect.
ont: sdfjkl; what a wonderful time it us to be
alive

nder is not the brand but is using the brand
legitimately.

Adjustments Per Page:| 25 ~
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BRI T EOER

HIBREN-EAZIE, ABOAOTYIRICERREINERA, EEOTIZE,
FLTLET,

A7V A% :BDNI k&4

CDIA—DAIN—TIE, BRTEHEHBSN AV E—DFHAIL . BRTHAH LTS X IIRHEBET
AY: 3 I

B DHEIBRDEEHENE

1. TSURFTRAMLE (BDN) DEREMEADHSEL THAISN A, BEEARLLHESN, BLRIT
MEZ SNt AE—SERDHET,

Displaying 1- 25 of 1,397 Messages

Enforced? Trust Score * Date From To Subject

69 23-5ep-2020 7 <agan@mmxyptik.com> johndoe@!com New opportunities!

2. Ayt—TFH)yILTAYE—CDEMERTRL., [ROAT7 24 54 (Scoring Analysis) ] #R DI+ T,
Ayt—UMNBDNIHELLTRATI T SNEN-EBREEIELET,

Scoring Analysis

Awell-known brand was detected in the display name portion of the From: address (alse known as the "friendly from™), and the domain is not
associated with the brand.

Brand Display Name Brand(s) detected: I
a Impostor: Exception However, this message was no(conslder.ad mauF\ous, because: °
= The brand is commonly used by this domain.

& Adjust

3. [BAZ(Adiust) ]V 0%D )y IL T ABDHMERESET . COAVE—UARRICEELAHDHER
HIBERIF. EFENTLSEHAD 1 DZERT D0, [£D M (Other) ] ZERLTIAVPEASL
TEHZEDDHENTEET,

Scoring Analysis

Awell-known brand was detected in the display name portion of the From: address (alse known as the "friendly from"), and the domain is not
associated with the brand.

Brand(s) detected:
However, this message was not considered malicious, because:
» The brand is commenly used by this domain.

& 15" " being spoofed from this address: | <z @mrmxyptik.com=

* Brand Display Name

Impostor: Exception O The brand doas not send legitimate email to my organization from this address. (Ex: Apple Support <AppleSupport@bec.spoofer.com=)

O other:

Comment (optional)

SET Lz, [FAED&RF (Save Adjustment) ] &0y ILET,
A7) ER%E  IDNI st

IDNIAEEDRD7) 2 J REE1T5FIBIE. BONI ROTV VT RBETSFIBERLTT . COKSHIHE
. BENGWEEHESN AV E—CFFAIL. LEOFIEZERALT REISHLTRIATI VT REEST
WFEY,

Scoring Analysis

The display name portion of the From: address (also known as the "friendly from") matches or closely resembles a name in the following address

group(s):
Individual Display Name 'I"op Pan.ners and ‘.’e.ndors:. ..John Doe » B
Impostor: Exception While this message is suspicious and the Trust Score has been reduced due to the match, the original high trust and authenticity of the message

prevented the attack class from being applied.

# Adjust
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EROAYE—JEFEHLOLVEDELTHEASNZELED, KYPTHAEFEMEINEL =, UTFITRT K512, AR
(Adiust) ] Z2) YO LTCIDRATY T HEBTEET , EHMIC OV TIE, LD BDNI X7 S DFIEIC
WoTLIESLY,

Scoring Analysis

The display name portion of the From: address (also known as the "friendly from”) matches or closely resembles a name in the following address
group(s):

Top Partners and Vendors : John Doe

While this message is suspicious and the Trust Score has been reduced due to the match, the original high trust and authenticity of the message
prevented the attack class from being applied.

# IsTop Partners and Vendors: John Doe being spoofed from this address: “John Doe” <jdoe@johndoe.com=?
a Individual Display Name
Impostor: Exception O This s a spoof of an individual in my organization.

O other:

Comment [optional)

Save Adjustment Cancel

URLZJOvoF-I38FA[ T 5

URL 2K, FALY  FE=FHTRAMUIZEDNT, Ay E—2ICIBOIAEN - URLEFT OV O F - (XHA TEE
F o, CNETIIZIE. T URLDEDHIAENT=AvE—2 D [AvtE—2 D5 (Message Details) ] R—UF# R D
[TET, (AyE—ICURL BMEHRAENTLVELMES . COHEEIIAYE—CDEMICRTINEEA)

1. [Ayt—T D EEM (Message Details)] R—U%FE, [URL]I DIRNILETRIZRIA—)LLET,

Message Details x
Authenticity 10.0 Authenticity is a measure of whether the sending infrastructure seen in this message has explicit or implicit authority to send on behalf of
54.240.7.37 the domain.

(aT-37.smtp-out.eu-west-l.amazons
es.com) Email authentication checks:
Non-aligned SPF Pass @ DKIM Pass @ DMARC Pass

DKIM ‘'d=" tag: mail.unipage.eu

URLs

hxxp://4821268.johnpor .net/4821268.#aHROcDovL2ppemVjaGluZnlvdS5vemcyY3lvMC3jaGIAYWdhemkuY29t
# Adjust

URLZTAYI$ HMEFAI oM ERET HI2IE. B (Adust) ] &0y ILET , FLV=EE T, URLZE
J0v 09 SMEHRIT AN EEIRTEET, [TOYT (Block) ] ZEIRLEL LS,

Adjust URL How would you like to adjust a URL seen in this message?
Cancel

© Blocka URL

@ Allow a URL

2. 7A999BHURLEVIVILET . EIRTELURLDYRMIHDZELHYFETH. COJZEF 1 D21
—GTO

Adjust URL Select the URL to Block:

Cancel hxxp://4821268.johnportsmouthsult.net/4821268.#aHR0cDovL2ppcmVjaGluZnlvdS5vemevY3lvMCojaGIAYWdhecmkuY25t
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3. 32MTAvIDA T arvhbNThEERLET .
o EMEZURLZETOVITD
o FAMUDLEDTRTHOURLETOVIT S
o HITRAUDLDTRTODURLETAVITS
4. BIELT. [FRTDHYTRALLET O Y% (Block any Subdomains)] Z#ZEIRL THEL LS,

Adjust URL Block the subdomains:
© “*.calendly.com/*

Cance
Exact URL | Any URL from Domain | Subdomains
Reason:

This subdomains phishes credentials.
This subdomains hosts ‘m\waf&

This subdomains hosts offensive content or content not authorized by my business.

5. [URLDEAZE (Adjust URL)] /SRJLZTFIZRZA—)LLTEMDA T arvERTL BWELLDEER
Lf=5. [ TRAL> DT Oy (Block Subdomains)] REEH)wHLET,

Iyt—o

Cisco BER T4y VT HiEl ICE>THEnAvt—2 BLUEFNLD Ay E—UICET 5T —2EK
BAOWIE VO DAETRRCEET, UTIVEALDF Y2 R—FE 12— ([5#7 (Analyze) 1 > [ wia
"—K (Dashboard)]. [V 7 LB A L (Real time)] 2 IZINZ T, AvtE—2) AR ([5#7 (Analyze)] > [Avt—
¥ (Messages)]) EAVt—2 DIRER ([517 (Analyze) ] > [Avt—2 D& F (Search Messages) ) D 2 DD{E
FEEL—DHYET,

Ayt—OFRTRT S

BER—UTERT—I4005  BRIDBE FHURA Y BEUERGAYE—SDAE259T 47750
HIE ARSI FET A, [ 4T (Analyze)] > [Avt— (Message)] R— Tldk [EFH (Operational)] R LY
ZLOTEN RSN, T—EFRAET H=HIC/IEBET,

Today | Tdays | Zweeks | Month
Untrusted Suspicious Trusted
Untrusted messages Suspicious messages Trusted messages
< 1% of total %% of total 92% of total
Show All Messages | Filter By Common Attributes Both = My Domains (32%) | Other Domains (68%)
Hide Zero-Day

[Ayt— (Messages) ] R—U D&EEHIU+

Ayt—I &, [FEIE%E (Untrusted) . [£E4LL> (Suspicious)]. [{EEE# (Trusted)] D 3 DOATIVIZH 1T
LNFET RV IREIYYIT BE. FDHTIVERIRTEET,
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BER IR

SHIZRY LA DT B, [HBEDBIEIZED T4 ILRAIE (Filter by Common Attributes)] 249 vHLET,

Today

Untrusted Suspicious Trusted

113 3,995 59,037

o RS
< 1% of total 6% of total 23% of tota

Show Al Messapes  Filter By Common Attributes Both My Domains (24%)  Other Domaing [TE%

Domains and Domain Reputation Score

HBDBEMEIZKDIAILEIYT

TI7HILERTRTIE, FEBAYVE—IDBRACV B — ENFET, V- T BMDETEDvIL T HEILT
BHEXTEEY,

[AytE—2 DIEFERTT (Message Trust Score) | {ERERIATICKEINLDEBTETLEVAYE—CDH
[FESLEH>TLEHERTEET,

[ R—> (Campaigns)]: CNLDIEFBETELR WL AYE—U D56 RILBHRDEEENODAYvE—D
DYPEHEZRTEET,

[IP7 KL R/SBRS(IP Address/SBRS)]: S8 TEH N ERAT T ENF=FTRTDAvE— D55, Eh
NENLDAyE—U 0 ELLEERIIP PRLATHY . TNEDIP DLEAT—3>0 X7 HKDTHD
WNERERTEET,

[(EHA/5E5%/44 /B (From/ To / Subject / Date) ] . BV AV DEVEEH LN ZTHERTEET .
RUJRIVDBWZEEB(XHEMN BFEDBICHREINT=HV?

Iye—COEMERTTS

EHETELVEEENGEEINI AV E—VOFHMERTLIEZVELNI T —RIBLHBYVES . REDHES(T
[CEOTEBEBENAYVE—DRBERDEAILTRTSN BEDEEFICL O TEESNIAVE—DEFNR
TRIRSNFET,

1.

2.

124

WEBIALTDRAILD 1 2%F9)9I0L., [AvtE—P DFERTR (View messages) | E9 v ILTEDHELA(T
DAvE—CDYRMERTT D0, FLRDOWT N EI)vIL T, ZOEEEFICLK>TEEINTIzAY
T DIVRMERTRLET , COAVE—DIE AVvE—VDRBEBRICRTEINET , —EZXILIZERE
TROITTAIVENIET HENTEFY,

Ayt—U%F D)o TBE, [Avt—L DEEM (Message Details) ] MR REINET,
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Message Details x

n Brand Display Name Impostor: world health organisation ] 9, = = A Q

Date: 31-Mar-2020 12:50:55 PDT @

Trust Score 0.5
Direction: ® Inbound
Authenticity Score 1.0 209.85.210.51 - (mail-ot1-f51.google.com
From: World Health Organisation <jnzmike@gmail.com>

Domain Reputation 93 gmail.com

T To: m s@amei.com

ags: webmail

Subject: Coronavirusinfo

Matched Policies: Message ID:  <CAJ_p-t0i TPrCOKmMI3tWALMKy.

« This message was moved to the folder
‘Quarantine

Scoring Analysis

Brand Display Name Awell-known brand was detected in the display name portion of the From: address (also known as the “friendly from"), and the domain is not
Impostor associated with the brand. Brands detected: world health organisation

Authenticity 1.0 Authenticity is a measure of whether the sending infrastructure seen in this message has explicit or implicit authority to send on behalf of

209.85.210.51 the domain

mail-ot1-f51.google.com

Email authentication checks:

SPF Pass O DKIM Pass @ DMARC Pass
DKIM ‘d=' tag: gmail.com

This domain has high and/or regular sending volume from the infrastructure for the domain

DNS checks of this IP address and domain implies a manually-determined relationship (for example, the IP address exists in the MX record
for the sending domain

This IP address passed DMARC authentication checks for this domain

Domain Reputation 93 Domain reputation is a measure of whether the sending domain is understood to have a legitimate business relationship with your
gmail.com organization

Current Tags: webmail
This domain has high and/or regular sending volume as detected by all customers.

This domain’s internet presence is well understood.

Additional Information MAIL FROM matches Header From: domain IP address reputation (SBRS): 3.5
MAIL FROM domain: gmail.com 209.85.210.51 - (mail-ot1-f51.google.com
Show Less Always show more details (2 Feedback

[Ayt— D EEH (Message Details)] XA
[AyvtE—2 DM (Message Details) ] R— 2 RO K3 AV E—DICEHTHERNARTSINET,
o AYF—=LZXOTYUT (BEUMIFONF-ROTDER)
. fftﬂﬁﬁﬂ) [Avt—2 D EE{H (Evaluate Messages)] 5% 7€ ([T[Avt— D %4 (Evaluate Messages)]]
—2 199 1S HBLTEEN) TITARTD Ayt— (All messages) ] BB RSN TULNBIZEE DAY
—‘/0)7'J_I'"J 4 (245, E1E. £=ITAE)
o Ayt—UN—HLEGE. EORYL—BR—BLEMNERID—IZHEDR) S —ARUbADY Y
JTY)
o Ayt—UMNERASNI=MNEIMGERNEZNIZEO>TNSIES)
RAEAYE—D EEEAYE—DIZIE, [AyE—D DIEFERTT DO EH (Message Trust Score Reasons)] 2%
AV RRSINF A

EELEIT9V T AV DERAXEBILGEN I EITBEL TS,

=1L, 2L DB E L. EIERIF AC > (Sending Domain)] & E{ERIIPF7 KL X (Sending IP Address)] D40
AU DI = ANKYRIBET

LEIEBIF A~ (Sending Domain) ] U2 (&, ROERIZEZFT . CORAMU D EBIZEFA—ILE
EELTWAHEEXEDSOLN, F=. EDCHWNEZLD IP PRLAMNDEEFESNTLNDDM? Ay
= DOREFXEYHGELDHEDOMN?
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o LEEAIIP7RL X (SendingIP Address)] o V1E. ROEMIZTEZAET . COIP PRLRIE HBDEDRA
A2 DE=OIZ FABABFA—ILEZEELTHWADI? FDIP L, EEETEL0OM? TNIXVEDEREAS
U FFEHORAAUTETITEELTNDADH?

[Ayt— D EEH (Message Details) ] R—U DA LETIIUTO 7 (AL BN oYy TEET,

* [Ayt—DEEM) Y (Message Details link)] 743 ( ) ATI4 R D (CHRTICEEIVITS
URLZ#HD)ATAYE—C DEMIZERRTEET,

* [~NyS —(Headers)] 7’(32/(::) A —CRDT R TOANYE—ERIRTEET,

. [A—IL (Mail)] FAO2 (ER) : Avb—S OO R REREICEETEET

© [N (Be] TAaY (D) ChAvE— Ui — BT R AR ORY L —E R TEET, KU —D e
HDEMIZDNTIE. TTHRYS— &R 51 R— 1561 B BLTIESL,

o [Avt—SDTA—R A4 (Message Feedback)] A (2) : Avt—S D RIATYLH 12T 5 74—K
INYOEIRBETEE T HMBICDOWVWTIE. TAYE—CDT—R N\ OEEET B TIESHBLTESLY,

Iyt—SDI4—FI\vHIEEETH

BEL T VI THENEFA—IFIELEER T A EZERET HENI-FEIE. BRI DAYE—I(2DUNT
T4—R N\ HERMTEIETT, hF. BFA—ILTANAE =054 T URITRITTIZ, ZHEILADAY
T—UITDVWTTZNIFRNLTT IEBEZ DD EFESIKRLTTA . BELT VU THHTIE AvtE—2D
BRICET ALYV ERNGHMZIRBTEET,

1. [Ayt—2 D534 (analyze messages) ] R—2 ([T RTD AytE—L D F R (Show All Messages)] 27 D
[5#7 (Analyze)]> [Avt— (Messages)]) £1zI& [Avt— DR (Search Messages)] R—2 ([4#7
(Analyze)]> [Avt—L DR FE (Search Messages) ) 1 &, Avt—U DY RARTENTNSEL—T
Ayt—TFIYVILT, AvE—CDFEMERTLET,

2. [Ayt—C DEEH (Message Details) ] ¥ A 7AT RV ZADE LIBIZH D [AvE—DT1—R\wy
(Message Feedback)] 74> O &5 LET

[F4—F 73y o DRt (Provide Feedback) ] # 4 7 AV Ry I ATl AytE—C DIEFERITICE DT,
Ayt—D T TICERF-IXIHREELTHIEINTLVET,
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Provide Feedback 4

Details:
Organization:

Message ID: <I =
Message Trust Score: 9.3

This messageis: @® Legitimate
Attack | Filter By Attack Types

Comments:

0K Cancel

3. ROBHEERITTEFY.
o ATLaviRAVEV)VILT, AvtE—DF ERNOKREIC, FEZOHEIYYBEZET,

o [ (Attack)] 74— ILRZES) Il BIMOKELATEEIRTEH, T TIZT4—ILRIZH
BDHEAATD [X1EH)VIL T, MBAALTH#EME(FHIBRLET (B (Attack) ] HVER
SNTWSEBA),

4. [OKIED)YHILET, ([OKIREU L, EEEMA -G RICOAHERIIZHYET)

Ayt—UZBIL TR LB Cisco [TIRFESN . T—FETVITHARAENTHED AV E—CHHED
BEITDLENDIENHYET,

Ivt—URE

BER I vV THEIZIE, EBICER A THMLE AV E—CRFHENASEFNRTOET  BEDAVvE—D
T—RERBRTESLITTEL BER T4z K > THEANSNE AV - DEMHERERTHEE
TEFEY,
Ayt —UBREBENBELEIEADRETIEILE, TRENAD ., ZLTIRTOREEHBETEET H-HDELD
HEATEEWEWNIDNBER T« VT HEIDEAD 1 DT, ZLDZATT. 1 DULDOBREREHEN
ERICER SN AvE—CORBHERR—DIZOv T TEET EAIE AV aR—FTIRFAMUR
7 —24>2% (Domain Spoofs)] 2w L. [Ayt—L DR (Show Messages)] 29w o 3 bE. RDEH
NEFICERZRINAVE—VDORRHBRER—UHARTINET,

o BtDEHH: A vaih—KR—CTHREL-EH

o WBRAALT KAV RT—D42%

o X7 DEF 0.0~ 5.1
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FI4RIZ., [9#7 (Analyze) ] > [Ayt— (Messages)] R—IIZFBEIL . [FEH LU Ay+t— (Suspicious messages) ]
#9UvoL [EB A (From)] HED—RILZREMEE V) YILTHBURNDEEEZIIVIT HE. Ayt—D
BREBER—VICBELET, COR—UTIE. ZDOTERLANLDAVE—D D55 8ESNT-HIBIAD. §&h
LWAYE—UIZDOWTOEBRITOEHERNIZH I LD TR THRRINET,

NS5O a—bhYMIFEREICERTTHA, EOMSEIBTEINELDIa— byt WT O SRIIET S
MhHod | RREREMEART HHEELEFTT,

BRENEFTINDE RREICERAIN=T4—ILERF LU OB THENE T,

CORE YOI TIE, [AytE—2 D8 EE (Search Messages) ] R—U DI R THOIT4—ILRIZDWNVTERBALET,

BEI1—ILE B8

NBIEETART, BELR I« VT EICE > TAYE—UNEYAENFEE (T AV E—DAY
F—DENENDIT—ILEDDIRESINET , EFA—ILTRLREIEIHROEEE (E—
ZHA BEAALET , ShEDIA—ILEDBRERIE, AXFENXFERFILENRS —HTT, 1=
(From) 585 || % £, [#4 (Subject)] T4— LRI pens1&EA H1F B E, [Shop My Etsy Pens Store ], [That's
(To) . 3BAESE ||too expensive for me . Please buy some pens from Amazon |73 E DL D Ayt —I AT RT

(Reply=To). |m&\ShET,
{44 (Subject)

100 XFIZHIPRSNTLET,

ZDI74—ILRIE, D ERE (THBEEE I R—U 19712SBLTIESW) THRAT774IILD
AXvUBEMEOTNDGEICOAMERTE, RD5D2DF T avhHYET,

o [ARfI774ILHY (has any attachment) ]: AT 77 IL D H B AvE—DFREBLET,

o [EEDHATEEEDHARMTI7AILHY (has a likely malicious attachment)]: & E7%E
Ty VT ERIZ &> TEEDH AU REMENH D EHIEESN =R/ FT7AILA 1 DLLE
HBEAVE—TFERELET,

o [IBfTI774ILEABHY (has attachment name)]: CDT4—ILFICAASNT=RBDTRT
FlE—HE2EUCRAT7AINBEE DAV E—CZBEBELET, thDTEFAMER
T4—ILRERRIZ. ST —HTHY . AXFENMXFIEERAESNEE A,

o [BATI77AILBYILEIEFHY (has attachment filename extension)]: A ALF=HERF DL
AMEOFAIL TR EENTVSRMIFAINEER DAV E—CFRELET I7 ML BHLRTF
(Attachment) F. 77N BDEHRDE)ARIZHEERD TY o | DFEITEBDILEFEHT TR
Vo TAALET MDTFRAMERTA—ILRERRRIZ. SNITE D —ETHY. KX
FEIMNXZFIIRFISNERE A 1=EZIEL. PROP EA AT S E. system.properties ELVD
BRIDIT7AILDRRINET .

o RIAT7AILINYL 2 8HY (has an attachment hash of)]: A ASNT=/\v> a|Z—8T B
Avt—TFERELET ./ \Wiald . BEIE7ILIVXLIZE>TERSIN. T7MILD
NBEZ—BICHBILES . T7MILIZEENMAONIHE . ZEDT7AILITHLTER
SNTzNAYP AL BEKRIBIZEEINDZHO. TD/N\YD1EBRED/ N\ 15 HETD
ETFADERINMNEINZREBICHIBTEE T, ThiEk. KXFENMXFFER
AT dEL—HTT,

100 XFIZHIPBESNTHET,
SHELF-RY |[CTIE BRROFBBELRTH(ZDREEL)EERLET,

(Received c BB REDBHFHAS 60 BRTETICTINENHYET , (BELIT VIV J T
between) #1% 60 B EYBIDAvE—ST—2%HELES)
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BERI1—ILE EL ]

| | - #TRE. BEOBRLVEICTBCLEITEE LA, |

EFERIT7D |_ ) \Z sfesbr S TYIE 32 g oty e

45 (Trust hiE. mETRDH é)“Jt—/O)1E$EX37‘0)J;BEtTBE(L*RLT:{I_’&En’i: VEEELE
T, HEAZERETDICIE, FRELBRDRSAEERSVILET,

Score Range)

BEF%Ra7

D #aFH NIE.BETRONEZAVE—CDEEMRI7DOLRETRGEBIRL-EFED)ZESL

(Authenticity || &Y, EEZZEET HIZE, TRELBDODRSAFEFFVILET,

Score Range)

NIEBRRTRONEII AV - N ERSNIDLENHIE—DRI—ZERLFET,

— =7 . x NS . A
:/f&(l’l\:;:ghi g BIRTEDRYD—DIVRMIUE,. BN EEUVUT7TIT14) . B BXUATIVRRY) O —
solicy) (MAUFRURR) S — ] R—J 16412 S BL TSV EWLVS =B EL T,y I BHEO T

RTOR)—DEFENFET,
E, AvE—DARI Y —ITEoTHASNTWSANEIN ., BLVBRADAEEEELE
T o RS 1 DDA TLavaRBIRLET,

o [TRTDAYE— (All Messages) (T IAILR) AASAD A ETEHASIN - AvE—

o [{REh (Pending) : BRAMNEZRINTLEL, FLEEBINTOELRY S —([Z—FT
6)“‘/“2_:)0
o [ERFEH (Enforced)]: RS —[CkoTHEASNT=AYE—2, ULTOBEBEOY T HT
JUHEIRTEET,
1 FH o EFEDITAHILFIZFEENFH (Moved (to any folder))
(Enforoement) o ZIEFLAIZBEFEH (Move to Inbox)
o HlB& (Deleted)

o [5E 5 BR (Enforcement failed) 1 @R 773> D &H BRSO —IC—BLF=A, R P—
IZ&k>THEAINGEMN o= AvtE—D, THNIFEE . MS enforcement APl A TS5 —%iRL
=2 EI2&kBEDTY,

o [EAAE 1T (Enforcement not attempted) ]: BRAMNEHAONEMN>I=AvE—2  Th
. AvE—UDR) S —IZ—B LD o=h . BRT7IaVRENRY S —IZ—HLT=
CENRRETHARREELHYET . COBRR/NTA—RIE, AT IVRR) O —Ti
ATBAvE—CE2RDITADICE/RILIBET,

AytE—Y D IC—HTEEELT«VI VT THHOBEDAVE—CF BT BICIE. D
Ayt—ip  |[PAIFICE—DAY =T IDEAILET,

(Message ID)
100 XX FITHIPRENTLET,
NI A=V DAREEERELET . 71— ILEES )Y ILT. RO 1 DU EDARZERE
RLET,
o[4S (Inbound)]: #EEESN D E TSI XIESh - AvtE—, [FE (Direction)]
73 1El slclt. 2EAE—Sn © PraveranEd.
(Direction)

o [£{E (Outbound)]: FBIEA M DRI O & T HTEES NI Ayt —, [HA
(Direction)] B Tl. ZEAvE—SHQ Paar TRENES .,

o [RER (nternal) ] : #EFBA TEIBE FUR T L= Ayt—, [AME (Direction) ] 5 TI&,
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130

BER IR

BRFEI1—IF

Bl

FAOUTRENET, |

(Domain Tags)

KB4 T T4—ILRED )y ILT A DU LEDKBIATH#RIRLET . BIRLE-HRBEE2LTDONNT b
(Attack Type) ||—E9T BAvE—UNBERTRONET,

KA DL

Ea5—3iay

D &L NF BETRONDAYE—CDRAAVLEAT—a D ERETR GEIRL-EZEST)
(Domain FEELET . EBEEZEFTHICIE, TRELEBRDRSAFZERSVILET,

Reputation

Range)

L 1 DFERIFEBDEEF AN VENVITRYSDTAALET . ZORAIOVT A —F
BRIEFAY 4 229€—CARETRONYET,

(Sending

Domain) 100 KFISHIBEN TUETS

KA B35 T4—ILEED )9 ILT A DULEDRAMU AT EEIRLET . BIRLIZF A 2T DLNT

[T—HI DA AVE—IUNRRTROMYEFT,

B—@OPTRKERAMZIP PRLRIZAALET , ZORAMEESOAVE—UNKRETROH
UExd,

(SBRS Range)

KRR
(Hostname)
100 XFIHIRINTLET,
SBRS%iH “hiz. RETEOMNBAYE—0 SENDERBASE LE 257 —33> X7 (SBRS) D LR ET

ROBRL-EZET)ZEBELET . SRAZEET S FTRELBRODRS1FERSVIL
i‘g—o

IP7RLX
(IP Address)

B—OIP7RLRZERIZCORZANLET . ZFDIP PRLRZEL AvtE—U A RETROM
UEY,

100 XFIZHIBBEIN TLET,

Iye—CEBRERT S

[AvtE—2 DR FE (Search Messages) ] R—UFFRAL T BEA—NERRE LUV I INE T HIENTEE
T, Ao a—FN LT, F=E [FAC DM (Domains Detail) ] R—UH [IP 7RL A D 55 # (IP Address Details) ]
RO THAYE—CDEELED)YITBIET., [P (Analyze)] > [Ayt—2 D& FE (Search Messages)] R—
[CEEBETEET,

1. [5#7 (Analyze)] > [AvtE—L D% (Search Messages)] I EILE T,

2. RREFHBEANLET . TNTNDRERTA—ILFDFERICONTIL, ThAYE—URE I R—2 127125
mLTizaly,

3. [&RFE (Search)]1 &YV ILET,
Ave—ODBRBH/REFVA—FT S

[IRRHER (Search Results) ] R—U[2WVSEZ TN TH REDBER IAILZIZ—HETHAYE—U D RMZE
FAHERES IO—RTEET,
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BELIr TR EOER I—COBRRBERES LTS

ArHo0—KL=274ILIZIE. K 10,000 4D Avt—J ICETAIEBRMNESENET . BRHERIZ 10,000 4
EBZDAVE—UHAEFENTWSAEE . Ao O0—REN=771LIZIE. KRRIEFIZHES>THRHID 10,000
HAEENT T, ZERIEFIIRERET—TILOEEDI DO LEES)vILTERETEET,

1. [9#1 (Analyze)]> [AvtE—L DR FE (Search Messages) ] ITBEILET , (Avt—2 0 REFFR
(Search Results) ] R—UIZF7 VR THHEIMICEZLHYET, FzEA KX F VP2 R—FTER
DIEFEEI)vIL., [AvE— DRI (Show messages) ] T 0T BE, T4ILAELTERFTHD
BROEBENRTINT [AyvE— DIEE (Search Message) ] R—U[CHEEILET)

DAMZRRT DAY= DI AEEERLET

[#2 3R (Search)] &V vILET,

[fER DA o> 0—FK (Download Results)] 49w o LET .
[CSVDA > O0—F (Download CSV)1 #91)wHLET,

message export.csv EWVSEFIDT7AILA, TII Y TEHELF VVA—RI7AIILAD T I+ ILEDIGAT
[CEBMIZFIUO—RFENET, COT7IILICIF RDEIGEAYE—IDNLDEROEAvE—DICHE
THERMNEENFTT (FIAFTREGES),

- Bt

o EHA

o BRIEFE. EETT

o FESE

. 2

¢ Message-ID

o Ayt—TMIEFERTT *

o EEFAIY

o RALDLE1T— 30 *

o BEFDIPFTRLR

« PTR%A

e SBRS(SENDERBASE LEa17—33>Xa7)

xS ER T T HEICKAE R,

a0 Dn

KA EIP PRL R

[ #7 (Analyze) ] A2 —DSEEBDRAMUEIP PELAD—EEZR R TEET ([HH7 (Analyze) ] > [FAS
> (Domains)]. [5#7 (Analyze)] > [IP7 KL X (IP Addresses)]) o CHLEDR—IIEREIC LS IZHEREL . TBIEFS
TavIERBETHRICUVEZLIENTEET . —ERND IP FRLRFERIER AN ED)VITHE TD
IHH O [F£#ll (Details) ] R—CFRRTEET L IP PRLADIZ S, [FHH#ll (Details) ] R—2I2IX. ZD P 7R
LZADGHBEANEELTOBR AU DR, ENENDR A UL TEES = AV E—S~DY I
E.ZDIPICATHRERNIRIRINET , FACDIFE . [ (Details) ] R—IIZIE, TDRASUMHE
BAEELTOBIP PELRADYRMEESN AV E—D0E | ZFORAVIZET HEHRARTINE
ER
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AT ORFRERETLTD BEG 2 M0 A

IP7RLRERA Y BEUENENDODEER ToN- AV E—CDRTEVYBZ TRRLHPYAN, Fil
SRV FOUL BIENS T4V TR TS BI-ODBALHEELBYFET,

FACODOEBERTT S
FASDEIP PRLADBRIE. BEL T v I THEOREEZEET) I HEEDF—a R—R UM THY. [FA
A > Dl (Domain Details) ] R—U(ZIXEEFEBETIVICET HELDEHRARRSNATVET,

1. [9#7 (Analyze)]> [FAA > (Domains)] [CFEEILE T,

2. RABED)VILET,

Details - leadlander.com 501 messages @ Domain Reput :::. = poman

MARC®  sPF@
@ Passed Authentication Likely Authentic

DMARC record: <nane=

@ Inauthentic
Tags:
Tag This Domain
1 Fet 12 Feb 13 Fe 14 Fet 15 Feb 16 Feb 17 Feb
P e > Tune Sender Model

|

Passed
501 e 0 0
[ P Addresses @
G In Sender Model? Forwarder?  Tota | Messa H 8BRS
19 34
16 315
16 31
13 28
12 28
12 28
11 35
11 35
11
11
Displaying 1 - 25 of 68 |P Addresses =< Previous 12 3 Next>> IP Addresses Per Page: 25 v

[KAA> D ¥#H (Domain Details)] R—
[FAAL > DEEH (Domain Details) ] R—DIZ[XRDIEHRARTSNET,

FAMD B RA DR 2a— L BELXUVEDRAU MMV NTUREFA—IL AM)— LR 21— L4

U etz 03 S— o F— U, R—S D ERIZY RRSNET .
KA LEAT—2av (BER T4y VT THEIZ KB B R d ) NELIZUARRSNET  [FAMDT4—
) K/3v% (Domain Feedback) ] Y D& FERTAE KAV DRAAT A ES>TWAEREL B S, T4—F

INYDEEETEEF T, ANV LEAT—2301%. 00 ~ 100 DEBE TEAFMITEN. 00 N RIEDLE 2
T—2a %KL 100 ANREEFETEDEFRLTULET,
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BELIr TR EOER I—COBRRBERES LTS

FEEAIRAUDSEBEL =AY E—C DR 2a—LDTSTN, R=UhRIZHYFET, Avt—I1F L [R
SEIZ B 8% (Passed Authentication) ], [A# T/ LY (Inauthentic) ], E£7=1% [H UL \VFEZETARY (Likely
Authentic)] ELTH¥ESINE T,

o KYPDAvtE—TblE. FDORAMBEBIZE>TARASINTILNSERY ., RELIZ#E (SPF. DMARC,
F1=1d DKIM) [ZEHL TLNB AV E—DTT,

o RYTHWAYE—U 8K, BBEEZRBL, TFDORAUDEEBETIVICETNGWNERGENT -
)“712—9'5—‘3-0

3 s BLERTAYDAYE—DLF FBEHZARLTOENA ZERRAMUMLIFENEERTE
MITHAERGSNI=AYE—DTT,

Fr—bDEEIZHBF—EH)vIL T, [FRIEIZAHFH (Passed Authentication) ], [A#)THLY
(Inauthentic)]. B LU [ELVERETAY (Likely Authentic)] DESTSTDRTREVIYEZ BRI ENTEE
T, FEHRIC. Fr—rOBEREGERIE. R—C DA LICHLBEREF L 2 (k> THIEISNES (7 BRE
/2 8fE/30 BRE) .

BIS7TWWTNODEEY)vITHE BEDBREEIRTEET BIREVV 7T BIZIE. IPFRLARFI
Avyt— (Messages by IP address)] T—T ILDAYE —T[91) 7 (Clear) ] Z&IRLET,

LT BIES . KAL) DMARC LO—F & SPF LO—KRMEZIZRRENET, FOIUFTDTIZIL. KA
4 |4y LEAT—SavItEETETSANERETAFTRADERNRRINET F=E21E. COE@IL. F
AUITT—BLI-REBEEINAHIIEERLTLET,

[IP7RLRBIAYt— (Messages by IP Address)] (&, —EHAMICEDRASUIZEELI-Z P TRLRE
SELTWEY,

¢ PFRLREVIVISHE NRMIZRIRAEELET . ZETAFAMDIRTDIPTRLRE
o RRTDTIHGLLE—DIPAAYE—VFEELILTRTORAMVERRTEET,
o [F¥# (Detai) ] R—L D [AytE— D EEt (Total Messages)] THFEVIVITHE. [Avte—

D (Search Messages) ] R—U[TEEF (IP £XRAMY) D AyE—CD—EHAKRTRSNE
ERS

RAL 5

RASUIZIZAT HENY B TEHIENTEET, 45 (F. RaATVITICEEE 52 KAV DFERES L, R
S —H T A=-OIERINET . BELA T v U i CHREBICE S TEMBISN TLWAEEDR Ay
Z.EEFADITDVANS 1 DU EDAT#EY M TEHIENTEET,

[AER (internal)] B & U [/ 3—kF—(partner)] D 2 DDA (&, AvtE—T X7 T DTOLRATHERSN
FY . —MHICIEUTOLSIICEIYHTES,

o [MER (internal)] 2% :FRAL. HIEITE KAV LEAT—23 0 E RBHIEFETEDRASUAEY
HTEY,

o [/X—bF—(partner)] 25 : BFA—ILERKHL., EHEEREMEILL. FAMULEaAT—a % {EFET
ELNEHBORAMABY L TET,

RALDIZ [RER (internal)] 245 F 1= (X [/3\—kF—(partner) ] 25 ZBMT B&. BRI SN - AvE—D
12X T BEFDRASDLEAT—avARELET,

[RER (internal) ] 24 & [/X\—kF—(partner) ] 25 DB AZFB LR A/ U ITBIMLARL TS,
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BIREF A ARTTD BEG 2 M0 A

RALUIZEINTESRZDMD AT (X, [917 (Analyze) ] > [BEZE (Overview) | R—UTOHRE L REBEHLR. KU
RS —DERIZERIBET,

BT FERAVERTTS

1. [9#7 (Analyze)]> [KAAS > (Domains) ] IZBBEILET,

2. [F5D490%EL R AL (Domains with Traffic) 129 v/L T, B 60 BREIDEBEFA—ILAVE—C%E
O HRBICHEFEITRTORTR/ERACO DY RAMNERTLET,

Filter Options:

B%E 60 HEDEFA—INAVE—SF BRI HERAL,

3. [FRTDETFER AL (All Domains with Tags) ] 9wy I LT, $BRD TR TORTFHERALC DY)
ArERRLET,
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BRI T EOER

Displaying 1- 25 of 313 Domains with Tags

Domain Tags
consumer | socia ustom Service
accounts.google.com
webm
artn n servic customer
activedgetechnologies.com
adp.com cloudapps-enterprise
agari.com nternal - service
agaridata atlassian.net partner
ajg.com b2b
ally.com b2b
amazon.com consumer - partner
amazon.co.uk consumer
am.sony.com consumer
anyperk.com service

R CERTRAT RTOSTHERA,

FASUIZBT BT S

1. [9#7 (Analyze)]> [F AL (Domains)] [CFEBILE T,
2. FEDORAD [ (Tags)] T4—ILRED)VILET,
3. READATEHERLET,

2T IEBEMICEMEINET,

[F AL DEEH (Domain Details)] XR— ([53 4T (Analyze) ] > [F AL (Domains)] Z:ZIRL . AL EZE D)y
D) TRAVIZBTEBMT B EELTEET , [2Y (Tags)] Z4—ILRITHEBIZHYZFET,

FACU D BT ZHIRT S

1. [9#7 (Analyze)]> [FAAL> (Domains)] [ZFEEILFET,
2. FAD[RY (Tags)] T4—ILE T, FAUMLHEIBRTB25 D X1 E#0UvoLET,
BTETCIZHIBRENET,

IP7RLADEMERTT S

BEDOIP7RLADEMERTTAE P FRLANRIZYTIEEINESINERT H-DIZHEILET,
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F A AGHTEHIETD BEG 2 M0 A

136

o EEFRAVIZCEOTREICAHEIN TS (T<HhTMERASUIZDFHEIE)
o HEFIPPRFLR(ZHDFAMUIZTEE)
o AL ITHT—H (DMFYSEDEAUIZIEE)

Details - 198.2.132.180 50,814 messages

outbound.agari.com WHOIS Lookup
5.1
@ Passed Authentication Likely Authentic @ Inauthentic
1 eb 2 Feb 13 Feb 14 Feb 5 Feb & Feb Feb

hentication Likely Authentic B inauthentic
5 0 messages

Displaying 1 - 3 of 3 Domains

Displaying 1 - 3 of 3 Domains < Previous 1 Next Domains Per Page: 25 ~

[P &4 (IP Details)] R—

[FAAL > D EEHE (Domain Details) ] R—U TlE L IP DRAME . B EDEARICHBEATERLI=ZFD IP MDAy
DR 1— L BEUEEL T M DMD SBRS(SENDERBASE LE 27— 30 XaA7) &R
RCEFEY,

F-.R—DIZIE.BEDIP PELAD WHOIS IEERADY o3 EFEhTOVET,

[FASL> DEEHE (Domain Details)] R— DB R Fr—hERERIZ, BRESEEEEEL. &Y. AP THL. FW

ZDHITIL, Tsmtp106.biz.mail.nel.yahoo.com JELNSIRR B ZEHFDEERID IP 7L X 98.138.207.13 A3, 42 #4
DAYt —FBRBIEELELT, KAAL T dataservicesww.com D Ayt—I Y 42 4T,
l'echelonconsulting.net | Ayt—U M 1 & TH,

[E£#H (Detail) ] R— D [Ayt— D EET (Total Messages)] TEEED) w3 5L, [AvtE—2 DHEE (Search
Messages)] R—UITEEE (P FIERAMV) DAYV E—D D —ELNRTEINET,

BBTRES IV E

BERTvI VT THH OBGRARE S LUEE (COR) #EEIZKY M X. BNEEDHL A AvE—Uh 5
REL. FLOWERBAVTIDI VAN ERENLEICT —HRBEM LF-FERTEES,
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BRI T EOER

CDR [, B ERDREN BT EEDHIBF AL AVvE—CZREL. BEEOH S AV E—TFH|
BRELIIREELTEBMICEIRL. BEOHIAVvE—CDAV I TUMMBBRNTE DRELA>TLSH
ZHMLES,

EBER IV THhH DF v arR—FDERIZEHS CDR Ao —421d, CORARHELE-EZB D #ERL
9,

Real Time Threat Trends Executive Summary
Q. Search for domain name 26,129 2,095,484
2’095’484 Domains Messages Today | 7days | 2weeks | Month
Messages
. . @, y LN, gl )
0 0 Moved E IO o
Q= o 4 aa.com
Enforced 0 Deleted 0y : -
Messages g X =
3
Continuaus Detection and Resp
Active Events Disct d M i
Individual Display Brand Display
Name Impostors Name Impostors

SELT9V T BHH OF v ah—RFELUPLR—IR—D 0 COR AU D7 —4,

[7OT4T Ak (Active Events)] DEF L, COR R YbT—UENLTHERBINTLIS CDRARULD
MTY, [ EIN=AvE— (Discovered Messages)] DI F (L. CORZNLTHEEINI=HEBRD Ay
T—UERLET,

HENTRES IV E DN
BEHAVTIDIVRIE EHDT4—KH 5 CDRIZAYET,

My Custom Rules Add new rule

Cisco Advanced Phishing Recommended Rules
Protection Feed

67 0 8 0

Active Rules  Discovered Messages Active Rules  Discovered Messages 0 0

q . Active Rules  Discovered Messages
Enforcement: Monitor Enforcement: Monitor : 8

CDR [F. BELE Ty I HiE £ &£ U Phishing Response D TV AT LK THEBEL . th DRI K> T
AENT=T49o 0T X v R—VEHBANLTHIBRLET . cNIEIUTIZE>TEITEINFET,

- 10C #RREHELTEALT, MBADELAvE—SERRT S

.« FNSOAVE—IITHLTEBIIZ7 /2 ERATS
BROSBIEENDL, PRMIERENKY S —BNDOT I3 ERTT B H R LRI, COR 1£2
NEOBFEEESE AvE—SE B HDRENADDRBE FHIRTEET,

It —CHRERLGBERT I AVEREDEHROR)—IZ—HT BIEE . [ZEFAIZF5E) (Move to Inbox) ]
ToavhmbELEIN, RIZ[HIFR (Delete)] 7o avhifme, #lVT LE A DR E (Enforcement
Settings)] TlRLBMIBIZHIINILIMREET , FMICOVTIE. TR —1 R—=D 153125 L T
= AN
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BENOTREBIVEESRNERTT D BER IR

RENCREBIVLEDEH

BIEHERERLUVREIZIX. ROBLDOBBETT, Avt—SF 0 v—F LT AL TSN ELT1v
VOt Y — (TaAF7IBEELFEIENETT,, M OVTIEK. Mo —DEBEA I R—D 22125 BLTK
=&LY) .

HENTRESEIUBEARUE
BERARE B LU E (CDR) /R ME, CODRIOVATLARNDBHDRENDIETT . BBOEE(X. XD
FOIEELDRYMIVICERT SAIEEMELHYET,

e Cisco Ildentity Graph(CDR %581t ¥ 3T —4H AT R)

o BERIquI U BIARNEELEER
CORARUHE, BEVDIREBIZT TIZCHEET DAV E—DEFILWREAYE—DFARS-OICFERINS—
EDEHETY,

Ayt—UHAEODN CORAARNVEDARREINDZENHYET , ChlE, Avt—D M, CDRARUMNZI—HT
SIEBMA TR ON AV E—VDHERT-OTT , BHDEBICL > THEBAKEINLZLDOARLDIEDL
BEAATYTH, CORHMIRHTHEEMD BRI T HIERITRDEIZRIBET,

« BEDBEOKRISEETS

o EXAVTADAVISRNSIFvERFOREICRS, BESITFXDOERICHEASDIRILDFER
RIS

COR AR MIMFEHIIF Ty IS, TRTOHFLNZEAVE—TF HRYINIZE->TULRWEEEFD CDR A
RUMIHLTFIvIEINET, CDRARUMLEL, Cisco ITRESN-MEBT—HLE-RERDAYE—U M5 60 B
BICEBMICHRYINIZEYET , HIRYIN D COR ARV KK, EEL Ty T THE M LHEIBRS ., [HEiERY
R B LUV E (Continuous Detection and Response) ] XR— ([E I8 (Manage) ] > [##5 #9758 H (Continuous
Detection)]) ICRIRENLGLLGYET,

BEMTREB I VEEIRIMERTT S

BERITI VT HHOR—LBEICIE., HRATNTOENTRTD CORARUMS, RIFDTIT(ETA
RHBDEDEXEICLTIRENFET,
THGEMEREBEEXVIEEARVINERFTIDIZIZUTOFIEZTVET . 8EL T v T T

o [EIE (Manage)] > [##HcAY7548 H (Continuous Detection) ] [ZFEEILE T,

BER I« THE OF v 2 R—R T, [ IR H E K UG E (Continuous Detection and Response)] &
AINEDI)VITBIELTEET,

R=DEEIZH B [RR(Show) ] FAYT A OV XM EHAL T, UTERRTEET,
o FRTODARUMNTIAILFRTR)
© IRTDTITATARUE

o AYE—UDARBRHEIN-TRTDTITATARU M [BHEENT=AYyt— (Discovered Messages) ] 5ll[Z¥
AN DEARTINTNDSRUE)

s IRTDFFITA4TARUE
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BELR 2R O R BTN BRUBE U ORERERT IS

Continuous Detection and Respanse

Wigw alers and from the Continueous Datestion and CAINSE EEr T Spslem.

Show: Al Evenls

ar

Displaying 1 - 25 af 635 COR Events

Hama Activeg Mhze Foacen © Activicy Aok Bescription Dizooversd Wessagas  Acticon Espiras

CORBESY ¥ B-MardS 1E0231 P0TE (subject— ‘ursshutsibapede s keegrociedipar s’ AN from = *"zusoadmin® ) 1 Monfor 25-May-2015 130231 FUT @
CDRBE3S ¥ BP0 1EE12 P01 S lsubjrc - vitesiausaZkdad wp Ui nd | Smay osTubcimesg * ARG S - “auteac—in| 1 Yongor Way-2015 IZAKLE FLT @
CORBER]l ¥ I5-MAr2LEBATIIFET @  jsubjeet - “uitemauscsihmea 2oy nm@iminrs L mme 2 e ANC frem = autcadmn=®| 1 Monfor  24-May-2019 83511 FOT @
CORBEDE ¥ Z5MarZOLBRITLAFPTE  (sukject— stshuomfwmizeiEelsvhnedontinnochz skl from = “"arnoemin® 1 Mongar  24-May-2019 837:18 FOT @
CORSTES ¥ I5-MarZ20l3 TOXARFITE izukject= “send mire messzgzst AND o - tnatten st v} Monkar  24-May 2018 7:09:4G FOT @
CoRETTZ ¥ I5-Mar LA LAEIIFET @ [subjeci- uikeskirousyeRrismoechdiriszd Szbabng ' KD from = "awrtezcmin® ) 1 Womgor  24-May-2019 14833 FOT &
CORSTGE ¥ 25-Mar- 2013 IAZ1S FOT @ Isubject -~ "uites2ubodwftGradtougha3oogises ol " AN frem — “aubcadmie®®| 1 Monkor  24-May-2019 1:43:15 FOT &
CDRSTIE ¥ I5-Mar- 208 LITAD FOT & Isubject - *uitesatadsa g2 quitcdregranoen 1 o mjdick ™ SHE from - *autcad—in®t) 1 Wonkor  24-ay-2019 L3740 FOT @
CORET1 ¥ 5-Mar-2010 LAE2SFOT @ EUDCE T " uARR LS Mt EE [T ot e pe b M| Broce AMD frem = Taubcadmie®) t Moneor  24-May-2019 13525 FOTE@
CDR gm0 ¥ I5-Mar20LOL2ESEFOT @  (suxect= urzstautcihiz2nokfavkimuimishommag b AND from = *=2uesadmin®™ ) 1 Moneor  24-May-2019 L3653 FOTE
CORSES ¥ I5-Mar 2019 L2ZASFET @ (subject = "ursstautozezsfomechy3sardttit FurcToeh 32t ARD from = tzucsadmin® ) t Moneor  24-May 2019 LIZAS FOTE
CORBEGE ¥ IS MarZOLALLESIFOTE  (subjec - vitesroudsks (S cdfemy T carkesgercidul sk from = *"aizemin™) 1 Mongor  24-May 2019 L13:31 FOTE@
CDRBEG1 ¥ O Mar LALLM FOT @ jsubjec = “uitesroswohbndaheoltppheridoweazhgoky k3 from = **awtozcmin® ) 1 Monkor  34-May-2018 1:1134 FOT &
DR 5534 ¥ 35 Mar LS LAE0LFET @ (subject = “wtshutnimis: derdot? ki rcr 31 Fkk3k ks (k0 from = *"auzoadmin® ) 1 Wonikor  3d-Ray 2019 10601 FOT &
CDR 5820 ¥ 15 Mar-20L8 L0220 FOT & [sob{ect = "urestaubcisuas B Astmis p o cRRiuiSezuiucEs’ AND from = ""aukzadmin™ ) 1 Dekcbe  24-May 2019 10220 FOT &
CORBENL ¥ ZAMarZ0LBLME30FDT®  (subjoc = Libzstanooprawpscxkelvkviiozi Bajloyio  AMD fom = ““amozemin™) 1 vongor  Z3-May 2019 14930 FOT D
CDRE=Ez ¥ 24 Mar20L8 LAEL1IFOT @  |subjec = "ultestamohoohyuzzhvikgdaezebodo2 oo Lb5S 1" AN D “mom = * “autoadmin™"| 1 Monkor  Z3-May2019 L4511 FOT @
CORSSES ¥ ZAMarZ0LOLALOSFOTE®  sublker =" uttemzocowdpriocnteth Toblog 6 to Suyzelu® AN frem = “autcadmin™] 1 Wonkor  33-May 2019 L4108 FOT @
CORGS4E ¥ 24 Mar20L81AIIFOT @ (subject="urcctaubocohhinpotgoe rpesvpdomspez byl 4k fram = s msadmin®™ ) 1 Monesr  33-May2019 13371 FOT &
CDRBS: ¥ 24:Mar2018 13711 FOT @ {subject = "unzstautonfva Tl SonshigacaT sustgrd s AN from = *“aumcadmin®™ ) 1 Monkor  $3-May 2018 L3711 FOT &
CDRS5LE ¥ 24 Mar-3016 13343 FOT 3 |subject = "uitesta s opcriTyw 2y violg s ino penitd |pe3 " AME “rom = ' autoacdmin™] 1 Wonikor  33-May.2019 13343 FOT &
CDRB4EE ¥ I4Mar20LO LLELSFOT @  (subjert = urcstautctdbacolijoopghuttashSanupol kaig SN0 om = *"aesadmin™) 1 Wonkor 33-May-2019 LIRS FOTE
CORS4E: ¥ 34-Mar20L8 LLEITFOT @  (subject="\dtesintopaeysh 3rniu gempnictncossrecht " akd fram = **amn2emin” 1 Wonkor 33-May-2019 11227 FOTS
CORS4E5 ¥ 24-Mar-20L9 LOELIFCT @ (Fobot="Jne s Ut g oS M TMINZIsaT a2 harh dasor] | Ak0 from = "*aroszdmin® 7§ 1 Woneor  33-May-2019 L0619 FOT S
CORD44E ¥ 24-Mar-20L9 LOZ0DFET @  (subject="JrestautodnDicezzs fabsSgRabauhwhErojme Ak from = ""aaadmin™ 1 Cekbe  33-May-2019 1:02:00 FOT &
Displaying 1 - 25 of 535 CDR Events o Previous 1234 5 ... 26 Naxt == CDR Events Per Page:| 258 %

R TRE B LVBEARU DY ZDH,

DACHDARMIR LT, [BREFDT T 1E T4 (Most Recent Activity)] £1=1Z [H ZHEARRE (Expires)] 5D
BzlZE2)y LT, HithBR&E UTC ZUYEBZF T,

REFHTREELVIBREIRVOFMERTT S
SELET19V T B & Cisco 7T DA T, GG RHEELVEEANUIDOFEMERRTEET,
Cisco 7T DARU DML, BEARMGEA RO FMEFHIAYE—DDFENRRINET .

1. [E (Manage)] > [# #5748 (Continuous Detection)] [CHBBILE T,

2. ARURD [4HT(Name)] E9)vILET,
CDR AR b [F###ll (Details) ] R—2I2IE . ROBEHMNEFENTLET,

o ANUIBRETITAITNETIT4TH CCTIDRBEVIYEZSIENTEET,

o ARNVIDFBABELRI v T HE TDH),

o ARNVFTHRBRADAYE—VERFRT HEOICERSNIBEDRRSES,

o CORMBTHEEDHIFEHI IR T LIzEE(Z, CORARUMRBICRRSINET , fABAIC
CORARUED—EELTHANEN = AV E—UDHABEEELWEELNHYFT A R TAY
—ONRODNSIGEEIEIDY I COR A RUMIRIRINET , M DLV TIE. MMk
BEBLVIGEARUM RIOR—2) 12SBLTIZEL,
o IE—URTF—HRN—ELTETEND ARURTDAYE—SDBEADRT—HR,
Ayt—URT—HRN—(F, BIRLI- CORICERAT 7 av N ERASN TOA B EICOHARREINE
ERD
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BIENOTREBIVSESRNORBEEETS BEG 2 M0 A

o ARVEFADAYE—UDYRL, —HTBAYE—UEEEENET, COYRMIE, KAV E—2 DA
DEE . EEE.BE.HL. ZTLTEELE I« I HE ICENWTAYE—UDRmENT-NESIMEFE
DEBERITHEFENFT . /ELET v VT HEH OZDVARTIE, ROZEEZETTEET,

o [RR(Show)] FOYTHE DU RMS [T RTHHAYE— (All Messages) 1. [ B FH
(Enforced)]. E£71=1% [SBa L - F (Failed Enforcement)] & IRL T, Avt—) R RET4ILAY)
VOLET,

o FINYFE—F v ILT. EEDIDT—ETHEREZETT (TIAILMNEUEFERTT (Trust
Score)] DEEIETY ),

o Ayt—UITDEREDIGEEIIVILT, Avt—CDEMERTLET [AyvE—C DM
(Message Details) ] # A 7AS RO RDEHMZDNTIL, TAYVE—CDEMERTIT HIR—D
124175 BLTIZELY,

FEDHBE FHET VL AVIFRID—TERT HDEULDOT, ALHERITEYFET,

RBHITREBSUBESRPDREZEET S

BT E B LVIEE (COR) A RUME ROVT A DIRREIZIEYET,

o [7UT47 (Active)]: T, TRTODHLWZEAYE—UMIO CORAARVEDEHLEERESN, — B
FTEHETRTDAYE—UIZCORARNURT I AV BRSNS EEFEKRLET (BEESN=T I aVEFE
BT BI2E, THGEMERHEBEVIEBEARUNTILIVEERT S| TIZSBLTEEN) , Zhidk,
FLOARDMERSNIZEEDTIAHILETT,

o [IE7HT 47 (Inactive)]: ZhLlE, COR MDA RNUMNI—HT BEHEED H D AvE—CFF oy o LN
ZEFEBRLET . CORAANUNE, BETIEENEHIB SN =S CFHTETITAIICRETEET,

o [RE (Pending)]: SHIE, ARUMIEREINELIZA., AFASNTWVEWIEEFEKRLET . ARULH4
BEUEREROREDEETHIBE . INVMNIKBLI-TATEEELAHY ., 7OT4TIZHYEREA. &
EDHEIE IIN—IEEEEL, BHIERFETHETT, EAE L—ILEWN DD D &Y BEffit)L—
WIZHBEILFET . REFDIL—ILIETERBELTRIRSINELAD . HIBRSNDIETREDELTINLLY
FFont=FFIZHYET,

CORARUIDFEMR—O THREEZERLET,

BEGI1v T TGN ERE B LU BNV NOREZEELEYS,
1. [E# (Manage)] > [###5E#754& HH (Continuous Detection)] (CRBILE T,
2. ARVED [4HT(Name)] E0)vILET,

3. [CDRME£#A (CDR Details)] R— D LB T, [T IT4T /7 T47 (Inactive/Active) ] KT ILES) v Y
LFET,

BN EREB S VIEEARINT I3V ZEET D

BHEATREB LVIEE (COR) ARUME RED AV E—DERRDAVvE—CDEAEZEL . ANVMI—H
FTEITRTDAVE—CITERSNSBRT VLIV EERTEEY  REIIZIEX, ARUMF -2 32 [E CDRRY
—DBEHERICE-TURESN, FRDAYE—TIF, CORARUMIH T HHFHLNZE AV - DGR
FIIIIZEoTAREINFET,

HFLMERENTI=CORAARURD T IAILNT O av I, SHBOREICEI>TREYVET, S EMIC DT, ITHE
BT I R—D1971FSHBL TS,

CORARUrDTILIAVIERDEEYTT,
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BELR 2R O R BENTRHBIVEEN-NEERTD

o [HIF& (Delete)]: Ayt—F L IZHIBRLET (Microsoft Office 365 Z{E AL TL\ 1D IES . Hl
BREATATLOEEMEZFERALTAYE—VFRIETEET, ZOMOBRETIXIHIBRORET
=EHA),

o [fm## (Quarantine)]: BFA—ILITA T UL DIRBEIA LT ITAYE—DFBEILET,
o[B8 (Monitor)]: Ayt —U T L THARMAT V23V ERTET . CORAARUMI—HT HAvt—
COBHESIESHMERELET,
§§E74‘79‘/7~Bﬁﬁﬂ?$%ﬁm7§*ﬁﬂj BEPILEEARNUNT I3V EERT HITEUTOFIEETVE
1. [B (Manage)] > [#E#E 722 H (Continuous Detection)] [IZFSEILE T,
ARURD [&FiT(Name) ] EDUVILET,

3. [EITH DT I3 (Ongoing Action)] 933> T, [ 3> D ZEE (Modify Action)] #91) v LE
ERS

4. MEBEERLET,

5. BIRLI=7VYavE, $TICRESN - AV E—DICERAT AN ERELET . BRALLGWMESR. 72
AVIFFRD—HTHAVE—VIZOHFBERAENET,

6. [R7F (Save) =21 )vIL%ET,

N

BB TRHE S VBEIL—L

BT RE S EVIEE (COR) IL—IL (WRBLIIL—ILELEENF ) EERHTIHE. BREZHIELTT Y

2avERITTA=OIZ IS ESN T A AYE—VICETA2HBDAU TP IV A BB D M#ZEA
TEEFT L, CORIL—ILIE, RV — (TR —1 R—T 153122 ) FYBLEHEMTEDOHMUVVRRAD=X L
EBEDAYVE—VEEETERTAEOICHERATIRAVEREDNSEEERLET .

CORIL—ILIF. REHERZFAL TR —ZFERTEEEEL T4 VI HEHDBRER—D (T TAyE—
CREIR—C12112SR) THEATELRLYILZDEEICE DN TAYVE—CEREBETEE T, FHATED
Avt—DREE TTRAMVEFEDERE)I7ZFLURI ROR—D) IOT4—ILRYRLDTRTHEBETY,

CDR JL—/LIF#A#EI L TO—AILTT, CORIIL—ILEERKTBE. FDIL—ILIZE DL CORARU A EH
MRS, V—RELTHRELIL—ILDERRENET , CORARUMME, BEH T« T BhEIC
LOTHEFEINE=60 BEDAvtE—ST—20 b 2KISERINET,

RS —ERBRIZ 1 DD AvE—U D EBD COR IL—ILIZ—HTBBEELHY . Ayvt—(2xtd % CDR
IW—ILDBRT7I AL, EESNF-BEIBRICH>TRAELET, FHICDOLTIE TRYS —  R—=D
153 1S BL TSy,

FAMVEBREE DSL)ZFEALTHRILBRRI T EERTHILIZKY  MEOETHMOANGO—HIL
L—ILEERTEET, ChHDBRERIITVIL. DSL TEEL=FHEEFE DAV E—CFROFTT—HESEE
9, Cisco @ER Ty Bhfl THIF A REL: DSL MEEME . DSLEERLI=ITDHIZ DL TIX, TTRA
AVEBEDEE)I7LURI RDR—2) 1%#SRLTZELY,

Cisco B EL Iy I BH# @ [B—AJLCDRIL—IL (Local CDR Rule)] R— M [JL—IL D ERBA (Rule
Description)] Z4—JLRIZREITUHEANLET,

BEHTRHBSIVREL—LVEERT S

CDR JL—ILZEERL T A1, MO EEBEO—ILABETT,
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1. [ (Manage)]> [#HiAY7HR H (Continuous Detection)] [CRBEILET .
[#FHLULIL—ILDEHN (Add new rule) 1 25w HLET

[H RS L JL—IL 4 (Custom Rule Name)] &4 T2 a2 ® (5B (Description) ] # AAALET
CORIL—ILAEARUINIZ S FE TOEMERELET

o [FE7HUT47 D H# (days of inactivity) ] DEEAALET, AALEZBEAICIL—ILIZ—ETS
Iyt —UDHMEE . IL—ILIEZZICAALE-BHOR THRICEHEINIZEYET,

o JL—ILEKEERIIZT BIZIE. [ZEHARR (Never expire) ] Z:EIRLET,

5. #HB CHEBEREAZEZEMLTODES GERICOWTIX, MTAYE—IUHTE I R—2 198 %5 HEL
TLEEW) L= ILEBRTH A AvE—CDAEMEEEIRLET,

6. IL—ILIZ—BT B AvE—UIERTETIIaVEEIRLET,

7. FAMUEBEEDSLZFERALE-RERTHDIL—ILDFHBEEZAALET  SEHICDLTIE TTRASY
BEEDOEREI)I77LUR] TIESHBELTESLY,

8. [Avt—DTFLE 12— (Preview Messages)] 2w oLET,

9. COBET. BELGI I THIE. CORIIL—ILIZ—HT AW ET—EALTIZHDiEZE 60 AREIDT
RTDAYE—UD)RMEAVINIVT B0 $EREFFEZEL T, RETLIZL—ILAERIZ—ET 5N EDS
MNERERTEET,

10. [ARALJL—ILDIEN (Add Custom Rule) ] #H)wHLET,
Mn k. BREGEHLZRE B KU Z (Continuous Detection and Response) ] R— THHLLMER SN AR AR
RENFT (XA HAFLIL—IL (My Custom Rules)] ZAILE I d HE, hREALIL—ILHBER SN T- CDR

ARVMNEZFTYRRETAIAR) T TEET ), CDRARUEDY—RIE [ARXALJL—)L (Custom Rules) ] [Z4EY |
ZHIE CORIIL—IVIZAALIEBERXIZHYET,

FAMVBEBEDEREII7LUA

MBS RE B XURZ (CDR) TlX. FIFATEIEE%L Cisco DRASVEBEE (DSL) ZFALTHREITVEERK
FTEHZEITKY  HBEBDEHHONEARILIL—IIVEERTEEFT . CNODREIITYIE. DSL TEELI4FMH
EFOAVE—CERDITT—EIESHODEDTY , 2D 93> TlE. Cisco BER Ty BhfH TF
FARIREZ DSL WAV R—R U b EEZEL. DSLEZFALEITUDFIENOMEHLET,

EEL T4y B0 [A—HILCDRJL—)L (Local CDR Rule)] R— 1285 [JL—IL D E#ER (Rule
Description)] 74— JLRIZREBEIV TV E AALET  SFMICOWLTIE, THGEMERES LU EIL—ILEERT
51 (BIDOR—) 1S BLTIEELY,

¥
BREBEIIVIZIE, field operator operandD 1 DU EDRERZEHBHENTE, BMOBRERITEFN
ZH AND/ORFEETRYILNET

AND THEESNTLVSIHEE . COR[FRXATORILI4—ILFEREFOMAEHLEDEHRDFEREZYR—
3. OR THESNTLSESIZDAYR—FLET,

=&z £ D search_dsl ITEHTT,

> L n

from = “foo” and from = “bar”
2D search ds| ZEFALTCDRIL—ILETLEA—L&SETEE RDIS—AvE—UNERSNET,
T4—ILETfrom]lE, BICAT—FAUFATEHRBERTHZEETEEFA.
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BRI O R RAEE DEEIFA R
hF. T—ILREBEFDIRTOMAEOLEIZHTIFFVET . EEF =LEQ (. =& NOTEQ LRI
2. FACTHBIERLEEINFET,

JANBEEFEZYR—IT 37— ILRDBE. XKNTAND Z2FERTEE DTS —AvtE—UNERESIE
T, F=EAIX. KD search_dsl KXZER TLEELY,

domain_tags !="internal’ & &1 domain_tags !="marketing’
NIZEY . ROIS—Ayt—UHRRFTSNET,

J4—I)LKRTdomain_tags]lf, VANBEFEZ Y HR—FLTLET . ERDEZIEET HEE(X. INE=IENOT
INZEALFET .

Z D search dsl #EMIZT BIZIX. ROKSICESZHRZIET,
domain_tags NOT IN [internal’, 'marketing’]

RN LI, TA—ILREREFDRAEOEEZEBEFERTHEE. ThENDOFERL OR TREIGN
TWAEBIZAMTY, EAIK ChLEFUTT .

domain_tags = 'internal’ OR domain_tags = 'marketing’

(subject = “foobar” AND domain_tags '="internal’) OR (subject = “barbaz” AND domain_tags = 'marketing’)

DTVRDOEHOBRRAEFE I DEE. TIHILMDOBEIBRIIENSETT  RRAEFENTTIL—T
ELT FHEDEEIRUZHIMTEET . TMILEA—REERATER A,

BAfESE—BHUER OO IRTOXFI DA RSV ZESIRF TR BENHYET BT
T EREFXF=0>RE AR—ZAOFHEAXFEEEFLVARIUNCEEIAFEIBRESYFEA
A I5—DF R EGCT =01, BISSIRAFEERALTXFEINDOA RSV ERA TS0, BIEF(E
BEDARSURESIRAFTHRFRNTZEWN, —E5IAF TG, ZESIRAFDOAHEFERTEET,

I4—ILKF

T4—ILRIE. BERTEZ AV -V DEMEDZETT . ROT—ILREREZERD fieldavR—RUrEL
THEATEET  ZATE EDARSURHNERTESINERLET , I=EAIE FAT D float DT4— LK
T, BUEZ T A CEAEEDARTIVRTCHEATEET,

LT T[E2—HDH (Exact matches only)] EL TERBASN TULNST4—ILKRIXL, [any] BEFEHHR—LLT
WEERAD, ELEEFIEYR—LLTWET,

LT T[REE—HDH (Exact matches only)] EL TERBAZIN TLNS T4— LRI, [any] BEFEHHR—LLT
WEBAD, FEBEFIIHR—ILTLVET,

J4—IJLF BA4T By

XEHNELTORMI7AIALEREFDTE—H, =& Z (X, doc [T docx &
—HLFFA. TE—HDH,

attachment_extension ||string

FHFEHHENTLEEW, TI(EYARFERIZRYR) (@R, 77/ IILE DL
RFDREICAFFONET,
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J4—ILF BA4T BL:]

attachment_filename

string |BRAIT7AILEBDTZE—H, TE2—HDH,

attachment_sha256
string  ||IB{FI74IL D SHA256 /v 1DFTE—H, TE—HDH,

XFIFERIFVRARLTOREAALTDHEE, RDOKIL. attack_types
T4—ILREEET IR BA/TE#HERALTREXTHESZ LD TESEE R

LTW&EY,
BRAXI71—ILF WEL4T
|Iow_trust ||Z/ SLFERFTLAA—L
attack_types string |Sp00f ||F}4>Z70_74>7~
[dni |F5vrRmakE
|address_group ||1IEI RO R TL B
|compromised_webmai| ||’,E‘§%LT:77J"7‘/|‘

BEDHDAREMEDH D URI
BEOHLAIREEDHIRMITT I
lcovid_19 |lcovip-19

|Iike|y_ma|icious_uri

|ma|icious_attachments

FE/PMISELLTRSNSEIEHEAD7 (00 ~ 10.0),
authenticity float

AREED HBAvE—T D DKIMER DAL, D EKIL., dkim_result
T4—ILREFERALTRERATHEICEDTESEL. ThENICEAET S
ERERLTOWETUEIZTRTE—DOXFTHHIEITFEL TS
LY,

dkim_result string

BERXDIE DKIM #& 8
| + oM & 4% |
| n =B84 |

q N i A[EEME D & B AV E—T D DMARC $ER D) Ak, RDF(E. dmarc_result
mare.resu SIS N — LR EFERALTREAER THICEDTEDEE, TRENICEET S
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BELIr TR EOER FABEROFE)IAVA

4—IJLF 47 B
BERERLTOWETHEIFITARTE—DOXETHAHIZEITSTFEL TS
AV
BREKXDE DMARC #£8
| ' [DMARC &1 |
| - [DMARC %8k |
| n |[E AT |
domain_reputation oat |[FINBURIEEL TRENDREEF AL OLEAT 230 (00 ~
10.0),

XFHFELIFVRCELTDORA VBT DFELE—H,

domain_tags string
Ayt—UAYE—HDSTEEHREH A,
from string
EEHEBADAYE—DAYT—HDRALE R D H,
from_domain string
TREAVI—DEETDEFA—ITRLRAESASIIBEDEFA—ILT
from_to_match boolean||FLARE—HT HHESD
has_attachment boolean || Ay E—LITHAT7AILINH DN EI M,

has_malicious_

attachment boolean || Ay E—UICEENHLHEHEHIN-HAT7AILBHEIMNESH,
IP 7KL RAFE7=I& CIDR(CIDR D E£#HIZDLVTIE,
https://en.wikipedia.org/wiki/Classless_Inter—-Domain_Routing £ &L T
ip string |21,
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T1—ILF 247 L
RAAODDEDA— )L TUAA—TEEBFBDRALD  RKAUMEDA—)L
mail_from_domain string é%l:@:ﬁ—ﬁlbi?’(%Bﬁj\—ﬁlli%'diﬁ'/u) o

—BDAE—UHAF AvE—DHRFERICOA—BLET (B —
HIEHYFEA),

message_id string

message_trust_score

float ([FENVNBREELTERESNSAVE—CDEFERXTT (0.0~ 100),

Avt—U AT —HADTELEERIESE,
reply_to string

RIEXTRFULRADNREETTRLRAE—HBLANDEIM(—BILEWLMGE(X
ARSURTtrue ZEALTHELEL. — BT HIFEIEARI U Tlalse &
reply_to_no_match boolean FRALTRELED) ., R —HDH,

sbrs float FE/INAEELTERENS SENDERBASE LEAT—332 X7 (-10.0

~ 100) o
AHEED BB AvE—2 D SPFFERD R, ROKIL, spfresult T4—IL
FEFERLTREXTHESZEDTESEELE. TNENICEETIERKRE TR
LTWETUEXIT R TE—OXFETHAHEITTELTLESLY),
BREXDIE SPF #& 8
spf_result string | + ”SPF =R |
| - ||sPF %84 |
| - |[sPF vorES |
| n [sPF La—F#L |
| p ||z T5— |
—HIS5mbREVVAVE—CDOHEBEEETH1S08601 XD BT (—
start_date date 7é§1§)“yt—°/ltliiﬁﬁﬁéhiﬁ/\z) °
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BRI T EOER FAER DRI VA

J4—ILE 47 B
NIE IL—ILHOME—DRIZT B EFTEEEA T RDEEF
DHEEDHDBIENTEET,
>
>:
151 :

ROEHEBEMLT. BEZ20204F7 B 14 B 14 5 44 5 25 F (UTC) LKL
o Avt—ICBRELET .

start_date > 2020-07-14T14:44:25Z

ItE—SDHL, F-EZ X, subject ANY “login” DBEEBERZEZANTBHE.
. . {44 [ Change your login password |&—ZLE T, subject eq “login” DR
subject string | XEANT DL, W oginl[CRLIS—BLET,

IyE—UAYT—NDFTLIEIESE,

to string
Ayt—CHDEEDHZHRD URL, TE—HDH,
uri string
BEFELIUARFUF

BHEFI.REXTRRTEDLDE. REAXZEELET . REXOFREFICE BEDEDLGA AN
SURBALTHBYET . BEFIE. RD 2 D2DRATI25H3 16N ETS,

o HBUE: HBUELLEIA,
o String TXFAMDBRERLEBEH,
RORIC.RRATHEATESEEFERLET .,
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FABROEEIIA A
HEREF
BETF £ R
= |ZA—LEBARSURED S B E - IF—EIZELL |
= |Z4—IVEB A RSURIED £ ERE = (F—EEZ LAY
= |ZA— IR ARSURIELLE |
B |[Z4—IVEBF RSURE LY REL |
K |ZA— VBB A RSUREEY NS |
= [Z4— L EBHRSUREUT |
XFFIREF
ENF B8
. T4—ILRFARSURYRMAIZHY , ARSURYRME 1 DLLE
DAV TRYONIETHY. ABMTHITNTOES,
i T4—ILRIFARSURYRFRIZAL A RSURYRME 1 DLLED
HhUITRYIGNETHY. AIEATHEERLTLETS,
[any [Z4— LR D—BHARSURERI—BLET . |
[not any |Z4—LEDEDEHEARSUELFE—BLEE A, |

148
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ARSIV, T4— LR TERLTWSEZEELE T .

47

BATEE BRADI RSN THEATESEDT 281 TEHELES

247

L

string

1DUEDXF, REA T XFINESIRFTETRLENHYFET,
HFZEEOXFIE. BIEERLTEIHYFEL A

[foat  |[1MBAEAGHIE, |

|integer ”d"ﬁﬂl,ﬁ%’é‘iﬁb‘?ﬂﬁo |

date IS0 8601 A2 DEE., CORRKIZIE NATUHEEDEREBXENEENTOET M. ThTE
HIEAATELTHIRENSZEITEEL TSN, T B E5 I AT TEELZL TS,

true Ft=[& false TREND/NAFIE, ChoFIXFIEFRGEENT | SIAFTHENGNILITE

boolean||...

ELTLEEY,

list

BREXDARSURTEBOXFINERHEDEONSEERZAT, [Vitem 17, "item 2"] DR XEE
m L/i-g_o

HEF

HEFE BHORRRZEBLTERORRAZ/ERLET .

AR

%II‘:

BR

|AND. g]|

Ebdd true THALENH B

or1 ]

EB5M A true THALIE KLY |
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BELIr TR EOER FABEROFE)IAVA
5—

BERIv T HHRRERFNE T AF1C. RRXOBEXIS—4FvILET  MOIS—IRLETS
AEEEHYET . ORIV IVTIE. BAOGNDSIS—F) RN I5—FMRRT 5=OITRRAXTHRZR
BREMICDOLNTEREALET,

DSLIEX(ZTS5—Mh Y FELT=(There was an error in your DSL syntax.) | [[snippet]lfTiED A NN EF TR T
LZEL 7= (Premature end of input near [snippet].) ]

L, BB AFLEEDAMPELLN TGN EEZERLET , TRTODY IL—TILREEIEZRTT
FRTIDENAHY. COIS5—[F  FIL—TILEBEDRTD 2 BB DAV REIVANRE DO SEM-1=2&
#RLET, [snippet] &, TS—IZTESLEITENVMERKD S 3 TT,

DSLIEXIZTS5—MHYFELT=(There was an error in your DSL syntax.) 1l [snippet]{HiE(ZFTHILZLCA AD
HYFEF (Unexpected input near [snippet].) |

NIE REGARIUR, —BLEWARSUR, FERAGHACEINAHLHIEEZERLET . [FHLIE
[FARTURDRATIREERT DA REMEN H DT CORE VI DEREEAL T ARILIRAELD
EEITHEREL TZELY, [snippet] (&, T5—ITTEDEITAVERRER DI 30T, —BLEVWARTY
K &I, to >= username@gmail.com D E3HELDTT , i, to T4—ILFDXFEIHEZEEY , LI EEL TR
TERW=HTT,

DSLEXIZTS5—MHYELT=(There was an error in your DSL syntax.) 1T [snippet] TR Z 3 52NN TT
(Don't know what to do with [snippet].) |

hid, IS—HARBESN, LEROIS—ONWIT IO THAEREICHIB TERMEED—BIHLEIS— Ay
=TT, INDRETLIEBD 1 DIF. #FE X T field operator operand D/ \F—2 A FRAL TV
BTY, X, T— LR FELRITEEFEFLR>TAALSELRETHHAREELHYET,

MERTELNITAILEA—FAHYET (Wildcards not allowed) |

NEARFURIZTAIR A= XFENR O EEEBRLET . XFHITIINELT* O ? DXFE
BRERICEDIHERF. * P20 " TIRT—TFEREAHYET.

HENMRN TEATELLDORRT—R AV MDY $H Y E T (OR statements not allowed in parentheses.) [T 7T & &
FEL TLZEUY (Please rewrite your query.) |

OREBZETCHEMAEORFERZFIMTHL LI TEEEA,

RY:

from_domain = foo.com and (subject = “x” OR subject ="y")
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IELLN:

(from_domain = foo.com and subject= "x") OR (from_domain = foo.com and subject = "y”)

MS Graph AP1 ZE AL TL AR, 10,000 HDEETFEAYvE—CFBZ 52 EDTERLVARAL CDRIIL—ILE
ERTEDESICHYELT =, T, Eo Y —HABASN TOAHEEIX. 2000 EOEFEAYE—CFBRDHNRE L
COR IL—ILEERTEE B Ao KYUDENAYE—C Y ERT ESICREZHZRYAA TS,

#®F X (&, MS Graph API Tl 10,000 %82 AR, F-E oY —DERATIX 2,000 $E B2 HEREZRLE
Lz, REFBRDEFHEEHIR T HIC(X. field operator operand HEEZEBMLET , UL FIZHIZRLET,

BREXDELODHEREBLIIGETEL. I5—THAEEFRYFEA, ChoDIF—[FEXITF—ES R T L
ReXvoFLETA. BREXDMDIS—THAFMREMELTFIZHYET, &AL, to £=F from T4—ILRE
FERALTWAEEITANRSURIZEFA—ITRLREZR>TAALEGE, FERET —2AMTIT—HT 5D
DHIEWNMEERETT . BROLRTEINDITEDITRTENEVEEIE. ARV, BREX, Z0MDETHE
(ARSGURDEUXFHE) EBHERL TSN 2RI HAXFD D EIUNXFD L) F=lE O (KXFD
0)&0(EMBRETY,

T FETAIEADL > TVANEEBBICEBALTOENAYE—CDBEEF vy F T 5O DO—AIL
W—IVEERT BRI, FTRRAEHELBRFIRBRESEOITRLEFHENDGEENHYFET,

[field namellZ Y R—rENTLVBT4—ILETIEHY FEH A ([field name] is not a supported field.) ]

L, COR IL—IILTHR—FENTOWVAENMRERD—FELTIA—ILED A SN -2 EEEKRLE T, CDR
OREXTHERATESADIEILEDIA—ILFDOHTY,

M) k& [field namel D 74— )LE THHR—FESN TS ETIEHYEH A (Lists are not a supported value for field:
[field name].) |

T4— LR EFEATIRRERTIH ABEDIRNEARSUNELTHEATEEF R A REXICIHEETESHER 1 OF:2
(T—GTO

ADFEELT, ORBEATRASN-ERDOBRREXEFEATEFT, TIDT. UTOXIIZFTEFEE A,
field=["value1”, “value2”, “value3”]

LTRIEFRDEIIEBEMADIENTEET,

field = "value1” OR field = “value2” OR field = "value3”

[[field name] DIEIXEIE THANLEIBYET (The value of [field name] must be numeric.) |

Cisco Advanced Phishing Protection 2—H—54F



BELIr TR EOER FABEROFE)IAVA

CDI4—IFEFERALEBRRERX TR ARSUFELTHER LD FBIEDH TY . ARIFUEHAHFT. 514
FTEFEFN TGN LZHERL TSN, s AR TRENERXFIERGEINET,

[[field name] DE XX FHNE - (XB TR THILELHYET (The value of [field name] must be a

string or valid list.) |

CDI1—IFEFERALEREXTIE. ARSURELTED LD IEXFHNEIEXFHDYRACDHTY , =
DI4—IREFERLERERICEUEZ - (FZT—IVMENEFN TGN E, BEUARSURAE| AR CH
FNTNBIEFHERL TS,

[[field name] D fE [LtrueE Tzl false THAHEMNHYFE T (The value of [field name] must be true or false.) |

CDIT—ILREFRLEREBERXTIE. ARSURELTEDLBDIEIT—IMEDHTT , COT4—ILRZEFERAL
1=RZFBFRIZIL true £f=ld false DVVTNHADARSUREDANEENTNEIE. BLUMENBIBFTH
FNTWVEWZEZRERL TS,

[[field name] DEZFZE D XFHZF B EIEXTEEHE A (The value of [field name] cannot be an empty
string.) |

CORIL—ILDBERERTIX. ZOXEHN (") IIEHRATEEE A,

l'search_dsl|Z[E#ERIZEERDT=DITDLELEBLI DD EE T —IILENEFNTVILENHYFET

(search_dsl must contain at least one valid field for ongoing monitoring.) |

L, COR W—ILERITREEL TIRFLI-RBICFEALBANW I ENRELI-ELSITS—TY, MDY
TIZ. Cisco HiR—MIBELEDHELLESLY,

%

ZDEYarTIH RERXDHIERLET,
RNER ALY

NEBDR ALY DEYFRRAL. #IEL. EELTVARAMVEEANTILEAHYET, Chiold. REE2T %
BELEFA VT (CHREAYE—URBETHLRITTEIRBER THACEITTFREL TS AvtE—D8&
R CRITTEDCLFITANTDSLRBERTERITTEEI AN, RETHELIZBLDIEERITTEET . C
DFE, FFEICEMERRAZTRLTVET),

domain_tags = “internal”

COBRRIE. RERT DT FOENIF ANV EELTRTOAVE—DIT—HLET,
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RAEROERE IR W ELR2ro AR 0
IP 7RL R LSRR
BEDIP 7RLREEL AV E—VFBAILEVWESIEUTORRAZFERLET,
(ip="1.2.34")OR(jp="2.3.45")

CORBREFEXIL IPFRLAR1234FE-XIPPRLR 2345 DWVThhERH. SBRSELEL T RTHOAVE—
(:_ﬁbito

BAIPANERESTH1—Y—
BEDI—HY—IZREEINAVE—DDRMAT7AIICODVNTRELHIGEIEUTORRAEZFERALET,
to = “jsmith@mycompany.com” AND has_attachment = “true”

ZDRERA L, jsmith@mycompany.com [SEESNT=. HOWPWAFBEDRMGI7AINEFODTRTOAYE—VIC
—HLES,

BEDEBEORGIZAIINDAERRT HZELTEET,

(to="jsmith@mycompany.com” & has_attachment="true”& attachment_extensions="doc”) OR
(to="jsmith@mycompany.com” & has_attachment="true”& attachment_extensions="docx”) OR
(to="jsmith@mycompany.com” & has_attachment="true” & attachment_extensions="rtf")

ZDOmFR L, jsmith@mycompany.com [TIEEIN., RAT7AILDHY . ZDHAT7AILDHLEEFHY doc.
docx, F=lE tf THAT AR TDAYE—VIC—HLFET . TS DHEIRF I, Microsoft Word K32 A D —fik A4
iR F T,

LEaT—LavOEBVVMEED AR

FITTAYILEWEEZ TVDAREDFvUR—UD—EHTHAIERDNE AV E—VITOVTREREAHDIEE
FUTORFRZFEALES .

(subject="important” AND domain_reputation <= 2 AND domain_tags NOT IN [“service”, “customer”]) OR
(subject="urgent” AND domain_reputation <= 2 AND domain_tags NOT IN [“service”, “customer”])

COBREBERIL., HL(ZTurgentlFE=IEimportant IR EFEN B v tE—D (KNXFENXFIFIRFISHENEITE
BELTEZEWN) T RAMUDLEaAT—a MBS EEETEDHAT D 1 DELTHT HFLIEZR AU DD E
DTIEHEWNTRTOAYE—IZ—HLET,

IE &l
BEL Iy BhflAdvanced Phishing Protection (&, S AT LARUEDREFZHNSEEBM AT LEIZH
LET. CNoDBRIERDATIVICHFEINET,

o UY—

o RAM AT L

o« RUYS—
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BELIr TR EOER FABEROFE)IAVA

BARNTELEMIE. AT LDEEICK>TELGYFET , fzER . Google G Suite #FEALTLSIHEE. B
MIZTELBED 1 DI, [G Suitel IR SN - ERBHAE V) ZERFEL SN TLVEH A (The credentials
supplied for G Suite stop authenticating correctly)] T9,

RETHEMDFVIRYIREAUIZLET . FELEVWERMDFTIIRYIREFTIZLET , o7
5 [R7F (Save)] &9V HLET,

BIRLF-@E0(X. GESD (Notification)] £ 3> @ [BFA—ILF7 KL X (Email Address)] ) AMZ#§H 59 R T
DEFA—ILTFRLRIZEESNET,

BHIZEEZEMNT S

1. [EIE (Manage)] > [7R1) S — (Policies)] IZFEILE T,
2. [ AT LIBEE (System Notifications)] 27 &) vHILET .

3. [@#%0 (Notification)] £33 T, [1BINZ{E3E (Additional Recipients)] 74— ILRIZEFA—ILTKL
AREAHILET,

4. LEMAAD)]IED)YILET,
5. [{R7F(Save)]&0voLEYT,

BHZEEZHIRT D

1. [EIE (Manage)]> [R))— (Policies)] [CFBEILE T,
2. [ AT LB 40 (System Notifications)] 7 &4 v LET,

3. [3&%N (Notification)] £33 T, [EFA—IL 7KL X (Email Address)] JALDZRIDIEIZH S [x] &
2oL ET,

4. [{R%E(Save) 101w ILET,

RYS—

AL —ZHEALT, ARAHEDEMERBI=T At —SERELIEEIT, EIUINERETEET . 1=
ERIE BEDREAF AU DEDT RTOAvE—SERHAL . BEELEBECEMT KL —27
Y HTENTEET , &1 (E, DL At —SERM T LY 1B BT B S — SRS St TEE
¥ (Enforcement DIEE D) . BEWEEZ S (E. BIEA— T T10DEEDEM GEELIEH) ISR
BTBIETT,

EZbNBT7I2avELTIE Web U TRESLULER—FFTB=0DZEAYE—0AF DY (TI4ILE
DT7H3V) . (TDZEBLEEINEEEL—HF—A®D)BHOZEE. BEDA—ILITHILEADAY
t—COBBERDBRTEDH) . FFAVE—CE2AOHIBRGEROREDH) HENBYET,

WO DR) S —ZERFE = THRET DRI E O THERZERLGRAVOMIHBYFET,

o BEAYE—VITHLTIRTORI Y —AFHHESH, BE—DAVE—DUNERDR) O —E—HT 5
ENBYET,
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s BHROBRAR)—E—BTEAVE—C~ADBRAT I aVIE, ROBRIELTETINET,
a. ZEFLA
b. HlR&
c. TIAILETHILEDFEE

d. #BiEOEARE (TTHIEERE I R—2 197) €S BLTZELY) TRELZIEF TOEM I+ LS
DFEE,

s BTV AVFERIGERT I AVELOR) O —F R TEET . RI—E—HTEH2TRTDAYE—
UM, AR AT ELR—MIERFESNET,
[R1) S — (Policies)] R—ZIE, BETEDR) S —HRYRARENET  COR—U NS RYS—DER. VAT LA
HMADEE, RS —IZBETBARU AT IUN ) DRFRERITTEET  ARUL—DFMICDOLTIX, TTHRY
U—DERERTTDHIR—T 1621 HBL TSN, FHIICEZ SN TWSRY—[ZDOWTIE, TFI4ILE

RYO—] FTIESRBLTEEWN, B TRYD—FRTIZIE [TTFRMR) O —F 5T 51 R—2 161 1 %S BL
TLEE&LY,

—

TI4ILERYS—

BELTv T HHTRAICHEBAMERSNAREIZ. —EDTI4HILEDEFIREZFH DR —N BB
[ZHERENET . ChoDRY S —(L, Cisco BEABEL TV VI BHlHlEFE>THF vy F I SRt —MRELE
HEe—HLET . AvE—VDREZMAKL. BROERT Va0 ERIV—IZERT BHICE RIS —ZFHHIC
FEOREAHYET . AT 7230 DRVVRIS—EBTHEEHBDLES . RUL—D—HZOJIC
FLEXL. HEREBERTOASLALIEDH T ENDOOBMLERT 723 EERLET

Doy T, TIAIR) O —DFCIZFERATESHREICDOVLTEHRIALET,
ZOERIE. DRIV —DWVWTNHIDEREEEEL. TNOET IHIEDIREICERTLENHDIGEITHR

TEES.
LR ORTHICESESNTOEVBREICE, ROBABYET
. HA:RIE

o TXRFI4—ILK:ZEEH
o FIVIRYIR XD
e RAYTAEHDUYRNAEIERSNTLERA

e 2DDNVRIEFEDRSAS  EWRICENVRIL, BIHIZENVEIL([(AvE—C DB R H5E (When
message count exceeds)] FlTHI TIZ/\VRILIZ 1 DDA T, TI4ILEE 10)

Rys—2 BE fE BL
TIURERR | WE ;;__/g BEIATIZE, TIVRRRBBENEENFT T RRETHAEADIT IR
B 247 {z-,;;—; AT =TT ENTNETSURDBEEF v FLET,
CLALL o o . N ~ N
THH 7#&3’7 W=D CLR)LTY t77-470)§;<%’&2lﬁ &L#F9,BEC NE,
cLs |z 5,5 [BEY CEO. CFO. ZDHhAD MITTTEITATDREEFYIFLES . CD
e “ e el RSP T TBEREETI T ITRLR I —TEANT RRLEN
= L || BBEITEBELTESN, ZOYL—T(E, TIHIE TRLR T IL—FELTE
2y .
—) ERENET,
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BRI T EOER

FASEE OB IIA R
RY—8 BE {E EL
TTEY|, . . 3 e 2 A o o
- 547 7|~L/7\’71b—7®17#?747q>§m%€,..\.:.Li%BECIAI%a*actu,%ﬂ
IJE€IT4||EH (FEL BIZBITHAZEDMDTTEIT4TDEEEF Y FLET, ZORYL—TIE,
Ja% A 2 (T EOTA4TITRLR TV —TEANTEIBHENHSAITSTEL TS,
) SOTIW—TE. TIAIEFTRLR T IL—TELTHERINET,
sk [T |[BREA BWEIATIZIE FURAS DB EENFET , ciisco.com 4 paypal.com. D&
i 47 |1 1. BEENICEULEAREERALTRELER AV EX vy FLET,
_ 54
ERRTEDIE || 2 - 5|00 ~
L&\Séff: D 2.5 AvtE—UDIEFERATIE =25 T, SBRS RA7[$<=-2.0 TY, SEG T Uik
oy a)&“ £ (+2—RBEIE R/ SLOT LA A— L EXvvFLET .,
H_,— |SBRS||-100~
g ||-2.0
F‘}’r B > - S
‘/0)9 W%ﬁ F%%)’)"’?(irmfz‘ﬁjf‘%‘i Iﬂ%@’(j(:lib)"f“zxj—?{‘/?ﬁ\’é‘ihi
Rabid 5 T REEBITEEINBIEEDRAMUDRAT— D400 %X vy FLET D
DAARG ——— K —IF. TRTORETERT T HRVTOLRERBTIBEOHL
s “;4/ DMARC $EZ K1 S — L TLET , Cisco BER T4y I T HDIEIEE
45|27 IE i Ao e R EROEERELELET .
T4
RAL | .
ronn | RALL B ET X~ b — 1 THY . RS TIZER AV RT— T T hEE
g T NET N—bF—DREAVDRT =40 T & FvvFLET,
e e
425
CLRIL
I5€H
T47
e i (e o ‘ o
CLAJILA 25 Ayt—TUDEBERATAOLULE . 3OUTTHASCLANILITEITATDEF
DEEHLLY L—F) A—ILTFRLRZEBALET . CLRILITEITATD 1 AEESNT-. E1E
Ayt— = TER., FTHEEEICEDLLAYE—SE SR vy FLET,
AO7||0.0 ~
DE [|3.0
54
ERETEL 0~ o=
13;5_‘; g;ﬁ; ?? Ayb—SIERERITIE0 BLE 1.0 LIFTE.
£

NSDTIHILE RUS—DEHEIE HEBOA—)L JO—DRBELUVEHIZE SV TRETEE T, M8
REED (X, Cisco HRAAT—AR—RERKIZHEYRINENTHEIMNEDIVTNET,
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RFAUERDEE VIR

RS —%BT S

RS —DERIIEETY . FEDEED AV E—CZREITIRGEREL. TNODEHII—HT AV E—
DICHLTRITT STV avERELFT,

156

1.

> ow »

BER IR

[E 2 (Manage)] > [[R) 2 — (Policies)] IZBEBILE T,

[R1) L —DERL (Create Policy) 1 &#91)vILET,

R —BEEERLET FFMICOVTIE MTRYD—ERTE ] RAZSR—2 12SRBL TS,
[YERk (Create) 12 V) vILET,

RIS —ER/ET S

. [ (Manage)]> [[R') > —(Policies)] ICFBEILE T,

RI—R%EI)IILET,

R —BEICHBELGERZMAET , FHICOVTE, TRYL—F/E I RAER—T12SRBL TS
LY,

[{R7E (Save) 1271 )wILET,

R)O—ZBNE(TEWBICT S

1.
2.
3.

4,

[E 1 (Manage)] > [7R1) < — (Policies)] IZF8EILE T,
RY—£%F9)vILET,
RYS—BDTDRSAFEI)vILT. R)—Z2BEHF-ITEMZLET,

Policy Name:  General Imposters

[fR7E (Save) 1201 )vILET,

RIS —ZHIRT S

> oL n

[E 1 (Manage)] > [7R1) < — (Policies)] IZ#8EILE T,

RS —DAREDI)VILET,
R— DT ET [[policy name] D Hl Bk (Delete [policy name]) ] #9) v o LET,
[OK]1&E2)vILET,
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BERI2r R OER R BT T VS

RYS—EBHMEHRAEITAXTHD
RYS—BHIZIE, EREFHADAVE—2a0ToVESTERTIL—RARIILEDERLGE . hRATAXH]
BEGTIXANREENTNET,

1. [&E (Manage)]> [FRY) < — (Policies)] [ZF8BILE T,

2. [TTDOZEBDRYS —TFXRAMEERTE (Configure Policy Text for Original Recipients)] > 9%49') w4
LEY,

3. R —BHIZHELRAVTUVEANLES . CCTEESINF-OAVTUVIE. TRTORY S —BA
[ERSNET, FHICOLTIE. LTOIRYS—BHDALTUVETE IS KUK —@E@H DI
UTIVERIEI AV ESBLTIESLY,

4. [OKI&=D)vILET,
R —EBRDA T IEERTE

RYD—BHIZE, ROEVaAVHAEENTVET,

Hiay sRBA FIAILEDATIY
- SR CELL A E—D
4 CRASEMOES I AYET HERTER Ay —Y]
$subject
25
At—S hit. BRI L —S ORI EETESL T DTE
e AT SRF LAMEEE T Ay

E—UERELELE,
A= |hizky, BEENH LIz Ayt — S DE A LA 5| EHA:T$from]
AX | FEhET. ChEZEETEFEA, F4 : T $sublect

IvtE— || BREIAYE—CDRRITERATESA T30 0OTF
#FHL3% ||AFTY,

RYS—EBHDA T VER
ok, RYS—@HD 4 (Subject)]. [Avt— %R (Message Open)]. [Avt—CZ#FHLS
(Message Close)] #93a> CHEBATESEMTY , [#F4 (Subject) ] 23> Tl KEDIAVTUYESR
TEHEFEARALGZNTESLY,

EH EH
[$from  |[BRIZEFIA—LIAYvE—C D [EHA (From)] FA—LEDILTUYERLET
[ssubject |fEHERA—LEAvE—SOHBEELET . |

FELTRITL TS,

RUYS—EE

COREYITIE R)—FREICODNTERBALET  Avt—DITRYS—FBEBRAT BIZIE, AytE—IhRY
V—DIRTOREE—HBITILENHYVET,
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RE—BHOOTVER
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R)—NEBEHERS—THEEOIZ BDEBELEDIE 1 DOEHEDHTHY ., 7oL av ZREHYERA. (7Y
LAV ERINTULEWRY D —(F, TER IR —EEIEN DT EEHYET) R —2 R T 50D 1>
A—DIAREFEAL T, hMEYERKMGEAYE—D b B ETAFEEICRON-EHEERTEET (f2EX
E.TA—4—AIDI—HF—BIBTT. EZERQIPLEAT—3a0h 67 UL -66 LLTIHRE), £f-. 15—
TTAREFERALT. HhRYBHD (FIFTARTISEWL) ZIEEAYE—VIC—HT SR HHIEBICIBILELE
HERTETEIIELTEET (F2ZIE. TEERATMN 22 UL 100 L FOEEDAvE—2 ) RUS—DERTE
BFICIE. BEICIRIALRY O —ZERLENKSITEEL TZEY,

g, DFY LREETRIEZRET AR —RETIX., BICEASHEASALYET, OFY., SERICIFERET

BAEENDENITETY,, TR TR, CHIFTUE IS KUTUTIORAEERT S LEEBKL., BEIC
FREFEFEFLEVEBISIUIRBITEHYFE A

BER IR

BE E%ER
. AFNE,. R —MalE T B2KS IR SN TS EEYIZFHRBEAT 23D TRITAIER
Ry —4 Ut A
A/ Eit RIS —BEFA—L AN —LISERSNAHNEINERELET.
BETIAVE—CDARERDHHIMSERLET,
o [3{E (inbound)]: ffEE S MBI SEESN - AVvE—D
o [G%1E (outbound) ]: fA M SHRBES ITEE SN AV E—D
o [NER (internal) 1 $ABNTRIBE LUV T L= AVvE—D
RORIZRT IS, — ORI —EEBFEIT, —EDAYE—CDARTOHERTEE
j—o
A — e ’: ’: z;
EHAN/RIESR/SEE v v || v
“4 v || v
Ayt—CDAHM —
EERALY v
KA DEY v
RETFAIL | v | v
{EERO7 D v
gL, v || v
HM(EEMROTOEHRE, FAMULEaT— a3V OERE., SBRS & »
E.IP 7KL X)
1 FH v v
BH v |l v

TV

[ZH A (From) ], GRIE % (Reply-To) ], XU [ (To)] Tr—ILFTIE, ROVTINERTTEEY,

o EADEFA—ITKLRAZANTS
o T4—ILREDYILTRLARAT IV —T%&IRT S
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B BH
(—MREIZIEX, PRLRTIWN—TE2ERTEHIETRI O —DEENBRZITHYET) [EH A (From) ], [RIF 5%
(Reply-To) 1. [385E (To)]. BEU [#4 (Subject)] T4—ILRIE, KXFENXFERBIET . MR —ETI,

FRELRTIL—TADI—HF—DHEZRETIEESE. R —FHD [EEA
(From)] 74— LR TPZRLRT IW—TEFEALE T, FHIE. [ZEH A (From)] AyS —
DRFRE (DFEY, ILURIEK) TPRLR T IIL—T A N—DEHERELET .
ED [EHA (From) ] NyF—HRTRBEFERALTULVELE S £H(E. PRLRT )L—
THOEFA—ILTFTRELRAOA—DILEBRZEFHEL . T b [EH A (From)] A& —dD
BFA—NWTRLRE—HBTENEIDETHERLET

EHRADTELRABRAALIEZRELRE—BTBHEE, FHIX AvE—CDEEHRELE
BLEY.

FEZIE . RDTRLREELTRLRAT L —TE2EZFT,
EZEHEA I'John Doe J<jdoe@example.com>

e [John Doe J<jdoe@not—example.com> EWLVIEH ANSAvE—FZELT-E
B, BIRMEDLEEEITTD John Doe DEAFEELTERN—HT HE RV —IZ
ERIN=T I3 (T5—h BRGE) DETEINET,

o KT AyE— % John Doe J<jdoe@example.com> ELVDEH AMSZEL
58 . ERDBEFA—IWTRULANMERIN T ELTEARYTIEAZL =8
John Doe DBELLTEEN—BLET, 7V avBNETEINET,

e JLURERXDOEAAFELEWLGEE (X, PRLAOO—HILE S A FEMiSAL.
[ZHA (From) ] NyZ—DEFA—ILTRLAOA—HILEBRIZEINT, TRL
R {jdoe@example3.com> N—ELZET,

FELRY I —TFXEIZ, (RIESE (Reply-To)] ¥ [5B% (To)] Z4—ILEBTFRL RS JL—
RIESE TADOIVRN)ERE—BTEAVE—VERFBL, KRB ITEERELET ., (RIEL
(Reply-To)] ¥ [FE% (To)] T4—ILKRTFPRL R IL—TF (=BT BRI —(F, — %
2. HFRBDOXFHD—EP, AvE—CDEBRATLHEDMDEHEL—EIZERSN
SR 5L FT,=EAIR R —DERERDESIIEETEET . MIBE7RLRTIL—T DA
IN—3ET T, HAIZTFERZE (Invoice) INEENTEY . Avt—EEBEANN 0~ 49,
It —CDHBIT—BSEREDEAALET . RIS—X. B2 DHODBEFITE
2HERBELET FEAIE, TgooJEANTBE. R —IE. [Google Password
Confirmation]. [ Goo—Goo Dolls tickets |, [ Check out this gooey brownie recipe |1Z & T4
ZIZ—HBLFET , F1=(&. lred fish blue fish|EA 71T DL R —I[&lone fish two fish
red fish blue fish 1Z MR IZIE—ELFE T A, Nthere were fish in the blue sealZ T
ZIZIE—BLEEA,
B—QRrRAMBEAALET, COEREIE. AvE—IAYF—KHNO DKIM La—F D%
ERAMED—BEIELET .
T4—ILREI)YILT A DULEDRAMU AT EBIRLET . I FACUITERL
=25 ODWTNINEENTONEINEINZTMLET,

/R
AL F#FALT. RS —NEEEINS=-DITAvE—J (TR EBELEBRAT7DEHEE
EELEFT . ERL-EISEHEICEENETT, 2FY. BHIIEEM T 2L E
FERAOTEHEIOERETEMN 1.0, LR 20I1ZEBESITBIRLEEE .. RUS—IE &
FEAOT7AU2=U 1.0 F=(F 20 DAYE—DE—BLFET,

EETEd [FA— I EEIUYILT RS —DEEEN DDAV E—VISBELR 1 DULDOR

4

EERAY

RKALLDBY

SR 7 DEH
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®E EiEA
BH(TEBRRLET, WITIDDRBEIATHAvE—DICERASNSGEE . RV —IF
FERINFT,

(BERZI7 QBB | 01)s — %574 Lk LS ORE EEROT R T)[c— RS B, RS54 XEHE
ALV DOLELT— ||LET, BIRLEREBEICEENES, 2FY, BEITAQENTT ., 122 1E, KA
S DEH LEAT—ar DEEOERE FEA 1.0, LB 20 (245E5(SBRLEBE ., K
[SBRS % S RACULEAT—2av AU Y 1.0 1213 20 DAVE—SE—HLFET,

12UEDIPFRLREHURTRYI>TAALET IP PRLREFHEANTHIELT
=2ET, ZHIZ AVE—RHDIP PRLAN—HTEINESIHEEFILET .

Toay
CCTERTAHRTEIZEY . AvE—UARY S —IZ—BL - EEICEITINDEBMOT I AV NRFYFET . T
THILRDT a3 TlE R —I2—T B AvE—2ER S —ad IZRBESNET A Avte—CBEREF
DEMDIL—FIEREShEE A,
Office 365 F7=(% G Suite #A— LA 7 ELTHEAL., BRZEDICLTWSIGEE (MTHE
FADEE5E :MS Graph API Z{# AL 1= Office 3651 R— 89 | E=ILMTEADEE G
Suite | R— 821 FSHBL TS (X, — BT B AvE—TFHIBRT 50, £EZER
LADSIEELI=74IWNAICBEITHEIIERTEET . RI—FHDOEYMNI—ET
BEEIT, AvE—TFZEMNAITBHNTHLIIERTHIET [TRITAR) R RY
—HERTAHIELTEEY,

BWR7ZI aVIE. TOZEBE~DBENEHAEHLETHEATEEY . TNIc&oT. T
VRA—H—E. BEBIT VI THEN RS —EHED—BIZE DN TAYE—D%F
& BET 50 BHMEZETEET,
BHOBERR)S—E—BTEAVE—CADBAT I AV (F ROBEIEFLTETS
nEY,

o Z{EFLA

o HIB&

o TIAILE THILE DFEH)

o HBOBEANDRTE (THEBSETEI R— 1971 #8BLTESWN) THRELEIEFET

DEMI+ILE DFE,

BHEEBMAEEIRETEET,
BHDOTDZEET. R)O—DBM) T —ENERIZAYVE—CDITRTOZIEE~NER
ISEBHZEEELET . (ChIZKYNIURAYE— NEAET B EEENHEIEITER
LTLEEW, FEAE, B — DAY —C %L BELEWLA—ILRY S R (2B
FREELELSELIGRICHRAET BHAREMENHYET)
BHEEEX. IRTO—HITE2Avt—UICBEHLTE—DBHMAYVE—CFEIETS
M FEFEEOR) S —IZ—HTEAE—COBNEELLEMEZBZ f-&EIC
B—DAA T AMEREZZELET,
A—H—HZITRIBEMNDONBEHRAITAATEET, FHICDOWLTIE THRYS—@
MEARBRART DI R—T 157 1%SBL TS,

IPF7FLAR
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BRI T EOER RE—BHOOTVER

TAMR) O —Z 6T S
BEAR)—DERIEEETT ANTIDLENHDDIE I EEDIFRZITTT,
1. [EIE (Manage)]> [RY)— (Policies)] [CFBEILE T,
2. [R)—DER (Create Policy) 1 &7')vHOLZET .
3. ROEBEAHALETS,
o [R1)S—4% : (Policy Name:)]: MyTest
o [ZHA: (From)]:EAHEBEFA—ILTFLR
e [FEF: (To) ] EHDBFA—ILTELR
Create Policy

Based on conditions in emails coming into your organization, trigger an event.

Policy Name:  myTest

Enable
Message Direction: | inbound +
Content
All conditions must apply (logical AND)
From: me@example.com

Reply-To: | Filter By Tags
Reply-To: domain address does not match From: address domain
fo:  |me@mycompany.com
To: address is equal to the From: address

Subject:

The From, Reply-To, To, and Subject fields are case-insensitive, partial matching

COBAT. RYY—IEET TT, 7OLavERELEN =2 EITSEREL TSN, §RTO—HL
RS —DTIAILE 7o av(d, Avte—C%F R — Oy (28T 56T,

4. [¥ERK (Create)1 &V vILET,

5. EATHIVEILEHDTRLRIZAYE—SFZEELET,

6. [E¥E (Manage)]> [/R)) > —(Policies)] R—I T, [/R!)—A% (Policy Log) 1 37 %5 yHLET, O
GRIZ.R)O—EZELEAYE—CDI VM NRRENTNET,

Timestamp Policy Mame / System Motification Event

Event with 1 message

13-Feb-2017 10:45:27 PST@ MyTest No Recipients notified

RS — A RURDARYS—A R kOs
LETE, RIEA—LERETEHOR)S— N ERIAERINEL,
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Re—ad BER IR

EHITEZEAVE—DDORERF . RV —2ERT O DERNLGERERTY  COh b, FHllLEM
S BETHERATI)  BEDRA U FXIPFRLREZBMTEEY  EREEFEFZEBFOITIL—T%

BETEEHDTRLRY IIL—TH#ERTEET, GEHIZCDOWTIK TPRLRY IIL—T 1 R—2 18814BHBLT
KESWBEATLavnEREEEETEET,

Rz, —HBLEAvtE—IcRLTEITT RT3V EEELET,

7oL avDiEE

NT AvtE—CERBETBHDR)—DERIZDONTIE+H 2T EBBELEL, RIZ. FALOBAMNT
NE-EEIAARBEIMNEIETELE T, T2AH/LOAXFUSIZTNZ ., BN EEF (enforcement EEEDH) D 2 D
DEDMDT VLAV ERETEES, 772 aV EERARDO—MEEZAFE T, 2FY. AX VIV RILEED D
W73 T DT BT Iay, Sol2 BRANKRRKDOEEERIZLET . RII—IZDLTENSETD
BlE. XWX T DAEHL. ZDHR. BEEADBH, RIZAVE—DZEB~DEH. Z0%., BAEKR
HLET,

BABEE L&EITEYBELZNEIICT 5= (HFEYICLEH LR D —([ERREIZDLEABIEAHYFET) &
REFEDICTBHHENR)—ETRAET,

RI—DHERERTT D

WODDRY S —ZERL. BHINLIZEIE ZORRISOVTOEELLUTOEMICHTHRIZELITIZEE
BEIOLET,

o RUS—AEAFEBYITHEEL TS,

o DAV E—UN—HLTLED

o —HHMBIMERICHSHH
COEDEREHER T HIZIE. RDID2DHEABHBYET .

o RYL—OT K R)——BDOEFTATTY,

o [ (Manage)]> [LAR—k (Reports)] R—UIZ(F, BEBIDBBEIZESIKR) S —HBOEHARFTSINE
95

o [Ayt—TMDIRFE (Search Messages)] R—U T, —HBILI=RY—ERETEET,
Rys—n4
[EE (Manage)] > [R1) < — (Policies) ] R— T, [7RY L —0O% (Policy Log) 1 27 &9 HILET, hld, X
TOR)——BERTLBHAR DAY TT,

RI—OJ TR BRI —D—HARETDHE TNARRENFET  Ch(E, AvE—DRIOR) S ——HD
DARTY (—HTEIT AytE—2D),

RI—DEZRTED ) ILT, —BLE=R)O—ERTLET  [A UM (Event) 1 5IDITEY VUL T, RIS —
[C—HTHAVE—VDFEMERTLET,

R)—ATET4NB) T LT R/REDRI D —IZ—HT AV E—VFRRL, COE2A—TVRT LBHER
I OMEINEEIRNTEFY,
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EER 20 5 0ffE RE L=
RYS—LR—
(B8 (Manage)]> [L7R—k (Reports) ] R—U TlE, B DBBIZHESRYS —ARULDY T —, DFEY.,
R)O—ED—BHENREINET,
RYS—ITFARATRYS—RED)9IFTBE RI—DEHETILIVETHERTETT,
Ayt—T8 (FIE KENS)EIYVITBE, FDRY—DFHMLEAR) O — L R— b ERRTEET,

R)— LAR—MIE BEODBHO—BENRTINET , BAITIYRVEIBZEERT 5L 21 L5A
VERRATEET . CORTT. ZOR)—D—BIZE T HIEREHERTEET . ]E. FOR)—([2—
BT BAyE—U R EMLTLED, AL TSN, RS —LIR—bTAYE—S8ED )T BE [Ay
t— D12 FE (Search Message) | #ERICAYE—U A RFREINET,

WAIZEIFBLER—+

[7R1) L — DR (Show policies)] KA FA o) AT BT 73> %{# A (with Enforce action)] Z&#1R
THEBAT I AVERELEITARTORYL—IZEALT,. BEIFA Avt—DLRXBED AV E—2DY
Q) —%ERRTEET,

Reports

Review the summaries of policy events over time.

Total Messages Moved

S S S S SN S Y P PN Y
ot &t ot ot “!r“!u r_:‘ﬁ o) {‘-,.,':i f_ﬁ{fi 2% E‘.{{ \:‘5 %

R S N W h ! ' SN

L+

ik

Show policies:] | with Enforce action

BWRTIavIZ&kBRY—LR—bD T4 ILZ0E
Iye—UERRT S

[3#47 (Analyze)] > [Avt—L D& & (Search Messages)] R— T, [— B L 1=7R!) > — (Matched Policy) ]
T4—ILETRYS—FZBIRL T, BIRLFARYD—E R A — LIz Ay E—CFRRTEET,
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A TTARRE O TAIANR—D

164

AoTIURRY)—

AoTIVRRY—(E, Av—PRFBRICHERASNAEHICE SV TT IO EICERTESDR)—TT .G
Suite E7= (% Office365 IRIETEAZ AXICLTULVS Cisco BEL I vV F THH OBEEINERTEET,

FoTIURRI—FFRALT, Ayvt—2 vy IR — T30 EF B RWIERTEE T, ChIZiE, 21—
Y—DZERVIANHEEDITAHILEIADAvE—C DB (AvE—C DB ERELTERDO I ILTEEH
AIREICT B EMNTED) . AvE—CDHIRR, AvtE—CDA—F—DZENA~DBEBHNEENET, 21—
H—DRZEFLAICEESNFRIZ. AvtE—VITERTAHIET. MELT v VT BhE. BEEERT 55
DY—IVERBLET e E BEDEF AN AV E—CDNBREDFES A (RINLPOIAILRTAILE)
DORE)ELLCYIRITISE . BER I VI THEHOA L TIVRR) D —2ERALT. FoDAvtE—2%
A—H—DZEFNAHOBETHIENTEET,

AT RRRY S~ R CERASE A>TV S B A OHERTEET,
FoTIVRR) O —DATIIDAR—=T

AUTRURRY S —EFTRT AU TIVRRY S — DA TYIAR—DITHRIITYRNENF S [EE
(Manage)]> [7R1)<— (Policies)] R— T, [>T w2 KRS — (On-Demand Policies)] 7 &5 v o35 &, 7+
UFRURKY S —RERENET,

CIsco Analyze Manage
Policies
Policies On-Demand Policies System Notifications Policy Log

Generated On-demand Policies.
Displaying 1 - 19 of 18 On-demand Policies
Name Conditions Initiated On nitiated By Enforced Rate  Delete

On-Demand Policy 2017-09-27 17:23:30 # 27-5ep-2017 17:23:30UTC  Paul Lorence EP 3/3 - 100% a8

:a 26-Sep-2017 19:17:03UTC  Paullorence EP  11/11-100%
© contains plorence
+ Date range: 25-Sep-2017 10 27-Sep-2017

FUFIURRYS— DAL T YRR

CORTMNS, ATIVFRIS—DREFEEBELRY, & ENWDRIS—ZRRLI=A . BEUR D —
DBEAL—FERTLIZYT HIENTEFET,

[HIBR (Delete) ] 7AAVEI) I T HE, —ENDF U TIURRY S —ZHIBRTEET . [HIBR (Delete) ] 74>
00T BE —ENA U TIURRIL—HEIRENET Y, AvE—COHERBRICIFELLGVRITE
BLTEEW,

EEOIEER
AUTFIURRY L —Id BRR—CHLRRTEET,

AoTIORRYS—(E MBOEEDY TEMESNE T EEONJZRTT HICIE., [EE (Manage) ] > [FR#
(Organizations)] ICFEEIL . #HEER D TFIZH D [BEE (Audit) ]V 9E)vILET,
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BELIr A HOER 15— AT HEEER
NITA—TVRICEET A EEHIF

Avt—CDBEIL—RE, A—ILRYY R TO/A( 4 — (G Suite £f=I& Office365) ~D APIO—)LDEREE
EBEICE->TERYET,

FUoTRURR)O—LNEE | (ETH) DAYE—VRIS—OE AT BATIVLIVICIEERCFa—a2T
DRTLMNERINET BEMNIZ, AvtE—URYS—Do M BY SO AvE—UIH L TGERZIToTLY
BERIF.FUTIVRRI—DoFa—ITEAT I aAVEBMT HE. BELGT1 v TBHEICE TS
A= ADBEADINTH—IVRAEKIZEELETS . Fa—A0T VATLRK. $TRTOE Y —HoD
BWRT7I AV ERBEIZZITFANET , /var/log/cisco/enforcerlog T, B DY —DEAT VL3OO
JERRTEET,

o TR —EEHT S

FUTIRURKR) D= RRERR—UDDERLET IS OV TIE [TAYE—URERI R—=D 1211%
SHRLTEE,

FoTIURRYS—DERIE. AvtE—P DRFBHERER—2 D [59 <C#E H (Enforce Now) ] FRAZF AL
TITWET, [§ 9 CE A (Enforce Now) | AR 2V 1L, #lE TERANEIICHE>TWABEICOAFRTEINE
T AV E—CDORRBERERTLTNSDEEIZ, [§F A (Enforce Now) ] RE2VEI)VILET,

MS Graph APL #EAAZERAL TWABETIE. Ao T IV RRYS—ZF-T—EICEATESD(E 10,000 4
UTDAYE—2DHTY  MRERFERH 10,000 BEHEZDIGEIL. FHEREHSHIRAK 10,000 D AvE—I%F
RLTCERTEET, Lo —OEREFEFALTOWAEBTIX. Ao TIURR) D —%#FERALT—EISER
TEHDIF 2000 LT DAY E—CDAHTY  RERFERM 2,000 HEHEADHEE, RN ORK 2,000 4
DA AVvtE—CHBRLTGEATEEY,

[4 9 <A (Enforce Now)] RZ>

1. [5#7 (Analyze)]> [Ayt— 1R 3R (Search Messages)] [T ENT Hh. Byl aR—R ([547
(Analyze)]> [ a7R—K (Dashboard)]) @ [Avyt— (Message)] )D& D)L T, AvtE—o
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ATIARE—EERHTS BEG 2 M0 A

DYAPERTLET

2. BEIZELT, RRSNDEERN. Graph API B E RSN TS TIE 10,000 4RiE. oY —D@E A
ZFEALTLAHMBTIE 2,000 4ERBICHEDIIITHREEFHBERYAHAET .

BREREHITESICEEFEMTHIET ERERYVADIENTEET 2R IE [FEE: (To) ], [EH
A : (From:)], [#44 (Subject)] 75 & DR FEFEHITHETE D Message-ID F#BMTEEY .

COBITE REEHE . FEDRAMUDNLE—DI—HF—~ADAvtE—2 EYMIRYRAFRLTIE

googe

BREHEREORYIAH
3. [§9 < (Enforce Now)]1 Z#9v I LET , IRAHY [Enforce Selected GEIFIZEIRFA) ] IZEDHY ., HE
B3 5A9t—C%8IRTBFETHETITA4ITT,

4. VoOEVVVILTREREBROIT AT AV E—CZBIRT 50 REBROERDINHERVIRED
DL TREREERDBER DAYV E—COR-—UERRLES . LY ERADT A TD AV E—DERRT
BEE  BRAEDBRAR—VIZRTEINTVD TR TOAVE—VFERTAEDHEERITEEL TS
LY,
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BELIr TR EOER A TTRRE—EER TS

Selects all messages in Enforce selected

the entire results set
- 0 messages selected. Select all 19 messages Cancel

""-u__H
b A
Selects all messages in Displaying 1 - 19 of 19 Messages
the current page of results
Trust Score * Date Fre
8.4 27-Sep-2017 Datadog Alerting <a

BRI DAY E—CDBIRET RTDAVE—CDRIRDEL,

i CTHBBEARERAEHILNEMIZLEO>TOT, TRTOAYE—IFFHEL TLVSI5E (TR
E 1D T[AYyt—2 O FE (Evaluate Messages) ]| R— 199 1D EREEZSHBLTZEWLN) Ao TV
FAR) S —EZEAYE—DEREBAYE—VICOHFBAHINET . AT IURR) O —DERFFITE
RUEZEEAYE—VIETRTHRASN. R —DOEBELTERINEE A,

5. I EEL 1 D AvE—U BRI, EAZEZEIRFH (Enforce selected) ] 27w LET,

6. [$ 9 <iEH (Enforce Now)] #A 7OV RYI AT, BAMRDAvE—IHEHERL. RITTHERT
DLavEERLEY, (BREFT7TAIVE, —BOAvE—2BETEHVERICEAT HEMNERE

REELET),
Enforce Now x
Enforce 1 selected messages immediately? 7]

Enforcement action: c c
: ¥ Move to folder "Cisco-Quarantine”

Move to folder "Exec Spoofs"
Delete
Move to Inbox

BWHT I3 DEIR
7. [OK1Z52YvHoL T, Avt—SFFCITERALES,

[OKI&EH)wo 3 e BELR T« VT HEA Y —IZHEGT D/, o TIVRRI O —D#AR—D
RRIREINFET, o —DEHRINDE [AyvE—D R T—4 X (Message status)] TU 72, BAXMRD
IyvtE—CDYRMEIRTENET,

EAEA A=V EERDRAT—E2ZAN REH (pending) ] ELTUARMENFET,
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ATIARE—EERHTS BEG 2 M0 A

FoTRURR) O —DETHDRAT—EZ,

AT LAY E— YD AIBEGTT A AvtE—2 DHIERR ([HIRREH (Deleted) ], [(F88)FH
(Moved) ], [Z{E LA 1Z#8E)E # (Moved to Inbox) 1, [ & FH (Not Enforced)] DULNF uhN) IZBE S B T=701EHR
PNRIESNZE R—UNEHEINFET,

TRTDAvE—UHANBEIN-% R—DIZK, AV TIVRE R —DERBRERNRTINET,
WEIZISLT, SRET7 AV EIIVILT Ao TIVR RS —DRRTEZERELET (] : TDeleted Spam

messages|)

WRT7IIVDAT—ARITMA . BANMTHONIER T, Avt—CDZEFL AV E—DEBRHETHO M E
IMEHERTHIELTEFET, [BEFHE ? (Read) ] Fl IR SN I-HEIHHIEE L. RIEBICL>TEDAVE—
UDNBRENFIEEEKRLTLET,

LAR—k

Cisco mER T4y VI THHE TIERD 2FEEDOLR—IAAESNTLET,

s BELNIqVIUIHHTESRSN-. BATIaVHYFERIZLHLOR) S —IZETH1ER(EE
(Manage)]> [L.7R— (Reports) ] R— THIFHTTEE) o

o T3040 RATRRSNBETELEZRBAN)VIICEATHER(EEL T4V I HED S v aR—K
([43#7 (Analyze) 1> [# v 27/R—FK (Dashboard) ], £ IEERATEH)V ) D [TTE€EHT4TH <) —
(Dashboard)] 27 & [EEicL K (Threat Trends)] 27 THIFHATEE) o

LR—kR—S

LR—MR—=CTIEBREOREBIZHEIR S —ARUEDH T —BRRENFET  EAEMICIE. FIRL-EIR S
[ZBEITEF/RI—C—HLI AV E—DDHTT RIS —REIIVITHE RO —I T2 TR —DER
EERRTEET  AvE—OR(FF KEND)EV)ITHE TORIO—DR)—LR— ERTTE
i’g-o
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BRI T EOER B ASD

TIAILETIE, R —LR—MIE BEDBHFO—BHELARRINET . ARITIYRNERZEIRT
BEAALSAVERRATEE T COE2A—TIX. ZORI) D —IT—HT 5 AvE—C DR ERER
RCEFET, BE. TORYD—IT—ET A= EMLTLS D, BALTLNSD, RS —LR—LT
A=V ED)VIT BE [AyvtE—D DIRFE (Search Message) | #&RICAYE—U DY AN R TSN E
ER

BB ORLR—RETTEHT4T 7)) — LER—F

R—LR—T ([ #7 (Analyze)] > [F v a7R—K (Dashboard)]) @ [BEikL 2K (Threat Trends)] 27 & [T4
YHT4TH <) —(Executive Summary) ] 3T DA, GEL T4V v I Thilll k> TERSINT=FAD
T—ANFEEHLNTLET,
FNBERLUBEITSTDOLR—FRRTEH,. FEOBMORTRICh—VILEEDLEDE. ZO BT O
T—REELRYTTVIE#RETEET,
COR—=UTIE. TRTOLR—FDEARMZEIRTEE T ROSERLET,

- 7HMH

o 2:ERE

- 11A

o HRAL (BB ERTHEERLEY)

LAR—FDEHNT—RICF. REDBHOT 40, AT —2EBBLIRO-B R KVELRTOT—2(X
BENFEA TEREROELIITFr—HMIRRENFET,

o A7 BEE 2 BRDIGEE. &ET 2RIV 1 BHDT—RITBYET =& E. 7 BEER
RIBEBETBRDT—EARTEINET A SHOT L2 ERTENFLEA,

o HIEMN1HADGE. &8T S RAVMNIAEAISBIEETO 1 BAMSOT—2ITHY, AEBTHEE
S5BANZFDADRVDBIZHEYET , DFY. EBELHBDBRIZL>TIE. ZRUDBAFEIERED
BN T BRBOT—RIHLAEELNHYET,

o NRAZLMDIFE.1 BHS 2BMFETOHMERIRT L. FT—FRAUMNE1 BHDT—43, 28
FHBAHHRERIRT DL ET I RAUMIAENMSHEETO 1 BESOT—RZHEYET, B
HMBEFHEBCTLR— T —20BRMNMEF AN KYERIOBFICERET 5L, &EFr—bORKRLEE
(2T LIBE (Since..) IERTEN, Fr—rDT—EDRELBVBANRINET 2T PR—UH S5
nTH)EYRSNT AT T ORLIEZICDOH ) EYRENEEVWS ATIE, HRELBFEEETE
EI1TY,

IRIEDR—T% Adobe Acrobat (PDF) B X TH oo O—KRTEFET, SFMIZDOLTIE, MBI U RFER(FXT
BEoT74T B3 — LiR—,EEHO—KT 5] R—2 18015 BL TS,

HMIZOWTIE, MBI VRLR—k ] ROR—2) 1 LT G EHT74T 9 — LiR—k ] R—T172],
BELUELR—FDEB DA €73y #8BLTLESLD, CRODLAR—bDI O—/NIILEEEZEET
BIZIE, TTHEBSRTE I R—2 1978523V JIDITLR—FDERTE I R—2 199 )25 BL TS,

BB VRETD

[BEBiLL K (Threat Trends)] 27 12(1&. BRI DR BICHESIKRBD F ELRERZEMITRT T—2E 12—
EFENTUVET . ROBEEARTINET,
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ITUTT9 )50 W ELR2ro AR 0
o Ayt—o

SDTFTIZIE A BHYDEEAVE—SH], RISLROT LA A=) BB, RYD—I=—BLi Ayt —
SHE, SESFHEELREA BRI TR RINET,

. WE
DT IIE. BEGITL T HHARE LR ERHERLTVET,
o FHEDRYI—
ZDTSTE M) A=A 5 DDRYS—FRLTVET,
MBBcLURLER—R ] FTIESRLTEZSL,
ITTEIT1TYHRI)—4T
[T €T 4741 — (Executive Summary)] 2T (Z[&. BELT v T HhHEERLTRHESEZRET LS
LD RBENLGEELEEZ R T ST —FE1—DNEFENTVET . CNIEROEBEMICERFT .
o RHINT-WEH

DTSV BELGI I T HEMMRHURERZRLTOET, (1 DDAV E—DIERDORE
NP EFNTOSAREEAHHEITEREL TS

o Cisco mERT1vI VI THE DEAICKSEHE
CDTIINE, T4 T RFDMDEEDHAIREIZH T E2EER T4V VIO FREICK->TH
BOSHL-2EEEHLET,

e EF7LEHBLEBADKESIVRENIEE

CD2DDTITNRIVE REREBELR T4y VI THHICLHREDEEZE 7HRBIELEKLTRL
TWEY,

TG E€IT47 ) — LiR—b1 R—=T 17212 BBL TS,

[BEL 2K (Threat Trends)] 27 & [T ¥ 9T 4T H <) — (Executive Summary)] 27 DLR—KZIE, £
FT—ARRREINET, EHNT—FIE. 1 BIZ1 @, UTC DFRTOBICEHFINET,

BRI VRLR—k

BRI URLR—KE, Cisco BMELT v U T I OR—LR—2 ([947 (Analyze) ] > [F v ah—K
(Dashboard)]) D [BELL K (Threat Trends)] #7128 YL 2 R—KF R TRRENZ—EDLHR—LTT, 2D
LiR—k & GELG I v I I &> TERSN =T ELT 42 ENL ., EALOITVTFY— b TEDT—
2%&RLET,

BRI URIZETHLR—MIZRDIDAHYET .

o [Ayt— (Messages)]: AN EELI-BEEREEZRLET ., ([TAYE—DLiR—k) REAZER—D 1%
SHELTESLY)

o [ (Attacks)]: #BINEEL CVDIREDIITERLET (COTFTDT—2IE. 570 LEBIZK
BOHREDBWNIEERITIE, [T EIT147 <1 —(Executive Summary)] 27 M [RH SN - IE
(How many attacks were found?)] DLAR—,DT—2ERLCTT, TRESh-HEHOLKR—F] R—D
173125 BLTIZELY)
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BRI O R Avp—SLat—h
o [EfI5DMRYL —(Top 5 Policies)]: EDR)—NREIIH—En=mMERLET, (ITELARY
—LiR—bk I ROR—2) 1ZSRLTEELY)

COR=UDLR—FE2—(L, BdRBEHTEHEL, BEORBICHSI T ELMEREHER TEDLIITHK
FFEhThEY,

—EHDLR—TEH, T2 EIVNEDRAYAATEFET, LIR—FCERASNET—2DEFEMELR— DK
EHEIZDOVTIH ELR—FD 723y 28RLTESLY,

HIy—TLR—k
Ay—TLAR—MIERDEBRNRRINET,
s BELGIVUTHEARELIAVE—D DR
s UTDAvE—T D
o RINLFIFTLA A=
o HOWBIMTOHELLTHBISNI=LD
s FEOR)—IZ—HTIHE

T3 HNRISORATY . E— DM (BFELEFB) 2RI BREDEBDRAUNA—VILEEDE
& ZDHEOT—ENRRENETS,

TEFER 2BBOT 84K RT DL BRAVMI T BOT—HE2RLET I hADT—2%HERT 515
BlE. FRAVMI VBB T—2ERLET

RBIDEBENT ILIZEO>TWET , ABIDERES) v LT, LIR—MMZE&HTY ., LIR—bhoBRILT=Y
TEFET,

Messages

W

100k
10k

1k

100 \/—/”\/\/
® /\/\/\/\/_\
5 > . o ; & . o P . .
4 3 9 3 < o & o o e o S S 5
5 5 5 e K K s K e g K K s K

1

= Messages = Spam/Graymail = Attacks = Policy Matches

2 BEBDAYE—CFRILR—FDHUTIL,
HMOLR—LEIZERBY, ZOTZ70 Y #IEHHIZE->TLNET,

ZIETOIHREIZ—HT DR —NETIHABINTLSIGEE (TR —] R—T 153 1S HBLTC
12&0Y) | [TRZ (Attacks)] & [FR1) & ——F (Policy Matches)] DITIXIERITELID . EFELTULSHELHY
F9, (COPITIXFEHFELTWET, 2FY ., DEEH 1 DORY O —RZELITRTOHEIZ—FHLTL
F9, ZDH.IRDBLHMARTRINFEHA)
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WELR—+

172

BER IR

WELKR—k

WEALTDLR—NIIE, 570 LEIZEEHEAENIEER T [TTEHT14T <) —(Executive
Summary)] 27 0 [#RH SN - ZE 2 (How many attacks were found?)] DLR—rERILT—2EMARENEE
NTVWET, COLR—MIEFNEIT—HDFEHME. LR—MIRTTINBEEHRITAXTEHAHZEIZDONT
(. MEHINHEBEHOLR—F] REASR—2 12S5BL TS,

EHR)—LR—F

ZOLAR—MZIE, B FISRIZLDAYE—VIT—HLIZ 5 DDRY—DRRSINET , EFEMICIE., Zi/RE (7
B.258/M. F=1E1 1 B)ERINT DL BELIT T HEITZFDOHEDIZEYELDAvE—JIC—HLT=
5D2DRYS—FAN, HER)—DESOTOVMEERLEST (7 BEB LU 2 BREL—DIZEEIE 1 HOKE
S 1 HAEA—DBHEF 1 BEOER),

Top Policies

Since 2018-12-28
600

400

200

B Allusers: GreymailorSPAM2 [ All Users-Delete: Greymail (Zero-Day)
B Al Users-Delete: Law Message Trust
B All Users-Delete: Spoof of Partner Domains All Users: look-alike domain

2BAMDOR)——BERTLR—tDY T,

ITEIT4T Y=)—LR—F+

I E0T47 Y)— LiR—bI&, Cisco BEXE T4 T THE OR—LR— ([4#7 (Analyze)] > [Fvia
R—K (Dashboard)]) D [T5 ¥ 5T 14T H<')—(Executive Summary)] 87 (28w aR—FE X TRRSNE—
EDOLHR—,TY, COLR—ME. GELG T v VT HEICE > TEBSN - EBELT 22 EHL. HRLOT
WF¥—bTEDT—2%RLET,
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BELIr TR EOER R Sh-HEHR LR+

ITEIT4T HI)—R=DDLR—FE, UTFIZDOWNTEZTNET,
s RHIN-HEBEH(MRHEIN-HEHDOLR—F] TIZSEBLTESLY)

* Cisco mERT v VT THE DEANICKLHENE (TEELGT VLU I THE DEAICKLEHNED
LiR—b1 ROR—) 1ZSHBLTZEN)

s EFELRLE-BENDHESIVRENEE (TE7ELRL-GEEDRE/REDEELR—K]
R=UMT11ESRL TSN

—HDLAR—FTIE, T2 EINENDREIVAXTEES , LR TERAINST —2DFEMELR— DR
EHEICONTIE, HELR—bD Y23y 25BL TS,

BRHSh=-HBHOLAR—F

COLR—MIIF, GELGT v TN RE L RER. REDOSHBERBER/THOREROEA
BT STRATRTENET . N\—NDBEDREI(TERT BT AVMIA—VILEELESE. TDE
ATORBHEMNRREINET,

FEHOBFF. ZAMLOEMICH T HEEITHE>TONT, RRSNTVSEREICERE SN -REDHREE
RLTWET . CNEEIC. TR TOREIITDRBEHTY .

THFLE 2EEOT %2R RTHE EN—F1HOT—2ERLET A HADT—2EHERT LI5S
F. FNA—FZ 1 BFEOT—2Z2RLET,

BBAATORHBT VIS TOET  KBAATED v ILT BT III2E8HYRMLIZYTEET,
BUSTITRTENDIREBEDEHEELELTHL, LBICRTSNIRBORBIIEDYEEA,
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BEG I OB AILAHHE LR+

How many attacks were found?

l 9 9 7 3 3 total attacks discovered

Since 2018-12-04

7.5k
= -
N I

2.5k

=

12-03 12-10 12-17

B individual Display Mame Impostors

Weekof 2018- Weekof2018- Week of 2018-

BER IR

Weekof2018-  Week of 2018-

12-31

B Compromised Accounts

B Brand Display Name Impostors [ Likely Malicious URIs

B Look-alike Domains
B Domain Spoofs

1 1A DKEERILEAR—+DYUTIL,

Likely Malicious Attachments

EN—X  HECEORBDEHHERLET (T HRLUV 2 BBOE2—TId1 BH=Y. 1 1 ADE2L—TI 1
BHEYDES), TS5T70DETAVME MBLAATSEOHEHMICRELTOET, BT AVNIA—YILEED

oL BT AUMILOTREND I TORERARREINET

BEZEI1vo U OB AZKDHHEDOLER—F

COLR—ME BELGT1I I HEICE>TENE T OEENEH N TELAERLET , UTILEA LK)
U—EF U TRURRI Y — DA A IS THIBRE I BB ENECRAADEFA—IILEEDER AV E—Y
HEEHML, TNoD AV E—U N EBDRZEN ACASIEEZHFRIENHERLREMN A ICREFSN IS E(C

HBI<HMBIRMNETTTEELET,

DEITIGLT, BFA—IVEREFEMHIELI-CETHNEIN-REEZEHEHELTEET,
COLR—FCERASNDEERTETAHAEDHMOVWTIE. TEELGTVL I THHOEANICLLHHED

LK—bERET 51 REER—U IESBLTHE,

174
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BRI T EOER BEL2rs I OEAISKSHHE LR

How much have | saved by deploying Advanced Threat Protection?

$3,718,830 $96,955,210

Since 2018-12-21 Projected annualized savings
1 500k
1 000k
500k
ﬂ — E— — I S S S— — N S S— S— ——E—
Y b ) - - Al AL A o ) e o ol ol
ke . ¥ - - - i 1 - - - - o o e
a gl ar?  asr o’ ar’ A% - et o’ R A% W.\’ a,@ ) ‘}F:‘
I L L~ L L L

BEC Cost Savings B Breach Cost Savings

# Include breach cost savings in value calculation £ Editvalues

2 BDEHNEERTLR— DT,
EROBFIE. FAMLDEBADEZIGO>TOET . RIDBFIE. RIRSNTLWSHRFDA AL
EIZESCKHHNETT 2 ZEEDORIER. RMOBENMSHEESN-FREDHETY .

BELGI4vOVTHHOBAICLITHHEDLR—MERET S
BERI«vI T HEHOBAIZKSHHNEDLR—NI. 2 DDA ETERETEET , ROBEEMNTAIRET
ERR

e LIR—FDHEIZREFIZLKDIRNEEDHD

o BRIZLDIRERES D

COLR—IEHRETELHDE. AEEEO—ILEF OD1——DHTT,, FMICOVTIK, [Ta—H—
O—JL] R— 209 1% SHBL TS,

HRIERTHEEEES S
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WELIr 0 OB AIKAEHE LR+ W ELR2ro AR 0
LAR—FTCHEAINTILNST I+ ILMEIE. Cisco DIRELERBAED T —2 2y MIEILTULVET, Cisco D
T—REYNRELET—EANHHIGEE. AIDEEZAALT, KYEKMTHBICEHET 55T EEXERTEET,

1. [9#7 (Analyze)]> [4 w3 27R—K (Dashboard)] [CFEEILE T,
2. [T €HTF4TYT)—(Executive Summary)] 2T EH)vHILET,

3. [BELIT1vI VI BHHOEAIZLSE#IE (How much have [ saved by deploying Advanced Phishing
Protection?)] DLR—rD T ERT. HED#REE (Edit values)] 0w ILET,

4, BELGEZADLET KRLAR—LDEDFEMICOVLTIX, UTOHRBEESELTIIESY,
5. [HEDRTF(Save Values)]1 &7)vILET,
AALEETLR—MEHFENET,

FATOATRYIADTEIZEH D [T R TEEEENEIZ) v (Reset all to default values)] 491y I LT, {To-%&
BE#%ITIZEL. Cisco DT IAILNIBEE]RZAET,

EH[FA—H LTI IO DLR—,ERTTHEBARAOTRTOLI—F—(TEHSNET,

BELI1O U ITHHOBAIZLSHHEDLR—DIE

TIANWEEVIEMEZANT BE BEEA DT —ENRTEINET , —IRIC. TIHILMEZ TESME. DFYA
#HEIZH-SHFARRDBEICEDV{ER, REDT—EERBRLTOVEWNEREL oS TN HYE
-g-o

ER

[FJL (Dollar)] &#zId [1—F (Euro) ] #:#IRTEET

BEDOIRDHIE

1 DDEREICL>THREICD=0EN AR DELERMICERTEET .

TIHIMEE, BEOMIBERRICE SNV -FHETHY. LELRABICEIVETY,

o [BENAHILEEEDITEHIX(Average cost of a successful breach)]: Z<D AL, BEFA—ILIZED
BaAXPERELTOWERA, TIHILMEFELRASDELNFERE AN EEOT—RE DNV -ELDT
ERS

o [BFA—IENLTRHBEIN=T—2EZEDZE|S (Percentage of data breaches initiated through email)]:
T—ARETCERMNICZLDIEX, AISHADEFA—ILHE(ZLDEDTT,

o [BEDHLWEFA—ILIEZEDHEE (Probability of a new email breach annually)1: 2D T 74 /L&, ER
DEFA—NAR—RADT—EREOMEIZEDH 5T 30D RBERERBELI-EDTY,

BEC DX DB

CCITRENTVSKREDEEIL. Cisco mEL TV T B AAHRILTLSIDTY  BRDOBSRESA
TOEBEOFEN OO TNSIEE . BREZ(TITBEEANTHETIDOLR—FDOEENKIEICH ELE
Y. BE. HENRYILSHEEDFHIRME, #HESNSIVELERYET  CNEREICL - TEEMNGIRE
ERBET HARNDEANRET H5HDTY,

FERFE BF AL ART LN, WHVEDEEDRET7AILLHRAILAVESIICREEN TV DIHEEAHYE

T o VATLATREIRELGNEREETES O, LELMEZ 0 IZERETEEY .

BUHEEE, 8ELGI v T HEGEL TOEETHDIEITERL TS,
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BELIr TR EOER E7LLELISRE OREHRBORELR—+

[(BELEFA—ILOERIZETSHBECHEDNDZ A (What percentage of Advanced Email Threats are BEC
attacks)] FREIZ. BEFA—ILKBDEEIZHT5BEC REDEEEANLET . COHEICHERINGS
FHIR/SLFEFET LA A—LEBDENTHESL,

E7ELBLE-BEOHME/ RBOEELKR—F

SOLR—FE EDBERESN TS, Cisco MELT v T I I2&>THEA L DIRERES
NTVLDDEAZET7HBELBELTRLTVEY  +ARBRETHRBNGIMES . LIR—MIEYENT—
FEYNMITA—IL N ILFET  TET IBRBIERDEEYTY,

o Mg, RR BLTHEBROA—LRYIR

o EREMBADA—ILRYIR

o MBRDA—LRYIR

* Cisco T—AEYrEKIZEITHT R TOMBD F
Mhig ) (&, JLKFEF 1L EMEA(F—BY/S PR 7IVN) BEDERSNIHERT) 7 TY,
MEXIFRERLCEMBEEDONTIITY,

TA—=LRYI R E, —EDREBICK>TERINT T, XL, #2#BZ 10,000 B D A—ILRY I XD B S
HE. ERTE2DIE 10,000 BDA—ILRYIREZECHEERAOMOBBICEREINET,

BEOELANIIZDONT, ZOLANLICHEIZHERTESMBA 5 DULFEELELMES . ROLANLHE
BAEShET, 2L HEFKROMEMERA—H—2Ho=EL T, RALERDMBRBIIRIRIC 2 LM
WELET ., COBA . BRIIDLARLIEFEASNERE A LML, BCEROMBENHRFIZ5 DU LEDHY.
FERCH A XDEDH+RZHBHE [HAXNERLEDA—ILRYIRELTERESNET) . ZDOL
R—KZF 2 BB DOLARILNMEREINET,

LAR—FDOTERIC, #EfICERzSh, REDOLKR—MERAINTLSihiE, 2R, BLXUA—ILRYIRDY
AZXMRREINZFET , GENMLLE (Compare additional)] #4")v LT, ML kBT 5772y EERBLE
T HHIZDONTIX, TTEMOET7ZT IIL—T LB T 5] R—2 17912 S B LTS,

LR—hBRIE. BEL T I hiEFERALIIGE EEmER Ty VT hHEERLTLVELEE D
BROEETSIELET, TTEIT4T By ah—RKDIRTOLR—FERRIZ BE 7 BB (T4
JLR) . 1BE 28/, £-38E1 A OERZEIRTEES,

CHOLIR—IDEBREAEDFEM-ODNTIE. TEMODET T IN—TELET B R—2 179125 BL TS
LY,
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E7LLELISR & OB R EE DR EE LR BEG 2 M0 A

How attacked am | relative to my peers? How protected am | relative to my peers? (2]

Less attacked 473 About the same 64%

Since 2019-06-24 Attacks per 1000 mailboxes Since 2019-06-24 My Protection Rate

100
50
R S Sy & &
o S
N I £ 9 3 &
=8

Compare additional peer groups
Global Report Settings

-8 My Attack Rate (Per 1000 Mailboxes)

Average North America Other / 25,001-50K

2 BEDLET—42% R LIR—tDH2TIL,

[E7 ELEERL-1BE DIEDFEE (How attacked am I relative to my peers)] DT NIRRT ST TIE. 1 RDHRIZL. HA
RIZHITHA—ILRYI X 1,000 BHI-YDHEL—rERLTVWET (T BH LV 2 BEOE2A—TIE 1 BHY.
1HAADE2A—TIE1 BHEZVDFEY), 151 DOFTIE, E7 (i, 2R, A— LRI XOH) DFEHKEL—
T, EEBD=HICET I WV—T%#EMLIBE . 3TRIZZEDT L—TOREL— IR FRSNET,

EEOHYT)—E. TZTDEAMILOBERICEEL. RIRSNTULLSEAROD 1 BHF-UDFEHHEL—F(A—)L
RyP X 1,000 BHY)EBEILLET . EREROVTIADILGYES,
o [ZLHEBINTULVS (More attacked)]: RIRSN TVWWSHIBMDE 7 D FHL—FKYH 10% ZHBZ TELY
o [OOBLHETINTULVS (Slightly more attacked)]: RIRESN TWAEIRIDOE 7 DEHL—FLYUE 2% M5
10% S LY
o [[ZIXFEIL (About the same)]: RRESNTVWAEHBDE T D FEHL—REDED 2% LIA

o [VOHEINTULEL (Slightly less attacked)]: RIRSN TWAEABIDE 7D FHL—F&YE 10% M 2%
By

o [HFEYHBEIN TULVEL (Much less attacked)]: RIRSN TS EARIDE 7 D FEHL—bD 10% K
[E7EHELI-BE DFREDFEE (How protected am I relative to my peers)] DIES ST T, 1 AOEHEIREIZ
BHEREL—IERLTWVET T ALV 2 BBOEA—TIZ1 BH=Y. 1 1 ADOE2—TIZ1 BHYDE
), 331 DDN—E E7DFHFREL— (Mg, ER. A—ILRYIRDE) ZRLTWET , LBED =8I
E77IL—T%#ENML-15E. 3 BEDON—IZFDTIIL—TODHREL—IARTEINETT RIS —DEREED
[ZLTWAEE. AEDN—IEREBREOL—FRTRSNET,

FHARFIUTOESYTY,

o REL—HMIOVWTIE. WTIALDR) O —I—HTIHEAYE—DDHE . KBEAY—DDREE
100 CE|>f-{ETE>-:LDTY,

o BAL—HMIDOWTIE. BEDORIL—IZE > TERASNEREAYVE—CDOHE . HEAYVE—D 0K
# 100 CE|>f-{ETE|>=-t D TT,

CNLIFERAGDBENHYET . 8ELRT VI VT HETRELIZR YD —IZE, AvtE—ON—HLTH AV E—
DEBEALGL, DFY, Avt—CEZEIN D OBEEIFAIBRLEVL DN H LT,
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BELIr TR EOER E7LLELISRE OREHRBORELR—+

EEDOYT)—IE. TS57DEFA(LILDERBIZEZEL., RRSNTWSERO 1 BH-YDEHREL—
(AL RYH X 1,000 BEH1=Y)#HIEILLET . BERAIEXROWTNMNZHYET,

o [ZRESNTLVS (More protected) ]: RIRSNTLWAHEBOE 7 DEHL— LY 10% FHBZ TE
LA

o [POPZRESINTLVS (Slightly more protected)]: RIRSN TWBEIRIOE 7 D EHL—FLUE 2%
M5 10% &Ly

o [IZIZREL (About the same)]: RIRESN TS HAMDE 7 D FHL—FEDEH 2% LIN

o [OPDFREINTLVEL(Slightly less protected)]: RIRESN TLBEARIDE 7D EHL—LKYUE 10%
Hi5 2% KLY

o [HFEYRESNTULVEL (Much less protected)]: RIREN TWAEABIDOE 7 D FEHL—FD 10% Kb
BUENEWZE. EETARENSRETIISICKRESNARIL—BHDEEFEKRLET,

EBMOEF7TIN—TEHEET D

[E7EHELI-BE DINE/{REDFEE (How attacked/protected am I relative to my peers)] DL R—kTLE
RIZERTILEL. HE-DhE, HE-OERDLETHY., A—ILRYIADHAXANFELULI-EET
T, g, FBR, F(FA—IIRYIRD YA XZEBMLTHETEHELTEET,

1. [9#7 (Analyze)]> [4 w3 a7/R—K (Dashboard) ] ICFEEILE T,
2. [T EHT1+THY<1)— (Executive Summary)] 2T EH)vILET,

3. [E7ELEL-1EADIRNE/{REDFERE (How attacked/protected am I relative to my peers)] LAR—k
DOTET. EBMDOET Y IL—T D LLE (Compare additional peer groups)]1 29w LET

4. LITZEBIRLET,

o [Hhig (Region)] (. ROFMNSFBIRTEET,
o TRTD CiscoBBE
o dbk
e EMEA(@—Oy/  FE, 7IYUH)
e APAC(7OT7KREH)

o [¥%&(Industry)] X, ROFMSERTEFET,
o FRTD Cisco R
. &Rt
o BF/BAIK
. EE
. TMith
o INF
e TH/AT—

o [A—ILRY Y XA X ((Mailbox) Size)] [&. ROBMSBIRTEET,
o FARTD Cisco R
e 0~ 250
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* 250 ~ 1,000
* 1,001~ 3,000
* 3,001 ~ 5,000
* 5001 ~ 10,000
* 10,001 ~ 25,000
* 25,001 ~ 50,000
* 50,001 ~ 100,000
100,001 Ll E
5. [E#(Update)] Vv oLET,

LR—ME HLWERO D7y ERALTEHSNES . BIRT DI+ 50T —2Y—ZAAL LiR—kAY
ROPEBITHRRSN-IHE GERICOVWTIE. TE7ERRL-BEDKHE/ REDEELR—M RX—21711%
SRLTEZEN)  LIR—FIEBESN GV AIREEA HHEITERL TS0 ABIISIERRA RSN ET
A LR—FTIE BRAGREZTIDICH ARG T 22U RYOBEENERASNET,

ZOLR—HMIFERASNIET DY EEMT 5L ERBIXBEEISNET, DFY . R—UHoHN TR TE
TH. TRIZIZEMDET7 DY BIEHmERTINET,

BRI VRFEEETTEIT4T ) —LiR—b 258 H00—k9%
BRI RO ITEIT4ITH ) —DORAEDEL—FF I A—RTEET , TNIZIETRTDY 575 Adobe
Acrobat (PDF) 77/ JLELTEENTLVET,

1. [9#7 (Analyze)]1> [4w 27KR—F (Dashboard)] [CFEBILE T,

2. [BEIFL 2K (Threat Trends)] E£1=1& [TJ €T 4T 4 <) — (Executive Summary)] 2T &0 vHoLET,

3. LR—LDEIMZRELET . TV EITATHI)—DLER—rERRLTWBIGEEIL. [BEL TP
SO E A IZLBE#IE (How much have I saved by deploying Advanced Phishing Protection?)] £ & T
[ET7ELLELTI-BE NDINEE/IREDFRE (How attacked/protected am I relative to my peers)] DY 5T T
T—RAERETHIELTEET FHMAICOVTIE, TEELZ T VIV HEDBEAIZKSEHHEDL
R—RERET DI R—VNTBIELUIMTEBMOET T I —TELE T D] FIDR—D) 1ZSBL TS
LY,

4. [PDFMA > O—K (Download PDF)] &4 w4 LEd,
IHEDE 12— PDF AMERSH, TSSO DT I4ILED S o O—FIGRRICBEMIZA Y rO—KEnEzd,

HBFT7LILE URI DT
Cisco BEH TV VTl TIE. 7ATUTATA AVTIDIVRIZIMA ., AvtE—CDHMAT7A I EAYE—
CAXD URIESDHTL. ZOAMDEREFEAL T, AvE—C2RDEBEHELHIATHIENTEET,
BELI I TR, BEOHDIAVTUYDRIZIE 2 DDOLALLHYETS,

o BERLR—THEATEDLAOCT7MIVIRRTFLEEDRAI7AILERDERKMGZIL YA,

o BRIFIFEAYE—CDNFELEILT H-OD. BEEDHDHEHMDKELRANIHGTI7AILDRFY,
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BRI T EOER REBLWRLE—TORMA TPANVB IR OBER

URI D CIERD ZEFTVET,
o LITHABURIZHELET,
o ANYREILIVALDA—RXURIZEL Ayt— D text/HTML MIME #8453,
o byt —TTHRFEN T Microsoft Office 3 & T Adobe Acrobat K1 Ak,
o http AFx—Lé& https AXA—LOWEAEBRFTLET
o AytE—UDOFHME 1 —ITURIDARTINETA. TNHD URI EVY VI TEER A,

o —iRMIA URIEEMEY —ERZEFERTH URIZHRIL. TH5D URIEMREY—EXDERIZHD Web
YAEEELET,

BAIPIILOSHOER
BHT7 AL ORTEERIT BE. FHT7ALOAHOBRESES FLAECHATEET,
BEBLURIO—TORMI7MIL G HEROER

[4>4T (Analyze)] > [Avt—L D18 (Search Messages)] R—UIZEH LWA T av BRRRENET, 7R
U—HFEREIIRET HHE D [EHE (Manage) ] > [R') & — (Policies)] THERIL 74— ILEMRRESNFE

ERS
Search Messages

O

To

Reply-Ta:

Subject

;.:wr'ﬂ:m- haﬁanl_.--a_t'rachme:t : _:_ x
Recened Detween _2']1-5-':'.,:30 - -;";1 J01E-03-30

BDITFAINATEAYE—DDRER

BAATFALORFDEHROARET HIHEHIE. ENERBELTRIS—ERET S=HIZ. ROFTLay
EFATEEY,
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Fetdtul-ule v has any attachment

has attachment name: 0
has attachment filename extension: —

sweeived between

RATFAILDBRE  BESNI-BIRE
BATFAINDATYUEBHILER. BRRERID—DTRTOA T ar NFIAETREICHEYET,

has any attachment
has attachment name:
has attachment filename extension: |_1
has attachment hash of: [

sived between

BAITFAIILDBRFZ RAT7AILDRAFT U DNER)

REAT7AIINBOBRERETDITAILRA—FBEEIEE MBI RN T R—FEShTOWER A, 2EX R,
lattachment name is 'foo.*.bar | (& foo.bananabar] E—ELEH A

BATPAIL DR AER

RAITFALDAFTYUREDLRIBE . 8ELE I v VI HEIERAAT I T ETILEAYE—CDHEETILT
AX Vv UEREFEALE T A, [Ayt—2 DM (Message Details) ] ITUU T D LS [BEDH D HF 77
4 )L (Malicious Attachment) ] 75 & DAy E—U REEMNKRIRINFET CE: FLH RESN-BEDOHLHaVR—
FULDEMERTTDEIIC. BEDOH IR I7AIN DR FEEMLETEDLIICHLTEIFETT ),

Date: 30-Mar-2018 1:53:47 PDT O
Message Trust Score: 1 (Untrusted)
From: .co.uk>
© Low Trust Domain
To: .co.uk is not a trusted domain
Subject: Invoice -03-29-2018 © Malicious Attachment
Message contained malicious attachment(s):
Scan0001.xz
Memgelb: <20180330085303 ACEAC24CEBEIIBFAEcheshireribbon.co.uko ff"‘li"

Attachment(s): Scan0001.xz

[Ayt— D EEH (message details)] RA U TORAIT7AILD AT v iER

B T7AILDR v DEEH

BELRI4v VT HHORAIZAILDRAEYU TlE FXAAVM—ADFAIT7AINIZEETIEEDHD
EEZ AT ACEICEANABINTOET , TNIEX. HUR RYIATIEAL BEDHHI—REFIMIZET
SELSEFLEE AL
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BELR 2R O R EXHERAT7OURRDINE

BERI1vI T hEHIE. ROEEDI7AILDERE, #GLHER. BRUBENOTEETLES.
o 7—hAT I7AILFK (zip/rar/tar/{gz/gzip/tgz}/{bz2/bzip2/tbz2/tbz}/cab)
o Office 774 /L, PDF, MHTML, EFA—JL 774, BIET7AIL. 759 T—2 T74JL. RTF

o Jowia ETAM. Javascript, VBA

URI 4T DfEA

URI 1T, Avt—URBRFBER S —EDOE A THEATEET, EL0NBAED. [EA AT (Attack
Type) ] KAV TE DU YRS [BEDHAATHEMED 3 HURI (Likely Malicious URD ] #RIRL T, EFRF=(E
RYS—TAIRIZEDHBENTEET,

Attack Type:
Spam or Graymail

Look-alike Domain

aaaaaaaaaaaaaaaaaaaaa

ChEBIRTEE.EEOHAAREDH S URIZEL AvE—UARBRRF-IIRI—IZE
FhET,

BAT7AILEURI DR TERSIZTS

BER I VT BHHORGIT7AILE URIDDITIE, RITTHIRDTDLAINIZIGL-ERDRTYTH D
BA7AtvRTI,

CCTHBATARMI7ZAILE URID A HEANZTHTAERIL, Cisco RATYRE LY —%FRT ST
RTOMBE. HE&118.05.21222056 1)) — A (2018 &£ 5 B) LIENA LV Ar—ILEnt=F 2T L IR Y —%
FRAL. ZDV)—ZADKRAM AT LOLHEFH-IBEEICERINET,

18.05.21222056 JI)—RAKYRIDIHBE DAL TLIRA U H—ERANTWSBEIL, RRALDTYTTL—FK
MNILEIZHEDAREEA DY . RFTFAILDRAF YU EURIDRAF v DRAAYFEAMNIZT 5L Cisco
R—KIVIIZACT BDRENHYET . CAATET LD, UTOTOEREHEITLT, HfFT7/ILEURID
PHEBDTEIENTEET,

EXHGRAT7/IVRRDIE

B T7AILE URI DR YU EHA T BI2IE. HBELRNIILDEBREEEIZLT. BEL Iy T THEMNS
DERFWETELLIICTEIVLELAHYET . COREIXT IHISTERIZE>TULET , BT TLY
BEE. BAYICTRIZIERDFIEEETLET,

1. [%¥# (Manage)] > [#B#8 (Organization)] [ZFBEILFET .
2. [Ayt—a i R—2Rk(Message Components)] 27 %:&IRLET .

3. MABTHEDIZTRIZIE, [AvE—arR—R U bENIES B (Process message contents)] Fxv%
Ry REAVIZLET,

4. [R#F (Save) 120y ILEY,
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B ER D RO
HBNRAI7AILEURID R YU EHRITHE, COBBEN U —LANLT, ZLTEV Y —BEATERIC
HYET,

COREEZEMLEN., T —DRAT7AILDRAXT YU FEMLTOEWNMEE . EEL T4y VT THE
[EIBRFBER)—THERATES, BHIPCT7MNIILRFLEEDRMAI7AILDBERICOVTEAMNGZINEEFEITL
9,

BEAIPANDAFTYY

EEOHSEMNICETERMI7MILDALTUVDRF YU (X, Eo Y —BEEATENZTIHENHYET . B
BNt Y —BEZEELTWAEAFK. Eo Y —DH T IR TOHBMIFAINERFT YL, BAAT7AILA
EDBEFA—NEETNODOHED Y —ICI—T40 T T HEIITBIRTEE T, oY —h Cisco 2K TR
ARSNTNRIEE HREERTE) L. TRTOEU Y —TREYUEENTIHENHYET,

BAITFAINERTYUTBICIE, oY — KRR D RATFLAVMELFIOVICTYTIL—RFTR2RENHYE
T o B — RAM AT LDERKRIZDONWTIE., TS —DRHREH 1 R— 24 1S BL TS,

B EEOFIEZETLT. RAIT7AINZAL I3V DBLANIL R —ERETILELAHYET,
1. [E (Manage)] > [t Y —(Sensors)] IZFEEILET,
2. [ER7E (Configuration)] 9L avEF T TFARICRYO—ILLET,

3. [ARfF774ILDRAFr> (Attachment Scanning)] RS A58 % [T 77 A ILE XX ¥ F 5 (Scan
Attachments)] [ EILE T,

4. [E%%E DR7F (Save Configuration)] &)y LET,

B & D& (Cisco ITTRRAFSNTULVEW) TEELTWA U Y —TRAI7MILD AT 2O TERIZTS
ENYDGSHURTRF Y IO DAVTHFNE oO—RSh, Z0%. vt —DBEHLET . 0T
OEXIZIEZ 30 A LUEINBIENABYET, —EIZ1 DDLU Y—TIDTHILIVEETTEIEEBEOLE
ERS
BHOE Y —DHEHEIE. R IT7AINDAXT YU ERITT O —DEFT TINLDFIEEZRYRLE
ERR

URI DR F¥>

EREOHSEMICEATHURIORFYUIF, EVY—BEEUATERNIITIRENHYFET . BHDO VY —RES
BELTWWGESIE. oY —TTS5A4T7oRADY TR TOH URIZRF L, R 77MIAEDEF A—

LEFNLDEEDE Y —ITIL—T40 T T BESIEIRTEE T, £ —h Cisco [TEHTHRRAMENTINVS
BEMERE)IL. TRTOEVY—TARAX VYU ZEDITILELAHBYET,

BELI v I HEIL. Ayt—2 2 F &N = Microsoft Office £ & TUF Adobe Acrobat K2 A2 kM URI £ X
FroTEETA., ChEITIICIERAIT7AILDRAFTYO L BT EHELAHBYET,

URIZRF v 3 BIZIE, o —FRAR AT LD VM F(EIUIZTYTITL—RTRRENHYET,
H— KA AT LDOERRIZDWTIE, ITHEU S —ORHRE M R— 2412 B BL TS,

EAICLEOFIEEZETLT, URIOIKIZEAT HHBLNILOR) O —ERETIVENHYFET,
[& 8 (Manage)] > [2>H—(Sensors) ] [CFEEILET .

2. [E%7E (Configuration)] £ 3V FTTARICRYA—)LLET,

3. [URI®ZRF+> (URI Scanning)] 544 % [URIZRX¥+> 9§ % (Scan URIs)] ICREEILET,

4. [E%FE DRTE (Save Configuration)] 2y LET,

—_
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BER Iy ATE R O B URI DRF v

BHEOE YD HEEHEEIF. URIDRAF YU ERITTE LY —DEFITTINLDFIEZRYERLETS

EEH B LU Rapid DMARC

Cisco BER T4y ThHiE O EIEE (Senders) ] R—IUTlE, REBR AU EFFERAL T, MBI AV E—D
FEELTOWSIEN DO > TLSEMDEEENRTINET . BEL T vV T HHNRER A D
EEBFENODIST1vIEEDLIICTETIELTLSAET (FOBIETE FEDEEZZII)VIT
BARMICERBEITETTHIELTEFT . COXEEETIVOEREL FEORAEKEICLS>T. BER
T192 2 I Rapid DMARC R S —%REICEEL, BEDRAMUDLD R TR AYE—DFIE
BETEET,

EEEEEETS

[E 1 (Manage)]> [E{EHE (Senders) ] ITHBENT H&. RASL D [BEEID1£{EE (Well Known Senders)] D3
REMBTEET . R—VIE JRRR2—LDRHAZRASUIZT L ANIEBEIN, TIHILFTSHOT—4M
RRSINFET,

RTNT DA VEEETBICIE FA VB DBICH DS E/ TRENEDIVILETS,

[5#7 (Analyze)]> [F A/ > (Domains)] R— T [AER (internal) ] ELTHRT fFHITFLI=F AL (X, Z2IZH B
AMUDYAMIRTENET,

Fr=. R=DIEROBRD K3, TIAHINT EIEE (Senders ) ZRTT AELSIHRESNTLNET , BEAN
DEEFICEN)LETOENTULEWIP PRLRAERTT HDIZIE., [REIYHTHOIP7 KL X (Unassigned IP
Addresses)] 27 &0y ILET,
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Senders

Review senders to internal domains
Show senders for internal domain: | cisce.com

Today | Tdays | 2weeks | Month
Senders = Unassigned IP Addresses

Displaying 1- 19 of 19 IP Addresses

Inbound Authenticity
Sender Action
Messages IP addresses Scare Reason

a8
" 237 2 0.8 Manual ' Approved Undo
Marketo
ijmantec 2 2 0.1 Manual % Denied Undo
Wcﬁu’dyyp 5865 1 10 Model + Approve @ Deny
'::’ d k 101 5 08 Model + Approve & Deny
wzendes
Go gle i) 1 0.9 Model + Approve @ Deny
@ 646 5 08 Model + Approve @ Deny
amazon 524 18 0.8 Model + Approve @ Deny
webservices”

ﬂ Oﬁice 365 6 2 03 Model + Approve @ Deny

Displaying 1- 19 of 19 IP Addresses << Previous 1 Next >> IP Addresses Per Page: | 25 %
[E{EHE (Senders)] R—

SDBRREERFE

LEEHE (Sender) | BEAIDEEZEDARCOAT EEBEZIVVITHIEANLNILRYLETOUL EZ DIPD
Ayt—UHARTEINET .

[321E (Inbound)] @ [Aytz— (Messages) |- s ESNTI=HAR DI, CORF AV EEEZEDHAEHLEMLRES
hf:)(\yt_:)ﬁo

[52{E (Inbound)] M [IP7 KL X (IP addresses) ] : iEESNI=HABI I, CORAM D EZIEZB DA EHENLE
NoDAvtE—UFFEEL-CEABREEN-IP PRLRE,

[EIE T (Authenticity)] @ [RO7 (Score) |: CDEEEZBER AV DHAEDLEDEEFETI VI MbNDS O—
NIVIZEFEHR T DFEHTY,

CIIZRTRENBZEERERAT I, £EMIZh=->2TORTLATRESN =, COEEBERAM VDA EDHE
[CEEMITONIZTRTDIP LD TRTDAYE—CDEHTT , ZD=H FEDAVvE—UARYIL FoY
THE BE BE—DAVE—CDEBEEHBRICESDENAHLIIENFASINET,

[EIE % (Authenticity)] @ B2 H (Reason) ] S8R A7 ERET B AL,

[F& (Manual)] [, EEENFHTERREIJEBSNEEZBKRLEY THEFREL. XEEFFREIPT
FLRADERFE(TIESRICEECIIERESNFEFREAN, EENLHDLAIC, EEE/FASVEIXIP/RAS
VOMAEDLENDFHLNAYVE—UF KRS HRIF 1.0 DFEELER EESNEHRIFX0DEEN
BREZELBOFET,
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BELR 2R O R S DERkEERA &

[ETIL Mode)] &, BER T4V VI HHMOZEEZBETIJIZEDNT, RA7HEEINE-CEFEK
LET,

[EREEF & (Authenticated)] [, ZDFEEBERAMVDHAEhENOBREBESN-AvE—CDKREMN, 5T
277 DMARC 754 AV M CERREHEELEHT-L TSI LEEKRLE T,

[722ar (Action)]: INBIXEEFBERKBELIFEELEY., LREIORZBOEEETICE T =HIZETT
57923 TY,

[FTIZRY (Undo)] (. BEG T4V VI THHDEEBFET VT ICE>TETIIMESNIIKBISEEEZE
RLET . LWVOTH, RBFEIIEBFETICET ENTEET,

[7%EE (Approve)] (X, EDF AV DEBEEZATRHICEELET . ThUBRDZDEEEI LD AVE—D
X BELGT v U THEICE>THREICRYERGENET,

HEE (Deny) ] (X, EDR AL DEEFEZATHIEELET . ENLURDEDEEEN DA VvE—TE,
BELGI v T HEICE > THRRICEAMTREBVERLGEINES,

Rapid DMARC Z{fE LT 5 EE BB
/N B DMARC 7R1) & —&Rl#%(Z. Rapid DMARC Tl AU ML DAY THWN AV —UFBIBRFE - (X E
FTAE=OICREIZTRYS—Z2BRATEALSIZ, ZIEEBEBUNIRITIVNELNHYET,

EUVE, Rapid DMARC X EE E BN B E CESHATY . NERAMVDREEBLIPEZHEEL. SHIT. &
BEI49 N ENOEET IIVIELI=AEE MR T 5127 TY . ETILICERT HHE(E. SHDHE
EEEZRARNICERETLILEERLIZGETH. TN LD 7O a3V T EHYFEE A, 2B DMARC T
DEEBETATUTATAEERLBEEBENDIBAIL., Rapid DMARC [CDWTEFNZDET I EITHYE
BA EEBITERLT.DNS DEEFFZELETILEEHYER A, (EEE (Senders)] R—I T [HER
(Approve) 1 & 0)v 094 51T T.ETLEY .

BELI vV THHNDZEEENRE THAHIEEHZEL-S., [BHE (Manage)] > [[R) > — (Policies)]
R—IIZF#EIL T, #AT % Rapid DMARC RS —F b7y I LET,

2018 5 1 A LARRICA U R—REh =R (L. T 74 )Lk Rapid DMARC 7R o —MF TIZHER SN TLET,
1. [E# (Manage)]> [[R')— (Policies)] IZEEILET

Rapid DMARC DR —&%9)vILET,

RYS—ZDTT. RS54 % [A#1(Enable) | FTHELET,

(753> (Actions)] O3 EFTTFICAYA—ILLT. CORY—DBERT I avaEtwyb7yvS
L. ARUS—IZT—BILI=LEDT75— EEBIZLET,

5. [fR¥#F (Save)]& D)V ILET,
2018 &£ 1 RKVHIICBEL T v VI BHHTEYN Ty TENT-BEZ L. Rapid DMARC 7R —% 5 (TH>
TWERBA, RDFIET. Rapid DMARC R —H#ERTEET,
1. [&EH (Manage)]> [R') L — (Policies) ] ITFBBILE S,
[RY)—DYERK (Create Policy) ] #49')woLET,
[#1) 2 —% (Policy Name)] IZ[Rapid DMARCJ&EA ILET .

[KAAL> 2% (Domain Tags)] FCRIZRYO—)LL T, ZORYIREI)VILET , FERTTRELRR A
BT DYRRHS [RAER (internal)] Z28IRLET,

> LN

> LN
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5. [RaFY% (Scoring) ] ETCTFIZRYA—ILLET,
6. [IEFEMERT 7 DEIF (Trust Score Range)] M EBR%F 4 (CHEILFET , RO KSITHYFET,

Scoring

7. [MEA4T (Attack Type)] T. ZDRYIRESvIL. FIATRELGEBEASAT DRSNS [FASVR
J—24>% (Domain Spoof) ] Z#IRLET .

8. [R%FE(Save)1Z=01)vILET,

FRLRG IL—F

TFRLRTIL—T (., B2 1 DL E(RK1,0000 DEFA—ILTZRLADARITESINL—TDIETT, FRLRY
W—TER)—T&LHERASh, ROBHETHERINEZEAHYET,

o —BEDI—Y—DRT—TAVTEHRET D=5, RIL—D [EH A (From)] T4— LR TTELRY )L—
THERTETDEZFDTIN—TIZEIFTEAVN—DRTRBDRAT =4 T (ZDONTRY—DIYFYT
NITOhNET, TIHILTIE, RERBDRT =405 ELTHESN AV E—CDEBEROTIREL
UET, PRLRTIL—TTRYS—IVF U &R TTHIGETHEBRATICREEEZBNKIIZTH
[ZIX [CDTN—TEFRALTAYE—UROAT YT 125 E%E 5 2 5 (Use this group to affect message
scoring) ] IR —EREEZATIZLET . [EH A (From)] Ta— LR TOFZRLRT IL—TDIvFUTDE
ABIELUTISRLET,

o AyE—UREEDTIL—TITEOVWTRIS—%T4IWLE) 5T B8, R —D [FE5E (To)] 74—
IWRTTRLRY IW—TH#BET DL AvE—CDZEBNZTDTRELRT IL—TIZEBLTWSIEEIZD
HRV—DIIFUITNTONET . BBk (To)] T4—ILRTFRLRY IL—TE#FRALTE, Avt—
A7 IZIFBELEFR A,

o LRIES (Reply-To)] FRLARAD Y IL—TIZEDNTRYL—ETAINRI T T 128, RIL—D [RIEHk
(Reply=To)] 74— ILFTFPRLRT IL—TH#BET SE. [RIES (Reply-To)] FRLANZEDTRLRY
W—=TIZHBGEEIZDOHRI)—DIIF T NTHhNET , GRIESK (Reply-To)] T4—ILETFRLRY
IW—TE#FERALTEH, AvtE—CRaA7YUTIZIEEELT A,

FLWEBEER T 2E. RD 3 DDTRFLARY IL—TNERINAEShET,

o IHEITAT (T EITATDBEDR)—ICEHEMIZEEMTONET, FMRDOWTIE. TFI4+
JLERYS — ] R— 154 1S BLTLEELY)

o CLRILITEITA4TCLRILDEBEBEBEIVCLARILADEDLOLNAYE—SDRYS—IZEHEIRIIZR
B HoNET, FMIZDOWNTIX, ITFIHILRRY D —] R—D 154 1 %S BLTEELY)

o MYTIR—bF—BELURUE — (=, F—F=IRUE—DET DFHFONF-F AL D SERK 1000 &
DEFA—ILTELANBEIHMICADSNET, FHICDODOTIE [TRAML AT | R—2 13312 S BL T
1=&Ly)

HLWMABZ ST I AEZICRYIITOIDELRHBIEIRID 1 DL, ChoDFRLRAYT V=TI EIT4TH
KU CLRILITEITATDEFA—ITRLAZAAL, BET BRSO —FRETHETT,
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by TIR—bF—BLURVFT—DOTRLRY L—TF, BEEBMICEHTEINES . EELT v B
(T EBOREBEEHMITRIET H/N\— M —BLURVT — (= —EL TR FIFENTF AL D
= F—=BLUAUT —, FHICDNTIE, [TRAMLART | R—=D 13315 B RBL TSN DEAE#HE T
L. NBDEAEMTIR—r—ELUALF—DFTRLRY IL—TFITAALET (HRK 1,000 #4),

HMOTRLRT IL—TFI2OWWTIE REDOEDEFA—ILTRLRAEFALTENLEERTEET . D
BEIE. PRLRAYIIL—TDEEEFEITITON. Azure AD P IL—TERHILTHERTHIENTEET . &
DIHZE . Azure AD T IL—TWNEBINDETRLRT IL—TNEBFHINFET, EFEMICOVTIE,. TPELRY
IW—THERT B ROR—D) 1B KUIT Azure Active Directory D PRL RS IL—T EDRIHL ] R— 194
F=SHRL TS,

KIRBLETRLRAT I —TE#ERTHAUENHY . Azure AD ZF| A TEHULMES L. Cisco TIEHU XYY
fE(CSV)LaA—FDYRLETYITO—FLTTFZRLRY I —T2ERTHIEETEET, EEMICDOLTIE. &
R—MELFICBRBLEbhELEE,

FZRLRY IW—T D His

BN ZARADTELR(F, BRHEZEREET D=0, PRLRYT IL—TROI—F—DOTEEAOEIEL | EF
A—ILTPRLR FIEEANBAEFA—ITRLARLEEEZIEETH=-HDLDTY,

FEAE. RHOITEITATDEREFERALIZE S AYE—IUH, FRL X <yourco_
announce@example.com> MHEESNFLDELET , TTEITA4T FRLR FIL—FTOHISNYRNZZD
BFA—ILTRLAZFBINTEET , 259 B ET. <yourco_announce@example.com> M D ARYPD Ayt —
OB ENTI=EZITIE, COTRLRT IIL—TIZEDWNTT7S—MMIBITINEE A,

BISNIREDTEL R, AvE—C BEAERYTHWNERERE[ELL TR FFSN B LFLL TRL
R N—THRYS—RAD [EH A (From)] LU GRIESE (Reply-To) ] FHIZL > TS RENIIBZBEDH.
FERSNFT,

TRLRG IL—TADO 21— —HJohn Doe <messenger@webex.com> | 1= John Doe
<reply@chatter.salesforce.com> ID K3 IZIE B EMTRAT =740 L=EIZ, FHER—BLENEKSIZ,
messenger@webex.com F7=Id reply@chatter.salesforce.com HE D TR L AFBIMTEET,

EET7RELAD [BIREDLLVE(E TT (Friendly From)] £ H 352D H 5 johndoe@gmail.com 175 E DA
AT7RLREEMTHIELTEET,

—HDEFA—ILY—ERIL, Sieve TRV VT DIFEIZR ST, [+ 7Ly T EERALES . CDES
BTGB BFA—ITRFLRAOA—AILER L. FRLAD+1DEITTUF LIETHRRANFII DT80,
TRLRT IWN—TIBINERTE T DIEICEENFKET HATEEME N HYET , [John Doe
<notifications+2hef98h2uibf8h@yammer.com> |ZHIZR THET . COLHLIBE . FRLAST IL—T DT vF
VO TRMABEU+1ET@ DB DT R TOXFENEFICERINET, LI=AHT,
Iotifications@yammer.com171= T ZFI54 ) ARZEBIML TINEELEL . John Doe DRRBZ E—HLALVEKS
2§ BIEMNTEET,

—EBD Ay E—LI&, Cisco [TE>T—HTET7RLRAT IL—TDRTENSBBMICBRNASNET , 72&%
(. FREEICRTIL., TRERL. TN—hF— 1 F@ETH—ER I ELTRT FFEINTR AU D LEFE SN AY
TV TRLRT LT O—HEERGEINER A,

FELRT IW—T D HI

ZDEILAVTIE. FRLRT I —TER)O—DRED LS ITEET M DNVTEHRALET,
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RE—D [ZH A(From) ] Z(—IR OFRLARTI~F

190

RY— [EH A (From)] 24— ILEDTRLARY IL—F
RS —D [EHA (From)] T4—ILRTTRL RS IL—FTHBBEINTNBEE . FIL—TRO1I—HF—D&E
Mk SEA—INTYIL—TAN—DHEEHBINTEE=OIZFEREINET,

=&z 1E. Genius ZRL R4 JL—FIZ Albert Einstein <aeinstein@genius.com> BNEFENTWLVBELET . CDY )IL—
Z1&. Genius Spoofs ELVIFARILDRY) S —THEASN TULVET, aeinstein@genius.com (XD EAPDE KRR
TRELULATHD=8. [Albert Einstein <aeinstein@genius.com> ML D KD EF A—ILIZZ{EA—ILAIZRRS
N BEGIT I U THEIER) S —E M)A —LEL A, SNIE, Abert Einstein DBERI DB IELEFA—IL D
EEXTTHA=HTT,

LAL. Albert Einstein <genius_spoofer@not—a—genius.com> M DEFA— LRI EESN-DEHERTS
ECEBER T T BEEIE Genius Spoofs IRYL —D Iy F I &) H—LFET,

TIl&. Einstein KAME A D AOL 7KL X (KIQ160@aol.com>) #FE AL THEEICEFA—ILEEETEHLLH D15
Bl ESTIIEEWTLESID, ENHFISNURND BEITY , 1Q160@aol.com Z 41 AMZIEMT B &, [Albert
Einstein <IQ160@aol.com> IS D AN EF A—JILE Genius Spoofs RS —DIYF T ER)H—LFEE A

RYS—D [BFE(To)] F4—ILFDFRLRY IL—TF
RYS—D 5B (To)] Ta—ILRTTZRLRYT IIL—THRSBINTWBIGEE ., ZNIEXEIZRYS—DZEET(IL
BTT RS —IE FEBDOTRLANRTRLARAT IL—TIZHIBEEIZOAFEARAINET,

=&z, Genius PRL RS JL—FIZIFXIRTE.. Albert Einstein <aeinstein@genius.com> & Stephen Hawking
<{shawking@genius.com> MEFENTLVHELET , 2T T, Untrusted messages sent to geniuses ELVSRI S —%1E
FL. Genius PRLRY IL—TZER) S —D [58%k (To)] Ta—ILFICRE T HL. TORYS—I( (SETEHEE
Ziit=L. aeinstein@genius.com FE1=|& shawking@genius.com ZZ{EFELTEL AV E—SDHEIVFUILE
9, [FE5% (To)] T4—ILRTHOTRFL AT IIL—TOERICIE, ISt EBERAShEE A

FRLRT N—TE#ERT S
TRLRT L —TIE. —EI21 DT DBMT HERDEFA—ILTRLATHERTEET , F7z1&. Azure Active
Directory [IEREL TS5 A&, TRL RS IL—TEBETFED Active Directory 7 JL—F THR TEET,
BERDEFA—ITRELANSTRLRAT IL—TEERT S

1. [E# (Manage)] > [FRL XY JL—T (Address Groups)] [CHBBILFE T,

2. [7ELRT IL—TD{ERL (Create Address Group)]1 2 )wHoLET,

8. BEIZEAALES, BRIE. Y L—TIZANDFEDEFA—INTRLRERBLIZLDIZT 2B ENHY
i-g-o

4. 1D EDOFRLRZEEBMLETD,
1. AR (Individual) ] R THHEIRSN TN EERERL TIEELY,

2. [#4 (First Name)]. [% (Last Name)]. XUV B [EFA—IL T KL X (Email Address)] Z A F1L
EX I

3. DEMAAD)]FEIIvILET,

5. BISADEFA—ITRLREZEBMTBIGE L. BEMEEFA—ILTRLRE—EIZ1 DT DAHL. ThTE
NEAALERIZLGEM (A ] ZS)vILET,

6. [YERK (Create)]&HUvILET,
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BRI T EOER

RE—D[585(To) ] Zr—IR OPRLRYIN—T

COFETHERSNETRLRAT LT X FHTEHFIILEAHYET  FHMITOVTIE ITFRLRY
W—TEH/ET D1 ROR—D) 1ZSBLTIZEL,

Azure Active Directory 7 IL—T WS TFRLAS IL—TE2ER TS

1.
2.
3.

8.

(& (Manage)] > [FFL A% J)L—7F (Address Groups) ] IZFEILET,
[FRL ARG IL—T D YERK (Create Address Group)]1 &9y LET,

BHEIEANLET, BHIE. TIL—TIZANDFEDEFA—ITRLRAEZRBLI-2LDIZTHIHEN
HYET,

[Azure AD#ZH (via Azure AD)] B0 & 01w LET,
[Azure AD%' JL—7 (Azure AD group)] 74— ILRED v ILET,

[Active Directory4 JL— (Active Directory group)] Z:2IRLET . B2 DWW AZ ST Active
Directory 7 IL—T DA RIEBFA—ILTELANTRLAT IL—TYRMIBMEShFET,

BINDEFA—ILTRLRZEEMT DG E L. BHNEEFA—ILTRLRE—EIC1 DT DOANL. £
nENEAALIZRICGEM(AD)] ET)yILET,

[YERk (Create) 1 %) wILET,

COHETHERSNIZTRLRT IV —TIE Vo IENTIVS Azure AD T IL—T W EBSNHEBERIICERH
ENFET . FRLRY V=T EDEROTRLRT I —T DV IERIGE | RITTESZDMDEEICDL
T TPRLRTN—TEHRET 51 ROR—) 12 SRL TS,

BFA—ILTFRLRZEFZRLART IL—FI2BMT S

1.
2.
3.

(& (Manage)] > [FFL A4 J)L—T (Address Groups) ] IZFEEILET,
TRLRT LT DEREI)VILET,

[7RLRA®DIENM (Add Addresses)] 93> T, [4 (First name) ], [#4 (Last name)]. BLU [EFA—
JL7RL R (Email address) ] # A HILET,

GEM(AdD) ] EIUvILET,
[fR7F(Save) &V ILEYT,

FRELRT W—THhoBFA—ILTRLRZHIRT S

—_

»

. [BIE (Manage)]> [FRKL R4 JL—7 (Address Groups) ] IZFBEILET .

FRLRT W=D &HEI)vILET,
[7RL ZMD3EN (Add Addresses)] JRART. BFA—ILTRLZDMEI<H2 @ 25090 %T,
[R&7F (Save)1&2)voLZET,
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TRE—0D [FE5(To) ] Zr—IR DFPRLRYIN—T W ELR2ro AR 0

FRLRITN—TE#R/ETS

TRLRTIWL—THERDT7FLATERINTWSIEE . PRLRTIIL—TIVN)OWTNHEEN. fRE. F
1=IZBIBRTEE T, FRL RS IL—TFH Azure Active Directory [Z)) 2 OENTWBIEBEE . TRLRY IL—TTHEH
=3 Active Directory ' IL—T DA EYYBEZ BT ENTEET,

BRADEFA—ILTELATERSNTWSTRLRAYT IIL—TEHET S
1. [ (Manage)]> [FRL X% JL— (Address Groups)] [CHBILET
2. BMEINERNDRETEZEOTVRLAT IL—TDEREI)VILET,
3. WEREFEMAFET . ROBELTERTTEET,
e PRLRYNL—TREEELET,

o [#% (First Name)]. [44 (Last Name)]. B LU EIE [BFA—IL 7KL X (Email Address)] Z A 1
L.GEM(AAD) ] EHUYILTTRLART V=T 2AN—EEBMLET,

© FRLRYRFDERIDHIHD D £5UusL T, FRLRAY L—T DAL N—EBIRLETS
s BMEBBFA—ITRLRZAAL. BM(Ad)]ZEV)vILTHINEEBMLET
.« BISNURFDRBTOEIZHD D oYL THINERIBRLET .

4. [{R¥#F (Save)1&0)vILET,

Azure Active Directory [ICY I SNT=FRL AT WL —T%HRET S

1. [& (Manage)]> [FRL R4 JL—7 (Address Groups)] [CHEILET

2. Azure AD [TV O EN R ETTER DTZRLARAYT IIL—TDE&RTES )V ILET,

3. WELEBEZMAFY . ROBFEEEITTEEY,
o PRLRAYN—TREEELET,

o [Azure AD% JL—7 (Azure AD group)] 74— ILKEZES1)w%4L . Active Directory 7 JL—TZEIRLE
ERS

o BEHASNIZTRLRYTIL—TDIVUO%ERBBRLET
o BMGEBBFA—ITRLRZAAL. BM(AdD)]ZEV)vILTHINEEBMLET
.« BISNURFDRBTOEIZHD D oYL THINERIBRLET .
4. [{R7%F(Save) &) ILET,
Azure Active Directory [T ISNT=FRLRT IL—T DI O%EBRT 5

[EHE (Manage)] > [FFL R4 JL—T (Address Groups)] R— M [E{E T (Source)] BT, PRLRT IL—TH
Azure Active Directory ERIEASN TULND I EXHER TEE T, [Azure ADIZY 7 E # (Linked to Azure AD)] &R
SINFET, TOMDRT—H2RIZIE, HERIZENMFH (Individually Added) ], [FE TAzure ADWNS DY) 2O % fERR
& (Manually Unlinked from Azure AD)]. [E &1 TAzure ADMNS DY 2 7% R R FE A (Automatically unlinked from
Azure AD)] HEDBHYET
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BRI T EOER

RE—D[585(To) ] Zr—IR OPRLRYIN—T

Sourge

Linked 1o Azure AD
Linked 1o Azure AD

Manually unlinked from Azure AD

Individually added

Automaticaly unlinked from Azure AD

Manually unlinked from Azure AD

TFRLRATIW—TDATIIAR— D [3£{E 7T (Source)] 1l

. [PRLRY I —T D #RE (Edit Address Group) ] R—UIZBENIT B, UV IBHDT IL—T DL HI

#HUbLET, ARIZHDLRIDRYI RO TIZ [Azure ADT IL—T D)o %R (Unlink Azure
AD Group) ] NDYUIMRRESNET,

Add Addresses:  Arure AD group: nathan

You cannot sync to AD groups with more than 1000 users.

First MName Last Name Email Address *

Nathan L nl MEeTrCs. oom

Group last updated: 30-Mar-2018 18:03:45 POT O

~Ee e
ws HETTESN NOW

" I ioial atdress
{3 Unlink Azure AD Group )

. [Azure ADZ IL—T D)2 - %R (Unlink Azure AD Group)] ) 9%& DU HILET , CHIZKYFDY

JL— D Azure Active Directory EDBIEAIFIFIESNFE TN, IBRED T IL—T AU N—9F (TS
NET . COBAT,. FHTYIL—T2ERBTEEIN. TERNBFXEIORPATFTLEEETINEE
Ao

3. [R#EF (Save) 120y ILET,

FRLRT IWL—T%HIKT 3

RYS—THERASNTWATRLAY IL—TILEIBRTEE R A
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2xJTENIFRLA

194

BER IR

1. [BI8 (Manage)] > [ZKL RS JL—F (Address Groups)] IZRBEILET .

2. FRLRYL—TDEFEIIVILET,
3. R—TU DT ERT [[address group name] D HllBR (Delete [address group namel) 1) 9%&9)vILET,
4. [OKIZ&EDYILET,

Azure Active Directory D 7FL RS JL—F LD RIH#A

Office 365 ZALTWAIBE . BEL I VI THHMO T KL RS JL—TF% Azure Active Directory ' )L—F&
BT BHILICKY, FPRLRYT L —TR—RDR) L —2 FYNENICERBTEET . mELRTvI VT BRI,
Azure AD T\ —T DAV N—ERSN =B EL TV VT THHOTRLR T IL—TIZBBMIZTILS B8,
FETEHIIDLEEHYFEE A,

ERTES Azure AD J IL—TIZIEL O DIEEMNHYET,
e Office 365
o EE|IAF
o A—ILAEDEFI)TA
s X274

Cisco BB T VI HEIE. ST RXTOIEED Azure AD J IL—T2REATEE T, =L, RAMENT=
Azure AD JIL—T LD REAIFREYR—FSNTOER AL

RS —TTPRLAT I —TEFERTEZAERICDODVLTIE TR — | R—T 153 1 2B BL TS,
Azure AD & IL—F D RIITS—0EH
REALFE=T7RLARAT I —TEHREL-%. EHMNGRECITOIS—IZDODWTOYVRATLEMIZYH ATV T TS
ZEEBEOHLET,
1. [&¥ (Manage)]> [R1)<— (Policies)] [ZFEEILFE T,

2. [ RTLiE% (System Notifications)] #7%& 9w oLET .

3. [[RUL—(Policies)] €9 avEFTTIZRYA—)LL. NBUADTRLRY IL—TEDRIHIZx T BAzure
AD[EIHA TS5 — (Azure AD sync fails to sync an Address Group)] FT v IRV IREAIZLET .

4. [R7F(Save) 120y ILFEY,
FHHICOWTIE, TT@ER ] R—2 152 2B B TZSLY,

AExyTENI=PFLR

BELRI4v VT THEHMN, & M. EEIEEFA—IILTRLANRRZEL TSIV EEE Azure Active
Directory PRLRY IL—TEREATHE. TNODIURIETRLRYT IL—TIZEEFNFEA. KRDYIZ. BER
T4 T BEEIE [REyTENT-T KL X (Skipped Addresses)] 223V EF7RLARY IL—FIZEML., b
DIVR)EZDEYIIVIZYARNET,
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BRI T EOER

Group Name: | :Executives

Use this group to affect message scoring

Add Addresses:  azure AD group:

fou cannot sync to AD groups with more than 1000 users.

First Name Last Name Email Address *
|1 pi_Cpisieb JE_ gl (R
iy e e i i
o SUES B o - ! 2om.co
[ : il Tomin iy — S50 a.com.br

Group last updated: 16-May-2019 15:39:16 EDT @

mx ;
157 total addresses

FRLRIN—TORIAERETS

L

> Refresh now €5 Unlink Azure AD Group

Skipped Addresses

Addresses are skipped if they do not provide a first name and last name. (For

example, external addresses.)

TFRLRT IL—TAHAD [RF¥vTEN =7 KL X (Skipped Addresses)] o3>,

TRLRI VT ORERRET S

FRELRY I —T DEIHAZERTE T HIZIE. &RHIZ. Azure Active Directory ERIEA T 5 & 512 Cisco #&ERT 5
WELRHYET,

1.

o~ 0N

[Z I (Manage)] > [#8# (Organizations) ] [ZF8ILET ,
R EVIVILET,
[Microsoft API#ER (Microsoft API Permissions)] 2 7% #IRLET .

[ZRL R JL—F (Address Groups)] DIEIZH S [E% (Enable) ] REZE DI LET,
Azure AD 2325 L MERRE (T ET 5O DEA 7O NRRTREINET, BUILEBIERZIE D7 HY

vheLTOTALET,

Microsoft DR—UMRREINFET , ABZM 5T 5-OICEAT STV NERIRT HE. EDTH

IUMIAT AT BESITKROLNET,
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TRLAIN—TORIERE TS

o Microsoft

Pick an account

BER IR

@ mjones@aaintmeatrice.com

mjomes@nomelncs.ong

+ Use anoiher account

7. B4 BE, Agari AD Group Reader 7 S —2av R BT A Tav NRRESNFET, KR

(Accept) 1 Z#9)vILET,

B Microsoft

Mo stlenmetnics o E]

Agari AD Group Reader
Prbman § weleb it BN 0w TR R O
This app wiosia B bo:

< Hioed cireciory dala

" Fote] 9l promaldt

. Maoed il o’ B proilen.

ot G b i il e [

L TR - ﬁl#-'ﬂmﬂw‘ﬂ#im’i
Do) e o Dol (Do o) M 0 W 1

SrpEnnton. irs] Seldgited permiEscril 1o et
OIS T IR -iT L

Yo abesild oy sooep® i you roaf T publinFer
Prdama Craecririns] i o o NG SR SR S BT 0 M
el i TRt

e N

ARBRIZ. BER I« VI BHET7 TV r—avIZREN, ¥ )L—TF & Azure Active Directory ED BN AR

ShFEJ,
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%7ﬁ

=

BELIv U THHOERIZE, BREDOER. BBROTITET DR, HBROEELTvI Y
THEA—Y—DEBGEAHYFT,

EREEEN—LEE-> TV ABAIC0A, AEREOEE. ERTHORT. B&U1—F—DEEEFSS
ENTEET,

TE&IER
B EICE ST BN TORELR T VI VI THHEO BMEMNRFEYET , (BB DR (Edit Organization) ]
R—UTHBZEELET . B OHE (Edit Organization) ] R—UIZIFHREMNNESNE=2TNEETN, K57
[ZIFBET BREDEIL AV EENTVET . CCTIE ROATIVDREEEHLET .
o [ (Administrative)] 27
- B
o A
o LAR—b
e LY —
- EHA
s A—HY—Thovk
- BAGREHER
* [Microsoft API#£R (Microsoft API Permissions)] %47
o [Ayt—Ta i R—A b (Message Components)] #7J
o [#I5+ S22 (Processing Exceptions)] 27
o [BEE (Audit)] 47

MBS EERTEIIH/ET BIZ(E. [EHE (Manage) ] > [#B# (Organizations) ] ICHBIL . MR ZEI)VILE
-3-0

HBEBEEO—ILEZF > TLSIEERICOHA, R EEEETEEFT BREICK>TIE., Cisco EIEEF D A HMEH
TEHELLAILDA—ILABETY  Ea—ICRENRTINGIMEE P, REELEETELHNMGEIEX. hd
FRTHAATHEELAHYET),
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#%E7%AE%A1%E7%90%86%E3%82%BF%E3%83%96
#API%E6%A8%A9%E9%99%90%E3%82%BF%E3%83%96
#%E3%83%A1%E3%83%83%E3%82%BB%E3%83%BC%E3%82%B8%E3%82%B3%E3%83%B3%E3%83%9D%E3%83%BC%E3%83%8D%E3%83%B3%E3%83%88%E3%82%BF%E3%83%96
#%E4%BE%8B%E5%A4%96%E5%87%A6%E7%90%86%E3%82%BF%E3%83%96
#%E7%9B%A3%E6%9F%BB%E3%82%BF%E3%83%96

[%5 2 (Administrative)] 27

B E %A

T
HBOAHE, ik, BEEIEMGERBICEAL TRRTHRENHHZAIC
RRINFT BB ZERTEET,
HEE—BICERTH-0IC. BERESNHBRALOSERINESG—E
[2 2 R1) v 4 (Symbolic Name) ] [[DXFHITT , COHEAFIE. AT LIZE>THERASN, CIIZDARRS

[#8#%4 (Organization Name)]

NEY, CNIEERTEEHA,
[T A4 (Subdomain)] ﬁ"iﬁl:lﬁlﬁ@?’j')'?—:/af/ URL M —%&}, appc.cisco.com DY TRKALUT
C(#ERE B (Greation Date)] RS A eRanRRenET. O 250yr7 o, B
& UTC (IR EHFRE) NIV EBDHLYET,
fHERE
[(EEHEEBYE (Primary CCTHBROA—Y—%RIRT L. SEEZXICEATIARAVEDLEET
Administrative Contact)] RTEFDI—H—H Cisco hORIET A LIZHYET,

#7488 (Parent Organization)] |BIRLI-FHGEEET 5/ S—F—188L |
BBDSROVNTh THEINEEELET,

(484081 7 (Organization . [EFf (Eval)]: BEL T 40 TS EORER T,
Type)] . [$TRH54/X(Subscriber)]: BERT 1w o T D HSE T
LVEATT,
NDRED T TR0 T2 ARG o CEF A BEI LN ERE

(B %hHAR (Expiration) ] = %d.

SIERRE

O EREFLAR—CHEASI .
ABOEMNT 2 LR EMAH O EHT—4E BT HSEERENET,
FHICDOWTIE, TLAR—k ) R—2 168 2SR TS,

[t (Region) ] |Shid. i OREMUEETES 2EOIERALES ., |

ShIE. ARMHEERET SOICEALES BN ERFH DRIREX
DVFTNIZEREESNGNGEE(E, [ZOHMH (Other) ] ZRIRLET

i, HEEREDTOX L ELT, A= LRI R YA XDEHREIZE DT
REMHEFETET H-HICFEARALET,

[EFELRA— LRI ZAE (Exact |[$REBERDEBDA—ILRVIRBEANLET, Thik, kIFEBIRL-E
mailbox count)] FERNOHMETHILENHYET,

re—TRE
DAY E—CHREIZEST BEL TV VT HENRYRAD Avt—U R REFYET,
NOLDERTFEIEL. [ U —E%E (Sensor Settings) ] 23> D [Avt—2 25 TS5y TH— L (Messaging
Platform)] % 5 A\ [Microsoft Office 365%F 1=[&Exchange Online (¥ —F1)2%4") (Microsoft Office 365 or

Exchange Online (journaled))] Z 7= (& [Microsoft Exchange Server (—7F1)>%") (Microsoft Exchange Server
(ournaled))] THABEIZDAERTEET .

T O —F IV EELKRETDLENHYFT,

[Z7& (Industry) ]

[A—=I)LRyD R (Mailboxes) ]
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B®E B
TFa17ILERIEDERTE : Office 3651 R— 54 | ETTF a7 JLERE D ERTE : Microsoft Exchange | R—< 59 | %5
BLTLIESLY,

RYAL A tE—VEFRLET  ROGEFEIRL TS,

o [FH{EAvYtE— (Inbound messages) ] : #fEI X ESIN =AY E—DD
HHEY—IZRYRAFNTEHESNFET,

[Ayt—2 D (Evaluate o [TRTDAYE—D (FFIE. NER. F{E) (All messages (Inbound.
Messages)] Internal, Outbound)) ]: #E# [TEE SNz AVt —D MR DEES
nNizAyvt—o A TEEIN I AYE—DDTRTHEV Y —
[CERYRAFENTEHESNE T, CNEEIRT HIZIE, Avte—TF
So—F YT L. BFA—IEZITANDR A UERTETHIREN
HYFET,

Ay—TFZITANDRAM U EEELET  [Ayt—2 D FETi (Evaluate
Messages)] T[T RTHAvE— (All messages)] Z:ZIRL IS ST A
<9,

NIE BFA—NAYE—DEZETEIRAMV (B TRAMVEED) DR
MZTBRENRHYET, =LA L. mycompany.com [(ERASTIT M, BEF
A— LY —/3—&L T mail.mycompany.com ZEEHLTWET, s (BEY
BEICKOTIIMDEAM)EED)RMIEDHLIDLENHYET . mEL
4B COURMEFERALT, Ave—C0ARMEEHIERLE
E

COYRMIEMUIZEAS (21X, BEIMICHEREWLS 2T MG IFONET
(FEFTDEWNER) P EZEMICT DRENCREBELSIZT DT (FoNTzF A
A3, ZOYANMIBSMITEMINET  IPZHICLIZETREELD
BT DMFFENTZRAL UL, [ZITANFEHE AL (Accepted Domains)] 1)
AMZBEMIZIETEMEINEE A FERIZDOWTIE, [TRAS AT | R—=D
13315 RLTIZELY,

LiR—rDEE

[Z (T ANFEHR AL (Accepted

Domains) ]

WBA(TZ LI LTFEEIRTEET,

o [{E8TEMU) (Untrusted)]: AyE—2 5 XRROT7(£0.0 ~ 1.0

o [{EETEI B LU (Untrusted and Suspicious)]: Ay t—C RS RR R 71X 0.0 ~ 5.0
FSRRRIAFZH 0.0 ~ 1.0(RT—)LIE 0.0 ~ 10.0) DAV E—JIFEBTELRNERLGINFET,
FSRRRATH 1.0 KYRECSOETDAYE—DETEDHOLWVERGINET,
COERFEIZTTHE LR—MIEBETEGVAYE—CDHEEH DI,
BETEGVAVE—SERDLWAYE—C DB AEEHINEREA(TLICERTEET,
FALVRT =4 G BRT R TORBEZLT DT IAILME EFETE T LU (Untrusted and
Suspicious)] T,

oY —DRE
|[t“/*ﬂ'—§xﬁ (Sensor Settings)] £ avif. fiED I/ O—N\ Lz H—FREEZSBLTLVET . |

BFA—IWAVTSANSVFYITE Y —EBET SHEEERLET . 5
HISONTIE, TV —ADEREDHREI XD 4112 SRL TS,

[Eh/£E—F (Operational Mode) ]

[(Avt—D T TFvRTH— L

. Ayt—T0 TSN IA—LEEELET  REERLET .
(Messaging Platform) ]
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B L

e G Suite (IH Google Apps for Work)

e Microsoft Office 365 F7=1& Exchange Online (U¥—F1)> %)
¢ Microsoft Exchange Server (Zv—7+1)2 %)

o ZTDh

[FTTDFEFvH —4 (Original-To
Header Name) ]

T —NEBEDOEEZITOAERALET  Cisco MOHFFIZHERALGNRY,
ZDFFICLTEEFT .

ZDITL—ILRIEZANT HE AvE—N o B —TREBEINDIRIZ,
[FTTDIEFEYS —(Original-To Header) ] MZDIEICESEDYET ., TD
=8, RI—F BT BB EIC, o —TUREBIN - AvE—DFR SIS
HAITEERT,

[TTDmail-from~NyS —%£
(Original-Mail-from Header
Name)]

T —NEBEDOEEZIZOAERALET  Cisco MOKFIZHERAGUNRY,
ZDFEFEICLTHEEET .

[REEMTA IP (Internal MTA IPs) ]

X TF¥ T BT T4vIERELTVNDTYT AN —LMTAD IP PREL R
Z—ELFT . MKEI. IPFRLADEEEIEET 5= D CIDR RELEZ
[FANFETS,

hlE. PYTAR)—LMTA DBFIZOMAEALET,

[BF RIS F=B53EIP (Allowed
Forwarding IPs) ]

T —MELEAYE—TER(TANSIP PRLRAEZHRELET . cDT4—
IWRIZ1DULEDIP7PRLREANT HERMIEWNIP PRLRAMD B A—
ILDERE SN LIEYET,

NIE—RIZEX )T FEERILTHBEICFERL. BERXEAOEE
[ZLFET
Ff-  SMTP EHRDTAMNILZELET,

YARZIP PRLARZEINT BIZIE. IPF7RL R (IP Address)] 74— JLKIZIP
TRLRZABL. GEM (A1 E Vv ILEST, COUVRLD IP PRLRI(E,
=AY E—DFERET HAEFA—IWNAVTIRNIVFYAD YT —
N—D P FRLADHIHIZLTLEEELY,

A DRE

LE#E M (Enforcement) ] 2 AT 5&. TVRA—HF—DZEARNDIBED IAIILNF [TAVE—UFBE T HK
o —HERTEET . BB (Enforcement) ] & . Gmail, Office 365. &1 Exchange Web Services (EWS) D IR

BTOAMERATEES,

[3# A (Enforcement) ]

[A%1(Enable)] [CERET D& RUL—REICEDNTAYE—DIZIL—ILE
BATEET,

[& A5~ )L (Enforcement Label
(s)]

[5& FH @ #% & (Enforcement Settings)] T. T 7AI)LEDERAIA IS ELEEL
=Y. BMIAINEFERELEYTEIENTEET . D TAHILF L, R
Do—DER/RERNDTRTORY S —DBERT I avIcRTEN. BEF
A= WISAT UM TCIVRA—Y —(THLTRIREINDTAHIL T E=IESNIL
DEBELRYVETS,

nnnnnnn

RYS—ANDBRT I av

Cisco Advanced Phishing Protection 2—H—54F




L
A—Y—TFHhIUIRE

[ LY A7 (Single Sign-
on)]

A—HY—NEELIT VIR T IR T HIGEICI—F—R T
BRRT—REANTEIRENHEINESIN O, A —F—HEBEDRIE
FERATEINESIHNZERELET FHMICOLTIK. T LY AoF
(SSO) I R—=V 211 B LUITHEBDO LT N YA F o DEMIE) R—D
21215 BLTIZELY,

[EviavWET7 VT4 %5605
77 (Session Inactivity Logoff) ]

A—H—DBERI VL THEITY A AV LIFFICTEDRMERTE
LET. ChEBEHE BEIMITH AT IONET . TI4LMNT 4 BRET
R

[yl arnigxns+o
(Session Absolute Logoff)]

BEOJATDHEERELET . RKMDBIRLTZEL,

o [#B%f (Relative) (T 74ILR) :[yiar N7 IT4T LA 1D
(Session Inactivity Logoff) ] IZER ESN-HIBIRNICEEE Ty 0T
BT oo ar N ThniGneEgEMIicas+oLET,

o [#xf(Absolute)]: BT AV RIZ [y ar T IT4THH05 7
7 (Session Inactivity Logoff)] IZERE SN - HIMNZB T H&. BE
MIZBTATLET, DFY, [yl av kT IT1T G054 D
(Session Inactivity Logoff)] @& 0OvZId,. OS5 A4 BZEASh.
A—HF =TI a3 EToTH)EVrEINFEFA, COREICT S
LAY —NT7HLa ETO>TWARDICAT A T7THAREMELH
UEd,

[XRT—FDEHHAR

(Password expiration) ]

A—H—HRIZHLLWIRT—REEBIRT2FETCOEEERELET . T
A ILRE L (Never)] T,

(AT A EITRBRDRKREHK

(Maximum failed login attempts)]

A—H =0T AVIZKBTESRBERELFT . CORBEHEZIHE.
AYIT7obEN . FLWT ITAR—23 O OEEBTIRENDHYFETS .
0742 DFEATEHBRLAVNES T, [ (Disabled)] ZERLET,

[/XAT—K7R1)<— (Password
Policy)]

O AVBHZ/ISRT—FDANZEHZAIZLTI-15E (JESS0) , /IART—FDE
HEDORNEHBERELET, TIHIMIRDESYTT,

o W/IXFHN0XF

o RKXFDR/I:

o INUFEDER/IN:

o BB (EBFUN) DRI

s BFOm/IE:A

e BANBEDNRT—FOBEFAEKHLTS:0

A—H =T EHISLIzNRT—FEFEOVNT O EEERT T HICE. [HX
41\ (Custom)] Z=:E#RLFE T,

MR EEERE

(AL A A (Ingest) ]

APD T—RNRATZAV THBD Ay — T —2ZBMYRAL - H DikEEE
BRIZLET,

NIE, BELITSTRYRAAE IO —F U TICE>TRGYFET,

[f# 47 (Parsing) ]

MR ERICEMIZERTELTLZEY, [T (Parsing) ] # B A T—4
AIZERTET DHIIZ. APD Web 7T r— 30T, WY T7+—<vhSh =
Ayt —UT—EANMYAFENTNAEFRERLET, ChIZKY, B4
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202

B L

|F—20#BRATIULTETIVITANSIBESIRYET .

[Microsoft API#EPR (Microsoft API Permission)] 47

BRE

EL:
[Microsoft APIHERR (Microsoft API Permission)]

Cisco mER 71y T [HE M id Microsoft API DT —RIZF It AL T, BMYAH ., @A, PRLRT IL—T,
RAENTENSTASEDHEELXFIRTRICIE, ZD-ODHFRAHABETT,

[ERY3A# (Ingest)]

A—H—DA—)LRyY
RIZHEIBFA—IEH:
H.TRTODHY—ERE
RRRLR—bE AR
O

COLT-HERZEAMICT BHL. Cisco RER T v VT (FRIT7ZEHFITHEMT
A—HF—DEFA—IRYIANSBEFA—ILERBL. EFA—ILEAXVYULT,
ECRRABFA—IDRELHFETEET [YiAHA (Ingest) | ZAMZT DL &
ELJ4v 0T HiEZEEERI T 518 M Microsoft R—J 2 EILET,

CNODIERZEMICTHICIE. ROA—IIERLPBLETT,
¢ Mail.Read
¢ Reports.Read.All

o User.Read All

& F (Enforcement)]

A—H—DA—=)LRyY
ATEFA—ILEER.
B, BXUHIRT S

CNEOEBREENT 2L, 1—F—DEFA—LOFEAHEAVE—S DB
ETSTEMTEET,

NLDIERZFNICT BICTIE. ROA—IILIERNPLETT,
¢ Mail.ReadWrite

¢ User.Read All

[FRLRY IL—TRIHA
(Address Group Sync)]

Azure Active Directory [Z

ERLTRYT S

NSDIERZEMNCTEHE, RI—THERTBTZRLRYIL—TEFTIEOERT
=2FEY, T BHORRELDZA—F—DA— LRI RADIGER (VT LIRFE=
XOTIR)EI/ETEET,

COEREZEMIZTBIZIF. ROBEFA-IERVBETT,

¢ Directory.ReadAll

BYiAH/ ERERNITHRTYT
YA EERDHEREREMIZT HIIE. Cisco MELT VIV I M TXRS—EBELLTOT(0TE0

ENHYES,

1. [&H (Manage)] > [#8#% (Organizations)] IZ#&BIL . #lRZE Vv ILET,
2. [Microsoft APIH#ERE (Microsoft API Permission)] A7 & &IRLET,

3. [EY5AH (Ingest)] AT 3> T, [EXN (Disable)] #2)v I LET . [AYIAHDEZNE (Disabling Ingest) ]
Ry T 7w 7T, DISABLE LA AL, [FEER (Confirm)]1 &) v LET , [AYiAH (Ingest)] Fho U b HMHE
BWTKAICEDZLGYES,
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Disabling Ingest b 4

Ifyou would like to disable ingest please type the word DISABLE in the box below
followed by clicking Confirm.

If you do disable your Ingest account you will still need to log into your Azure
account and delete the Agari Ingest Application.

| oisasLe [ confirm

s TORYAHDEMIL

4. [ (Enforcement)] A7 a2 T, [#E%h (Disable)] £49) v o LET , [E A D EML (Disabling
Enforcement)] 7877w T, DISABLE £ A AL . [#E2 (Confirm)]1 2w o LET , [EH
(Enforcement)] 7H U O A TR AIZEMIZHYET,

Disabling Enforcement b 4

If you would like to disable enforcement please type the word DISABLE in the box
below followed by clicking Confirm.

If you de disable your Enforcement account you will still need to log inte your Azure
account and delete the Agari Enforcement Application.

DISABLE Confirm

s coBERDEMNE

Agari Ingest / Enforcement Application & APP M) s AR AT [CL 1= THIBR 9 5I1Z(X. Microsoft
Azure (27 O—/NN)LEBFLELTOT AT ILELRHYET,

B CTEERYVAAEITBERZEDICTBIZE HLORYAA/BRT7OI I EERT HRBEN
HYFET,

[Avt—Ta2R—R 2k (Message Components)] #7

BRE ERBA
[Ayt—2a>R—=Rk (Message Components)]
Cisco MO DI=HIZ, Ayt—CDEDAVR—R UM ETYTO—KRTEHMEEIRLET,
Cisco T RTDAYE—TVaAVR—RUMERAMIITHILEHHOLET,
Iyt—oDEDAVKR—R UMY —IZTyTO—KL TR T 0 EIEELET,
Cisco Tl. FIATRER T R TDAYvE—SaViR—R UM ER T HIEEHELTLE
T o TIAILTIE, TRTOAVKR—RUINBIRENET,
E:i-‘;?_::l/ (BB (Include) ] AT ay (FEAVE — TEEHEHEA RIEL. BLUZEE)#FER
'(;A 7 FTBE Y — AV E— S D AT — A% SLITHHEICH R TEDLSITHY, ZOHE.
essage RAF7IT DREENALLET .

Components)]

[Ayt—2a T YDA (Process message content) ] A7 a3V aERT AL o —

[FAYE—D ORISR/ FT7AILE URIDHFEHEL . ZOaAVR—RUDHEFHTTL
TEENDHELZHRTEET, I I7M4ILTE URL TEAV IV TUOVIEFSHEINT ., &
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BE EL):
774 EURL I SINEETCITIHESINT T, T, AvE—VDFMERTT 5L
ZZ.TRTOURIZRTTAZEL(TFIHIL) . EEDOHAURIOHERTTHIELT

EFY.

[{51 5} A28 (Processing Exceptions)] %7

BE L
(5] 4} A28 (Processing Exceptions)]
B LIBEDHRTEIL. EDAVvE—CDNEBEEMLAVDESEL I v I BHEIZIERT HIL—ILTT,

IS5LEIL—ILOWThDEEET Avt—2F, B —IZ& 5. EBORA7 . RO —IC&KBEE
NThhFEEA,

BELRI4v VT HMEIZE>TREBIN G AYE—JIK, LR—FORRICERICEERBELTERTINE
A,

Office 365 Z& AL TL\5 D &,

Office 365 R/ XLTAIVR) U TENLTEESNI AV E—DIZ[E R/XLRITHEIVET
BRTET, R/RLARATIE. R/SAEHEEL AL (SCL) MBIy TER TLET , R/SL
LA (Office AIAT7H5 121{:'5‘37)%)&~ Office 365 'C*lixiﬁ./.\_tﬁfdtéh\ FIFILFTlIEL—H — DR
365 Spam A=W THNFCRBBSNFTT , (M RANLEBELANIL)

Processing) ] I &> TIX, Office 365 [CRIM A/NLRTATFTEHRELT, Ay tE—F A —HF—DARBKTA
WA ITEIETHEIICLTLSIEELHYET , Office 365 MF TIZR/NLEFHIBRLIzAYE—
CEBER IO THEHTUET 20 (LEE#HEING V0. COREILHEBD
Office 365 LRILIEIZT 2DARETI,

Avt—UIN—IEEELEFT MBERXYTTEAVE—CEBEL T v I R
RTBIL—ILTT, 3L —ILIE, BFA—ILISAT LD A yt— 0 )L—)LERC
FOITHEBELE T L— LA TEERL. TDHATDEXAALET,

Iyt —UIZHBEAVE— DFEYRDESHEAYE —IZHLTIL—ILEFERTEET,
o IP 7RLRAZET-IL CDR

[Office 365&X/%

[Ayb—S2aF7 + MAIL FROM KAAY

DT B IL— o EEE (From:)
JL (Message

Scoring * FE5E: (To)
Exception o {44 : (Subject:)
Rules)] e X-Header

BISIL—ILE BT BIZIE, IL—ILEATERIRL ., BE—D{EF A AL T, [Fl4 %800 (Add
Exception)]1 &2y oL, [fR1F(Save) 19w LET,

{EIZ4—ILRIZIE. 1 DDEDH (X-Header DIHEE . X-Header BiKEA T a2 TX-
Header [B)Z AN TEET, TMIILFA—FKPOERRBITHR—FESNTOER A, BIEET

ETXAN—HDAHTY (F=f=L. [ 4 (Subject)] [(EBIN T, AALI-BEAAvE—SHBD
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EE
RE Bl
EIMTEFNTONE-BLET) . ELSBETNEIMRESNTH G, FlshL—ILEEBN
TEEY,
BIsk L —LEBIRT BIZIE. L—LOI<5HZ @ £0vsL. RHF (Save) 9w ILE
?—0

[B52F (Audit)] 27

HBOITARTOL—HF—ITDVT BED Y AV T ITIETAET —FEENT RTRRENFET . &7
AAVDOFHRBITONTIE, TEEEEREH 1ZSRL TS,

B AT K

BELT v & BERAOTRTOTITIET1EXELL TR T 5-OITHRETHELES
SEREERLET M8 ((THBT7 VT ETADRTI ROR—) 128 R) LBABAOE L —F—(T21—
Y—FIOTAETADRTI R—2 208155 B) DEADTITAETADTRT, FHLWBIZ [Z7VT/4ET+
A5 MEEE (Audit the activity log) ] R—U[CYRRENE T, URRTIK, PAAVEFERALT7IVTET4DA
ATE=RFELTVET,

O DBREBESICERAEDFMICOLTIL, [BEEDOY (Auditlog) ] R—T D EERIZH S [NILT (Help)1 7
A3 (TR ED)vI LTS,

74y 79T1ET1OHTIY

) A=Y —DBEGT VIV THHBREREEGT 12 0T HEHRO
MBS A AU LI CEETLET,
© A=Y —DBEGT VIV THHBREBEEGT 1> 0T HEHRO
ALY AV T IS EETRLET

Qo A—H—PRa1—HF—FhHO b R)o— FETRLRTIL—TEER.
WmE. F-XEIBRLI=CEERLET,
- A—HF—DRAS VTR L TERK. fRE. HIFR. EEZDMDOT I %

EFLICLERLET,
O T EEECHLCER. BE. HIR. FEETOMDT AV E
=

EITLI=CEERLEY,
A—H—PLR— ) I TREERLI-CEERLET,

= A—H—BRATIL—TF T L TR, fRE. HIRR. T-XZF0HhD7
9avEERITLECEETRLET,

000 d—H—h, Cisco H—E R (TOS) IZRAET 5. i T4 LTI 5
BE GBLRILOTITET«EETLI-CEERLET,

Cisco Advanced Phishing Protection 1—#—}1(F 205



206

@7 O T ET1DRT

BELRI1vI T X BBAOTRTOTITET1EXELL TR T 510 ITHRE CHMA BRI
ZERLET .

HBDOTITIETAZRRTDICIT, EHEEED—ILIBETY,
1. [BE ¥ (Manage)]> [#8# (Organizations)] [CFEEILET .
2. HBBDOTIZHS [BEE (Audit) 1Y 0ED)VILET,

SEL Iy VT AN T RTDTITAETAM HFILWEIZYARRSNE T, YRANTIE. 7/ EH
LTT7IOTAETADEATERELTVET . ET7AAVDHRBICDONTIL, ITERIEM] (RIOR—) 1ZSHREL
LISy,

A—HY—=F7hHO Uk

A—H—FHIUITIR. BEL I« VI HA— —DOT A ERET I LA MEEZ EEZLET . 2 ER
Ty VG HEIE. O—ILR—X 79+ X a2 bO—)L (RBAC)ZFEALTULT., BEL I v J ThHfEH#EEIZ
TOtERTBEHOA—)LERZI—HF—IZ1 DULEYBTERIENTEET,

Cisco DHR—MELE(Z(X,. EEL I« VI HE AT ——T7hOU e R, AL, fTRE. T34
BRI B=-0DT7IRIENBHYEE A,

A—H—TFHHMDER
AP T HY AR TE RO A EEEO— LA 1—F—DHTT .

1. [BI (Manage)] > [1—H—(Users)] ICRBEILET,

2. [A—HY—D 1R (Create User) 1 &9y I LET,

3. [K4 (FullName)] £ [EFA—IL(Emai) ] ITENEFNERBETFRLREAALET,
BIGA—ILTRELREANTEDERHYET , COA—IILTFRLANBEHEA—ILAvE—SDEEKICE
UFET BEA =LAV E—VIZIEERLEFRA—Y—(CEAD) IR EEN, —F—IEFDUVY
#9)vOLTEEOHMTHAIUNERIITAVLELAHYET,

Cisco Registration Information inbex x

Cisco Advanced Phishing Protection <nc-reply@appc.cisco.com=
to me [+
Hi
' has created an Advanced Phishing Protection account for you.

To activate your account, please visit:
https:/icisco-demo.appec-stage cisco.com/account/activate?

Should you have any questions or concerns, please contact Ciseo support at: hitps:iwww.cisco.comic/en/us/supportiwebltsd-cisco-worldwide-contacts. html
Account registration must be completed by 2018-07-07. The above link will no longer be valid after this date.

Thank you for using Advanced Phishing Protection.
BEBEFA—ILAvE—2DH T,

4. UGN AT VITMAT, TEVTNFA0F o DRDYIZ, ZOA—F—TH IV RTEHUEY
FREE (SR —FRKXOO—HILED) 2R TEALSIZTABEISERLET GERIZ DL TIE. Ty
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FIWHYA2F2(SS0) | R—D 211 JZBBL TSN, ZOFA T avE&IRLE-B A (X, REER
LET.

o [V INYHAUF UKL T-EZDH (Only when Single Sign—On Fails)]: 24 LY A7
UDHEBELEWNEE X, SO —THIVINNRRAT—RFEANTEDESICLET,

o [HEthE (2T WP A2 A TEREELAELY) (Exclusively (Do Not Authenticate via Single Sign—
onM)]: ZDA—H—T7hoobEa—hILREEICDAFHBRLET, 2FY . A —F—([FEC21—
Y—RZENRT—FOBEAEANTIBLENHY., SSOEZFHATEE A,

5. A—HY—FhHOUMIAM 5T HO0-ILEBIRLET, SERICOLTE, MTa—HF—O—)L ) R—
209 1% S HRLTLEELY,

6. [EFHRA—F—%1BF (nvite New User) 1 Z9UvoLET,

AALFA— VT RLRIZEFA—UAREENET  A—LITFA—H—EREAT H=-ODVINEF
N RSN - A —F—E T AV D NRT—FEZRETEET,

RFEIELBEX. BELGI Y VI HHIZT IR T E-ODRIDEBETAI BN TILELD
YETBE. ZRODTAVUMIT, O 1—F—T7 AV BMTERTES LS, ABEEED—
WEeBO-ERDEBEEO—LNEYVHETONET,

A—H—TFhoUrDRE
1. [BEH (Admin)] > [1—HY— (Users)] ICBBEILET .
2. A—H—OZFEIIVILET,

3. A—Y—EHRERECHBLEEEMAET, HBMICOVTIE, [T1—F—FhIURRE ] RO
R—2) EBRLTU,

4. [E# (Update) 1 &) vILET,

A—H—T7hH U rDHIER

1. [EEE (Admin)]> [1—4H—(Users) ] ITBEILET .

A—H—DAFEI)VILET,

ATD [[1—F—RI1E5Z2(ZHIBE... (Delete [username] entirely from..) 1 U2 9%921)yHoLET,
[OKIZ&V)yILET

> oL~

BELEI4vITBHHADY A4

BELGITIV TR A AT BRI BEDTAI UM EBL TR ENHYFET (MT1—H—
THIVEDER] (BIDR—D) 1ZBRL TS, Ff= VTIVALBEFA—ILDI %Dy ILT,
BEFA—ITRLRAZHERELTEDENHBYET .

1. HIR—rENTULNBTSHH T, URL https://appc.cisco.com MomEL T4y VI HHEIZT AL
9,

2. BRODEFA—ILTRLAZANLET,
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3. ATLaveL T MBAL VT I AUA U (SSO)EZFMILTWVAEWNES(E, /SRT—FEANLET,
4. [R~(Next)1 &)V ILFET,

A—Y—=TFHOTAET1DRTR

BELI4vUTHHE K. T RTOL—F —FIOT4ET4ZXEI L TR T 5= IHBB CHMLE RN
#ERLET . A—F—TFITAETAZRFTTBIZE EEI—F—O—ILAKRETT,

1. [BEE (Admin)]> [2—Y— (Users)] IZBBBILET,
2. A—H—ZDTIZHA [BEE (Audit) ]V 9EI )V ILET,

BELGIV T HHEBRAOT R TOLI—F—TFIT/ETA4H HLWIRIZURMENES , YURMTIK, 74
AVEFERALTTITAETADIATERELTVET  F7 AV OHBAISONTIE, MTEEEFEH | X— 205
SRR TS0,

Ff-. [CSVEA > O—K (Download CSV)]1 #501wHIL T, A—HF—DT7ITAETANT R TEETFSN-HhUTEX
PUEDTIF AN I7AILES D O—RTH5IEETEET,

JO—N\WiEaA—F—Fh oo RTEDHER

JO—NIEA—HF—TFTHIOURREIZF. A—F—DAIF U AEK. QT FTT B844I IRRT—KRY
—HERBYET,

User Account Settings

Single Sign-On: | Epaple

If Single Sign-On is enabled for the in an organization, some of the following settings may be overridden by the Identity Provider used for authentication.
Refer tothe do umelt n for the m ttyF n r for specific settings regar d g failed login attempts and password policy.

Session Inactivity Logof: | 12 Hours &
Session Absolute Logoff:  Relative )
Password expiration: | Never

Maximum failed login
attempts:

Password policy:  Default
Ingest: Enabled

Parsing:  Invalid

[A—H—TF7Hh I FE&ETE (User Account Settings)] 923>
1. [BEH¥ (Manage)] > [#8# (Organizations)] ICFEBILE T,
2. fAmaEI)VILET,

3. A—HY—TFHIUEREICHELEFTEMAET, SFMICOLTIE, MARHREI R—2 19710 1—
H—FHOUMERE I aVESBLTIESLY,

4. [fR%FE(Save)1=01)vIL%ET,

A—H—TFHIUMRTE

COREYH TR BELG I« VI HEHA—Y—T7HOU D HRFEIZTDOWLWTEHBALET,
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wE a5

a—H—iFR

BE By
A—H—HAO5AUL TR EZIZER—CDERICRRSNEZ1I—F—DTILR—L
EXBTR (A—H—DUARMIRREINDELDEEL), TIVTAETADEERJIZERTSNFE
T
A—H—DEFA—IL PRLR, A—HF—DOG (Y L ToIvILE, LIR—rB LD
EA—)L TS5—hDBRETRLRIZERINE T, COBFA—IL PRLRIZ. W7 HTAR—

2y b= R RAEIN=HBEEFA—ILIZERAINSZEISTEL TS,
BRI IS AF 2 (SSO)EERLTLSIBE. CDA T avIic&oT, EhoS
YL (A—H—R E/NNRT—R) A Tav (T E2MNEIZTEIMNREYET . 2O
ATLa ERIRLAGLE, BIZSSO iMERSNET, Tz, YA A UBIZSSO T
ANAF—DMETELRWMGE (X, 7TV —2avIZ7 O R TEEF A ZOF T3
VEBIRTBE.ESITRD 2 DDA T avNRTENET,

o [SSOALBLLT=EZDH (Only when SSO fails)]: SSO FONA A —MF| F TS
WMEE. 32— HF—I3/RT—KITA—ILRIZA AT BEIIKOOLNET,

o [HEthBY (SSOTEREELZAELY) (Exclusively (do not authenticate with SSO))]: 1—
P—IE BIZ/ISRT—FDANZROLNFET (SSO [FFERASNFEEA)

thUH )RS

Ff-. A—HF =21 22U EOB—ILAEYLETOENET . BELR T4V VI A—F—0— )LD
DULWTIE, Ma—5—0—)L] FIESBLTEEL,

a—H—o—)L
COFEYITIE. BER IV ITHHTCA—YY—TFHOUEE|YYHTEHRIENTESLI—F—O—/LIZD
WTEBLEY . BEL Iy VP THEOO— LK. RD 2 DOATI)IZHEINET,
e A—H—0O—)L, ZARYERADO—/ILT, A —HF—([XEEL T v VT HEHDEEDHEED A%
RRTEFET, KFERESNABICRUD ] (ERL. 5 A EY ., BH. HIFR) NSEFALDIRIDERH T,
s EEADN—I, A—Y—[X BELGI v I HHOIEIELREEICEREMZA S ENTEET,
TCRUDJDIC]. TUL, TDIDEHTT,

O—JLiE, T4 TIEHEBRERIZHE>TWET, D2FY. A—F—F7HOUMNMIO—ILZE|YH TS L, EIR
LI=A—IILDTTIUZH DT ARTOA—IILEBEMICEIY B TONET  GBIRLI-A—IILOTIZHSHA—ILIL,
FETEY YL TERRTEET,

ROKIZ, FEATFTREGO—ILERRBIRISTRLET .

o—JL BeEA
HHEEOA—)L
EREEEX, TI4ILNTIE, R THERIFICA TITHEL>TULVELRY ., A RYERILI—
Y— BEEI—Y— LA —EEBEDIT R TOERERFLTVET, I5IC, RS
HIFHBBOHRE. RV —  BEUTRLRYTI—TIEEEMZ D ENTEET,
o [E (Manage)]> [#H# (Organization)] THBD R EEZRTH IURET 5.
o [&IE (Manage)]> [RY)— (Policies)] TR —EBRTEEZ R E. BLURET S,

o [AyE—UMIRFE (Search Messages)] THUT I URRYL—ZERT D (BEEDHREIZE
BAIgELESs) .

o
EEE
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ao—JL EnEA

o [E (Manage)]> [E{EF& (Senders)] TIEIEFLIP DERT. KA BE. FIETIZET
HREFETT 5,

o [E¥ (Manage)]> [t —(Sensors)] TARN)IERRL. REEZEHT 5.

o &I (Manage)]> [FKL R 4 )L—F (Address Groups)] TPRL R T IL—TERE. ERBL.
BrURET S,

A—H—EEEE, TIAIITIE BT HERIFICA TITHESTULELRY . RARVER
:L\_ A—H—¢EREI—HF—DTRTOERZREFLTNET, SHIC BEEA—H—(IROIENT
kbl £ 52
o [&IE (Manage)]> [1—H —(Users)] TA—H—ZERBLUHRET 5,

a1—H—D1RE
BE BEEI—Y—IL, TIAILLTIE, HRYERERIIFICATITHELOTULELRY ., SARYE
a— FﬁJ-—"f—a)T&TUD*EBEé—{%H’LTL\QETo él:_)':s %El_ﬁ_[i;ﬂo):thﬁ—c\%i?o
ki o [%E (Manage)]> [1—H—(Users)] TL—HF—DEBOTERRHLUBRET B,
FARYERL—Y—(E. BEL I v VTN TT —242RRBBIVRTTHIEETEE
TR WVTHDERMCELERF-(XRETHEEITEEE A,

o IRTOR—=IJIZENT, [HH(Analyze) ] AZa—D T TCT—22RTHLUBRETS
([BEZ (Overview) ], [Ayt— (Messages) ], [F A1~ (Domains)]. [IP 7FL X (IP
Addresses)]. BEU [AytE—L DHEFR (Search Messages)]) o

o [&EHE (Manage)]> [[R!) > —(Policies) ] R—U TR —REFRTT B, FHILLVKRY L —
DERK. Ao TIRUR R —DER., F=ER) O —DEBIIETTEEFEA,

el
Y& o [&EH (Manage)]> [L7R—I (Reports)] TLR—FERTT S,
4= o[BI (Manage)]> 5% (Senders)] TRIEBEERTT % RIEBFILIP O KR
- (Approve)]. [#EZ (Deny)]. E=I% [FTIZE T (Undo)] (FEITTEEH Ao
o [ (Manage)]> [tz —(Sensors)] TAR) YV ERTEERTT %, LU —DHRTETE
FFELIFTEEE Ao

o [&EHE (Manage)] > [1—H—(Users)] THHEDA—H—REERRL.APIILTUI¥IL
EEDNET D, BEDA—HF—O—)LEEETH LI TEEE A

o [&IH (Manage)]> [FKL R 4 )L—T (Address Groups)] TFRLA T I —TEHEERTT
B TRLR T IWN—THERFE-IIRETHILIETEEE A,

aO—JLaHl

A—RT—RIZESTIE. O—ILEHRET B EITHBYFET, COREYITIX., TDHREHZDHERLET,
BFA—INIZEBLIR— TS ZITMAIENTEDRAMYERAL—F—%FERLET,

A—Y—DOFRARYERO—NEFVIZTHE LR—IREBEO—ILET IHINTEUITRBYET . BEFA—IL
[C&BHLR—bETS—FERITRECLLTELRAMYFEAL—Y —ZERT DITIE, BICThoD T4V M E
RFANET  LR—IREEO—ILEADICT HE. RARHERAL—Y (L LIR—FERIET ST

AR —F—DOURMIRRENT . PS5 MIBHTEDZI—F—DYRMIARTINER A,

HABYERT IV EREEZRL. MORARYERL—F —Z R TES L —EEEEERLET,
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§:] SSO TOHRJT1>

1—H—EBELX FOL—H—DRLEMTI/ERO—ILELTHUIZLES . COA—HF—EBE (L. 5=H
RYBER7IVEAUTOT I EREEF DOA——DHEERLTEEBTESLSICT 0. A—F—EE
FEO—ILDOETIZHS [1—F—DEE (Manage Users) ] FTy IRy I X T[T RTDHER (All privileges) ]
AT avEATICLET , TDRIC. [RABYEMH (Read Only) ] T3 & [LAR—F2{E%E (Report
Recipient) ] A7 av& A UICLET , COA—Y—IX ZiARYBRUT OEREF O DI—F—%/ERLT
BT BHIENTEET,

tDIL—HF—ZERTEHELINTESL—F—EEEEZERLET,

D I—H —Z e F - [FIRET AL TEENET 51— —EBEEFRLES . COO—ILIE, ®HE
EEALTT—4ERTLEY, LR—MOT7S—FERITROYT 5 EETEEE AL

HLWVIA—H—EERLE-RIZERLEA—Y—Ic L Ta—F—EEBEn—)LEA LT, 2—H—
HEDTTHEEMNIZAVIZHES TWATRTOO—)LEAIIZLET . Aa—F—EEHEO— LD TIZHD
[A—H—DEE (Manage Users) | RV R THREZZEELLZWVRY ., ERLEzA——BEBEX. [TTD
ERIZEH 201 —F—% kR TEET,

COFLNW A —EBEINEBEEREEL L —EEEEZRTRTOA—ILEERTESLSIZT SIS
[£. [x] Z:8IRL T [T X TDHERR (Al Privileges) ] #HIBRLET . TDEIZ. [A—ILZA T D1ER (Select Role
Types)] ANZEFALT, S EEL I —F—SEEFREBEO—-ILELFVIZLET,

T IV AL2A (SSO)

BERI v T THE (FBRTE. SAML 20 AR ILEN LT BROI—F —%B T 5D UL
YAUA ([SSO)) AN X LEFMIL T HHEENEHAFENTNET,

UGN AT UEERLT. ROZEEFRITTEET,

o (U9 )y 105 AV DIKBEERT S, BEOCEOT AV TATUTATA(ThOVN 2B ELR
249V TREHDA—H —RIZINAURTEE T, TNIZEH>T BRDEEL Ty VT BREHD /R
AT—REIBELLGYET,

o A—YH—TF7HOERE—THIZIYET, KEEINEBL-BEIE. BEL I« VI HEADT €
AREEELR I T BN TRERIZTIXAL SSO Fa/NNA 4 —NTHIBRTEET,

o AT arDEhUF)EAFRETE BEDI—HF—(FLZ X FEEHID TOnN/4F— R
TA'ClﬁIJﬁiT‘I)’& EEL Iy U THHICBEESATWAAS /U EHAEFERAL T, Hithrdic
I CEFT (MBI TN AT ANZXLEINAINR) . E1=.SSOPATUTATA4 H—

EXADNKBLIZIGETEH. BELRI IV ITHHOARESNTNSILTUOOYIILEFERALT 4
EDI1— H— %nbnﬁj_éutb\—cgi—d_o

Sso THRAST 1Y

SSO MNEMHEL—F—nOS 1> FOtX (%, SSO DEEAKICL->TERYET,

o IDFONAEF—DFIBLI=SSO DBE. A —F—(FILTrivILEAALIY. . QT4 R—DIC
BHLEYTADEEHYEREA.ID TONAEF—(X BB TAToT4T4 F—ERX TONAE —
EBELCTESGERBL. 0T 1ULFET,

o H—EXTONAH—HEHIELT- SSO DIFE . A—H—I% https://appc.cisco.com TEEL IV
DUBRERT A R—=DICHEIL. BFA—ITRELREZEAALET , CHUFVBIEEICLAZLR
Y. BER I vV BRERT A R—I(Z[18RT—K (Password)] 74— LR IER RSN EE A (b
BRBE. AU AURIICE>T, A—F—IZ/\RT—FZNMLTAT AV TEET), ﬁ*)")lHID?o
ANAF—DR—IPNRREINET , I—HF—AEZID TONAF (RSN TR S | 5B
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15 é;t’é*&)bhiﬂ‘(mj’n/\{@—li BHOBEE CRIALIRRTHIEABYFET) . 2 —H—H
ID TENAF—ICRREIENDE, BE, .—J"t;?zu//’] DM ER—DIZUT AL INENET,

BB TN AADEIE

AT BRI, DT WY AUFY TORAE—DERD 2 DDEBREAFTILENHYET
¢ SAML20 TURRAUF(HTTP)URL(ID FTANAZ —L X T LTIE, T5B5E IOTSAML Z{EF | ELFIEN
EXD,
o NTVyYFEAE (X.509)
CDARRYEERTT AT HBEEZEO—ILARETT,
1. [BE¥E#E (Admin)]> [ (Organization)] IZBBEILET .
2. [#B&% 0D 5% #RE (Edit Organization Details)] 21wy oLET,

3. [2—H¥—TFH I METE (User Account Settings)] 953> T [T WAV A U HEBHNIZI S (Enable
Single Sign-On)] ZERLE T,

4, HERAvtE—CT 0K ED)YILET .

5. SSO /INTGA—RF AHLZET,

ST WY AT INSA—E L
RHVSEIRL TS,

¢ urn:oasis:names:tc:SAML:1.1nameid—format:unspecified
(BRI F I+ —< b B Z1ETE (Name * urn:oasis:names:tc:SAML:1.1nameid—
Identifier Format) ] format:emailAddress

¢ urn:oasis:names:tc:SAML:2.0nameid—format:persistent
(TI#4ILR)

[SAML 20TV RRAV R (HTTPYS AL

1) (SAML 2.0 Endpoint (HTTP UGN ATy TanAEF—n5 AFL=SAML2.0 TR

Redirect))] RAVRURLEAALET,
U AUFY TaNAE — 52 TR -EIBAED T+
[2\BAEEBAZE (Public Certificate) ] ALEEREADLET, (QE—LTRRYF TR FZEEET

)

6. [ERFEZET AN (Test Settings)] #7w4 LT, ID TANAE—MBIEHEN =T RHRA2 URL &5FERE
DEFRIELET, BELT vV I, IEEDBFTICH A AREIBAEEIERTID O/ 14—
TUHLET,

FEATAVLTWVEWNMEARIE. ID TANA T —IZ &S BIANBETT,
7. [EREDIRTE (Save Settings)] &2 voLET,
8. WERAvtE—UT.[OKIZVVILETS,
9. [1E#R%E#1 (Update Information)] &) v ILET,
COBRT. ST NS AVFVEIEIGY  ROZEDNTHOAET,

s BEDITARTOA—H—IZBEFA—IAEE, SELT VI TBHMIZT IR T BBIZE T LS A
DAY ID TANAE—DOT A NEREFERT BESITHERENET,
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FI)r—23>0 095309 413 —Jx4R

BELI4VIUITHHE IZIET7 TS —30 TATS305 AU 8—TxA X (APD) DA AENTULNST =0 8
NORREEIL SEL Iy VI BE ADT—2I2TOI S LTTIERTEET,

BERI1vI T HEHAPIDIURRAUETIX, VTUB G THREDENFIRINTLET , COFHIRIK, APIF
FaAAVMIIVRRAV RS EIZRBE SN TLET,

o« BELI«YI U APLIL, RESTful DRAIIZEDNT JSON T—ARIBTHEIATLET,
o US54 T7UME, OAuth20 JOra)LEFERAL T, APIYSYTRMERIILE T,

A—HY—TFHAIUNMNI APIOSATURID E9SAT UM —OL Y THERESNS 1 DD API REEEHRZEIU LT
BIENTEET, SS5LETREIMERTHRTES)Y—RET—AE. THOUNEBEN SEL I v U5 T
A—HF—AA—T1A(RAZFEALTEFDI—F—IZE|Y U TH-HERICEEZEUMITONET,

Agari BIEE R TRF A2k (https://developers.agari.com/agari—platform) [ZI& . [REIIERMNEEN TLNET,
ATYVTNARTYTHAREFa—R)TILDOEADHY . Agari APl 3t FER X THATITELA) T7LURE
HoTLWET,

API —9 Ly kD &R

3 —+—#" Cisco Domain Protection APl ZfEFA TE 2 L3I1ZT BIZIE. FRITZD1—H—D AP(T T r—23
VIATIEIVYT A A—TAR) RELER (API O— I Ly b EFENFE T EERTILENHYET,
A—Y—EBEO—LEH ODI—F—DHH ., AP RILEREERTEET,
. [BH (Manage)]> [1—H—(Users)] IZREEILET
A—H—EEVIVILET,

[API7 42+ RUID (API Access UID)] 433> T, [APIL—4H Ly kD &£ 5 (Generate APl Secret)] #41) w4
LEY,

API L — L yhEREEGFRICOE—LTRELET . APIZT AT 5LE 40, API#EH T Cisco i &% F
ALTWAEZIZ APIFF A AV MR=JI[ZANTEIRELHYET,

w =

>

API R A DR

BER Iy hHE API(77°'J =30 Fa05300 A=A R)RF 1AV NERTT DG E (. BRi
[2A—H—TFHhOUrD AP RIEREERT ILENBHYET , SEMICDOLTIE, ITAPI O —I Ly D ERL
E1ESBLTESL,
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