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A ATDT T AZDY B =T a2 fA LDl LAV FANDLDORET —Z ZF RBLO
A—k METEET,
Context Adaptive Scanning |CASE DO 5#f{LHSFE A2 IR L £77,
Engine (CASE) D521k o Ryt —VDEMT 7 ANMICEENS URL (ST B0
A=V AXT—4 L{EHE CASE T T £7,
o TUNITULAT T 4 VHIGEHEDOKT A% ¥ 128175 URL A
VTV 2 AEHROR FIZEY T 4y TRFOMD
URL RX—Z2ADE O EEEES R EL £ L7,
a7y ANLEFER O RT 7 AVDT 7 AIVEIT 256 LT EREEFN TV DEEA.
LCHlft7 7 A% A W77 ANVERMN 7 7 ANNOT7 7 ANVFTAF Y R & LT
Xx T AHLGEDER = ENELA—NRAT T A TIEERU LB S EE

o[ A>E—T KT vF 7 (Message Tracking) ] ~X—3 & AMP
2 RO TV B ToNE T 7 A NVADRERINET,
<First 225 characters of original

filename+'~too_long name~'+the last ten characters of
original filename>
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BEcs+zzE A

A=Ky 7 AHENEE
HEBE DIRAL

OV Y —ZRUBNIEEOH D A v v —Ix T 5 HIBOBEET
JavERETDHEFDA Yy =TT [HIBRERT AT A
(Deleted Items) ] 72 & DHFED 7 + L Z B HIBESNERFATL I,
IOV —RIT v T TV —=RTHL AvE—VIE ARy
JANDOTXTOT FVE DL REBICHIRSNET,

AsyncOS 13.0 TP API
W= g Y PR—h~D
KR

OV YV —=ZA~DT v 77— 1%, AsyncOS 13.0 1T API /X —
Vg 1.0 TERLI A= a3 20 0H B R—NLFET,

LDAP Ot EDEE

T7TAT Y ATLDAP b — =717 7 A VEAERT DB B
fed Yy N SHDHEMNT LDAP H— S —~ O MR S 1D B
R (FPEANL) Z R ETE D K 912720 £ L 72,60 ~ 86400 O]
DEZ IR F7°,

RONT DD HIETHEERETEET,

e Web f ¥ —7 = A AT [VAT LEH (System
Administration) ] > [LDAP] > [LDAP %—X—7" 17 7 /)L %8B
/N (Add LDAP Server Profile) ] DJEIZEIRL F3, 2 —HF—0 1
N OTLDAP H— S —IZB84 5 5 & (179 % LDAP H—/3—
717 7 A NDOVERKL (Creating LDAP Server Profiles to Store
Information About the LDAP Server) | £ 27 3 &ML TL
720,

e CLI @ ldapconfig 2~ K Zfi [l L £, [CLI Reference
Guide for AsyncOS for Cisco Email Security Appliances]% 28 L
TLEE,

T 7 ANGH DD
a7 4 Fal— g
v 7y ANDu—FRH
DIEHE

WICWeb f VB —T 2 A AT[ary T 4 Falb—var Ty AL
(Configuration File)] > [& — K # & (Load Configuration) ] A7 =
VEBEHLCTZ s ANVGHOa Yy 4 Xab—var 7y AL

PO —RTHLEXOMEOETEZRL £7,

o Ty ANTN—TDFTIZHDET7AN ZAT T . 2T 4
Fal—Tary ZrANIIE> TERIRS N, FOMDT 7 A
b E AT IIRBIIREDO EFITR D £,

e [E— R E (Load Configuration) ] &7 a > &ML CT.HL
W7 7 ANE AT ZBM LT 77 ANE AT DT N—T %
EHELIZDTEERA,

HOEAEAEDOLE

OV —ZLVEIOY Y —RATIX. T T I 47 AL SHA-1 &
Ny a2 TN A LEHEHAL CHSEAITFAEZERL T
F L7,
ZDVY—=A~NDT v T TV —R%. 77747 A% SHA-256
BNy a2 TN Y XLEMEHL THOEAMERAELERL
F9,

A—P—HDORSDEHE

INEVHFIOV Y —ATE, 22— =4 DK S1THKK 16 LFIZ
HIBEENTWELFZ. 2OV U —Z2~DT v 7L — R, 22—
PF—LOESITRKN32 XFETICRY £9°,
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B 5#%chI3%E

TEREAEDOLRE

TOVY—ZRVURNI. T 75 AT > A TLS Bkt 2 HNNZT AT
EAFAECHEFRICHESI N TWET,
ZDOVIYV—RZT v STV —RTDHE. 7747 AXTLS #%
BEADCT D BOEHEZ AR L £ BEFEOTE LA B
Lr—yg v

WROFETHHE N TODIAEAFITH L VIEAFICESBZ 51
\iTO

o A—LEE

e LDAP

o Xy hU—F

e URLZ7 4NV EZ VYT
e SMTP #—t A

JuaAY A~ A7 YT
T T REBARERR TE D
BT

ZOVY—RPRENL. 7 v A% A N A7 VT T 007 B
(XSS)IET 7 + /v h TEDIZ/Z > TWE LT,
ZOVV—=ZA~DT v 77— %X XSS I1ZT 7+ /L~ THZD
2720 iﬁ—o if:\CLI < adminaccessconfig = ¥ N %{fﬁﬁ LT
REEXEETH L TEET,

Attachment File Info = >/
TV T 4 F FETT
Ay =TT 4 HD
A

WDONTNDDEMNIESNT, T 7T A7 2 AT 'Attachment
File Info'! 27V 7 4NV E EFITA =V T 40NV EEREL
F9,

o [7 7 A4 (Filename)] A7 v 3V &EIRL T UEL <72
(Does Not Equal) ].[& & 72\ (Does Not Contain) |, [{X THi 5
720> (Does Not End With) ], £7213 [45F 5 721> (Does Not
Begin) | A7 a v EEIRL . 7 7 ANV EANTTT 5D,

o [Z77ANE AT (Filetype) | 47> a o ZEIRL T [R5 (s
not) | A7 a VEBBRL Fey XX YRARNSLT 7 A
VB AT HERT D,

e [MIME % A 7 (MIME type) ] 47> a > #i®IRL T, [ D
(IsNoO) ] A7+ a v ZEIRL MIME % £ 7% AJ1¥ 5,
TTIAT AT EROWTNNDRMEIIESWTIRMT 7 A
NNRHH Ay E—VIH L TRESNLZT 7 ar2ET7T5 X

2270 F LT,

SSL % ff 1 L 7= LDAP
YP—R—=Ta 77 )LD
Al

ZOVY—=A~DT v T 7 —FR#%ZIZ.LDAP —1—7 117 7 A
MET 74V TSSLEZHHAL ¥ A, 2T, % =7 LDAP 1
N2> TN D AsyncOS N—L a W InNS T T IA TV A% T
TV —RTHERELET,

DMARC £tV KR —F D
BT

CLI T dmarcconfig A</ N %{fﬂ% LT.1H @:é’fﬁkf% 5 DMARC
ERLVR—PFORKHIRERETEDL LI F LT,

1 BIZARK SN2 DMARC £V R— kDO T 7 4L MMET

1000 T, & KfEIZ S T TT,

A=) T —~DEEB L AR 5720 DMARC #£3FL R —F 04
RIL B — 7 DA DBRHNC A 2 — 52 L2 HERL £,
KED DMARC £#H L AR — b &L+ 5 & v — 7 BB H LIS D
B A —IVEME THOTNRBIEN T AT 2 WM N E < 72 5 i REME:
N0 ET,
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BEcs+zzE A

F—ZEEM1E (DLP) T |5 —##Kp5 1 (DLP) TiX, PEGFE. A AFE. HEFEO < LF /N A
PR—bFShDXFTr b T —=r TR T 7ANMICHL TROLF T 3 —F 4
a—TFT 4T DOEE A Nl N IS W s B A A/ I D el
o E RE (B R) (Bigs)
FHEGE (1K) (GB2312)
#[E 75 (KS-C-5601/EUC-KR)

FE (

(

o HAFE(EUC)
7272 L T — 2R IE(DLP) 2 kO X Fxr a—T 4 7 &Y
A—FLEHA,

. Hﬁiﬂ(lso-zozz-m
o §E[EFE (ISO2022-KR)
. qﬂlan(%ﬁﬁw) (HZGB2312)

AFY N=Y 2T L [ ZOV IV —=ZRL VIOV V—=ZATIF, AT A=Y AT v
JTOLEVMEDOEE DF 7 H VDL EVEL LT R=UICESHTHIES
TWEL =,

ZDYVV—RIZT v T —RLEZBIZ AT X—=Y AT E
VIDLEWVMEENRR— T =V THET D EHICT T IAT
AERETEXFEFT AETY X—Y RUSE L ITDF 74D L
EUVMEI 10% IR ESNET,

SSL X TE DT DOV IV —RZT v 7L —RFT5HETLSv1.0 FR & v12 F=
ZEIFCEDCIZT TCEERA L SSLHREXITH) 2 LT 2
NoOFKITTLS vl FREHICHERICTE F9,

RAALF—/DKIM BRGE | 2OV U —AXVFIOY V—ATIX, 777 A7 > AN FIPS E—
DFFKEDER RIZ2 > TW5HHA.2048 8 O DKIM ¥ — DAL T %
fEAYE—VERIETETELE,

IOV —R T w7V —RKLI=%IL. 77 F A7 AN FIPS

FT— R > TWABHAE.1024, 1536, £721% 2048 £ > + O DKIM
X—ZHHLTEEAY =V ERIECTE £,

INAT L —XBHE~D 07 AR AT L —REHBIICERT 247 g URHIBRE N

IR FIOBIRLEZANAT L —X 2 Z 2 CTFHTANTLHILELRHD
iﬁ—o

URL b7 7> ar o | ZDY U —RLEHIURL (XL CEMLT 7> a v 2@HT 5

B EURLIFZZ Y v 7 T&ERLBEY TN URL Dt —3FRT
xFEL 7,

DYV —=A~DT v F 7L —R#%IT, URL 2% L CTEML £/
TERT 7 a v EEHAT S & M —EF 5 URL (31 /3—
I SN Y A N =1]] R g W= e

S

G¥) URLZZ Uy IZTERWVWEDIZ %f—w7747/b
DHENZ x—~ v FREDNEDT /2> TND I L &R
iﬁ‘o
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B HLuWeb Ao B8—T A RELFS—Web A2 8—T = 4 ADHE

A—)LIR U —BRED
Al

DOV —=ANDT v T T V=R T T TAT 2 ANER A
TV REAVE-VDAy TN X =T v T HEE
DERINENZHRETELLICRVE L BUINS. T T IAT
LT RTO A=K o —TEEIBAOR D EW A Y E—
Ny —F v 7 LET NVTIUOA—LRY v—Lbb —&KT
DNy B —=PNIRWGE T T T AT AT _RTO ALK
V—DERNENLY A RNDIRD Ay =T~y X —EHBRL F
T NTNDORA— LR —Lh —HTBEA =Ty X =0
BRWEAIZ. T 7 ANV D A—VRY o —FREMEA SN ET,

HLL\Web 128 —TTARELHL—Web 18—
714 ADHE

Web £ FZ—T = 4R
R ERITER

HL VO Web fZ—T AR

LAY — Web £ & —7 =
£ R

TUT AT NR—Y

TTIAT LRI T AT 5
L[ A—/L 7 o —E (Mail Flow
Summary) | N— Y RERINET,

TTIAT AR AT
HETAL vy al—F
(My Dashboard) ] ~X— 233
RENET,

VA=K Ry Xy r

[LA— b (Reports)] K u v 7%
DT TTITAT VADL R —
FEFRRTEET,

[*E =% — (Monitor) | A= =—
T T I7ATVADLVR—
MERRTEET,

~ALAR—h [L AR — b (Reports)] K 2 v 7% |[¥A LA —h (My Reports) ]
TG [ A LR —F My A= [FE = # (Monitor) | >
Reports) | 1R L £7°, [VAH v aR—F My
Dashboard) | 2 HFE/RTE £,
A— L7 o —HE [A—/v 7 o —H 2 (Mail Flow [3215 A —/ L (Incoming Mail) ]

Summary) ] ~— VX ERFB &
CEEAYE—VICETD ML
VR TIIRY)— T
MERSNET,

WZIT AR L OHE A v
VTS T TRV~
U— T =T LR EENET,

BER~ LY = T L
Nl N

[LA— b (Reports)] K v v 7%
TR a—D [EER~ILY =
7 B4 (Advanced Malware
Protection)] L A" — k _X—Tl,
Kot varwlRTEET,

o [HE%E (Overview) ]

¢« [AMP7 7 AL LV 25—
= (AMP File Reputation) ]

o [7 7 A/V53H7 (File Analysis) ]
o [T ANV LV FBANRT V7
> (File Retrospection) |

o [A—IVRy 7 ADHBNMEE
(Mailbox Auto Remediation) ]

TTIATVAD [ X —

(Monitor) ] A = = —{ZIX. kD

[EE e~y = 7 [

(Advanced Malware Protection) |

LAR—FRX=UNHY 5,

o [REER~ILY =T BHH

(Advanced Malware
Protection) |

e [AMP 7 7 A V534t (AMP
File Analysis) ]

e [AMPH|EDT v 7T —
I (AMP Verdict Updates) ]

o [A—VAKRy 7 ADHBHE
& (Mailbox Auto
Remediation) ]
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HLULWeb /o 8—T A RELTS—Web Ao 4—T 420K E B

Web f V' FZ—T AR
RV E T TESR

HLVWWeb A E—T AR

VAL —Web A5 —T =
A4 R

7&&?V4774w&

/\0_:‘/‘

HLWWeb {2 F—T = AAD
(TONTVA T T 4N HED T
(Outbreak Filtering)] L AR — k
NR—=U T BE 1EMOY AV
AT 7 7 L A 7 (Past Year Virus
Outbreaks) | B L [ 1 D
TANAT T NT AT OB
(Past Year Virus Outbreak
Summary) | IZEH T £H A,

[*E =% (Monitor) | >[7T 7 + 7
L A 27 7 4 /L% (Outbreak
Filters) ] _X—JI2iL. @+
LEMOTANAT T R T L
A 77 (Past Year Virus
Outbreaks) | B L O [\ FE 1 4
MO ANVATO N T LAY
DOWEEL (Past Year Virus
Outbreak Summary) ] 23 F R &
nE9,

AR It (B I L O
Ty K a—H)

HLWWeb {2 H—T = AAT
[P (Quarantine) | > [ A7 A [ Hf
(Spam Quarantine) | > [f& &
(Search)] =27 UV v 7 L T [A/ A
Bt (Spam Quarantine) ] ~2— 312
77 ALET,

HLWWeb f v F—T A AT
DANRALBEER —Z v ~Dx
R a2—HD7 7t AOFEMID
WTIE BT LW Web £ X —7 =
AASNDT 7 EZ(18 2—) %
S TS0,

AN LR [T =2 —
(Monitor) | > [ A 72X A R B
(Spam Quarantine) ] A = = —

MHFRTEET,

R — T ANLZBLD
T NI LA TR

FLWVWWeb A H—TxARAT
[F B (Quarantine) | > [& DL D[R
# (Other Quarantine) | =27 V v 7
LET,
TTIATVALETRY v —
ANABIRT Y N7 LA 7G
Bt A RRTEET,

TTIAT AT [E=

# — (Monitor) ] > [R U ¥ —. U
ANVABLOTY T A7
FEfE (Policy, Virus and Outbreak
Quarantines) ] ZfEH L T. RV
V= UANABIORT T b
T A TR R RN GGRE B
JFOEETEET,

BREEN D A > & —ITxF
THITRTOT /v ar
DIER

Ml CHEB(F21ET 0D

Ay — VBRI HIFR, BIE,
VY —X BEHIRED Ay E—T
TV arEFEITTEET,

PREE CHEED Ay £ —T %
WL T Ay =TT 73
EFEITTHILIETEEE A

W7 7 ANDIRKRE Y

MRt S L7 A v B—T DIRAT

vom— R HIR T ANDE T a—F O LR
1% 25 MB IZHIIIRS LTV ET,
E{ERER e Wik 773 5 SRR gk -3 TR g A RSN (e

TTIAT U ATIN T yx T
(Tracking) ] > [# 5% (Search) ] > [{E
5 S T H i (Rejected
Connection)] # 7% 27 U v 7 L
e
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B HLuWeb Ao B8—T A RELFS—Web A2 8—T = 4 ADHE

Web f v F—T =R FLWVWWeb A& —Tx AR VA —Web A5 —7 =
R—VEFITER A A

Jx Y ZALT Y b TTITAT VAT A E—Y [ AvE—U T vF TR
NI wXRUTHREED (7Y XA D [7 TV F&E (Query
A7 7 b (Query timeout)] 7 « — |Settings)] 7 4 —/L R T, 7 =

JRIIERATE EE A, VDEZALT U NERETE

EJ RN
AN A=Y b Ty AR AyE—V TR T | TTITAT U ADORET — 4
XU T4 7 — % (Message Tracking Data A Z =NV aeRRTHIE

Availability) | XR—UIZT 7 AT | B TX ET,
521 E Web £ H—T = A AD
N=UOHEZHLWET A 2
a7y I LET,

MEF v — b EHEEOR HEFY—M T T IAT A [ AvE—VOHEFv—h &
REDH|IE NOFKT PNtk >ThY Bk OREDHEIT FEHT

H—=INDAREOH DI FS [ EEHA,
FRHEDIEFRNF RS NET,
A=V DR%EDOKREIZE -
T 2y O X TOARER
EDHIT, MU H— D FmkH]
EPRED 7,

Ay —UDFEMICRBT ([T I9AT VAT AvE—Y (A=W T77A40 8
HAY =N T A O T AN ERANLLIT, RARNGIZ AV E=VD[ Ay

JLERAN4L AyvE—=UO [ Ay =V OFM | &— OFEHM (Message
(Message Details) ] =27 3 3 12 |Details)] €7 ¥ a3 VIZE RS
EERENEE A nET,

A=V OFMIIBT [ AvbE—VOREEIN—T 1 [ AvE—VOREET N—
HEEE IS N—T EEH EFIP.SBRS 27 BLIUOKRY |7 #EEH IP.SBRS 227 B
IP.SBRS A7 BIOR | ——OEMII. 777472 | LRI o ——FOFEMIL,

U ——3% ATIH A v B—Y DR AyE—=VD[AyE=TD
(Message Details)] £ 7 3 2 12 |F#ll (Message Details)] &= 27
FRENFET, VaviliERTIENFEEA,

AyvbE—=VOHN(ZEE | AvE—VOFA(EZEELITE [ AyE—U0kn(ZEER

AES=SED) BINETTI7AT L ADRA Y FEEIZ AYyE—Y b T
=V h T XU TRERA—Y R TRERAR-VICIEERE
WIZFRRENET, nEEA,

HLWOWWeb AU A—T A AANDT IR

HLWWeb A A —T 2 A AT FTLOLR—FDE=FY L F RBEE.BLIORAYE—V0
MR AIHE T,
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HLULWeb /o 8—T A RELTS—Web Ao 4—T 420K E B

o TTITAT U ADH LV Web A > ¥ —7 = A AL, AsyncOS API HTTP/HTTPS 7~ — k
(6080/6443) 33 X X trailblazer HTTPS R — |k (4431) 2 L £97,4431 LIS DB A H LR —
kT trailblazer %ﬁ;ﬁ“:'@‘é IZI1%X.CLI T trailblazerconfig enable <port number> I ¥/

FafHL 7,

o FHMETDET AT UF—NI— LT aF = LELEREL C.AR—MIT 7 EATX
HEDITTHH4EE H D £, trailblazer HTTPS R — "7 7 A T 3 —/L TN TV D
T EEMRLET,

e [y b T —2 (Network)]>[IP A > % —7 = A A (IP Interfaces t )] C AsyncOS APLHTTP &
AsyncOS API HTTPS iR — h WA/ > TWAH Z E 2R L £3.F 7 /L kD AsyncOS
API HTTP/HTTPS 78— b | 6080/6443 T,

HLWWeb £ Z—7 = A AWK DONTNIDFHETT 78 ATE 77,

® trailblazerconfig CLI T~ N 753‘%5@1@:7‘& S TWAH %/Er\ﬂi\
https://example.com:<trailblazer-https-port>/ng-login @ URL Z{#HH L £9°,

Z Z T.example.com 37 7T AT L ADKA KL T, <trailblazer-https-port> 57 7 7 A
TV ATHEESI TV trailblazer ® HTTPS AR — K T,

o TITIAT LA T AL L HLLROTLEA—NEXF2 VT 4T T ITAT 0 ARk
L <72 & (Security Management Appliance is getting a new look. Try it!)] Z 27 U » 7 L T ¥t
LWWeb A% —7 A RIBEHL £,

FLWWeb A X —T 2 A RTFH LT T UHD 4 R TRHEET . ZNICT 7 8AT DI
X EFEa S AT OMERNDY T, T T IAT U ANLRERBII T T T 558,77
FTAT LU ADHFH LWOWWeb f L F—T =2 A ALV T —Web A X —T = A ADWFhHa s
TURNTHZLERHD ET,

HTML X—Y DY — ALV AR FEF =2 g L Z Y T ODIC KOT TV EERL
TTTI7AT L ADH LI Web £ 2% —7 = A A (AsyncOS 13.0 LI 12T 7 8 AT HZ L 5B
oL F7,

e Google Chrome (i HT DLZE/N— 3 )

e Mozilla Firefox (T DZE/N— 3 )
PR=FENTVDLT T TFONTIANT. T T IFIAT L ADLH— Web A X —T7 = f A
W7 7 EATEET,

TTI7AT 2 ADH L Web A > % —7 = A A (AsyncOS 13.0 LIRE) TH AR — b T TV 5k

BE1L. 1280 X 800 ~ 1680 X 1050 TI T XTDH T T 7Tkt L Tl IZFz R S5 M4
1440 x 900 T,

~

GE) YRAaTIH IVEWBBETT I I9AT UV ADHFLVOWeb A F—T = 4 A FKnRd
DI EFHELEL T ERA,

TR a2—HFT UTFTONTNNDFET H LD Web £ X —T = f ZADANRLGIEIZT 7 &
ATEFET,
~

() v FRa—P— I . A Z—Tx2AAFR—hF 8283 ZMHALTH LV VWeb A Z—7 =
A ZADANNLREER —Z Nl A T5H5Z LI TEERA,
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® trailblazerconfig CLI 2~ KR NEANIZ/2 - TWAEAIL,
https://example.com:<trailblazer-https-port>/eug-login @ URL %ﬁ"\?)ﬂ L i'fo

Z Z T.example.con |7 7T AT ADKR AL T.<trailblazer-https-port> X7 7 7 A
TV ATRESI TV trailblazer ® HTTPS 48— ~ T,

N
7T TL—FDEE
U U —213.0.2-030- MD (A > T F o ZEA)~DT v F 7L —F (20 <—)
U U —213.0.1-030- MD (A > T F > ZEA) ~DT v 77 L —FK (20 <—)
e JU—213.0.0-392 ~D7 v 77 L —FK -GD(E&MHEAN) (21 <—)
U U —2A13.0.0-375 ~D7 v 77 L —F - LD([REM 7/ A) FH (21 ~<—)
U U —213.0.0-314 ~D7 v 727 L —F -LD(REM/REAN) (22 <—)

1J1)—2X13.02-030- MD( A>T F U REBA)ADTYITITL—F

WDONR—=T g vinh VU —A13.02-030 17 v 77 L —RT52ENRTEET,
o 11-0-3-242
e 11-0-3-251
e 11-1-0-135
e 11.1.1-108
e 11.1.2-023
e 12.0.0-419
e 12.1.0-071
e 12.1.0-087
e 12.1.0-091
e 12.5.1-037
e 12.5.2-011
e 13.0.0-392
e 13.0.0-403
e 13.0.1-030

1) 1)—2X13.0.1-030- MD(A > TF 2V REA)ANDT YT T L—F

WDON—=T armnb VI —21301-030 127 v 77 L —RT5HZENTEET,
e 11-0-3-242
e 11-1-0-135
e 11-1-1-108
e 11-1-2-023
e 12-0-0-419
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12-1-0-071
12-1-0-087
12-5-1-037
12-5-2-011
13-0-0-392
13-0-0-403
13-0-1-018

FyFoL—Fosx A

)1)—ZX13.00-32~DT7 v T L—F -GD(ZEEA)

WDONR—= g0 YY) —Z 1300392127 v F 7L —RTA52ERTEXET,

11.0.3-238
11.0.3-242
11.0.3-251
11.1.0-135
11.1.2-023
11.1.3-009
11.5.0-076
12.0.0-419
12.1.0-071
12.1.0-087
12.1.0-089
12.1.0-091
12.5.0-059
12.5.0-066
12.5.1-031
12.5.1-037
13.0.0-314
13.0.0-375

1) 1)—X13.00-315~DF7v 7L —FK -LD(REMLZEAN) EH

IWKDONR—= g s ) U —RZ13.0.0375 7 v 7 7LV —R$TH5Z ERNTEET,

11.0.0-274
11.1.3-009
12.0.0-419
12.1.0-089
12.1.0-091
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B (L Xr—LBEUTFYTTL—FICET 2 EEEE

e 12.5.0-059
e 12.5.0-066
e 12.5.1-031
e 12.5.1-037
e 13.0.0-314

1)1)—X13.00-314~DT7v 7L —FK -IDEEMLZEA)

WDONR—=T g inh VU —A213.00-314 17 v 77 L —RT52 ERTEET,
e 11.1.3-009
e 12.0.0-419
e 12.1.0-089
e 12.1.0-091
e 12.5.0-059
e 12.5.0-066
e 13.0.0-252
e 13.0.0-285
e 13.0.0-305

. . > g L\ R S, =

AR ELUVT7YTIL—FIZHTHFIEEIR
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EPRDORY =T ANVATU TV A 7HEZAENTT D FIRTRO LY TH,

CiscotXa )T 4arvsYEHT 7SI A7 A% AsyncOS 13.0 127 v 77 L —F L £,
CiscoE A=V ®X 2T 4 7T T AT A% AsyncOS 13.0 IZT7 v 77 L —F L £,

TyT TV —=RBE RV —UANVABIOT U T L A7 OENRIERENE IR Y
Ex AN

T ST L —R L7 AysncOS 13.0 D Cisco ¥ ¥ 2 V5 4 a0 T VEMHT 75 47 AT CLI
a < K updatepvocert & FEITL £97,
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TTIAT VAN T AFBRENIZHY KRR F—KIEIZ SSHDSS ¥ —%fH L TV A4
£, AsyncOS 11.x 5 13.x IZT7 v 77U —R L7tk 7 7 AXBEV/KBRLET AA N —%
WEET HIIZ. T I AT A2 SSHRSA F— 28N+ A 0ERH Y £,

JTAF<Y L THRANF—MIEIZSSHRSA F— %2 L TWAEE. 7 7 A X @EEITRKL

EFHEA,

TIGAENOTRTDOT ST AT ATHHEIN TS SSHDSS F—%HIBR3 2 FIEIZRD &

1’0\@‘6‘3‘0

b.

CLLZfEH L T ZAZNONWTNDLDT 773 AT AT
logconfig 2w K& AL £9,ROHTIX 10gconfig T~ K Zffiff L T SSH DSS &= &

b FE—ZHIBRL TWET,

maill.example.com: logconfig

Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> hostkeyconfig

Currently installed host keys:

1. 10.10.2.21 ssh-dss AAAAB3NzaClkc3MAAACBAKW24h8U6GiAu+5
2. 10.10.2.28 ssh-dss AAAAB3NzaClyc2EAAAADAQABAAABAQC+bgQ
Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.

- PRINT - Display a key.

- HOST - Display system host keys.

- FINGERPRINT - Display system host key fingerprints.
- USER - Display system user keys.

[1> delete

Enter the number of the key you wish to delete.

[1>1

Currently installed host keys:

1. 10.10.2.28 ssh-dss AAAAB3NzaClyc2EAAAADAQABAAABAQC+bgQ
Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.

- PRINT - Display a key.

- HOST - Display system host keys.

- FINGERPRINT - Display system host key fingerprints.
- USER - Display system user keys.

[1>

JIARNICEENHMD TR TDT FITAT LV AIK L TATy Fa~bEMmOiRL £9,

AL ET,
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AFyvF a4 K~ % AsyncOS 11.x 206 13.x ~MEBNZT v 7 7L —R L E£3

AFyFT 5 ROFIFETCWTNPOYL A FES T AZICHRHR L . SSHRSA R A M —%BML £,
a. CLIZMEHIL T ZAZNONWTNILDOT FI3A4T - AuZ A LET,

b. clusterconfig 2~ RZANL E£7,
WD F|TI |& clusterconfig a<w R ff'fﬁﬁi)ﬂbf Hi*ﬂ@?//%ﬁrﬁ F AR %t L .SSH
RSA R A M F—ZBIL TWET,
(Machine maill.example.com) [Disconnected]> clusterconfig
This command is restricted to "cluster" mode. Would you like to switch to "cluster"
mode? [Y] > Y
This machine (mail.example.com) is currently disconnected from the cluster.
Do you want to reconnect to the cluster? [Y] > Y
This machine (mail.example.com) is not able to communicate with the cluster.
Host keys need to be updated
Continue? [Y] > Y
Is this the first machine being connected back into the cluster? [N] > Y
Host keys updated successfully....

Commit sent to 1 of 2 machines. Use the "commitdetail" command for more information.
c. ZIAZRNIZEZENDMDOTRXTOT T ITAT L ACKHLTAT vy T a~baifhikL £7,
AFyTe6 I TAZAONTNIOSY L NIn T AL MDOTXTO~I % s T AZITHERL £7,

DSRBLRILTDAVTICIVR RILFRXYVET LA A—ILBEDT v TS
— kK
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BENBFL 7 TFAZLNJVIIFIEL TN DZ LR LET, 7 T AX L LB - T3
BARIX Ty 7L —FRBICA TV V2 b VFRAX X L A A—)LVDOREEMERT
BERHY £9,

FIPS O #E#LtE:

AsyncOS 13.0 GD (& FIPS 38/ S 41, ¥R @D FIPS 140-2 ;B E DR SLEY 2 — &AL L 7-:
Cisco Common Crypto Modul (FIPS 140-2 FRE % 5 2984)

Async0S DLLRID/N— 3 o ~DIETT

KD AsyncOS /N—2 5 NI T A b A Z—T = A4 ZADfagatk
(http://tools.cisco.com/security/center/content/CiscoSecurity Advisory/cisco-sa-20160922-esa) D 52 %%

2T ET,

e 9.1.2-023
e 9.1.2-028
e 9.1.2-036
e 0.7.2-046
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TLS 1.0 "T® Cisco Email Encryption #—E 2D %R — F X 2020 4F 6 A FCizE\bInE 7,
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(23 X—=V) BB L TLE X,

FIE
EA—N X2 T4 TTITAT A% T v 7 7L —FT BT KROFNEEEITL £7,

TTITAT U ANS XMLRET 7 A VEREL £,

=T VAN Tay 7 U AMMEREEENL CWAGEIX. T T 74T AhbE—T7 U A NT
2y 7 YANT—HRXR—R%E T AKR—FLET,

TRTOY A F—%—FpEIEL £9°,

T— I X a—NEIZRDETHELET,

[ A7 L% P (System Administration)] # 7 T, [ AT AT v 77 L — K (System Upgrade) ]
NR=UEBRL £7,

[(FIH FREZ2 7 > 727" L — K (Available Upgrades) | R ¥ > % 7 U v 7 L ET , RX—U REHF I,
A FIEEZR AsyncOS 7w 77 L —K RN—=Va DU AR RERINET,

[7 > 77 L —FK OBtk (Begin Upgrade) | R ¥ > %27 ) v 735 L . 7T o7 7L —RBEKBEIN
FT RARINDHEMIEZX ET,

T T —RFRRBETLEL 5T YT —F(RebootNow) | RZ %27 Vw7 L TCT T4
T AEBEHL ET,

FTRTOY ZF—2HHAL £7,

ROVEXE
o Ty UL —FR1#%.SSL ORE & MR L MEMT HIELV GULHTTPS, A /37 > K SMTP,
BLOTT AT R SMTP FAPEBRINTWDL Z 2R L £ . AT LEH
(System Administration) ] > [SSL ## /% (SSL Configuration) ] ~<— & 19~ 5 2>, CLI T
sslconfig I < K PEHL FI, ij”ﬁ@zob‘fﬁt\ﬂ-‘—ﬂ“—ﬁ/]’ KRERIZA T A~V T
DT System Administration | DFEZZH L T 7E I,
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o A TUTVxr b IATFAXFUBLOI LA A—NDT a— LR EDETE (30 2X—)
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TLEBEIOL £,

FIPS E—F @ Async0S13.0 TORY O — DA ILNAR . BEIUVT7IO T LA OBEOEFE
BREDEME

FE FIPS E— K OLIFTD /3 — 2 > D AsyncOS 75 AsyncOS 13.0 (27 v 77 L —R L TH . 7T
TIATVAIRI V= TUANABLOT U N T U A7 REOETRIZREZRFEL 7,
Ty TV —R#%FIPS E—REZGTHE ARV —UANZA BLOT Y N T LA 7R
ORISR E NS BRI Y £97, AsyncOS 13.0 LI TIX.FIPS T— R DT 7 I A T v A
132048 8y D CAGEHELAZMHEHL TRV O — U ANVA BIORT U M7 L A 7 nEhR
WEERNNCT DO R — T ANVABIOT Y T L A7 BEOEFRIERE TR
725 TWET, LLATO AsyncOS 73— 3 2(21%. 1024 E v kD CAFEHERH W £,

RV — T ANVABEIOT Y N7 L A7 BREOETREEEBNT HIZIL FIPS E— K D
AsyncOS D LIRTD/3— 2 > )26 FIPS £— K @ AsyncOS 13.0 ~D7 v 77 L — R (24 _—)
AL TIEE N,

AsyncOS BXx~ADT7 Vv TITL—FED Y FAEZLAN)LTODLP BHEDFES

AsyncOS 13x 127 v STV —R LR . T T IFAT LV ANRT FAZE—R|Z/-> TWT,DLP
REINTWAEAE . CLI Z#fH L T clustercheck 2 < K ZFE{T79 5 & DLP X EDARIEEIN
TRINET,

ZORBEEMRT DT, 7 T ALBIKTT T AZRNOMONTNND~ D DLP % E %
AT EOITHEAIL 9, KOBINTRT L D IT, clustercheck 22 K TlHow do you want to
resolve this inconsistency?] W) 7 a7 M &EHEHL £9,

(Cluster)> clustercheck

Checking DLP settings...

Inconsistency found!

DLP settings at Cluster test:

maill.example.com was updated Wed Jan 04 05:52:57 2017 GMT by 'admin' on mail2.example.com
mail2.example.com was updated Wed Jan 04 05:52:57 2017 GMT by 'admin' on mail2.example.com
How do you want to resolve this inconsistency?

1. Force the entire cluster to use the maill.example.com version.

2. Force the entire cluster to use the mail2.example.com version.

3. Ignore.

[3]>
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