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VOWSAEALFR—FNS vE0/NLT 1)y K LR—FADRBIT

()

AIOETHA L 2L NN—=Va v 40LBEOY 7 b =T % A A —/L L TH LARTIZA
VAR —VERDT AL AT EHEE WSA LR — K2 HTE 4, T MAIA B DR
TARAZFEHLTAAT Y v R LAR— MEREZFEMT 5 Z &N TX ET,
WSABEHLER—=F1OHNNAT7 Y v N LiR— MIZBITT 5121, Cisco Technical Assistance Center
(TAC) DY R—F 7 —2AZFWTHHEDT A B ZAZHIBRL, Y —R2 XA T D5%ERR) A%

G ite (ciscocws Y — A & A 773 https://tools.cisco.com/ServiceRequestTool/scm/mgmt/case |7 F
NTOEPHFLOANAAT I R LR—F T4 B R A= LT 0ERH Y £,

NR—=T g9 30WSABEHLR—IF 06 RX—=T g3 40 UEDONAT UV R LR—RNZT v 77
L —RT 5851205 TAC ~DEE N LE T,

HLLINSATY YR LR—F S14EVX

FHlD Advanced Web Security Reporting =—H# & L TNX—V 5 V40 UBEDY 7 T =T & A
AR =V LTIEHRIZWSABIUONAT Y v R Web X217 ¢ LR— R EFAT 258135
AHEA R P I B IR CTHRAASA B DRI T A 7o A &2 T & F3, fHLHM % L kG T 256

A OMIR AL TR —F 2T 25813 A= AT Vv N T4 22 BET 5

WEND D ETHMA A S — /LTI ER ISR S D infodoc Z L T.7 M 2%
ZORLU £,
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https://tools.cisco.com/ServiceRequestTool/scm/mgmt/case

B1E ARAF—LBLUtEYFTYT |

B S e zxB8EUBT

NAT)yF LiR—k 5S4 XDRE

NAT YR VER—h T4 RCETHRMERRAEL LGE1E. v A 2 ZlWE b 5 Hi
IZ.CWS n ZHitHZ A &2 A (L-CWS-LOG-LIC=) ZlEAF A THHZ L . BIRCWS n 7 % 1
VR—=PFTRAIOICRENRERTEIN TWND I L E2MHERL TV,

FHEVER—b T TV r—2 a3y T4 A(SMA-WSPL-LIC=, SMA-WSPL-LOW-LIC=. £ 7-1%
SMA-WSPL-HIGH-LIC= A L 2G5 ICBITSNENICEENTND Y — R X A T3,

wsa_trafmonlogs.wsa_accesslogs.wsa_w3clogs.wsa_syslog.wsa_amplogs, BEL D ciscocus @%‘T

boZ LRl £7,

v A3 ® Advanced Web Security Reporting 7 7' U 77— a » #MHL TN D Y — R & A
T (os RE)VOR T BT HE TAV L AERKTT—BRELET . ZOL D 2T —3. 5
DY —=ABZAT O T EEF T oOT 7TV r—ar A A=V LTEGEICRETDZ
ENBHY ET,

N—=23a a0 UBOT7TYTITU—FICAT 5420 ADEEEIE

JEIET — ZHRE A LB T 25 7o D IIL IR NS KR ED T — Z i L 723l 7 A & 2 A DS R AAK R
P/ W 9, F D%, Advanced Web Security Reporting 7 &2 ANKE 22D £,

1. JBET =2 ORET v 7 m— LR Ok ZRERF O TA 7 v 7 ZARERRS
N7 —28eEELET,

2. BT — 2RI+ T A A ERGL T vy e —RF L ET,

3. AT v I ANERESNDEE Y — A X AT DOFRT — 2Tk L T4/ Advanced Web
Security Reporting 7 A £ A2 WMGB L OT v 7Fr—F L £7,

4. TABSADE AT % N T AT D5 E 721X Advanced Web Security Reporting (228 5
L £,

5. ATV I ARELWS — L E—FINB I EA2ERL 9,

a. [#% 7 (Settings)]> [~ AT A (System)] > [T A > A (Licensing) | IZBEI L T 4T 5T 1
YA AE Y I TIERAERENTET—L A F 7 PR Y 22— A (Pools Indexers Volume
used today) | T &=L £7°,

b. [#E(BdO] 227V v 27325 L MLEISE THREMORERARY 2 — A% HTBLOHENY
BToONIA T IV EERTEET,

c. BEEITORDP>THEITL[F v B/ (Cancel) |.EF L 7235413 3312 (Submit) ] 227 U v
7L/iﬁ‘o

FAERDADAVAM=)L

TA B ARG T HIITECRICRE SN IZFEREZRL TS WL TOFIHIZHE
T, Advanced Web Security Reporting 7 A £ X% A A — )L L £,

Z2F97F1  Advanced Web Security Reporting 77V 7r—> a V& RE (T 77 v 4 KU T
http://<hostname>:8888 EAN) LT\?\7 F /U~ admin =—H% & L’Clﬂ74"/biﬁ‘o

RAFvF 2 [FXAE(Settings)] > [ AT L (System)] > [T A &2 A (Licensing) | IZBHE L 77,
ATFvFT3 [TAEADBM(Add License)] #27 U v 7 L £,
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| £1Z ALRAbP—LEFVEYITZYT

FOERBEULST4vH T4 07 7LD 7+ TEECHER A

AFvF4 XMLI7ALBL AT ANVESRL 4,
27975 [Install(f > A=) %7 Uy 7L FET,

FOCVARBEUV NS 74w =20 7274)LD
DA ILFTEBEDIERK

gy FIAIE KR T
N7 ¢ 27 |/$Input_base/wsa_hostname/trafmonlogs/ $Input_base = /L — h FTP
S T FILE DINA

host_name = WSA 7 /3 A A
T EA /$Input_base/wsa_hostname/accesslogs/ $Input_base = /& B %

host_name = WSA 7 /3 1 A
AMP /$Input_base/wsa_hostname/amplogs/ $Input_base = J&& B/t

host_name = WSA T /3 A A

BET—3DAVKR—rEXVL2TY I RER

XL &HBAEI
e Advanced Web Security Reporting 7 7'V r—>a > O —=Va > 50 ~OT v 77 L —FR
(15 R=) TR ENTEREDH A7 &% T LET,

o T NFIEEEHMELET TV EBEABION I T 4y =X 0T T ANDT FAH
REE DR (1-11 =) 2L TL7E &,

ARFvF1 vl Ty ANDOT 3 VIEEICEER S Ty AV Ear —LET,
AFwF 2 Advanced Web Security Reporting 77"V 7 —3 3 > Cadnin &EL TR AL ET,
RAF9T3 TENAR—FEINTNDH I EZMERL £,

a. [i%JE (Settings)]>[7 —# (Data)] > [>T » 7 A (Indexes) ] &R L £,

b. b~V —{7TETAZr—LL %7,

c. bWV A2 | (Barliestevent)] 38 & N [E#HT D A X | (Latestevent) ] 7 7 AIZiEY) 72 H
MNERENDZ EEWHRLETBRET — DA R—FZ23MT7 A B ATETLEY
X TV MR Yy a—RLET 740y T4V AEA AN — VL T RY
Jay 748 AT RTHIBRL TLE SV,

Evhk Fxzv P AZT—ICED TTV =V ary TRESNIEANIATDT 7 ANCA T
T AMWAERI N WAL inputs.conf 7 7 A VDK ANTTAHX WU cresalt = <sources {T%
BIMLETROTUER) A>T v 7 AERKRICO 7 77 ANVEHIRT 2L T 7Y r—vay
ERETHIT inputs.conf 7 7 ANVDOFREIZHDWTHBAL £9),
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B1E ARAF—LBLUtEYFTYT |

N asnsT—4G208E

ROEX

o WSA BZ DT —H AJJOFKE(1-13 =*—),

ER)ATYOIRERBRICOT J7AVNZHIRTEES3T7T U 7r—
VAVERET D

2Ty FT1

ATy 2

ATvFT3

[ZC & BHIIC

inputs.conf 7 7 A JLIN

<install home>/cisco_wsa_reporting/etc/apps/cisco_wsa_reporting/local/ 5;~4 v 7k U “:Z?
FELARWERIR Ay 74 Fal—vary 77 A0

(<install_home>/Cisco_wsa_reporting/etc/apps/Cisco_wsa_reporting/local/inputs.conf)%f

TERLL £7,

TXAM =T 4 ZEMEHL T,

<install_home>/cisco_wsa_reporting/etc/apps/cisco_wsa_reporting/local/inputs.conf %fﬁﬂ

=F9,
WKOEIIZET A NEBML F9,

[batch:///home/logger/incoming/wsal76.wga/accesslogs/*]
host_segment = 4

disabled = false

sourcetype = wsa_accesslogs

move_policy = sinkhole

I TORMDITIZWSA 0 7 REEENDFIPT 4L 7 F U NATT 2/THIIFRA N4 %
He FTP NAD— T 3THIEZZ D FTP ANEZADCL T 4THTZOATIDY — R %
HBEL £, %% DT (move_policy = sinkhole) X A T v 7 AAEKEDOITTDOT — % DHIR%
B L ET,

inputs.conf 7 7 AV ERIFE L T, [ E (Settings) ] > [ AT A (System) ] > [h— =32 ha—/L
(Server controls) ] {IZF & L [V A& — b (Restart)] & 7 Y » 7 L C Advanced Web Security
Reporting 7 7' U 7 — a A HiEEI L £,

BB T — FEREDERTE

FC&H BRI

o BET—2DALR—FBLOA T v 7 2EH(1-11 RX—)

e BT Ty ANSNDONRZEZHRLEST (T 7 EABLON I 74y E=Z 0l T ALD
7 A VA REGEDVERL (1-11 ~—27))

e Advanced Web Security Reporting 77" J 77— 9 > |Z adnin L TR A2 L ET,
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| £1Z ALRAbP—LEFVEYITZYT

s T—agzone B

WSAOJ DT—R2ANDERTE

>
()

ATFvFT1

AFvT2
&2
ATv7 4

ATyFT 5
2Fv7 6

& |
AFvT8

2AFvF9
2Ty 10
& ||

EEDO WSA DL DT —HANEHRTETHITE KA N LICROFIEZHEDIKL TLIEE W,

Advanced Web Security Reporting 77U 7 —3 3  TCIROFNEEZFEITL £,

o [FX7E (Settings)] > [7 —# (Data)]> [T — ¥ AJJ(Datainputs) ] > [Z 7 AT 4L 27 R
(Files & d1rectorles)] FERL T,

CiscoWSA k 3“\\‘/[/{#0% éﬂf:]\j} %ﬁ"\fﬁf@”: L iﬁ‘o
[FHl(New) %227V v 7 L ET,

[fikfeaY 72 & = % (Continuously Monitor)] 7 U >~ 7 L \WSA B2 DE[FH LR D FIP T 4L 7
FU~DTZ N RAE AL ET,

ZD/NA L WSA O [v 3% E (Log Subscription) ] ~X— Y CfEE L 72 FTP /XA —E$ 2 ML EHR
HYFET,

[R~Next)]227 Vv 7L E7,

[V — A% A7 (Sourcetype)] T [F#) (Manual)] %27 U v 7 L [/ — A% A7 (Sourcetype) ] 7~
JV (wsa accesslogs.wsa_trafmonlogs, ifl Z]: wsa amplogs) %T’E‘Hﬂiﬂbij‘

[77 U= 7% AL (App Context)] A== —7>5 [Advanced Web Security 5.0.0] Z =R L £,

[ #cfE (Constant value) ] & 7 U >~ 7 L [AR A b 7 4 —/L K& (Host field value)] 7 « —/L K (2
WSA DRA ML EANTTL £77,

S AT v 7 AL L T[T 7 4V (Default)] 38R L 97,
[I/E‘:L‘_‘(RCViCW)] 7V 7 L THRELMEEHRL £7,
[515 (Submit) ] 27 U v 7 L £,

[F% € (Settings) | > [7 — % (Data) | > [7— # AJj (Data inputs) | > [7 7 A /L &£ T 4 L 2 U (Files
& directories)] CTHILWT —Z AN M) 2fERTH LN TE ET,

WSA Syslog DT —42 AN DERTE

ATvFT1

&
&

ATv7 4
ATvyFT 5

AFvT6
& |

Advanced Web Security Reporting 77 U 77— a U TIROFIEZ FEITL £,

o [%E (Settings)] > [7 —# (Data)] > [T — ¥ A Jj (Data inputs) ] > [TCP] # &I L £7,
FH(New) 1227 U w7 L ET,

TCP) R Z %27V v 7 LT [A—=F Port)] 7 4=/ FiZs514 EAHLEST IRV DT 4 —/LF
FEHOEFIZL £75

W~Next)] =27V v 7L FET,

[F#Eh(Manual) | %27 U v 7 L C [/ — A% A 7 (Sourcetype) | 7 4 —/V NIl wsa_syslog & ATTL
*7,

[77 U= 7% A (App Context)] T [Advanced Web Security 5.0.0] Z &R L 7,

[(RA R Host)] EZ > a D [HEMethod)] 7 4 —V K T[HAHX L (Custom)] 227 Vw7 L[
AR A N7 4 —/V K E (Host field value) ] {Z WSA DR A M &2 AHL £,

[
[
/
[
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B1E ARAF—LBLUtEYFTYT |

N asnsT—4G208E

& ] %%4/7/7X&Lfr77¢wh®dww EIRL F9,
2Fy7T9 [LEa2—Review) | 227 Vv 7 L THRELZEZHERL £,
ATFvT 10 [EfE (Subrmt)] 7 Uy LET,
[

ATy 7T 1 [%E (Settings) ] > [T — % AJJ (Data inputs) | > [TCP] (ZBEI L THLWAT =2 U ZHERL
j—

~

GE) BET TS IATUAREEMHL T &7 77 47 A0 Advanced Web Security Reporting 7 7
) /7 val Tz ZFLE@%EJIIE%@ ) J@?Z\%ﬁﬁ% ] i'jA flfib\inputs.conf 7 T/fll/%r(fﬁi
LCHEBDOT 7 IA TV ARRETH L TEET,

WebtEXal)T 4 F7TSAFTURNODOSEREDHEIL

(XL & BHIIC

o TS Ty AN~DRAZERLET (T 7 BABLO NI 74y F=Z 0l 774D
7 HIVE R DOVER (1-11 =),

o HRFEDMEEAZREL £7,60 SHEANLUTIIIRETE A,
-wwﬁ%;)7477747/z@ww4/&—7z4x%%%i?0

AFYvT1 WebtX=2UT 4 TTT7AT L ADWeb £ H—7 = A AT [V AT LEHL(System
Administration)] > [v 7 #%7E (Log Subscription) ] (2B E L £,

AFvF 2 [vZEE%IBIM(AdD Log Subscription)] 2 7 U v 7T 20 BEFOY T A7 V7 a v D4H]
%7 ) v 7 L THmEL 7,

AF9F3 TRV T arEFHELET(ZOFTIE.T7EAAMP =Yy BEXONT 7 407
E=X vl ERNET),

®/E Ay 247 E
n 2 4% A7 (Log Type) T A accesslogs
N5 7 4w 7 ®£=% |trafmonlogs
AMP=> amp_logs
7' 4 (Log Name) WP B F 4L s kY DAL
(AsyncOS D VU J — & |Z WP 500 MB DL FZ2#EREL £7,

Lo THERY )

77 ANY A XFa—)v
Z—/3— (Rollover by File
Size)

BRK77A4NV I AX

(Maximum File Size)
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| £1Z ALRAbP—LEFVEYITZYT

s T—agzone B

B®E Ry 247 E
(ZoF 7y arz2FfHT  WwWFnn LIRFE (1h) £ 72132 DL BB 0 A &
& LM E S 7IE AsyncOS o —/L A — S —[EE A HEE L £9, AMP
DY Y —RIZX o THRARY 77 OEIE 1 4y (Im) ZHERE L £9,
£7)
REZNZ L0 o — L — N —
(Rollover by Time)
07 A% A ) (Log Style) |77 &R Squid

AP A= B+ T B

AMPT ¥ YL
77 L~ (Log Level) 77 ML

N7 4y 7 B2 Y RL

AMPx~>

[7 /3w 7 (Debug)] &I L £,

G¥) AMP L R—hDOHEAIT. [ mF LN
v (LogLeve) | & [T /3w 7
(Debug) | ICEFE L7220 & FEH A
FEAELR—FENBRWVDOTHE
BELTLEEN,

EBE) WAL N T 4 —/LF

TITEBEADH

XK (7 =7 L 2T — 3 BEOM
BAE2EML £9),

B 15 J7 1% (Retrieval Method)
VEe—hF H—LED FTP

WAL

[75 A + 4 (Hostname) ]: Advanced Web
Security Reporting " A D IP 7 K L A %
7ZIEE A N4,

[7 4L 27 KV (Directory) ]: Advanced Web
Security Reporting D A > A XV A F 4 L
ZANWEPEA-N

[2—WPZIRRAT —F
(Username/Password) : 77 U r—3 3
W7 7B AT 570D FTP 1 —H 4 &%
AT —R,

(3¥) Advanced Web Security Reporting &
WSA [HOHRER Kb & i
PEIAT 5 E T ZOHEOr

FEHTE EE A,

45 7% (Retrieval Method)
Syslog i%1E (Syslog Push)

EH LM

[7K A + 4 (Hostname) ]: Advanced Web
Security Reporting " A D IP 7 R L A F
TR R N4,

[ 7 b =2V (Protocol) ]: TCP,

[7 7> U 7 « (Facility) ] : [auth] Z & L
£7,

(3¥) Advanced Web Security Reporting &
WSA [HOHRER Kb s & i
PEIAT 5 E T ZOHEOr

FEHTE EEA,
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B1E ARAF—LBLUtEYFTYT |

W cwsoso7v7F—rDRE

~

GE) [v 7% E%BM(Add Log Subscription) ] ™X— b4 T A ~AVTWIZT 7BAT S LT
TOREICHT 2GRN TR I N ET,

CWSAJ D7 YT T—hkDEE

(X C & B
* Advanced Web Security Reporting 77U 77— 3 T adnin &L TRV A LET,

Z2F79v7 1 Advanced Web Security Reporting 7 7'V 7r—3 2  CIROFIRZ FEITL £7°,

o [%7E (Settings)]>[7 —# (Data) ] > [T — # A JJ (Data inputs) ] > [Cisco CWS &2 7' (Cisco CWS
Logs)] &N L £,

AFvF 2 [EHHNew) 1227V v 7L ET,
RFYTFT3 ZOTFT—FZANTONORTWARIEZREL 7.

AFvT 4 CWS LML E 172 client_id.s3_key. 35 L U s3_secret = 5 L £ 7, client_id (£ CWS Tff H
b3y b ID T,

ATFvFT 5 [FEMEE (More settings)] = > 7R v 7 A% A 2L CT,.CWS 07 25T x5 [[HFE
(Interval) ] Z AL THEL £9,7 7 4V k% 3600 T,

AFyT 6 [kK~Next) ] 227U > 7 LET,
RAFyFT1 WIHLEZ LERTHENAETRINET,

GE)  [E%X7E (Settings)] > [T —# (Data)] > [T — # A Jj (Data inputs) | > [Cisco CWS 2~ (Cisco CWS
Logs)] C.HILWTF—X AN N 2ERTLHZENTEET,

BFRAAN—YT HT)—DEY F Ty T(ER)
WROEZMETEMA AL RN—2 T DYy T v 7 FINEZ EITL £,

e Advanced Web Security Reporting 77"V 77— a2 > OEEFNT/ S A K 472 AD/LDAP 7
=TT D,

o MMOEENIAS T = DVR—FEFTT 2,

F8:E1EH
d H&%%/DJ[J@%KF%I/Z]‘\G% kDT 7 & ZADHIR(1-18 ~2—)
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| £1Z ALRAbP—LEFVEYITZYT

BEAALNA—S T 4T —DEy b7y T (EE) B

HEAAIIN— T LR—FDEY STV

2TFvFT1

&
ATy 3

ATv7 4

[ZC & BHIIC
e Linux =2 —¥ :%kDa< F%’{jﬁ\ﬁﬁbf\ldapsearch V=B AL ARN—)LL FT,

sudo yum install openldap-clients

Advanced Web Security Reporting 77 U 7r—3 3  TIROFIAZ FEITL £7°,

o [ (Settings)] > [7 — # (Data) ] > [7 — # A JJ (Data inputs) ] > [AD/LDAPH — 3D FEA
(AD/LDAP Server Details) | # %R L £7°,

[LDAP ADH— D4 (LDAP AD Server Details)] 227 U v 7 L £9°,

[LDAP ADH— D4l (LDAP AD Server Details) | ~2— T ROV — MG A2 AL T [#-1F
(Save) 1227 Vv 7 LET,

e [AD/LDAP# — 34 (AD/LDAP Server Name) |

e [AD/LDAP=—#% (AD/LDAP User Name) ]

AD/LDAP=—# /327 — } (AD/LDAP User Password)] & [f#5& (Confirm) ]
AD/LDAPZ /v — 74 (AD/LDAP Group Name) |

[
[F%E (Settings) ] > [7 — % (Data) ] > [T — # A JJ (Data inputs) ] > [ A 27 U 7° |} (scripts) ] & &L
T AYN=Y T R VT N EeFHIL 7,

e Linux DA AZ U7 ML discovery.py T
e Windows DIFE A7 VT N41% discovery.vbs T9

[
|

AU R— /7°0)7< V7 MEIEAFATT 2 L0 ITHHIRRGE S E ¥, MIFRIZIRBEAL TRE S
ﬂiﬁ‘o’ﬁﬁﬂ‘é L. [ (Settings) ] > [T — % (Data) ] > [T — # A JJ (Data inputs) | > [ A 7 U
I (scripts)] | %’v@]b’( discovery 7 7 A VINOMREZMREL £,

<install_ home>/etc/apps/cisco_wsa_reporting/lookups/departments.csv 77 /1’/1/%?)%&‘6 Z
L T.departments.csv 7 7 AN a—F F—H %’é\@x TJUTEDBATTENTWS Z & 2R
TEET,

S

GE) Windows TlZ. Z DS T departments.csv / 7 AT — 2 B AS éﬂf‘/\fcﬁb\%é\\
5“‘/{ |74 I\ ) 78 <install_ home>\etc\apps\cisco_wsa report1ng\b1n(<1nstall home> &
C:\Program Files\Cisco\CiscoWSAReporting ’Cﬁ‘) ﬁﬁbf\cscrlpt discovery.vbs 78

EITL £9,

AUNR—=V T DA YT MIHEEIT TR ESNET BEBEICEY b &,
HEEAICEDLE TEETE 9,
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B1E ARAF—LBLUtEYFTYT |

W X5 2—LEPFLE—FOEY F 7y T (EE)

BHEANOHMFALR— b ADT I 2XDHIRE

[ZC & BHIIC

o Z—HOF—FHENBEDOEMHEIIIN—TNEDF — X ITHIBESNTHWEHES. L A
Y4 PFTUAR—F T=HX(LATM) T — X 2R A TELZDFEHEOLIIBOND Z L&
PR L F£9, ZAUL LATM T — X D EF 7213 EC) 7 STV Wn=H T,

e Advanced Web Security Reporting 77 U 77— 9 > |Z adnin L TR A2 L ET,

ZFv7 1  Advanced Web Security Reporting 77 U 77— g > CU F 2 FEITL £,

o [F%7E (Settings) | > [ — & FRGE (Users and authentication) | > [7 7 £ A2 =1 > ks & —/ L (Access
Controls) ] > [1Z%E| (Roles) ] Z &N L £,

AT7FvF2 [ New)| 227 Vv 7450 BFOKRT ZmEL £,
AFvF 3 HEOBRFEHIREZEREL £

BB FEE P T — 2 OB 7T & B %2 [RE T D56 1%, RO H R (Restrict search terms) |
7 4 —J)V R IZ department=sales & AJIL FI°,

2FvT 4 [REGave) 1227V v 7 L ET,

BFEAAN—= YT LR—bDES TV 2a—TFTa 0T
Je

BV e Linux == —¥ :1dapsearch > —/L' % Advanced Web Security Reporting =—H% D/ X2 |ZH B = &
i L £7,

o departments.csv 7 7 A NNT TV r—2a b OB T p VHITHFEAETDHZ L 2B L £9,

e Windows :L*‘"jiloption explicit xa A T T b L.=7—0RALRRIZOWTEY A
R R Z R L £7,

o LDAP RADHEINEL W & &R L 7,

o RAUK BV —ERADT AT MNEANELWZ E2fERL T,

o ELWAAUR NRRATY—=RIBANINTWDLZ LML £,

o R—HF39MHATYE—hF v T AMEERIL £7,

o ELWEBMHENRALVAN—ZIIRESINTWNDZ LE2ERL £7

o ELWEBMENRIZ V=T A N—v o FIClHSNZZ L Z2ERL 7,
o ELWEBMHENIZNV—THIIRESNTNDZ LE2ERL T,

AT a1a—I)LEFEPDFLR—FDEY F 7Y T (ERE)

Advanced Web Security Reporting 77 ) 77— g v 22— X X v adh—F Ba— BEEL
XL AR — K250 PDF HA DA E A7 Y 2 — N TE ETROBETFIEICHES T AT Y 2—
WEPDFLAR—b &2ty N7 v 7L ET,

o TBA AT T—FDOHFE(-19 —)
e PDFLAR—FNERDOAFY 22— (1-19 =X—)
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| £1Z ALRAbP—LEFVEYITZYT

A a—LEPFLE—FOEy F7yF(EE) N

EFA—ILT7S5—FDETE

2Ty FT1

AFvT2

&2

A7y 4

ATyT5

PDF U 7R — b DERKZIZE T+ A—/V 77— K &2%(E7T 5 L 9 IZ Advanced Web Security
Reporting 77/ U 7 —v a U AR ETXET,

ZC & BRI
e Advanced Web Security Reporting 77U 77— 3 (T adnin &L TRZ A LET,

Advanced Web Security Reporting 77 U 7r—3 3  TIROFIAZ FEITL £7°,
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B A= T T— b OEFITUER A=V P — NREZ AN EITEHL £7,
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LET. 77V 75— 9 Tl SMTP Y — "L D@51 SSL £721E TLS 2425 = & 28
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d. [’SAT—FK (Password) 1 FEE L e 22—V ZICRET H/N AT — K TI,
e. [/XRAT— K O (Confirm password) |: /X AT — R ZFH AL £,
VEREF A= NVORRIEREATI L £,
a. [U 7 ®OARAK4 (Link hostname) |: H 15 ROERITAE T 5 — DA R S 4T,
b. [2%157C(Send email as) |1 FEF A —/LDEETLE L TERINDIEEEL T,
c. [EFA—1ND7 v ¥ — (Emailfooter)|: i5FHE T A—NLDT v X —IIRRINDAETT,
MBS T T [ AR — b H#Y A X (Report Paper Size)] 35 X OV [L AR — k FI#K D 4] & (Report
Paper Orientation) ] # 3% L C.PDF L' /R— M REZELHLL £7,

[PRAF(Save) ] &7 U v 7 LET,

PDFLAR—FERDR 7T a—)L

2Ty FT1

ATy 2
ATy 3

HAZ LK 2R —RIZ% L TPDF LR — ks DOEMAIRERBIOEFA—LVEEE R
Va—LTEET  HAZL X v v aR—RFOERIZOWTE Z v aR—F & L TRRF
(Save As Dashboard) (2-2 X—) ML T 72 &0,

(X C & B
* Advanced Web Security Reporting 77U 77— 3 T adnin &L TRZ A LET,

[ AKX ILH w2 28— (Custom Dashboards)] A =2 =B HIIDH v 2R —F 28R L
*7,

[#%E (Edit) ] > [PDFELAE O A 7 ¥ = — /L (Schedule PDF Delivery) ] % 3&#R L £,

[PDF 2 % < = — L itk (Edit PDF Schedule) ] % A 7 0 2 7R v 27 AT [PDED A4 2 — /L
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o LAR—bFOWEQ2-1 =)

o LAR—r~DOT 7 EA(2-1 =)

o ¥y aRh—FR &L THIF(Save As Dashboard) (2-2 ~X—37)
o T—2DENQ23 =)

o P& (2-3 X—2)

o TJAR—hF(Q24X—Y)

e NWHT =X LRET—4(2-5—)

o ERFEALA—b(2-6 X—)

o fEHTFTUA(2-7T =)

LR— b OBE

()

Advanced Web Security Reporting (Z1%, —H D EFREF L R — F BNE E E7, LA — MEEET.
Web X207 4 TTITAT L ADKRAT 4TV AR—MERRLD - BMEEZTE LRV MRS
£,

Advanced Web Security Reporting ZfH L TAK L7V A — MZIEZ Web X2V T 4 777 4
T ADIHTHHARER T — 2 LV 2L OT = RERINET,

LIR—FkADT7OER

ATvFT1
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FTHWeb ExX 2T 4 77747 AGRARN) ZHIETE E4, 8N HIB. 721340122
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EVFk
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A I A THEH DR O KX A>T v 7 AR 1 R
(HHEH O FEH)

IH9RKR—Fk

CSVI7AINIZT Y RR—Fb

DX T aliE TR T AT OLUR—MZEL TWET,

AFvF1 LAR—FZAERL T,
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ART—2ER/ET— 6‘1

FATER SNV A= MUI FIER S NRHEL R — b ~DONA =V I R3H Y £7,

il E R

AFvF 1 RELERFAIHL R — b 2ZRL £7,

el 2T A—FICHT REDHEREZZ RT L LT FHNIER SN 2a—F LR—F2 D
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AFvT 2 FHMEMOIEIWY T2 SOANARN=Y TRy 7L ET,
ez IEEcxDa—Foa—FIDE7Y v 7L ET,

AREE
o T AE— | (24 8—)

EN

FLAEDLER—F XR=UTHGBRRBIOGEMBRRA Y a v 2R TE E9,

BREDOEY F

o MEXMNRETEHIEITHEL BRFGHELZ D T EE0,
. Advanced Web Security Reporting Tif, —#H D7 7 AL ZFEHL TA=a—%2FKR L ET, A
WCRTEDN A L ST REGORLER T 7 AVRT TV r—ya OB T 4L
§7°Ij\7 Wb L aiL TEa W,
- malware_categories.csv
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o BHFIT. TV =2 alNICERSNDURLATI VDY A EfRETEES AT
UNRT 7R a7 IZRRINDINSIRT 7 A VIR WA Advanced Web Security
Reporting (2 [1 A % 5717 2 Y (Custom Category) | WERINET,

o BHEITWeb T XS T r—ADR Uy TR T T 4=V RIEHTEALAST SV
v EHIETC & £,

BEDS TN a—T12T
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Linux X—2 3 U 2L TV AEA1E.CLI =~ K 1dapsearch AL A —LEN. T
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Windows X—Y a3 VAR L TW AR, =7 —DORIF & RELGFTICOWTORTEERE
7R 5 72 Toption explicit)] 232 A b7 7 h ELHAREMENH D £,

LDAP SADHEXNEL W & 2R L £7,

WAV Y= ZADT I FANRELWD & 2fERL £7,
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ELWBEBHENR A AN—ZICREINTWND Z L 2EERL 7
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ELWBMER I N —TAICRESNTND Z L 2HRL £7.

ERAEALR—

B
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- W=
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- =¥ FIAFT
A ATAZ AT
- KA A
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TV =3 T
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- 77U — a3y ¥ A7 (Application Type)
TV r—=vary BAT R AT
X2 UT o8
-4 T4y 7 E=H
B
L4TM K U &y
- T UF ANA
B
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AT =T ATAY RYUAKE T
ST =T BEN AR T

- Web L E =27 —3 3 7 ¢ /L% (Web Reputation Filters)
W
nhr—3 gy N— A

- EE/~< /vy = 75 (Advanced Malware Protection)
W2
AMP R U L2

T 7 AN DT T T AT ANEDETHFHDIHTY 7 = A K (Completed
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(SHA256) % 7 U v 735 L DT 7 A)D [ 7 7 A V537 OFEA (File Analysis Detail) |
NR=UNE £T,[7 7 AN OFEH (File Analysis Detail) | X—2H 5 [7 7 AV
3 Y-— XD URL (File Analysis Server URL) | 7% Ak R 7 AT T — X & F£R_T 5%
RDOT 7 AN —N"ERETEET,EBH 2D URL (.85 £THOED WSA /N —
D Ty https://intel.api.sourcefire.com “C“‘é“o

2T L.ZOREEDT 7 ANVDOHICHOS — R AT G5 (TERE) . 207 7
ANV((ZORINE D LIR—RMIT 7BATBHEICZY v 7 L7ZSHA WL > CTIRED
FT)OFMEERTHYS— RO URL ZLEHTE £9,

AMPHIE DT 77— b (AMP Verdict Updates)

e Web k7% 2 (Web Tracking)

- X%y -t R
- SOCKS
- SOCKS R U v

BN A

LR—F~DT 7 & & (2-1 2—)
g (2-5 ~—)

HAYF A

A—HDHRE

T VAT LAEBRENE DL ) ITHANORE L~V ZHHET 20>V THIZ 2T £,
ZOTFT VAT & DLUEEBEDEHETITAREY L Web ¥ A FIZT 7 EBAL TWD, &)
EEBENZ TR TWET VAT LAEHRET,. COMEZRET 21CH7-0 JEEED Web
RO NV RBEON 7o F v a VBREE RDLERDH Y £,

W77 a %5 URL 57 = Y (URL Categories by Total Transactions)
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—E L7277V — = (Applications Matched)
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B mms+UT

o B EN7/=~/VT = 7B (Malware Threats Detected)
o BFEDZ—WID £/1X7T7 AT M IP D [—F L 724 U 2 — (Policies Matched) |

VAT LAEBREIZ,. OOV AR — N EFEHTHZEICL D & 2, = —F Dljohndoe) 237
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Web ER L > FORAE
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L/ i‘d‘o

RFwvF2 2=V IDFELFITIATMNIPTRLAEZY v 7L FET,
N~
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Flx—HERKEL 7,
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UYL aVBEORE
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ZOVFIVATIE . E— NV A FZ—=U B BETERBEDOT 7 2503 %02 7= EALS DD Web
VA READTENWEEZ TOWET  EHIC.EO2—FRZINED Web A FIZT 7 EZAL T
BT ONTHHY 72 E L E9,

BL7 9 ABOELWeb 5 1 FDBEE
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2Ty 72  [Fp#iPH (Time Range) | O R vy 77X w7 U ARG [ (Week)] 23R £97,
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