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ALY —=VEIIOFARar—Yary LGEIMLES, IhzE(THICE, ISE13EFH
BR—HZNVNE, AN T 7R (Guest Access) >i%E (Settings) >7 A h vl — 3 v
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JOJ74 SHTEDILER
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F—hF URT MU MND CiscolSE /—ROB—TN T 4 AZZT v T 71— RNV RLEae—
LT, Ty 77— RORMZERT L Z & 2HRE L ET, £72id, TII/RT application upgrade
prepare =~ > FI5 X UF application upgrade proceed =~ > R&fff Tx 9,

O N > :
TvTTL— FD%ER
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IZ C®HBHIIC
Felz, 777 L— RRIOEEFEIZET 2 EOMBAEZ LT 7A T Z 0,

FIE

ATwF1 CiscolSEa~> KT A A% —7 x4 A (CLI) /5, application upgrade prepare 2~ > K%
ATLET,
Toawy NI, a— AN e NIT v T T — R AR KA a e — 1L, MDS B X SHA256
Fzv I LERLET,

i -

ise/admin# application upgrade prepare ise-upgradebundle-1.2.x-to-1.3.0.693.x86 64.tar.gz
upgrade
Getting bundle to local machine...

md5: de9e7c¢83679897£792ad3e9£74879c51

sha256: e3358ca424d977af67£8bb2bb3574b3e559¢ce9578d2£36c44cd8ba%eodddfefd

% Please confirm above crypto hash matches what is posted on Cisco download site.

% Continue? Y/N [Y] ?

ATvT2 YEANLTRATLET,
Ty T =R ANy r—=UMMiHENET, ROA Yy E—VRERINET,

i -
Getting bundle to local machine...

md5: de%9e7c¢83679897£792ad3e9£74879c51

sha256: e3358cad424d977af67£8bb2bb3574b3e559ce9578d2f36c44cd8ba%ebdddfefd

% Please confirm above crypto hash matches what is posted on Cisco download site.
% Continue? Y/N [Y] ?

RDEE
Ty T T L= REFITLET,

o RY > == /=
TyvIOL—KDELT
T T L— RO¥ERHIZ, Ty 7 7L —REFETLTCERICETTALERNSLDES, T
JL— FOFEITFIE :

FC& BRI

application upgrade prepare =~ > RREITHEATHY | 7 v 77 L— REFETT HHEfNTE T
WHZ xR LET,

FE

Cisco ISE CLI 7° &, application upgrade proceed =~ > K& AJJLET,
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ised45/admin# application upgrade proceed
Initiating Application Upgrade...

% Warning: Do not use Ctrl-C or close this terminal window until upgrade completes.
STEP 1: Stopping ISE application...

STEP 2: Verifying files in bundle...

-Internal hash verification passed for bundle

STEP 3: Validating data before upgrade...

STEP 4: Taking backup of the configuration data...

STEP 5: Running ISE configuration DB schema upgrade...

- Running db sanity check to fix index corruption, if any...

ISE Database schema upgrade completed.
STEP 6: Running ISE configuration data upgrade...

- Data upgrade step 1/73, NSFUpgradeService(l1.2.1.127)... Done in 0 seconds.

- Data upgrade step 2/73, NetworkAccessUpgrade(l.2.1.127)... Done in 0 seconds.

- Data upgrade step 3/73, GuestUpgradeService(l1.2.1.146)... Done in 0 seconds.

- Data upgrade step 4/73, NetworkAccessUpgrade(l.2.1.148)... Done in 2 seconds.

- Data upgrade step 5/73, NetworkAccessUpgrade(l.2.1.150)... Done in 2 seconds.

- Data upgrade step 6/73, NSFUpgradeService(l.2.1.181)... Done in 0 seconds.

- Data upgrade step 7/73, NSFUpgradeService(1.3.0.100)... Done in 0 seconds.

- Data upgrade step 8/73, RegisterPostureTypes(1.3.0.170)... Done in 0 seconds.

- Data upgrade step 9/73, ProfilerUpgradeService(1.3.0.187)... Done in 4 seconds.
- Data upgrade step 10/73, GuestUpgradeService(1.3.0.194)... Done in 0 seconds.

- Data upgrade step 11/73, NetworkAccessUpgrade(1.3.0.200)... Done in 0 seconds.

- Data upgrade step 12/73, GuestUpgradeService(1.3.0.208)... Done in 1 seconds.

- Data upgrade step 13/73, GuestUpgradeService(1.3.0.220)... Done in 0 seconds.

- Data upgrade step 14/73, RBACUpgradeService(1.3.0.228)... Done in 14 seconds.

- Data upgrade step 15/73, NetworkAccessUpgrade(1.3.0.230)... Done in 3 seconds.

- Data upgrade step 16/73, GuestUpgradeService(1.3.0.250)... Done in 0 seconds.

- Data upgrade step 17/73, NetworkAccessUpgrade(1.3.0.250)... Done in 0 seconds.

- Data upgrade step 18/73, RBACUpgradeService(1.3.0.334)... Done in 9 seconds.

- Data upgrade step 19/73, RBACUpgradeService(1.3.0.335)... Done in 9 seconds.

- Data upgrade step 20/73, ProfilerUpgradeService(1.3.0.360)... ..Done in 143 seconds.
- Data upgrade step 21/73, ProfilerUpgradeService(1.3.0.380)... Done in 3 seconds.
- Data upgrade step 22/73, NSFUpgradeService(1.3.0.401)... Done in 0 seconds.

- Data upgrade step 23/73, NSFUpgradeService(1.3.0.406)... Done in 0 seconds.

- Data upgrade step 24/73, NSFUpgradeService(1.3.0.410)... Done in 1 seconds.

- Data upgrade step 25/73, RBACUpgradeService(1.3.0.423)... Done in 0 seconds.

- Data upgrade step 26/73, NetworkAccessUpgrade(1.3.0.424)... Done in 0 seconds.

- Data upgrade step 27/73, RBACUpgradeService(1.3.0.433)... Done in 1 seconds.

- Data upgrade step 28/73, EgressUpgradeService(1.3.0.437)... Done in 0 seconds.

- Data upgrade step 29/73, NSFUpgradeService(1.3.0.438)... Done in 0 seconds.

- Data upgrade step 30/73, NSFUpgradeService(1.3.0.439)... Done in 0 seconds.

- Data upgrade step 31/73, CdaRegistration(1.3.0.446)... Done in 1 seconds.

- Data upgrade step 32/73, RBACUpgradeService(1.3.0.452)... Done in 15 seconds.

- Data upgrade step 33/73, NetworkAccessUpgrade(1.3.0.458)... Done in 0 seconds.

- Data upgrade step 34/73, NSFUpgradeService(1.3.0.461)... Done in 0 seconds.

- Data upgrade step 35/73, CertMgmtUpgradeService(l1.3.0.462)... Done in 1 seconds.
- Data upgrade step 36/73, NetworkAccessUpgrade(1.3.0.476)... Done in 0 seconds.

- Data upgrade step 37/73, TokenUpgradeService(1.3.0.500)... Done in 1 seconds.

- Data upgrade step 38/73, NSFUpgradeService(1.3.0.508)... Done in 0 seconds.

- Data upgrade step 39/73, RBACUpgradeService(1.3.0.509)... Done in 16 seconds.

- Data upgrade step 40/73, NSFUpgradeService(1.3.0.526)... Done in 0 seconds.

- Data upgrade step 41/73, NSFUpgradeService(1.3.0.531)... Done in 0 seconds.

- Data upgrade step 42/73, MDMUpgradeService(1.3.0.536)... Done in 0 seconds.

- Data upgrade step 43/73, NSFUpgradeService(1.3.0.554)... Done in 0 seconds.

- Data upgrade step 44/73, NetworkAccessUpgrade(1.3.0.561)... Done in 0 seconds.

- Data upgrade step 45/73, CertMgmtUpgradeService(l1.3.0.615)... Done in 0 seconds.
- Data upgrade step 46/73, CertMgmtUpgradeService(1.3.0.616)... Done in 22 seconds.
- Data upgrade step 47/73, CertMgmtUpgradeService(1.3.0.617)... Done in 1 seconds.
- Data upgrade step 48/73, OcspServiceUpgradeRegistration(1.3.0.617)... Done in 0 seconds.
- Data upgrade step 49/73, NSFUpgradeService(1.3.0.630)... Done in 0 seconds.

- Data upgrade step 50/73, NSFUpgradeService(1.3.0.631)... Done in 0 seconds.

- Data upgrade step 51/73, CertMgmtUpgradeService(1.3.0.634)... Done in 0 seconds.
- Data upgrade step 52/73, RBACUpgradeService(1.3.0.650)... Done in 7 seconds.

- Data upgrade step 53/73, CertMgmtUpgradeService(1.3.0.653)... Done in 0 seconds.
- Data upgrade step 54/73, NodeGroupUpgradeService(1.3.0.655)... Done in 0 seconds.
- Data upgrade step 55/73, RBACUpgradeService(1.3.0.670)... Done in 4 seconds.

- Data upgrade step 56/73, ProfilerUpgradeService(1.3.0.670)... ..Done in 175 seconds.
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- Data upgrade step 57/73, ProfilerUpgradeService(1.3.0.675)... Done in 0 seconds.

- Data upgrade step 58/73, NSFUpgradeService(l1.3.0.676)... Done in 0 seconds.

- Data upgrade step 59/73, AuthzUpgradeService(1.3.0.676)... Done in 0 seconds.

- Data upgrade step 60/73, GuestAccessUpgradeService(1.3.0.676)... ..Done in 123 seconds.
- Data upgrade step 61/73, NSFUpgradeService(1.3.0.694)... Done in 0 seconds.

- Data upgrade step 62/73, ProvisioningRegistration(1.3.0.700)... Done in 0 seconds.

- Data upgrade step 63/73, RegisterPostureTypes(1.3.0.705)... Done in 0 seconds.

- Data upgrade step 64/73, CertMgmtUpgradeService(1.3.0.727)... Done in 0 seconds.

- Data upgrade step 65/73, CertMgmtUpgradeService(1.3.0.808)... Done in 1 seconds.

- Data upgrade step 66/73, NSFUpgradeService(1.3.0.810)... Done in 0 seconds.

- Data upgrade step 67/73, RBACUpgradeService(1.3.0.834)... Done in 18 seconds.

- Data upgrade step 68/73, ProfilerUpgradeService(1.3.0.844)... .Done in 86 seconds.

- Data upgrade step 69/73, GuestAccessUpgradeService(1.3.0.855)... Done in 1 seconds.

- Data upgrade step 70/73, NSFUpgradeService(1.3.0.858)... Done in 0 seconds.

- Data upgrade step 71/73, NSFUpgradeService(1.3.0.861)... Done in 0 seconds.

- Data upgrade step 72/73, GuestAccessUpgradeService(1.3.0.862)... Done in 0 seconds.

- Data upgrade step 73/73, ProvisioningUpgradeService(1.3.105.181)... Done in 17 seconds.

STEP 7: Running ISE configuration data upgrade for node specific data...
STEP 8: Running ISE M&T DB upgrade...
ISE Database Mnt schema upgrade completed.

Gathering Config schema (CEPM) stats
Gathering Operational schema (MNT) stats
Stopping ISE Database processes...

% NOTICE: The appliance will reboot twice to upgrade software and ADE-OS. During this time
progress of the upgrade is visible on console. It could take up to 30 minutes for this to
complete.

Rebooting to do Identity Service Engine upgrade...

RDOEZE
Ty ST L— R Fat 2oME, (16 <—)

2/ —FEREOT7YTIL—FK

application upgrade prepare =~ > F35 & U\ application upgrade proceed =~ > R&FEH LT, 2 / —
REEEZT v 77— RLET, FEIT/ — NOBREEMRL T, BT ILEIHY $H
boo Ty T TL—R Y7 Ny =T IXHEBNIC, — REBEMERL, HTLWERICBITLES, 2
J—RERET v 7T L —RTIH568, b o X VER ) —FK (/—FKB) ZiFa7 v
TL—RTHLERHVET, ®H XY J—ROT v 77 —FREETLEL, 7794~
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J—=F (V=FA) 27771 —=FLET, ROMIIRT LI RERBAOREDHZE, ZOT v
T L= RFEIEZRGT L ENTEET,

X 71: CiscolSE') ') —R 1.2x, 2/ — FEBRERH

ISE Node A ISE Node B

Pri Sacn_n:dary

Aamin i

Seeondary Primany

Monitoring Menltering

XL &SR
CTIAVER ) — FPOREBIOCENT —F DA T~ RNy 7T v 7% FEITET
LET

CEHANVY TR T TAVER ) — RTCOBAF—TNTHIGE, Ty 77— K ak

ALV ZVER ) — RERINZT v 77— RT3 ERROENDDT, Ty
JV— RFEIEZBET DRI o Z ) ) — RO~V F oA F—T I LET,
FE 2/ — REHT1IOOEH ) — ROLARHLLHIE, B XY 7 — ROXRGRE R
BrLEJ, WHFD/—KRAX L KT ey J—RIZR0ES, W0/ —REAX L RT
gy /J—FRELTT v 77 L—FL, V=R 13~DO7 v 77 L—REIZ, EffzEzy k
77 LET,

CE=H YT YL T RLIOD ) — RORTA 32— OH4E. RICET RN Mo/ — Ko
TN T RV F A X—T NV LET,

FIE

ATvF1 CLInbE®HIHY ) —FK (J—FB) 7 v 77 L —FL%ET,
T T T L— R ok AT, HEIIZ , — RBAEBENSGHIBRESN, 7Ty 77 L—RENET,
HE#s+sL, J—FBII7Fo9A4~U /—RIZR 0 £,

ATFTvT2 J—FA®ETv7I7L—RLET,
ToFTL— R FavA T, BEIZ, — K ADERICERESN., B &Y J— R E
b@‘o

ATvT3  HHOBEEHT, J—RAZTTIA~Y /= RICAHKESEET,
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Ty T L= RBRET LIk, /—RhWEeE=2 ) 7 arR"gEns546. nibo/—F
|- T application configureise =~ F& 34T L, 5 (F—# X—ZADMEHERD FH) 2R F
—g—O

ROEX
T 7T — K Zuav A0mE, (16 <—)

O » N
PEEREADT v T L—FK
WOIZ, BH X VER ) — RE2V Y —Z 1317 v 7L —RLET, 7=& 213, ROKITRE
T, 12907 TA<VEH ) —F (/—FA) | 150 FVEH /) —F (/—FB) .
1oAY T4 RAFx /—FR (IPN) (/—FC . B4R v—HP—ERX J—F
(PSN) (/—FKD, /J—FKE, /—FRF, BXO/—FG) . 1207 I74~) =X)L
J—FR (/J—FH) . BXO1o0Hh o2V E=2Y 7 )—FK (/) —FRD) 250 REENEY
N7 o 7ENTWBEE, ROT v 77 L— RPEICETZ ERTEET,

GH) T w77 L— RORFNS /) — R FE CREERRT 5 4235 Y £ A, application upgrade
prepare =~ > K35 J N application upgrade proceed =~ > FZFEHL T, VU —RA 13127 v~
JU—FRLET, 7y77L—F FutXTHENIC, — R SRR L, B LWRRICE
TLET, Ty 7 7L —RORNCFE T, — FOBREX Y LT IHEIE. 7Ty 7 71—
N 7at 22 a2, 794~ VEBR ) —ROIFA A T ANVRNHD T L EHER
LET., FRICZDOTZ7ANDBRWEE (L2E v Xa RN—bF— X F—itf>TT
A B/ ANA A R =L EINT-H4) | Cisco Technical Assistance Center [ZiH#& L T < 720,

IZC®H5HIIZ

CEBICEN U FVEI ) — RN WERIX., Ty 77 L — Rk A& 50, B
VHEVER ) — Rt AR =P —E R J—FE 1 ORELET,

T S — RHIOEBEFHRICETAETHEESN TWAFELZ T TIZHATRE T LTS
T EMERLET,

* £ CiscoISE BB AZ 7 v 77 L— KT 25581L. RAAL LV x—h AT (DNS) OH—N
g BV 7 7 v 7RBIVHN Yy 7T v ) BDUETT, £ TRWES, Ty 77 L—
R £,

FIE

ATYvT1 CLInbEh ZVEHR ) —FK (/—FB) 27 v 77 L —RFL%ET,
Ty L — R v RA T, HEWIZ , — RBREBMOREMEEIN., 7Ty 77/ L—FREnE
T, HE#HTLE. / —FBlE, HILWEROT 74~ J—FRiZkhv 4, FEHETET=%
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ATy T2

ATvT3

ATvT4
ATvTh
ATy T6

suEpo7v7o5L—F

Vo7 =Rl &b 1 DB DD, Ty 77 Lb— K Fav R dhWeHOKY  —
RCTAX—T N> T Th, /J—KBOE=H VT Y FEA =T MILET,
RY =P =R FREWVERHDO ) — FBTA X—7 NV ThoT2HA. ZOREITH LW
JBEA~DT v 77 L— R bR S ILE T,

EF=HY 7 J—FD12 (/—FH) ZHHERCTy 77— RLET,

vtH XY TR YT ) — RO FA <Y F=Z VT ) —RKET v 7L —FK+52
LEBEIOLET (WWETTIA~IVEER ) — R IM~ V=XV 7 J—FELTH
BEL TV DA ZAUIARAEETT) » T4~ F=X V7 J—RKPEE L, HidE
Bnor 72 NELET, ZOFFME, 774 VER ) —FOX v afh— RPbRRTEE
7

HTWERHTE=4Y 7 )= KR 12655 81E, 7y 77 L— RT 501, dTWERO Y
TAVEHR ) — R THD /) —RADE=HX) T Y F o2l 32— LET, /—FK~
VY FDEEFIZLY, CiscolSE7 7V r—yarPHEEHLEST, / —FAXFHEHTLIET
FHET, FHERICE=XV 27 ) —RET7 77 L—FR35L, EBHT—Z%2H LOERNIC
BATTDHENRSH D202, o/ — KL RN £,

HHRERO 774~ VER ) — R THD/— BN, FVERTS x—7Mcasnizt=41
TSN FERERWGES, £ X ) T VYT ETF =T M LEY, SR ov Y
DOEFIZED, CiscolSET7 7V r—Ta R LEST, 774/~ VEHR ) — R E#HTLHF
TRHLET,

wiz, RYy—%—v R /—FK (/—FD, E. F,. BXOG) #7 v 77 L—FLET, #HD

PSN Z[RIFCT v 77 L — R TCE £, T _XTCOPSNEFFICT v 77 L — RNLERE., *v

N —0 CHEDT U H A BDIEELF T,

PSNS /) — R I —T" 7 T AZD—HToh DA, PSN % PAN D DEGEERL, AX 2 F7 1

v —KRELTT 7 7L —FRL, FHHEMOPAN IZEGEFKTHILERH D 97,

T T TL—R%IZ, FRBROT 74~ J—F (/—KB) IZPSNBBESH, 774~V

J—FK (/—FKB) »oDOF7—4RTRTOPSNICEBENET, PSNTIXZO~VYF | ) —

K ZA—FER,. Bl e—707 a7 740 v FTEREDRHERESNET,

TIAIVER ) —FNBLIPN /—F (/—FC) ZREfHEEL £,

IPN /—F (/—=FC) ZHHREMOTI A~ VER ) —F (/—FB) IZ8EKLET,

HORMIC2ERDE=FY Y /—F (V—FD Bb5HA, KO LETILERD Y &

j—o

a) YWEBOFISA~Y J—RTHE/ —FADE=FY TNV Y F A X—T M LET,
BETE=XD 27 ) —Rigdbe b 1243 TY, HTWVWEBENGF2OE=XV T ) —
K&7 v 77 L — K43N, 794~ J—RFREFTZO~NVY FE2 A F—T I LET,
J— R~ FOEFIZEY, CiscolSET7T 7V r—y a U RAEEEHLET, 7714~V ISE
J— RPHEET2F TCRLET,

b) v F) '=H VT ) —FK (J—F]D) ZHEWVEBRNSHLWERICT vy 77 L —FL%
ﬁ—o

TIA~VEH ) —F (V—=FA) ZRNT, OTXTO/ — RAFBRRBRICT v 77 L— R

ENTVWARERH Y ET,
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ATy 717

SETELERALA TOT Y TTL— FA%

B, TI9A~IVER ) —FK (/J—FA) 2777 1L—FLZET,
O =R, BHUFVEH ) R LT v L— &N, BiERCENERES, &

A FVEH)—F (V—FA) ZFHHEROTI7 4~ /) —RCAKEIELZENTEET,

ToTTU—RKNET LiEtk, Ty 77 L—REnz®E=F ) 7 J—Richbvwa sl R"axhb

Y& . application configureise =~ > R& 5T L,

HN—ZDFEEHEMOEH) ZERL £,

2. 775 L—K%D Cisco ISE BB
]

EELB7YTITL—FKDCU FSURS Y TR

WOFNL, EFRee o A VEH ) — R KOT7 v 771 —RKOCLL 5227 U7 RT3,

ise74/admin# application upgrade proceed
Initiating Application Upgrade...
-Checking VM for minimum hardware requirements
STEP 1: Stopping ISE application...

STEP 2: Verifying files in bundle...

-Internal hash verification passed for bundle
STEP 3: Validating data before upgrade...

STEP 4: De-registering node from current deployment.
STEP 5: Taking backup of the configuration data...
STEP 6: Running ISE configuration DB schema upgrade...
- Running db sanity check to fix index corruption,

ISE Database schema upgrade completed.

STEP 7: Running ISE configuration data upgrade...

- Data upgrade step 1/73, NSFUpgradeService(l1.2.1.127)...
- Data upgrade step 2/73, NetworkAccessUpgrade(1.2.1.127)...
- Data upgrade step 3/73, GuestUpgradeService(l.2.1.146)...
- Data upgrade step 4/73, NetworkAccessUpgrade(l.2.1.148)...
- Data upgrade step 5/73, NetworkAccessUpgrade(1.2.1.150)...
- Data upgrade step 6/73, NSFUpgradeService(1.2.1.181)...
- Data upgrade step 7/73, NSFUpgradeService(1.3.0.100)...
- Data upgrade step 8/73, RegisterPostureTypes(1.3.0.170)...

if any...

- Data upgrade step 9/73, ProfilerUpgradeService(1.3.0.187)...

- Data upgrade step 10/73, GuestUpgradeService(1.3.0.194)...
- Data upgrade step 11/73, NetworkAccessUpgrade (1.3.0.200)...
- Data upgrade step 12/73, GuestUpgradeService(1.3.0.208)...
- Data upgrade step 13/73, GuestUpgradeService(1.3.0.220)...
- Data upgrade step 14/73, RBACUpgradeService(1.3.0.228)...

- Data upgrade step 15/73, NetworkAccessUpgrade (1.3.0.230)...
- Data upgrade step 16/73, GuestUpgradeService(1.3.0.250)...

- Data upgrade step 17/73, NetworkAccessUpgrade (1.3.0.250)...
- Data upgrade step 18/73, RBACUpgradeService(1.3.0.334)...
- Data upgrade step 19/73, RBACUpgradeService(1.3.0.335)...

- Data upgrade step 20/73, ProfilerUpgradeService(1.3.0.360)...
- Data upgrade step 21/73, ProfilerUpgradeService(1.3.0.380)...

- Data upgrade step 22/73, NSFUpgradeService(1.3.0.401)... Done
- Data upgrade step 23/73, NSFUpgradeService(1.3.0.406)... Done
- Data upgrade step 24/73, NSFUpgradeService(1.3.0.410)... Done

- Data upgrade step 25/73, RBACUpgradeService(1.3.0.423)...
- Data upgrade step 26/73, NetworkAccessUpgrade (1.3.0.424)...
- Data upgrade step 27/73, RBACUpgradeService(1.3.0.433)...
- Data upgrade step 28/73, EgressUpgradeService(1.3.0.437)...

- Data upgrade step 29/73, NSFUpgradeService(1.3.0.438)... Done
- Data upgrade step 30/73, NSFUpgradeService(1.3.0.439)... Done
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% Warning: Do not use Ctrl-C or close this terminal window until upgrade completes.

Done in 0 seconds.
Done in 0 seconds.
Done in 0 seconds.
Done in 3 seconds.
Done in 3 seconds.
Done in 0 seconds.
Done in 0 seconds.
Done in 0 seconds.
Done in 5 seconds.
Done in 1 seconds.
Done in 0 seconds.
Done in 2 seconds.
Done in 0 seconds.
Done in 24 seconds.
Done in 3 seconds.
Done in 0 seconds.
Done in 0 seconds.
Done in 18 seconds.
Done in 18 seconds.

...Done in 221 seconds.
Done in 4 seconds.

in 0 seconds.

in 0 seconds.

in 1 seconds.

Done in 0 seconds.
Done in 0 seconds.
Done in 2 seconds.
Done in 0 seconds.

in 0 seconds.
in 0 seconds.
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- Data upgrade step 31/73, CdaRegistration(1.3.0.446)... Done in 2 seconds.

- Data upgrade step 32/73, RBACUpgradeService(1.3.0.452)... Done in 26 seconds.

- Data upgrade step 33/73, NetworkAccessUpgrade(1.3.0.458)... Done in 0 seconds.

- Data upgrade step 34/73, NSFUpgradeService(1.3.0.461)... Done in 0 seconds.

- Data upgrade step 35/73, CertMgmtUpgradeService(l1.3.0.462)... Done in 2 seconds.

- Data upgrade step 36/73, NetworkAccessUpgrade(1.3.0.476)... Done in 0 seconds.

- Data upgrade step 37/73, TokenUpgradeService(1.3.0.500)... Done in 1 seconds.

- Data upgrade step 38/73, NSFUpgradeService(1.3.0.508)... Done in 0 seconds.

- Data upgrade step 39/73, RBACUpgradeService(1.3.0.509)... Done in 26 seconds.

- Data upgrade step 40/73, NSFUpgradeService(1.3.0.526)... Done in 0 seconds.

- Data upgrade step 41/73, NSFUpgradeService(1.3.0.531)... Done in 0 seconds.

- Data upgrade step 42/73, MDMUpgradeService(1.3.0.536)... Done in 0 seconds.

- Data upgrade step 43/73, NSFUpgradeService(1.3.0.554)... Done in 0 seconds.

- Data upgrade step 44/73, NetworkAccessUpgrade(1.3.0.561)... Done in 2 seconds.

- Data upgrade step 45/73, CertMgmtUpgradeService(1.3.0.615)... Done in 0 seconds.

- Data upgrade step 46/73, CertMgmtUpgradeService(1.3.0.616)... Done in 22 seconds.

- Data upgrade step 47/73, CertMgmtUpgradeService(1.3.0.617)... Done in 2 seconds.

- Data upgrade step 48/73, OcspServiceUpgradeRegistration(1.3.0.617)... Done in 0 seconds.
- Data upgrade step 49/73, NSFUpgradeService(1.3.0.630)... Done in 0 seconds.

- Data upgrade step 50/73, NSFUpgradeService(1.3.0.631)... Done in 0 seconds.

- Data upgrade step 51/73, CertMgmtUpgradeService(1.3.0.634)... Done in 0 seconds.

- Data upgrade step 52/73, RBACUpgradeService(1.3.0.650)... Done in 8 seconds.

- Data upgrade step 53/73, CertMgmtUpgradeService(1.3.0.653)... Done in 0 seconds.

- Data upgrade step 54/73, NodeGroupUpgradeService(1.3.0.655)... Done in 1 seconds.

- Data upgrade step 55/73, RBACUpgradeService(1.3.0.670)... Done in 4 seconds.

- Data upgrade step 56/73, ProfilerUpgradeService(1.3.0.670)... Done in 0 seconds.

- Data upgrade step 57/73, ProfilerUpgradeService(1.3.0.675)... ..... Done in 315 seconds.
- Data upgrade step 58/73, NSFUpgradeService(1.3.0.676)... Done in 0 seconds.

- Data upgrade step 59/73, AuthzUpgradeService(1.3.0.676)... Done in 11 seconds.

- Data upgrade step 60/73, GuestAccessUpgradeService(1.3.0.676) ... ...c.ocn... Done in 660
seconds.

- Data upgrade step 61/73, NSFUpgradeService(1.3.0.694)... Done in 0 seconds.

- Data upgrade step 62/73, ProvisioningRegistration(1.3.0.700)... Done in 0 seconds.

- Data upgrade step 63/73, RegisterPostureTypes(1.3.0.705)... Done in 0 seconds.

- Data upgrade step 64/73, CertMgmtUpgradeService(1.3.0.727)... Done in 0 seconds.

- Data upgrade step 65/73, CertMgmtUpgradeService(1.3.0.808)... Done in 1 seconds.

- Data upgrade step 66/73, NSFUpgradeService(1.3.0.810)... Done in 1 seconds.

- Data upgrade step 67/73, RBACUpgradeService(1.3.0.834)... Done in 31 seconds.

- Data upgrade step 68/73, ProfilerUpgradeService(1.3.0.844)... Done in 0 seconds.

- Data upgrade step 69/73, GuestAccessUpgradeService(1.3.0.855)... ........ Done in 517
seconds.

- Data upgrade step 70/73, NSFUpgradeService(1.3.0.858)... Done in 3 seconds.

- Data upgrade step 71/73, NSFUpgradeService(1.3.0.861)... Done in 0 seconds.

- Data upgrade step 72/73, GuestAccessUpgradeService(1.3.0.862)... Done in 0 seconds.
- Data upgrade step 73/73, ProvisioningUpgradeService(1.3.105.181)... Done in 55 seconds.

STEP 8: Running ISE configuration data upgrade for node specific data...

STEP 9: Making this node PRIMARY of the new deployment. When other nodes are upgraded it
will be added to this deployment.

STEP 10: Running ISE M&T DB upgrade...

ISE Database Mnt schema upgrade completed.

Gathering Config schema (CEPM) stats .....
Gathering Operational schema (MNT) stats
Stopping ISE Database processes...

% NOTICE: The appliance will reboot twice to upgrade software and ADE-0S. During this time
progress of the upgrade is visible on console. It could take up to 30 minutes for this to
complete.

Rebooting to do Identity Service Engine upgrade...

wOFNL, IEHRPSN ) —RKOT7 v 77 L —KDOCLI b7 227 U7 hT1,

ise/admin# application upgrade ise-upgradebundle-1.2.x-to-1.3.0.876.x86 64.tar.gz sftp
Save the current ADE-OS running configuration? (yes/no) [yes] ? yes

Generating configuration...

Saved the ADE-OS running configuration to startup successfully

Getting bundle to local machine...
G
md5: 8810b57¢8531c2a2b20e871014e970£0

sha256: 576d0c859866cfc424711c4a0d395e55¢cb87c¢32566de8bb074bcb57cba8ff891

Please confirm above crypto hash matches what is posted on Cisco download site.
Continue? Y/N [Y] 2 Y

Unbundling Application Package...

o
S
o
S
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Initiating Application Upgrade...

% Warning: Do not use Ctrl-C or close this terminal window until upgrade completes.
STEP 1: Stopping ISE application...

STEP 2: Verifying files in bundle...

-Internal hash verification passed for bundle

STEP 3: Validating data before upgrade...

STEP 4: De-registering node from current deployment.

STEP 5: Taking backup of the configuration data...

STEP 6: Registering this node to primary of new deployment...

STEP 7: Downloading configuration data from primary of new deployment...
STEP 8: Importing configuration data...

STEP 9: Running ISE configuration data upgrade for node specific data...

STEP 10: Running ISE M&T DB upgrade...
ISE Database Mnt schema upgrade completed.
No gather stats needed as this is not PAP or MNT node

Stopping ISE Database processes...

o

% NOTICE: The appliance will reboot twice to upgrade software and ADE-OS. During this time
progress of the upgrade is visible on console. It could take up to 30 minutes for this to
complete.

Rebooting to do Identity Service Engine upgrade...

ROEZE
Ty — K Fat ZA0MR, (16 <—)

(0] N NS O —
TyvITH9L—FK 7Ot XDER
Ty T L— RBREFIITOINENE ) DN E R 5120, ROWTInEFZEITLET,

*adelog 7 7 ANTT v 77 L— R 7o AZMER LET, adelog 7 7 A VA FRT DHITIL,
CiscoISECLI 2 bk D~ R& AJJL £ 7, show logging system ade/ADE.log

*show version =~ RZFEITL, BNV R A=V 3 UEREELE T,
CTARTOY—EANFATLTND Z & 2T 5729DIZ, show application status ise ==~ >
NEATTLET,

T — 2 X—ADMETT v 77 L— KRR T 5 &, BREITEHEBMICa— LNy 7 SET,
ZEHNCHOWTIE, #45 [CiscolISET v 77 L— ROBENLOREIE] OEZSHLTLEX
W,
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AN = REHT, VY —R 13 ClElbINE L, REL, FHEHER—Z LD [F A b
7 7' A (Guest Access) | A ==— FIZEFLTWET, ISE12 & 1.3 U U — AT Cisco ISE
Web R—Z MZW ONDEE R H Y £F, ZOETIE, VI—R12716 1317 v 77—
RTDEGEICEB L TR MERD D, Ty 77 Lb— ROBEEFHELKFEBREZRLET,

C EPEER—ZNVOEE, 17 RX—
* ZOMOR—H)VEREDOETE, 33 X—

* RY—BEOLER, 35 N—

EEER—FILOZER

WOFIZ, BEER—ZLVOEFEL, BIOUI T =g SRR LEREREARLET, #
FZDOWNTIL, [ Cisco ISE Administration Guide, Release 1.3 &ML T &,
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k& VE-PZAV. SN ¥ VEPZAVS
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Portal (Configure) ]| ZH 6D FFEIE, @BID 7 w3
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> [RXE R—H L T TNHDOT 7 A ML, JERES
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il WDHF AN ZATH, VY —A13
(Adiidtn) | TF T b AR T,
> [Web 2= * Hik (Daily) : 574/ hi%
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Management) ] |tobypassthe |>[#Z | &% |ARALTHy hT—2ZT7 7%
> [BE Guestportal) | {7 (Guest | A3 2 Z EMWARETT, U U—%
(Settings) 1> Type) 1>[1E |13 TiE, [FA MZH R b H—%
[/ b TS NDSASAZEFAT S (Allow
(Guest) 1> (Create / guest to bypass the Guest portal) ] 4
[ A b r— Edit) ] Fvar (FA M ZA7 (Guest

Type) |RRED ) &A F—TIWIZ
LT, 7 A M DSGRAEN A A fi/
MOV T NEFIXIVPN Y Z
A7 MIREFT L& T FR
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1E (Create/Edit) ]>[R— X IVDFKTE L I A X ~A X (Portal Settings and Customization) ]) .

CWMBELTARBEDT T =D LEWVMEE LI T ANV ZEHERLET, TRTOT T —A4IT,
T TL—RBIZT 74V T X —T M7 £7,

CMEIE L TCVR—= e W AI <A ALET, HWRBATLR—- e ALY~ A A LTGE
W MMATEEER, 7y 77— FakRlloThEEZINET,
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Ty T L—FOEEMNSDMAEIE

TOETIR., Ty — FOEENS ORERICLERERICOWTHEALET,
Ty T —= R YT T, WS OPORKGEEFEITLET, 777 L— NTREENRAE
L725A01E, BEICRRINDHERIED, EHELTI V=R 13 ~DO7 v 77 L — RERH X
'tj:\i‘é—o

Fho, Ty T T L —RT, BAVFVEHR ) — REREVICT v 77— R 555, J—FD
T T T L— RIEFICHED 72 W= DICEENEET LI ENHVET, ZOZT—NRELE
LA, ZOHA FIZEH I TWAT v 77 L— NEFIZE-> CRERE T v 77 1L — K T& %
7,

FHUS, A A=V EFER L, HHA VA R—AVEETLT, T—XE2E LT 5 ENNEIT
DEHENOYET, Ty TV b— ReAT R0, CiscoISEDREBIVE=4 Y 77—
DNy I T TPFET D ENEETT, W7 —F X—Z2OREEFRAERICHBICEE
D=y PR LNETN, KT — A BLOE=F) 7 T —=2%2 Ry Ty 7 LT
BLZENEETT,

G¥)

Fo BN T T EAR=ZAOMEIC LV RELET v 7 L — FOEEIL, HERIC2—L
Ny ENFEHL, VAT LDOA A=V % FEITHAEMR L, CiscolSE, VU —R13%A A
R=LLThbE, RET—HFBIOE=X) 7 T—=H%ETTIHILERHY £9,

* Ty T 7L —ROREE, 42 N—

* Ty T T V=P AFTIDOA A = /VHRIT 5, 43 ~—
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7y IO L—FOEE

T T T L— R T AR R AF < LT =X T v L — ROBEETHERIC 2 —L
Ny 7 INET, TTI5AT AL, BEOBMMOERIREICEY 9, Z0OHEE, RO A >
t—URary—ltu iR RINET,

% Warning: The node has been reverted back to its pre-upgrade state.

error: %$post (CSCOcpm-0s-1.2.0-899.1386) scriptlet failed, exit status 1

Application upgrade failed. Please check logs for more details or contact Cisco Technical
Assistance Center for support.

TyT 7= RFOREEZEEL, /— F2xORBICRTLEND L5513, 2 Y —/LIRO
Ay —VRFRINET,

% Warning: Do the following steps to revert node to its pre-upgrade state."
error: %$post (CSCOcpm-0s-1.2.0-899.1386) scriptlet failed, exit status 1

% Application upgrade failed. Please check logs for more details or contact Cisco Technical
Assistance Center for support.

EEOT v 7T L— ROBEETITRWVRGET 7 — 3R E LTSI, RORX vE—URERI
FT, LLZFTEICFIUPANDT v 77 L— ROFNIPSNEZT v 77 L—RKLED &F25 &,
IDZT—NRRINDIENROVET, ZOT—NEALEGARIT., 2O RF=2 A MNTil
HENTNL7T v 77 L—REFEITLET,

STEP 1: Stopping ISE application...

% Warning: Cannot upgrade this node until the standby PAP node is upgraded and running. If
standbyPAP is already upgraded

and reachable ensure that this node is in SYNC from current Primary UI.
Starting application after rollback...

oo

% Warning: The node has been reverted back to its pre-upgrade state.
error: $%$post (CSCOcpm-0s-1.2.0-899.1386) scriptlet failed, exit status 1

[

% Application upgrade failed. Please check logs for more details or contact Cisco Technical
Assistance Center for support.

ADE-OS £72137 7V r—va v ONAF Y 7o 77 L— R RBLTESA1E. U 7 — MAIC
CLI 7> show application statusise =~ > RZFTT 5L, IRORA v —URERRINET,

% WARNING: An Identity Services Engine upgrade had failed. Please consult logs. You have
to reimage and restore
to previous version

ZTOMDEA T DT RTCOEE (T 7T L —FOFy L, ary—ILtyia Oy,
EFEER L) OBE. T — RTA X —T ML TN~ LY FIDSE LT, BEEEHADO N Y
IT T A A=VEFERL, BExT20ERHY T, /— RO A—=VEFEERT 255
I, A A=V EHERT DR, KIRDORIK 2R T 272912, backup-logs CLI =2~ N & FEAT
L., VE—hKM UK FIHICHAR—F N RLEEHTLZEICE->T, R —F N Rk
R L ET,

T T L= IR LG, 7Ty 77 b— REHERITT DR, ROBIEEZFEITL TS
A

mTESILET, ZT7—RRVWNT TV =g N RLVERELET,

AR L7=T 7V r—3 3 23X KL% Cisco Technical Assistance Center (TAC) 2258 L C.
M ZRrER L O L E9,
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GE) SSH#XH Cwu 71 > L. show application status ise =~ > K&flifl4+252L T, 777 L —
ROBITIRNE T RTEET, ROAvE—UNRFREINET, [%NOTICE: Identity Services
Engine upgrade is in progress... |

TFYTTUL—FEBRNLF DA VR b—ILHBIZEREKT 5
B 77V —ar M F VDT v T T L—RIET—F_X—=ADT v 77 L— RLIZHEEL
EFT, A FTIOT T L— RTEEREET L L, 2V —/L & ADElog IZIRD A v E—
MERINET,

% Application install/upgrade failed with system removing the corrupted install
fRiRiE v—/L Ny 7 EERIEZIT 9 ATZ. backup-logs =~ REMHFHLCT7 7V r—v a3y
N RVEARL, VE—F VR MIIET T r— a0 Ny RVERE L ET,

BiRiE T—L Ny I HIiE, BEIDISO A A—T % #H LT CiscolSET 7T A4 T L ADA
A=VEBEER L, Xl T v T 77 ANNST—HE2E T LET, Ty 77— RKeFERITT
HIiE, BRI LWT v 77 L— K X RURNLIETT,

‘#ERE vl EOWLET, = T—DNWhT AU r—gr N RLERELET,

cfRRiE AR L7=7 7V r— a2 N KL% Cisco Technical Assistance Center (TAC) (2%
FL T, MEEZRTERS LOWRLET,
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