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CiscoISECLIIZT 7B A4 5121%, SSHWR ZV AR — 45 EF=27 =L (SSH) 7747 b
AL £,

FEDSSHZ 747 b LTSSHE Yy v a BB L £,
Enter ¥ —F 7713 AR—ANN—Z WL T L £ 9,

RA NG, 2—P4, K= &5, BIORGEAREZANLES, & xiE, VE—FARAMDIPT K
VAERITHRA N Tise] AL, 2—H4IZ Tadmin) . A— FEEIZ [22) ZAS LT, IS
LLTCrry7Z Yy URARNE [2SATU—F (Password) | &R L £,

[#%#t (Connect) 1% 7 V v 7§ 257, Enter ¥—Z#M L ET,
)M CHNF-EHENSRRAT— RE AN LET,

UEE) a7y AN %7 a7 7 ALDBEM (AddProfile) 17 4> RZIZ AN L, [Fr7 7 A8
i (Add to Profile) 1 %227 VU w2 LET,

[ 77 ADEM (AddProfile) ]|V 4> RUTI[EHALS (Close) 1227 U v 27 L%,

Cisco ISECLI EEF7HH Y |k

Yy N7 oI, CLIBHET UV bEERTDHD2—VH ERRT—-REATTTD LS ITE
ShEd, WHHRERICKRYICHERS TS L&, 20T vy M &AL T Cisco ISE H—X
a7 A4 LET,

CLIEBET ho L b LTy VEFIREL, ZOT7 vy MM LT, CiscolSEH—
NADT ¥ ZMER T OBINERET H o e a—F T h o M EHRICER L, ST
DHENRH Y F7,

CLI BHH X, CiscoISE #— 3T, VAT A VXUV DOREEFITTHTXTDa~r K& EXEC
EF—F L= hT727ER) THEITL, TOMOBREEEE 27 1 Fab—r a3 E— NTHT
T £, BWHEIL CiscolSE7T AV r—vay V7 =7 OBAthE81E, Cisco ISE 77V
F—=ay T—=EDONNy I T v EHEIE, CiscolSET IV r—va VT M2 T ~DNRyF
ET T T L= ROHEH, TRXTOVAT LA v LTV r— 3y v 70K, CiscoISE T
NAADY B— RELIFITV Yy MU U EFITTEET,

B 7E— RICERRL ., BHET I b O7a 7 FOKRBIZR Y RiEE (#) RFEREINE
7
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CiscolSEOIR Y RS 4 v8—Tz4R |
B cCiscolSECLI—5 F7hHY Uk

CiscoISECLI 21— 7 hH™H > k

Cisco ISEFBIE R —H NN T 0 v M EEKRT 5 2 —%i%, CiscolSECLILIZHEMIZH 7oA >
TXFEV¥A, CLIEEET VU FEFEHLT, CLIKT 7 BATE 22— 7T h o MER
BNTHERR T 2 MERH Y £,

Cisco ISECLI 21— 7 hHo > FDYERL

CLL=—H¥ 7hoy FEERTAICIE, 207 4 Falb—3 32 F— T username 2~ K%
EITLET,

ATV T CLIFEHET AV b L TCiscolSECLIIZR 7 A LET,
AT T2 ar74X¥al—var E—RFEHEL, username 2~ REETLET,
ise/admin# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config)# username duke password plain Plain@123 role user email duke@cisco.com

ise/admin (config)# exit
ise/admin#

ATY T3 CLI2—¥ 7h 7 a2l LTCiscolSECLLICR V' A > LET,

Cisco ISECLI .—H% 7 A > FDIER

=P THT ML, ROa<wr Regle, BESINTZEDOa~y R~DOT 72 AERHY F
ﬁ‘o

* crypto

* exit

* nslookup

* ping

* ping6

* show cdp

* show clock

* show cpu

* show disks

* show icmp_status

« show interface

Cisco Identity Services EngineCLI ') 7 7 LR HA K, 1J1J—X 13
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CiscoISEaAVY Y FSA VAV E3—T AR

CiscoISECLI THR— b ShAN— KOz 7HEUY I rYz70T5v b 74—4 I}

* show inventory
* show logins

* show memory
* show ntp

* show ports

* show process

* show terminal
* show timezone
* show udi

* show uptime

* show version

* ssh

* telnet

* terminal

* traceroute

Cisco ISECLI THHR—brENZ/N—FKDZT7ELUVY T

O T7DTSTYy b TH—LA

Cisco ISE r— N [28kt L, WEFEAH L CCLIWKT 7 BATEET,

* Microsoft Windows XP F 721X Vista 2579 5 2 AT A,
* Red Hat <° Fedora 72 £ @ Linux % #1795 AT A,
* Mac OS X 10.4 LIRED Apple = > B 2 — 4

* VT100 7213 ANSI DU R T /34 A, VTI00 # A 7 T34 ZB L NANSI 7 /34 AT
1, EEREN, HREL, EREDN, TREL, Delete 35 J U'Backspace ¥ — % & 0 4 — /L4l % —
BLOT— Y VBEIF—%2#HT& £, CiscolSECLIIE., & — Y LHIHF— D 2
L. BEWICHRERT A ACFEHEH L ET,

T RCOMRDEE72 Y A MIOWTIX, /ust/share/terminfo/ */* O terminfo 7 — % ~X— A (i
RHERET —F =) ZZHML TSV, T3 )L STz terminfo 7 7 A /WITIR D B5T
WZHDFREMER D D F

9, /ust/lib/terminfo/v/vt100, /ust/share/terminfo/v/vt100, /home/.../.terminfo/v/vt100, F7zi%
fetc/terminfo/v/vt100, terminfo (X, 77V r— gy 7l T A LEETHEHRDOTITD
ETIVCHIHATRER S ARRE T — X X— A T9, iUk, I — Y ZH LGN BE T
L. HEO—HAHET, Hiiz A7 a—L45, T—RFR2EHET 5, A8l (B, P53, &
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CiscolSEOIR Y RS 4 v8—Tz4R |
B CiscolSECL THHR— FEhBN— K9z 7ELVY I FITFOTS5 Y I+ —L

W, T KiEFETRE) 2843 0o EEETT AR ET IR
=7 = A (ERIREIESCTE) AL ET,

=& 21X, b— )5 "ocate vt100" EATIT D L, FEH L TW AR T HIHEHRPF RS
nEJ,

Cisco ISE CLI iZi, IRDOFMRIGRI A TnDT 78 ATEET,
° 1178
° 2621
° 5051
° 6053
° 8510
o altos5
° amiga
° ansi
o apollo
o Apple_Terminal
° att5425
° ibm327x
o kaypro
°vt100
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%ZE

EXEC E— F® CiscoISECLI <> F

ZDETIL, EXECE— FTEHENS CiscolSE a2~ R4 A Z—T =4 A (CLI) =
U RICOWTHBALET, ZOETIZ, a~vr RI&IC, 20MHAFEOMERHE, =<
VRO, FERAEOTA RTA4 0, BIXOERABIZRLET,

* EXEC E— R TBAtE S5 CiscoISECLIE v 3, 8 X—
* application install, 9 ~X—3

application configure, 10 ~<X—<37

application remove, 18 ~X—7

application reset-config, 19 ~X—3

* application reset-passwd, 21 ~<—37

* application start, 22 ~X—37

application stop, 25 ~X—7

* application upgrade, 26 ~<—3°

* backup, 30 ~X—

* backup-logs, 33 ~X—

* clock, 35 ~_—

* configure, 37 ~X—¥
copy, 38 ~X—

* crypto, 42 ~X—
* debug, 44 ~X—
* delete, 49 ~X—
* dir, 50 X—

* exit, 51 X—¥
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EXEC £— N0 CiscoISECLIa<Z > K|
B EXec £— RTBAhE N B CiscolSECL £y 3>

* forceout, 52 ~X—

* halt, 52 ~_—

* help, 53 ~—¥

* mkdir, 54 X—¥

* nslookup, 55 ~—¥

* password, 56 ~<X—3

* patch install, 57 ~X—

* patch remove, 59 ~<—3

* ping, 60 ~X—

* ping6, 61 ~<X—

* reload, 62 ~X—

* restore, 63 ~X—

* rmdir, 68 ~X—

* ssh, 69 ~X—

* tech, 70 ~X—

* telnet, 72 ~X—

* terminal length, 73 ~<X—

* terminal session-timeout, 73 ~X—37
* terminal session-welcome, 74 ~X—3
* terminal terminal-type, 75 ~~—3
* traceroute, 76 ~X—3

* undebug, 76 ~N—

* write, 80 ~X—

EXEC E— K THIrE=MN 5 CiscoISECLI v 3 >

Cisco ISECLI Tt v a v ZHAT 554 . EXEC E— R biad E4, EXEC £— FTII.
CiscoISE— DT RCIZT 7V EALTUVAT A L-YLOBEEET L, BlEn Va2 B
[R3dh 0 £,
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| EXECE— R CiscolSECLI T I

application install B

application install

Y

GE)

B DEREA

AU R TIHIE

ATV R E—F

FREDHA FSA4 Y

Cisco Identity Services Engine (ISE) 7 7'V 7 — a v id, AR —hShdT_XTCOTFI7347
U AF L VMware 12 Cisco IOS £ A=Y N7V A A R—/L I TWAH T, i@ OEET
X, I~ RIA4 2 A H—T7xAA (CLI) 75 applicationinstall =~ > K& HEfT C& 4

/\Jo

Cisco ISE ISNDFRFEDT 7V r—a & A A h—/LF 51T, EXEC E— KT application
install 2~ > FZEH L E 9, Cisco ISELSDT 7V rr—3 3 &HIBRT 511, application
remove 2~ RZfHEH L E7,

application [ install {application-bundle} {remote-repository-name}|

install YEOT IV r—varE A A M= LET,

application-bundle TVl —al XU RILDT 7 A VA, BK255 LFOH
¥raedAR—hLET,

remote-repository-name VE—FURY M4, K25 LFOFEETEFHR— ML
S

77 AV S OEIERIEILDH D F A

EXEC

BELET Z VA —2a b XU RAVET TI5AT VAL A M=V LET, 7TV r—3 g
NUBRV T AT, BELEZYVRY FPUMNSEEINET,

TV —va A A M—)LEITHIBRL TV A2, applicationinstall =~ > KX° application
remove 1~ RZBIRFTTLH L, ROEEA Yy E—VURFRINET,

An existing application install, remove, or upgrade is in progress. Try again shortly.

1

ise/admin# application install ise-appbundle-1.1.0.362.1i386.tar.gz myrepository

Cisco Identity Services Engine CLI Y 77 LY X A K. Y U—Z13 i



Il application configure

Do you want to save the current configuration?

Generating configuration...

Saved the running configuration to startup successfully
Initiating Application installation...

Extracting ISE database content...
Starting ISE database processes...

Restarting ISE database processes...
Creating ISE M&T session directory...

Performing ISE database priming...
Application successfully installed
ise/admin#

EENEYD

application configure, (10 ~X—3")

application remove, (18 ~X—3)

application reset-config, (19 ~X—73")

application reset-passwd, (21 ~—73)

application start, (22 ~~—737)
application stop, (25 ~—73)
application upgrade, (26 ~—)
show application, (83 ~X—73)

application configure

M&T #:EZ FATT HICIE, v 7 74 ZICEET 2 EHEE 2 FH L CFKax L, CiscoISE CA FE

BX DA

AR R TFI4ILE

AR E—F

Jll Cisco Identity Services Engine CLI Y 77 LV X Hi4 K. 1J1)—X 13

W& & X —% CiscolSE Ty 7 7 v VB I MEILT 647 v a v ex 7 AR — A YR —FL,
EXEC “&— KT application configure =~ > K2 L 7,

application [ configure {application-name} |

EXEC E— R ® CiscoISECLI a7 > K

[yes]? yes

configure BEOT 7V r—vara#ELET,

application-name

TV r—va g, K255 LFEOTEETE YR
7,

— kL=

77 4 FOBIEREIZH D EE A,

EXEC



| EXECE— R CiscolSECLI T I

FREDHA K51

EZAYUT FT—ER—RADHRE

Toavwy REFERALT, M&TT—ERX—A A T v 7 AR BHFTXET, £7-. CiscoISE
J — RTCiscolSECAFFHERB I N —2 TV AR— " BIOA VA= T B2 TEET,

1

ise/admin# application configure ise
Selection ISE configuration option
[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]1Purge M&T Operational Data
[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store

[8] Import Internal CA Store
[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration
[12]Exit

2

You are about to rebuild the M&T database unusable indexes.
Are you sure you want to proceed? y/n [n]: y

Starting to rebuild indexes

Completed rebuild indexes

BErEY Y
application install, (9 ~X—7)
application remove, (18 ~X—1)
application reset-config, (19 ~<—73”)
application reset-passwd, (21 ~X—3)
application start, (22 ~X—73")
application stop, (25 ~<—)
application upgrade, (26 ~X—1)
show application, (83 ~<—3)

TR T—EAR—ADERE

XL B

CiscoISE— "R EAIZEENTWRWEATE T E=R ) I F—2_X—2% Uty M50

NV ET,
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EXEC E— R ® CiscoISECLI a7 > K

B ==%v29F—%~—2z08%

A

Jll Cisco Identity Services Engine CLI Y 77 LV X Hi4 K. 1J1)—X 13

0y 7y ANOA—EKEBBTH7-0IC, TIAIBLOEAI L FZVOE=FD) T ) —
R F—=F_X=2ZRFZ) Y T2 E2HELET,

FE=X VT T A=A O X A ZEET HIZIL, application configure ise =~ > KT
DAT v avrEFALET,

CE=FN LTy g T ANR—2F Uy AT, Va2 EALET,

=N T TR ADFEARTREIRA VT v I ABFEETHIZE, A7 a2k
ERLET,

CE=H VU TEWET — X R—=TUFBIE, AT a3 EERALET,
CE=H VT T ER=RF Ny NTAHIE, AT va 4 EERALET,
CE=H VT T AR ADMEFHEREEG T AL, AT ar s EEALET,

151
FT=H VT ey gy T ARV y FTAICE, AT Va1 BEALET,

ise/admin# application configure ise
Selection ISE configuration option
[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes

[3]1Purge M&T Operational Data

[4]Reset M&T Database

[5]Refresh Database Statistics

[6]Display Profiler Statistics

[7]Export Internal CA Store

[8] Import Internal CA Store

[9]Create Missing Config Indexes

[l0]Create Missing M&T Indexes

[11]Enable/Disable ACS Migration

[12]Exit

You are about to reset the M&T session database. Following this operation, an application
restart will be required.

Are you sure you want to proceed? y/n [n]: y

TimesTen Daemon stopped.

TimesTen Daemon startup OK.

Restarting application

Stopping ISE Monitoring & Troubleshooting Log Collector...

Stopping ISE Monitoring & Troubleshooting Log Processor...

ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...

Stopping ISE Database processes...

iptables: No chain/target/match by that name.

iptables: No chain/target/match by that name.

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE Monitoring & Troubleshooting Log Collector...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'



| EXECE— R CiscolSECLI T I

gzayvy F—a~—z20%% I

CLI to verify all processes are in running state.

2
You are about to rebuild the M&T database unusable indexes.
Are you sure you want to proceed? y/n [n]: y

Starting to rebuild indexes
Completed rebuild indexes

3

Enter number of days to be retained in purging MnT Operational data [between 1 to 90 days]

For instance, Entering 20 will purge MnT Operational data older than 20 days
Enter 'exit' to return to the main menu without purging

Enter days to be retained: 20

You are about to purge M&T data older than 20 from your database.

Are you sure you want to proceed? y/n [n]: y

M&T Operational data older than 20 is getting removed from database

4

You are about to reset the M&T database. Following this operation, application will be

restarted.

Are you sure you want to proceed? y/n [n]: y

Stopping application

Stopping ISE Monitoring & Troubleshooting Log Collector...

Stopping ISE Monitoring & Troubleshooting Log Processor...

ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting Database only

Creating ISE M&T database tables...

Restarting application

ISE M&T Log Collector is not running

ISE M&T Log Processor is not running

ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

ISE Application Server process is not running

ISE Certificate Authority Service is not running

ISE Profiler Database is not running

ISE M&T Session Database is not running

ISE AD Connector is not running

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE Monitoring & Troubleshooting Log Collector...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

5

You are about to Refresh Database statistics
Are you sure you want to proceed? y/n [n]: y
Starting to terminate long running DB sessions
Completed terminating long running DB sessions

Gathering Config schema (CEPM) stats ........
Gathering Operational schema (MNT) stats ....
Completed Refresh Database statistics
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EXEC £— N0 CiscoISECLIa<Z > K|

TATFA) T ALY DT A THEHER

JAIJ7AN T AR rDT A THREHER

Ta—T AL THNCT AT A VT AR IS T A THEERE R T HITIE, application
configure =~ > K C Display Profiler Statistics 47> a V&ZMIHLET, ZOF—XiF, KU —
P—bER )= RETTIESN, =XV T J—FTRIOT—XIERINEHA,

Zoawy RTH. ENIBRERICL—F Ry FE2LEL L THWZEEFED IMX I v o ¥ £
SEL IConsole ZIEH T 5720, DT —H X v T F v T 50— F RNy FEERTHHLE
TH 0 FHA,

1

ise/admin# application configure ise
Selection ISE configuration option
[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]Purge M&T Operational Data
[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store

[8] Import Internal CA Store
[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration
[12]Exit

6
Create an RMI connector client and connect it to the RMI connector server

Get an MBeanServerConnection
Retrieve MXBean

Press <Enter> to continue...

Timestamp, Elapsed, EndpointsProfiled,NetflowPacketsReceived,
EndpointsReProfiled, EndpointsDeleted. ..

Press Ctrl + c

NECAR R T7DITY AR—FELUA VR—k

Cisco ISECAGEHAEB L X —%2 774~ UVEH / — K (PAN) 5 PAN OFEERARIZE I >
HUEH ) — RNZA VA= FTEL L9127 AR — T 5121, EXEC *£— KT application
configure =~ R&fEH L £,

thH X VER ) —RET T4~ VEH ) —F (PAN) I[ZHAHEIED5E81T. TOPANLT Y
A7R— |k L7z Cisco ISE CA GEMIHIB L OF—2 A AR — M T 20 E N H Y £,

* Cisco ISE CA FEAERL L OF—Da v —%2 7 AR — N3 5HIZiX, application configure ise
a<wr Ror7Tvar7EERHLET,
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EXEC €E— K ® CiscoISECLI a7 > K

mECAR h7OTy RKR—r&Us vR—+ [l

* Cisco ISE CA FEERL L OF—Da v —% 1 »7R— h§5IZiL, application configure ise =
~V ROA T a8 EHEHALET,

511
CiscoISECA IFAER L UF—Dabt’ —2 =7 AR— T 51I20%, A7 ar7TaERALET,

ise/admin# application configure ise
Selection ISE configuration option
[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]Purge M&T Operational Data
[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store
[8]Import Internal CA Store
[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration
[12]Exit

7

Export Repository Name: sftp

Enter encryption-key for export: Testl234
EXport on progress...............

The following 4 CA key pairs were exported to repository 'sftp' at
'ise ca key pairs of ise60':
Subject:CN=Certificate Services Root CA - 1ise60
Issuer:CN=Certificate Services Root CA - 1ise60
Serial#:0x66cfded7-2£384979-9110c0el-50dbf656

Subject:CN=Certificate Services Endpoint Subordinate CA - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x20££700b-d5844ef8-a029bf7d-fad64289

Subject:CN=Certificate Services Endpoint RA - ise60
Issuer:CN=Certificate Services Endpoint Subordinate CA - ise60
Serial#:0x483542bd-1£f1642f4-ba71b338-8£f606ee4d

Subject:CN=Certificate Services OCSP Responder Certificate - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x0ad3ccdf-b64842ad-93dd5826-0b27cbd2

ISE CA keys export completed successfully

512
Cisco ISECA SFHEB L VF—Da bt —%2 A VAR — FTAI2T. A7 a 8 2HHLET,

ise/admin# application configure ise
Selection ISE configuration option
[l]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]Purge M&T Operational Data
[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store
[8]Import Internal CA Store
[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration
[12]Exit

8
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B czELE Ty z06R

Import Repository Name: sftp

Enter CA keys file name to import: ise ca key pairs_of ise60

Enter encryption-key: Testl234
Import On ProgressS.......eeeeee..

The following 4 CA key pairs were imported:

EXEC E— R ® CiscoISECLI a7 > K

Subject:CN=Certificate Services Root CA - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x66cfded7-2£384979-9110c0el-50dbf656

Subject:CN=Certificate Services Endpoint Subordinate CA - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x20££700b-d5844ef8-a029bf7d-fad64289

Subject:CN=Certificate Services Endpoint RA - ise60
Issuer:CN=Certificate Services Endpoint Subordinate CA - ise60
Serial#:0x483542bd-1£f1642f4-ba71b338-8f606ee4

Subject:CN=Certificate Services OCSP Responder Certificate - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x0ad3ccdf-b64842ad-93dd5826-0b27cbd2

Stopping ISE Certificate Authority Service...
Starting ISE Certificate Authority Service...
ISE CA keys import completed successfully

RELI=A VT VI ZADER

AT I ADREIZL DT v 77 L— RORIAEREET 511X, EXEC & — KT application

configure =~ > RZ{EH L £,

* R¥ELT-CEPM T—F RX—RA f VT v 7 AEERTAHIZIE. A7 ar9xALET,

CRELTIE=H VT T—HR—RA AT w7 ABERT DI, A7 a0 &=HHL

iTo

511

CEPM T —H X—RA A T v 7 RAEAERT HIZIE, A7 a9 &xHLET,

ise/admin# application configure ise
Selection ISE configuration option
[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]1Purge M&T Operational Data
[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store

[8] Import Internal CA Store
[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration
[12]Exit

9

You are about to create missing config indexes.

Are you sure you want to proceed? y/n [n]: y
Starting to create missing config indexes
Completed creating missing config indexes

Jll Cisco Identity Services Engine CLI Y 77 LV X Hi4 K. 1J1)—X 13
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Acs oBFEs+—ILzT2 I}

51 2
RELTZET=H D T T—=HR=A AT 7 AERT D203, A7 a v 102FEHLET,

ise/admin# application configure ise
Selection ISE configuration option
[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]1Purge M&T Operational Data
[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store

[8] Import Internal CA Store
[9]Create Missing Config Indexes
[l0]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration

[12]Exit

10

You are about to create missing MnT indexes.
Are you sure you want to proceed? y/n [n]: y

Starting to create missing MnT indexes
Completed creating missing MnT indexes

ACS D&1TEA X—TILIZT B

A

ISE |Z ACS % E % 173 51Z1%. EXEC “E— KT application configure =~ > RZ&ff L £ 7,
ISE~DACSEHEDKBATEA X —TNEIIEIT 4 =7 MZTHIF, A7 var 1 zHLE
7,

G¥)

CiscoISE 1.3 1Z. ACS X—T 3 55 BLU5.6 DBITEZYR—FLTWET,

151
ACSEEEA F—TNZTHIZIE, A7 a1l ZEHLET,

ise/admin# application configure ise
Selection ISE configuration option
[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]1Purge M&T Operational Data
[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store

[8] Import Internal CA Store
[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration
[12]Exit

11

ACS Migration is currently disabled. Are you sure you want to enable it? [y/nly
ACS Migration enabled. Please make sure to disable it after you complete migration process.
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Il application remove

EXEC E— R ® Cisco ISECLI a7 > K

application remove

Y

GE)

B DEREA

AR R TFI4ILbE

AU R E—F

EREDAA RZA Y

Ty 7T = RIZBET D WRIVRERER DR WIR Y | Cisco ISE ZHIBRT 572012, <2 KT
A A H—T7xAA (CLI) » 5 application remove =~ > RZFEITTEEH A,

Cisco ISE LA DFFEDT 7V or—3 a » #HIBRT 5121, EXEC &— KT application remove =
~ REERLES,

application [ remove {application-name}]

Cisco ISE LIAADAMDT 7V r— a U ZBIBR LT WG HIE. 203~ RO ne JEAZ ]
LET,

no application [ remove {application-name}]

remove TSV ey g VEBIRE T oA VA R LET,
application-name TIY ey a b, K255 KEORBREE R — LT
¥

TV r— g VEHIRESIIT A A =L LET,

77 AV OEIERIEILD D FE A

EXEC

TN =g VEBIBRESIIT A A R—=L LET,

il

ise/admin# application remove ise

Continue with application removal? [y/n] y
Application successfully uninstalled
ise/admin#

EErEY Y
application configure, (10 ~X—7)

application install, (9 ~<—27)
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application reset-config B

application reset-config, (19 ~<—13”)
application reset-passwd, (21 ~<—73”)
application start, (22 ~X—73")
application stop, (25 ~<—)
application upgrade, (26 ~X—73)
show application, (83 ~X—3)

application reset-config

BXDEREA

aAavY R FI4ILk

AU K E—F

FRLEDHA KS1 Y

CiscolSE7 7V r—vary arv74Xal—ya 2 THERMNHEOT 72132y b5
. BEFEO TG R R E 2 R FF 95 121%. EXEC & — KT application reset-config =~ > N % fif
HLET, BOABAENEICIMA T, Y—FEHEZ Yy FL72V ., BEFO— FEEE K
FLEEv3asZ b TEET,

application [ reset-config {application-name} ]

reset-config CiscolSE7 AV r—avarv 74Xzl —varsEty
FL. CiscoISET —4_X—2% 7 V7 LET,

application-name Vey 4277V r—varary7 o Xalb—va D4
i, K255 LFOEET A A — R LET,

77 AV OEIERIELDH D EE A

EXEC

application reset-config =~ > R& i35 & | CiscoISE 7 77 A 7 A £ 721X VMware % F A
A =PI, CiscolSEa > 7 4 Fal—vard Uty k&, CiscolSET —H_X—2D 7
THRARETT, UEy FTHEL LW CiscoISE 7= N—2AFHEL L2 —% RS2 TU— %
ANTHHERHY £77,
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EXEC £— N0 CiscoISECLIa<Z > K|

application reset-config

A

G¥)

application reset-config =~ > FZ {925 &, CiscolSE 27 4 ¥ o L— 3 VLD
WHREEICY Y PENETH, A2 —FT 47 AT A (Cisco ADE-OS) =7 4 ¥ =
L—y a3t FEFFEFEEINFEHA, CiscoADE-OS 27 4 X o L— 3 2 . *v b
U — 7 FE, CLINNZAT—RRI— BIXORy 7 v FREREOHEANG TN TWE
R

CLI b CiscoISET 7V r—vaviiEa Uty 2L, T TICHE L TVDHAEIT Active
Directory N A A /B ISE / — RA I 5 BB T TS vE T, 7272 L, CiscolSE / — K
DT 17 MiE. Active Directory KA A I GHIBREIUE R A, Active Directory D7 L7 3/ ¥
JLC Cisco ISE EFBEE R —Z VD ORREL 2 34T 5 Z L 24 L9, BBLBRIE, Active
Directory RAA 26 ) — DT 10 FEHIBRLET,

451

ZI—FNRNo AT v a v EZEBRLIEGAE, a~vy Fidh— GEHELZHIBRL, BOBAGEHED
HEFERLET, 2PN Yes A7 > a v ERIRLIZGA, a~2 NIZFTEDEATICZ 7 A
A= T5Z LI Lo TBEFOY— FEELZRFFLET, V—SFEEX. ZOHEHr6 A v
A—hanEd,

ise/admin# application reset-config ise

Initialize your ISE configuration to factory defaults? (y/n): y
Leaving currently connected AD domains if any...

Please rejoin to AD domains from the administrative GUI
Retain existing ISE server certificates? (y/n): y
Reinitializing local ISE configuration to factory defaults...
Stopping ISE Monitoring & Troubleshooting Log Collector...
Stopping ISE Monitoring & Troubleshooting Log Processor...
ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

Enter the ISE administrator username to createl[admin]: admin
Enter the password for 'admin':

Re-enter the password for 'admin':

Extracting ISE database content...

Starting ISE database processes...

Creating ISE M&T session directory...

Performing ISE database priming...

application reset-config is success

ise/admin#

EErEYY
application configure, (10 ~X—3")
application install, (9 ~<X—1)
application remove, (18 ~X—37)
application start, (22 ~X—73")
application stop, (25 ~X—7)
application upgrade, (26 ~X—1)
show application, (83 ~<—3)



| EXECE— R CiscolSECLI T I

application reset-passwd

application reset-passwd  [JJ]

S 722 Y — RPN AN SN DIEHET 7 FIRT 4 B —7 W72 > 7%, Cisco ISE
THESNc2—=F T AV b GEWESEFOERET VY b)) OFHER—Z v ur A
NAT— K%Yty bF5HIZ1F, EXECE— KT application reset-passwd =~ > K& L £,
Fio, Zoavr REfH LT, CiscolSET — X X—RAFHHF NRAT— Rba—WF 27— K%

VEy b52&bTEET,

application [ reset-passwd {application-name} {administrator-ID | internal-database-admin |

internal-database-user} |

X DA reset-passwd

AT Y N RAT—RKE YUty FLET,

application-name

TV r—a A, K255 LFEOEBFEZYR— M LE
—éqo

administrator-I1D

NRAT—=KRZV®y bTAT 4= N2 EHET D
AV RNE AN

internal-database-admin

CiscOISET —Z R—Z D AT 5 L-YLD /R AT — R &g
LET, ZORRT—RNIMERTL2LERHY £F (T 7+
N RNEHY FHEA) ZONRAT— KRl XFUEOESX
WCTDMERHY, Ll b 120/ F, il bl
DORLF, BILUOD72EH 12085 (0~9) ZAhb
PVENBH Y F4,

\\70

52

internal-database-user

CiscOISETF—H RXR—ZADT Z B A L~YLD/NA Y — NEEE
LET, ZONRY— RIERT DIHERHY ET (F 7+
LRMEIHYFERFAL) . ZONRRT—RIZ 1 XFEUEOES

WCTAMBERHY, Dl b 1 o0/ FE, Dl tb

ODORXLF, BIUOD R EH120%F (0~9) 2 ANhb
VERH Y £9,

internal-comm-user

AU RTIAIE

F7 4L OEEREIZH Y £ A, CiscolSETEBRET H T 2T 4B —T N THHEAIC

BE

BREOFT 51>

EXESISE s — LD " AT — R Uty b5 & X Ik OB 2 T X £
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EXEC £— N0 CiscoISECLIa<Z > K|

FHEOZ—VFIDIZH LT, HESNREEBL CHEST AT NEANTDH L, BHE
R—=H LTV AT LG By 7T R &vET, CiscolSEIL, = —HFNBEfTIT 5
oA —R%&E VEy FCELET, BHEL—F DO LT vy vax—FREIELET, &
FISE /— KD CLI COAREHENRAT— K&y hT&ET,

WH, CiscoISE 7 — 4 R—AFHF L 22— P DONRAT— Rid, MIIREEZIIT7 v 77 L— K
IC—ELEETAMLETIHVETAL, TNEDORRAT— ROWTNNEZHB TETETALEND
%561, application reset-passwd =~ > R&fEH T £,

UTF-8 & Fi#E . — %, Cisco ISE BHLE R —Z LN EDHIRAY — REEHETEF7,

il

ise/admin# application reset-passwd ise admin
Enter new password: ***x*xx*

Confirm new password:
Password reset successfully.
ise/admin#

KKK KKK

EErEY Y
application configure, (10 ~<—73)
(9 ~=—v)

(18 =X—2)
application reset-config, (19 ~<—13”)
(22 =)

(25 =)
(26 X—7)
(83 X—2)

application install,

application remove,

application start,
application stop,
application upgrade,

show application,

application start

BX DA

Jll Cisco Identity Services Engine CLI Y 77 LV X Hi4 K. 1J1)—X 13

YeEDT7T 7V r—a kA X —7 /T HIZIE, EXEC E— KT application start 2~ > Nz {ifi
MLET, 77V r—ra v olghzs b—7 T 512F, Z0a~y Ko no BAE A
L\i—a—o

application [ start {application-name | safe}]

no application [ start {application-name | safe}]

start TV — gy N RLVEA X—T LI LET,




| EXECE— R CiscolSECLI T I

AR R TFIAILE

aAvU R E—F

EREDAARZA Y

applicationstart  [JJj

application-name AF =TT D, FRNERSNLT TV r—va o4
Ailo K 255 LT OIH T2 PR — b LET,

safe =7 E—RFTT U r—vareE#HLET,

77 4V FOBEREIZH Y EE A,

EXEC

TN r—va A R—T N LET,

Zoawr NEFEHALT, CiscolSE #Bttd2Z LidTExEHA, BABLED &35 &, Cisco
ISE/N T TIZFETSNTWD EFRREINET,

application startsafe 2~ F&ZfiH LT, CiscolSEx ¥ —7 E— N CE#ITEET, ZOEF—FK
Tt BHER—ZNVICHTHT 78R ay ba— L 2—BHIcT =72 LT, BERE
HEAToTRIlC, 77V r—varemiigicxEd,

ZORBAT v a L, BEE L LT T Cisco ISEEHER—F VDT 72 ANPHTRTO
2—HEuy 7T U RNLTEEEDY N FECRY £, ZOWRGUT [EH (Administration)] >
[EHE T 7 & A (Admin Access)] > [FXiE (Settings)] > [7 7 & A (Access)] ~X— TliiE->7= [P 7
TR VARNERELEGAICRELET, £, L) A7V a itk iEHER—X
DFBFEDNA INASIHL, Cisco ISEFHER—Z Nica 74 T 57D T 740V FO2—F4E
KON AY — FREGEIZR Y £77

i1

ise/admin# application start ise

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE Monitoring & Troubleshooting Log Collector...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

ise/admin# show application status ise

ISE PROCESS NAME STATE PROCESS ID
Database Listener running 30171
Database Server running 33 PROCESSES
Application Server initializing

Profiler Database running 31315

AD Connector running 1732
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application start

A

EXEC £— N0 CiscoISECLIa<Z > K|

M&T Session Database running 31225
M&T Log Collector running 1625

M&T Log Processor running 1584

Certificate Authority Service running 1532

pxGrid Infrastructure Service disabled

pxGrid Publisher Subscriber Service disabled

pxGrid Connection Manager disabled

pxGrid Controller disabled

Identity Mapping Service disabled

ise/adming

+—7 E—FTODCiscoISET7 7 1) 77— 3 VDS

(4] 7 arORMIE, Bo TRBENT-AREMERH DT 7 v ZFIRBE AL 2T 5HZ L
TF, CiscoISE W —ERZBIETA7-DIct—7 T— REFEHLEEES. ROBENRLNE
7,

CEHENBRSTHE Y Y7 LIEREAIZ., ELWIP 727 EREIRICe /A4 o TEXB L 91C
IP 7 7 & ZHIRN —BEEICT 4 B—T iz 0 £,

*FIPS A X—T VDR ANT, [LE] A7 ar N7 7V r—ya rOEBFHIES N
e, FIPSBGMWT = v 7 BN—KIZT 4 BE—7 M0 £9, @5, FIPSELEMET = v
TINRIL L7256 1%, Cisco ISE —E R FHA SN EFA, 22— IT TV r— a0
EEIRC (24 A7y a v &ML TCFIPS AT =~ v 7 24 RATEET,

*FIPS3A X —TIDHRARNT, ZE| 7> arRnN7 U r— g ORERICEIS N
BE. N Rz T Y =R L — X AT = I BT =TI 0 £,
CFEAENR—ZAORGEERMEAT A5G, TV r—v g VEEIREO [Ze) A7 a TR
BNC =P L NRRT — R R= 20N SN ET,

GE)

INHDOEFIT 2D THY, CiscolSET T U r—a DA AKX AT IR
LEd, CiscolSEV—tE 2% (&4 A7 a7 U CHEETSE, 5740 FOBEREN
TRCETINET,

ise/admin# application stop ise

Stopping ISE Monitoring & Troubleshooting Log Collector...
Stopping ISE Monitoring & Troubleshooting Log Processor...
ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

ise/admin# application start ise safe

Stopping ISE Monitoring & Troubleshooting Log Collector...
Stopping ISE Monitoring & Troubleshooting Log Processor...
ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...



EXEC €E— K ® CiscoISECLI a7 > K

Stopping ISE AD Connector...
Stopping ISE Database processes...
ise/admin#

EErEYY

application configure, (10 ~X—73)
application install, (9 ~X—73)
application remove, (18 ~X—3°)
application reset-config, (19 ~X—73")

application reset-passwd, (21 ~3—1)

application stop

application stop,
application upgrade,

show application,

application stop

(25 ~—2)
(26 =—3)
(83 X—2)

BEDOT 7V r—yaraT 4 v—7 M9 521, EXEC &— KT application stop =~ > N %
ERALES, 77V r—varoEibEzT =TT 5I2E, 2O a~vy RO ne IBAE#

)EH szjﬂo

application [ stop {application-name}]

no application [ stop {application-name}]

BX D5 stop

TV r—varET 48— M LET,

application-name

T4 B—=TNWIT D, FRHICERINEZT TV r—varo
Zfil, EeK 255 LT OFE T EY R — N LET,

AU RTIHIE

77 AV s OEIERIEIL D D FE A

ATV R E—F
EXEC

FREDHA FS14 2

TV r—varET 48— M LET,
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1

ise/admin# application stop ise

Stopping
Stopping
Stopping
Stopping
Stopping
Stopping
Stopping
Stopping
Stopping
Stopping

ise//admin# show application status ise

ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE

Monitoring & Troubleshooting Log Processor...
Monitoring & Troubleshooting Log Collector...
Identity Mapping Service.

pxGrid processes...
Application Server...

Certificate Authority Service...

Profiler Database...

EXEC E— R ® CiscoISECLI a7 > K

Monitoring & Troubleshooting Session Database...

AD Connector...
Database processes...

ISE PROCESS NAME
Database Listener
Application Server
Profiler Database
AD Connector
M&T Session Database

M&T Log Collector

M&T Log Processor

Certificate Authority Service
pxGrid Infrastructure Service
pxGrid Publisher Subscriber Service
pxGrid Connection Manager

pxGrid Controller

Identity Mapping Service
ise//admin#

EENEYD

application configure, (10 ~<—3")

application install, (9 ~X—°)

application remove, (18 ~<X—37)

application reset-config, (19 ~X—73")

application reset-passwd, (21 ~X—3)

application start, (22 ~~—737)

application upgrade, (26 ~—3)

show application, (83 ~<—)

application upgrade

BEDT 7V r—ya Ny RVvET v 77 1— K9 5121, EXECE— K T application upgrade
avy REFEHLET,

application [ upgrade {application-bundle | remote-repository-name} ]

not

running
running
running
running
running
running
running

disabled

not
not
not
not
not

running
running
running
running
running

PROCESS ID

BX DR apgrade

VE—=hURY NIHNOREDT TV r—va v~y Rk
Ty T L= FLET,
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AU R TIFIE

ATV R E—F

FREDHA K514

application upgrade ]

application-bundle TV = a vk, K255 LT OBHT AP AR~ h LE
T

remote-repository-name UVE—bFURT MV A, K255 LFOREFEYR— ML
ij‘o

cleanup DRNMC¥R SN T v 77— R A FAZRHIBRL, Ly
Ty T L— RN RVEEERLET,

prepare TyT T VL— R RLagyra—FRL, AAZ T —H)L
TAAVIRL T, Ty 7TV —KTHT7 7V r—vay
U L ET

application-bundle TIV = a v, K255 XFOEMTER— N LE
D

proceed O—HN 7y ANEFALCT v 77— RaeEHitLET,

T 74N F OBEREIZSH D EH A,

EXEC

TV r—vark Ty — RN, TV —varard a4 Falb—a T — 2 R7F
LET, FEMIZOWTIE, [ Cisco Identity Services Engine Upgrade Guide, Release 1.3] D% 2
lUpgrade Methods for Different Types of Deployments] % Z:Mi L T< 72X\, application upgrade
2 RCO cleanup, prepare, 35X Nproceed 773 =3 » OfEHIL, CiscolSE, UV U—A 12
EENLUEDON—T 2 /) VU —=A~DT v 7T 7 L— R TOHYR— b InET,
CFEENRELBECHOT v 77 L= RN RVERT S, E03R8e 51—V a Vg
328581, ceanup 47> 3 VA L EJ,
Ty T T =R AN RV Ea— Ay e — L, il T 51213, prepare 47 =
VEMEHLET,
*prepare 4/ a CHIH LT v 7L — R N RV &M LT CiscoISE =7 > 77 L —
R4 21213, proceed 7> 3 &/l LE¥. application upgrade

<ise-upgradebundle-1.2.x-to-1.3.0.849.x86_64.tar.gz> <remote-repository> & i 92X 0 12,
Ty T T U= RN PVERELIERICZOA TV a Y EEATEET,
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Il avplication upgrade

A\

EXEC £— N0 CiscoISECLIa<Z > K|

o T L — KRR LTS, ZOF T aii7r v IS L — R RAEHIBRLE
j—O

°T T L— FKRALDOEHATRILIZSGE, 2047 a7 v 77 L— Ry
Rz LE T,

TV = arERIERT v 77 L— KL TWARIZ, application upgrade =~ > R & 179 %
L ROEERX o —UREREINET,

An existing application install, remove, or upgrade is in progress. Try again shortly.

IR

MY

7 77— ROEITHIL, backup 2 ¥ 2 R restore 2+ RHRETLARWVWTS I, 2
DT varEFETTLE, T X=ARMIERT HAREMERH VD £7,

GE)

Z ® applicationupgrade =~ & &I 5A0IC, £OFHLWY Y —ATREIATHD Y U —
A )= DT T 7= FRIEZHERT LLERHV T, VU —RA /— M MIiF, HERHE
BFFIENGENTEY, EOMBERDHY £,

511

ise/admin# application upgrade prepare ise-upgradebundle-1.2.x-to-1.3.0.693.x86 64.tar.gz
upgrade

Getting bundle to local machine...

md5: de9e7c¢83679897£792ad3e9£74879c51

sha256: e3358cad424d977af67£f8bb2bb3574b3e559ce9578d2f36c44cd8bad%ebdddfefd

Please confirm above crypto hash matches what is posted on Cisco download site.
Continue? Y/N [Y]Y

Getting bundle to local machine...

md5: de%9e7c¢83679897£792ad3e9£74879c51

sha256: e€3358ca424d977af67£8bb2bb3574b3e559ce9578d2f36c44cd8ba%ebdddfefd

3
S
o
S

512

ise/admin# application upgrade proceed

Initiating Application Upgrade...

% Warning: Do not use Ctrl-C or close this terminal window until upgrade completes.
-Checking VM for minimum hardware requirements

STEP 1: Stopping ISE application...

STEP 2: Verifying files in bundle...

-Internal hash verification passed for bundle

STEP 3: Validating data before upgrade...

STEP 4: Taking backup of the configuration data...

STEP 5: Running ISE configuration DB schema upgrade...

- Running db sanity check to fix index corruption, if any...

ISE Database schema upgrade completed.
STEP 6: Running ISE configuration data upgrade...

- Data upgrade step 1/59, NSFUpgradeService(l.2.1.127)... Done in 0 seconds.

- Data upgrade step 2/59, NetworkAccessUpgrade(l.2.1.127)... Done in 0 seconds.
- Data upgrade step 3/59, GuestUpgradeService(1.2.1.146)... Done in 50 seconds.
- Data upgrade step 4/59, NetworkAccessUpgrade(l.2.1.148)... Done in 2 seconds.
- Data upgrade step 5/59, NetworkAccessUpgrade(l.2.1.150)... Done in 2 seconds.
- Data upgrade step 6/59, NSFUpgradeService(1.3.0.100)... Done in 0O seconds.

- Data upgrade step 7/59, RegisterPostureTypes(1.3.0.170)... Done in 0 seconds.
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application upgrade ]

- Data upgrade step 8/59, ProfilerUpgradeService(1.3.0.187)... Done in 5 seconds.

- Data upgrade step 9/59, GuestUpgradeService(1.3.0.194)... Done in 2 seconds.

- Data upgrade step 10/59, NetworkAccessUpgrade(1.3.0.200)... Done in 0 seconds.

- Data upgrade step 11/59, GuestUpgradeService(1.3.0.208)... Done in 2 seconds.

- Data upgrade step 12/59, GuestUpgradeService(1.3.0.220)... Done in 0 seconds.

- Data upgrade step 13/59, RBACUpgradeService(1.3.0.228)... Done in 15 seconds.

- Data upgrade step 14/59, NetworkAccessUpgrade(1.3.0.230)... Done in 3 seconds.

- Data upgrade step 15/59, GuestUpgradeService(1.3.0.250)... Done in 0 seconds.

- Data upgrade step 16/59, NetworkAccessUpgrade(1.3.0.250)... Done in 0 seconds.

- Data upgrade step 17/59, RBACUpgradeService(1.3.0.334)... Done in 9 seconds.

- Data upgrade step 18/59, RBACUpgradeService(1.3.0.335)... Done in 9 seconds.

- Data upgrade step 19/59, ProfilerUpgradeService(1.3.0.360)... ...Done in 215 seconds.
- Data upgrade step 20/59, ProfilerUpgradeService(1.3.0.380)... Done in 4 seconds.
- Data upgrade step 21/59, NSFUpgradeService(1.3.0.401)... Done in 0 seconds.

- Data upgrade step 22/59, NSFUpgradeService(1.3.0.406)... Done in 0 seconds.

- Data upgrade step 23/59, NSFUpgradeService(1.3.0.410)... Done in 1 seconds.

- Data upgrade step 24/59, RBACUpgradeService(1.3.0.423)... Done in 0 seconds.

- Data upgrade step 25/59, NetworkAccessUpgrade(1.3.0.424)... Done in 0 seconds.

- Data upgrade step 26/59, RBACUpgradeService(1.3.0.433)... Done in 1 seconds.

- Data upgrade step 27/59, EgressUpgradeService(1.3.0.437)... Done in 0 seconds.

- Data upgrade step 28/59, NSFUpgradeService(1.3.0.438)... Done in 0 seconds.

- Data upgrade step 29/59, NSFUpgradeService(1.3.0.439)... Done in 0 seconds.

- Data upgrade step 30/59, CdaRegistration(l1.3.0.446)... Done in 2 seconds.

- Data upgrade step 31/59, RBACUpgradeService(1.3.0.452)... Done in 17 seconds.

- Data upgrade step 32/59, NetworkAccessUpgrade(1.3.0.458)... Done in 0 seconds.

- Data upgrade step 33/59, NSFUpgradeService(l1.3.0.461)... Done in 0 seconds.

- Data upgrade step 34/59, CertMgmtUpgradeService(1.3.0.462)... Done in 3 seconds.
- Data upgrade step 35/59, NetworkAccessUpgrade(1.3.0.476)... Done in 0 seconds.

- Data upgrade step 36/59, NSFUpgradeService(1.3.0.508)... Done in 0 seconds.

- Data upgrade step 37/59, RBACUpgradeService(1.3.0.509)... Done in 17 seconds.

- Data upgrade step 38/59, NSFUpgradeService(1.3.0.526)... Done in 0 seconds.

- Data upgrade step 39/59, NSFUpgradeService(1.3.0.531)... Done in 0 seconds.

- Data upgrade step 40/59, MDMUpgradeService(1.3.0.536)... Done in 0 seconds.

- Data upgrade step 41/59, NSFUpgradeService(1.3.0.554)... Done in 0 seconds.

- Data upgrade step 42/59, NetworkAccessUpgrade(1.3.0.561)... Done in 4 seconds.

- Data upgrade step 43/59, RBACUpgradeService(1.3.0.563)... Done in 20 seconds.

- Data upgrade step 44/59, CertMgmtUpgradeService(1.3.0.615)... Done in 0 seconds.
- Data upgrade step 45/59, CertMgmtUpgradeService(l1.3.0.616)... Done in 22 seconds.
- Data upgrade step 46/59, CertMgmtUpgradeService(1.3.0.617)... Done in 2 seconds.
- Data upgrade step 47/59, OcspServiceUpgradeRegistration(1.3.0.617)... Done in 0 seconds.
- Data upgrade step 48/59, NSFUpgradeService(1.3.0.630)... Done in 0 seconds.

- Data upgrade step 49/59, NSFUpgradeService(1.3.0.631)... Done in 0 seconds.

- Data upgrade step 50/59, CertMgmtUpgradeService(1.3.0.634)... Done in 0 seconds.
- Data upgrade step 51/59, RBACUpgradeService(1.3.0.650)... Done in 8 seconds.

- Data upgrade step 52/59, CertMgmtUpgradeService(1.3.0.653)... Done in 0 seconds.
- Data upgrade step 53/59, NodeGroupUpgradeService(1.3.0.655)... Done in 1 seconds.
- Data upgrade step 54/59, RBACUpgradeService(1.3.0.670)... Done in 4 seconds.

- Data upgrade step 55/59, ProfilerUpgradeService(1.3.0.670)... Done in 0 seconds.
- Data upgrade step 56/59, NSFUpgradeService(1.3.0.676)... Done in 0 seconds.

- Data upgrade step 57/59, AuthzUpgradeService(1.3.0.676)... Done in 10 seconds.

- Data upgrade step 58/59, GuestAccessUpgradeService(1.3.0.676)... ...Done in 231 seconds.
- Data upgrade step 59/59, ProvisioningUpgradeService(1.3.105.181)... Done in 51 seconds.

STEP 7: Running ISE configuration data upgrade for node specific data...
STEP 8: Running ISE M&T DB upgrade...
ISE Database Mnt schema upgrade completed.

Gathering Config schema (CEPM) stats ......

Gathering Operational schema (MNT) stats .....

Stopping ISE Database processes...

% NOTICE: The appliance will reboot twice to upgrade software and ADE-OS. During this time
progress of the upgrade is visible on console. It could take up to 30 minutes for this to
complete.

Rebooting to do Identity Service Engine upgrade...
EErEY Y
application configure, (10 ~X—7)

application install, (9 ~<X—27)

application remove, (18 ~X—3)
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backup

backup

EXEC E— R ® CiscoISECLI a7 > K

application reset-config, (19 ~<—13”)
application reset-passwd, (21 ~—3)
application start, (22 ~X—73)
application stop, (25 ~—37)

show application, (83 ~—3°)

X277 w7 (CiscoISE & Cisco ADEOS 7 —# &5 te) ZFEITLTC, TDONRw I T v 7T & VR
M UICEET 521X, EXEC E— K Cbackup =~ REHEMA L £,

G¥)

BX DR

Jll Cisco Identity Services Engine CLI Y 77 LV X Hi4 K. 1J1)—X 13

EXEC &£— R Tbackup =~ ROMEMZRAALDANS, Ky MU —7 F— 370 EOZRRGHT
WCBEOBREE A —F 50, CiscolSEV— N AKX — R T v 7S a7 4F¥al—ardl
TREFTLIVBERDHV ET, ZORZ—T v T arvrdsFalb—vaid, Nyvr7v7
BEIOVAT LA B 705 CiscolSEXEILENI N T TN a—T 4 v 7T HBICHERTE &
R

backup [ {backup-name} repository {repository-name} ise-config encryption-key hash| plain
{encryption-key name} |

backup [{backup-name} repository {repository-name} ise-operational encryption-key hash| plain
{encryption-key name} |

backup-name Ny 7T 7 77 ANDARE K 100 LT OFET %4
R—FLET,

repository NI T 9T 77 ANEREFETDIRY M) ZHELET,

repository-name TrANENY T v T oA, K80 T ORI T

PAR—FLET,

ise-config Cisco ISE #E7 —# (Cisco ISE ADE-OS &) Z/Xv 7
Ty T LET,

ise-operational Cisco ISEEET — % &\ 7 7 v 7 LET,

encryption-key Ny 0T o P o+ 5 —FEXEOE I —2HBELE
j‘o

hash ERT o s lban (hyvashi) Bsx—ziEE

RNy 2T v FREDTDDNy v alFE—) LET, &
KA XFETHAR— P LET,




| EXECE— R CiscolSECLI T I

backup i

plain AT AR ENTHWRNT L—2 T X X MES X —%24R
E Ry 2Ty MREDO-DD T L — 2 FTF A MEFEF—)
LET, 15 0FETTHELET,

encryption-key name Ry 2T v TRONy Y 2/FL—y 74—~y FOWE
%—‘——‘O

AR FIAILE
T 7 4V NOBEECEIZH D FH AL

avU R E—F
EXEC

FRLEOAA K1Y
Wiz Oy vasini) NAT—=REZERB S LS THWRNT L—r TF 2 RO/
U — K & ise-config Z flAHH T U AR Y ~ U TCiscoISE & Cisco ADEOS 77— DN 77 w7
EEITTHERIC, 2= EROBE X —2HH L Ty 7 7 v 72 kB L OME L TEET,
Cisco ADEOS 7 —# 72 L C CiscoISET 7V r—va > F =270 &Ny 77 v 74 5113,
ise-operational =~ > & L 7,
TIA=VERFTE A F) F=FY T )= RinbDH Cisco ISEEIMET =2 2y 7T v
TEET,
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EXEC £— N0 CiscoISECLIa<Z > K|
B cCiscolsERET—S0RvITYT

BE Ny T o ERETOISA, BT, ¥—F v N VAT LAOEETE HAEED Y X
RV —=R2 VA7 AQFEAEDOY A N TEEEINET, Ny 77 v 7B ILOME LRI
HFERER (CA) OFEREICBIE T DN E T — DN EENR N LICHEET S Z &I
WZHE T,

LDV AT ENBRIDU AT DNy 7T v 7 EETEITIBRER. =T —ZERET D720
W2, WOL T arOWNTNNERIRTD2LERH D 7,
*FFoavi:
CAGEHEZ Y —AISE / — Kb CLI ZEH L T2 AR— KL, =7 v b Y AT
MMICLIZFEHRALTA AR —FLET,
AT : V—A VAT ALV RIRA » MCEITSNIZ T _RCOFEAEN G| &5 & 1548
SNFET, ¥—F v b VATAZEL o TRITESNZH LWGEAEIZ, LS —Iitk-T
BLINFET,
SR : E SRR AT ARNCZ — 4 v b AT AT Lo CRITE N3 E I Em &
Nz, BRITTHOHERH Y 7,
FT3v2:
ETFLO% ., WNEFCA OT_XTOH LWEEHEEZ AR L £,
Bt SoA Ty a FHEREINDHEE R HETT, 2O Y —ADFERAELICO X —F v
FOFAELFHINERFA, TTOYV—R AT AT L > TRITINTZEAE TS Xk
SEHEINET,
SR  ETHRE AT AR — Sy b VAT AL o TRITEN - 3EHEIIEE &
Nz, BRITTHOHENH Y 7,

BErEY Y
backup-logs, (33 ~X—7)
repository, (169 ~—17)
restore, (63 ~—7)
show backup, (85 ~<X—7)
show repository, (107 ~X—1)

show restore, (107 ~<X—7°)

- En-v | — » O
CiscoISEERET— 2 D/INy I Ty T
Cisco ISERRET —H &y 7T v 7T 5I20x, kOa~r FaEHLET,
backup mybackup repository myrepository ise-config encryption-keyplain/ablabi2
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| EXECE— R CiscolSECLI T I

1

CiscoISEBNET—a0nv27v7 I}

ise/admin# backup test repository disk ise-config encryption-key plain Test 1234
Internal CA Store is not included in this backup. It is recommended to export it using
"application configure ise" CLI command

Creating backup with timestamped filename: test-CFG-141006-1350.tar.gpg

backup
backup
backup
backup
backup
backup
backup
backup

ise/admin#

in
in
in
in
in
in
in
in

progress:
progress:
progress:
progress:
progress:
progress:
progress:
progress:

Starting Backup...10% completed

Validating ISE Node Role...15% completed

Backing up ISE Configuration Data...20% completed
Backing up ISE Logs...45% completed

Completing ISE Backup Staging...50% completed
Backing up ADEOS configuration...55% completed
Moving Backup file to the repository...75% completed
Completing Backup...100% completed

CiscoISEENMET—2 DNV I T v T

Cisco ISEBNET — 4 &y 77 v 7425121, kOa~v s REfHLET,
backup mybackup repository myrepository ise-operational encryption-key plain/ablabi?

1

ise/admin# backup mybackup repository myrepository ise-operational encryption-key plain
lablabl2

backup in progress:

Starting Backup...1l0% completed

Creating backup with timestamped filename: mybackup-OPS-130103-0019.tar.gpg

backup in progress:
backup in progress:
backup in progress:
backup in progress:
ise/admin#

backup-logs

VAT LAY Ny 7T v 7T 5HI2iE, EXEC £— R T backup-logs =~ RZEHLET, =
DOHEBEZHIRT 2101%, Zoa~vy Fone BREHEHLET,

MY

starting dbbackup using expdp....... 20% completed
starting cars logic....... 50% completed

Moving Backup file to the repository...75% completed
Completing Backup...100% completed

G¥)

BXDEREA

EXEC “E— R T® backup-logs =~ > NOEHZRAAL LA, Ry hT—7 F—N7p EORR
IRGHNCBRAEDHREE I —F 25N, CiscolSE—NAFX— (T w7 a7 4 Xal—g
VELTRETOMNERHV ET, ZOARF—FT vy T ary4Fal—vaii, Ny
Ty TEBLOVAT L u )b CiscolSEZBILEIT N T TNy a—T 4 7T HBITMEM

TEEY,

backup-logs [ {backup-name} repository {repository-name} encryption-key hash | plain {encryption-key

name} ]

backup-name

R T 7T 5B DFERITERDO T 7 A VDOLET, &K
100 XFORETEYHR— M LET,
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backup-logs

aAav R TFI4ILk

AR E—F

FRLEDHA KSA Y

EXEC E— R ® CiscoISECLI a7 > K

repository

URY P ax K,

repository-name

Ty AN T T THG, Bk 80 T DI T E
PoH— b LET,

encryption-key

WX —2EEL T, Ny T v n s a2 R#ELET,

hash Ny I T o7 al e i#ET D700y 3 2 SRR —,
HEHT 2R STz Ny v afbEni) Beifbs—%4s
ELET, HK40 XFETHR—PLET,

plain Ny 7T w7 alefiEdT D007 L —1r 7% R NS

X— FHTAEE LIRS L —rTF X FNORE{LFT—

ERELET,

15 XFFETCTHRELET,

encryption-key name

hash | plain T DK 5 F —,

77 AV OBIERIEILDH D EE A

EXEC

Breflbani Ny Ehin) | FRERBRE LIS TWHW RN L= THF A MOARRT — Rl
FHALT, A7 0 0% X977 v 7 LET,

1

ise/admin# backup-logs Test repository disk encryption-key plain Test 1234

A0 A0 AP d° d° d° o o o

Creating log backup with timestamped filename:
progress:
progress:
progress:
progress:
progress:
progress:
progress:
progress:

supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle

ise/admin#

EENEY D

backup,
restore,

repository,

in
in
in
in
in
in
in
in

(30 =*—3)
(63 =—3)
(169 ~=—3)

Copying
Copying
Copying
Copying
Copying
Copying

debug logs...20% completed
local logs...30% completed
monitor logs...40% completed
policy xml...50% completed
system logs...60% completed

Test-141006-1351.tar.gpg
database config files...10% completed

Moving support bundle to the repository...75% completed

Completing support bundle generation
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| EXECE— R CiscolSECLI T I

clock

B DEREA

AR R FIHILE

aAvU kR E—F

FEREDHA FS14 Y

A

clock B

show backup, (85 ~<X—1)

show restore, (107 ~<X—°)

VAT A /Ayl BRETDHIZIE, EXECE— R Telock 2~ FEFEHLEST, VAT L 7
Oy 7 &ET 4 =TT BICE, Zoavr RO ne BEXEHHLET,

clock [ set {month | day | hh:min:ss | yyyy}]

set VATATuy I ERELET,

month BAEDOA OL4H, 3 XTFTFETCORTEYR—-MLET, =&
Z X, January |% Jan LFEE L £,

day BIfEo R (Bf) . A272EIZ0 ~ 31 OFPHTT, HKKA2
Ko s %9 R—FLET,

hh:mm:ss BIEOR R (24 R0 | 0. BL U,

wyy BUEDOF (BRI L) |

T 7 4 v N OEMERMEIZH W TR AL

EXEC

IR

CiscoISET T ATV AD VAT LGB EST B L, CiscolSET 7V r—va & T
XY ET,

VAT Ay P ERELET, BHREANICTDHITIE, Fav 7 &Yy FMEIZCiscolSE H—
NEHEESTAIVNERSHY £, VAT LAMMEZEE L-GE, BEADOR S CiscolSE / — K
ZA TN B G ET,

BN OEET 5123, ROFIRZEHEHN L £,
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EXEC E— R ® CiscoISECLI a7 > K

B clock

AAVR7AOVERIFITSA<TYISE/ —FK

GE) A UA NN EDY AT ARFADOEFIL, AX L RT L E£20377 A4~V ISE /J— RKTH
R—hMENTWERA,

MO TUV AT ARAZEE L72a13, ROFIREZFETLET,
DT AT LRFL (BEINDFETORZ]) IR LET,
* %@/ — K® CLI 7 application reset-config ise =~ > R&FEIT L E T,
* XD/ — NTRADPERESNDHIO, IEHRBEMORE Ny 77T v 7B EILLET,

thUFVJISE/—F

B  BAHY )= FRTYRATLARRAEEETE T DL, BAHEATERI 2D £7,
TIA=) )= Rt h oY ) — RDY AT AL 2T 512013, ROFIEEFEITLET,
v h XY ISE /) — REXERER L £,
*FIA~VISE /) — FEFWIT DL DIV AT AR EEIEL £7,
* 77 A~V ISE /— K® CLI /> application reset-config ise =~ > K& 3F{TL E 7,
*7I4~<VISE /—KNICEH XY ISE /—RELTISE /— RZE&HELET,

A

GE) AVAP—HICRESNEZE LWV AT ARFZICHEICRESND X )12,
Yy Ty T U4 F—RIZLo>THRy NU—2 XA A 7m hajb (NTP)
P— OB ENERIN, ZO—"LOREPFRITINEST, By FT v
THUZERIE ST NTP = "D EIZEIZEWRE TH VD . ¥ AT LRZIDHFIZIE
S ZRDOE DT HMENHY £, i, FrZ, BROKEES CMOS
Ny 7 U OREFIZ L - TBIOSEAINAR T 2 & ) ENRRILICI W TEE
TY, ZOHE, U7 — FEEZ Cisco ADE-OS O v AT ARZI SR 2 B2
NWHRHY ET, By N7y THIINTP — &% E L WEAIX, [Cisco
Identity Services Engine Hardware Installation Guide, Release 1.2] (ZFC# S 41T
D &9z, WEREE (UTC) WeflHr & bl LT, v A7 LD BIOS REZI A3
ESNTNDZ L ZMHERTINERDY £7,

1

ise/admin# clock set August 30 18:07:20 2013
ise/admin# show clock

Fri Aug 30 18:07:26 UTC 2013

ise/admin#
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| EXECE— R CiscolSECLI T I

configure

BXDEREA

AR R FI4ILE

AU R E—F

EREDAA RZA Y

configire  [Jj

EENEY D

show clock, (88 ~X—7)

a7 4 F¥alb—r gy E®— REBET5I21E, EXEC & — KT configure =~ > K& L £
D

configure terminal

terminal a7 4 Fal—ar avy REMRNPLEITLET,

77 4 FOBIEREIZH Y EE A,

EXEC

2T 4 Fal—aryrE— RERBTACE, Zoavr REFERALET, Z0OF—FDa<w
VRIE. ASTBETSIC, EfTar 74 X2l —vary T A NA~DEIALEITH Z LI
BELTLEE N,

a7 4 X2l — a3y B— RFEERTLTEXECE— RIZEDICIE. end £7-1T exit & A1 T3
2y, Ctrl+z X —Z2 1L £7,

AT 4 Fab—a VIMATZERNE 2T 5120, EXEC & — KT show running-config
avy R LET,

Zhaxy RTreplace T 7Y a VT 256, Biffoary 74 FXalb—varz bEXTSH
VATAZVE—F a7 4 Falb—varkat—LET,

1

ise/admin# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config) #

MErEY Y
show running-config, (108 ~<—73")

show startup-config, (109 ~X—3")
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EXEC E— R ® CiscoISECLI a7 > K

H on

copy

TrANEAE—gEnba =l at’—7 5HIZlE, EXEC E— R Teceopy v FEMHH L E
D

GE)  copy I~ RiZ, B—H/L F 4 A2 IR LTEFFHE— RS THED . UKD R VISR LT
A= F SR TV ERA,

BX DA running-config BAEODETa Ly 74 Xal—ary Ty A NVERLET,

startup-config ML (A2 —F T o) BRERA SN Zary7 4 F2 11—
vary 7ryANVERLET,

protocol I —D%E5E, protocol DF—T — R AT L g DN TIL,
F2-1 2ZRLTIIZE N,

hostname a =R M,

location a v —SE DT,
BIEOFETa L 74 Xal—ary 774 VEFLET,

logs AT 77 A,

all F_XTD CiscoISE B 7 7 7 A v ¥ AT A0 BRIOGFTIC
a—LEd, XCTOa S, iselogstargz & LT /3y r—
M, VE— M AR MORESINTZT 0 L7 bV ICHR%E

ShET,

filename H—MCiscolSER”7 77 A V& abt—L, £O7 7 AV%
UE—RFARNMIOITEEINTZT 4 L7 MUIT, JTO4HI
TEAETEET,

log_filename show logs ==~ > NIZ X > CHEREND CiscolSE R Y 7 7 A

DL ET (255 XFLIHN)

mgmt Cisco ISE HEET /N> 7' 1 7 L Tomcat © 7 % 2 AT Ak 2
' — L. mgmtlogs.targz & L T3 RV L7cH 2T, UVE—
FARARNEDIREENTZT 4 L7 FUICHEGEL £7,

runtime CiscOISET V' # A LT Ry 7 al ke Y AT Kinbabt—L,
runtimelogs.tar.gz & LT/ RV L72H 2T, UE—F FA
b Eo¥EESNTET 4 L7 P VICEIRELET,
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| EXECE— R CiscolSECLI T I

AR R TFI4ILbE

aAvU R E—F

EREDAARZA Y

o [l

77 4 h OEEREIZH D EE A,

EXEC

CiscoISE D copy 2~ Rif, Efrar 74 Xalb—varFndAX— Ty 7 ar7 X
L—yarviual 774 VEVAT ANLROENICay—LET,

copy I~ ROEKRBDMEEEE LT, 1 DOBAMLSBRIOBFTIC, 774N (VAT LA A=
RaALTA4FXal—varyIyANRE) 2ab—T&FEd, HELE7 A LvOab—xlB L
Wa e —4ei2iL, CiscolSE7 7 AV VAT L&A L T, R—hrainvTnWbe—hEizidl
E— bk 77 ANOYRERECEET, HHEINTWAE 774V AT (B—00 AFY
V=AEFVE—F VAT L) ITLH-T, avr RCHEHSNAMEIOSRESNET,

VERTXTOat—xe abt—EolR, BIOEAT 22—V L AT—-RE2 AT TEZE
T E2UEL copy TV FEANLT, RREERDH2HEICH =TT v T haRRSED
ZENTEET,

b — R ARERICE TTLHETITEL, BOEPNLZ2 080 4, Zhd, EHLTW
H7a halexty hU—21 ko TR 9,

T 7 A NMEEIZIE, T4 V7 MUK AR T s AN LT,
EZONATT —|TEHET » A NEET 2 2L (FTP) £7-13EF =7 a2t — (SCP) =T —
7{ ‘\/Vrz”—f‘/\‘vc‘\‘j—o

£ 3: KR 21protocol DT LT 4 YR F—T— K ()

F—J—F aE—xFE-FaE—%

ftp FTP % v h U —2 — D a b —rE -T2 v©—40 URL,
DAY T ADMEL

ftp:[[[//username [:password]@]location]/directory]/filename

scp SCPxy hU—7 H—n"pav—iEizida v—D URL,
DAY T ADRE

scp:[[[//username [:password]@ ]location]/directory]/filename

sftp SFTP X v hU— 2 $— "D a bt —rE 7213 = B —2% D URL,
DA YT AORES :

sftp:[[//location]/directory]/filename
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EXEC £— N0 CiscoISECLIa<Z > K|

B =37 ¥aL—vay

/

=

F—O—F aEF—xFEFaE—%
tftp TFTP X NU— 27 — O a ¥ — 5 FE - L= v —%D URL,

ZOxA YT ADREL
tftp:[[//location]/directory]/filename

TaAvI4FaLb—3y

CiscolSEDT VT 4 772ar 7 4 Fal—va Tk, 037 (X = L—3 3 HIEN Cisco
ISERAMIZIRIFFSNE T, ANTLHIT_RThar74F¥alb—rvaravy NI, Erarrg
Fa2l—valgENET, CiscolSEV—_"%2 ) 7 — 5L, Efiar74F¥al—v gy
DRONWET, MATELERAT HHEIE, FT72 74 Falb—varid Ry NT—27 ¥—
NI EOBERGFNI A —F 250, CiscolSEV— DAY — T v T a7 4 Falb— g
ELTIRITFTDHENRH D 7,

FITarT7 4 ¥ 2 b—2a VERELRVGS, IREICiscolSEY—"%2 U 7 — L2k X2, =
Y7 A4X 2= a IMNMATEEERT_RCRbEd, BEOay 7 X2l —varNIEL
WZ EZMER LTS, copyrunstart 2~ FEH LT, a7 4Falb— g 28— ]
Tyl arZ4¥al—vailar—LE7,

GE)

Jll Cisco Identity Services Engine CLI Y 77 LV X Hi4 K. 1J1)—X 13

TA VT RAEERT DL, ANxEIHbTE £, 72L& 2T, copyrunz AL, TabF—%
AL, start & AJJL T Tab ¥ —%# L £, Z4LX. copy running-config startup-config = ~

¥ ROEMIE T,

A= T v T ar74Fal—varzd#frar7 Xal—va VTEI A DITIE, RO
av s RaEHLET,

copy run start

FITar 74 Xal—varvEAX— Ty ar7 4 Xal—ralab—751E, kO
awy Rz L ET,

copy running-config startup-config

HTar 74 Xalb—va O LA — T vy a7 Fal—ariE~v—U7T 51
X, o~ REFEHLET,

copy start run

511

ise/admin# copy run start
Generating configuration...
ise/admin#

512

ise/admin# copy running-config startup-config



EXEC £— K Cisco ISECLI a7 > K
28—t+7yvFavrqexar—rar M

Generating configuration...
ise/admin#

JE—FOS5—3oANETAV I« FaL—300aF—
EfFa s 7 4 Fal—TarvVE—F VAT AIZIE—THI2T, kOa~vy REFEHLE
K

copy running-config [protocol://hostname/location]

JE—FAOS—avhbDEFTAV I« X2 L—3r0aE—
EfTary 74 ¥ 21— a3 VE—F V7 AN EaE— 1L C~—FT 31003, kOavwy R
fFEHLET,

copy [protocol://hostname/location] running-config : FE{Ta2 7 4 X a L — g IV E— K 77 A
NEaE—LTv—YLET,

ARA— K7y T a4 FXalL—3Yy
AR —=RT T ar7 4 Xalb—ra VMFTEERETEEHA, ANTTHTITOa~vr N,
FTar 74 ¥alb—va ilRESh, ETar 74 Fal—va v RF— Ty 7 av
TA4F¥alb—vaAlabt—F 52N TEXET,
DFEY | CiscolSEV—RaT7 = F25L, AF— T T ar7 Xzl —a rNEYIOET
a7 4 X al—vartDEd, a4 ¥al—valrEEETLE Effar T ¥
L—a Vi ENETITNAY— Ty ar 7 4 Xalb—a 3B FmEnnrEd, 2o
DAy T4 Xalb—a JNEANELET, BERZKENLRLDOIZTHIZE, EfT7ar7 4
Fal—IarZdAF— Ty ar7 4 Xal—yg  Alabt—1 30BN Y 9,
AR—KT w7 ar74Xal—arzFTar7 s Xal—ralabt—43I1ZiF, KO
o< REFHLET,

copy startup-config running-config

i1

ise/admin# copy start run
ise/admin#

51 2

ise/admin# copy startup-config running-config
ise/admin#

JE—FOS— 3 ADARE— 7y T arT74FXaL—Y300aE—
AR — Tyl ar7 4 Xal—aryUE—FNVRATAZa—4 3203, kOoa<r R
EALET,

Cisco Identity Services EngineCLI ') 7 7 LY R A4/ K, J1J—X 13
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EXEC £— N0 CiscoISECLIa<Z > K|
B co/o7qrmaE—

copy startup-config [protocol.//hostname/location)

JE—+OT—2aVh6DAI—F7y T a0 T74F¥alL—arDaE—
VE—RKNT77ANEARAF— T v ar74F¥al—valat—LThLv—Y LWnGEE
X, o<y REHLET,

copy [protocol://hostname/location] startup-config : VE— N 77 AV EAX— R NT v a7 4
Fal—rvailabt—LETN, v—YLEFA,

A5 J274)LOaE—

Cisco ISE ¥ AT AN BRIDFFTICH 7 77 A V&2 a e —3512F, RO copy 2~ REMHEHAL
i—a_o

copy logs [protocol://hostname/location)

511
0y 7y ANER—) T 4 AT =T 52, kOavr REFEHLET,

ise/admin# copy logs disk:/
Collecting logs...
ise/admin#

512
0y 7y A/NENOLGFNICZE—3 51213, ROoa~r FeFEALET,

ise/admin# copy disk://mybackup-100805-1910.tar.gz ftp://myftpserver/mydir
Username:

Password:

ise/admin#

crypto

B LWARF— ST 24T 2I121E, BUEORHF—Z2 VR MV IZ= 7 AR—F L, Af¥—
BEFA[ % — U A MIA AR —hLET, EXECE— R Terypto 2~ REMHALET, ABF—
HRzR L, el —Z2HRTHZ L b TEET,

crypto Kkey [ delete {hash | authorized keys | rsa}]

crypto key [ export {filename | repository}|

crypto key [ generate {rsa}]

crypto key [ import {filename | repository}|

WX D5 key W — BB R BT TR £

Cisco Identity Services Engine CLI ') 77 LV X A K, J1)—X 13
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| EXECE— R CiscolSECLI T I

cypo I}

delete

NP —/ R T — T EHIBR L £,

hash

Ny vafl, 80 XFETTHELET,

authorized keys

AR —AHIBR L £,

rsa

RSA ¥ — X7 ZHIBRL £7,

export

filename

NERAF—% I AR— T D77 A NL, O0XLTETTHE
L/i‘é‘@

repository

NEF—% T AR—=FFTHVRY M,

generate

NIRRT — T AR L ET,

rsa

RSA ¥ — X7 &HAK LET,

import

NEAF—/ R — T A VR—FLET,

filename

ANHF—% A VR — b TDHT7 7 A N4, OXTFTETTHEL
F7,

repository

NAF—Z A AR—FFTHURY MU,

host_key

AN F—BEZFEITTEET,

add

B CX KA bOF—%BIMLET,

host

WA ML EELET,

delete

FETELORAMOF—ZHIERLET,

ARV R TIAIE

77 4 hOBEREIZH D EE A,

ARV R E—F
EXEC

FEREDAA RZM4 Y

Cisco ADE OS Ti&, BHEB L O —HDID ~D SSH 7 7 B ADT=HIZ/NAT — Rig LD

F—iiEZ AR —FLET,
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Bl debu

debug

BXDEREA

EXEC E— R ® CiscoISECLI a7 > K

BIfED—HH D 2048 £ MROFH LWAB/FE F— X7 24T 5121, crypto key generate

rsa 2~ REfEHLET, T—BWMEEET, RSAX— 4 A 72 ¥R —-hLTWET, F—

RTBRTTICHLESIT, N2 T =X FH L TR TT AR EEXLZFHFATEL951CA vE—
UNFEREINET, NATL—XEBANTHE, ABRMBEX—IZT 7 EATHERNT AT L—
R ANDTHEIIRENE T, RATL—=ANEOLEAIL. TR, RAT7L—X% AT

LEOMRESNEREA,

511

ise/admin# crypto key generate rsa

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

ise/admin# show crypto key

admin public key: ssh-rsa ad:14:85:70:fa:c3:cl:e6:a9:ff:b1:b0:21:a5:28:94 admin@ise
ise/admin# crypto key generate rsa

Private key for user admin already exists. Overwrite? y/n [n]: y

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

ise/admin# show crypto key

admin public key: ssh-rsa 41:ab:78:26:48:d3:£1:6£:45:0d:99:d7:0£:50:9£:72 admin@ise
ise/admin# crypto key export mykey rsa repository myrepository

ise/admin# show crypto key

admin public key: ssh-rsa £8:7f:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4 admin@ise
ise/admin# crypto key delete £8:7f:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4
ise/admin#

ise/admin# crypto key delete rsa

ise/admin# show crypto key

ise/admin#

ise/admin# show crypto authorized keys

Authorized keys for admin

ise/admin# crypto key delete authorized keys

ise/admin# show crypto authorized keys

ise/admin#

ise/admin# crypto key import mykey rsa repository myrepository

ise/admin$# show crypto key

admin public key: ssh-rsa f8:7f:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4 admin@ise
ise/admin#

151 2

ise/admin# crypto host key add host ise

host key fingerprint added

# Host ise found: line 1 type RSA

2048 1d:72:73:6e:ad:f7:2d:11:ac:23:e7:8c:81:32:c5:ea ise (RSA)
ise/admin#

ise/admin# crypto host key delete host ise

host key fingerprint for ise removed

ise/admin#

EENEY D

show crypto, (91 ~—72)

FTLTca~vry RO T —FdA Ny &R T 5121E, EXEC E— R T debug =~ o R&fifi

MLET,

dgpug [ all | application | backup-rest%rg\kcldg)gm}\ﬁ; be%p)f | *cm&{)g?lésuliggglg | snmp | system |

transfer | user | utils ]

Jll Cisco Identity Services Engine CLI Y 77 LV X Hi4 K. 1J1)—X 13



| EXECE— R CiscolSECLI T I

debug B

application TV =g EEOT T —F AR DTNy T
A FX—=T M LET,

call : IR_RTCOT IV r—va DTNy T A F—
TAZLET, 0~TDOMTLEFRELET, 01X
BHK, 7133 _XTERLET,

sinstall : 77U A —a DA A M—LDF N FH
NEAX—=TNMILET, 0~TDETLULEREL
4, 0IXEK, 7IXT_TERLET,

* operation : 77V r—3 g VEMEDT N T E A 12—
TMILET, 0~TOHTLNLERELET, 01F
ER, 73T _XTERLET,

cuninstall : 7V r— a3 DT A VA R—LDT Ny
TN A F—TMILET, 0~T DR TL~)LER
FELET, OITEKR, 73T _XTERLET,

backup-restore Ny 77 o T EETEEOT T —F 723 A X FDOTF Ry J
A =T LET,

call: Ny VT v TBIOMEL T, TXTOT /Ny 7]
BAF—TNVCLET, 0~TORTLNLEHRELE
T, OIFXEK, 7ITT_TERLET,

*backup : N 7T v TBIWELT, Ny /T v TOT
Ny T hEA F—=T M LET, 0~TOMTL~L
ZixELET, 0IFEKR, 7137 XTE2RLET,

* backup-logs : Ny 77 v B IWMELT, Ny T v
a7 OFT Ny THNEA F—T M LET, 0~7 DM
TLALVERELET, 0IFEKN, 71T _XTERLE
R

*history : Ny 7 7 v 7B IOMETL T, BEOT Ny 7 H
NaeAX—=TMILET, 0~TOMTLLEREL
F9, 0TEK, 7TIET_TERLET,
*restore : N 7T v TRBIWMETLT, HxoT Ny 7 H
NaeAF—TMILET, 0~7 DR TLULEREL
F9, 0/FEKR, 71T _XTERLET,
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EXEC E— R ® CiscoISECLI a7 > K

Bl debu

cdp Cisco Discovery Protocol i EBH#H D = 7 —F 72131 X b DT
Ny oA F—T M LET,

*all : T Cisco Discovery Protocol 227 4 ¥ = L —
arOTF Ny TN EA X =T MILET, 0~TD
MTL_LERELET, 0IFEKR, 71ETXTERL
\i —g—O

* config : Cisco Discovery Protocol D> 7 4 ¥ o L —1 3
YOT Ny TN EAR—=T M LET, 0~TDHT
LAV ERELET, 0FEKR, 73T _XTERLET,

* infra : Cisco Discovery Protocol DA 7 7 A 5T 7 F ¥ D
TRy TN EA X =T M LET, 0~T7 DO TLR
NEFRELET, 0IFEKR, 73T XTE2RLET,

config Cisco ISEfRTERHHEND T —F /23 A XV bDT Ry T A
F—T NI LET,

call : TARTCOary 74 FXFal—arOFr Ny TH L%
A F—=TNMIZLET, 0~TDOMTLNLEHRELE
T, OIXEKR, 71T+ _TERLET,

*backup : NI/ T v T AT 4 X2l —valDT NNy
TR A FX—T NI LET, 0~T7 DB TLLEFR
EFLET, 0IXEKR, 71T T _XTERLET,

sclock: Z7uvZ a7 4Xal—3arDFr Ny 7 Hh
EAX—TNMZLET, 0~TORTL~LERELE
T, 0ITEK, 7TIET_RTERLET,

‘infra: 274 F 2l —>al AT TANTTIF D
FNRYTHAEA FZ—T NI LET, 0~TDRTLN
NWEBRELET, 0IXEKR, 71T XTERLET,

‘kton: AL R AV a—TF a7 4 Fal—TarD
TNy THN A F—=T M LET, 0~T DM TLNR
NERELET, 0IFEKR, 71EIT_XTCERLET,

*network : ¥ v hU—27 a7 4 Xal—a DTNy
TN EA F—T M LET, 0~T ORI TL~L %3
ELET, 0IFEKR, 73T XTERLET,

*repository : UARY hU 27 4 X2l — g DTy
TN A X =T VI LET, 0~T7T DR TL L&
ELFET, 0IFEKR, 73T _XTERLET,

*service : F—E R T 4 X2l —TarDT Ny I H
NEAX—=T NI LET, 0~TDBTL~LEZREL
F9, 0IFEKR, 71 XTXTERLET,
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EXEC €E— K ® CiscoISECLI a7 > K

debug B

copy

copy 2% F‘@?j/\\y T A 7\\_7/V&: Ljﬁjﬂo 0~7 D
TLLERELET, 0IZEKR, 71T TERLET,

icmp

A H =%y Ml A v E—Y 71 han (ICMP) —=2—
WEOREICEEST AT —F AR OT NNy T A
F—T ML ET,

all : ICMP =2 — 53D a7 4 Fal—a DT _XTOH
TNy TN A F—=T N LET, 0~TOMTL L%
RELET, 0IFHEKR, 71 XTI XTERLET,

locks

Vy—2ny O T —%/3A X DT RNy T A
F—T NI LET,

call: TRTCOYV VY —RA vy X 707Ny THNEA
FZ—=T N LET, 0~T DM TLNZHELET,
0FXEKR, 71T _XTERLET,

file: 77 AN BYX L TOTF Ny THIE AL X —T )L
WCLET, 0~TOMTLLERELET, 0IXEK,
TITT_RTERLET,

logging

nX s ar 4 Xal—valrEEOT —F3 1N
NOT N Tl 2—=T VI LET,

all: T R_RTCoOuXL a7 4 X2l —2aryOF Ny 7 H
NEAF—TNMICLET, 0~TOMTLULEHRELET,
0ITER, 7T1XT_RTERLET,

snmp

SNMP REMEDO T T —F 72131 X DTNy J o Af F—
T LET,

all : T _XTOHOSNMP 2> 7 4 Fal— a7y 7 Hh
EARX—T I LET, 0~TORTLLEHRELET,
0IFEKR, 71 ET_XTERLET,
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Bl debu

EXEC E— R ® CiscoISECLI a7 > K

system

CiscoISEV AT AHED T T —B LA X DTNy T %
A X =T LET,

call : TRTDOI AT LT 7 ANDT Ny THHZ A F—
THMZLET, 0~TOMTLLERELET, 01F
HER, 7T TERLET,

‘id: VAT AIDOT ANy T EA F—T I LET,
0~7TDOH LV EZHRELET, 0IXEKR, 71T
wRLET,

*info : VAT AEHROT NNy TH A X —TNMIZ L E
T, 0~TDOMTLIWEHRELET, 0IXEK, 71
TRTCEZRLET,

*init : AT AOPHHLDT NNy THI1 A X —T WL
F3, 0~7DOBTLVLEZRELET, 0IFEK, 7
T _TCERLET,

transfer

77 A MERDT Ay J oA F—T M LET, 0~ 7 OFf
TLAULERELET, 0FER, 71T~ TamRLET,

user

A—PEHDT Ny VA X—T M LET,

call : TANTOA—FEHDT Ny FH A X—T7 VI
LET, 0~7DORTLULZRELET, 0FEK,
T _TERLET,

* password-policy : /XA U — KRR Y o —Da—HFEEDT
Ny ZTWHHEA X =TV LET, 0~T7DHTL~L
irELET, 0IFEKR, 7137 XTERLET,

utils

2—FT 4 VT A REBEEDODT T —FIIA RN FDOFT Ry T
A F—T N LET,

all : TR TCHO2—FT 4 VT 4 aL T 4 X2l —2 307
Ny THNEA 2 =T M LET, 0~7T DM TLLEFH
ELET, 0ITEKR, 73T _XTERLET,

ARV R FI4ILE

T 7 4V h OEHERAEIZH Y TR AL

O R E—F
EXEC
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| EXECE— R CiscolSECLI T I

FREDHA K51

delete

BXDEREA

aAavY R FI4ILk

aAvU R E—F

HEREDAA K1Y

delete B

Yty b7 v FRREDEKI Y, CiscoISE V—"NDO X EXF T —F7201F3A4 X b EERT
5HIZ1E debug 2~ REMALET,

1

ise/admin# debug all
ise/admin# mkdir disk:/1

ise/admin# 6 [15347]: utils: vsh_root stubs.c[2742] [admin]: mkdir operation success
ise/admin$ rmdir disk:/1

6 [15351]: utils: vsh root stubs.c[2601] [admin]: Invoked Remove Directory disk:/1 command
6 [15351]: utils: vsh root stubs.c[2663] [admin]: Remove Directory operation success
ise/admin#

ise/admin# undebug all

ise/admin#

EENEYD
undebug, (76 ~<X—7)

Cisco ISE H— 26 7 7 A L Z W 5121%. EXEC E— R Tdelete 2~ RAEHLET, Hl
B>~ 7 A V% Cisco ISE — "B BRETHIZE, 20~y RO no BN EEH L ET,

delete [filename disk:/path]

filename Ty ANE, K80 LFOFERFEYR—FLET,

disk:/path VRY FUKND T 7 A VDT,

T 7 4V F OEHEEIZH D FH AL

EXEC

AT A X2l =g TrANERIIAA—VERYEIBRLEY 758, HIBREZHERTHZOD
Tua s NRRREINET, T, BRIOFDRIAT AL A—VEHIBRLEL S L LESEED.
HIBRZERT A= Fa 7 IRFRINET,
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EXEC E— R ® CiscoISECLI a7 > K

II dir

1

ise/admin# delete disk:/hs_err pidl9962.log
ise/admin#

EErEYY
dir, (50 _—)

CiscoISE 4 — R ED T 7 A V& —EHFKRT HIZIL, EXECE— R CTdir 2~ > FEFEHLET,
T OMEEANIRRT AT, Toa<wr FOone B AFHLET,

dir
dir disk:/logs

dir recursive

WX D5 directory-name FALY NS, K80 XFOFHEL YA~ L LEF, Fq LYk
U4 ORNIL disk:/ ZHETDLENH Y £,
recursive EE) . =AWV TF7ANTVATLEDT LI N ET 7 A VE—
BRRALET,

AR R TFIAILE
T 7 x /v FOEBERLEIZDH U AL

ATV R E—F
EXEC

FREDODHA K514
L,

i1

ise/admin$ dir
Directory of disk:/
2034113 Aug 05 2010 19:58:39 ADElogs.tar.gz
4096 Jun 10 2010 02:34:03 activemg-data/
4096 Aug 04 2010 23:14:53 logs/
16384 Jun 09 2010 02:59:34 lost+found/
2996022 Aug 05 2010 19:11:16 mybackup-100805-1910.tar.gz
4096 Aug 04 2010 23:15:20 target/
4096 Aug 05 2010 12:25:55 temp/
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| EXECE— R CiscolSECLI T I

exit

A FEFFILE

Usage for di

ise/admin#

51 2

sk: fi

lesystem

exit B

8076189696 bytes total used
6371618816 bytes free
15234142208 bytes available

ise/admin# dir disk:/logs
0 Aug 05 2010 11:53:52 usermgmt.log

Usage for di

ise/admin#

151 3

sk: fi

lesystem

8076189696 bytes total used
6371618816 bytes free
15234142208 bytes available

ise/admin$# dir recursive
Directory of disk:/

2034113

4096

4096

16384

2996022

4096

4096
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Usage for di

ise/admin#

Aug 05
Jun 10
Aug 04
Jun 09
Aug 05
Aug 04
Aug 05
disk:
disk:
disk:
disk:
disk:
disk:
disk:
disk:
disk:
disk:
disk:
disk:
sk: fi

2010 19:58

2010 12:25
/logs
/temp

:39 ADElogs.tar.gz
2010 02:34:
2010 23:14:
2010 02:59:
2010 19:11:
2010 23:15:
:55 temp/

03 activemg-data/

53 logs/

34 lost+found/

16 mybackup-100805-1910.tar.gz
20 target/

/activemg-data

/activemg-data/localhost
/activemg-data/localhost/journal
/activemg-data/localhost/kr-store
/activemg-data/localhost/kr-store/data
/activemg-data/localhost/kr-store/state
/activemg-data/localhost/tmp_ storage

/target

/target/logs

/lost+found
lesystem

8076189696 bytes total used
6371618816 bytes free
15234142208 bytes available

EENEYD
delete, (49 _X—7)

CiscoISEV—"mbou 77 v Mk Y, 7757472 —IF )ty a a2k T7450n, o
V74X a2l —TarET— Kb 1 DEOF—F LULIZBITT B I121E. EXEC &— KT exit =
<~ REHFEALET,

Zoaxy NE, F—UV—FBXUGEIZH Y XA,

exit

BXEG L R OEERIEIZH Y £ A,
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. forceout

forceout

B DEREA

AU R TIHIbE

ATV R E—F

FRLEDHA KS1 Y

halt

Jll Cisco Identity Services Engine CLI Y 77 LV X Hi4 K. 1J1)—X 13

EXEC E— R ® CiscoISECLI a7 > K

1

ise/admin# config t

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config) # exit
ise/admin#

EErEYY
end, (1362—2)
exit, (137 =)

2—H% CiscoISEV—XIn60ou 77 o MIED, 77274 7hF—IF &y a vzl
ST &8 5121k, EXEC £— KT forceout =~ > R&EMHH L £,

forceout username

username —YH, BEKR3 XFOFEETESR—NLET,

T 7 XV N OEBERLHEIZH Y AL

EXEC

EXEC £— R Tforceout 2~> REHL T, =2—FDOT7 77 47ty a @i T
SHFET,

1

ise/admin# forceout userl
ise/admin#

VAT A EVYy MU LTUAT LADOEREZY HIZIE, EXEC E— RThalt =2~ F&fFH
L/i‘g—o

Zoaxry R, F—U—RFBXUGIEITH Y TH A,



| EXECE— R CiscolSECLI T I

AU RTIFIE

ATV R E—F

FRLEDHA K514

help

RS EZFIA

help .

halt

77 4N FOBIERLEIZH Y EE A,

EXEC

halt =~ RZRITT HHIZ, CiscolSER, NI 7 w7 HBix, {1 A=, TS T L—
R, EITEIRBIEOSATH ClI7enWZ L 2R LET, CiscolSER ZIHDWTNOEEE
THoTWAMIZhalt 2~ RERITTHE, ROWTNPLOELERX v —UBRERINET,

WARNING: A backup or restore is currently in progress! Continue with halt?
WARNING: An install/upgrade/remove is currently in progress! Continue with halt?

INHOWTINNDOEENFIRINTIGE, B TR 2 H1T9 D121E Yes & A L, J&#l#&
T%#%ytwﬁéKﬁNobkﬁbiﬁo

halt 2~ RO 02 ANREITINTWRWES, FHRIFFERINIEEXA v E—VIC
LT Yes E AN LA IT. ROBRNSET HZLERH Y £,

Do you want to save the current conflguration?

WEA7 D Cisco ISE B EHMFT HT20I0 Yes EANTHE . RO A v —UBRERINET,

Saved the running configuration to startup successfully

1

ise/admin# halt
ise/admin#

EENEY D

reload, (62 ~X—7)

Cisco ISEV— DA 2T 7T 4T ~)VT VAT LEFRT HIZIE, EXEC E— R T help 2~
Y REMEHLET,

Zoa<wy FiOE, F—U—FBXUSIEIEHY T A,
help

BB @7y L PEARRIE D Y A~ 7 GeontigD B RN R R SN ET,
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B mkdir

mkdir

BXDEREA

aAvY R FI4ILE

AR E—F

EXEC £— N0 CiscoISECLIa<Z > K|

CEEEDaAv Y R E— RCHEAFRER TR TOa~vy RE—EFRE T AT, VAT LA I
VT RNTEMF () EADLET,

CREEDOXFIITIHED A~ FOY R MBS T 21213, EREOa~ Pz b LER
Z?2ZANLET, 2O TORNZ, ANSNTERE THEDF—U — FEZIT51
P —ERRTLOT, U=~V T LRI E T,

Cavy NIZHET XU — RBIXOSIHEO—EE2RRTHITIE, 2w I/ T, F—
U— REZIFSIHBORDVIZ?Z AN LET, ZO~NTORRIT, ALTcavy R,
F—U—F, BILOSIKIZESWTHEHA SN AF— Y — FELIISIEE—ERTTHDT,
g~y REESCA~ VT LRI E T,

1

ise/admin# help

Help may be requested at any point in a command by entering

a question mark '?'. If nothing matches, the help list will

be empty and you must backup until entering a '?' shows the

available options.

Two styles of help are provided:

1. Full help is available when you are ready to enter a
command argument (e.g. 'show?') and describes each possible
argument.

2. Partial help is provided when an abbreviated argument is entered
and you want to know what arguments match the input
(e.g. 'show pr?'.)

ise/admin#

Cisco ISE — MZH LWT 1 L7 b U 2{ERKT 5121, EXEC E— K Cmkdir 2~ REMHHAL
i—a‘o

mkdir directory-name

directory-name BT 27 4 L2 MU O, K80 LFDHEI T4 A —
ML ET, disk:/directory-name ZEH L E 7,

T 7 4V N OEWERMEIZH W FH AL

EXEC
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EXEC €E— K ® CiscoISECLI a7 > K

FREDHA K51

nslookup

BXo

Bl

nslookup .

disk:/directory-name DIEXZMEH L E 7, HH L72WIGE . disk:/directory-name % 5 6 5 LB &
HIZEHRRTTT—=RERINET,

1

ise/admin# mkdir disk:/test

ise/admin# dir
Directory of disk:/

4096
4096
16384
4096
4096

May
May
Mar
May
May

Usage for disk:

ise/admin#

EENEYD
dir, (50 =—3)
rmdir, (68 ~X—3)

06 2010 13:
06 2010 13:
01 2010 16:
06 2010 13:
07 2010 12:

filesystem

:49 activemg-data/
:59 logs/

:27 lost+found/
:53 target/

:04 test/

181067776 bytes total used
19084521472 bytes free
20314165248 bytes available

Cisco ISE —NIZH DV E— F VAT LADOKRA N ZMFET 521X, EXEC &— KT nslookup
avy RaefHLET,

nslookup {ip-address |hostname}

nslookup [ {ip-address |hostname} name-server {ip-address }]

nslookup [ {ip-address |hostname} querytype AAAA]

ip-address VE—FN VAT LD IPvE £7213IPv6 7 R A, K 64 X
FTOFEETETR—FLET,

hostname UE— KT ATLADKRA MM, BK64ASLT-OFHT-% R —
]\ Li—é‘o

AAAA Web YA RIS T D IPV6 7 RLAD A H—F v b F

AA v F—h P —REBELFET,

name-server

RER—L F—NEEELET, K64 LFORKTZ Y
AR—HFLET,
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Bl rassword

EXEC E— R ® CiscoISECLI a7 > K

querytype

VE—F VAT LDIPVE E721XIPV6 7 KL A, HDHWIEAR
A M ERWEDEET, Ziizid, PTR, A, AAAA, SRV
DESRI )= FATEEENET, &K 16 LFDOHRE
FTEYR—-FLET,

R

aARVETIAHILE

77 4 FOEIEREIZH D EE A,

AT R E—F
EXEC

11

ise/admin# nslookup 1.2.3.4

Trying "4.3.2.1.in-addr.arpa"
Received 127 bytes from 171.70.168.183#53 in 1 ms
Trying "4.3.2.1.in-addr.arpa"

Host 4.3.2.1.in-addr.arpa.

not found: 3 (NXDOMAIN)

Received 127 bytes from 171.70.168.183#53 in 1 ms

ise/admin#

512

ise/admin# nslookup ipv6.google.com querytype AAAA
10.106.230.244
10.106.230.244#53

Server:
Address:

Non-authoritative answer:

ipvé6.google.com canonical name =
ipvé6.l.google.com

Authoritative answers can be

google.com
google.com
google.com
google.com
nsl.google
ns2.google
ns3.google
ns4.google
ise/admin#

password

.com
.com
.com
.com

nameserver = ns4
nameserver = ns3
nameserver = ns2
nameserver = nsl

internet
internet
internet
internet

address

address =

address

address =

ipv6.l.google.com.

has AAAA address 2404:6800:4007:803::1001
found from:

.google.com.

.google.com.

.google.com.

.google.com.

= 216.239.32.10
216.239.34.10
216.239.36.10
216.239.38.10

CLITA Y Y hDO/RAT— REBEHT HI21E, EXEC E— KT password 2~ > REMHH L E T,

password

BX DA Enter old password

WIED CLI AU — RK&E AN LET,
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ATV R E—FR

patch install B

Enter new password FHLWCLISAT— R&E AN LET,
Confirm new password BLWCLI SAY — REMERLET,
EXEC
151

ise/admin# password
Enter old password:
Enter new password:
Confirm new password:
ise/admin#

EELEY D

password-policy, (167 ~<—73")

patch install

Y

Z @ patchinstall =2~ > REEHL TRy FE2A A F—LTHHIZ, ZDO/ Ny FTREEINT

WHU V=R )= DNy F A A=V T L FIREZHRTDILERNHY £, VI—2

J— MZiZ, BEREHFIEINZEN T, 5 BLERH Y £7,

CLINBFED ) — RIZT7 7V r—a O/ F N KV A A h—/LF 5121, EXECE—
R C patch install =~ > K& L £9,

patch install patch-bundle repository

GE)

B DEREA

Cisco ISE o BEABRE TIZ., Xy F RN RANRTRTOE I XY ) — RICTEBERIZA A
Fh—LENS5 LI, TITASVEHRISE /J — KNS T 7Y r— gDy F Ny R
A A=V LET,

install TV r—a VOFFED/N Y F N RVEA VA R—L L
£7

patch-bundle Ry F N RVDT 7 A NVA, BK 255 LFOFE T %%
R—HFLET,

repository BELLEVRY NVLAIIANyTEAL ANV LET, KK

255 LTFORPTEYFR—FLET,
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. patch install

R

aARETIAHILE

aAvU R E—F

EREDAARZA Y

EXEC E— R ® CiscoISECLI a7 > K

77 4 h OEEREIZH D EE A,

EXEC

TN = a VDRFEDNRyF N KV EA A =L LET,

DRy FOENA—=T g 0 THLI Ny TFEA L A= LEYETHE, ROZT— Ay
U NERENFET,

o

% Patch to be installed is an older version than currently installed version.
CLI B /Ry F DA A b —/WIREEA T 5 12I1%, Cisco ISE #rA— k /X KL D adelog 7 7
AN TR T DMENRDH Y £,

511

ise/admin# patch install ise-patchbundle-1.1.0.362-3.1i386.tar.gz myrepository
Do you want to save the current configuration? (yes/no) [yes]? yes

Generating configuration...

Saved the running configuration to startup successfully

Initiating Application Patch installation...

Patch successfully installed

ise/admin#

il 2

ise/admin# patch install ise-patchbundle-1.1.0.362-3.1i386.tar.gz myrepository
Do you want to save the current configuration? (yes/no) [yes]? no

Initiating Application Patch installation...

Patch successfully installed

ise/admin#

13

ise/admin# patch install ise-patchbundle-1.1.0.362-2.i386.tar.gz disk
Do you want to save the current configuration? (yes/no) [yes]? yes
Generating configuration...

Saved the running configuration to startup successfully

Initiating Application Patch installation...

% Patch to be installed is an older version than currently installed version.
ise/admin#

EErEYD
patch remove, (59 ~—2°)

show version, (117 ~X—72)
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patchremove ]

patch remove

Z @ patchremove 2~ > RZHEH L TNy FE2r—/L Ny 7T 5RIIC, Ny FTRESNTND
JYV—=R /= bt0a—n"y 7 IZBTLFIEZMHERT D2LER DY £, UV IU—2/— ML,

BEELATFHFIENEENTEY, HHMNERH £7,

TV —a ORFED /Ry F R KD R—Y 3 U EHIRT 5I21E, EXEC £— KT patch
remove 2~ RZfiH L E7,

patch [ remove {application_name | version}]

G¥)

BXDEREA

AR TFI4ILE

ATV R E—FR

FRLEDHA KSA4 Y

Cisco ISE 3 BUBBABRE ClX, Xy F RU KRR FY J— RO HEIIZT VA &
r—=&ENd L9, 7I9A~VEHISE /— KT 7V r—2a oy F XU KLk
HIBR L £,

remove T — 3 ORED N F N RLDOAR— g o EH
bre2a~vr K,

application_name Ny FNHIREINDET Y r—a ORI, BK 255 LF
DI T HEHR— M LET,

version HIBRS DNy F =T a &y, BK255 LF0OEET 4%
PAR—=FLET,

77 4V OBEREIZSH D EE A
EXEC

AVA =R ENTVWRWASRyFEZHRLE S ET25E ROTT— XAy b—URFRENE
ﬁ—o

% Patch is not installed

511

ise/admin# patch remove ise 3
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EXEC E— R ® CiscoISECLI a7 > K

Continue with application patch uninstall? [y/n] y
Application patch successfully uninstalled

ise/admin#

512

ise/admin# patch remove ise 3

Continue with application patch uninstall? [y/n] y

)

% Patch is not installed
ise/admin#

EErEYD
patch install, (57 ~—27)

show version, (117 ~X—72")

ping

UE—h VAT LEDOIEARNIIPVE X v N U — 7 B 22 W4 512X, EXEC €— K C ping =

~Y FEfEHLET,

ping {ip-address | hostname} [df df] [packetsize packetsize] [pingcount pingcount]

X DA ip-address PING # EITTHY AT LDIP 7 LA, K32 LFDOHE

BrEYR—FLET,

hostname PING ZFEITTAHL AT LADKRA "My, K32 LFOEETE
YV R—bFLET,

df ER) . Xy b 7737 A 0T7—va BT 54EE,

df Ry N 77 AT —ya 2T 58AI% HE 11
BEL, a— W ry b7 7 A0 T B5E1E 2.
DF Z 8 E L2 WAL 3 IZHRE L £ 7,

packetsize (f£EZ) . PING X4 v FoH¥ A X,

packetsize PING /N7 > DY A X% 0 ~ 65507 OFiH THE L ET,

pingcount (&) . PING == —ZRDHL,

pingcount PING = 2 —ZRODHA | ~ 10 OFEPITHRE L £,

ARVETI4LE

A< R E—F 77 AV b OEEREIZH D TR A

EXEC
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FREDHA K51

ping6

B DEREA

AR FIHILE
ATV R E—FR

pingg i

ping 2~ NZT=a—FRATy habhd7 RLAIKE L USEE/HHET, ping thid, &
A BSOS AOEFENE, /SNADBIE, RA MIBFEATRENE 9 23 &ffili§~ 2 DT B £,

1

ise/admin# ping 172.16.0.1 df 2 packetsize 10 pingcount 2

PING 172.16.0.1 (172.16.0.1) 10(38) bytes of data.

18 bytes from 172.16.0.1: icmp seq=0 ttl=40 time=306 ms

18 bytes from 172.16.0.1: icmp seg=1 ttl=40 time=300 ms
---172.16.0.1 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1001lms
rtt min/avg/max/mdev = 300.302/303.557/306.812/3.255 ms, pipe 2
ise/admin#

BEErEYY
ping6, (61 ~<—73)

UE— R Y RATLEDHARW2IPV6 % N T — 7 Hif 2 2Wr7 521X, EXEC *£— R T ping6 =
~ U REMHEHLET, UL, IPvd © ping 2~ RIZBRITHET,

ping6 {ip-address} [GigabitEthernet {0-3}][packetsize {packetsize}] [pingcount {pingcount}]

ip-address PING #E{TT AV AT LDIPT KL R, K64 LFDOHE
WEEZYR—FLET,

GigabitEthernet UEE) « A= RXy bhA v H—TxAA,

0-3 A=V Fy h A F—T =2 AZBEIRLET,
packetsize (EE) . PING/ N7y YA X,

packetsize PING /37 v hDH A X% 0 ~ 65507 DFPHTHRE L £9,
pingcount (FE) . PING = o—FRD#,

pingcount PING = 2 —ZRDH %A 1 ~ 10 OFPHCTHRE L £,

T 7 4 v N OEMERMEIZH W FH AL
EXEC
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B reload

FRLEDHA KS14 Y

reload

AR TIHIE

ATV R E—FR

EXEC £— N0 CiscoISECLIa<Z > K|

ping6 =~ NiF=a—BER ATy aedh b7 FLURIZEE L TUSEEHFHET, ping HIE,
WA B SO/RADEFENE, /NADEIE, KA MIEFERTREN L D 1 Z sl § 2 DT B £ T,

ping6 =1~ > RIIEEFD ping =2~ > R EHLIL CWET, pinge =~ > Kik, IPv4 X7 v h 75
JA T —ay (ping 2~y ROBMBIZHDLA) A7 a a2 R—FLEFANR, 4 F—
TxA AT T a VTHRETEET, AV F—TxAAF T arid, FlA v EZ—T oA A
EAHDOT RLATHDLV v 7a—hL T RLALOE U EERICKRIL B £9, packetsize 35 L
pingcount 47" 3 L ping 2~ R L [RARICHERE L £ 97,

511

ise/admin$# ping6 3ffe:302:11:2:20c:29ff:feaf:dal5

PING 3ffe:302:11:2:20c:29ff:feaf:dal05(3ffe:302:11:2:20c:29ff:feaf:dal05) from
3ffe:302:11:2:20c:29ff:feaf:dal05 ethO: 56 data bytes

64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=0 ttl=64 time=0.599 ms
64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seg=1 ttl=64 time=0.150 ms
64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=2 ttl=64 time=0.070 ms
64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=3 ttl=64 time=0.065 ms
--— 3ffe:302:11:2:20c:29ff:feaf:da05 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3118ms

rat min./aft/max/endive = 0.065/0.221/0.599/0.220 ms, pipe 2

ise/admin#

15 2

ise/admin$# ping6 3ffe:302:11:2:20c:29ff:feaf:da05 GigabitEthernet 0 packetsize 10 pingcount
2

PING 3ffe:302:11:2:20c:29ff:feaf:da05(3ffe:302:11:2:20c:29ff:feaf:dal05) from
3ffe:302:11:2:20c:29ff:feaf:da05 eth0: 10 data bytes

18 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seqg=0 ttl=64 time=0.073 ms

18 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=1 ttl=64 time=0.073 ms

-—- 3ffe:302:11:2:20c:29ff:feaf:dal05 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1040ms

rat min./aft/max/endive = 0.073/0.073/0.073/0.000 ms, pipe 2

ise/admin#

BErEY Y
ping, (60 ~—<°)

Zoawy R, F—U—FBIXUSI#EIEHY ¥ A, CiscolSE AXL—F 4 F VAT A
VU7 — ;4 BI21%. EXECE— FCreload 2~ F&EHLET,

reload

77 4N FOBERLEIZH Y EE A,

EXEC
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FREDHA K51

restore

restore .

reload =~ NI AT 52V n—RLET, avr74F¥al—raffRlE77ALICATIL
T, CLI TKBHIRAF — T w7 a7 4 Falb—va ilEZf7ary7 4 Falb—var w2H
L. CiscoISEFFLER—Z L v a TR TCOREZIRTE LT21% T, reload =~ K%l
FALET,

reload =~ > REFITT HHNZ, CiscoISEN, Ny 77 7 i, {1 VA=, T 77
L— R, E7THIRBREZFATL T e WZ E 2B LE T, CiscolSED ZALH DWW D
EzfT-> T DI reload 2~ REFITTDH L, ROWVWTNNDOEERA v —UNFRENE
7

WARNING: A backup or restore is currently in progress! Continue with reload?
WARNING: An install/upgrade/remove is currently in progress! Continue with reload?

INHOWNTNNOEENF REINTHA, Ve — FUEEHITT 520X Yes EAS L, Fv v
T BIZ1ENo E AT LET,

reload =~ FOFEHAFIC T 02 ANRETINTWRWES, FHEFERINIEEX v —
W T Yes E AN LIESHAIE. WOBRNISETHHLENRH Y 97,

Do you want to save the current configuration?

BEAZD Cisco ISE R EZRFET H72DIT Yes EATITHE, ROA v E—UNRERINET,

Saved the running configuration to startup successfully

1

ise/admin# reload

Do you want to save the current configuration? (yes/no) [yes]? yes
Generating configuration...

Saved the running configuration to startup successfully

Continue with reboot? [y/n] y

Broadcast message from root (pts/0) (Fri Aug 7 13:26:46 2010):

The system is going down for reboot NOW!

ise/admin#

EENEY D
halt, (52 _—)

AT LDURIONR 77 FEETT HI21L. EXEC E— R Trestore =~ > REEH L £,
18 70#4E1X Cisco ISE 35 X UF Cisco ADE OS Bi#H DT — % #1510 L £,

CiscoISE 77’V /r—3 3 > & Cisco ADEOS (ZBH9 55 — X ZE T T 521X, kD~ Raff
HLET,

restore [ {filename} repository {repository-name} encryption-key hash | plain {encryption-key-name}]

restore [ {filename} repository {repository-name} encryption-key hash | plain {encryption-key-name}
include-adeos]
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. restore

EXEC £— N0 CiscoISECLIa<Z > K|

BX DA filename

VRS MVIIEET DN I T T T 7 A NDT 7 A VA,
K 120 LTFORB T2 AR—FLET,

G¥) T 7 AN DRIT, targpg & )RR A2 AT B4
b £7 (myfiletargpg 72 )

repository

repository 1< 2 K,

repository-name

Ny T TEEILTHIRY N OLETL FK 120 305 F
THH-PLET,

encryption-key

(EH) o NI T v T EETET B2 —PEEON ¥ —%
FEiE L E T

hash

Ny 0T FEREILTIHEOD NNy Vo ST Ex—, ff
AT AR LENT OOy vafbank) BeE{bx—%EE
LET, K40 LFETHFR—FLET,

plain

Ry T o TwETTHIEZODT L—2 T X% R OB 5% —,
AT AL ENTET L —r T X A OB — % EE
LET, ISFFEFTTHELET,

encryption-key-name

hash | plain JE: TS — 2 EE L £7,

include-adeos

ADE-OS RET —Z NN 77 v FIHAET D86, Ny 7
T FEEIL L, CiscolSE& ) 7 — M LF

aAavU R FI4ILE

77 AV OBIERIEILDH D EE A

AR E—F
EXEC

FRLEDHA KS1 Y

Cisco ISE Crestore 2~ R&fEHAT 5 &, Cisco ISE — N3 HEICHEZE LFET,
T— X OETTAER T, BEEFX—3 A7V a T, BEX—%2EE LR LRiONy 77

TOEILEYR— T 572Dl
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| EXEC £— R CiscolSECLI I > K
Ny 7y Inod CiscolSERETF—20ET |

A

(GE) Cisco ISE Release 1.0 36 L U8 Cisco ISE Release 1.0 MR D3> 7 7+ 736 OE ti, Cisco ISE
Release 1.2 TiEVAR— FEINEH A,

BErEY Y
backup, (30 X—7)
backup-logs, (33 ~X—71)
repository, (169 ~X—37)
show repository, (107 ~X—73)
show backup, (85 ~<X—7)
show restore, (107 ~<X—°)
R 7T w7 hB O Cisco ISE fXET — % DT, (65 5—)
N 7Ty TG D Cisco ISE BMET — X Die, (67 <—)
N 7T B D Cisco ISE 5% ET — # 3 X 8 Cisco ADE OS 7 — % O t, (67 =—)

N O ~ = Efbr41 — P —
INY T Th 5D Cisco ISE 2 ET—42 DETT
Ny 7T T hG Cisco ISERRET —H# ZEILT 12T, RO=a~r FEfHLET,
restore mybackup-CFG-121025-2348.tar.gpg repository myrepository encryption-key plain lablabi?

1

ise/admin# restore latest-jul-15-CFG-140715-2055.tar.gpg repository CUSTOMER-DB-sftp
encryption-key plain Test 1234

% Warning: Do not use Ctrl-C or close this terminal window until the restore completes.
Initiating restore. Please wait...

restore in progress: Starting Restore...10% completed

restore in progress: Retrieving backup file from Repository...20% completed

restore in progress: Decrypting backup data...25% completed

restore in progress: Extracting backup data...30% completed
Leaving the currently connected AD domain
Please rejoin the AD domain from the administrative GUI

o° oo o

oe°

% restore in progress: Stopping ISE processes required for restore...35% completed
% restore in progress: Restoring ISE configuration database...40% completed
%

restore in progress: Adjusting host data for upgrade...65% completed
UPGRADE STEP 1: Running ISE configuration DB schema upgrade...
- Running db sanity check to fix index corruption, if any...

UPGRADE STEP 2: Running ISE configuration data upgrade...

- Data upgrade step 1/67, NSFUpgradeService(l1.2.1.127)... Done in 0 seconds.

- Data upgrade step 2/67, NetworkAccessUpgrade(l.2.1.127)... Done in 0 seconds.
- Data upgrade step 3/67, GuestUpgradeService(l1.2.1.146)... Done in 43 seconds.
- Data upgrade step 4/67, NetworkAccessUpgrade(l.2.1.148)... Done in 2 seconds.
- Data upgrade step 5/67, NetworkAccessUpgrade(l1.2.1.150)... Done in 2 seconds.
- Data upgrade step 6/67, NSFUpgradeService(1.2.1.181)... Done in 0 seconds.

- Data upgrade step 7/67, NSFUpgradeService(1.3.0.100)... Done in 0 seconds.

- Data upgrade step 8/67, RegisterPostureTypes(1.3.0.170)... Done in 0 seconds.
- Data upgrade step 9/67, ProfilerUpgradeService(1.3.0.187)... Done in 5 seconds.
- Data upgrade step 10/67, GuestUpgradeService(1.3.0.194)... Done in 2 seconds.
- Data upgrade step 11/67, NetworkAccessUpgrade(1.3.0.200)... Done in 0 seconds.
- Data upgrade step 12/67, GuestUpgradeService(1.3.0.208)... Done in 2 seconds.
- Data upgrade step 13/67, GuestUpgradeService(1.3.0.220)... Done in 0 seconds.
- Data upgrade step 14/67, RBACUpgradeService(1.3.0.228)... Done in 15 seconds.

Cisco Identity Services EngineCLI ') 77 LR A4 K, J1)—Z13
|




B Ny 97w Thi>d Cisco ISE FRET—4 DIETT

- Data upgrade step 15/67, NetworkAccessUpgrade (1.3.0.230)...
- Data upgrade step 16/67, GuestUpgradeService(1.3.0.250)...
- Data upgrade step 17/67, NetworkAccessUpgrade (1.3.0.250)...
- Data upgrade step 18/67, RBACUpgradeService(1.3.0.334)...
- Data upgrade step 19/67, RBACUpgradeService(1.3.0.335)...
- Data upgrade step 20/67, ProfilerUpgradeService(1.3.0.360)...
- Data upgrade step 21/67, ProfilerUpgradeService(1.3.0.380)...
- Data upgrade step 22/67, NSFUpgradeService(1.3.0.401)...
- Data upgrade step 23/67, NSFUpgradeService(1.3.0.406)...
- Data upgrade step 24/67, NSFUpgradeService(1.3.0.410)...
- Data upgrade step 25/67, RBACUpgradeService(1.3.0.423)...
- Data upgrade step 26/67, NetworkAccessUpgrade (1.3.0.424)...
- Data upgrade step 27/67, RBACUpgradeService(1.3.0.433)...
- Data upgrade step 28/67, EgressUpgradeService(1.3.0.437)...
- Data upgrade step 29/67, NSFUpgradeService(1.3.0.438)...
- Data upgrade step 30/67, NSFUpgradeService(1.3.0.439)...
Done in 2 seconds.

- Data upgrade step 31/67, CdaRegistration(1.3.0.446)...

EXEC E— R ® CiscoISECLI a7 > K

Done

Done

in 3 seconds.

Done in 0 seconds.

in 0 seconds.

Done in 9 seconds.
Done in 9 seconds.

Done in
Done in
Done in

Done in 4 seconds.

Done in 236 seconds.

0 seconds.
0 seconds.
2 seconds.

Done in 0 seconds.

Done

in 0 seconds.

Done in 1 seconds.

Done
Done in
Done in

in 1 seconds.
0 seconds.
0 seconds.

- Data upgrade step 32/67, RBACUpgradeService(1.3.0.452)... Done in 16 seconds.

- Data upgrade step 33/67, NetworkAccessUpgrade(1.3.0.458)... Done in 0 seconds.

- Data upgrade step 34/67, NSFUpgradeService(l1.3.0.461)... Done in 0 seconds.

- Data upgrade step 35/67, CertMgmtUpgradeService(1.3.0.462)... Done in 2 seconds.
- Data upgrade step 36/67, NetworkAccessUpgrade(1.3.0.476)... Done in 0 seconds.

- Data upgrade step 37/67, TokenUpgradeService(l1.3.0.500)... Done in 1 seconds.

- Data upgrade step 38/67, NSFUpgradeService(1.3.0.508)... Done in 0 seconds.

- Data upgrade step 39/67, RBACUpgradeService(1.3.0.509)... Done in 17 seconds.

- Data upgrade step 40/67, NSFUpgradeService(1.3.0.526)... Done in 0 seconds.

- Data upgrade step 41/67, NSFUpgradeService(1.3.0.531)... Done in 0 seconds.

- Data upgrade step 42/67, MDMUpgradeService(1.3.0.536)... Done in 0 seconds.

- Data upgrade step 43/67, NSFUpgradeService(l1.3.0.554)... Done in 0 seconds.

- Data upgrade step 44/67, NetworkAccessUpgrade(1.3.0.561)... Done in 3 seconds.

- Data upgrade step 45/67, RBACUpgradeService(1.3.0.563)... Done in 19 seconds.

- Data upgrade step 46/67, CertMgmtUpgradeService(1.3.0.615)... Done in 0 seconds.
- Data upgrade step 47/67, CertMgmtUpgradeService(1.3.0.616)... Done in 15 seconds.
- Data upgrade step 48/67, CertMgmtUpgradeService(1.3.0.617)... Done in 2 seconds.
- Data upgrade step 49/67, OcspServiceUpgradeRegistration(1.3.0.617)... Done in 0 seconds.
- Data upgrade step 50/67, NSFUpgradeService(1.3.0.630)... Done in 0 seconds.

- Data upgrade step 51/67, NSFUpgradeService(1.3.0.631)... Done in 0 seconds.

- Data upgrade step 52/67, CertMgmtUpgradeService(1.3.0.634)... Done in 0 seconds.
- Data upgrade step 53/67, RBACUpgradeService(1.3.0.650)... Done in 8 seconds.

- Data upgrade step 54/67, CertMgmtUpgradeService(1.3.0.653)... Done in 0 seconds.
- Data upgrade step 55/67, NodeGroupUpgradeService(1.3.0.655)... Done in 1 seconds.
- Data upgrade step 56/67, RBACUpgradeService(1.3.0.670)... Done in 4 seconds.

- Data upgrade step 57/67, ProfilerUpgradeService(1.3.0.670)... Done in 0 seconds.
- Data upgrade step 58/67, ProfilerUpgradeService(1.3.0.671)... Done in 0 seconds.

- Data upgrade step 59/67, ProfilerUpgradeService(1.3.0.675)...

...................... Done in 2118 seconds.

- Data upgrade step 60/67, NSFUpgradeService(1.3.0.676)... Done in 1 seconds.
- Data upgrade step 61/67, AuthzUpgradeService(1.3.0.676)... Done in 20 seconds.
- Data upgrade step 62/67, GuestAccessUpgradeService(1.3.0.676) ... ....... Done in 454
seconds.
- Data upgrade step 63/67, NSFUpgradeService(1.3.0.694)... Done in 0 seconds.
- Data upgrade step 64/67, ProvisioningRegistration(1.3.0.700)... Done in 0 seconds.
- Data upgrade step 65/67, RegisterPostureTypes(1.3.0.705)... Done in 0 seconds.
- Data upgrade step 66/67, CertMgmtUpgradeService(1.3.0.727)... Done in 0 seconds.
Data upgrade step 67/67, ProvisioningUpgradeService(1.3.105.181)... .Done in 103 seconds.

UPGRADE STEP
% restore in
% restore in
Stopping ISE
Stopping ISE
ISE Identity

3: Running ISE configuration data upgrade for node specific data...
progress: Restoring logs...75% completed

progress: Restarting ISE Services...90% completed

Monitoring & Troubleshooting Log Collector...

Monitoring & Troubleshooting Log Processor...

Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping ISE
Stopping ISE
Stopping ISE
Stopping ISE
Stopping ISE
Stopping ISE
Starting ISE
Starting ISE
Starting ISE
Starting ISE
Starting ISE

Application Server...

Certificate Authority Service...

Profiler Database...

Monitoring & Troubleshooting Session Database...
AD Connector...

Database processes...

Monitoring & Troubleshooting Session Database...
Profiler Database...

Application Server...

Certificate Authority Service...

Monitoring & Troubleshooting Log Processor...
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Ny 7vIbbnciscolSEBET—4nExT [l

Starting ISE Monitoring & Troubleshooting Log Collector...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

% restore in progress: Completing Restore...100% completed
ise/admin#

INY DT THh 5D Cisco ISE Bj{ET— 4 DIETT

Ny 7T T Cisco ISEEBIET — % 207 511X, ROa~vr REEHLET,
restore mybackup-OPS-130103-0019.tar.gpg repository myrepository encryption-key plainlablabli?

1

ise/admin# restore mybackup-OPS-130103-0019.tar.gpg repository myrepository
encryption-key plain lablabl2

% Warning: Do not use Ctrl-C or close this terminal window until the restore completes.
Initiating restore. Please wait...

% restore in progress: Starting Restore...10% completed

% restore in progress: Retrieving backup file from Repository...20% completed
% restore in progress: Decrypting backup data...40% completed

% restore in progress: Extracting backup data...50% completed

Stopping ISE Monitoring & Troubleshooting Log Processor...
Stopping ISE Monitoring & Troubleshooting Log Collector...
Stopping ISE Application Server...

Stopping ISE Profiler DB...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE Database processes...

% restore in progress: starting dbrestore....... 55% completed
% restore in progress: ending dbrestore....... 75% completed

checking for upgrade
Starting M&T DB upgrade
ISE Database processes already running, PID: 30124
ISE M&T Session Database is already running, PID: 484
Starting ISE Profiler DB...
Starting ISE Application Server...
Starting ISE Monitoring & Troubleshooting Log Collector...
ISE M&T Log Processor is already running, PID: 837
Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

% restore in progress: Completing Restore...100% completed
ise/admin#

INYD Ty ThhB5D CiscolSEERTET—4 H K U CiscoADEOS T— 432 D

&

Cisco ISE ADE OS & —# %% #¢ Cisco ISE R ET — X ZHEITLT DL, koo~ R LE
hd‘o

restore mybackup-CFG-130405-0044.tar.gpg repository myrepository encryption-key plainMykeyl23
include-adeos

il

ise/admin# restore mybackup-CFG-130405-0044.tar.gpg repository myrepository encryption-key
plain Mykeyl23 include-adeos

% Warning: Do not use Ctrl-C or close this terminal window until the restore completes.
Initiating restore. Please wait...
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II rmdir

oo

restore in
restore in
restore in
restore in
restore in
restore in
restore in
restore in
restore in
restore in

o° o o d° de e

o° oo o

ise/admin#

rmdir

progress:
progress:
progress:
progress:
progress:
progress:
progress:
progress:
progress:
progress:
Broadcast message from root (pts/2) (Fri Apr 5 01:40:04 2013):
The system is going down for reboot NOW!

Broadcast message from root (pts/2) (Fri Apr 5 01:40:04 2013):
The system is going down for reboot NOW!

EXEC E— R ® CiscoISECLI a7 > K

Starting Restore...10% completed

Retrieving backup file from Repository...20% completed
Decrypting backup data...25% completed

Extracting backup data...30% completed

Stopping ISE processes required for restore...35% completed
Restoring ISE configuration database...40% completed

Updating Database metadata...70% completed
Restoring logs...75% completed

Performing ISE Database synchup...80% completed
Completing Restore...100% completed

BEOT 4 L7 MY 2T 5121, EXECE— RCrmdir 2~ > REHEHLE T,

rmdir directory-name

BX DA directory-name

TAL7 b A, K80 LFDEBFEY R —FLET,

R

aARETI7HILE

T 7 4 v N OEMEREIZH Y TR AL

O R E—F
EXEC

1

ise/admin# mkdir disk:/test

ise/admin# d

ir

Directory of disk:/

4096
4096
16384
4096
4096
Usage for di

ise/admin#

May
May
Mar
May
May
sk:

06 2010
06 2010
01 2010
06 2010
07 2010
filesys

18106
1908452
2031416

13:34:49 activemg-data/
13:40:59 logs/
16:07:27 lost+found/
13:42:53 target/
12:26:04 test/

tem

7776 bytes total used
1472 bytes free

5248 bytes available

ise/admin# rmdir disk:/test

ise/admin# d

ir

Directory of disk:/
4096 May 06 2010 13:34:49 activemg-data/
4096 May 06 2010 13:40:59 logs/
16384 Mar 01 2010 16:07:27 lost+found/
4096 May 06 2010 13:42:53 target/

Usage for di

sk:

filesys
18106

tem
3680 bytes total used
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ssh

A

ssh B

19084525568 bytes free
20314165248 bytes available

ise/admin#

BMELEYY
dir, (50 *—2)
rmdir, (68 ~X—7)

JE—h VAT ALDOEF LIy v a 2T 221X, EXECE— R CTssh 2~ K%

AL £

GE)

BX DA

BHEFIZ—RZDa~vy REEHTXET

ssh [ {ip-address | hostname} ] [username] [ port {port number | version {1 | 2}]

ssh delete host {ip-address | hostname}

ip-address VE—KN T ATLDIPVAT RLU A, K64 LFEOFHFTA
PR—rLET,

hostname VE— R VRT ADRA MM, FK 64 LFOBRT &Y K —
LT,

username SSHAMLTHZ A v LTS a—FDa—H4,

port (EE) . VE—bFARAPDKR— I ESZRLET,

port number

R— FOAERFIIL 0 ~ 65,535 T, T 74/ kR — M
22 T,

version

EE) . N—Yarv&LHERrLET,

version number

SSHARA—=V g vr&EH1IRBIN2, T74FDSSHARA—V g
X2 T,

delete HEDRANDSSH 7 4 o H—7FV o FEHIBRLET,
host RA RN F=2HIEENDEVE—F VAT LADHERA N,
ip-address VE—RFN T ATLDOIPVAT RL A, K64 LFEOFHFTR

FHE— b LET,
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B tech

AU RTIAIbE

AR E—F

EREDAARZA

tech

BXDEREA

EXEC £— N0 CiscoISECLIa<Z > K|

hostname UE— R VAT LDERA M, HK64LTFOFET %) ARN—
FLET,

T4 —=T N,

EXEC

ssh 2~ R, VAT ADLHIOY F—h VAT AT — D, BERK L S8
RS L ET, ORI, BERSRE S S D ARV T Telnet O 7 7 kN 2 REERE & [RIER
OFREZ IR L E T, SSHY 747 v MM, #iEB LOM B LI LD, FEFaToxy hT—
J ETEXR T RBENTEET,

511

ise/admin# ssh 172.79.21.96 admin port 22 version 2
ssh: connect to host 172.79.21.96 port 22: No route to host
ise/admin#

512

ise/admin# ssh delete host ise
ise/admin#

BIRLIEZRXY NI~ A U H—T A AT KT T 4 v 75X 79 5121%, EXEC £— KT tech
a< s REfHLET,

tech dumptcp {interface-number | count | package-count}

dumptcp TCP Ry r—V&ary ) — a7 LET,

interface-number XAy hA—Y Ry hA U H—T =2 ZADFK S (0~3) ,

count BRNr—VHERELET, 7 7 4/0 MIEER T
R72L) o

package-count 1 ~ 10000 Z#R—FLET,
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AU RTIHIE

ATV R E—F

FREDHA FS14 Y

tech B

iostat 3BHTI-0 O RAFEERE (CPU) OFEHEHmE LT 3o
AL R—=TF 4 va O ANHIREHERE2 Y — I H T
L£%, Linux ®iostat 2~ > RZHMWL T Z XV,

mpstat av Y —VIEEEND T at v PR E X T L ET,
Linux ® mpstat 2> REZZML T 7Z 0,

netstat 3BV Oar Y —MEREENDS Ry MU — 7 EEEEH
X7 L ET, Linux D netstat I~ REZR L TLZE
/AN

top FITH DV AT LDOFAFTI v IRV TNAEA L 2—% 4

YTLET, Ny FE-RTSHILICETSNET, Linux
Dtop A~y REBHLTIZEN,

vmstat 3HTEOVDOAEY, TubRER—V 7 v —ERE
o7 LET, LinuxDvmstat I~ REBBL T 7ZE0,

TAE—T N,
EXEC

tech dumptcp @ /)T bad UDP cksum OEENRR SN2 HEX, BEADKFKR TIEARWEER H
W ¥7, techdumptep =~ NiX, A1 —Hxy b~vA 7oty a2/ LTHRTT LRI, F
BTy NERRET, oA —Y 2y N F o7 B3RERTY NOF = 7 LEFHFELET
M AN =T AT VAT AT NI 2T DAX y ZJIFFATLER L, Lo T, FEN
v h73bad UDP cksum & L CTHS SNDH 2 EIFRFETEHY £HA,

11

ise/admin# tech dumptcp 0 count 2

Invoking tcpdump. Press Control-C to interrupt.

tcpdump: listening on ethO, link-type EN1OMB (Ethernet), capture size 96 bytes

2 packets captured

2 packets received by filter

0 packets dropped by kernel

02:38:14.869291 IP (tos 0x0, ttl 110, id 4793, offset 0, flags [DF], proto: TCP (6), length:
40) 10.77.202.52.1598 > 172.21.79.91.22: ., cksum 0xel05 (correct),
234903779:234903779(0) ack 664498841 win 63344

02:38:14.869324 IP (tos 0x0, ttl 64, id 19495, offset 0, flags [DF], proto: TCP (6), length:
200) 172.21.79.91.22 > 10.77.202.52.1598: P 49:209(160) ack 0 win

12096

ise/admin#
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telnet

telnet

B DEREA

ARV R TFIAILE

O R E—F

15 2

ise/admin# tech iostat
Linux 2.6.18-348.el5 (ise)

02/25/13

avg-cpu: Suser %nice %$system %$iowait S$steal
7.26 0.73 4.27 0.77 0.00
Device: tps Blk read/s Blk wrtn/s
sda 16.05 415.47 1802.16
sdal 0.01 0.23 0.00
sda2 0.02 0.22 0.04
sda3 0.01 0.29 0.02
sda4 0.00 0.00 0.00
sdab 0.00 0.16 0.00
sda6 0.49 0.24 7.45
sda’7 15.51 414.27 1794.66
ise/admin#
113
ise/admin# tech mpstat
Linux 2.6.18-348.el5 (ise) 02/25/13
02:41:25 CPU Fuser %nice %sys Siowait
02:41:25 all 7.07 0.70 3.98 0.74
ise/admin#

sidle
86.97
Blk_read
3761049
2053
1982
2626
14
1479
2189
3750186

%irqg
0.02

EXEC £— N0 CiscoISECLIa<Z > K|

Blk wrtn

16314264

22

354

152

0

0

67400

16246336
%soft %steal %idle intr/s
0.14 0.00 87.34 1015.49

Telnet Z# VAR — hTHHRA MZur s A T 554, BHEBLOAXL—X T EXEC E— KT

telnet =2~ RAfEH T £9,

telnet {ip-address | hostname} port {portnumber}

ip-address VE—h VATLDIPVET KL A, EK64 LFOEET %
YR —FLFET,

hostname VE—h VAT ADKRA M, K64 FOTF % R —
FLET,

port ZESCD Telnet N— M ZFREL £,

portnumber (EE) . VE—FFRAIDOFR—+ EZEZRLET, 0~

65,535 DFFHATHRE L FT,

77 4V F OEHERAEIZH Y TR AL

EXEC

Jll Cisco Identity Services Engine CLI Y 77 LV X Hi4 K. 1J1)—X 13



| EXECE— R CiscolSECLI T I
terminal length .

1

ise/admin# telnet 172.16.0.11 port 23
ise.cisco.com login: admin

password:

Last login: Mon Jul 2 08:45:24 on ttySO
ise/admin#

terminal length

BEDY v ¥ a o COBIEDNAR B HE O T Z 5 ET 2121, EXEC £— R T terminal length =
~ U REEHLET,

terminal length integer

WX DA length BUE DMK 27T 5, BIEOY v v 3 v O EIRE
L/\ij_‘o
integer W DT, 0~ SIATOHEBMTRHRELET, 0&HBETH

& HIIEH R TO—RHEILRRT 4 B—T 272 ) £,

ARV KR TIAINE

F 74 NOITEITEIEDE® v a3 LB IT ABIEOEKREE IR LT 24 T,

AR E—F
EXEC

EREDAARZA Y
T AT A length OEZ A LT, i O BRI RS LT 52 4 I 72 IRELET,

1

ise/admin# terminal length 24
ise/admin#

terminal session-timeout

TRCOEy v a N T DT VT 47 A LT U NeET HIZIL, EXECE— KT terminal
session-timeout =~ > R&#HH L 7,

terminal session-timeout minutes
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EXEC £— N0 CiscoISECLIa<Z > K|

B terminal session-welcome

WX OB session-timeout FTRCOE Yy a H LT, HT 2T 4T 4A LT U M
HELET,

minutes WETIT 4T BALT T NOGER, HRREBIL0~ 525,600

TT, Br (0) 2BETIDEHXA LTV BT 4 E2—T 1
12720 F9,

ARV R TFI4ILE
FTIZFI DBy gy AA LT MNML304S5TY,

aAvU R E—F
EXEC

FREDHA KSA Y
terminal session-timeout =~ > N2 P RIZHET D L. XA LT U MBBRESNTEHA,
151

ise/admin# terminal session-timeout 40
ise/admin#

BErEYY

terminal session-welcome, (74 ~_X—73)

terminal session-welcome

VAT AT A T EHTRTCOL—PIZFREINDIOA v =T AT ADITRET DI
EXEC “E— K T terminal session-welcome =1~ > RZfFH L £,

terminal session-welcome string

BX DA session-welcome AT T A T AT RTO—WIZTFE RIS
A=V EVAT AMIHEELET,

string WA v —, BR2023 XF0FHTH R —F LET,
XML TP SN XTFIIFF SN EEA,

ARV FEFFILE
BXEG L N 0@ ERIEIEH D FE A,
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terminal terminal-type .

FREDHA FS4 >
CLIiCu A v Lizé&ilavry R a7 MmO EEICER RIS A v —U 2 EEL
iTO

1

ise/admin# terminal session-welcome Welcome
ise/admin#

EENEYD

terminal session-timeout, (73 ~X—17)

terminal terminal-type

BHED®E v v 3  OBUEDERU B SN DR X A T2 48E T 521X, EXECE— KT terminal
terminal-type =~ > R&fH L 7,

terminal terminal-type type

WX DA terminal-type B SN TV BIED ¥ A TRIEELET, F7 40 ol

KE A 71X VT100 T3,

type MWARDLARIE A TEETZ L., TOV—YADH A 7 i
TAHRAMIEAMERT o —2 a VE2HFALET, &KX
80 XFDFEHTHH AR —FLET,

aAavU R TFI4ILk
VT100

aAvU R E—F
EXEC

FHEDODHA KSA4 Y
VT100 & B2 B4, Wk&Z A 7E2 R LFET,

il

ise/admin# terminal terminal-type vt220
ise/admin#
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EXEC E— F® CiscoISECLI A< > K
B traceroute

traceroute

N RSSO T RURIZIEEIND & X IZERRIZE A /L— M ERHT 521X, EXEC £— R
T traceroute =~ RZHH L E7,

traceroute [ip-address | hostname)]

BX DN ip-address JE— R VRAFADIPVET RL A, ik 64 LEDHET%
$R—k LET,
hostname VE—h VAT LADKRA M, K64 FEOFRT % R —

FLET,

AR FIHILE
T 7 4V NOBECHEIZH D A,

ATV R E—F
EXEC

1

ise/admin# traceroute 172.16.0.11

traceroute to 172.16.0.11 (172.16.0.11), 30 hops max, 38 byte packets
1 172.16.0.11 0.067 ms 0.036 ms 0.032 ms

ise/admin#

undebug

TNy THREE T 4 B —T M T HIZiE. EXEC £— FCundebug 2~ > F&EMHAHLET,

undebug [ all | application | backup-restore | cdp | config | copy | icmp | locks | logging | snmp | system |
transfer | user | utils]

XX DEREA all TRTCDOTF Ry T %2F =7 M LET
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EXEC €E— K ® CiscoISECLI a7 > K

undebug B

application TV —vary 7y A,
call : TRTHOT AV r—varvdF Ay M Nh%ET 4
=7 Mz LET,
sinstall : 77U r—3 a3 DA A R—ILDOFT Ny 7 H
NhuETF 42—V LET,
*operation : 7 U r—3 g VEEDT Ny SN ET 4
t—7 Mz LET,
*uninstall : 77XV 7 —2 90 DT A VA RN—ILDTF Ry
THNhEF 4 v—7 Mz LET,

backup-restore TrANEN 7T v T BIXOETLET,
tall : Ny VT v FBEIWMMEIT, $_XTOT Ny 7))
ET 4= M LET,
*backup : N7 T v TBIWMETLT, NXv I T v T DT
Ny ZWMhET 48— M LET,
* backup-logs : /X 7 7 v I BIOEILT, Ry s T v
a7 OFNRy S ET 4 =7 LET,
*history : Ny 7 7 v B IOMEIL T, BEOT Ny 7
N&ET 4 8—7 NI LET,
*restore : N 7 T v I BIOEILT, HixOT Ny IH
HheT 4 2—7 M LET,

cdp Cisco Discovery Protocol (CDP) 2> 7 4 F¥al—ar 77
AV

*all : 37T Cisco Discovery Protocol 27 4 F = L—
varOTF Ny M ET =T M LET,

* config : Cisco Discovery Protocol D27 4 F 2 L —/ 3
YOTNRy THNET =T M LET,

* infra : Cisco Discovery Protocol DA > 7 7 A T 7 F ¥ D
TRy THNET 4 8E—7 M LET,
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B undebug

EXEC E— R ® CiscoISECLI a7 > K

config

a7 4FXalb—ary 7y AI,

call : TRTOa L 74 Fal—varOF vy %
F 4= NI LET,

*backup : Ny /T v T a7 4 Falb—va DTNy
THh%ET 4 —7 I LET,

cclock: Z7uvZ a7 4Xal—aroFr 3y 7
T 4= M LET,

*infra: I 7 4 Fa2l—alr ALV T TANTTIF %D
FNRy THET 4 —T M LET,

‘kton: 2L R AFa—TF a7 4 Fal—TarD
FRy THNET 4 =TI LET,

*network : ¥ v hU—27 a7 4 Xal—a DTNy
TN EF 4 E—7 Iz LET,

*repository : UARY hU a7 4 Fal—a DTy
THHET =T M LET,

*service : —ER a7 4 FXal— a7 Ny I
h&=F 4 'v—T M LET,

copy

ap— av R,

icmp

ICMP = a—5&pay 7 4 Falb—g 2,

all : ICMP =2 — 5D ary 7 4 FXab— 3 OFTXTD
TRy ITHIhET 48— LET, 0~TDOMTL~L
EERELET, 0IFFEKR, 71 ZT_XTERLET,

locks

PIE Q=R
call: TRTOY VY —2AayX o 7OT Ny THN%ET «
’!Z‘—“j\‘/l/Q:szjﬂo
file: 77 A4V ayX 2 TOTF Ny FTHITZEZT 4 2—F
MZLET,

logging

X a4 Xal—yary 7rAi,

al : BX a7 4 X2 —2a DT RTOF ANy T H
HET 14— NI LET,

snmp

SNMP 2> 7 4 Xal—Tay 774,

all : SNMP 2> 7 4 X2 L — g v OT_XRTOT Ny FH T
TF 4 —T NI LET,
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undebug B

system VAT AN T 7 A,

call : TRTDOVAT A T 7 ANDT Ny THI1%ET 4
—7 iz LET,

‘id: VAT AIDOT Ry ITHhET 48— LE
R

*info : VAT AEHROT RNy THNET 4 E—T ML
*7,

*init : VAT AOHFHULO T Ry TH BT 4 B—T T
Li—a—o

transfer 7 7 A VR,

user a—PDEH,

call : TRCO—VPEFHOT Ny VN ET 1 B—T7 1
ZLET

* password-policy : /XA U — KK Y v —Da—HFEFHDOT
Ny THh&ET 42—V LET,

utils =T 4 VT4 a7 4FXalb—vary ITrAl,

all: TR Cha—T 4 VT4 a7 4 X2l —a0OF
Ry JTHhETFT =Mz LET,

AU R FI4ILE
T 7 4V N OEMEREIZH W TR AL

AR E—F
EXEC

il

ise/admin# undebug all
ise/admin#

EErEY Y
debug, (44 ~—)
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EXEC £— N0 CiscoISECLIa<Z > K|

B write

write

CiscoISEY— a7 4 Xalb—Tarzabt—, For, ERFEETH T, @515 %E
£ L T EXEC E— R TCwrite 2~ > REEHLET,

write [ erase | memory | terminal ]

*ﬁxo)gﬁﬂﬂ erase X&“‘l\?‘y7o:l\/7/]’ 5?\1 1/*‘?/5 ‘/%?‘ﬁfbi'@—o :O)
*7'v a %, CiscoISE TlidT 4 E—7 AT,

memory FIfar T4 Xal—varvk, AA—hT v T AL Ty
Xl —rgilar’—LET,

terminal EfTar 74 F¥al—yardaryy—lar—LET,

AU R FI4ILE
T 7 4 v N OBEMERMEIZH W FH AL

AR E—F
EXEC

FEREODHA KA
Cisco ISE TiZ, erase 77> 3 & write 2~ F& & bIfEHATHZ 1L TEEH A,

erase 47/ a v b write 2w RaE L bIZHEHAT D &L CiscolSEITIRD T T — X v —VEFR
| =

% Warning: 'write erase' functionality has been disabled by application: ise

i1

ise/admin# write memory
Generating configuration...
ise/admin#

512

ise/admin# write terminal
Generating configuration...
!

hostname ise
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%3%

EXEC Show E— F® CiscoISECLI a7 > F

ZDFETIX, CiscoISEREEZFRTATHOIFEHT S, KbEMa~2 FTHDH EXEC E—
K@ show 2~ > RIZOW T LET, ZTOETIE, avy RIT LI, ZOEHAFEOEELR
B, a~r Ko, R EOTA KT 40, BLXOERBIZRLET,

* show, 82 ~X—¥

* show application, 83 ~—3
* show backup, 85 ~<—

* show banner, 86 ~X—

* show cdp, 87 ~X—¥

* show clock, 88 ~X—<

* show cpu, 89 ~X—

* show crypto, 91 ~<—

* show disks, 92 ~X—

* show icmp-status, 93 ~<X—3/
* show interface, 95 ~X—
* show inventory, 97 ~—/
* showip, 98 ~<—v

* show logging, 99 ~—

* show logins, 101 ~—

* show memory, 102 ~<—
* showntp, 102 ~<—¥

* show ports, 103 ~<—

* show process, 105 ~<X—3/
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EXEC Show £— R Cisco ISECLII 7> K |

B show

* show repository, 107 ~<X—

* show restore, 107 ~X—<

* show running-config, 108 ~—3/
* show startup-config, 109 ~<—<3°
* show tech-support, 110 ~<—’
* show terminal, 112 ~X—

* show timezone, 113 ~X—

* show timezones, 113 ~X—<

* showudi, 114 ~X—¥

* show uptime, 115 ~X—

* showusers, 116 ~X—

* show version, 117 ~X—

show

FEITV AT LOEREFE T 5I121%. EXEC E— R Tshow 2=~ REMHHL £,

show keyword

aAavY RFI4ILE
T 7 4V F OEBHEEIZH D EH AL

AR E—F
EXEC

FREDHA KS1 Y
T _TD show 2~ N, HETH7-01007< b 1 ODF—U— RBAMETT,

il

ise/admin# show application

<name> <Description>

ise Cisco Identity Services Engine
ise/admin#
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|  EXEC Show £— F o CiscoISECLIa < > K
show application  [JJj

show application

VAT RIA VARV ENTWBT T r—ay Ny —%FART HICiE, EXEC E— K
C show application =~ > R&fEH L £,

show application > file-name

show application [status {application name}]

show application [version {application _name}]

WX DN > M%7 7 A MZU ZA4Ls hLET,
file-name CiscoISET 7'V r—2 a UERERAFET D7 7 A VD4,
status AVAR=NLEINTWDET SV r—va b DAT—H Ak
RLET,
version A UVAR—=LENTWETFY r—3 3 (CiscolSE) OF
TV =g N—=g o ERALET,
application_name AVAR=NAEINTWBET T r—3 9 O4HI,

| e+ 255K

*begin : —HT D /8F —2 K 80 LFDOHHF &Y
R—hFrLET,

scount : HI1DIT8AE 7 M LEd, HiEcount DT
BrAEBEMLET,

| © count O HMERGT- %L,

cend : T DT THRT LET, HK80LFDHEM T4
YAR—FLET,

*exclude : —EHT AT L £, HK 80 LT DIEL
FhAYR—rLET,

*include : — T 21745 FET, A 80 LFDOHHF
Y R—FLET,

*last : HODOEZEOEITEFR R LET, HEE last DI
WEaEBMLUEYT, 0ITETHRRTEET, T 741
R iZ 10 TY,

|« last O I MERRF 2%,

ARV FEFFILE
BXEG Lk 0@ ERIEIEH D FE A

Cisco Identity Services EngineCLI ') 7 7 LY R A4/ K, J1J—X 13
|



[l showapplication

FRLEDHA KS14 Y

Jll Cisco Identity Services Engine CLI Y 77 LV X Hi4 K. 1J1)—X 13

EXEC Show £— R Cisco ISECLII 7> K |

VAT DA A RN LNy VIl AT T =g v AT AR EN—T 9 Ui
#8795 I21X, show application =~ > RZ{iH L 9,

511

ise/admin# show application

<name> <Description>

RootPatch Cisco ADE Root Patch

ise Cisco Identity Services Engine

ise/admin#

il 2

ise/admin# show application version ise
Cisco Identity Services Engine

Version : 1.3.0.672

Build Date : Thu Jun 19 19:33:17 2014
Install Date : Thu Jun 19 21:06:34 2014
ise/admin#

113

CiscolSEV UV —R13121%, A7 a7 ot ADAT—XANEENET (2—HF X—2X)
pxGrid, Certificate Authority, M&T, Identity Mapping Service 72 & D 7' & 21X, IROREDO WS
NNTR D £,

* 32179 (Running) : Cisco ISE ¥ — & R |3 E5f# ¢4
oi/

TL T2 (Not Running) : Cisco ISE —ERXFZv v v b ¥ TVET

* 5 ¢ t&—7/ (Disabled) : CiscoISE #—t R IF 1 &—7 /1L TT

ise/admin# show application status ise

ISE PROCESS NAME STATE PROCESS ID
Database Listener running 3688
Database Server running 41 PROCESSES
Application Server running 6041
Profiler Database running 4533

AD Connector running 6447

M&T Session Database running 2363

M&T Log Collector running 6297

M&T Log Processor running 6324
Certificate Authority Service running 6263
pxGrid Infrastructure Service disabled

pxGrid Publisher Subscriber Service disabled

pxGrid Connection Manager disabled

pxGrid Controller disabled

Identity Mapping Service disabled

ise/admin#

15 5

ise/admin# show application status RootPatch



|  EXEC Show £— F o CiscoISECLIa < > K
showbackup [}

Root Patch installed, and enabled
ise/admin#

151 6

ise/admin# show application version RootPatch
Root Patch VERSION INFORMATION

Version : 1.3.0 Vendor: Cisco Systems, Inc.
Build Date : March 21 2014 13:04PDT
ise/admin#

EErEY Y
application configure, (10 ~X—7)
application install, (9 ~X—7)
application remove, (18 ~X—3)
application reset-config, (19 ~<—73”)
application reset-passwd, (21 ~<—73”)
application start, (22 ~X—73")
application stop, (25 ~<—)
application upgrade, (26 ~<—73)

show backup

VAT DN I T T BRERCNR I T v AT —H A5 R RT HIZ1L. EXEC E— KT show
backup =~ R&fHLET,

show backup [history | status]

WX OB history YA AEDRY 2Ty T B R E R LT

progress VAT AEDNR Y I T T AT = AR R LET,

AR TFIAILE
T 7 4V NOBEECEIZH D TH AL

avU R E—F
EXEC

FEHEDAS KA
VAT DNy Ty TIBREE AT — 2 A% KT HITIX, showbackup 2~ REEH L £,

Cisco Identity Services EngineCLI ') 77 LR A4 K, J1)—Z13
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show banner

EXEC Show E— K ® CiscoISECLI a< > F

511

ise/admin# Show backup history

Wed Apr 10 02:35:29 EDT 2013: backup mybackup-CFG-130410-0226.tar.gpg to repository
myrepository: success

Wed Apr 10 02:40:07 EDT 2013: backup mybackupl-OPS-130410-0239.tar.gpg to repository
myrepository: success

ise/admin#

512

ise/admin# show backup status

%% Configuration backup status

% backup name: mybackup

% repository: myrepository

% start date: Wed Apr 10 02:26:04 EDT 2013

% scheduled: no

% triggered from: Admin web UI

% host: ise.cisco.com

% status: backup mybackup-CFG-130410-0226.tar.gpg to repository myrepository:
success

%% Operation backup status

backup name: mybackupl
repository: myrepository

% start date: Wed Apr 10 02:39:02 EDT 2013

% scheduled: no

% triggered from: Admin web UI

% host: ise.cisco.com

% status: backup mybackupl-OPS-130410-0239.tar.gpg to repository myrepository:
success

ise/admin#

EErEYY
backup, (30 ~<—)
restore, (63 ~X—)
repository, (169 ~—<2)
show repository, (107 ~~—<7)

show restore, (107 ~<—73")

show bhanner

‘X0

v

ga

B

v A RIBIOMEOR 74 N —%F T 521X, EXEC ©— K C show banner 2~ > R %
EALET,

show banner [post-login | pre-login]

post-login HAEDCLIE v g D CiscolSE—_"TRESh TS
TA L HOIERREREINET,

pre-login BAEDOCLIE v a3 D CiscolSEh—"THREIN TS 1
A VRIDE RN ERINET,

Cisco Identity Services Engine CLI ') 7 7 LR A K, J1)—X 13



|  EXEC Show £— F o CiscoISECLIa < > K

AR R TFI4ILbE

aAvU R E—F

EREDAARZA Y

show cdp

B DEREA

AR TFIAILbE

AR E—F

FEREDAA RZA4 Y

showedp i

77 AV N OEIERIEILD D FE A

EXEC

777 477 SSHE v 3 Tshowbanner 2~ > RAfEHLET, 7277 4 77/2SSHE Y =
> )5 Cisco ISE & B IR — Z )V TRl iE ST= [Ie KA » & 3 %% (Maximum Concurrent Sessions) ]
EHBZISA. TS BRKT 27T 47 SSHE v a3 UEICHE (WARNING: Maximum active
ssh sessions reached) | A v E—URFRINFET,

A F—T 7% > T BT _TD Cisco Discovery Protocol (CDP) A > & —7 = A AIZB4 5 1H#
%FmT 521X, EXEC E— R Tshowedp 2~ R&EHLET,

show cdp [all | neighbors]

all A F—T T2 > TWB T T D Cisco Discovery Protocol A
\/y%7 I{X%%ﬁ? L/SETO

neighbors Cisco Discovery Protocol 1 /3—% 7R~ L7,

77 AV N OEIERIEIL S D FE A

EXEC

A F—T 75T 5 Cisco Discovery Protocol f > % —7 = A A LN CDP XA N—% KT
5121, showedp =2~ RaEH L E,

Cisco Identity Services Engine CLI Y 77 LY X A K. Y U—Z13 i



B show clock

511

ise/admin# show cdp all
CDP protocol is enabled..

broadcasting interval is every 60 seconds.
time-to-live of cdp packets is 180 seconds.
CDP is enabled on port GigabitEthernetO.

ise/admin#

151 2

ise/admin# show cdp neighbors

CDP Neighbor:
Local Interface
Device Type
Port
Address :
CDP Neighbor: isexp-eswb
Local Interface
Device Type
Port :
Address :
CDP Neighbor:
Local Interface
Device Type
Port
Address
CDP Neighbor:
Local Interface
Device Type
Port
Address
ise/admin#

BErEY Y
cdp holdtime,
cdprun, (126 ~—37)

cdp timer,

show clock

VATA YT T Juy 7O, A, BfF, BEE, R, BIOEERRT DI,
EXEC E— R T showclock =~ > R&EEH L £,

ZOa<wy R, F—U—FBXOEIEIEHY AL

—

AR R TFIHILE

O R E—F

show clock

000c297840e5

000c29e29926

000c290fba98

(127 ~2—3)

GigabitEthernetO
ISE-1141VM-K9
ethO
172.23.90.114

GigabitEthernetO
cisco WS-C3560E-24TD
GigabitEthernet0/5
172.23.90.45

GigabitEthernetO
ISE-1141VM-K9
ethO
172.23.90.115

GigabitEthernetO
ISE-1141VM-K9
ethO
172.23.90.111

(125 =—3)

T 7 4V h OEBHEAEIZH Y FH AL

EXEC

Jll Cisco Identity Services Engine CLI Y 77 LV X Hi4 K. 1J1)—X 13
88

EXEC Show E— K ® CiscoISECLI a< > F



|  EXEC Show £— F o CiscoISECLIa < > K
showepu i

FREDHA K51
WOFENRT show clock D H 77121, WHE AR (UTC) 72137 ) = v DHEHER (GMT) | %
ERFHE, FEIXEBEEERN S ENTWET,

1

ise/admin# show clock
Fri Aug 6 10:46:39 UTC 2010
ise/admin#

MELEYY
clock, (35 <X—7)

clock timezone, (128 ~X—<)

show cpu
CPU i # F£/R"79 5121, EXEC E— R Tshowepu 2~ &AL ET,
show cpu > file-name
show cpu statistics
XD > HH%ET 7 A MY FAL0 B LET,
file-name VEA VY T 577 A4 NVD4TI,
statistics CPU #iatEs e £m L7,

Cisco Identity Services EngineCLI ') 77 LR A4 K, J1)—Z13
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show cpu

EXEC Show E— K ® CiscoISECLI a< > F

H e+ 2%k

*begin : —E T H/F— K 80 LFDRETF & Y
A—hLET,

scount : HADITEA I M LET, HEEcount DRI
BexrrzBmeEd,

|+ count O H IMERGFZEHL,

cend : —EITAHITTET LET, K80 XLFORKF %
PR—rLET,

*exclude : —EH T HITEBRALET, HK 80 LFDHH
FhRYR—rLET,

*include : —ETA1T2EHET, &K 80 LT DI T
ZYVR—FLET,

*last : HNOBRBEOEITEER R LFE T, BLEE last DI
BFEEBEMLET, 0ITETHRRTEET, T 741
~X 10 T,

|« last O H I ERF 25,

AR TFI4IE
T 7 4V F OEHEEIZH D EH AL

ATV R E—FR
EXEC

HEREDAA K1Y

CPU P L OWGRHE R 2 KR T 512

511

ise/admin# show cpu
processor: 0

model : Intel(R) Xeon(R) CPU
speed (MHz) : 1861.914

cache size: 4096 KB

ise/admin#

11 2

ise/admin# show cpu statistics
user time: 265175
kernel time: 166835

=N

show cpu =~ > REMHL 7,

E5320 @ 1.86GHz

Jll Cisco Identity Services Engine CLI Y 77 LV X Hi4 K. 1J1)—X 13



|  EXEC Show £— F o CiscoISECLIa < > K

showerypto [}

idle time: 5356204
i/o wait time: 162676
irg time: 4055
ise/admin#

EENEYY
show disks, (92 ~_—3°)

show memory, (102 ~<—7%)

show crypto

B DEREA

AR R TFI4ILbE

avU R E—F

FEREDHA K54V

B4 L TWAEHEB IOV OART— L —ICBT 518 A2 FrT 5IC1E, show
crypto 2~ REMHHLET,

show crypto authorized_keys

show crypto host-keys

show crypto key

authorized_keys B 7 A 2 LTV B a— P OFF i % — Ol Aa 205 LET,
host_keys BEe 74 LTWLa—FDKRA N F—2FRLET,
key BfEn 74 LT b a—Fox—ofFfe R LET,

77 4V NOBECEILD D TE AL,
EXEC

BER 74 L LTS a—HF O F— L X —%2 KT 51, showerypto 2~ RAEMH L &
bé‘o

11

ise/admin# show crypto authorized keys
Authorized keys for admin
ise/admin#

Cisco Identity Services Engine CLI Y 77 LY X A K. Y U—Z13 i



EXEC Show E— K ® CiscoISECLI a< > F
B show disks

15 2

ise/admin$# show crypto key
admin public key: ssh-rsa f£8:7f:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4 admin@ise
ise/admin#

BENE YD
crypto, (42 ~<—73)

show disks

FUARAITDT 7 AN AT AMEREFRTT HI21E,. EXEC E— R T showdisks =~ > RAEFHL
ij—o

show disks > file-name

WX DN > HhET 7 A M) FA Lo b LET,
file-name VEA VY T 577 A NVD4TI,
| H B A28 4%
*begin : —ET DX — K80 LFDOHEETF A Y
A—hrLZET,
*count : HI1OITE&E 7 b LE T, BHEEcount DEIT
BTaBnL 9,

|+ count O T HERG1 254K,

*end : —ET 21T THK T LET, K80 LFDOIEETF%
PAR—FLET,

*exclude : —E T HITEBRALET, HK 80 LFDOHH
FEYR—FLET,

*include : —ET 21725 Ed, &K 80 LFEDOHEHFE
Y R—FLET,

*last : HOOBEBOEITEERLFET, BLEE last DI
BTHEEBMLET, 80ITETHELRTEET, T 741
~MX 10 T,

| @ last D HMERRTF 2%,

ARV FEFFILE
BXEG L N 0@ ERIEIEH D FE A,

Jll Cisco Identity Services Engine CLI Y 77 LV X Hi4 K. 1J1)—X 13



|  EXEC Show £— F o CiscoISECLIa < > K

FREDHA K51

show icmp-status

showdisks =2~ > Ri¥, T4 AV T7 AN VAT LEMRT7TTFy N7+ —LTOLYR— K&

NET,

1

ise/admin# show disks
disk repository: 24% used (3325484 of 14877092)
Internal filesystems:
/ : 5% used ( 24124436 of 540283556)
/storedconfig : 7% used ( 5693 of 93327)
/tmp : 2% used ( 35960 of 1976268)
/boot : 4% used ( 17049 of 489992)
/dev/shm : 0% used ( 0 of 1943756)
all internal filesystems have sufficient free space
ise/admin#

EENEY D

show cpu, (89 ~—2)

show memory, (102 ~—7)

show icmp-status

A F =%y Ml A Y E—Y 70 haj) (ICMP) —ma—8&Dar 7 ¥ o Lb— g UERE

BX DA

FRT BH121E,. EXEC E— R C show iecmp_status =~ > FZfEH L £,

show icmp_status > file-name

> WMhaE77 ANV FA LT FLET,
file-name VEA VY T 577 A NVDA4T,

Cisco Identity Services Engine CLI Y 77 LY X A K. Y U—Z13 i



[l showicmp-status

AR TFI4IE

ATV R E—FR

HEREDAA K1Y

Jll Cisco Identity Services Engine CLI Y 77 LV X Hi4 K. 1J1)—X 13

EXEC Show £— R Cisco ISECLII 7> K |

HAOEMFa~> R

*begin : —ET H/RE— K 80 LFDRETF & Y
R—RLET,

*count : WHTDITE A I M LET, HEEcount DRI
BexrrzBmeEd,

°| : count D HAERF =~ K,
‘end: —ETDATTHT LET, HK0XFOIREKT%E
PAR—RFLET,

*exclude : —BT DT 2R L E T, HKK 80 LFDIHL
FhaYPR—FLET,

*include : —ET 21T EDFET, K80 LFOHHF
Y AR—FLET,

*last : HAOOFEBZEOEITEZFR AL ET, HFE last DRI
BTHEBMLET, 80ITETHERTEET, T 741
N 10 T,

°| ¢ last D ERF a2~ R,

T 74N OBERERSH D EH A,

EXEC

A =%y Ml A v E—Y 70 han (ICMP) ma—jg&Dar 7 4 X o b—y g UL

FrT BT,

511

show icmp_status =~ > R&fiH L 7,

ise/admin# show icmp_ status
icmp echo response is turned on

ise/admin#

15 2

ise/admin# show icmp status



|  EXEC Show £— F o CiscoISECLIa < > K

show interface B

icmp echo response is turned off
ise/admin#

EENEY D

icmp echo, (140 ~—7)

show interface

BXDEREA

A FEFFILE

IPICRESNTVWDA v H—T 2 A ADZ—Y VT 4 AT —X A% FKRT 521X, EXEC £—
K C show interface =~ > FZ{#HEHA L £ 7,

show interface > file-name

show interface GigabitEthernet {0-3}

> HhE77A MY Z A4 1L 7 b LET,
file-name A B =T oA AEREVFZA VT 8T DT 7 A VDL,
GigabitEthernet FFEDXFHE Y hA =Ry A 2 —T = ADIFRER
~LET,
0-3 Xy b A=Yy bEF, HHATE LW EEDODH HHE
00 1,20 3,
e T2
*begin : —E T H/F— K 80 LFDRETF &Y
A—FLFET,
*count : HA DA b LET, HEEcount DI%IC
BrmaBmLEd,

“end : —ETBITCHT LET, BA S0 LFOMETH
F—kLET,

cexclude : —E T DITEBRALET, HK 80 LFDOIH
FhrYPR—FLET,

*include : —E T 2172 EDFET, IHK 80 XFDOHIHF
Y AR—FLET,

*last : HADHREOEATEZ R R LET, Hak last DRI
BrzaBMLET, 80ITETERTEET, 7740
MME 10 T,

BXEG L R OEERIEIZH Y £ A,

Cisco Identity Services Engine CLI Y 77 LY X A K. Y U—Z13 i



B show interface

FRLEDHA KS14 Y

Jll Cisco Identity Services Engine CLI Y 77 LV X Hi4 K. 1J1)—X 13

EXEC Show £— R Cisco ISECLII 7> K |

show interface GigabitEthernet0 1 /) DA % —7 = A RTIX, 3DODIPV6 7 RLARH D £,
BAIDA 2 —Fy F 7 FLA Gffe i) 1, A7 — N AHBREEZHFEHLHERTT, A
NZT BITIE, EDOV TRy RTIPV6/L— b T RARF AL XA EBA R—T /NI TN B NE
DHYET, KOT FLA (fe80LLE) 1, RA FOAHICAa—FRFEELRNY 7 a—T
T RUATY, IPv6 HENERE £ 721X DHCPv6 X EICBARZR Y 7 a—v 7 RLUANEIC
FoRENET, EEOT RLA (2001 L) 1%, IPv6 DHCP ¥— 30 5 S L7251 ¢,

511

ise/admin# show interface
ethO Link encap:Ethernet HWaddr 00:0C:29:6A:88:C4
inet addr:172.23.90.113 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:fe6a:88c4/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:48536 errors:0 dropped:0 overruns:0 frame:O0
TX packets:14152 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:6507290 (6.2 MiB) TX bytes:12443568 (11.8 MiB)
Interrupt:59 Base address:0x2000
lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:1195025 errors:0 dropped:0 overruns:0 frame:0
TX packets:1195025 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:649425800 (619.3 MiB) TX bytes:649425800 (619.3 MiB)
sit0 Link encap:IPv6-in-IPv4
NOARP MTU:1480 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)
ise/admin#

15 2

ise/admin# show interface GigabitEthernet 0

ethO Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05
inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: 3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
inet6 addr: fe80::20c:29ff:feaf:da05/64 Scope:Link
inet6 addr: 2001:558:££f10:870:8000:29ff:fe36:200/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:77848 errors:0 dropped:0 overruns:0 frame:0
TX packets:23131 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:10699801 (10.2 MiB) TX bytes:3448374 (3.2 MiB)
Interrupt:59 Base address:0x2000

ise/admin#

BMELEYY
interface, (140 ~<—72)

ipv6 address autoconfig, (142 ~X—73)
ipv6 address dhep, (144 ~—2)



|  EXEC Show £— F o CiscoISECLIa < > K
show inventory .

show inventory

CiscoISE7 7' I7A TV A BT ARV TNESRE, "—RU=T A X2 s VIZET 5 1EH
%3~ 79 521X, EXEC & — R T show inventory =1~ > K& H L 7,

show inventory > file-name

WX DA > W% T 7 A MY A L0 b LET,
file-name N=R7 2T A XN VEREV XA VI NTDT7 740
DR,
H ek
*begin : —ET H/NF— 1, &K 80 LFO T &Y
A—FLZET,
*count : HI1DIT8AE 7 b LET, HEE count DILIT
BrAEBMLET,

*end : —ET AT THRT LET, IR0 LFOHRET %
PR—=FLET,

*exclude : —E T DITEBRALE T, K 80 LFDHEK
FhEYR—FLZET,

*include : —FH T 2172 &£ T, KK 80 LFEDOHEHF
Y HR—FLET,

*last : WA ORBZOEITEF R LET, HEElast DRI
WEaEBMLUET, 0{TETHERRTEET, T 741
MiZ 10 TI,

aAavU RFI4ILE
T 7 4V F OEBHEEIZH D FH AL

AR E—F
EXEC

FEREDHAFS12
Cisco ISE 7 77 A 7 A DI = £/ T HITIL, show inventory =~ > FZHH L 9,

Cisco Identity Services EngineCLI ') 77 LR A4 K, J1)—Z13
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Bl showip

ise/admin# show inventory
NAME: "ISE-VM-K9 chassis",
PID: ISE-VM-K9 , VID: V01

Total RAM Memory: 1035164 kB

CPU Core Count: 1
CPU 0: Model Info: Intel(R)
Hard Disk Count(*): 1

Disk 0: Device Name: /dev/sda

Disk 0: Capacity: 64.40 GB

Xeon (R) CPU

EXEC Show E— K ® CiscoISECLI a< > F

DESCR: "ISE-VM-K9 chassis"
SN: H8JESGOFHGG
E5320 @ 1.86GHz

Disk 0: Geometry: 255 heads 63 sectors/track 7832 cylinders

NIC Count: 1
NIC O: Device Name: ethO

NIC O: HW Address: 00:0C:29:6A:88:C4

NIC O: Driver Descr: ethO:

registered as PCnet/PCI II 79C970A

(*) Hard Disk Count may be Logical.

ise/admin#

show ip

IP b— NMEWHZ R /RT 5121, EXEC E— K Tshowip 2~ REMFEHLET,

show ip route

BXDEREA

route

IPL— MEBER R LET,

R

aARVETIAHILE

77 4V FOBIEREIZH Y EE A,

AU R E—F
EXEC

EREDAA RZA4 Y

Zoavw NI IPAN—T 4T TN EERLET,

1

ise/admin# show ip route
Kernel IP routing table

Destination Gateway
172.21.79.0 0.0.0.0
0.0.0.0 172.21.79.1
ise/admin#

Genmask Flags Metric Ref Use Iface
255.255.255.0 U 0 0 0 ethO
0.0.0.0 uG 0 0 0 ethO

Jll Cisco Identity Services Engine CLI Y 77 LV X Hi4 K. 1J1)—X 13



EXEC Show E— K ® CiscoISECLI a < > F

show logging

VAT L BFXT (syslog) OIREBIEIOEED T AT L uX 7 Ny 77 DNFEEZRRTDHIC

BX DR

X, EXEC &— KT show logging =~ > N&fiH L £,
show logging > file-name

show logging application application-logfile-name

show logging internal

show logging system system-logfile-name

show logging

> HAOE 77 AN FA L7 FLET,
file-name VAT A aTERE )V ZA LT NTBHT 7 A IVDLF
application TV r—varalERRLET,

application-logfile-name

TV r— gy al 7y A VDL,

internal syslog D> 7 4 X alb—varafRrlLET,

system AT LD syslog R LET,

system-logfile-name

VAT A g Ty A VDL

system-file-name

AT L a s Ty AN DLT,

| e 25 5%

*begin : —ET o F— BK 80 LT OIETEY
A—FLET,

ccount : HITDIT8AE 7 b LET, HEEcount DT
BrAEBEMLET,

*end : BT DITTHK T LET, K80 LFDOHEET %
PAR=FLET,

*exclude : —EH T HITEBRALET, HK 80 LTFDHEL
FhRYR—rLET,

*include : —E T 21T2&H £, K 80 L FDOHE T
Y HR—FLET,
*last : HIOEBOEATEF /R LE T, HEE last DEIT

BTFEEBEMLET, 0ITETHRRTEET, T 741
M 10 T7,

Cisco Identity Services Engine CLI Y 77 LY X A K. Y U—Z13 i



EXEC Show £— R Cisco ISECLII 7> K |
B show logging

R

EEPLEFEIL
77 4V FOBECEILSD D TE AL,

aAvU R E—F
EXEC

FREDAHA FS4M4 Y
ZDa<wy RIL syslog TT7—BLUOA X b uaX o roREELERRLET, ZOREIZIE, &
ARNT RLAR, aX o B 32— IR oTnbAaX o 7rosds (avyy—b, F=F, RNy
Ty, ERIEARARN) BREENET,

511

ise/admin# show logging system
0 Feb 25 2013 15:57:43 tallylog
1781 Feb 26 2013 02:01:02 maillog
4690 Feb 26 2013 02:40:01 cron
0 Feb 25 2013 15:56:54 spooler
0 Feb 25 2013 16:10:03 boot.log
0 Feb 25 2013 16:00:03 btmp
38784 Feb 26 2013 02:19:48 wtmp
16032 Feb 26 2013 02:19:47 faillog
32947 Feb 26 2013 00:38:02 dmesg
63738 Feb 26 2013 02:19:49 messages
146292 Feb 26 2013 02:19:48 lastlog
13877 Feb 26 2013 01:48:32 rpmpkgs
129371 Feb 26 2013 02:40:22 secure
27521 Feb 25 2013 16:10:02 anaconda.syslog
345031 Feb 25 2013 16:10:02 anaconda.log
0 Jul 28 2011 00:56:37 mail/statistics
1272479 Feb 26 2013 02:42:52 ade/ADE.log
567306 Feb 26 2013 02:40:22 audit/audit.log
24928 Feb 26 2013 02:40:01 sa/sa26
0 Feb 25 2013 16:01:40 pm/suspend.log
ise/admin#

51 2
CiscolSE / — ROT7 XV r—vavrnal 7y A NVEFRTDHICIE, kOa<vy ReERALET,

ise/admin# show logging application
1527 Oct 03 2014 01:00:00 profiler.log.2014-10-03.1
2830 Sep 30 2014 23:33:44 prrt-management.log
2438537 Oct 05 2014 23:59:14 caservice.log.2014-10-05.1
17439 Sep 30 2014 23:36:18 console.log
0 Sep 30 2014 23:25:48 edf.log
0 Oct 01 2014 00:00:01 report.log
483905 Oct 01 2014 23:58:09 ise-psc.log.2014-10-01.1
1526 Oct 02 2014 01:00:00 profiler.log.2014-10-02.1
94736 Sep 30 2014 23:25:19 bootstrap-20140930-232340.1log
789 Sep 30 2014 23:35:15 ocsp.log
4066560 Oct 03 2014 00:00:01 deployment.log.2014-10-03
1527 Oct 06 2014 01:00:00 profiler.log
1527 Oct 04 2014 01:00:00 profiler.log.2014-10-04.1
2389104 Oct 06 2014 14:05:48 deployment.log
2438633 Oct 03 2014 23:59:14 caservice.log.2014-10-03.1
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|  EXEC Show £— F o CiscoISECLIa < > K

0 Sep
4066560 Oct
4063736 Oct
478957 Oct
61 Sep
4066560 Oct
2435451 Oct
2438549 Oct
124 Sep
457939 Oct
2498 Oct
480764 Oct
0 Oct

0 Oct

148 Oct
19718 Oct
480896 Oct
9392 Sep
1821 Oct

0 Sep
51094 Sep
281579 Oct
25966 Sep
18115 Oct
79506 Oct
1527 Oct
2438494 Oct
84171 Sep
1433269 Oct
66 Sep

0 Oct

1527 Oct
4063736 Oct
2438 Sep
145 Sep
11514 Sep
423 Oct
3249 Sep
15587 Sep
1401 Sep

0 Sep

355 Sep

0 Sep

1750 Oct
6276 Sep
44446 Sep
265518 Oct
149278 Oct
0 Sep
58156 Sep
82476 Oct
581 Sep

0 Oct

ise/admin#

show logins

VAT A a A ORRERFRT HIZ1X, EXEC £ — R T show logins =~ > R&fEH L £,

show logins cli

2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014

show logins

identity-mapping.log
deployment.log.2014-10-06
deployment.log.2014-10-05
ise-psc.l0g.2014-10-04.1
dbalert.log
deployment.log.2014-10-04
caservice.log.2014-10-01.1
caservice.log.2014-10-02.1
diagnostics.log
ise-psc.l1l0g.2014-10-05.1
collector.log.2014-10-01
ise-psc.log.2014-10-02.1
redis.log

netflowreceiver.log
report.log.2014-10-01
crypto.log
ise-psc.l0g.2014-10-03.1
caservice bootstrap.log
collector.log.2014-10-02
dbconn.log
caservice.log.2014-09-30.1
ise-psc.log

dbmanagement.log

ad_agent.log
deployment.log.2014-10-01
profiler.log.2014-10-05.1
caservice.log.2014-10-04.1
ise-psc.10g.2014-09-30.1
caservice.log

dblistener.log

collector.log
profiler.log.2014-10-01.1
deployment.log.2014-10-02
monit.log

prrt-server.log
caservice-misc.log
redis.log.2014-10-01

guest.log
profiler.log.2014-09-30.1
replication.log

mds.log
identity-mapping-mgmt.log
tracking.log
netflowreceiver.log.2014-10-01
pxgrid/pxgrid-install.log
ca_appserver/catalina.out
localStore/iseLocalStore.log
appserver/catalina.out.2014-10-06
appserver/manager.2014-09-30.1og
appserver/catalina.2014-09-30.1log
appserver/catalina.out.2014-10-01
appserver/localhost.2014-09-30.1og
appserver/catalina.out

B DEREA
R L ® ET FRA

cli

cin /A Vs SR RLET,

BKECHV PRSI D . E T, FRE L ARVWES, =7 AL ET,
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show memory

1

ise/admin# show logins cli

admin pts/0 10.77.137.60 Fri Aug 6
admin pts/0 10.77.137.60 Fri Aug 6
admin pts/0 10.77.137.60 Fri Aug 6
reboot system boot 2.6.18-164.el5PA Thu Aug 5
admin ttyl Thu Aug 5
reboot system boot 2.6.18-164.el5PA Thu Aug 5
setup ttyl Thu Aug 5
reboot system boot 2.6.18-164.el5PA Thu Aug 5
wtmp begins Thu Aug 5 16:05:36 2010

ise/admin#

show memory

TRTOETTrADAE VMHEZFRTDITE,

AR TIAIE

AU FE—F

EREDAARZA4

show ntp

AL £

EXEC Show £— R Cisco ISECLII 7> K |

45 still logged in
56 - 09:30 (00:33)
17 - 08:43 (01:26)
17 (17:49)
15 - down (00:00)
09 (00:06)
43 - 18:07 (00:24)
05 (02:02)

EXEC “&— R T show memory =~ > %

Zoa<wy NZE, F—U—FBLUSIEIEH Y FHEA,

show memory

77 4V FOBIERLEIZH D EE A,

EXEC

fEF AV 2T 51201%, show memory =~ > R&EfEH L £,

1

ise/admin# show memory
total memory: 4394380 kB
free memory: 206060 kB
cached: 1111752 kB
swap-cached: 9072 kB

output of free command:

total used free shared buffers cached

Mem: 4394380 4188576 205804 0 147504 1111748
-/+ buffers/cache: 2929324 1465056

Swap: 8185108 192728 7992380

ise/admin#

Network Translation Protocol (NTP) DRHESHT D AT — & 22K xT 5I121%. EXEC E— R T show

ntp =2~ FE2EHLE7,
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|  EXEC Show £— F o CiscoISECLIa < > K
showports I}

Zoa<wy NIE, F—U—FBLUSIEIEIH Y FHEA,

show ntp

ARV KR TIANE
774V b OBIESEIZD D T A,

AUk E—F
EXEC

FEARLEDAA KA
Network Translation Protocol (NTP) O BH#f} i #FR/Rm95121%, showntp =2~ REFEHLET,

1

ise/admin# show ntp
Primary NTP : ntp.esl.cisco.com
Secondary NTP : 171.68.10.150
Tertiary NTP : 171.68.10.80
synchronised to local net at stratum 11
time correct to within 11 ms
polling server every 128 s
remote refid st t when poll reach delay offset jitter

*127.127.1.0 .LOCL. 10 1 9 64 377 0.000 0.000 0.001
171.68.10.80 .RMOT. 16 u 11 64 0 0.000 0.000 0.000
171.68.10.150 .INIT. 16 u 11 64 0 0.000 0.000 0.000

Warning: Output results may conflict during periods of changing synchronization.
ise/admin#

EErEYD
ntp, (159 ~<—)
ntp server, (162 ~<X—7)

show ports

TITATRB—= b2 v AT HT_RTOTav RCHT A ERE E£RT HITIE, EXEC T—
K C show ports =~ > RZfH L £7,

show ports > file-name

BRI DEHH > HAE 77 A MY AL 7 b LET,
file-name VHEA VT T DT 7 A NDLH,
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|




show ports
B p

AR TFI4IE

EXEC Show E— K ® CiscoISECLI a< > F

H &2 5K
*begin : —ET H /K — 1, FK 80 LTFDOHE T H VAR —
FLET,
scount : HITDIT8AE 7 b LET, HZE count DHITEL
FERBMLUET,

| = count D HERGF %L,

*end : T AHITTKRTLET, K80 XLFOIKT-4% Y
A—hrLET,

*exclude : —EH T DITEERALET, H&K 80 LFDILHT
ZYR—bFLET,

*include : —E T 2172 EDE T, RSO XLFORET %V
R—hLET,

*last : HIORBEOEITAR R LE T, EHEElast DBITHT
ZBEMLET, 80ITETERTEET, T 74/ T 10
<7,
| : last O H I ERG 125,

77 AV OBEIERIELDH D EE A

ATV R E—FR
EXEC

HEREDAA K1Y

show ports =2~ REFEATT LG, A— "B T7 77 4 7ty a VBT LTV D

ERHY ET,

1

ise/admin# show ports
Process : java (22648)

tcp: 0.0.0.0:9024, 127.0.0.1:2020, 0.0.0.0:9060, 0.0.0.0:37252,
005, 0.0.0.0:9990, 0.0.0.0:8009, 0.0.0.0:8905, 0.0.0.0:5514,
.0:61616, 0.0.0.0:80, 127.0.0.1:8888, 0.0.0.0:9080, 0.0.0.0:62424,

0.0.0.0:443, 0.0.0.0:8444

udp: 172.21.79.91:1812, 172.21.79.91:1813, 172.21.79.91:1700,
, 172.21.79.91:8905, 172.21.79.91:3799, 0.0.0.0:54104, 172.21.79.91:57696,

1.79.91:1645, 172.21.79.91:1646

Process : timestenrepd (21516)
tcp: 127.0.0.1:56513, 0.0.0.0:51312
Process : timestensubd (21421)
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|  EXEC Show £— F o CiscoISECLIa < > K
show process ]

tcp: 127.0.0.1:50598
Process : rpc.statd (3042)
tcp: 0.0.0.0:680
udp: 0.0.0.0:674, 0.0.0.0:677
Process : ttcserver (21425)
tcp: 0.0.0.0:53385, 127.0.0.1:49293
Process : timestensubd (21420)
tcp: 127.0.0.1:51370
Process : redis-server (21535)
tcp: 0.0.0.0:6379
Process : portmap (2999)
tcp: 0.0.0.0:111
udp: 0.0.0.0:111
Process : Decap main (22728)
—-—-More—-—

show process

TIT 4 77 AT AIE M A KR T 511X, EXEC “E— KT show process =~ > N Z{#
HALET,

show process > file-name

EX D& > HE7 7 AMZIZA VLT FLET,
file-name VEA VT 8T D77 A NVDL4HIL

| (EE) o HAEfiT2%

*begin : —ETHNNZ — K 80 LFDIETF A W
A—HFLET,

*count : HAID T8 A 7 b LET, HEEcount DILIT
HraBmLEd,

cend : — BT AT TR T LET, BRSO XLFOELT %
PAR—=rLET,

*exclude : —EHT 2172 LET, KK 80 XFDHL
FhAYR—FLET,

*include : —ET 2172 &0 E T, HK 80 LFEDOEH T
B AR—FLET,

*last : HAODOEHZOEITEZFR AL ET, HFE last DRI
BTHEBMLET, 80ITETHRRTEET, T 741
~E 10 T,

IRXVEEZFILE
BXBG /L b OBIERHEITSH D £ A,
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[l showprocess

FRLEDHA KS14 Y

EXEC Show E— K ® CiscoISECLI a< > F

% 4: show process 0 7 « —)L FDE%EA

TJ4—ILF SiER

USER nsA Ly Liza—H,

PID 7'rmt& X ID,

TIME A~ RS g S 7R,

TT 7 Az il % bR,

COMMAND EHENET e REiZa~vr RO A7,
!l

ise/admin# show process

USER PID TIME
root 1 00:00:02
root 2 00:00:00
root 3 00:00:00
root 4 00:00:00
root 5 00:00:00
root 6 00:00:00
root 7 00:00:00
root 10 00:00:01
root 11 00:00:00
root 170 00:00:00
root 173 00:00:00
root 175 00:00:00
root 239 00:00:32
root 240 00:00:00
root 458 00:00:00
root 488 00:00:00
root 489 00:00:00
root 492 00:00:00
root 493 00:00:00
root 500 00:00:00
root 509 00:00:07
root 536 00:00:00
root 569 00:00:00
root 1663 00:00:00
root 1664 00:00:00
root 1691 00:00:00
root 1693 00:00:00
root 1695 00:00:00
root 1697 00:00:00
root 2284 00:00:00
root 2286 00:00:00
root 2318 00:00:10
rpc 2350 00:00:00
root 2381 00:00:00
—--More—--—

ise/admin#

EUIEN IR RSO ERICIEI O RSO RPICRRIC RESC IRSORPICREIC BERC EESORPICERIC RIS ERSCRPICEPIC BRSO BRSO RPICEEIC UG IO EPICREIC BRSO RSO RPIC RSO I |

=

COMMAND
init
migration/0
ksoftirgd/0
watchdog/0
events/0
khelper
kthread
kblockd/0
kacpid
cqueue/0
khubd
kseriod
kswapdO
aio/0
kpsmoused
mpt_poll O
scsi eh O
ata/0
ata_aux
kstriped
kjournald
kauditd
udevd
kmpathd/0
kmpath handlerd
kjournald
kjournald
kjournald
kjournald
auditd
audispd
debugd
portmap
rpciod/0
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|  EXEC Show £— F o CiscoISECLIa < > K
show repository ]

show repository

VR NI DT 7 A VORNFEFRT HIZIL, EXEC FE— R T show repository =~ > R& i L
£

show repository repository-name

EBXDERHA repository-name WEEZERRTDHIURY B DAL, K30 LTFORET%

PR—FLET,

ARV KR TIAINb
774V bOBIESEITD D EE A,

AU R E—F
EXEC

FEHLEDAASA KA
VARY MU ORNFEFTT HITIE, show repository =~ > REEH L 9,

1

ise/admin# show repository myrepository
backl.tar.gpg

back2.tar.gpg

ise/admin#

MELEYY
backup, (30 ~X—7)
restore, (63 “X—7)
repository, (169 ~=—3°)
show backup, (85 ~X—71)

show restore, (107 ~X—7°)

show restore

BRI L eIRE A2 £R T 5 121%. EXEC E— KT show restore =~ > K& L9,
show restore {history | status}

VAT LD TIEREFR S LET,
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EXEC Show £— R Cisco ISECLII 7> K |
. show running-config

status VAT AOETOREEFRLET,

ARV ETIHILE
774N OBERERSH D EE A,

AR E—F
EXEC

FREDHA FS14 >

1

ise/admin# show restore history

Wed Apr 10 03:32:24 PDT 2013: restore mybackup-CFG-130410-0228.tar.gpg from repository
myrepository: success

Wed Apr 10 03:45:19 PDT 2013: restore mybackupl-OPS-130410-0302.tar.gpg from repository
myrepository: success

ise/admin#

ise/admin# show restore status

%% Configuration restore status

o data found. Try 'show restore history' or ISE operation audit report
peration restore status

o
o=z

% No data found. Try 'show restore history' or ISE operation audit report
ise/admin#

BErEY Y
backup, (30 ~X—2)
restore, (63 ~—7)
repository, (169 ~=X—3)
show backup, (85 ~X—7)
show repository, (107 ~X—73)

show running-config
BIEOFEITary 74 Xal—vary 7y ANVERIFa Ly 74X alb—2a P ORNFERTT HIC
X, EXEC &— K C show running-config =~ > R&fiH L £,
Zoa=wy RiZiZ, ¥F—UV—FRBXOBIEIIH FHA,

show running-config

SRy ELFRA
BdRCrunning-config =~ > RiE, T RTOETary 74 F¥al—Ta U IEREFRLET,
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|  EXEC Show £— F o CiscoISECLIa < > K
show startup-config ]

1

ise/admin# show running-config
Generating configuration...
|

hostname ise
|

ip domain-name cisco.com
I

interface GigabitEthernet 0
ip address 172.23.90.113 255.255.255.0

ipv6 address autoconfig
|

ip name-server 171.70.168.183
I
ip default-gateway 172.23.90.1
|

clock timezone UTC
|

ntp server time.nist.gov
I

username admin password hash $1$JbbHVKVGS$xMZ/XL4tH15Knf.FfcZZr. role admin
|

service sshd
|

password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords

min-password-length 6
I

logging localhost
logging loglevel 6
!

cdp timer 60

cdp holdtime 180

cdp run GigabitEthernet 0
|

icmp echo on
I

ise/admin#

EENEYD

show startup-config, (109 ~<—<)

show startup-config
AP—= T oT a7 4FXal—vary7r7ANVEREary 74 Fa2b—va VONEERRT
%1Z1%. EXEC “E— KT show startup-config =~ > RZ{#HH L 9,
Zoawy R, =Y RFRBXUSIEIEH Y £8A,

show startup-config

AU R TIHIE
L
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EXEC Show £— R Cisco ISECLII 7> K |
[l show tech-support

EREDHA RSA Y
show startup-config =~ > NI, $ X TORF— T v F ar74Falb—a FREERRL

jibg«o

1

ise/admin# show startup-config
|

hostname ise
|

ip domain-name cisco.com
!

interface GigabitEthernet 0
ip address 172.23.90.113 255.255.255.0

ipv6 address autoconfig
|

ip name-server 171.70.168.183
!
ip default-gateway 172.23.90.1
|

clock timezone UTC
|

ntp server time.nist.gov
!

username admin password hash $1$JbbHVKVGS$xMZ/XL4AtH15Knf.FfcZZr. role admin
|

service sshd
|

password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords

min-password-length 6
!

logging localhost
logging loglevel 6
!

cdp timer 60

cdp holdtime 180

cdp run GigabitEthernet 0
|

icmp echo on
!

ise/admin#

EENEY D

show running-config, (108 ~~—73")

show tech-support

B A—NIREDT 7 =TV PR — MEMRAE R RT SIZ1E. EXEC E— R T show tech-support =
~v PR LET,

show tech-support > file-name

O 1 bi>lUW tech=support fite fife=rame M%7 7> A el FA4 17 b LET

Cisco Identity Services Engine CLI ') 77 LV X A K, J1)—X 13
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|  EXEC Show £— F o CiscoISECLIa < > K

AR R TFI4ILE

avU R E—F

FEREDHA K54V

show tech-support ]

Sfile-name VXA V7 N 577 A NVD4H,

file EEDOT V=NV R— T —H 2T 7L L Tr—hL
TAATIRIELET,

file-name T =ZNNYR—= b T =2 ERETDHT 7 A V4, K80
LFOEEFEYAR— N LET,

NAY = RRZOMOEF 2 U7 fH#IE, HOICIEERESEEA,
EXEC

show tech-support =~ > R, NI 7V a—7F ¢ 7 OHMT, CiscolISE — BT 5 K&
DIFMENET 2DITELHE T, MBEEZRET DL EIC, 77 =V R— FOHEEITH T
it L E 7,

1

ise/admin# show tech-support
KAk hkhkhkhkhkhkkhkhkhhhkhhkkhkhkhhkhkhkhkhkhkdhkhkhkhkhkrhhhhhhhxkx*k

Displaying ISE version ...
khhkkhkhkhkkhkhkkhkhkkhkhhkhhkhkhkkhkhhkhkhkhkrkkhkhrkhkhkhkhkrkhkhrhkhkhkhhkhx*k

Cisco Identity Services Engine

Version : 1.3.0.862
Build Date : Tue Oct 14 19:02:08 2014
Install Date : Wed Oct 15 09:08:53 2014

R R R R R R R R R R R R R R R R R R R

Displaying Clock ...

R IR IR I Ik bk b b b b b b b b b b b kb b b b b b b b b b b b bk b b b 2

Tue Oct 21 11:24:08 IST 2014

R IR Ik kb b b b b b b b b b b 2k b b b b b b b b b b b bk b b b 2

Displaying UDI

ER T R S

ISE-VM-K9

ER T R S

Displaying ISE application status ....

R R R R R R R R R R R R R R R

ISE PROCESS NAME STATE PROCESS ID
--More--

(press Spacebar to continue)

ise/admin#
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EXEC Show £— R Cisco ISECLII 7> K |
. show terminal

BENE YD
show interface, (95 ~X—37)
show process, (105 ~—<2)

show running-config, (108 ~<X—3”)

show terminal
WAL T4 F2b—ary NI A—XOREICEHT HHEREIET HI121E. EXECE— FT
show terminal =~ > FZ{#HH L £,
Zoa=wy RiZiZ, ¥F—U—FBXOBIEIIHD FHA,

show terminal

AR TFI4IE
77 4V N OBEEIEH D T AL

ATV R E—F
EXEC

FREDHA FS4 >
WD FTIiL, show terminal DHSJD 7 ¢ —)L RIZHOWTHEBA L F9,

&K 5: show terminal D 7 1« —)L FDERBA

J4—ILF &R

TTY: /dev/pts/0 G AR D Z A TNk DIEEOH N2 FR L ET,

Type: “vt100% HAFEH SN TWAERD X A 7,

Length: 27 lines WRT 4 AT LA DE X,

Width: 80 columns WRT 4 AT LA DILFN T LONE,

Session Timeout: 30 minutes Tl a T, BEAEKTTAETCORRE (A : 4 .
!l

ise/admin# show terminal
TTY: /dev/pts/0 Type: "vtl00"
Length: 27 lines, Width: 80 columns
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|  EXEC Show £— F o CiscoISECLIa < > K
show timezone [

Session Timeout: 30 minutes
ise/admin#

show timezone
VAT MIEREIN TV DLERE AR RT 521X, EXECE— K TCshowtimezone =~ > K& {#
Li‘a_‘o
Zoawy RZiE, F—U—FBLU5IEIEH Y FHEA,

show timezone

Zoavwy RZE, F=U—FBLUGIEIETH Y XA,

ARV KR TIAINb
774 bOBIECEITD D T A,

AU R E—F
EXEC

FEREDAA RZA4 Y

il

ise/admin# show timezone
UTC
ise/admin#

BMELEYY
clock timezone, (128 ~<—72°)

show timezones, (113 ~X—37)

show timezones

RIRATREZR O U 2 M 25T 5121%, EXEC E— K T show timezones ==~ > & L %
j—O
Zoa=wy RiZiZ, ¥F—U—FBXOBIEIIHD FHA,

show timezones

aAavY R TFI4ILE
7T 7 4V N OEBHEEIZH D FH AL

ATV R E—FR
EXEC
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show udi

FRLEDHA KS14 Y

show udi

aAvY R FI4ILE

aAvU kR E—F

FEREDHA FS1 Y

Cisco ISE ¥ —/NCffi H AT e A RER A OB DU T,
v,

1

ise/admin# show timezones
Africa/Cairo
Africa/Banjul
Africa/Nouakchott
Africa/Gaborone
Africa/Bangui
Africa/Malabo
Africa/Lusaka
Africa/Conakry
Africa/Freetown
Africa/Bamako

—--More—--—

(press Spacebar to continue)
ise/admin#

BMELEYY
clock timezone, (128 ~—71")

show timezone, (113 ~X—7)

Cisco ISE 7 77 A 7 > A ® Unique Device Identifier (UDI) (ZB89 %1% £ "7 521X, EXEC

F— R Cshowudi =~ FZEHA L ET,

EXEC Show E— K ® CiscoISECLI a< > F

lclock timezone] DIEAZZBM L TL X

Zoawy NI, F—U—FBIXOEIEIEEHY A,

show udi

T 7 4V N OBEMERMEIZH W FH AL

EXEC

511

ise/admin# show udi
SPID: ISE-3315-K9
VPID: V01
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|  EXEC Show £— F o CiscoISECLIa < > K
show uptime  [JJj

Serial: LAB12345678

ise/admin#

fil 2

WO IIE, VMware —/ 3T show udi 2~ > REFIT Lo L IZRRSINET,

ise/admin# show udi
SPID: ISE-VM-K9
VPID: V01

Serial: 5C79C84ML9H
ise/admin#

show uptime

Cisco ISE r— N2 7 oA > L Th bk L 72l 2 £ 3 5 121%, EXEC E— KT show uptime
avy REfMHLET,

show uptime > file-name

WX DA > A% 77 A M) FA L7 R LET,
file-name UYEA VT T DT 7 A NDLH,
| H I ESf T2 %%
*begin : —ET D NF — KK 80 LFDFE T A
A—hFLET,
scount : HADITHAEH 7 M LET, HEEcount DIZIC
HraBmeEd,

cend : —HITHITTKRTLET, BRSO LFOIELT%
PAR—rLET,

cexclude : —E T HITEBRALET, HK 80 LFDOIH
FEYR—FLET,

*include : —E T 2172 EHET, Bk 80 L TF-DHE T
Y AR—FLET,

*last : HOOBEBOEITEE R LET, BLEE last DI
BTHEBMLET, 80ITETHERTEET, T 741
~MX 10 T,

A R F Il
ﬁmi®ﬁ+$7’f ~/ Lk O)@J,{/’E%},{ U FH AL
E<6LSE Bz > LTV DR 2 WERR 9 512X, Z @ show uptime 2 L £ 97,
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EXEC Show £— R Cisco ISECLII 7> K |
B show users

1

ise/admin# show uptime
3 day(s), 18:55:02
ise/admin#

show users

CiscoISE—RNizcua /4 L TWAa—HFDO—E 2T T 5I121%,. EXEC &— KT show users =
~ U REMEHLET,

show users > file-name

WX DA > A% 77 A M) FA L7k LET,
file-name UEA VI T DT 7 A NDAH,
| H &A%
*begin : —ET DX — 1 K 80 LFDFETF A W
A—rLET,
*count : HI1OITE%E 7 b LE T, HEEcount DT
HrrEBmeEd,

cend : —HIT AT TR T LET, BRSO LTFTOIELT%
PAR—rLET,

cexclude : —E T AITHBRALET, HK 80 LFDOHH
FThYR—rLET,

*include : —E T 2172 EDFET, K80 LFOHHF
Y AR—FLET,

*last : HODOHEEOEATEFR R L E T, HEE last DIZIT
BrmaBMLET, OITETERTEETST, T 74/
~X 10 T,

aAvRYETIHILE
77 4V OBEREILD ) FE AL

avUFE—F
EXEC
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EXEC Show E— K ® CiscoISECLI a < > F

FREDHA K51

show version B

CiscoISEVr—cua /A v Lica—HF DV A NeTF v 73521, Z D showusers 2~ R %
ERLET,

15l

ise/admin# show users

USERNAME ROLE HOST TTY LOGIN DATETIME

admin Admin 10.77.202.52 pts/0 Tue Feb 26 20:36:41 2013

USERNAME ROLE STARTDATE
% No disonnected user sessions present
ise/admin#

show version

=340

'_E_Iu“:I

B

VAT LD T MU 2T N—=Ua VIZEHTLEHERBL Y T U 2T OA A b —VIEREER
T 521X, EXEC £— R T show version =~ > R L £,

show version > file-name

show version history

> HWhza7rAanc) Z4 v 7 FLET,
file-name UZA V7 T D77 A NVD4H,
history VT NI =T N—=Va OBREERERLET,
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B show version

AR FIAILE

aAvU R E—F

FEREDHA K34V

EXEC Show E— K ® CiscoISECLI a< > F

H e+ 2%k

*begin : —E T H/F— K 80 LFDRETF & Y
A—hLET,

scount : HADITEA I M LET, HEEcount DRI
BexrrzBmeEd,

tend: —ETHITCHT LET, K80 LFOIMTE
F—hLET,

cexclude : —E T DITEBRALET, HK 80 LFDIH
FhrYR—rLET,

*include : —E T 2172 EDFET, K 80 XFOHHTF
Y AR—FLET,

*last : HAOORBZEOEAITEFR AR LET, HEE last DI
BTEEBMLET, 80ITETHERTEET, T 741
~MZ 10 T,

T 74N FOBERLERSH D EHA,

EXEC

Zda< > R, Cisco ISE -— A THEIEL TV 5 Cisco ADE-OS V7 b = T IZRET 58— 5
NERAEFTR L, CiscoISEDNN—T g U RRLET,

511

ise/admin# show version

Cisco Application Deployment Engine OS Release: 2.2
ADE-0OS Build Version: 2.2.0.127

ADE-OS System Architecture: x86_ 64

Copyright (c) 2005-2014 by Cisco Systems, Inc.
All rights reserved.
Hostname: Positron

Version information of installed applications

Version : 1.3.0 Vendor: Cisco Systems, Inc.
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EXEC Show E— K ® CiscoISECLI a < > F

Build Date : June 13 2014 15:39PDT

Cisco Identity Services Engine

Version : 1.3.0.673

Build Date : Fri Jun 20 19:32:13 2014
Install Date : Fri Jun 20 21:06:00 2014
ise/admin#

15l 2

ise/admin# show version history

Install Date: Fri Jun 20 21:06:46
Application: ise

Version: 1.3.0.673

Install type: Application Install
Bundle filename: ise.tar.gz
Repository: SystemDefaultPkgRepos

Install Date: Fri Jun 20 21:57:46
Application: RootPatch

Version: UNKNOWN

Install type: Application Install

Bundle filename: RootPatch-appbundle-allinone-x86 64.tar.gz

Repository: carsapps
ise/admin#

PDT 2014

PDT 2014

show version
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EXEC Show £— R Cisco ISECLII 7> K |
[l showversion
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%4%

aYvJ4xXalL— 3> E— KO CiscoISE
CLla<>F

ZOETIX, CiscolSEa~> KIA4 v A H—T x4 A (CLI) Dar 74Xzl — g
(config) E— RTHEHTHa~v NIZOWTHALEY, TOETEH, avr RILiZ, 20
ERFIEOREZRFHE, a~2 Fo#X, FHEOTA FI14 0, BLIOERBIZ R LET,

EXECE— RTOars74Xalb—ray T— R~V EZ, 122 X—v
Ay 74 Fal— a3y E— RTOCisco ISE DF&E, 123 ~—
a7 4 F¥alb—ay Y7 E— RKTO Cisco ISE DFEE, 124 _X—¥
CLIav7 4 Fal—vay avwy ROT 73V ME, 125 X—¥
cdp holdtime, 125 ~—

cdprun, 126 ~=—

cdp timer, 127 ~<—

clock timezone, 128 ~X—/

conn-limit, 132 ~—

do, 133 ~_—v

end, 136 ~X—

exit, 137 ~—

hostname, 138 ~<X—

icmp echo, 140 ~—

interface, 140 ~—

ipv6 address autoconfig, 142 ~—3

ipv6 address dhep, 144 ~<—°
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* ip address, 145 ~—

* ip default-gateway, 147 ~—3

* ip domain-name, 148 ~<—

* iphost, 149 ~—

* ip name-server, 150 ~X—

* iproute, 152 ~—

* kron occurrence, 153 ~X—

* kron policy-list, 156 ~—3

* logging, 157 ~—¥

* max-ssh-sessions, 158 ~X—

* ntp, 159 X—¥

* ntp authenticate, 160 ~<—°

* ntp authentication-key, 161 ~—3’
* ntp server, 162 ~~—

* ntp trusted-key, 165 ~=—

* rate-limit, 166 ~<X—

* password-policy, 167 ~<X—

* repository, 169 ~—3

service, 172 ~X—

* shutdown, 174 ~X—

* snmp-server community, 175 ~—3
* snmp-server contact, 176 ~X—73/
* snmp-server host, 177 ~<X—

* snmp-server location, 178 ~—3

username, 179 ~X—

EXECE— FTODaY74FXalL—3y ETF— KA
UEZ

EXEC =— RC. configure ¥ 7213 configure terminal (conft) =~ RZHEITL T, 27 1F =
L—yvay E— RelaTEET,
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| 2v74%aL—vav E—FoCiscolSECLIaT Y K

aAvI74F¥aLb—Y3ay E— KTO CiscoISEDRTE

CiscoISECLI 75 EXECE— R Car 7 4 Xal—T gy avwy REEEANTAZ LT TxF
Yh, —¥Dar7 4 F¥al—yagryavw ) RCE, a~vrRFary7 4 Xal—arw25%87
TAREDIZ, a7 4 Fal—alr P TE— RREHETAILERDY 4,

a7 4 X2l —yalrET—RERTT2I00F, exit a2~ K, end 2~ K, F£7201% Ctrl+z =
<~ RFEANHLET,

a7 4F¥alb— g avy RIZIL, interface, Policy List, 35 X U repository 735 £41E 7,

AT A4 F 2= a B NOREEELFATTEET, 274 Falb—va VOLEAR
ZRIFLT, Y AT LD Y B — FOEERICEENRENRDNRNL S ICTILENDH Y 7,

a7 4K al—a R RETLAE, b0 avy N, ROWTRrOa~vy REFEITL
7-5AIZBY . CiscoISE— D 77— Mg b FDOEF AR T,

* copy running-config startup-config

* write memory

AV J4FaLl—3 3> E— KT CiscoISE DEEFE

ATy I

ATvT2

a7 4 Fal—rvaryavr RBIPar7 4 X¥al—yva sy r7E—RFNav R AL
. CiscoISE 4 —RDOFEEORELY AL T4 X2l — gy F— RTCEETEET,

configure terminal * AL C, 27 4 Fal—var E— REBBLET,

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL-Z.
ise/admin (config)# (configuration mode)

SR () AASNLT, avr 74 F¥al—ary E—RDavwry FO—E2FERLET,
ise/admin (config) # 2

Configure commands:

cdp CDP Configuration parameters

clock Configure timezone

conn-limit Configure a TCP connection limit from source IP

do EXEC command

end Exit from configure mode

exit Exit from configure mode

hostname Configure hostname

icmp Configure icmp echo requests
interface Configure interface

ip Configure IP features

kron Configure command scheduler

logging Configure system logging
max-ssh-sessions Configure number of concurrent SSH sessions
no Negate a command or set its defaults
ntp Specify NTP configuration

password-policy
rate-limit
repository
service
snmp-server

Password Policy Configuration

Configure a TCP/UDP/ICMP packet rate limit from source IP
Configure Repository

Specify service to manage

Configure snmp server
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synflood-limit Configure a TCP SYN packet rate limit
username User creation

ATYT3 a7 4 Fal—ya 7 E—RERBLET, a7 40Xl —y g B— RZE@EEO a7 4
X2l —ar P 7E—FRRHVET, SV TE—FRICADE, T 7 FEBO S SITEVDL~ULT
BECTZXEd, ZOLULd, CiscolSEar 7 4 Fal—Y g lE#Ea~vy REATTEET,

ise/admin (config)# interface GigabitEthernet 0
ise/admin (config-GigabitEthernet) #

ATFwT4 a<w R 7Ly FCexit #IEZEIZANL, a7 4 X2l —31 3y F— K& EXEC T— RO H % #
TLET, exit ELASNTAL, CiscolSElF2—HF DL~ LE 1EEEL, fiOL-NVIZELET., $9
—JF exit & AJS19 5 &, CiscoISE T2 —H% EXEC L ~LIZE L £,

ise/admin (config)# exit
ise/admin# exit

A4 FXalL— 3 TE— KTOHDCiscolSENETE

a7 4 X al—ralr T E— RN CTREDHRED A~y R ANTEFET, exita~v REX
iXend 2~ FEFEHLT, 20707 hEaKTL, 2y 74Falb—rary Xur7 MR
HIENTEET,

AT w71 configureterminal - A/JLC, a7 4 X2l —Tar - REBLET,

ise/admin# configure terminal
Enter configuration commands, one per line. End with CNTL-Z.
ise/admin (config)# (configuration mode)

ATFYT2 a7 4 Xal—ary 7 EB—RREHBLET,

ise/admin# configure terminal

ise/admin (config)# interface GigabitEthernet 0
ise/admin (config-GigabitEthernet)# 2

Configure ethernet interface:

do EXEC command

end Exit from configure mode

exit Exit from this submode

ip Configure IP features

ipvé Configure IPv6 features

no Negate a command or set its defaults

shutdown Shutdown the interface
ise/admin (config-GigabitEthernet)# ip ?
address Configure IP address

ATFYT3 avw R 7o 7 Cexit EANIL, av 74 F¥al—Yary P 7E—Reary7 4 ¥al— g
E— RFOMEFEET LET,

ise/admin (config-GigabitEthernet) # exit
ise/admin (config) # exit
ise/admin#
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UavIsF¥aL—vavavrrkorFr+rrde I

—

CLIaY 4 FXal—>3>av > ROTI74I)L REEE

CLIav 7 4FXalb—vary avwy N, deaut EXRHHZ 0B £, ZoEXx, =
<V RREET 74/ MEICRELET, FEALEODa~ REIT 74V ERT 48—V ThHD
72, TO LX) G EIC default EXEFEHT 5L, a~2 KO no BREFEH LI2HE L H Uk
RlZ7e 0 9,

L. T4 P TAX—TNICREESNTNT, BREBDNOEENEEDT 7 4 /L MEICERE
INTWBa<wrFyHDFET, 2oL REEICdefaalt BRXO o~ FefEfTHLE, a~v»
RWBA RX—=T N0 | BENT 74V MEICHRESNET,

cdp holdtime

B DEREA

AR R TFIAILE

AR FE—F

FEREDAARZA Y

5T /3A AN Cisco ISE H—/3225 D Cisco Discovery Protocol /37 v b & IS 5 £ TIZENE
REFT AR ET 512013, 20 7 4 ¥ a2 —3 a3 F— FTedpholdtime =~ > F&2{HH L
E3 N

cdp holdtime seconds

T 7 4V PEEICETICIE, Z0oa~vr Fone BREAEHLET,
no cdp holdtime

holdtime 7 R Z A4 XX Tz Cisco Discovery Protocol DFREFIRER] % F5
ELET,

seconds WHALOT RNZ A X IR FFRFRE, [Eo#fHIX, 10~
255 BT,

CDP &£ 0T 7 + /L ML, 180 BT,
av7 4 ¥ 2 lb—3 3 (config) #

Cisco Discovery Protocol /37 > k Z{Ff5e ATRERFH], D F D IRFFFFHDOMEE L bITKELET, =
BT 34 A%, PREFRERE OFRE %2, Cisco Discovery Protocol /377 k @ Cisco Discovery Protocol
THMEBEELET,
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B ciprun

cdp run

B DEREA

2VT74X¥aL— 3 E— KD CiscolSECLIaT U K|

cdp holdtime =~ > RIZIEE TX 251 8UT 1 o720 T, HEIRELLEAIT. =T —BRAEL
£

il

ise/admin (config)# cdp holdtime 60
ise/admin (config) #

BErEY Y
cdp timer, (127 ~—%)
cdprun, (126 X—)

T _XTDA ¥ —7 = A AT Cisco Discovery Protocol & A F—7/WNZT HIZIE, 27 4 F 2L —
varyE—RFRTedprun 2~ REMFHLET,

cdp run GigabitEthernet
Cisco Discovery Protocol 7 4 E—7 /MZT 5%, ZDa~<wr KO no BERXEFEHL ET,

no cdp run

run Cisco Discovery Protocol & £ —7/LIZ L E£¥, edprun =~
> Fo no % HJ 5 &, Cisco Discovery Protocol 237
=T MR £,

GigabitEthernet ({E&) . Cisco Discovery Protocol & A F—7 /Wl 5
GigabitEthernet f > % —7 = A A& fRE L ET,

0-3 Cisco Discovery Protocol % A & — 7 /LT 7 % GigabitEthernet
VAT A AEGERELET,

ARV K TIAIE

aAvU kR E—F

77 4V h OEHEEIZH Y FH AL

a7 4F¥ a2l —3 3 (config) #
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FREDHA K51

)

cdp timer B

IDa<wy RTE, 129047y a o (X —T = R4) ZFEELET, 73
DA VE—T oA AZEE LR VES., Z0a~vy FiE, §XTHOA X —7 =4 A _TCisco
Discovery Protocol & A Rr—7 /WIZ LET,

G¥)

cdp timer

B DEREA

AU RTIFIE

ATV R E—FR

ZOATY FDOT 7N T, TTIRFETENTNDA o F—T A ATEELES, A
VA —T A ADEEIZ, FANT Cisco Discovery Protocol Z 151 L %97, ¥KIZ, CiscoDiscovery
Protocol % #C#) L %97,

il

ise/admin (config)# cdp run GigabitEthernet 0
ise/admin (config) #

BErEY Y
cdp holdtime, (125 ~X—27)
cdp timer, (127 ~<—3)

Cisco ISE #— /373 Cisco Discovery Protocol ¥ # 55T AME A FEET DX, 27 4 F a2 b —
vay ET— R Tedptimer 2~ REMHEHLET,

cdp timer seconds
F 74V MEREICERTICE, Zoa<y RO ne BRZHEH L ET,

no cdp timer

timer fRE LR TESRSNET,

seconds Cisco ISE #—733% Cisco Discovery Protocol 57 % 155 9" 5 4H
JEZ RN CHRE L 9, EOHMIT, 5~254 T,

FHEEE DT 7 4V ME 60 BT,

a7 ¥ 2 b— 3 (config) #
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B clock timezone

FRLEDHA KS14 Y

aAYT74FaL—23 2 E—F®DCiscolSECLI O F

Cisco Discovery Protocol /37 > k& fFfe ATRERFH, D F D RFFIFE DM E &L HITEEFELET, =
f§7 /34 Ri%, RFFRER OFEZ T, Cisco Discovery Protocol /3% k™ Cisco Discovery Protocol
BmarREFELET,

cdp timer 2~ > RIZFRETE 258U 1 2720 T, EEIBELILGAIE, =7 —0RBELE
-éAO

1

ise/admin (config)# cdp timer 60
ise/admin (config) #

EErEYY
cdp holdtime, (125 ~—<)
cdprun, (126 ~—27)

clock timezone

B DEREA

AR R TFI4ILE

AR R E—F

Jll Cisco Identity Services Engine CLI Y 77 LV X Hi4 K. 1J1)—X 13

BRI AR ET DR, 2 7 4 F 2L —3 3 F— RTelocktimezone =~ > REF(TLF T,
clock timezone timezone
B 2T 4 B — 7 T 512, Zha<r RO ne JBRZEH L7,

no clock timezone

timezone VAT LMD AERELET,
timezone FEVERF |2 R B R D44 AT, K 64 SCTF D37 %
A—hrLET,

WS (UTC)

v 7 4 X2 lb—3 3 (config) #
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FREDHA K51

Y

CiscoISE / — FosfsnEx [}

VAT AOWNEIIZIEZ, UTC TORANMREINE T, BFEORMENDOMNLZ2WEEIT, #
W, H, T2 ANTEFET AT ARLZANTHIHEOREMELL A —A NI VT ETUT
DOEFHICOWTIE, K 4-1, 42, 43 2BR)

G¥)

RIS b ATRE 2R IR AR 28N < 03B D £, show timezones 2 A /195 & FlI I AT REZR
TARTORHAD U X B3 Cisco ISE h— NIFR SN ET, iU ORI TR bl L7
R 2 IR L E 9,

1

ise/admin (config)# clock timezone EST
ise/admin (config) # exit

ise/admin# show timezone

EST

ise/admin#

BErEY Y
show timezones, (113 ~X—72)
show timezone, (113 ~X—73)
Cisco ISE / — FOEffliF O IE, (129 ~—)
@ OEFf T, (130 ~—2)
A=A M7 V7 ORI, (131 ~—2)
TYT ORI, (131 =)

Cisco ISE / — FO BRI DETT

B (A N— LI CiscoISE T T A4 T v A L Ol %L H 4 AL 0 — N _ET Cisco
ISE7 7V /r—arvaERATER{nFEd, =L, PHEEY « F— FTHRFHOREE
KDDL Tu T IRERINTZS, BT DHERER (T 74/ b UTC) A VA F—/VHIZERE
TEET,

W H DT L, BMADRR D CiscolSE / — N XA Sl B4 52 ¥4,
WAENSEET DI, WOTIEZHHL £,

AR R7AVERIFITIATYISE/ —F

A VA NV DBDOEFREOEE L, A2 FTurFE3 774~V ISE /) — RTHHR— K&
NTWERAL

o CTHMEAZET LEEAIT. ROFIEEZETLET,
CHERIHICER D £, (BEINDREIOREME)
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B

*Z® /— K® CLI > application reset-configise =~ > K& /T L £,
* XD/ — RTREEDNERE SNDFEIDO, IEFRBERMOEME NNy 7T v 7o LET,

THUFYISE/ —F
ALY )= FTHRR#EZEE S5 L, BN TE R0 3,

T34 <Y ) — FOEFEHELFRICICARE Lt XY ) — FORREEZEETAELS . RO
FEZFITLET,

CEWHY )= ROFGREMRERLE T,

CTIA~Y = RERILICRD LD ICKRRIFEZEELET,

*Z® /— K® CLI 7> application reset-config ise =~ > K& 4T L £,
*IIA~Y =R FY =R LT/ — RadEgekL £,

HBORMT
%6 R41THBOBEE (FE)
B&EE E 1= (L AR LSHE R
RN
GMT, GMTO0, GMT-0, GMT+0, | 7'V = JIE#ERE (UTC)
UTC. Greenwich, Universal, Zulu
GB eS|
GB-Eire, Eire TANT R
WET P63 —n v B (UTC)
CET g —nm y  EEHERE (UTC + 1 IRF[H)
EET I —u S (UTC + 2 FERE)
KEE TS
EST, ESTSEDT HEEYERF . UTC - 5 Iefi]
CST, CST6CDT TR YERE . UTC - 6 el
MST, MST7MDT HLHEEBAE AR . UTC - 7 Bfi]
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A—zrsurosms ||

BREEE =13 RAT

PST. PST8PDT

R A
KAVEPERERERE, UTC - 8 B

HST INT A AEAERE - UTC - 10 KR

T—R b3 )T OEE
A

G¥) A=A b7 V7 ORRE TR, BLifizATvyva () TRG->TADLET (f -

Australia/Currie) .

K7 R42F—A 57O (HE)

Australia
F—2 NT U T EE | Adelaide Brisbane Broken Hill
Rl s (ACT)
Canberra Currie Darwin Hobart
Lord Howe Lindeman Lord Howe Island Melbourne
(LHID)
North New South Wales Perth Queensland
(NSW)
South Sydney Tasmania Victoria
West Yancowinna
A -
7 o7 DEEWE

MY

GE) TYT ORMEICIX, KT YT MTYT . BET YT, HTYT . BXOHFRTUTRH Y
9, Mk HELIIEE AT v 2 () TRUISTAHLET (] : Asia/Aden) .

Cisco Identity Services EngineCLI ') 77 LR A4 K, J1)—Z13
|



2VT74X¥aL— 3 E— KD CiscolSECLIaT U K|

B connlimit
R8: K437 OTOHMHTE (FE)
Asia
Aden Almaty Amman Anadyr
Aqtau Aqtobe Ashgabat Ashkhabad
Baghdad Bahrain Baku Bangkok
Beirut Bishkek Brunei Calcutta
Choibalsan Chongqing Colombo Damascus
Dhakar Dili Dubai Dushanbe
Gaza Harbin Hong_Kong Hovd
Irkutsk Istanbul Jakarta Jayapura
Jerusalem Kabul Kamchatka Karachi
Kashgar Katmandu Kuala Lumpur Kuching
Kuwait Krasnoyarsk
conn-limit
BRI IP T LA DOREE TCP #HlR 2B ET HICiE, 27 4 Fal—vary =T
conn-limit =~ > A LET, ZOBELHIRT2I12E, Z0a~xr Fone BREZMEH L E
R
WX OHRH <1-2147483647> TCP 4546503,
ip ({EE) . TCP HEfehllRz M3 5XECIP 7 R LA,
mask (fEE) o TCP Bkl AT 2% FE L IP v 2 7,
port (E&) o TCP #weiil R 2 M 2586 N — FE =,
AR R FI4ILE
AV EE=F 77 4 L OBIERIEES ) E A,
a7 ¥ 2 b— 3 (config) #
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do

B DR

i
N

do B

99 Z#B % % TCPH:6EI12. Z D conn-limit =~ > RAEMEHLET, 100 KFHOESHEOBEIZ. RO
BENKRRENET,

% Warning: Setting a small conn-limit may adversely affect system performance

il

ise/admin (config)# conn-limit 25000 ip 77.10.122.133 port 22
ise/admin (config) # end
ise/admin

EENEYD

rate-limit, (166 ~X—7)

I T4 FXal—YarE—RNELRIMEEOI Y T 4 X2 —2 g B TE— RS EXEC &
FA LD avy REETTACE, FEDa Ly 74 X2l —YaryEF—RTdoa~vr K%
EALET,

do EXEC commands

EXEC commands EXEC VAT A L bDa~vwy REETTAHAZELZIEELE
F (F9:Fd4ddoa~vr Foavr RA7vay (Fx)
EHM)

K9 R44doa< > FDARUF AT ary (S

avyk A

application configure KEDOT 7V r—va v a2RELET,

application install BEDT IV r—arkf A=V LET,

application remove BEOT 7V r—a UEHIBRLET,

application reset-config TV —ygryary 4 Xal—g UE LGOS
TANVIREICVEY LET,

application reset-passwd BELZa—YO7 7)) r—va XA —KRKezUtky hL
*7,
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do

AvI74XalL—>Y3>y E—F®DCiscolSECLIaT > K

avyU R

5t BA

=111}

application start

WEOT 7V r—ya yEREBELIIA R—T M LET,

application stop

D7 7V r—ya ek ERET o v—7 Mz LET,

application upgrade

BEDODT IV r— a7 v F L —RLET,

backup

X277 w7 (Cisco ISE & Cisco ADEOS) #FEfTL T, %+
DRy 7T TEVERY FVIHEFELET,

backup-logs

CiscoISE Y — NIk SN Wb 4 _XToa /% ET— kD
BTNy 7T v 7 LET,

clock CiscoISEV— DY AT b 7y 7 R ELET,

configure BREET— REHmLET,

copy a—Ehba bt —LIEED T A NV EaE—LET,

debug SEFhawr R (ZExiE No Ty 7 EET.
a7 4 Fal—vgy, att—, YV —Rouav s, T7
A VR, 2—PEHERY) T, =T —Fi3A RV R
RLET,

delete CiscoISE v — LD 7 7 A LV EHIBRL £,

dir CiscoISE =D 7 7 A N —ERKRLET,

forceout KEE D CiscoISE / — K 22—V DT _RThOt v ¥ 3 v %5l
Mize 77 s LET,

halt CiscoISEY—1%T 4 B—T /T D0, ¥y v hFL
9,

mkdir HLWT L7 MU BERR L,

nslookup UE—F VAT LD IPv4 £721XIPv6 7 R LA, HDHW IR
2 MG ERIWE Y ET,

password CLITH DY b RAT—REZEHFLET,

patch Ry F N KVEAL VA=V T D, FE3ET7 7V r—v 9
VDONRyFHET A A=V LET,

ping VE—K VAT ADIPVE T RUAEZITIHRA N EREL

=7,
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do B

avw kR E5BA

ping6 UE—hK VAT ADIPV6 7 KL AZFFE L ET,

reload Cisco ISE ¥ — Nz FEE L £,

restore BraFITLC, VRV NI DOy T v 72 BIG L ET,

rmdir BEfFOT 4 V7 MU EHIBRLET,

show Cisco ISE Hr— NZBIT S iFH AR L £ 77,

ssh UE—h VAT LLO LS NIzt y v a v EBMLE
¥

tech Technical Assistance Center (TAC) =~ NafEft L £7,

telnet UE—h VAT L~ Telnet Bt 2 et L9,

terminal length

IEAREIRRD/NT A —Z 2R ELET,

terminal session-timeout

TRTOF—IF /Ny a ik LT, BFEZ A LT ¥
FERELET,

terminal session-welcome

FTRTCOF—IF Ny gy TCERINDIUYA vE—
EUAT AIRELET,

terminal terminal-type

HAEDOE Y a v OBAEDRRRICER SIL TV DEHED X A
TEEBEELET,

traceroute VeE—RIPT RLADAL— &2 FL—RALET,

undebug SESFha<w MR (ZEzE RN s 7 v 7 L ET.
a7 4 Fal—rvgy, ar— UVYV—2R0ouav s, T7
A NVERE, 2 —PEHRE) T, debug 2~ RO (=
T—F7IA R NOER) BT 4T M LET,

write BHIPNCE Y N Ty P 2—T 4 VT 4 BFITL TRy U —

JarZ4Xal—vark7uarF T H5A4— T v
a7 4F¥2l—rvalrEHEEL, FHTarv 4 ¥al—va
VEAA— Ty ar7 4 Fal—vailar—L, 2
VI EITa 7 4 X alb—varEERLET,

77 4N FOBERLEIZH Y EE A,
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B end

AU R E—F

EREDAARSA Y

end

aAYT74F¥aL—232 E—F®DCiscolSECLIOY Y R

a7 4F¥alb— 3 (config) # FLIMEEDaA LT 4 Falb—Tary B TE—R
(config-GigabitEthernet) # & (config-Repository) #

Z?Ddo =~ RiX, CiscoISE — SO EFIZ, EXEC =~ K (show, clear, debug 72 & ?D
Favr R) EETTHHEGIMEH LET, EXEC 2~y FOETH, VAT AHMER L Tz
a7 4 Fal—rarE—RIEY T,

1

ise/admin (config)# do show run
Generating configuration...

|

hostname ise

|

ip domain-name cisco.com
!

interface GigabitEthernet 0
ip address 172.23.90.113 255.255.255.0
ipv6 address autoconfig

|

ip name-server 171.70.168.183
!
ip default-gateway 172.23.90.1
|

clock timezone EST

|

ntp server time.nist.gov

|

username admin password hash $1$JbbHVKVGS$xMZ/XL4tH15Knf.FfcZZr. role admin
|

service sshd

|

backup-staging-url nfs://loc-filer02a:/vol/locall/privatel/jdoe
|

password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords
min-password-length 6

|

logging localhost

logging loglevel 6

|

--More--
ise/admin (config) #

BEOary 74 FXalb—vartyra a2 T LT, EXECE— RIZEDIZIE, 207 4 %=
L —2 g F—RCend a2~ FEEHLET,

Zoavwy FZE, F—U—FBXUGIEIIH Y XA,
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AU RTIFIE

ATV R E—F

EREDAARZA >

exit

ARV R TIAIE

avU R E—F

FEREDHA KSA4 Y

exit .
end

77 4V P OBEREIZH Y FE A
a7 4 X2 b—3 3 (config) #

Zoa<wry NI, BEOa 7 4 FXFal— gy B— RO TE— R b b3, EXEC £—
RIZBITLET,

IOawy RE, VAT AREEZKRT L. EXEC E— IR T, WiFFIEL EITT 25410
ALET,

il

ise/admin (config) # end
ise/admin#

EErEY D

exit, (137 ~<—3°)

a7 4 F¥al—yg L ET— REKT LT, CLIE— FERETRIZEWE— RICBITT DI,
a7 4 X2l —aryEF—RNTCexit a~ REfEHALET,
exit

Zoawy RNE, F—U—FBXUSIEEH Y A,
T 7 4V NOERLEIZH D FH A,
av7 4 X2 lb—3 3 (config) #

exit 2~ NiX. CiscoISE +— T, HfEOa~<w> K E— FZ&T LT, CLI F— FE TRz
mWawr R E— RIBTT2%6ICERALET,
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B hostname

=&z, EXEC E— RIZEDICIE, 274 FXalb—vary E—RTexit 2~ FEMHLE
T, AT 4 X2l —va P TE—-RCexita~y FEfHTIE, a7 Falb—vay
E—RICRED £, & L@ EXEC £— R Tl exit 2~ RIZTEXEC E— RZH&T L.
Cisco ISE r— /680 L $£97,

1

ise/admin (config)# exit
ise/admin#

BENEYD
end, (136 —7)
exit, (137 ~X—7)

hostname

VATFLADKRA N ERETAHICIT., 27 4F 2l —3 32 F— NT hostname =~ > N&{#
ﬁﬁ ]\/\ij’—o

hostname hostname

XD hostmame KA NOLEL 19 CFEECORMEL T () ZHF— |
L, A ML A A LS D Tl % LB 75 )
i—a‘o

AV R FI4ILE
T 7 4 v N OEMEREIZH W FH AL

aAavrykE—F
a7 4% 2l —3 3 (config) #
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A

hostname .

GE)

lhostname] =T~ RD CLIRELEHIZ [Cul+C) ZFITTDHE. RAMNELEET LS

G, —HOT Y r—Tay aryiR—3xr MITWEX NMERDL, o FAm—x 0 ME
FLWERRA M AT DRI D TREMERH Y £4, Zhi2k Y. CiscoISE / — Ridk
BEL CTWRUVRRBIZZe D £,

N EEEETAI21X. B Thostname] =7 4 F a2l —3 a3 CLIZEITL T, SA M%
HHOEIZERE LET,

BHAEDKRA N EEET HIZ1E, hostname 2~ FEHHLET, VIV AV ARE VR ZA
O a<wy NTh s hostname |3, VAT LAOBEMRFIC—ELITEITLET, A MLITIT1 O
DB EEDDHMENRH Y T, BB WGE, =T —BRELET,

ZDav Y RTCiscolSEF—/SDHR A M EEHTHHE1E, ROBER v 2—VURFRENE
T

)

% Warning: Updating the hostname will cause any certificate using the old
hostname to become invalid. Therefore, a new self-signed
certificate using the new hostname will be generated now for
use with HTTPs/EAP. If CA-signed certs were used on this node,
please import them with the correct hostname. In addition, if
this ISE node will be joining a new Active Directory domain,
please leave your current Active Directory domain before
proceeding. If this ISE node is already joined to

an Active Directory domain, then it is strongly advised

to rejoin all currently joined join-points in order to

avoid possible mismatch between current and previous

hostname and joined machine account name.

0 0% A0 A0 A° d° d° J° o o o

1

ise/admin (config)# hostname new-hostname

% Changing the hostname will cause ISE services to restart

Continue with hostname change? Y/N [N]: y

Stopping ISE Monitoring & Troubleshooting Log Collector...

Stopping ISE Monitoring & Troubleshooting Log Processor...

ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...

Stopping ISE Database processes...

ISE Database processes already running, PID: 9651

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE Monitoring & Troubleshooting Log Collector...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

ise-1/admin#
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Il icmpecho

icmp echo

A B =%y MR v E—Y 7 a hab (ICMP) O a— G52/ ETHICIE., =74 F=

B DEREA

AR R TFI4ILE

AT R E—F

FEREDHA K4V

interface

Jll Cisco Identity Services Engine CLI Y 77 LV X Hi4 K. 1J1)—X 13

2VT74X¥aL— 3 E— KD CiscolSECLIaT U K|

L—v =3 E—KTicmpecho 2~ > R&EMHH LT,

icmp echo {off'| on}

echo ICMP =2 —|&E %2R ELET,
off ICMP =2 —)5& %5 4 B—7 W2 LET,
on ICMP = a— &% % A4 x—7 W LET,

VAT AT ICMP = a— &R A (A x—T ) OEAE L FRRRICEMEL £9,

a7 4 X2 lb—3 3 (config) #

ICMP = 2 — 5% A4 034 7123 5121F,. 2O icmp echo ZfEH L 7,

1

ise/admin (config)# icmp echo off
ise/admin (config) #

EENEYD

show icmp-status, (93 ~X—3)

A EBE—T 2 A ADEA TEREL AL E—T oA RAAL T 4 X2l — g F— NEBGT
5121%, 27 4 X2 b— g F— FCinterface 2~ > R LET, o< R,
no BRI H Y FHA,
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A

interface .

G¥)

BX DA

VMware (AR~ 3 > CHATFERE/RA X — T = A ADEIX, M~ AZBIMEnd %y b
TJ—0 Ao B —TxzAA (NIC) DFIZL-TRRDZZENHY T,

interface GigabitEthernet {0 | /| 2| 3}

GigabitEthernet XAy b A=V Ry b A X =T oA ZAEHRELET,
0~ 3 RETLHXATEY b A =%y b K= O

G¥)

B DEREA

interface =~ RTCXHEy b X —F >y hAR— FOEAE ANT) LT-#%. config-GigabitEthernet
AT 4 Falb—rar F7E-FefRLET (20 HEXOBM) 221) |

do EXEC 2w R, ZDOF—RTEXEC 2~y REFEITTXF
7,
end config-GigabitEthernet 7 & — R Z#& T L, EXECE— RIZHE
=
exit config-GigabitEthernet 2> 7 4 ¥ = L —a ¥ 7 E— K%
BTLET,
ip XHEY A=Y Ry b A2 F—Tx2AA ADIPT RL R &
Xy b~ AT BHFHELET,
ipvé DHCPv6 H— 35 IPv6 7 K L A HENERERB LV IPve 7 K
VAERELET,
no COFE—FROav s FESELET, 2 00F—U— N&f#H
Acaxdt,
ip: AV H—T A ADIPT RLAL Ry b AT %
ELET,

Cipv6 : A U H =T = ADIPV6 T KL AEHEL £,
*shutdown : f VX —7 = A A% vy hZ U LET,

shutdown A H =T 2 ATy T LET,
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aAvU R E—F

FEREDHA KS4 Y

2VT74X¥aL— 3 E— KD CiscolSECLIaT U K|

ipv6 address autoconfig

77 AV OEIERIEILD D FE A

AVH—TxA AT £ F2b— 3 (config-GigabitEthernet) #

interface =~ Nit, SEIERBEHEZYR— T3V T A X —T oA ZAEZRETDH-D
ATc&E %1,

(e

1

ise/admin (config) # interface GigabitEthernet 0
ise/admin (config-GigabitEthernet) #

EENEYD

do, (133 %=

ip address, (145 ~<—71)

ipv6 address autoconfig, (142 ~<—73”)
ipv6 address dhep, (144 ~X—)
shutdown, (174 ~_X—)

ipv6 address autoconfig

B DEREA

A FEFFILE

TINZT BTN, 227 4 F 2 L—3 3 F— R Tinterface

GigabitEthernet 0 =~ > FZfEH L4, Zoa~r Fidid, no BRiddH 0 £ A,

IPv6 7 R L A BEE%EIL, Linux TIE7 7 4L h TA X —7 /LT, Cisco ADE2.0 (%, £ F*—
hﬁof%é@ﬁ@%/5—7I4X®£ﬁﬂy74¥;V—VaVTE%TFVX@%&E

%’fﬂ? LET,

interface GigabitEthernet {0| /|2 ]| 3}

IPv6 2T — h L 2 HEIREE A F—

GigabitEthernet XAy b A=V Ry b A X —T =2 ZAEHRELET,
0~3 HETOXTE Y b A —F %y b B— D%

T 7 F R BEEAE T KA 2 (config-GigabitEthernet) #
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32 EF—F®DCiscolSECLI a7 > F

IPv6 B BERE DERE

IPv6 A7 — h LA BENEREICIE. FHIAREARIPT RLAZEFSEWVWI X2 T 4 HDOE L LN
NHVET, ZOWELNIE, TTANT—DHRIZE » THREFESILE T, show 2~ Rafl
HALT, 774NV EREEER A 2—T o> TND Z L BERTE £,

BErEYY
show interface, (95 ~X—7")

(145 ~=—7)

(174 =—2)

(144 ~—7)

(108 ~=—77)

(143 ~=—73)
DR, (144 X—)

ip address,
shutdown,
ipv6 address dhcp,
show running-config,

IPv6 HEIERE DRRIE,
7T A N — LR RE

IPv6 B ENERTE DEXTE

IPv6 A7 — F VABHBREL A X — T MITHITNE, AV F—T = Af A a7 4 Fal—ay
“&— K C interface GigabitEthernet 0 =~ > RZ{EfH L £,

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config)# interface GigabitEthernet 0

ise/admin (config)# (config-GigabitEthernet)# ipv6 address autoconfig
ise/admin (config)# (config-GigabitEthernet)# end

ise/admin#
IPv6 HENGRENA X — T NLDEE, FEfTar 74 Xal—2ai3kOLI A v Z—T oA A
REEFRTLET,

|
interface GigabitEthernet 0
ip address 172.23.90.116 255.255.255.0

ipv6 address autoconfig
!

A B —T 2 A AREEFR"T HIZIE. show interface GigabitEthernet 0 =~ > RZ i T& %
o KOBITIE, A F—T A RZ3HDIPV6 T RLARSH D Z L 2R TEET, KD
T RLA Gffe LE) 1, A7 — P L ARERELHEMN L TGS ET,

AT — h U AHBRRESERET DI2IE, FOYV TRy hTIPV6/L— bk 7 RARZ A XA hinA
=TIz TVBMERH Y 9, ROT RLA (fe80 LLKE) 1%, A FDOIERIC A a—7
DIFELEWY 7 a—H )L 7 RLATY,

IPv6 HENE%E £ 7213 DHCPv6 R E IR VU7 u—h) 7 RLARFICERENE T, &
%OT KA (2001 LAFE) 1%, IPv6 DHCP h— "\ BEfG S E T,

ise/admin# show interface GigabitEthernet 0

ethO Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05
inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: 3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
inet6 addr: fe80::20c:29ff:feaf:da05/64 Scope:Link
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B 75— nngeorR

inet6 addr: 2001:558:£ff10:870:8000:29ff:fe36:200/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:77848 errors:0 dropped:0 overruns:0 frame:O0
TX packets:23131 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:10699801 (10.2 MiB) TX bytes:3448374 (3.2 MiB)
Interrupt:59 Base address:0x2000

ise/admin#

705’(/{:/_1:&;%5*% EEI:IIL,\

T T AN —DYLEEREN A X —T NV Th D T & iR 5IZ1X. showinterface GigabitEthernet
0~ REMATEET, 200HBRET FLARFRENET, 1207 FLAZT T AR
U—HEER LT, b 12T TAN—EEH Y T,

W OE]TIiE MAC 13 3ffe:302:11:2:20¢:29fF feaf:da05/64 T, FE RFC3041 7 KL AIZ1Z MAC " & £
NTWET, T4 —LEET R L A1 302:11:2:9d65:¢608:5929:d4b9/64 T,

MR O LTRSS NE T,

ise/admin# show interface GigabitEthernet 0

ethO Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05
inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: 3ffe:302:11:2:9d65:€608:59a9:d4b9/64 Scope:Global
inet6 addr: 3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
inet6 addr: fe80::20c:29ff:feaf:da05/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:60606 errors:0 dropped:0 overruns:0 frame:0
TX packets:2771 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:9430102 (8.9 MiB) TX bytes:466204 (455.2 KiB)
Interrupt:59 Base address:0x2000

ise/admin#

Ipv6 address dhcp

BXDEREA

aAavv R FI4ILk

ATV R E—FR

Jll Cisco Identity Services Engine CLI Y 77 LV X Hi4 K. 1J1)—X 13

IPv6 7 KL A DHCP %A X — 7 /VIZT HIZIE, 227 4 F 2 b— 3 F— KT interface
GigabitEthernet 0 =~ > FZEH L E£4, Zoa~r Fidid, noBRiddH 0 £ A,

interface GigabitEthernet {0 | /|2 ]| 3}

GigabitEthernet FHEY b A=V Ry b A X =T oA AEHRELET,
0~ 3 RETHEAE Y b A —F %y b H— FOK

T 7 4V N OBEERMEIZH W FH AL

AVH =T 2 AR AT X2 b— 3 (config-GigabitEthernet) #
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A

ip address .

1

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config)# interface GigabitEthernet 0

ise/admin (config-GigabitEthernet)# ipv6 address dhcp
ise/admin (config-GigabitEthernet) # end

ise/admin#

IPv6 DHCP 23’4 2 — 7 NVDEE. EifTar 7 4 Xal—1aig3korLosA o H—T oA A%
TErEFRLET,

|
interface GigabitEthernet 0

ip address 172.23.90.116 255.255.255.0

ipvé address dhcp
|

GE)

ip address

IPv6 25— F L ZAHBEREB L OIPv6 7 KL A2 DHCP 1M AICHHA TIzH v A, RLU
A B =T x2A ATIPv6 AT — b LA HBERRERB L OVIPv6 7 K L X DHCP Dfi 5 % {5 E T &
iﬁ‘o

EDIPVOT RUARRFEDA B2 —T = A ATHEHAINTWA)NEFKRT HIZ1E, showinterface
P TEET,

IPv6 A5 — h L ZHBIEREB L NIPv6 7 KL ADHCP D FA X — 7 LDEE, 3737 4
X2l —va I RDIIRA A —T = AREEFR T LET,

interface GigabitEthernet 0
ip address 172.23.90.116 255.255.255.0

ipvé address dhcp
|

EErEYY
show interface, (95 ~X—7)
ip address, (145 ~—71)
shutdown, (174 _—72°)
ipv6 address autoconfig, (142 ~X—73)

show running-config, (108 ~<X—3")

GigabitEthernet f > X —7 = A ADIP T KL AL Ry h~AT HZFHETHITINE, A VX —T A
A ay74Xal—varE— RTipaddress 2~ F&2HHL 7,

ip address ip-address network mask
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aAYT74F¥aL—232 E—F®DCiscolSECLIOY Y R

IP7 FLRAZHIBRT S0, IP 7V akyrJ a5 =7 NI T520F, ZDa<2 RO no B
PERALET,

no ip address

G¥)

BXDEREA

AR R FIHILE

AR E—F

EREDHA FS14 Y

MY

oA BE—T A AT, BILIPT RLAZHRETEXFET, ZOREICID., 22004
H—T 2 AOY R ICKE a7 X2 L —a CFEAHIRETX 9,

ip-address IPv4 7 R &,
network mask BT SNTZIP YT %y RO AT,
A X—=T I,

A B =T A A7 4 Fa2lb— 3 (config-GigabitEthernet) #

G¥)

lipaddress] =2~ FOCLIGZELFE I [Cul+C) 275 L, IPT FLAEZEET LY
B, —EHOT TV =gy aryR—32 MIEHEWIP T FLAZFEHL, oz R—x
MIFLWIP 7 RLURAZFHTHIREEIC 2D /REMERH D £,

ZHUT XY, CiscoISE / — RITHERE L CTWRUVVIREEBIC 22 0 9, Tz ERET 5121, Blo
lipaddress] > 7 4 ¥ 2 b —3a»CLIZFETL T, IPT FL A& BIOMEICHRE L £,

T RVRERY b= A7 T 1 OTORETLILENDHY £3, FHELRWES, =7 —03%
ELET,

1

ise/admin (config)# interface GigabitEthernet 1

ise/admin (config-GigabitEthernet)# ip address 209.165.200.227 255.255.255.224
Changing the hostname or IP may result in undesired side effects,

such as installed application(s) being restarted.

To verify that ISE processes are running, use the

'show application status ise' command.

ise/admin (config-GigabitEthernet) #
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ip default-gateway ]

EErEYD
shutdown, (174 _—°)
ip default-gateway, (147 ~<—73)
interface, (140 ~X—27)

show interface, (95 ~X—7")

ip default-gateway

IP7 FVAZIEELTCT 74N N I — MU =2 A ZERELITRET DT, 207 1 Fab—
v = ¥ &— R Cip default-gateway =~ > K& L £7,

ip default-gateway ip-address

ZOMREET 4 =7 T AL, Zoavy RO ne BREEHL £,

no ip default-gateway

WX DA default-gateway IP7 RLAZEELCF 74k e ko= BERLE
j—O
ip-address FI4NV N F—= T2 DIPT KL A,

ARV KR TIAIb
T A=,

aAvU R E—F
av7 4 X2 lb—3 3 (config) #

FEREDHA RS54V
BHOGIBEEELIZHEE, FREGEEEEL TOWRWERIETT T =B ELET,

TNV TF—=b T2 ADIPT RLAZEE 4 AL InlinePosture / — FEADTRTHOR
U — 7 REICEENKM I~ L X2, Inline Posture 7 7V r—3 g URNHEBISNET,

1

ise/admin (config)# ip default-gateway 209.165.202.129
ise/admin (config) #

BENEY Y
ip address, (145 ~<—1)
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. ip domain-name

Iip domain-

B DEREA

AR TIHIE

ATV R E—F

EREDAARZA4

Y

2VT74X¥aL— 3 E— KD CiscolSECLIaT U K|

name

Cisco ISE H— 3R A M B EELDIHERT DT 74NV DO RAAL V4 EEFRT DI
X, 27 4 Fa2b—v 3> F— RTipdomain-name =~ > R&fH L £,

ip domain-name domain-name

COBEEET 4 =TT AL, Zoavry Fone BN EMALET,

no ip domain-name

domain-name TITFNVEDRAAL B EERZLET,
domain-name KA NG EFERESEDLTEDIERHTHT 74V RO RAAL

Ho 2~ 64 LT ORBFTHRELET,

A R =T,

a7 4 ¥ a2 lb—3 3 (config) #

G¥)

lip domain-name| =~ RO CLIFZEZLE I [Cul+C) ZRITTH L, IP RAA U4 EHE
WA, —HOT7 7V r—yararyR—xr MIEWRAL 4%, oz R—
2 MIFT LW RAAL A ZEHT DIREICR D AT H D F97,
ZHIUZ XY, CiscoISE / — RIIHERE L TV VRV IRREIZ 220 97, Tz ERET 221X, Bllo
lip domain-name] 2> 7 4 ¥ =2 L —3 3 CLI ZR{TL T, FAAL A% HHOMEIZREL
\i—é—o

AN LGB ST 05 ERIEIAR LT LHE, =7 =R ELET,

ZDOawy RTCiscolSEV—"D KA A A4 ZHHTHHEAIL, ROBEERX v —UNRFRIN
9,

Warning: Updating the domain name will cause any certificate using the old
domain name to become invalid. Therefore, a new self-signed certificate using the new domain

name will be generated now for use with HTTPs/EAP. If CA-signed certificates were used on
this

node, please import them with the correct domain name. In addition, if this ISE node will

be

joining a new Active Directory domain, please leave your current Active Directory domain
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ip host

BXDEREA

AR E—F

FRLEDHA KS14 Y

iphost I}

before
proceeding.

1

ise/admin (config)# ip domain-name cisco.com
ise/admin (config) #

EENEYD

ip name-server, (150 ~—3)

cthl, eth2, eth372 L ethO LISRDAR A F A U T A LERESM N A A 4 (FQDN) CF51% A —
PRy b AU H =T oA AZBEEMTHIZIE, 2T 4 F2b— a3 F— R Tiphost 2~
REMHLET,

ip host IP-address host-alias FODN-string

RA L =AY T AL FQDN OREM T ZHIFRT 51212, Zoa~xr Fone BAZMA L £,
no ip-host IP-address host-alias FOQDN-string

host ethl, eth2, eth372 L. eth0 LIS DR A hdDxZA V7 A L FQDN
XFHNe A=Y Ry b A F—T A RATHRELET,

IP-address RARDIPVE T KL A,

host-alias RAMDTZA YT RF, Xy b T—T A F—T A R |TE
DY CTHAATTY,

FODN-string 2y RT—T L F—T 2 ADEREM A A 4
(FQDN)

a7 X2 b— 3 (config) #

IP7 RLASYELTDRA LA YT ALZEREM N AA 4 (FQDN) CEF|Z BT 512
%, iphost 2~ REMALET, ethl, eth2, eth3 72 DA —H Ry b A U F—T = A AT
9% FQDN R T 55 GICHEH L ET, FA MDA VT ADOERE R AT HITIE, show
running-config =~ > &M H L £,
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. ip name-server

A

aAYT74F¥aL—232 E—F®DCiscolSECLIOY Y R

G¥)

ethO DIP 7 FLANGLARA MA~D~ > B 7L, hostname =~ > K3 L1 ip domain-name
avw s RIZEoTRESND, fete/hosts 7 7 A /VDIROD L 9 IREZEMN L TSN ET,

<ipaddressofeth0> <hostnamevalue> <hostnamevalue>.<domain-namevalue>

il

ise/admin (config)# ip host 172.21.79.96 isel isel.cisco.com

Host alias was modified. You must restart ISE for change to take effect.

Do you want to restart ISE now? (yes/no) yes

Stopping ISE Monitoring & Troubleshooting Log Processor...

Stopping ISE Monitoring & Troubleshooting Log Collector...

Stopping ISE Application Server...

Stopping ISE Profiler DB...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE Database processes...

Starting ISE Database processes...

Stopping ISE Database processes...

Starting ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler DB...

Starting ISE Application Server...

Starting ISE Monitoring & Troubleshooting Log Collector...

Starting ISE Monitoring & Troubleshooting Log Processor...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

ise/admin (config) #

EENEY D

ip domain-name, (148 ~X—73)

Ip name-server

DNS 7 = U —FAFRFICE T2 R AL > k—25 $—N (DNS) #RETDHITIE, 207 1 F =
L—3 3 %F— FTipname-server 2~ RZEMALET, 1 ~4EDDNSH— LR ETEE
—é—o

ip name-server ip-address {ip-address*}
ZOBEEE T 4 B— T I T AR, Zoavr RO n EREFEALET,

no ip name-server ip-address {ip-address*}

GE)

B DEREA

Jll Cisco Identity Services Engine CLI Y 77 LV X Hi4 K. 1J1)—X 13
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AR TFI4ILE

AU R E—F

FEREDHA K4V

ip name-server .

ip-address F—A HF—RDOT FL A,
ip-address* (EE) . BMOX—A $—~DIP T FL A,

GE) F—L P =23 DODIPvEd T LA L 12D IPv6
7T RVAZRETETET,

77 AV b OEEREIZH D TR A
a7 4 X2 b— 3 (config) #

ipname-server =~ > R L CEMN S VIO R — b $— N TR DN E I E S ET,
VAT AFEDOY—ANERYNHER LT, IPT RV RAZRLET,

IPvd £7-13IPv6 7 RLAEFEH L TV AT A F— b—REEBMNTXFET, 1 oDa<wr R
T, 1~32DIPVAT7 RLAZHRETEET, VAT AT TICIEDR—L P—"NRESH
TWABEE, D7 b 1 BEHIRTAETR—L P—REBNTEEEA,

1 BEOR—A b —NERIOMBIZEEL T, VYT VATARETZEOV—_"EHEHATE L OIC
THIE, Zoa<xwr Ron BEXEFHLTTI N TOR—2 $—"%HIEL TOHLUELED
DYLBERHD F9,

Cisco ISE ¥ — "ZFHE#E L7V K DB TE 40, N THLER A2 £,

511

ise/admin (config)# ip name-server ?
<A.B.C.D> Primary DNS server IP address
<A.B.C.D> DNS server 2 IP address
<A.B.C.D> DNS server 3 IP address
<X:X:X::X> IPv6 DNS server address
ise/admin (config)# ip name-server

512
IP f—2b = NERE LRI, WOBIIBERINET,

ise/admin# show run | in name-server

ip name-server 171.70.168.183 171.68.226.120 64.102.6.247
ip name-server 3201:db8:0:20:f41ld:eee:7e66:4eba
ise/admin#

113

ise/admin (config)# ip name-server ?
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B ip route

Ip route

BXDEREA

aAavY R TFI4ILk

AR E—F

FRLEDHA KS14Y

2VT74X¥aL— 3 E— KD CiscolSECLIaT U K|

ip name-server 10.126.107.120 10.126.107.107 10.106.230.244

DNS Server was modified. If you modified this setting for AD connectivity, you must restart
ISE for the change to take effect.

Do you want to restart ISE now? (yes/no)

EErEYY

ip domain-name, (148 ~X—3)

ABT A7 —RERETHIZIE, 27 4 F2b— 3 F— KTiproute 2~ FEHH
LET, A¥T 4 v 7 —FaHIRT 21213, Z0oaxy Fono BN LET,
ip route prefix mask gateway ip-address

no ip route prefix mask

prefix SEED P IL— K FL T 47 A,

mask SEAEDT VLT 4 T A AT,

ip-address X NI — 7 ZEBIET AT DIEAARER R Y A R Ry D
IP7 N A,

T 7 A F OEIERCEILSH D FE A,

a7 X2 b—2 3 (config) #

ABT 47 — MIFEICTHRESNET, TIUTL - T, FTHENMELS 20V ET (R FU—
7 MARBYOEFIZHINZEIS CE EREA) B, BEEFIEFICEHS RV ET, RA¥T 197
Jb— FTliE, MERFT D7DV —TF 4 VT OEFZFE I NDLENR /2N, kg A=
EEbENET, T, =T 4T R —DEBMNPEZITRY F9,

ip route =~ > R|{EfE % D CiscoISE / — RTAXT 4 v 7 N— N ERTHOIHEHTEET
N, Zoavwr RN, AL E—T A ADTFT I H VN — EeE#RL, L FA L X —T A
A TP/ — REAH OIEXHFR IP 515 DAL S T 72 OIHER SV E LTz,

HM—ODOF 73/ b— "R LFA L HZ—T A R ) —RIRESNTWBIHEE., /—Fong
NPDIPA L BZ—T oA ANDLZELTETXTOIP FT 7 4 v 7%, IEFRIPEELERRT D
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32 EF—F®DCiscolSECLI a7 > F

kron occurrence B

FIFNN T =T oA DRI ARNKY FITN—F 4 7 EINET, CiscoISE / — FIZEHED
FIT NV V= ERETD & HERFREZLEDEENRL 720 97,

DN, BEDT 74N s V— FEFRETDHEERLET,

Cisco ISE / — K eth0, ethl, eth2, BLWeth3 f v X —T = A ADRDA L HZ—T = A A
ODNTENEFNEZ THTLTZEN,

e
il
(B

ISE InterfaceIPNetworkGateway

192.168.114.10 192.168.114.0 192.168.114.
192.168.115.10 192.168.115.0 192.168.115.
192.168.116.10 192.168.116.0 192.168.116.
192.168.117.10 192.168.117.0 192.168.117.

e

iproute 2~ > N, ZZTHEKA L F—T oA ADT 74/~ — FEEHRTLH-OICHHE
WET,

ise/admin (config)# ip route 0.0.0.0 0.0.0.0 192.168.114.1
ise/admin (config)# ip route 0.0.0.0 0.0.0.0 192.168.115.1
ise/admin (config)# ip route 0.0.0.0 0.0.0.0 192.168.116.1
ise/admin (config)# ip route 0.0.0.0 0.0.0.0 192.168.117.1
ise/admin (config)# ip default-gateway 192.168.114.1

GE)

LD Tip default-gateway| 1%, §XCHOA L H—T =2 ADTA K UV — D/ — FTT,

show route =~ > RiX, iproute =~ R&HH L TIERSNTAXT 4 v 7 —K (T 74V
M—htEFT 74N FIADNL— ) BIO lipdefaultgateway] =~ REHEH L CEREINT
N—=REGLRVAT MM Lo TERSNIEV— RO ER R LET, Zhud, v — FOFRE
AVHE—T 24 ARRLET,

G¥)

AV HE—Tx2AADIP T FLVAZET LIEGA, BERRERTS— N T oA O
DAZT 47 )— "NDBEERGEIZRDE, ORI T 4 v 7 — MNIFETa T4 F 21—
arnbEiBrEhET, BERREIC R L — MIa Y= VIZERENE T,

512

ise/admin (config)# ip route 192.168.0.0 255.255.0.0 gateway 172.23.90.2
ise/admin (config) #

kron occurrence

BXDEREA

12U~ RAFYa—F a<w R, BEDHERHZ, F721380 KIS D EHETEITS
NHEINTAT Y 2= 7T 5I120%, a7 4F 2L —3 3 2 F— KT kron occurrence =1 <
VREFEALET, ZOAFTa— VEHIRTAICIE, Zoavr FOne B EFEHLET,

kron occurrence occurrence-name

occurrence v R AV a—Favwy REAFra—U 7 LET,
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B kron occurrence

aAYT74F¥aL—232 E—F®DCiscolSECLIOY Y R

occurrence-name

FH VU ADLRE, K80 X TFDHRETEY R — N LET,
(ko ] & o] 2538]) |

A

(GE) kron occurrence =~ > R C occurrence-name %= N JJ3 % & | config-Occurrence 2> 7 o ¥ = L —
Yar BT7E-RICADET (RO HEXOHH] 22H1) .

BX DR "

FRELIZHRHCA D L ARETEND LI IR ELE T,
5 © at [hh:mm) [day-of-week | day-of-month | month
day-of-month]

do

EXEC =~ R, ZMF— RTEXEC 2~y FEZF(TTEE
‘j‘O

end

kron-occurrence 17 4 ¥ a bl — g T E—REKT L,
EXEC E— RIZRD £7°,

exit

kron-occurrence 27 4 F a2 L — g U EF— REK T LET,

no

IDEFE—FROavr RELBELET,
3OoO0F—U— REFHTEE9,

*at : fif 515 © at [hh:mm] [day-of-week | day-of-month |
month day-of-month]
* policy-list : A LV AL > TEITSNDHRY — VU R
FEEELET, K80 LFOHEHFEIR— ML E
—a—o

*recurring : ARV >— URA NOEITEMY KL £7,

policy-list

ARV AL TEITTENDa~ L R A 2a—F R
v—UANERELET,

recurring

WO L TIEITTHA L ABRELET,

GE) kron 4T H U AR IREN WS, AT a—
VR 7T D kron A L ADRREMNFEITER
WHIBRS L E T,

A FEFFILE

A7 F N F REESeH I FdonfigtGecurance) #
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FREDHA K51

A

kron occurrence B

kron occurrence =~ > Ri5 X O policy-list =~ > R&EMH LT, 1 2L EOKRY > — U R k%A
U EIIR CEITEND L IR Va2 — L LET,

EXECCLI 2w FaEhra~v L R A7V a—F R Y U—Z{ER LT, & L7FRZIZ Cisco ISE
= NTETENDLICATVa—V 7T 5121, ci =¥ K& & BT kron policy-list =~
YREMHLET,

GE)

A

kron I~ REF(TT 5L, —BOLRET (FA L ARAZTOEMIED) TRy 77 v 7N
U RAPMERENDT=D, 77 ANNDBHEWVNIEEXINDZLIETHY £HA,

GE)

[ZEE (Administration)] > [>* A7 A (System) |>[/3v 7 7 v 7 45 (Backup and Restore) ]
NR=VEMEHLT, GUINOREBLIOER NN 7T v T A5V a— VT2 2B L
\i—a—o

B BN Ty T

ise/admin
ise/admin
ise/admin
ise/admin
ise/admin
ise/admin

config)# kron occurrence WeeklyBackup
config-Occurrence) # at 14:35 Monday
config-Occurrence) # policy-list SchedBackupPolicy
config-Occurrence) # recurring

config-Occurrence) # exit

config) #

Bl2: BRINVHT VT

ise/admin (config)# kron occurrence DailyBackup
ise/admin (config-Occurrence) # at 02:00
ise/admin (config-Occurrence) # exit

ise/admin (config) #

BI3: BrRINYT T

ise/admin
ise/admin
ise/admin
ise/admin
ise/admin
ise/admin

config)# kron occurrence WeeklyBackup
config-Occurrence) # at 14:35 Monday
config-Occurrence) # policy-list SchedBackupPolicy
config-Occurrence) # no recurring
config-Occurrence) # exit

config) #

BErEY Y
kron policy-list, (156 ~—3)
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. kron policy-list

aAYT74F¥aL—232 E—F®DCiscolSECLIOY Y R

kron policy-list

B DEREA

A

aAv Y R ATV a—7 R —DOA4RTZIEE L, kron-Policy List 227 f ¥ a L — 3 7
E— RZMBT 22T, 27 4 F 2 L—13 3 > F— KT kron policy-list =~ > N&ffiH L &
T, AV R AT Va—F R —ZHIRT 2L, Zoa~vr Fone BREHEH L ET,

kron policy-list /ist-name

policy-list avY R ATV a—T K U—DLARIZRELET,
list-name KUY — U R NDLHEL, K80 XFDHKFT %V HR— L
£7,

GE)

BXDEREA

kron policy-list =~ > KT list-name Z AJj9 % & | config-Policy List 77 f F =2 L—3 9
P7E—RICADET (20 EXOFP] 25H) .

cli A7V a—FIl Lo THEITENDLa~ U K, &K 80 XFD
R F A R— R LET,

do EXEC =~y F, Z0E— FTEXEC 2~y F&EfFT& %
hj—o
end config-Policy List 2> 7 4 ¥ 2 L —v g v 72— R&KT

L. EXEC E— RIZEY £,

exit IOV TE—REKTLET,
no IOEFE—ROavry ReERELET, RKO1OOF—U—FK
PEFEHTEET,

‘cli: A Va—J Lo TEEfTanba~vr kK,

AR TFI4IE

ATV R E—FR

T 74N F OBERERSH D EH A,

a7 4 ¥ =2 b—3 3 (config-Policy List) #
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FREDHA K51

logging

BXDEREA

R L ® ET FRA

logging .

EXECCLI 22~y R&EGlra~y R A7 Ya—7 RY —%ER L T, & L7ZRFZIZ ISE H—
NTEITESND L IICAT YV a—U 7 F 510, kron policy-list 2~ K& L Hileli a~v2 N
ZEM L ¥, kronoccurrence =~ Ri5 KXW policy list =~ > RAMH LT, 1 DLLEDOARY
= U AR R EZIZFR TEITIND LAY a— L LET,

il

ise/admin
ise/admin
ise/admin
ise/admin

config)# kron policy-list SchedBackupMonday

config-Policy List)# cli backup SchedBackupMonday repository SchedBackupRepo
config-Policy List)# exit

config) #

EErEYD

kron occurrence, (153 ~X—7)

0y LoULERETHICE, a7 4 Xalb— g F— RTlogging 2~ REMHALET,
logging loglevel {0 | 1|2 |3|4|5|6]|7}

ZOWREET 4 =TT HICE, Zoawr RO no BAEMEHLET,

no logging

loglevel logging =1~ > RO R 7 LAV ERET 52w K,
0~7 R Ay —VEREy NTLHMOTTAFV T 4 LUL,
FIALFVT 4 LAV TFOLBY T (F—U— FOF

*0-emerg (BRAHRE) : VAT AMBHEHAT,
*lalert (77— F) 27 GICAEN ML,
*2-crit (Z VT 4 AN) 7 UT 1 FAVIRIREE,
*3-err (=7 —) =T —RHE,

*4-warn (BE)  ZEIRRE,

* S-notif (GEEN) @ IEW TH2DHH, HEERIREE,
*6-inform : (F 7 4L b)) EHRA v E—,

*7-debug : TNV A vE—,

O F A F DB HESlogibonigy/ds R LT,
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B max-ssh-sessions

1

ise/admin (config) # logging loglevel 0
ise/admin (config) #

BErEY Y
show logging, (99 ~X—3")

max-ssh-sessions

DHIRBADA /) — RIZH>WT, a~vr FIA4 2 A Z—T7 A A (CLD) OFRFE Y gD
KEAERETAIZIE, 27 4 F 21— 3> F— FTmax-ssh-sessions 2~ > REEHLET,
max-ssh-sessions {0 |/ |2|3|4|5|6|7|8|9]|10}

RXDOHH 1~10 FFFSSHE v a ok, 774/ MNES5 T,

AR TFI4IE

NET,

AR E—F
a7 4 X2 b—3 3 (config) #

ERLEDHAA KT
max-ssh-sessions /X7 A —H|Ia<w RTA L A L F—T oA APHLEREVETIEIH D ¥, T
7747 CLIEy v a v ORREIL, 774~ VEHRISEFEHER-FANLHEMINET,
CLItyYa v kEzBz5L, 20ty ya vz T0nba~vry R4y A4 —T =
A2 | K777 47 SSH ¥ v g o HICHE (Maximum active ssh sessions reached) | A v
T —UNEREN., FERIC [REESE : §i179 5 121% Enter % 7213 Space Z4F L £9 (Not connected
- press Enter or Space to connect) | W9 A v E—UNRRINET,

a2 — B CLIICe 7 A > L., forceout username 2~ > R&ZfHTHE, 2a—F 2o /7w
NSHTT 7T 4772 SSHE Y v a v OREHETE £,

ORI A B —T A A (CLI) By arDRRBERETH-OOF Y — 9
sXATX, Cisco ISE HHLER—FZ LD [ 3 (Session) | Z 7 DIRDFATIZH Y £, [FH

(Administration) ]>[3 A7 A (System) |>[& P& 7 7 & A (AdminAccess) |>[i%E (Settings) ]
>[7 7% (Access) o
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ntp

B DEREA

AR R TFIAILE

AT kR E—F

FEREDHA K542

np [

EENEY D

show running-config, (108 ~X—73")

NP2 7 4 X2 lb—araRETHICNE, 2074 Falb—varE—RTutpa~vr Rx
authenticate, authentication-key. server, 35 J U trusted-key =2~ F& & HITFEHLE T,

ntp authenticate

ntp authentication-key <key id> mdShash | plain<key value>

ntp server {ip-address | hostname} key <peer key number>

ntp trusted-key <key>

no ntp server

authenticate T RCORLNROBIEE A 21— ML ET,
authentication-key B CE LR ORExF—Z2fE L 7,
server 92 NTP — &4 E L FT,
trusted-key fEE T DA O R —FF 2 HEELE T,
L

a7 4 X2 lb—3 3 (config) #

ntp 2~ REHHLTNIP 27 4 X2 b—arZ2RELET,

NTP y—E A% T /A ATHEIET 5HIZIE, nontp 2~ K& F—T — RF 72T authenticate,
authentication-key, server, 35 XU\ trusted-key 72 & D5[¥ & & BIZANTHMERNH Y £, 72
&z IX, LARNIC ntp server =2~ RZ2FIT L725E 1, server & & bl nontp 2~ REfA L
S5

il

ise/admin (config) # ntp ?
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aAYT74F¥aL—232 E—F®DCiscolSECLIOY Y R

authenticate Authenticate time sources
authentication-key Authentication key for trusted time sources
server Specify NTP server to use

trusted-key Key numbers for trusted time sources

ise/admin (config) #

ise/admin (config)# no ntp server
ise/admin (config)# do show ntp

% no NTP servers configured
ise/admin (config) #

EErEYY
ntp authenticate, (160 ~X—3)
ntp authentication-key, (161 ~X—73")
ntp server, (162 ~—2)
ntp trusted-key, (165 ~—73°)
show ntp, (102 ~<X—7)

ntp authenticate

BX DA

ARV ETIAIb

AR E—F

FEREDHA K42

TR TORLNROFEAEE A F— 7 /W2 T 5 IZ1E, ntp authenticate =~ > KA L E3, NTPR
FEF— DR WIRZIRIZRIH SN E A,

COMREAT 4 —T7 T AR, Zoavwry RO no ERAERA L £,

ntp authenticate

authenticate TARTORANROTIEL A X —T M LET,

L

v 7 4 X2 b—3 3 (config) #

ntp authenticate =~ > RZfEH L T, T X CTORBIROBIEEZ A X —7 VI LET, ZDavy
RIZEETHY., Zoa~vry FEHETE L THLIRFEIIME L £ 7,

— DY — OB PFRIEE LE L T HIREE— N TRIAT 255G, DF Y —HO Y — D HRGE
MICRESNTNDF—NRERGEIT, ZOa<xr FeRT LTIk £HEA,
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1

ise/admin (config)# ntp authenticate
ise/admin (config) #

HErEYD
ntp, (159 ~X—)
ntp authentication-key, (161 ~X—2°)
ntp server, (162 ~—2°)
ntp trusted-key, (165 ~<—73)
show ntp, (102 =X—2)

ntp authentication-key

ntp authentication-key
RFZIRICFERE R — 245 E T 2121, BEARN B L OF — (445 L T, ntp authentication-key
Ay REarZa¥alb—varyavry FCEALET,

ntp authentication-key key id mdS5 hash | plain key value

ZOMEEET 4 =T T HITE, Zoavy RO ne BREEH L ET,

BXDEREA

AU RTIHIE

ATV R E—FR

no ntp authentication-key

authentication-key

BT E DR A ORIEF — 2R E L £,

key id ZOF—IZED Y THID, 155 65535 £ TORMEM KR —
FEhET,

md5 REF — DB LS A 7,

hash BEIED NNy V2 ENTa®—, B b¥ A 712k T, a1k
Enlz Oy vaE&h) F—%2EELET, K40 T
FTHAR—FLET,

plain PREHDO T L —0 THF A MO FX—, Mot & A 7ITheld T
BELENTWARNWTL—rTF A N F—%2EELET, 15
XFETTHELET,

key value 72 md5 plain | hash OWF 0 — BT 5D F—1E,

L

a7 4 X2 b—3 3 (config) #,
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FRLEDHA KS14 Y

A

aAYT74F¥aL—232 E—F®DCiscolSECLIOY Y R

ntp authentication-key =~ > R Z i [ L T NTP FHAEDFRREF — & FF ORI 2 5% & L, BIE 5

F—1ID. ¥—WH5& A7, BLOF—HORTEELHELET, ZDF—% ntpserver 2~ N

GBI AR, ZOF—%2{EHEH) A MIEBMLET,
BV A MBIME TV D NTP 3REEF — D 72 WIFZITFII R S E A,

GE)

ntp server

Jll Cisco Identity Services Engine CLI Y 77 LV X Hi4 K. 1J1)—X 13

show running-config =~ > NI, €% = U7 1 D7, Message Digest5 (MD5) 'L —
NCTANENTZF = FICy Va2 BB L TRRLET, 72& 23, ntp
authentication-key 1 md5 hasheel8afc7608ac7ecdbeefc5351adl18bc9celef3 T,

11

ise/admin# configure

ise/admin (config) #

ise/admin (config) # ntp authentication-key 1 md5 plain SharedWithServe
ise/admin (config) # ntp authentication-key 2 md5 plain SharedWithServ
ise/admin (config)# ntp authentication-key 3 md5 plain SharedWithSer

1 2

ise/admin (config)# no ntp authentication-key 3
(Removes authentication key 3.)

13

ise/admin (config)# no ntp authentication-key
(Removes all authentication keys.)

EErEYY
ntp, (159 ~2—2)
ntp authenticate, (160 ~X—3)
ntp server, (162 ~—<)
ntp trusted-key, (165 ~<—<)
show ntp, (102 ~=—73)

NTP — KDV AT LDV T v =T 7E/7@|—Jﬂ;ﬁ7§:ﬁ7’9“5 I, a7 4 F 2 b—
varE—FRTatpserver 2~ R LET, TNLREOITICHF—Z2IEE LK K3 B
DY —NEHFRILET, F—ITF 7T a3 RTA—=FTTN, NTP BREZIZF—D M ETT,

Cisco ISE |Z1%., HIZHZ CTRIZERHEZ: NTP Yy — "N METT,
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BX DA

AR TFI4IE

AU R E—F

FRLEDHA KS1 Y

ntpserver [

F—3A T a v T A—FZTITN, NPV —REZHATIHILERN DL HBEE. F—%2HETD
VERH Y ET,

NTP H—_ZHIE L, BD 1 BZ2BINTA2BA8IC0R, Zoa<vy ROonBRE2HHL T, 20
BEREZ T 4 E— 7 LI LET,

ntp server {ip-address | hostname} key <peer key number>

server VAT AL ST, BESNY—ALEWESNET,

ip-address | hostname BEEt ORI AR 52— "OIP 7 FL AL ZI1EAR A M,
Bl%IE 255 XFE CTOEBFTHRELE T,

key (B . E70x—%&%5, RK65535HETHAR—KMLE
hj—o

Z ®F—|%, ntp authentication-key =~ > R&fif L Tx—
ERE L TERTLA2LERH Y £7, E72. ntp trusted-key
av  REFERALTEHEY— LTENSRLINELH D F
j—o

SEEA T T A0, F—& T —OEITFEBRONTP —
WCERINTWSF—LRIUEICTALERNH Y £,

T 7 ANV R TRESNTHNDI—Ed 0 8 A,
a7 ¥ 2 b— 3 (config) #

VAT AL o THRESNTEY—NERMITE 5L 912F5I121L, 2O ntp server 2+ > RZ&(5
FEF— L BT LET,

X—|IA TV 3 TT A, NTPRRGEIZIINETY, T D F — % 4JIZ ntp authentication-key =~
Y RIZEFR LT, ZOF—7% ntp trusted-key =~ > RIZIBNT 25 &, Z4% ntp server 2~ 2 N
BT E 5 &L 91270 9,

show ntp =~ > RIFFRIMLDORAT —F 22 F R LET, REINTZWOTILO NTP — 34 252
ARETIEZR L, FREEN TV WS (NTPRREERRESNTWALE) . Zoavy RioL-
TR/NDA N TZ LEffoa—NL~DORPANERINET,

NTP Y — "R B[FEA[FETILR WV, WUNCERAES N TV RWES, 2o a<y FEHZHOWTO
BEEIIE 2220 £,
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B Py REOEREF—ORE

CiscoISE FHLER—H VIINTP — RN a7 4 X2 Lb—3 g v LA ERT HITIT.

[Cisco

Identity Services Engine User Guide, Release 1.2] @ [System Time and NTP Server Settings | DIH % 2+

RLTLSIZE N,

GE) Zoawry NI A7 a v AR E LEEREFZRLET, A7 ewxi3, 8T7TFET

WZER 20 530D 2 03B £,

BErEY Y
ntp, (159 ~—2)
ntp authenticate, (160 ~—73)
ntp authentication-key, (161 ~X—°)
ntp trusted-key, (165 ~<X—737)
show ntp, (102 ~X—7)

NTP H— SGBREEOEHF —O#E, (164 =)

RIHL D AT — 2 ZADHER, (165 ~2—)

NTP H— /R DEEXF—DRTE

NTP =R LDV AT LDV 7 b7 7ay 7 ORMZEHTTHIZE, 207 4 F=2b—

v ar E— R Tatpserver 2~ REHEHLET,

ise/admin (config)# ntp server ntp.esl.cisco.com key 1
% WARNING: Key 1 needs to be defined as a ntp trusted-key.

ise/admin (config) #
ise/admin (config)# ntp trusted-key 1

% WARNING: Key 1 needs to be defined as a ntp authentication-key.

ise/admin (config) #

ise/admin (config)# ntp authentication-key 1 md5 plain SharedWithServe

ise/admin (config) #

ise/admin
ise/admin (config)# ntp server 171.68.10.80 2
ise/admin (config)# ntp server 171.68.10.150 3
ise/admin (config) #

ise/admin (config)# do show running-config

Generating configuration...
!

hostname ise
|

ip domain-name cisco.com

|

interface GigabitEthernet 0
ip address 172.21.79.246 255.255.255.0
ipvé address autoconfig

|

ip name-server 171.70.168.183

|

ip default-gateway 172.21.79.1
!

clock timezone UTC
|

ntp authentication-key 1 md5 hash eel8afc7608ac7ecdbeefc5351ladll8bc9celefl
ntp authentication-key 2 md5 hash flef7b05c0dlcd4cl8c8b70e8c76£37£33c33b59
ntp authentication-key 3 md5 hash eel8afc7608ac7ec2d7ac6d09226111dce07da37

ntp trusted-key 1

Jll Cisco Identity Services Engine CLI Y 77 LV X Hi4 K. 1J1)—X 13

config) # ntp server ntp.esl.cisco.com 1
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ntp trusted-key 2

ntp trusted-key 3

ntp authenticate

ntp server ntp.esl.cisco.com key 1
ntp server 171.68.10.80 key 2

ntp server 171.68.10.150 key 3

|

--More--

FIHMED R T— 2 A DHEEE

FIMHL D AT — % 2 2R3 5121E, showntp 2~ REEHA L ET,

511

ise/admin# show ntp

Primary NTP : ntp.esl.cisco.com

Secondary NTP : 171.68.10.80

Tertiary NTP : 171.68.10.150

synchronised to local net at stratum 11
time correct to within 448 ms
polling server every 64 s

remote refid st t when poll reach delay offset Jjitter
*127.127.1.0 .LOCL. 10 1 46 64 37 0.000 0.000 0.001
171.68.10.80 .RMOT. 16 u 46 64 0 0.000 0.000 0.000
171.68.10.150 LINIT. 16 u 47 64 0 0.000 0.000 0.000
Warning: Output results may conflict during periods of changing synchronization.
ise/admin#

15 2

ise/admin# show ntp

Primary NTP : ntp.esl.cisco.com

Secondary NTP : 171.68.10.150

Tertiary NTP : 171.68.10.80

synchronised to NTP server (171.68.10.150) at stratum 3
time correct to within 16 ms
polling server every 64 s

remote refid st t when poll reach delay offset Jjitter
127.127.1.0 .LOCL. 10 1 35 64 377 0.000 0.000 0.001
+171.68.10.80 144.254.15.122 2 u 36 64 377 1.474 7.381 2.095

*171.68.10.150 144.254.15.122 2 u 33 64 377 0.922 10.485 2.198
Warning: Output results may conflict during periods of changing synchronization.
ise/admin#

ntp trusted-key

fEHEY A MCREZNRZ B3 2120, BRI & & &I ntptrusted-key =~ > RZ2FEH L £,
ntp trusted-key key

ZOWREER T 4B —T T DT, Zoa~vry RO ne BREBH L ET,

no ntp trusted-key

WX DA trusted-key S D% —ITE Y YT D,
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B rate-limit

AR R TFIAILE

aAvU R E—F

FEREDAA RZM4 Y

rate-limit

2VT74X¥aL— 3 E— KD CiscolSECLIaT U K|

key EHETX AMAFRICF —F S &2EELE 4, Zud, NTP @R
EX— L LTCERTALNENDY £4, HmK65535HFTH
F—RrLZET,

L

av7 4 ¥ 2 lb— 3 (config) #

ZDF—% NTP »— BT BRI, ZDOF—% NTPREEF—L LTEHL., Y 2 M
ZOF—FBMLET, EFHEHD R MBNENEZSF—1F, VAT A TNTPY—NIZ k> CRET

XHLDODOAEHTEET,

511

ise/admin# configure

ise/admin (config) #

ise/admin (config)# ntp trusted-key 1
ise/admin (config)# ntp trusted-key 2
ise/admin (config)# ntp trusted-key 3
ise/admin (config)# no ntp trusted-key 2
(Removes key 2 from the trusted list).

512

ise/admin (config)# no ntp trusted-key
(Removes all keys from the trusted list).

EErEY D
ntp, (159 ~—2)
ntp authenticate, (160 ~<—3)
ntp authentication-key, (161 ~X—1)
ntp server, (162 ~X—3)
show ntp, (102 ~<X—7)

FEILIP T R L AN O TCP/UDP/ICMP /X7 v DR ZFRET HITIE, a7 4 F a2l —7

v & — R Cratelimit 2~ > F&fHEH L E£9,

A LET,
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BX DA

AR TFI4ILE

AT R E—F

FEREDHA K4V

rate-limit 250 ip-address net-mask port

password-policy

<1-10000> 1 B 7= 0 O TCP/UDP/ICMP 737 M 4%,
ip-address Ny b L— MERRZ#EA T 2%#E 0P 7 R LA,
net-mask Ny b b— MillRZ#EH T 2EETIP v A7,
port Ny b b= MR Z T 55608 R — FE S,

77 AV OBIERIEIL D D FE A

av7 4 X2 lb—3 3 (config) #

2L,

il

ise49/admin (config) # rate-limit 4000 ip 20.20.20.20 port 443
% Notice : Actual rate limit rounded up by iptables to 5000 per second
ised49/admin (config)# do show running-config | incl rate

rate-limit 5000 ip 20.20.20.20 port 443

ised49/admin (config) #

ised49/admin (config)# rate-limit 6000 ip 10.10.10.10 port 443

% Notice : Actual rate limit rounded up by iptables to 10000 per second
ised49/admin (config)# do show running-config | incl rate

rate-limit 10000 ip 10.10.10.10 port 443

rate-limit 5000 ip 20.20.20.20 port 443

ised49/admin (confiqg) #

EErEY D

conn-limit, (132 ~X—7’)

password-policy

VAT LT HNAT — R A X—T L ETIERET DI2E, a7 4 Fab—va v E—
R Cpassword-policy =~ > R&fEH LES, ZOKEELT +B—7 T 5I21F, Z0oavs R

D no JEAZMEM L £,

password-policy options
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A
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G¥)

Y

password-policy =~ > Ri{Zi%, RV — A7 a rBuETT ( EXOFHHA] 258K) |
password-expiration-enabled =~ > X, ft® password-expiration =2~ > KOHRIZATIT 54

R £,

G¥)

B DEREA

password-policy =~ > K% AJJ9 % & config-password-policy 2> 7 4 ¥ a2 L—3 3 H7

T— FIZAD ET,

digit-required

=Y RNRAT— NI TFEEL I L EVAEICLET,

disable-cisco-password

INAT — RNIZ,
rolcLES,

[Ciscol =° [Ciscol ZEIFEAMATE 20

disable-repeat-chars

RIUSCENRS O EEENTNARRT— REF 42—
ZLET,

do EXEC =< K,
end AT 4 Fal— gy ET— FEKRTLET,
exit IOV TE—FREKRTLET,

lower-case-required

=P RRAT = NINLFEREENTWALERNH Y £,

min-password-length

AR SAYT — ROR/NCTEL, K40 XTETYAR— |
Lij—o

no

av s RN T D0, F23T 740 MEZRELET,

no-previous-password

HIEIDO/ANAT — RO—fzf{EH TSRV E I LET,

no-username

RAT— RIla—HLE2EDH L2 LET,

password-delta

FEBENHVRRAT — R EEARD LI LET,

password-expiration-days

NR2AT— ROEZ A, 3650 F TOEK AV R—FLET,

password-expiration-enabled

NAY — ROFIIIRE A X —T M LET,

G¥) password-expiration-enabled =~ > KX, 1o
password-expiration =~ > ROFTZ AT 5 MEN
b ET,
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AU R TIHIbE

AR E—F

EREDAARZA

repository

BXDEREA

repository ]

password-expiration-warning INAT — ROEIBRNIEH-> TWAHZ & Zlmmd 225 %2054
HETOHREK, 3650 F TOBKEYR—FLET,

password-lock-enabled WELERBOBRITRRR LIZD, NAU—FRZav 7 LFE
—§—O

password-lock-retry-count BITEEEAHEELET, ZORBORITHRMT S & a—
NAT—=Rpuy 7 SNET, 20 TOEEEYR—FLE
j—o

password-time-lockout THhU b vy Ty e V7T 5ETORREZRELE
T (EAD) o 500D 1440 53 £ TORRfEA VAR — L E
hj‘o

special-required 2= NAT— NIZRBR TN EEN TV DILERH D F
R

upper-case-required =P RRAT—= RICKRILFREENTODLERH Y FT,

77 A0 S OBIERIEIL D D F A

a7 4 X2 b— 3 (config-password-policy) #

72 L

1

ise/admin
ise/admin
ise/admin
ise/admin

config) # password-policy

config-password-policy)# password-expiration-days 30
config-password-policy)# exit

config) #

Ny T T HFETDHEDICVARY N B T7E— RERBTHICIE, 2074 Falb—vay
£ — K Crepository 2~ > RZfEH L £,

repository repository-name

repository-name UARY MY OZRT, BRSO LFOEBF A IR —FLET,
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(GE)  repository 2~ R TURY MU OAFTZ AT 5 L. config-Repository 27 f F =2 L—3 3
Y TE-FRICAY ET ( HEXOHMA] 23H8) |

RXOEHH do EXEC 2~ R, ZOEF—RFTTRTCHEXEC 2~ RE&HE
TCcx£,
end config-Repository 7 & — FZ#& T L, EXECE— FIZRED %
7,
exit IDOE—REKTLET,
no IDF—ROav s REEELET,
2OoODF—VU—REFEHTEET,
curl : YA Y @ URL,
cuser: VAR NUICT 7B AT BT —H4 Lo
7— K,
url UARY FYDURL, K300 LFORMETEYR—FLET
(% 4'5 %Z//%H,\B\) o
user T I RATAHEFEOOZ—Y L ERRAU—REZHRELET, &

K30 LTFOEETEYHR— M LET,

Gx) server |LY—/34 T, path (L /subdir/subsubdir Zf§ L 3, NFS xv hV—727 H—"DH—
NREDHITIE, ey () BDMETT,

=10 R45URLF¥—T—F (E)

F—J—F AE—wFEEFIE—E

URL P—RBLOAEREZET, VR FYDURLEZANLE
T, K80 LFDHREFEYR—FLET,

cdrom: 7—J%/L® CD-ROM K74 7 (GiAE 0 M) |
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repository ]

F——F

aAE—mFERIFIE—%E

disk:

og—h)L A RL—3,

B—=HN URY FYDFTRTOT 7 A NeFrnd DI,
show repository repository name % 337 L £,

G¥) FT_RTOa—HL UARY kUL, /localdisk 7 X—T «
a AMERSNET, VAT R U OURL Tdisk:/
EYRET D E. VAT AlE, /localdisk (2 X354
KINATT 4 L7 MY EERLET, &2,
disk://backup LFEET DL, T4 L7 MU
/Nocaldisk/backup (ZAERK S AV E T,

ftp:

FTP X > bV —7 H— "D a b —irFEizid= B —% D URL,
ftp://server/path &9 URL ZfEfH L £

http:

HTTP %> hU—27 — "D a b —rE ko v’ —% D URL
FEAHEI HEA)

https:

HTTPS % v RU— 27 —R_pa b’ —xE -3z ™ —5E0D URL
FEHHY BHH)

nfs:

NFS % v hU—7 —npat’ —xmEida e —%D URL,
nfs:/server:/path &> 9 URL ZfiH L £ 7

sftp:

SFTP R v b U —27 H— "D a B —jrE L= ©'—5ED URL,
sftp:/server/path &\ 5 URL ZfEfH L £

tftp:

TETP R > hU—7 — "D ab’—gEzida ¥ —5ED URL,

tftp://server/path &\ 9 URL Z Al L £ 3

G¥) CiscoISET v 7 7' L— KDFETIZ, TFTP VKR b
VidfEHCTEEEA,

AR FIHILE

O R E—F

T 7 4 v N OEMEREIZH W TR AL

327 4 ¥ 2 b—3 3 (config-Repository) #
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service
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url sftp: =97 — R CRET HHEAT. HUICRSA 7 4 > H—7V > (AKAKRA b F—)
ZH—/%"> h SFTP R A hivb ISEIZr— RTAHLFENRH Y £9°, CLI T crypto host_key add =
~ U REFEHLTCINEFITTEET,

ZOREE T 4 B—T M T SITiE. Y7 — R T host-key host =~ > F® no FEX &2 H L £
R

Cisco ISE FRHIE R — /LD [%H (Administration) ]> [ AT A (System) |>[A T F 2 A
(Maintenance) 1>[Y A Y b U (Repository) 1>[V AT b U DiEN (Add Repository) ] TEF =
T2 FTP VAR Y b U Z3ET 5 & Cisco ISEILHICRDEEZF R LET,

COVRY MV EFEHTEA L2127 HI21E, SFTP YV —"XDKRA N F—%2KA M X—FT7 3
VEFEHLTCLI ZN L CEMTA2MLERNDH D £9°,

ARARF—ZHRETTIZ, BXFa2TRFIPIRS RNy I T 7 LI T8, ST 5
TF—M Cisco ADE O J |2 A —InE T,

511

ise/admin# configure terminal

ise/admin (config)# repository myrepository

ise/admin (config-Repository)# url sftp://ise-pap

ise/admin (config-Repository)# host-key host ise-pap

host key fingerprint added

# Host ise-pap found: line 1 type RSA

2048 £2:e0:95:d7:58:£2:02:ba:d0:b8:cf:d5:42:76:1f:c6 ise-pap (RSA)
ise/admin (config-Repository) # exit

ise/admin (config) # exit

ise/admin#

151 2

ise/admin# configure terminal
ise/admin (config) # repository myrepository

ise/admin (config-Repository) # url sftp://ise-pap
ise/admin (config-Repository)# no host-key host ise-pap
ise/admin (config-Repository) # exit

ise/admin (config)# exit

ise/admin#

EErEYY
backup, (30 ~<X—2)
restore, (63 ~X—)
show backup, (85 ~<X—7)
show repository, (107 ~~—<7)

BT AV —EREEETAICE., 274X 21— 32 F— RCservice 2~ REFEHALE
7,
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service sshd

ZOMREEERT 4 E—7 T BT

no service

service B

. Z0a~<~r RO ne JEREFEALET,

BX DA sshd Secure Shell Daemon, SSH OF —F 7'ua /' o A TY,
enable sshd — v 2% A4 RX—7 I LET,

key-exchange-algorithm

sshd—E R CHR 5% =T NIV XLERELET,

diffie-hellman-group14-shal

X —AZHT L T Y X L% diffie-hellman-group14-shal [ZHilfR L
E3SD

logLevel

sshd 6T X=27 VAT A g ICTHA =0 )
LUV ERRELET,

*1: ik

* 2 Hmn

*3: 77—

‘4 fFHR (T7HE)
*5: LR

‘6 TNy

T TRy

*8: TNy 2

*9: TNy 3

AR TIHIE

77 4N FOEERLEIZH Y EE A,

aAvU R E—F

a7 4 X2 l— 3 (config) #

FREDHA K514
L,
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. shutdown

shutdown

AR TFIAILE

O R E—F

FEREDHA RS54

2VT74X¥aL— 3 E— KD CiscolSECLIaT U K|

1

ise/admin (config)# service sshd

ise/admin (config)# service sshd enable

ise/admin (config)# service sshd key-exchange-algorithm diffie-hellman-groupl4-shal
ise/admin (config) # service sshd loglevel 4

ise/admin (config) #

A B—=T2AA A%y NET VT ARICE, A v 2 —Tx2A AT 4 FXal—vgF—FR
Tshutdown =~ FEEHA LT, ZOMHMELZT 4 —7 02T 2I20F, Z0a<v2 FDOnolE
REFHLET,

Zoavy RZiE, F—U—FBLUBHIETH Y A,
77 a v FOBIEREIZSH D FHE A,
a7 4 F 2 L—3 3 (config-GigabitEthernet) #

Zoavw s REFERAL AV I —T oA Ry NET U THE, FOA B —T 2 A%HR
HH L72CiscolSET 7T A 7 A~DEwMEN KON ET, L, 77747 2 AOEFEIHFEAN
SNTWVWTHEDLY FHA,

72770, T7I9AT A RICHOIP #FEHLTC2EBHDA VX —T oA AEBREL, TDA
B—T A AN Yy FE T ENTWRITNE, TO2FBDA v Z—T oA ZAFHATT 75
AT VAR TE ET,

AV B =T xRy N LTHRIOJEL LT, ONBOOT /37 A —X &ML
T, lete/sysconfig/network-scripts |2 & % ifcfg-eth[0,1] 7 7 A VEAEHTHZ L HTEET,

A H =T 2 AT 4 =TT DHITIL. ONBOOT="no" L& E L £,
A B =T 2 A A% A F—T T HITIE, ONBOOT="yes" L HE L 7,
no shutdown =~ FZHEHAL T, /{ v HX—T =2 A A RF—TNITHZLHTEET,

il

ise/admin (config)# interface GigabitEthernet 0
ise/admin (config-GigabitEthernet)# shutdown

EErEYY

interface, (140 ~_X—7)
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snmp-server community  [JJJj

ip address, (145 ~—)
show interface, (95 ~X—7")

ip default-gateway, (147 ~<X—7)

snmp-server community

flisF > N —27F#H T haL (SNMP) ~D7 7w A& T5Ha1a=T 4 T7EA AL
Vo7 %RETHIZIE, 207 4 X2 b—3 3 F— KT snmp-server community =~ > R %
ALET,

snmp-server community community-string ro

COMEERT 4 —T N T A, Zoavr Fono B EERALET,

no snmp-server

BX DA community SNMP 23 2=7 4 AN T EFELET,
community-string RNRAT—= RO LI IHERET DT 78 AXTFH, Zhick->T
SNMP ~D7 7 ANRFRASNET, EHIFEHTEEYE
Mo R 255 LFOFHFHIHR— N LET,
ro ARV EHAT 7 v AERELET,

AR R TFI4ILE
7T 7 4V N OEHEREIZH D FH AL

aAvURE—F
a7 4 X2 b— 3 (config) #

FEHEDAA KS4M4 >
snmp-server community 2~ R Cl{X, aIa=7 1 A M) 7 L5|Hro 2 HET HLENDH Y
FT. HELRWLE, =7 —0BRAELET,

CiscoISE ® SNMP =— > = M, AV EHD SNMPvl 727X & SNMPv2c 77 & A%
’D MIB 12 U E 4,

* SNMPv2-MIB
* RFC1213-MIB
 [F-MIB
- [P-MIB
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[l somp-server contact

* [P-FORWARD-MIB
* TCP-MIB
« UDP-MIB

« HOST-RESOURCES-MIB
* ENTITY-MIB : XD 3 >® MIB 3D 725 ENTITY-MIB THAR— s &N FE7,
° #l4 ID : entPhysicalModelName

°/3—3 = > ID : entPhysicalHardwareRev

° U 7 )L#F5 : entPhysicalSerialNumber

* DISMAN-EVENT-MIB
* NOTIFICATION-LOG-MIB
* CISCO-CDP-MIB

1

ise/admin (config) # snmp-server community new ro
ise/admin (config) #

BErEY Y
snmp-server host, (177 ~X—3")

snmp-server location, (178 ~X—73°)

snmp-server contact, (176 ~<—73”)

snmp-server contact

SNMP #f5t DE BEH~— A (MIB) fHAZ AT AMIRETDHITIE, a7 4 Falb—var E—
R C snmp-server contact =~ > FZfEH LE4, A7 LEEEFEREZHIRT 2121E, Zoa~
Y RO no BERAELEH L £,

snmp-server contact contact-name

B OHH contact COEERIG ) — ROMESEEEE LET, K255 TFEO
W T AV R— M LET,
contact-name J— ROV AT MBS EIE R 2 2 30FF, K 255 3CFED
BT AV R— M LET,
RO EPFRA
B2 F W F DENES i 1 Hdonkigh /4,

Cisco Identity Services Engine CLI ') 77 LV X A K, J1)—X 13
[ 176 | |



| 2v74%aL—vav E—FoCiscolSECLIaT Y K
snmp-serverhost ]

1

ise/admin (config) # snmp-server contact Luke
ise/admin (config) #

HErEYD
snmp-server community, (175 ~<—1)

snmp-server host, (177 ~<X—1)

snmp-server location, (178 ~X—73°)

snmp-server host

SNMP k7 v 7% U E— b 2—HFIEETDITE, 27 4 F 2 b—3 3 F— K Tsnmp-server
host =~ RZfEH L £,

snmp-server host {ip-address | hostname} version {I | 2c} community

NT v FEEEEZEIRTAICIE. Z0avr RO BREFER LET,

WX 05 host SNMP 1% (5T 55 A FERGELET
ip-address SNMP AR A D IP 7 R LA, K 32 SUFO S5 %4
A= hLET,
hostname SNMP #FIAR A b DA HI, K 32 LFO R FAE AR — b
LET,
version {/ | 2c} EE) . b7 v 7TOREBITHEHTHSNMP DOA—T 3 U,
T 74 NI 1 TY,
version ¥ — VU — K& HT 25 E61L. ROF—TU— RKDOWT
nnrEfRELET,
*1: SNMPvl,
*2¢ : SNMPv2C,
community BB TRE SND AT — RICEBOa I 2=F 1 A |

U\\/ﬁ\o

AR TFIHILbE
F 4=,

ATV R E—FR
a7 ¥ 2 b— 3 (config) #
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[l somp-serverlocation

FRLEDHA KS14 Y

SNMP 234 TIZRRE SN TWDH A, CiscoISE TIET 7T A 7 ADLHE) (U ue—F) B
lcoldStart(0)] 7 v 7 %55 LE£d, CiscolISE TlE, RHNIEEIT 5 & &1L lcoldStart(0)] k
Ty T HEET D Net-SNMP 7 A4 7 FEEH L, FIET 2 & I3 BEEFONT v
InsNotifyShutdown| #fEH L £,

snmp-serverhost =~ > RZfi [l L TSNMP Z % L7-% CTl, #H 1%, %D lcoldStart(0)]
r7 7 CTH TwarmStart(l)] F7 v 7 TH 7R BEEAHD b7~ 7 nsNotifyRestart] % 4R L
£,

1

ise/admin (config)# snmp-server host isel version 2c public

ise/admin (config)# snmp-server community public ro

2012-09-24T18:37:59.263276+00:00 isel snmptrapd[29534]: isel.cisco.com [UDP:
[192.168.118.108]:44474]: Trap ,

DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (29) 0:00:00.29, SNMPv2-MIB::snmpTrapOID.O0
OID: SNMPv2-MIB::coldStart,

SNMPv2-MIB: :snmpTrapEnterprise.0 = OID: NET-SNMP-MIB::netSnmpAgentOIDs.10

ise/admin (config)# snmp-server contact admin@cisco.com

2012-09-24T18:43:32.094128+00:00 isel snmptrapd[29534]: isel.cisco.com [UDP:
[192.168.118.108]:53816]: Trap ,

DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (33311) 0:05:33.11, SNMPv2-MIB::snmpTrapOID.0
OID: NET-SNMP-AGENT-MIB::nsNotifyRestart, SNMPv2-MIB::snmpTrapEnterprise.0 = OID:
NET-SNMP-MIB: :netSnmpNotificationPrefix

ise/admin (config)# snmp-server community new ro
ise/admin (config)# snmp-server host 209.165.202.129 version 1 password
ise/admin (config) #

HErEYD
snmp-server community, (175 ~<—3)

snmp-server location, (178 ~X—3°)

snmp-server contact, (176 ~<—1”)

snmp-server location

BXDEREA

SNMP 17— a D MIBfEAZ Y AT LMIRET HI2FE, 274 Falb—var F—FT
snmp-server location =~ > RZH L E3, AT L vr—ra JEREAIRT 221X, 20
A~ RO no IEREZHEH L ET,

snmp-server location location

location ZOEHXG ) — ROME G AR E LET, &K 255
WFOBERFE Y R— N LET,

location VAT AOYET r— g UE#RERT LT, K255
TORKTEYR—FLFET,
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AR R TFI4ILbE

aAvU R E—F

FEREDHA KS4 Y

username

username .

77 AV b OEEREIZH D TR A
a7 4 ¥ 2 b— 3 (config) #

word DILFHITIL, HEEOMICT v #2277 () £lidnA 7> (1) ZEHT5Z L 258D
LET, word DXFHNITHIBEOMICEREEHT 256, X545 E ZEy | HF () CHTexE
N0 ET,

i1

ise/admin (config) # snmp-server location Building 3/Room 214
ise/admin (config) #

512

ise/admin (config)# snmp-server location “Building 3/Room 214"
ise/admin (config) #

BErEY Y
snmp-server community, (175 ~<X—137)

snmp-server host, (177 ~X—3")

snmp-server location, (178 ~~—3°)

SSH#ZffH L CTCiscoISEIZT 7 E A T&E 5 —HZBMT DL, 2074 Fa2lb—TarE—
KCusername 2~ REEALET, 2—VFNRITTIIHEAETLIHEE., Zoa~v RaEHAL
TRAT— R, FRHEL L, FE 2 AR LET, VAT AL —WE2HIFRT 5121, 2
Da~vr RO BREHEHLET,

username username password hash | plain {password} role admin | user email {email-address}

EHFEOZ—PFIZH L TIE, koa<wr R A7y araFHELET,

username username password role admin | user {password}
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. username

HX D5 username 5% username (21X 1 DOHFEDOHZHFETE £, 2HHP L
FERIA/ (") A TE YA, &K3 XTFOEMTEY
AR—HFLET,
password NAT— RERELET,
password NAT =R, 0L FETOREFTHRELET, "RAT—F

I, TARTOFRL—PIHEET 2LERHY £,

hash | plain NRAT—ROHEA T, K34 PO T R—NLE
R

role admin | user a—HPFDa—YF o — L EFEL L EHTLET,

disabled I—HPFDEFA—ILT RLRIZEST, 2—HF52F 1 &—7
M LET,

email 2—PDEFA—NT RLRAZRELET,

email-address I—PFDEFA—INL T RLAFEBELET, & i3,

userl @mydomain.com D X D IZHE L £,

AR TFIHILE
PERFOWIM 2 — T,

ATV R E—F
a7 4¥a2lb—3 3 (config) #

FERLEOHA FS1Y
username =~ N ClX, username 3 £ OF password F— UV — ND%I(Z, hash | plain 33 L TN admin |

user v a VERBETHVLENDHY £7,

511

ise/admin (config)# username admin password hash ###### role admin
ise/admin (config) #

15 2

ise/admin (config) # username admin password plain Secr3tp@swd role admin
ise/admin (config) #
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username .

151 3

ise/admin (config) # username admin password plain Secr3tp@swd role admin email
adminl23@mydomain.com

ise/admin (config) #
BENE YD

password-policy, (167 ~<—73”)

show users, (116 ~X—)
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. username
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