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Cisco Identity Services Engine &[3

Cisco Identity Services Engine (ISE) I%, G &0 TEF 2772, A, VA VYL ABL O —F /L 7T _X—k vk
U—27 (VPN) 778 2% FH T DA — VAL T RIZ L 2 —T T4 X K)o — il ¢,

Cisco ISE I%, RADIUS _X—ADH—8L L THN /2130 R — O fER 728 B & H O AR A R LT
BEREL £77, Cisco ISE A DT —F 77 F ¥I2L0, REFRY N —7 22— BLOT NAZADLRGUTIE U T
TEREVT NAALTIUE TELIDNTRVET, BEE L, 0T 7T 4TI F U AO BB ENZE DIE WA E
JHC&%9, Cisco ISE X Cisco Secure Access DEE/ 2 T R— RN TT,

Cisco Secure Access L. 2 NI —7 AL TFGANT I F VITHREINT-EER R NT —F7 TR A arsa—)LéT A
FToTATADIV2—a T, Ya—al WDT R TOA R —R U MR E Y AT LELTHITBH)D
B\ T ARSI FERREE D F RV ) 2 —2a T,

Cisco 74 L X avka—5

F—N—L A Xy NT—7 TIBA arka—)b V) a—a L3870 | Cisco Secure Access Cld, 77 A LAY
TRARA (AT ATV R arba—F708) 3 RO S ET, Web FBEEH O URL UX AL 7ML —
WAZILXT T TAT L ARLE DDA — R —L A TSR ZE S THEREIN TV REE T 7B A T /A A B AR AL
B3I EL,

Cisco Secure Access (. IEEE 802.1X & VLAN Hillffl72 8 DIEHER—ZADT AT T 4T 4B LT T LA/ A
BEHET T URL VX AL I, ARiIfTET 78A a2 ha—/L UAK(AireSpace ACL) , EX =7 ¢ 7 /v—7
27 (SGT) . T /AR T Ty AV AR Web DFEFEY—E A RAF ¥ 3#lli, Ry T —27~DT 7B ARH{LT
JRARGDENAN TSAADAL T TAT L ARGFEEATIE AV TS ZEH (MDM) DR FAU A —LDfEE
708 EBICELDEERT AT T 4T 4B L O HEEL I 2 TV ET,
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REVTHCADEMH (AR CIISCIO .

—DI=_aT7ILIZTDOT

WDIETIE, Cisco® TAYL A LAN 22 ha—F (WLC) DILHR EICHOWTIRHALET, 2O REIT. T
RTCOYABREE T TEDLAN 77774 AL TIRESNTEBY, EOBAFATZRINL TH, EADEDE,
Py, —BLUEHTEET,

RORIE, 2 R—=FbDERNRLAT UM RLES ., 77 8AVLAN (3 2 25V ET, EXE2—FHD
ACCESS VLAN &, Ak —H% H® GUEST VLAN T4, ZORF2AMIIL BYOD, IRAF ¥ THEAA S, 7
077 AV 772 E D ISE ORI — R EITEFNTWVERAN, DHEIN TWAR EIZZOLHI R EBNED UL T
TWET,

1aviR—3ok

ISE Directory/DNS/
10.1.200.11 DHCP
10.1.200.12 10.1.200.10

VLAN 200 AN N
- ®
e == K
\-/ £ ‘; L
fﬁ > : 2 4
e X Cam
== - N
k& Lightweight AP I\ "\-——5.,
, \ | 23
‘OPEN’ SSID VLAN ID Name
VLAN 60

10 ACCESS
50 GUEST

Cisco WLC 4
10.1.60.61

fHFIZIT, J/DROE T Car’— 7R RXR—ANCTEHHEFNHYVET, £7-. FlexConnect E—R~ WLAN/AP 3
FOHET7— R TERESNT- WLAN [CBL#ET B MR ELTERICHET,
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AR E

AR TE

ZDO&7ar T, CLI R—ADE Y — Va2 HLT-, WLC OHIH 7 — AN 7 2R ET,

1. VHMBE
73y &
BYRA LB —T A AD P 10.1.60.61

(Management Interface IP)

EEA LB —T 2 AAD~RY
(Management Interface Mask)

BHA LA —T 2 A ADT— T A

(Management Interface Gateway)

EHAL A —T = AAD VLAN ID
(Management Interface VLAN ID)

EHALH—T 2 AADR— N
(Management Interface Port
Number)

'f}ilu\b‘ }‘ '7 I/r IP (Vlrtual
Gateway IP)

FEEYT4/RE 7 /V—T4
(Mobility/RF Group Name)
NTP $—/3® IP (NTP Server IP)

255.255.255.0

10.1.60.1

0(H#7721L)

192.0.2.1

A4 (Main)

10.1.60.1

IR E I EFRIRR E DZRWHT L WLC 12 S vE 9, ISE B DR E & EEF DR E &2 F-> WLC (2B
AL (2 v e —FRE v R E T,

FIE 1 WLC Oz — )b IR— M9 50>, vWLC ORI Y — VAL Ed, IROBREEZS LT,
WLC D7 —hARNT 7 H{TUWVET,

(Cisco Controller)

Welcome to the Cisco Wizard Configuration Tool
Use the '-' character to backup

Would you like to terminate autoinstall? [yes]:yes

AUTO-INSTALL: process terminated -- no configuration loaded
System Name [Cisco 91:e2:64] (31 characters max):

Enter Administrative User Name (24 characters max): admin
Enter Administrative Password (3 to 24 characters): **xk*xkkx
Re-enter Administrative Password T o kkkkkkkk

Cisco Systems © 2016
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FIE 2

Service Interface IP Address Configuration [static] [DHCP]:dhcp
Enable Link Aggregation (LAG) [yes][NO]: no

Management Interface IP Address: 10.1.60.61

Management Interface Netmask: 255.255.255.0

Management Interface Default Router: 10.1.60.1

Management Interface VLAN Identifier (0 = untagged): 0
Management Interface Port Num [1 to 8]: 1

Management Interface DHCP Server IP Address: 10.1.100.100
Virtual Gateway IP Address: 192.0.2.1

Mobility/RF Group Name: Main

Network Name (SSID): EXAMPLE

Configure DHCP Bridging Mode [yes][NO]: no

Allow Static IP Addresses [YES] [no]: no

Configure a RADIUS Server now? [YES][no]: no

Warning! The default WLAN security policy requires a RADIUS server.

Please see documentation for more details.

Enter Country Code list (enter 'help' for a list of countries) [US]:us

Enable 802.11b Network [YES][no]: yes
Enable 802.1la Network [YES][no]: yes
Enable 802.11g Network [YES][no]: yes
Enable Auto-RF [YES] [no]: yes

Configure a NTP server now? [YES][no]: yes
Enter the NTP server's IP address: 10.1.60.1
Enter a polling interval between 3600 and 604800 secs: 3600

Configuration correct? If yes, system will save it and reset.[yes] [NO]: yes

Cisco WLC DARAES —R 7 =A TRV A% 192.02.1 IZEXETHIEAHEREL 9, i T257FL AT, K
A =2 VAT L (DNS) Ty 7 SND5EREMN A4 (FQDN) 2L L 723V —7 v R 1P
\ZTDMENRHYET, 20 FQDN/IP 7RV A%, CA IZ& > CTAERSNIZFEH BN T 208503 HY
F7, ZOREICED, 2 —H N WLC ORBT — T =AIZVX AL 7 ST X [FEEA (G & E
A (untrusted certificate) | DTT7 —NFRIL<20ET,

WLC DUty MRIZ, WLC DIRV DR EEZATWET, ZOHARTIE, LD E72 a2 GUI & CLI
N—ZADFRENM T LSS N TNET,

T WIEE ISR E SN2 TEXAMPLE | S W) 4 RiTD SSID X2 DO AR TlidfE S A, WLC DY
T MRICIRDa~ L RE T TTHZETHIFRCEET,

(WLC) >config wlan delete 1
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RENT HERDRMAAK Lisi UL

avkA—5 2V 74¥FaL—33>

ZOEBZ A TlE, Ay b —F B E T AR EICOWTIHRWET, 2T, T RRAU T A
DAL HE—=T 2 AAZABIONVLAN OFREE, 7 a— L a ha—JRENGEFINLET,

xK2. AVE—TIAADHRE

AT av x5 7R
[AoP—T AR ACCESS GUEST
(Interface Name) |

VLAN ID (Admin. 10 50

VLAN ID)

5 AF3v7 1P 10.1.10.61 10.1.50.61
(Dynamic IP)

YT Xk R 255.255.255.0 255.255.255.0
r—hky A 10.1.10.1 10.1.50.1
DHCP #—/% 10.1.200.10 10.1.200.10
(DHCP Server)

[R—h (Port) ] 1 1

FIE3 HF AT A F—TxoAREFHELET, GUI DAL, [Z2hr—F (Controller) ] > [ ¥ —T7 =A
A (Interfaces) | IZBEIL £,

(WLC) >config interface create ACCESS 10
(WLC) >config interface create GUEST 50

FIE4  ETHERLIEZEZATIVI A F—T oA ADOYFR — BN Y CTEd, ZOFITIE, T TDOA L Z—
T A ANRE U ERA L A —T oA AZEN YL THN, MU F o 7 2R HLET,

(WLC) >config interface port ACCESS 1
(WLC) >config interface port GUEST 1

FIE5 A H—TxAAZIP TRLAZHRELET,

(WLC) >config interface address dynamic-interface ACCESS 10.1.10.61 255.255.255.0 10.1.10.1
(WLC) >config interface address dynamic-interface GUEST 10.1.50.61 255.255.255.0 10.1.50.1

FIE6 —Y (¥ —T=AAHD DHCP —ZRELET,

(WLC) >config interface dhcp dynamic-interface ACCESS primary 10.1.200.10
(WLC) >config interface dhcp dynamic-interface GUEST primary 10.1.200.10

Cisco Systems © 2016 TR=D
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FIR7

FIF 8

DHCP 7'm %/ a—/ UL, /L—% D SVI Z{# LT DHCP k% DHCP ¥— N\ ZHR1%
LE7, GUI AR, [ he—F (Controller)] - [FEMIE% & (Advanced) ] © [DHCP] ([Z&#EIL £9,

(WLC) >config dhcp proxy disable

JE:DHCP 7' u o NN T 7> CWD A WLC X DHCP k%A B LE 35/ —2IZ7 Uy L
F9, BFICALE S H/—421E, DHCP $— XD ip helper-address | 2 HL TR EL., 777 AU
D7=®HD ISEPSN /—RELTRETHILERHVET, WLC T /314 &2 —[X ISE @ DHCP J& %
R CEET DS, DHCP A7 v ar O Jgie 8 O DHCP BIEIIRELET, EiICfiE T 5
N—F % EL T DHCP B3Rk % ISE /—RIZHRE T HZE T ISE (X7 a7 7 AUV 7 D= DiEIND
DHCP fE#ZINETHIENTEET,

(F7vay) @k SSID ZEHMEEA AL T, 7 =7 /L SSID A D7=DIZH72% SSID 725D
Apple T XA ADERIZHIGLET, GUI DAL, [ Fr—7 (Controller) | = [4f% (General) ] (2
BENLE£9,

(WLC) >config network fast-ssid-change enable

ok —F FCEE SSID ZHENEINIR o TNAEXIL, 7947 M3 SSID B TR EITAZe0
TEET, II9AT IR SSID OFLWT Voo — gl Zkg 458, arta—o0mET—7
NDIFTAT N NIRRT T ERTHE, HLW SSID (Z7T7A T MBS £, 53 SSID £ #
DD LX|T, A b —F 13— E DBEIERF R FIE L7218 T FA4T 2 MIH LU SSID ~D B E 25T
w3578, 727V SSID BYOD A THO 22— I/ AR AN HFET,

X TARE

ZDOEBIIa Tk, RADIUS — 32 ACL 25 1p, B 2T (BEOK EIC OV TV ET, RADIUS H—
13 BEf£D RADIUS % E%x FEXL2NIII211 L 12O ID EAFEHLET,

FIE 9

RADIUS FREF ) — _ZAER L £, ZOF Tk, 2 2D ISE /—F, 10.1.200.11 & 10.1.200.12 23&% 0 %
T, CoA DHNIIe>TED, FALT TN S ICEESNTOET (T 74/VMNE 2 ), RADIUS (2
4:67‘/\/])X”é;£$ iﬁ jJ foe’)fi)@\ \_ﬂ%@ RADIUS H— 3| iZ‘/}‘U‘—y Jﬁ'&mupﬁﬁﬁﬁ(?
GUI 3 EDHAE, [EF¥ =7 1 (Security) | 2 [AAA] = [RADIUS] > [&IE (Authentication) | = [#7
Hi- (New) | IZBBEHILET,

WLC
WLC
WLC
WLC
WLC
WLC

>config radius auth add 11 10.1.200.11 1812 ascii ISEc0ld
>config radius auth disable 11

>config radius auth management 11 disable

>config radius auth retransmit-timeout 11 5

>config radius auth rfc3576 enable 11

>config radius auth enable 11

WLC
WLC
WLC
WLC
WLC
WLC

>config radius auth add 12 10.1.200.12 1812 ascii ISEc01ld
>config radius auth disable 12

>config radius auth management 12 disable

>config radius auth retransmit-timeout 12 5

>config radius auth rfc3576 enable 12

>config radius auth enable 12
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FIE 10

FIIE 11

FIIE 12

FIE 13

FIiE 14

(A7 a2) Calling-Station-ID 74— /LR TE(F 41D MAC 7RV ADTERN ISE &— BT 52 L4
BLET, ZHUXT 7AH VRO ETT,

(WLC) >config radius auth mac-delimiter hyphen

(7 ar) BNt E%# L T RADIUS Called-Station-ID BIHDOERAR ELET, T 74/ MER
< APMAC:SSID T9, ZOBMHEDOA T T a 13, WLC 2—RD/N\—V a0k > TRV ES, 2D
T4—VRIE, TURKRA N CHIHREREIC BT DTz AP nr—val AFEREEA LT, v —yay
NR—2ADFREE BT DD HSNET,

(WLC) >config radius callStationIdType ap-macaddr-ssid

2T WiFi O =AHIEAERH Lo RRA Vs b — a2 125 MSE 24— arfiad
VAR

RADIUS 74—/ 3y T—REBREL T, AL TN RATEEIITTA <Y ISE /—FMEEhD
JOITLET, ZOF T2 ar BRWGE . 7A=Y = "\BF U TA RS THE 2 B —/ E2TH
3P —\MERSNET, GUI DA [£F 27 1 (Security) ] > [AAA] > [RADIUS] > [74+—/V
X7 (Fallback) | IZRBEIL £7°,

(WLC) >config radius fallback-test username RADIUS-TEST
(WLC) >config radius fallback-test mode active

T IT AT %8R9 5L, Cisco WLC 1M ATREZR /N7 7o =i b KDAR MBS NBAL 235>
P —RADEIFEFITLET, Y — BN T 572012, RADIUS 7 —7 Ayt —I %L T, FE
TITATEL T —IZIN TN =BG TA N RS TONDNEINEERNHIBILE T, b
2—7X, TXTOT 774772 RADIUS ZRICK LT, T X_XCOIET 7747 — "Z AL ET,
N7 BT—REEIRT 5L, Cisco WLC 1IANERD T 00— Ayt —%f W3, i aTREZ Ny
T 7 =SB IRV MBS NANL 2 FF O — S~ IR A FATLET, 2 he—F1%, LIZH<DM
T VT AT I RCOYP—"ZHEIL , # T RADIUS Ayt —T O EE N MBI oL E TR T
LET,

(F T a )OI, 77747 F—R 74— N\ IDOEEOTa—7MEE-IT vy 7 =—R
T A= DGEDIET 7T 4 7RI ELET, 7 7 4/VME 300 2T,

(WLC) >config radius fallback-test mode interval 300

RADIUS 77 L7 T x— )L A — " — A= X LA L T, RADIUS — N5 —TF v REL
TV —F 7SN IHIILET,

(WLC) >config radius aggressive-failover disable
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FIg 15

FIig 16

H:WLC TY 7 Lyi 7 7x— VA — =N A N> TOD5GE . WLC 1T AAA — % TG
BIL 1L T —7 3T AIITBRENC T 7Ly v 720 ET, ZOMREZ BN LR WEIE O 1 D13,
AV MEZEEZRTEL TCWDEGA BEEDITAT LV MZD I AAA B — R "PIRE L2 5 [ REMEDR DD
f:?sb'fﬁ“ Fo. ANRREAEEZFFOMOE RN T AT N :ﬁiﬁﬁ%?ﬁr%a%@i% WLC [ZZD

BH AAA —RERERL I BIOTHERE TJJ:J ELTY—7 3R REMENHVET, ZO R EE R
ﬁ“é L. Ty T T e— LA — R —ERE A N I U E T, ;O)*}%Hb E2hZ L7354 . RADIUS
P INBDIREDZAFIT 3 [E@rfﬁfﬁ%ﬁﬁlbf:774’7‘/l\iﬁi?)é%é\&:@?f\ arha—F RO AAA
P T == LA — R —LFEJ,

RADIUS 7HDV T4 7 B —_EER L E 9, GUI DAL, [EX=UT7 1 (Security) ] & [AAA] >
[RADIUS] = [T 47T 427 (Accounting) ] = [Hiil--- (New:--) ] ITBEIL £,

(WLC) >config radius acct add 11 10.1.200.11 1813 ascii ISEc0ld
(WLC) >config radius acct disable 11

(WLC) >config radius acct retransmit-timeout 11 5

(WLC) >config radius acct enable 11

WLC) >config radius acct add 12 10.1.200.12 1813 ascii ISEc01ld

>config radius acct retransmit-timeout 12 5

( )

(WLC) >config radius acct disable 12
( )

( ) >config radius acct enable 12

ACL_WEBAUTH_REDIRECT ACL Z{ERKLET, GUI DA, [EX =2V 7 1 (Security) ] > [77&
A arhma— L UAK(Access Control Lists) ] 2 [7 7t A @2 kha—/ L UAk (Access Control Lists) ] =
CHTHL - (New ) | ICBBENL 9,

(WLC) >config acl delete ACL_WEBAUTH_ REDIRECT

(WLC) >config acl create ACL_WEBAUTH_ REDIRECT

(WLC) >config acl rule add ACL WEBAUTH REDIRECT 1

(WLC) >config acl rule action ACL WEBAUTH REDIRECT 1 permit

(WLC) >config acl rule protocol ACL WEBAUTH REDIRECT 1 6

(WLC) >config acl rule source port range ACL WEBAUTH_REDIRECT 1 0 65535

(WLC) >config acl rule destination address ACL_WEBAUTH_REDIRECT 1 10.1.200.12 255.255.255.255
(WLC) >config acl rule destination port range ACL WEBAUTH REDIRECT 1 8443 8444

(WLC) >config acl rule add ACL WEBAUTH REDIRECT 1

(WLC) >config acl rule action ACL WEBAUTH_ REDIRECT 1 permit

(WLC) >config acl rule protocol ACL_WEBAUTH_REDIRECT 1 6

(WLC) >config acl rule source address ACL_WEBAUTH REDIRECT 1 10.1.200.12 255.255.255.255
(WLC) >config acl rule source port range ACL WEBAUTH REDIRECT 1 8443 8444

(WLC) >config acl rule destination port range ACL WEBAUTH REDIRECT 1 0 65535

WLC) >config acl rule add ACL WEBAUTH REDIRECT 1

WLC) >config acl rule action ACL WEBAUTH REDIRECT 1 permit

WLC) >config acl rule protocol ACL WEBAUTH REDIRECT 1 6

( )
( )
( )
(WLC) >config acl rule source port range ACL_WEBAUTH_REDIRECT 1 0 65535
( )
( )

WLC) >config acl rule destination address ACL WEBAUTH REDIRECT 1 10.1.200.12 255.255.255.255
WLC) >config acl rule destination port range ACL WEBAUTH_REDIRECT 1 8905 8905

WLC) >config acl rule add ACL WEBAUTH REDIRECT 1

WLC) >config acl rule action ACL WEBAUTH REDIRECT 1 permit

WLC) >config acl rule protocol ACL WEBAUTH REDIRECT 1 6

( )
( )
( )
(WLC) >config acl rule source address ACL WEBAUTH REDIRECT 1 10.1.200.12 255.255.255.255
( )
( )

WLC) >config acl rule source port range XCL_WEBAETH_REDIRECT 1 8905 8905
WLC) >config acl rule destination port range ACL WEBAUTH REDIRECT 1 0 65535
WLC) >config acl rule add ACL_WEBAUTH_ REDIRECT 1

WLC) >config acl rule action ACL WEBAUTH REDIRECT 1 permit

( )

( ) | |

(WLC) >config acl rule protocol ACL_WEBAUTH_REDIRECT 1 6

( ) >config acl rule source port range ACL WEBAUTH REDIRECT 1 0 65535
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WLC) >config acl rule destination address ACL WEBAUTH REDIRECT 1 10.1.200.11 255.255.255.255
WLC) >config acl rule destination port range ACL WEBAUTH REDIRECT 1 8443 8444
(WLC) >config acl rule add ACL WEBAUTH REDIRECT 1
(WLC) >config acl rule action ACL WEBAUTH_REDIRECT 1 permit
(WLC) >config acl rule protocol ACL_WEBAUTH_REDIRECT 1 6
(WLC) >config acl rule source address ACL_WEBAUTH_REDIRECT 1 10.1.200.11 255.255.255.255
(WLC) >config acl rule source port range ACL WEBAUTH REDIRECT 1 8443 8444
(WLC) >config acl rule destination port range ACL_WEBAUTH REDIRECT 1 0 65535
(WLC) >config acl rule add ACL WEBAUTH REDIRECT 1
(WLC) >config acl rule action ACL WEBAUTH REDIRECT 1 permit
(WLC) >config acl rule protocol ACL_WEBAUTH_REDIRECT 1 6
(WLC) >config acl rule source port range ACL WEBAUTH REDIRECT 1 0 65535
(WLC) >config acl rule destination address ACL_WEBAUTH REDIRECT 1 10.1.200.11 255.255.255.255
(WLC) >config acl rule destination port range ACL_WEBAUTH REDIRECT 1 8905 8905
(WLC) >config acl rule add ACL WEBAUTH REDIRECT 1
(WLC) >config acl rule action ACL WEBAUTH REDIRECT 1 permit
(WLC) >config acl rule protocol ACL_WEBAUTH REDIRECT 1 6
(WLC) >config acl rule source address ACL WEBAUTH REDIRECT 1 10.1.200.11 255.255.255.255
(WLC) >config acl rule source port range ACL _WEBAUTH REDIRECT 1 8905 8905
(WLC) >config acl rule destination port range ACL_WEBAUTH REDIRECT 1 0 65535
(WLC) >config acl rule add ACL WEBAUTH REDIRECT 1
(WLC) >config acl rule action ACL WEBAUTH_REDIRECT 1 permit
(WLC) >config acl rule protocol ACL_WEBAUTH REDIRECT 1 17
(WLC) >config acl rule source port range ACL WEBAUTH_REDIRECT 1 0 65535
(WLC) >config acl rule destination port range ACL | WEBAUTH REDIRECT 1 53 53
(WLC) >config acl rule add ACL_WEBAUTH_REDIRECT 1
(WLC) >config acl rule action ACL WEBAUTH_REDIRECT 1 permit
(WLC) >config acl rule protocol ACL WEBAUTH REDIRECT 1 17
(WLC) >config acl rule source port range ACL WEBAUTH_REDIRECT 1 53 53
(WLC) >config acl rule destination port range ACL_WEBAUTH_BEDIRECT 1 0 65535
FIR17 FT7ar) IS E T DNS ACL =M aUZ AL 7k ACLIIZIBINTEE T, ZHIZED, = RRA
VR NSP 7'rEAH1Z Google Play ARNT (2T 7 BATEAHIHIT/RDET,
(WLC) >config acl url-domain add play.google.com ACL WEBAUTH_ REDIRECT
(WLC) >config acl url-domain add android.clients.google.com ACL WEBAUTH REDIRECT
(WLC) >config acl url-domain add www.googleapis.com ACL WEBAUTH REDIRECT
(WLC) >config acl url-domain add ggpht.com ACL WEBAUTH_] REDIRECT
(WLC) >config acl url-domain add android.pool. ntp org ACL WEBAUTH_REDIRECT
(WLC) >config acl url-domain add market.android.com ACL_WEBAUTH_REDIRECT
(WLC) >config acl url-domain add mtalk.google.com ACL_WEBAUTH_ REDIRECT
(WLC) >config acl url-domain add gvtl.com ACL_WEBAUTH_REDIRECT
o BEFELSN D EFERELAE T D7 T7AT N T A AT T DT KA DIBANDLEET 72

HHEALHVET, IR T 20 DRAS = FMA ACL Z &I Ebnf%i@‘

FIE18 ACLZT —# 7 R|Z

HWHLET,

(WLC)

>config acl apply ACL_WEBAUTH_ REDIRECT

T4 T U MRUZ AL NIREE (POSTURE REQ, CWA, 7747 U 7 ueva=ur7el) DG4,

WLC OF 7 4/VsOEIETIZ DHCP/DNS U DT XTOR T 747 N7 ay7SiuET, (Cisco ISE

MEFAEEND url-redirect-acl AV <7 TN E#15) ACL. WEBAUTH_REDIRECT ACL 2327747
MZiE S, 7747 2 ME ACL THHIZFF RIS TN DY —AIZDO R BFETEET,

Cisco Systems © 2016
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REAT I LRORMHAF DL

FIE19 BLACKHOLE ACL Z1EREL £,

WLC) >config acl delete BLACKHOLE
WLC) >config acl create BLACKHOLE
WLC) >config acl rule add BLACKHOLE 1

>config acl rule action BLACKHOLE 1 permit

WLC) >config acl rule protocol BLACKHOLE 1 6

WLC) >config acl rule source port range BLACKHOLE 1 0 65535

WLC) >config acl rule destination address BLACKHOLE 1 10.1.200.12 255.255.255.255
WLC) >config acl rule destination port range BLACKHOLE 1 8444 8444

WLC) >config acl rule add BLACKHOLE 1

WLC) >config acl rule action BLACKHOLE 1 permit

( )
( )
( ) >config acl rule protocol BLACKHOLE 1 6

(WLC) >config acl rule source address BLACKHOLE 1 10.1.200.12 255.255.255.255
( ) >config acl rule source port range BLACKHOLE 1 8444 8444

( ) >config acl rule destination port range BLACKHOLE 1 0 65535

>config acl rule add BLACKHOLE 1

>config acl rule action BLACKHOLE 1 permit

>config acl rule protocol BLACKHOLE 1 6

>config acl rule source port range BLACKHOLE 1 0 65535

>config acl rule destination address BLACKHOLE 1 10.1.200.11 255.255.255.255
>config acl rule destination port range BLACKHOLE 1 8444 8444

( ) >config acl rule add BLACKHOLE 1

( ) >config acl rule action BLACKHOLE 1 permit

(WLC) >config acl rule protocol BLACKHOLE 1 6

( ) >config acl rule source address BLACKHOLE 1 10.1.200.11 255.255.255.255
( ) >config acl rule source port range BLACKHOLE 1 8444 8444

( ) >config acl rule destination port range BLACKHOLE 1 0 65535

( ) >config acl rule add BLACKHOLE 1

( ) >config acl rule action BLACKHOLE 1 permit

(WLC) >config acl rule protocol BLACKHOLE 1 17

( ) >config acl rule source port range BLACKHOLE 1 0 65535

( ) >config acl rule destination port range BLACKHOLE 1 53 53

( ) >config acl rule add BLACKHOLE 1

( ) >config acl rule action BLACKHOLE 1 permit

(WLC) >config acl rule protocol BLACKHOLE 1 17

( ) >config acl rule source port range BLACKHOLE 1 53 53

( ) >config acl rule destination port range BLACKHOLE 1 0 65535

FIE20 ACL%ZT—% ~RZHEHALET,

(WLC) >config acl apply BLACKHOLE
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WLAN D& 5E

ZORvIvar T, MEEB DT NSAADT-H DX 2T 7 WLAN ([ZBEHEH 355
WLAN BENE £ TCWET, WLAN (%, BEfFD WLAN 3 E%:Liértm\otoa

4, ZOFTIX, 2 5D WLAN & ELE T,

WTHRWET, Ziuix
11E 120 IDfEAEEHLE

e [ISEJIZWLANID 11 ®EF=772 WLAN T, /itEB 77 AL 7L SSID BYOD 71— D7= (i

HEnFEd,
e [OPENJ/Z WLANID 12 A —7>72 WLAN T, AN 77 BADT=
% 3.

TToay X T4 F—Ti
WLAN WLAN

WLAN ID 11 12

WLAN %4, ISE [A—7"

(WLAN Name) (OPEN)]

SSID ISE [A—7

(OPEN)]

A B —T AR ACCESS GUEST

(Interface)

L2 E¥ =2l WPA/WPA2 & MAC 74V HZV
802.1X 27 (MAC

Filtering)

L3 X274 L i

RADIUS 33— 11 BXW 12 11 BXOV12

(RADIUS Auth Server) (11 & 12) (11 & 12)

RADIUS 7 h o 747 | 11 BEON 12 11 BXO12

H—/ X (RADIUS Acct (11 & 12) (11 & 12)

Server)

RADIUS /7w [6%) (Enabled)] | [A%) (Enabled)]

74> (RADIUS

Interim ACCT)

BET 7T —ME g 0 0

(Interim Update Interval)

AAA A —/R—F AR [61%) (Enabled)] | [47%)) (Enabled) ]

TARI ZALT 7R 180 180 ¥

NAC NAC_RADIUS NAC_RADIUS

FORA A B H— DHCP BL W DHCP BL W
HTTP (DHCP & | HTTP (DHCP &
HTTP) HTTP)

(SN ET,
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Fg 21

FIIE 22

FIg 23

FIIE 24

FIE 25

FIIE 26

WLAN ID 11 Z{#H L TISE WLAN Z{EkL 7, GUI D4 1%, [WLAN (WLANSs) ] 2 [FiER
(Create New) ] = [F1T (Go) | IZEENL £7,

(WLC) >config wlan create 11 ISE ISE

PARTCHERR L= A2 —7 = A ATISE | Z WLAN [ZEI0 Y CTE4,

(WLC) >config wlan interface 11 ACCESS

T :WLC I WLAN 2SBINEH TWAEESTE. WPA BLON802.1X TT TIZANZ2>TWET,
PARMZYERR L7= RADIUS FRGEB X O T H T 407 —s3% WLAN [ZE0Y CTE9,

WLC
WLC
WLC
WLC

>config wlan radius_server auth add 11 11
>config wlan radius_server auth add 11 12
>config wlan radius_server acct add 11 11
>config wlan radius_server acct add 11 12

TURKRANDHT T T4 T EFHELET, IROREIL, 8x I—RIZEHAINET,

(WLC) >config wlan radius_server acct interim-update 0 11
(WLC) >config wlan radius_server acct interim-update enable 11

7.6 2—ROLGEIX, FET AV T 7 H I LET, ST TH, WLC (= RARA
VRDEEVT 4 ANRUIDT T4 T R IEELET,

(WLC) >config wlan radius_server acct interim-update disable 11

B FOMOLIRTIDO NN — a0 T,

(WLC) >config wlan radius_server acct interim-update 3600 11
(WLC) >config wlan radius_server acct interim-update enable 11

ISE 750 AuthZ BME%E % 1 ANDE912 WLAN 3% ELE7,

(WLC) >config wlan aaa-override enable 11

(AT 2a) TARN IALT MR ELET,

(WLC) >config wlan usertimeout 180 11
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Fig 27

FIIF 28

FIIE 29

FIig 30

FIIE 31

FIIE 32

FIF 33

FIIE 34

FIIF 35

WLAN @ NAC RADIUS #H %L £,

(WLC) >config wlan nac radius enable 11

http LW dhep DT AR P —E2GMMILET,

(WLC) >config wlan profiling radius all enable 11

¥ =277 WLAN 250 LE T,

(WLC) >config wlan enable 11

WLAN ID 12 Z{# FILC OPEN WLAN Z1EREL £,

(WLC) >config wlan create 12 OPEN OPEN

PARTCAERR UT- A% —7 = A ATGUEST | % WLAN [ZE10 Y TEd,

(WLC) >config wlan interface 12 GUEST

#—7> WLAN @ L2 X 25 4582 LU E9,

(WLC) >config wlan security wpa disable 12

CWA O MAC ZANZV T HINILET,

(WLC) >config wlan mac-filtering enable 12

PARTIZYERL L 7= RADIUS RGERB X O BT 407 H—s3% WLAN [ZEV Y TET,

(WLC) >config wlan radius_server auth add 12 11
(WLC) >config wlan radius_server auth add 12 12
(WLC) >config wlan radius_server acct add 12 11
(WLC) >config wlan radius_server acct add 12 12

TURRAL D RRT AT T4 7 E AR ELET, IROBEL, 8.x T—FITHHSET,

(WLC) >config wlan radius_server acct interim-update 0 12
(WLC) >config wlan radius_server acct interim-update enable 12
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7.6 2—ROLGEIX, FET AV T 7 H I LET, ST TH, WLC (= RARA
VRDEEVT 4 ANRUIDT T T4 T R IEELET,

(WLC) >config wlan radius_server acct interim-update disable 12

B FOMO LRI O NN —2 a0 T4,

(WLC) >config wlan radius_server acct interim-update 3600 12
(WLC) >config wlan radius_server acct interim-update enable 12

FIE36 ISE 50 AuthZ BHEA ST ANDSEIIC WLAN 2% ELET,

(WLC) >config wlan aaa-override enable 12

FIE37T By arOIALT I HRELET,

(WLC) >config wlan session-timeout 12 1800

FIE3B TANNVEAALTIMRELET,

(WLC) >config wlan usertimeout 180 12

FIE39 (F7Tar)d—7 WLAN TR F DD RTA—25RELET,

(WLC) >config wlan chd 12 disable
(WLC) >config wlan ccx AironetIeSupport disable 12
(WLC) >config wlan dhcp_server 12 0.0.0.0 required

FIE40 WLAN O NAC RADIUS ZH % LET,

(WLC) >config wlan nac radius enable 12

FIE41  http BEWN dhep DT SAR B —EHNLET,

(WLC) >config wlan profiling radius all enable 12

FIE42 F—7> WLAN ZHLET,

(WLC) >config wlan enable 12
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BEERTE
ZDOEBIar Tk, BFar b —J0E BB E T AR EIZ OV THRWET, ZIudid, Y77+
T R—2L NARZ BEONHTTPS U AL VDR ENEFNET,

FIE43 X7 T47 K= NAREFHZL T, Apple 7 /3 A% WLAN (ZES#fHF 72 XNy 7T v
TH3= T IUVEBINILET, 2T, WLC DFEEISNIZBICHENIRVET, ZOED GUI
IEHVER A,

(WLC) >config network web-auth captive-bypass enable

FIE44 (CF7ar)8x a—RTHTTPS UFALIREAENILET, GUI DA X, [ 2 (Management) | >
[HTTP-HTTPS] = [HTTPS V4% AL 23 2> (HTTPS Redirection) | = [5%) (Enabled) ] IZBEIL £,

(WLC) >config network web-auth https-redirect enable

HE o b —TFDARBIE 2 AINIEZNTNDEEIZ WLC BN EHZENRNTED Web 3R3EE Y al 236
LIz ERBRE CIIHERS N EE A,

FIR45 BEZRFLET,

(WLC) >save config

FIg46 =2 r—F%2Va—RLT, F¥ T TA47 RN—2 NANRAREEGNILET,

(WLC) >reset system




wlflal ]l
REHTHEADHMA AR DL

T8 A: S TILERTE

8.x O—F%3E1T9 5 WLC HDKE

PLRTONN—2a0 D WLC IO TEIL. % WLAN 3R ED FIZHAPM T T4 VR EERWTCREIL T, L
HID/R =29 O EZDOW T, R 2 AV MDA I arm#B R TLIEE N,

config interface create ACCESS 10

config interface create GUEST 50

config interface port ACCESS 1

config interface port GUEST 1

config interface address dynamic-interface ACCESS 10.1.10.61 255.255.255.0 10.1.10.1
config interface address dynamic-interface GUEST 10.1.50.61 255.255.255.0 10.1.50.1
config interface dhcp dynamic-interface ACCESS primary 10.1.200.10

config interface dhcp dynamic-interface GUEST primary 10.1.200.10

config dhcp proxy disable

config radius auth add 11 10.1.200.11 1812 ascii ISEc01ld
config radius auth disable 11

config radius auth management 11 disable

config radius auth retransmit-timeout 11 5

config radius auth rfc3576 enable 11

config radius auth enable 11

config radius auth add 12 10.1.200.12 1812 ascii ISEc0ld
config radius auth disable 12

config radius auth management 12 disable

config radius auth retransmit-timeout 12 5

config radius auth rfc3576 enable 12

config radius auth enable 12

config radius fallback-test username RADIUS-TEST
config radius fallback-test mode active
config radius aggressive-failover disable

config radius acct add 11 10.1.200.11 1813 ascii ISEc01ld
config radius acct disable 11

config radius acct retransmit-timeout 11 5

config radius acct enable 11

config radius acct add 12 10.1.200.12 1813 ascii ISEc0ld
config radius acct disable 12

config radius acct retransmit-timeout 12 5

config radius acct enable 12

config acl delete ACL WEBAUTH_ REDIRECT

config acl create ACL WEBAUTH REDIRECT

config acl rule add ACL WEBAUTH REDIRECT 1

config acl rule action ACL WEBAUTH REDIRECT 1 permit

config acl rule protocol ACL WEBAUTH REDIRECT 1 6

config acl rule source port range ACL WEBAUTH_REDIRECT 1 0 65535

config acl rule destination address ACL_WEBAUTH_REDIRECT 1 10.1.200.12 255.255.255.255
config acl rule destination port range ACL_WEBAUTH_REDIRECT 1 8443 8444

config acl rule add ACL WEBAUTH_ REDIRECT 1

config acl rule action ACL WEBAUTH REDIRECT 1 permit

config acl rule protocol ACL WEBAUTH REDIRECT 1 6

config acl rule source address ACL_WEBAUTH_REDIRECT 1 10.1.200.12 255.255.255.255
config acl rule source port range ACL WEBAUTH_ REDIRECT 1 8443 8444

config acl rule destination port range ACL WEBAUTH_REDIRECT 1 0 65535

config acl rule add ACL WEBAUTH REDIRECT 1

config acl rule action ACL WEBAUTH REDIRECT 1 permit

config acl rule protocol ACL WEBAUTH REDIRECT 1 6

config acl rule source port range ACL WEBAUTH_REDIRECT 1 0 65535

config acl rule destination address ACL_WEBAUTH_REDIRECT 1 10.1.200.12 255.255.255.255
config acl rule destination port range ACL_WEBAUTH_REDIRECT 1 8905 8905

config acl rule add ACL WEBAUTH REDIRECT 1
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config
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acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
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acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl

rule action ACL WEBAUTH REDIRECT 1 permit

rule protocol ACL WEBAUTH REDIRECT 1 6

rule source address ACL | WEBAUTH REDIRECT 1 10.1.200.12 255.255.255.255
rule source port range ACL_WEBAUTH_REDIRECT 1 8905 8905

rule destination port range ACL_WEBAUTH_REDIRECT 1 0 65535

rule add ACL_WEBAUTH REDIRECT 1

rule action ACL WEBAUTH_REDIRECT 1 permit

rule protocol ACL WEBAUTH REDIRECT 1 6

rule source port range ACL WEBAUTH REDIRECT 1 0 65535

rule destination address ACL_WEBAUTH_REDIRECT 1 10.1.200.11 255.255.255.255
rule destination port range ACL WEBAUTH REDIRECT 1 8443 8444

rule add ACL_WEBAUTH_ REDIRECT 1

rule action ACL WEBAUTH REDIRECT 1 permit

rule protocol ACL WEBAUTH REDIRECT 1 6

rule source address ACL | WEBAUTH REDIRECT 1 10.1.200.11 255.255.255.255
rule source port range ACL_WEBAUTH_REDIRECT 1 8443 8444

rule destination port range ACL WEBAUTH_REDIRECT 1 0 65535

rule add ACL WEBAUTH_ REDIRECT 1

rule action ACL WEBAUTH REDIRECT 1 permit

rule protocol ACL WEBAUTH_REDIRECT 1 6

rule source port range ACL WEBAUTH REDIRECT 1 0 65535

rule destination address ACL_WEBAUTH_REDIRECT 1 10.1.200.11 255.255.255.255
rule destination port range ACL_WEBAUTH_REDIRECT 1 8905 8905

rule add ACL_WEBAUTH_ REDIRECT 1

rule action ACL WEBAUTH REDIRECT 1 permit

rule protocol ACL WEBAUTH REDIRECT 1 6

rule source address ACL | WEBAUTH REDIRECT 1 10.1.200.11 255.255.255.255
rule source port range ACL_WEBAUTH_REDIRECT 1 8905 8905

rule destination port range ACL_WEBAUTH_REDIRECT 1 0 65535

rule add ACL WEBAUTH REDIRECT 1

rule action ACL WEBAUTH REDIRECT 1 permit

rule protocol ACL_WEBAUTH_REDIRECT 1 17

rule source port range ACL WEBAUTH_REDIRECT 1 0 65535

rule destination port range ACL | WEBAUTH REDIRECT 1 53 53

rule add ACL_WEBAUTH REDIRECT 1

rule action ACL WEBAUTH_REDIRECT 1 permit

rule protocol ACL_WEBAUTH_REDIRECT 1 17

rule source port range ACL WEBAUTH_REDIRECT 1 53 53

apply ACL_WEBAUTH REDIRECT

delete BLACKHOLE

create BLACKHOLE

rule add BLACKHOLE 1

rule action BLACKHOLE 1 permit

rule protocol BLACKHOLE 1 6

rule source port range BLACKHOLE 1 0 65535

rule destination address BLACKHOLE 1 10.1.200.12 255.255.255.255
rule destination port range BLACKHOLE 1 8444 8444

rule add BLACKHOLE 1

rule action BLACKHOLE 1 permit

rule protocol BLACKHOLE 1 6

rule source address BLACKHOLE 1 10.1.200.12 255.255.255.255
rule source port range BLACKHOLE 1 8444 8444

rule destination port range BLACKHOLE 1 0 65535

rule add BLACKHOLE 1

rule action BLACKHOLE 1 permit

rule protocol BLACKHOLE 1 6

rule source port range BLACKHOLE 1 0 65535

rule destination address BLACKHOLE 1 10.1.200.11 255.255.255.255
rule destination port range BLACKHOLE 1 8444 8444

rule add BLACKHOLE 1

rule action BLACKHOLE 1 permit

rule protocol BLACKHOLE 1 6

rule source address BLACKHOLE 1 10.1.200.11 255.255.255.255
rule source port range BLACKHOLE 1 8444 8444

rule destination port range BLACKHOLE 1 0 65535

rule add BLACKHOLE 1

rule action BLACKHOLE 1 permit

rule protocol BLACKHOLE 1 17

rule source port range BLACKHOLE 1 0 65535

rule destination port range BLACKHOLE 1 53 53

Cisco Systems © 2016




RELGT IV LADEM@AAF

lllllllli
CiIscCO

config acl rule add BLACKHOLE 1

config acl rule action BLACKHOLE 1 permit

config acl rule protocol BLACKHOLE 1 17

config acl rule source port range BLACKHOLE 1 53 53

config acl rule destination port range BLACKHOLE 1 0 65535
config acl apply BLACKHOLE

config wlan create 11 ISE ISE

config wlan interface 11 ACCESS

config wlan radius_server auth add 11 11

config wlan radius_server auth add 11 12

config wlan radius_server acct add 11 11

config wlan radius_server acct add 11 12

config wlan radius_server acct interim-update 0 11
config wlan radius_server acct interim-update enable 11
config wlan aaa-override enable 11

config wlan usertimeout 180 11

config wlan nac radius enable 11

config wlan profiling radius all enable 11

config wlan enable 11

config wlan create 12 OPEN OPEN

config wlan interface 12 GUEST

config wlan security wpa disable 12

config wlan mac-filtering enable 12

config wlan radius_server auth add 12 11

config wlan radius_server auth add 12 12

config wlan radius_server acct add 12 11

config wlan radius_server acct add 12 12

config wlan radius_server acct interim-update 0 12
config wlan radius_server acct interim-update enable 12
config wlan aaa-override enable 12

config wlan session-timeout 12 1800

config wlan usertimeout 180 12

config wlan chd 12 disable

config wlan ccx AironetIeSupport disable 12

config wlan dhcp_server 12 0.0.0.0 required
config wlan nac radius enable 12

config wlan profiling radius all enable 12

config wlan enable 12

config network web-auth captive-bypass enable

save config
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WLC [Z#EfiE = Cisco 10S RA/YF A3 —Tx A ADERE

description WLC Port 1

switchport trunk encapsulation dotlg
switchport trunk native vlan 60

switchport mode trunk

Cisco I0S XA yF SVI DE&E

interface vlan 10
description ACCESS
ip address 10.1.10.1
ip helper-address 10.
ip helper-address 10.

interface vlan 50
description GUEST
ip address 10.1.50.1
ip helper-address 10.
ip helper-address 10.

255.255.255.0
1.200.10
1.200.11

255.255.255.0
1.200.10
1.200.11
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FlexConnect AP & & T WLAN

LI H-REAP & —REFEIEI TV FlexConnect E—RiX, @ IX7 70 F 474 A TEASNDFE
ED WLAN D7=012 AP B3— )L Ca—W N7 4o 752810 2 5 n301cLEd, 22, U A
YV AR NG T 40T T F T4 AN EHH L2 ENTEET, ZOFREHTIL. FlexConnect 238 %)
(12725 TCu D WLAN [Z U RIRA IR T B IDE, = RIRA NI LAP 72bar ha—7FTO
CAPWAP F VN TRGEZATWET, 72720 | BREEDM T ORI, N7 4o 7T RUAYL R 2
rr—F8% H TlE7e<, LAP 72 —4)0 LAN (2 —huW 280z bt 7, ISE LD#Ea L
FlexConnect &—FR AP (&, WLC v7.5 O AR —hSITWET, 72720, A IR E DR E DB
T9, WLAN BL OV AP @ FlexConnect E—R~DFR EDMIZ, V#4127 ACL § FlexConnect ACL
LU THAERL . FlexConnect 7 /L —7"F7- 13l # D AP [ZF U —R4T 5 0NENHDET,

F7°. ACL_WEBAUTH_REDIRECT #J£U* BLACKHOLE FlexConnect ACL Z1ERkL £7°,

config flexconnect acl create ACL WEBAUTH REDIRECT

config flexconnect acl rule add ACL WEBAUTH REDIRECT 1

config flexconnect acl rule action ACL_WEBAUTH REDIRECT 1 permit

config flexconnect acl rule protocol ACL WEBAUTH REDIRECT 1 6

config flexconnect acl rule source port range ACL WEBAUTH REDIRECT 1 0 65535

config flexconnect acl rule destination address ACL_WEBAUTH_REDIRECT 1 10.1.200.12 255.255.255.255
config flexconnect acl rule destination port range ACL_WEBAUTH_REDIRECT 1 8443 8444

config flexconnect acl rule add ACL_WEBAUTH_REDIRECT 1

config flexconnect acl rule action ACL_WEBAUTH REDIRECT 1 permit

config flexconnect acl rule protocol ACL WEBAUTH REDIRECT 1 6

config flexconnect acl rule source address ACL_WEBAUTH_REDIRECT 1 10.1.200.12 255.255.255.255
config flexconnect acl rule source port range ACL_WEBAUTH_REDIRECT 1 8443 8444

config flexconnect acl rule destination port range ACL WEBAUTH REDIRECT 1 0 65535

config flexconnect acl rule add ACL WEBAUTH REDIRECT 1

config flexconnect acl rule action ACL WEBAUTH REDIRECT 1 permit

config flexconnect acl rule protocol ACL WEBAUTH REDIRECT 1 6

config flexconnect acl rule source port range ACL WEBAUTH REDIRECT 1 0 65535

config flexconnect acl rule destination address ACL_WEBAUTH_REDIRECT 1 10.1.200.12 255.255.255.255
config flexconnect acl rule destination port range ACL WEBAUTH REDIRECT 1 8905 8905

config flexconnect acl rule add ACL_WEBAUTH_REDIRECT 1

config flexconnect acl rule action ACL_WEBAUTH_ REDIRECT 1 permit

config flexconnect acl rule protocol ACL WEBAUTH REDIRECT 1 6

config flexconnect acl rule source address ACL_WEBAUTH_REDIRECT 1 10.1.200.12 255.255.255.255
config flexconnect acl rule source port range ACL_WEBAUTH_REDIRECT 1 8905 8905

config flexconnect acl rule destination port range ACL WEBAUTH REDIRECT 1 0 65535

config flexconnect acl rule add ACL WEBAUTH REDIRECT 1

config flexconnect acl rule action ACL WEBAUTH REDIRECT 1 permit

config flexconnect acl rule protocol ACL WEBAUTH_ REDIRECT 1 6

config flexconnect acl rule source port range ACL_WEBAUTH_REDIRECT 1 0 65535

config flexconnect acl rule destination address ACL_WEBAUTH_REDIRECT 1 10.1.200.11 255.255.255.255
config flexconnect acl rule destination port range ACL_WEBAUTH_REDIRECT 1 8443 8444

config flexconnect acl rule add ACL_WEBAUTH_REDIRECT 1

config flexconnect acl rule action ACL_WEBAUTH REDIRECT 1 permit

config flexconnect acl rule protocol ACL WEBAUTH REDIRECT 1 6

config flexconnect acl rule source address ACL_WEBAUTH_REDIRECT 1 10.1.200.11 255.255.255.255
config flexconnect acl rule source port range ACL_WEBAUTH_REDIRECT 1 8443 8444

config flexconnect acl rule destination port range ACL_WEBAUTH_REDIRECT 1 0 65535

config flexconnect acl rule add ACL WEBAUTH REDIRECT 1

config flexconnect acl rule action ACL_WEBAUTH_ REDIRECT 1 permit

config flexconnect acl rule protocol ACL WEBAUTH_ REDIRECT 1 6

config flexconnect acl rule source port range ACL_WEBAUTH_REDIRECT 1 0 65535

config flexconnect acl rule destination address ACL_WEBAUTH_REDIRECT 1 10.1.200.11 255.255.255.255
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flexconnect
flexconnect
flexconnect
flexconnect
flexconnect
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flexconnect
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flexconnect
flexconnect
flexconnect
flexconnect
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rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule

destination port range ACL WEBAUTH REDIRECT 1 8905 8905
add ACL WEBAUTH REDIRECT 1

action ACL_WEBAUTH_REDIRECT 1 permit

protocol ACL_WEBAUTH_REDIRECT 1 6

source address ACL_WEBAUTH_REDIRECT 1 10.1.200.11 255.255.255.255
source port range ACL_WEBAUTH_REDIRECT 1 8905 8905
destination port range ACL WEBAUTH_REDIRECT 1 0 65535
add ACL WEBAUTH REDIRECT 1

action ACL WEBAUTH REDIRECT 1 permit

protocol ACL_WEBAUTH_REDIRECT 1 17

source port range ACL WEBAUTH REDIRECT 1 0 65535
destination port range ACL WEBAUTH REDIRECT 1 53 53

add ACL WEBAUTH REDIRECT 1

action ACL WEBAUTH REDIRECT 1 permit

protocol ACL_WEBAUTH_REDIRECT 1 17

source port range ACL WEBAUTH REDIRECT 1 53 53

apply ACL WEBAUTH REDIRECT

create BLACKHOLE

rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule

add BLACKHOLE 1

action BLACKHOLE 1 permit

protocol BLACKHOLE 1 6

source port range BLACKHOLE 1 0 65535

destination address BLACKHOLE 1 10.1.200.12 255.255.255.255
destination port range BLACKHOLE 1 8444 8444

add BLACKHOLE 1

action BLACKHOLE 1 permit

protocol BLACKHOLE 1 6

source address BLACKHOLE 1 10.1.200.12 255.255.255.255
source port range BLACKHOLE 1 8444 8444

destination port range BLACKHOLE 1 0 65535

add BLACKHOLE 1

action BLACKHOLE 1 permit

protocol BLACKHOLE 1 6

source port range BLACKHOLE 1 0 65535

destination address BLACKHOLE 1 10.1.200.11 255.255.255.255
destination port range BLACKHOLE 1 8444 8444

add BLACKHOLE 1

action BLACKHOLE 1 permit

protocol BLACKHOLE 1 6

source address BLACKHOLE 1 10.1.200.11 255.255.255.255
source port range BLACKHOLE 1 8444 8444

destination port range BLACKHOLE 1 0 65535

add BLACKHOLE 1

action BLACKHOLE 1 permit

protocol BLACKHOLE 1 17

source port range BLACKHOLE 1 0 65535

destination port range BLACKHOLE 1 53 53

add BLACKHOLE 1

action BLACKHOLE 1 permit

protocol BLACKHOLE 1 17

source port range BLACKHOLE 1 53 53

destination port range BLACKHOLE 1 0 65535

apply BLACKHOLE

YERKL7-#2 1%, FlexConnect AP [ZiBANL F9,

config ap flexconnect policy acl add ACL WEBAUTH REDIRECT AP NAME
config ap flexconnect policy acl add BLACKHOLE AP NAME
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acl
acl

config
config

acl
acl

config
config

create ACL_WEBAUTH_REDIRECT
apply ACL WEBAUTH REDIRECT

create BLACKHOLE
apply BLACKHOLE

BE7>h—&n = WLAN

BEKITEX 2T 420 L T 572012, BENT U — (AKA 7 A b RrU7) %

T47% D

A—hZb
WLAN T RADIUS 77T 4 Y= "N T DM BERHHIEEFRNC EHEITEE T —
ETEET,

LT

=L

HELT, 7 AN WLAN 5

MZ (2D T v H— arha—F\ b RV 7T HZENILBHVET, T, ISE 8 WebAuth T
BRIETT, 72720 TNEEHES AT E DR ENMLE T, 2t 7o h— arba—7

R ENTER
OPEN WLAN N7 U 1 —STWAIEEHiEELTZ, 7o — arha—FTOHD WLAN i E DB %7K

config wlan
config wlan
config wlan
config wlan
config wlan
config wlan
config wlan
config wlan
config wlan
config wlan
config wlan
config wlan
config wlan
config wlan
config wlan
config wlan

create 12 OPEN OPEN

interface 12 GUEST

security wpa disable 12
mac-filtering enable 12
radius_server auth disable 12
radius_server acct disable 12
radius_server acct interim-update disable 12
aaa-override enable 12
session-timeout 12 1800
usertimeout 180 12

chd 12 disable

ccx AironetIeSupport disable 12
dhcp_server 12 0.0.0.0 required
nac radius enable 12

profiling radius all enable 12
enable 12

EE:HIOFITIX RADIUS
B =X THHESNZ ISE Dy a il 45 ACL 4 2% ELET, 7o hh— arvia—7

RIEDNEIN I TWET R, 7o h— arha—J13E VT4 Ayb—T Ok~

RIEIVF AL

K ACL &0 T, AMfar ha—F 1l Lo TR EN =& I — By a Al TEAIITTAZEN N
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