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Part 1 — Installing and Configuring Cisco Identity Services Engine (ISE)
and Wireless Controller (WLC)

Install Cisco Identity Services

Engine on VMWare Configure WLC Basics
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Connect WLC to Your
Install ISE Patch Network
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Part 1 — Installing and Configuring Cisco Identity Services Engine (ISE)
and Wireless Controller (WLC)

Install Cisco Identity Services “

Engine on VMWare

Deploy ISE OVA

Create Your Wireless

Connect WLC to Your

Install ISE Patch
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ESX(i) BREilZ ISE OVA 28 AT D12, RO FNEIZIENET,

FIE1  VMware vSphere 77 A7 ML BiL £,

FIE2 VMware "RAMIRZ A LET,

FI/3  VMware vSphere 77 A7 Mo [77A /1 (File) ] > [OVF 72 7L —hD3iE A (Deploy OVF Template) | %138
RLUFET,

¥FIE 4 [Z M (Browse) | 27Uy 27 LT OVA 7> 7L —rai@R L, [k~ (Next) | 27U 7L %7,

FIES [OVF 7> 7L —hit#ll (OVF Template Details) | ~<— OFEIA MR L. [~ (Next) ] 27V 7L ET,

FIE6  —EITERNTAOIRB~T U OARITE [4RTE R — a2 (Name and Location) | ~<— 2 AL, [IK
~(Next) ] #2727 L%E7,

FIE7 OVAZBANT DT —FARNT Z#RL £ T,

FIE8 [T 4AY74—~vh(Disk Format)] X— D [ w77 vt Ya=7% (Thick Provision) | 7'~ ar RH¥ %
Uo7, [Ik~(Next)] #27Vv 7 LET,

o CiscoISE %, v/ Fubeva=y by Iaeya= oGy R— £, 72720, N7 4 —
VU RERMODICOIIT Y TaeVa = T EERIRT LA B LET, v Tueva= T hi®
RUTG AR A OT A AZYLIRFNZ, IV EL DT AAIEIRD NI 2T T TV —R oI T >
LI, T YT aX T E OBEITEN A ENHVET,

& [LAY—TFu (Lazy Zeroed) ] 2> [-f—H —Er (Bager Zeroed) | IR T 2L F RSN 725 [L AV —F 1 (Lazy
Zeroed) | ZIRINL £7°,

FIE9 [58 T %fiH (Ready to Complete) | ~X— DIF M Z MR L £7,
FIE10 [EARITEIEA 12T % (Power on after deployment) | = 7Ry 7 A4 AZLET,
FIFE1M [# 7T (Finish)] 227V 27LFET,

ISE Dty r 7Y T DEST
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localhost login: setup

Press 'Ctrl-C' to abort setup
Enter hostname[]: ise

Enter IP address[]: 10.1.100.22
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Enter IP default netmask[]: 255.255.255.0
Enter IP default gateway[]: 10.1.100.1
Enter default DNS domain[]: yourdomain.com
Enter primary nameserver[]: 172.16.168.183

Add/Edit another nameserver? Y/N : n
Enter primary NTP server|[time.nist.gov]:
Add/Edit secondary NTP server? Y/N : n
Enter system timezone[UTC]

Enter username [admin] :

Enter password:

Enter password again:

Bringing up network interface...

Pinging the gateway...

Pinging the primary nameserver...

Do not use 'Ctrl-C' from this point on...
Appliance is configured
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FIE 3
FIE 4

FIE 5

ISE ®%& B Ul (http://iseapaddress) |20 7 A LE T,

[& ¥ (Administration) | > [Z*A7 A (System) | > [AL-7 ) A (Maintenance) ] > [\ & £ (Patch
Management) | > [-{ > Ah—/L (Install) ] DIEIZER L F5,

[ (Browse) | #2727 Cisco.com HHA 7 m—RL7o/ Ry FEIRINLFT,

[ AN— L (Install) | 27V 27 L TNy F A AN—/LLET,

o RNyFDALAN—IVINGET 35, Cisco ISE HHEIZE TUNSILET, BRI A TE5HL9
2RO E T OB HVET,
HE T A A= L OHEITH | [73y T & B (Patch Management) | X— EORERED) L TEx5D1%
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[/XF DA A—/)L (Patch Installation) | ~<— IR HIZIE, [& B (Administration) ] > [ AT A
(System) | > [ A7 F> A (Maintenance) | > [>T & BE (Patch Management) ] DJIRIZEE L £,

ISE O/ F OFERINZ DT, [Cisco ISE 2.0 Administration Guidel]® I'Installing a Software Patch | DIH%
ZIRL TSN
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e WLAN 5H BV v 7 IZOWTOE T A [FE3E]
e (Cisco WLAN JVJ—X J—] [958

X 4 |[2FrENb7a— XX, WLC OIARZFRETHRRICHEA T/ a R R~ ET,

Part 1 — Installing and Configuring Cisco Identity Services Engine (ISE)
and Wireless Controller (WLC)

Install Cisco Identity Services
Configure WLC Basics

p Network
Install ISE Patch Network

4 /38—~ 170—-WLC OEARETF



https://www.youtube.com/watch?v=nGFH38peF-w
http://www.cisco.com/c/en/us/td/docs/wireless/controller/release/notes/crn76mr02.html#pgfId-1142625
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WLC A S
LA TAV LA F AN —EREREK T AT R TCOaLR— R N8 T AR, 7. T HOTY 7 (a3

Ea—4) & WLC M O@BIEEMESLTHMENHVET, &I Ty 7 vy 7 'E WLC BO@E AL T 5, N—RU =7
DEIRT T eI TR 2T DAL A=)V FNEZSE T TEXHIONTRDET,

ayvhca—50twyh7yvS
WLC ([ZH:fe 3 A1213, RO FIEEFEITLET,
FIE1 57 TS0, BERATY by 7% WLC OR—h 2 |28 L £9,

WLC - 192.168.1.1

5 WLC ~DSv T by T DR

o Iy T hy IV T Hv 192.168.1.0/24 75 IP TRL AZEASL £,
FIFE2 Web 77UV EBE, WLC B b7 v U4 —RIZIT7 72 AT5HI1201%, 1192.168.1.1 ] EAJLET,
o 6 IR T XIIT, WLC OEH2—Y AL H—T oA ANFRINFET,
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stheth Cisco 2500 Series Wireless Controlier

United States (US) j
&Teme  04/03/2015 8 uzz

Pacific Time (US and Canada) j

{TP Server | 10.1.100.10

10.1.100.42
k  255.255.255.0

10.1.100.1

FIE 3
2B TLTIEEN,
J4—ILE

2 AT L% (System Name)

6 arO—SDEYLTYT

g a—FEE T A DOIL T oy VR AN UET, [BE | OE TR T UL HETRETF v 7Y AN

£23r0—5 J4—ILRDERTE

B7LL]
WLC Y RTF L%

FHFIVIIALNDIEEES 1

[E (Country)

REDEDEH

B &l (Date & time)

WA B+ &FFZ)

B4 L J—> (Timezone)

FRYTEOY AZa—mbRA LY —VEBERLES,

NTP 4 —/X(NTP Server)

NTP 4—/3® IP 7FL R

FHFIvIIRADIEEES 8

&I IP 7KL R (Management
IP Address)

DAVYLR avrO—Z%EE I 50D IP PELR
FHFIVIIALNDIEEES 2
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HJHwk T X4 (Subnet WLC OHTRyk IRY
Mask)

FHIFIvIIRADIEEES 2

TIHILE 5—kxA (Default | WLC DT I+ILk ¥ —koxA

Gateway)

BRFIVVIACDIERES 2
EERYL,T—2 VLAN FEARY,T—2 VLAN
(Management Network
VLAN) BHFVIURLDIEBEEES 11

FIE4  [R~Next)] 27Uy TRATLET,
o WIT, UAYLA RN =72 T D0 BN DD ET,

DAY LR RYET—IDER

FIE5 [EEEHARYIY—727 (Employee Network) | Zi®HUEER T HI121E, [X] 22U/ L ET,

B R (N2 —Y) DU A YL R dotlx Ry b —Z DR EIZHOWTIE, TOHTARTITROHF O EE A,
FIE6 7R TEAIT, [F ARy RT —7 (Guest Network) | DREDF =/ ~—20% 7007 L E7,

w | Wisb Consent j

~Nerwe VLAN- j
10.1.50.2
k| I55.255.255.0
¢ | 101501
ANID | 50

774V LR Ry T—IDYERL
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FIg7
FIF 8

F3TAVLR YT —9 J4—ILEDER

Tk —% % (Network
Name)

TRANADTAYLR 2yhT—2(SSID)
ERFvIIANDIREES 4

tz3a1) 7+ (Security) RFOyTE DY AZa—IZRFRENBZFToavhn, &
Fal)T4 2147 [Web TOREE (Web Consent)] %:E
RLET .
H:WPA TIX ISE FANIV AR —hSivE
A,

VLAN ROuFH ™YY AZa—I2RFTENEF T avns,

VLAN [#7LLY VLAN (New VLAN)] Z8IRLEY .

VLAN IP 7RL X (VLAN IP
Address)

TR 2T —=OD IP FTRLR
ERFVIIRNDIEEES 6

VLAN 4Tyt ¥R (VLAN
Subnet Mask)

VLAN Q% TRybk RRID IP PRLR

EHFVIIRNDIEEES 6

VLAN T4k F—koxA
(VLAN Default Gateway)

TIHILE F—b9zA4D IP PRLR

EHRFIVIIANDEEES 6

VLAN ID({EE)

VLAN @ ID(FE, BBV —VZ&ERTHEEE
FE)

FHFVIIALNDIEEES 5

DHCP H#—/\ 7KL X (DHCP
Server Address)

DHCP #—/\® IP 7KL X
FHFVIIALNDIEEES 3

(HERET v 7 VAN THELE, RERERZANLET,

[k~ (Next) ] 2V 2 L CRATLET,

o MERBHIISF RSN WLC OZE 258 450 E 9 RSN ET, [OK] 22V v 7§ 5L AT AR
HEEh Tz EmSNET,
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ZYRI—HAD WLC DS
AREBIZHEHIN TCODBU T UL LR TEIZOWNWTEBIZITHIEN-72L7-012, K 8 DRl EL X0,

ISE - 10.1.100.22 WLC —10.1.100.42

ISE on ESX

—

Access Point

8 FARO T

8 ™ Cisco 3560G AA>F %, AT R TCOaLR—R U L CWET, Ay TF DT X TOR—IMT
VLAN 100 ~DT7 7B AR ESINET, 7272L. R —b 10 -T2 7 R—he L TRETHMLERZHDET,

AZAF DR EDFEMZOWNTLIMFER A : UA Y L ADERR | #S L TTZE,
HE:WLC OFEELEN% ., & FEEEIT VLAN 100 (£41]:10.1.100.42) ECTEEIL . &) IP 7R R H TIZSE LR
9,

FIIE 1 WLC OR—F 2 OEBRHADT T vy T, AT OR—M 1 128 LET,
FIE2 WLCOR—FI %2 AATF DI 7 R—F10 IHHLET, AT DRI 7 R—RNIL, arte—o%
BHLT AN TR AZHRAET 272012, B H VLAN (100) BL OV AR VLAN (50) 2 & D5 0LBENHYF T,

o PLPCAEMALT, B WLCIZTZEATXALH2720ET, (5 : hitps://10.1.100.42) .

FIE3 = —TDOTIEBEARAMEHHO RN — 2% ELET,
TIBARA R ET DX, VAPV R arbo—F% 3T AI0C RN — I 2R ELET, Ry kT —7
IR A T T a RIEDFEMICOWTIL, YA VYL A3 b —90~=a7 VEaS R TTEE0,

http://www.cisco.com/c/en/us/td/docs/wireless/controller/8-0/configuration-
guide/b _cg80/b_cg80 chapter 01100101.htmI#ID302



https://10.1.100.42/
http://www.cisco.com/c/en/us/td/docs/wireless/controller/8-0/configuration-guide/b_cg80/b_cg80_chapter_01100101.html#ID302
http://www.cisco.com/c/en/us/td/docs/wireless/controller/8-0/configuration-guide/b_cg80/b_cg80_chapter_01100101.html#ID302

X7 FORRERBRTHN\VY—HAF V)— CIsco.

FIFE4 AN BERINA T v al BRELE . R—F 81T 78R RAV MR LET,
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N7 YT 4P —FTREIhT-WLC KLU ISED
AR E

WLC & ISE DFEARA L AR— /LBy v Ty 7T NET L, BREDFKV D7 B ATFEIZIL 2 DOA T ar BV ET,

HELES DS, 20X 20 E AL T 5728 D ISE 2.0 VA YL A AN By b7y P —REfHT52L T,
T4 —RIE, 0S X BL Windows THEITSNET, MERT AN 70 —D VAT LEEREL CRIET DD E
WEERSNET,

HENCT AP —R X T a—RTA0NENHDET, £ TRWEEAIL, Cisco ISE X7 n—K VIR =T InbE T
o—RLUET,



https://software.cisco.com/download/release.html?mdfid=283801620&flowid=26081&softwareid=283802505&release=2.0&relind=AVAILABLE&rellifecycle=&reltype=latest

sl bl ]l
X277 FORRERRTSH/\IY—HAK D1)— CIISCIO.

TP —REFERALT, B9 ISR T EIICHARDIFLA L EEMLET,

Part 2 — Configuring WLC and ISE for Guest Services

Assisted WLC/ISE Configuration
with ISE Express Wizard
(Optional)

Configure WLC for ISE Web
Authentication

Configure ISE for Guest Services

Configure Minimum Settings
for Self-Registration
(Optional)

Configure Required Settings
for Sponsored Guest Flows
(Optional)

Configure Basic Portal
Customization
(Optional)

Set Up a Well-known Certificate
(Optional)

Set Changes for Admin
and Guest Accounts
(Optional)

9 /8—k270— -5 R+ H—ERD WLC & ISE DEEFE
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X7 FHORRERETE/1\H9Y— HLK I1— cllsclo :

FIE1 FEREDLERIEAIL, TISE Web ZR7FH D WLC DFENHEA TSN,

B 10 TiL, V4 P —RIZBS T DRI EAR BN R RSN TOET, BIRE L0 2T 2 L ERH 55
G LTI [T 37 740Ky (Debug window) | 47 2 ar RHVET, A FICEARESNFEREINET,

[ NON ) ISE Express Wizard

atfran]e, :
cisco ISE Express Wizard

f 3 A

Welcome to ISE Express Wizard

The ISE Express Wizard will help you to configure Guest Access
using a Cisco Wireless Controller and Identity Services Engine.

IMPORTANT: Please follow the ISE Express Installation Guide before
proceeding with the use of this wizard.
Requirements:

Physical Cisco Wireless Controller (WLC) running 8.0.120.0. If not already running
the required code, It is recommended that you upgrade your WLC code after the

Guest Solution is up and running. This wizard is for new and initially configured
Wireless Controllers using the WLAN Express Wizard. Your WLC will be rebooted
during configuration process.

Cisco Identity Services Engine Release 1.4 with Patch 3 or higher. ISE should be
newly installed and accessible using a web browser to the admin portal. No other
configuration is needed. This should only be used with a FRESH install of ISE with

no other configuration.

Debug window

0.9.7

B 10 ISE 74V L R Rk wyb7vT D4 F—FDRA

FIE2 [BAtA(Start) | 22U/ L E T,
8 TlX, FAMIEEFETAHR =N AT (S AN 7ua—) @R ET, Zhbo7a—X, [ FXp 77 EX|
DOIETT TITIALELTZ, R—HE W AA <A AT HEAITHE IR TEE T,
FIE3 FoolRIRAEZFT AL TR—=FNVDARZAR(F T a) 2B, HHLIZWS RS 7a—%2 3R
LET, R THRI A REITORWGETE, FIAS ICAF YT LET, R—F/UTHR THRETEET, 7
HNZOWTIR, [ A= DIRG9 25~ XDOZRGE (FFE) ) e B IR TLIZ SN,

Cisco Systems © 2016
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atfran]es
CISCO.

) @ ISE Express Wizard

stfean ],
CISCO

)] A

ISE Express Wizard

Select Portal Type

When people outside your company attempt to use your
company’s network to access the Internet or resources and
services on your network, you can provide them network access
via a variety of Guest portals. Guests typically represent authorized
visitors, contractors, customers, or other temporary users
who require access to your network.

L g

Hotspot Self-Register Sponsored

Check to enable portal customization
(logo, banner, color theme)

Debug window

0.9.7

11 7R—2JL BATDEIR

FE 4 X 12 (38912, pd XN F—2T vy a—RL, 77— T —<ZRIRL T, [IR~Next) | #7Uv7LFET,
bag TDHAAARIITa—DHR—Z )L DUNT IIIH L THTWE T (FARNEZITAR A —)

[ BON ] ISE Express Wizard

ISE Express Wizard

A

Portal Customization

EtooL ExsooL —
Theme color
Blue theme (default) v
Dimensions:

Banner - 1724x133 px;
Logo - 86x45 px;
Mobile Logo - 80x35 px.

Debug window 0.9.7

12 R—FILDARZTAX
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FIES VAV Rartn—J0OREICHERGEREATILET, ZOFHRIE, FRTERETF =y 7V AL Tt
HEEPS CINEES N E LTz, S8 T U726, [IR~(Next) ] 227V 7L ET,

H: 7=tz AIP TRVRE, WLC EERY N =7 DT T4k 77— b7 = A TY,

[ JOX J ISE Express Wizard

ISE Express Wizard

3 A

Configure your WLC
WLC IP address
10.1.100.42

WLC management network default gateway

10.1.100.1

WLC Administrator Username
admin

WLC Administrator Password

BACK NEXT

13 WLC DEBE

FIE6 U —RIE VAYLR arbe—ZC8 L CRHIH ATREZ: WLAN OUANEUGL £3°, WLAN Express
R CTHEITHICRE LI A 3o b — 2% R L, [~ Next) | #2707 LET,

ISE Express Wizard

ISE Express Wizard

3 ')

Select WLAN to configure

v tmeguest (tmeguest)

NEXT

Debug window 0.9.8

14 WLAN DEIR
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FIR7

FIFE 8

X 15 TiE, V4P —R5 ISE A% E T HDICHMERIEF R RDOONET, ZOFHRITFERIHET =y Z7UAR
AL CUEESNEL T, LERIERAE AT Lm&\ [k~(Next)] #7V>7LE7,

FARDOr— g BAL S — - FANDIELWZAL S — e AT AHZEITEE T, SEMIC OV T,
FITAY —RORE T HRIVELS DG EHRTE T AL, [ SR D or—2g2 k500 h 2 — DG DI
BTSN,

AR Y — V= ADBPR AR — ] T DT AT T4 T 4 V=A@ IRT DDA T arbhiE
o ZZCIX, Active Directory D7 )V—7%E T 570 DA 7> ar#FK R LET, ISE (Zn—/L 22—+

PERL T HBINA T A2 TEET, 2NODF T2 ar OFEMIZHOW T, FR3 4 —FD®y Ty

NGE T LI EZHID AR —2BINT 512, [ XA — T O hDFE | DT B TIZE,

HE:  ZIZTIE, Active Directory D7 /L —F 2L TAR Y — FAMD 7o —%2RKRLE S, 2
VAP —RETET LIEEICRRINDA T v ar DA——t vk (EbiEM) T,

RYRAR Y D7 0—"TlX, WOA T varBNFRSNT, H OB —IZAR Y — 22— DY — A%
ETHE T a1TH0ER A,

[ BON ) ISE Express Wizard

ISE Express Wizard

r Source
Choose Sponsor Group( ) from Active Directory ¥

Debug window 0.9.8

B 15 ISE DERTE

FINA 7 TEIRLIZA TV alio T AR — THY U MNesk iE T HE A <3 57>, Active Directory
ZRLET, B—JL TV NIEHRFIETH A0, EOF 7 a FmiiFRrL TWhERA, B—L

THY T 5E 1R, FIE 10 ICAFY T LET,

X 16 |27~ L1, Active Directory A7 L a AT AL, IROTF#RA AL, [IR~Next) | 227V 2L

ESS AN

ZOFRITL T NTT, REATILET,
o BINARAL N AISE THERES VD R A AEHE D HAR T~ )L
e Active Directory KAV : AR —L U THEH T 57V —7 DR T HR A
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atfran]es
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AD A—HH)RAT —F

[ NON )} ISE Express Wizard

aifean
CIsco

L]

ISE Express Wiza

Active Directory settings
Join Point Name (a label for your AD domain)
myAD

Active Directory Domain
securitydemo.net

Name (i.e. username). This user should have sufficient privileges to create
and remove machine accounts in the domain, or alter the passwords for
previously created machine accounts.

Username
administrtor
Password

BACK NEXT

Enter User Principal Name (i.e. username@company.com) or User Account

rd

A

16 Active Directory % &

=11

FIE9 TP —FIE RACAZEEGL ., Active Directory D7 V—"7"%F XTI NE T LET, AR Y — FARNT
AT ANET IV RATEDT N—T"% 1 QLN BRIRTEET, TV ME@IRLT6, [k~ (Next) ] 277

LET,

[ BON ) ISE Express Wizard

o]
CISCO

f

Select Groups
securitydemo.net/Users/Enterprise Admins
securitydemo.net/Users/Cert Publishers
securitydemo.net/Users/Domain Admins

securitydemo.net/Users/Domain Users

") securitydemo.net/Users/Domain Guests

) securitydemo.net/Users/Group Policy Creator Owners

) securitydemo.net/Users/RAS and IAS Servers

Annrribidamn A ~Ad DA IC A ar Mnarabara

Debug window

ISE Express Wizard

A

0.9.8

B17 JIL—T0&ER
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FIFE10 ZOFIATIE, AR — F—4LD URL Z&ELET, ZOMEELZH H 3% DNS ([ZITEFRERRH E
T, DNS ZREL TV Th, 2O 7 ar w22 TR EL ., DNS 2% TR & T £77, s: iz oW T,
[ISE 2R H— R—% /LD FQDN R—ADT 7B ADHKE | DHEAE B R TZEN,

FQDN % A /1957, XN E% TITO720 DA 7 a2 LET,
[BH44 (Start) ] 2V 27 LET,

[ JOX ) ISE Express Wizard

cisco ISE Express Wizard

f 3 A

Configure your ISE

Would you like to configure your ISE Sponsor Portal with an easy
URL (recommended)?

Example: sponsorportal.yourdomain.com

For more information or if you would like do this later, please
refer to section of the ISE Express guide, titled Setup ISE
Sponsor Portal FQDN Based Access

Requires special DNS server configuration

Sponsor Portal FQDN
sponsor.securitydemo.net

] Don’t configure Easy URL

BACK

Debug window 0.9.8

B 18 RiIRvH— 7FR—42JLD FQDN DEXTE

Apple T /NAAZADH R — ML E 2 M BT D7 ED NI TT, ZOF T varOFEMic >\ TL, v 7
TAT R—=BINVDISASAFRIE | D E SR TTZEN,




sl flal ]l
X7 FHORRERETE/1\H9Y— HLK I1— cllsclo :

X 19 T, [OK] 22Uy 7L T, Se~tEBET,

[ BON ) ISE Express Wizard

afeann
CISCO

A

Your WLC will be rebooted now

Your wireless controller will be rebooted in the configuration
process. Any active wireless networks will be taken down during |
reboot.

Debug window 0.9.8

19 £ v TTF4T R—BILDNA I REBDERE

X 20 |27 T 592, VAV LR arba—FB LN ISE O HEREL, KA R—RNOWRBEDT 7747
AT —H AR LUET,

[ NON ) ISE Express Wizard

afean]n
CIsCcoO

fh A

ISE Express Wizard

Configuring

WLC

Please wait while your WLC is being configured.

ISE

Please wait while your ISE is being configured.

.

B 20 &F
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FE 1

4P —RT WLC & ISE 3% ET 5L, B 21 17T INTERAT — A AD B E A E RSN ET,
ZOBEHEIZITROIFE R HVET,

o SSID:ZIA 7T L NDHEREE DA R,

o JTANKR—HNWZI I LET, B—FINEDINCRRENINESIRT LD NAEFEHTEE
T, 2V REEOT RSAZDLE T LI, R —FNVEFERIT AN DO 528
TEET,

o ARV — Tu—DHE . HIETIHEIAR A — R—2/L L 72 URL (FQDN) IZH U7 %42
U FE3,

[ NON ] ISE Express Wizard

Cisco Wireless Controller and Identity Services
Engine configuration is now completed!

You can now join your SSID Name network using another device.

Here is a link to the guest portal that was created, it can be used to
test basic flow and look of the portal.

Here are the links to your sponsor portal where you can manage
your guest accounts:
Sponsor Portal FQDN (your easy URL).
Sponsor Portal Test URL (link to sponsor portal without using an
easy URL).

CLOSE

Debug window 0.9.8

21 ETSNI=RE

[FAC% (Close) | &7V /L% T,

T JATARENTETTHE. WHORTELXZVEY N THIZEBLZRWEY . WLC F7-1X ISE ~D
BRI O — VIME CEER A, REEL L TD0, FRITT AT LEERIZOWTHDLENRH
HEATE. R A MoKV A S IR E4,

AP —RAF AL CRELE T LEL -, ZO%DIISE Web 323FH D WLC D E ISR —2 LD FiAk

BIR N AZ < ARXDORTE EE) I ETOIHAEIZIZRE AT, MO EORTE ((EE) |0HE|ICH#A T

Sy,
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X7 7ORRERBRTHN\VY—HAK )— 'CIIS' cloj

ISE Web EREEA D WLC DEXE

ZOIETIX, WLC THEARTF 2T 4R EZ R E LT ISE 24 L £9, RADIUS NAC I, ISE 73z A # (COA)
FORZEFL, 22— BRI T —JZFRREL T 7 EATEAINNCLET, 2F0, HLu vy al 2h e TH ISE
MITAT L NOARFER PR T CTEH IOV E T, 7L 21X, Portal FRAEDT=DIZ ISE \ZVX AL I NT D&, 7T7A4T
MIFBIEESN TRY NI — I ~DT T B AN A SIVET,

X 22 I2FrShH7e—XIE, ISE Web #2FEHIZ WLC 2R ET AL T 57 nt 24 RLET,

Part 2 — Configuring WLC and ISE for Guest Services

Configure WLC for ISE Web Configure Required Settings

Authentication

Configure Captive ) )
Portal Bypass Configure Basic Portal

Configure WLC for
RADIUS Authentication

Change WLAN to Use
Web Authentication

Configure ACLS for Set Changes for Admin

Guest Access

Configure Minimum Settings

22 /83— 2 70— - ISE Web E2EFFA WLC DHE
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a7 PHRREEETZ/\9Y— HAK S Y— CII SCIO _

X TT4T R—ZILDINAINRELTE

Cisco Identity Services Engine Y 7k =7 D7 AN 772 AL, SESERTTAT M Web 7 77 THR—REH T
F9, Cisco ISE 7 Ak 778 AF LN Apple (i0S BLWNOS X 7747 8 &Fioarta—J2%2 35121, v
TAT WGV NANARET W E AL TE T T oM ENHVET,

o FNXTTAT K= NANRZAOa~ RO 5OV TIE, ISE DAL T3 —
Var D[ Cisco Wireless Controller Configuration Guidell® [ Configuring Captive Bypassing | &2 AL
TLIEEVY,

X T T AT R—HIVDINA XA E T DL, RO FNEZHENET,
FIE 1 Putty 728D SSH 77 A7 U ML T, VAYL R arba—F0D IP TRV AICERLET,

E:ar Y —/VEIL Telnet ZE L THEET D2 &G TEET,

FIg2 =re—FOCLIICEZ A LET,
FIE3 wkoOa~ REAHLET,

config network web-auth captive-bypass enable

o IVPE—IbEEEITAIOfFERIILET,
FIE4 CLIICHEaZ A L, RO REFERLTAT—X A% F R LET,

show network summary

FIFE5 BHEOL—IT ROITERDITET,
BUR A=A —% 2 AL, | DOR—IIBEFHLET,

Web Auth Captive-Bypass  ......c.iiiiinie.on.. Enable

FIFE6 = ta—F~0SSH By a2 ES,

WLC T® RADIUS 255 —/\DERTE
RADIUS FHAEY—/XELTISE 2% E T DI2IE. RO FINEIZHEVET,

FIE 1 JA¥YL A LAN 22 h—7 (WLC) H—30 GUI IZeZ A LET,
FIE2 23137302, EOA=2—1b, [£F =27 1 (Security) ] > [AAA] > [RADIUS] > [87
(Authentication) ] DJEIZEEIRL F9,



http://www.cisco.com/c/en/us/td/docs/wireless/controller/8-0/configuration-guide/b_cg80/b_cg80_chapter_01010010.html
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Cisco MONITOR  WLANs CONTROLLER  WIRELESS  SECURITY
Security RADIUS Authentication Servers
w Acct Call Station 1D Type 1 System MAC Address -
General
» RADIUS Auth Call Station ID Type AP MAC Address:SSI0 -
Authentication
Accounting
Fallback Use AES Key Wrap [} (Decigned for FIPS customers and r
DNS .
» TACACS+ MAC Delimiter Hyphen -
LDAP

23 RADIUS nn..\nIE-'j-_/\

FIE 3 [ New) 227 Vw7 LET,
o [X 24 1Z7r9 5912, RADIUS f&GEY— RO E 23 E RS IVET,

RADIUS Authentication Servers > New

Server Index (Priority) I 2 vI
Server IP Address |10.1.100.22
Shared Secret Format IASCII -I

Shared Secret e
Confirm Shared Secret T
Key Wrap

[ (Designed for FI

Port Number |1812
Server Status I Enabled = I
Support for RFC 3576 I Disabled -I

Server Timeout IS_ seconds
Network User ¥ Enable
Management V¥ Enable
IPSec - Enable

24 [RADIUS 3E3F%—7\(Radius Authentication Servers)] > [ET#8 (New)]

FIE4 ISEDIP TRLABIULEMEBERL A HLET,
FI®S5 RFC3576 |2k AR —AhILET,
FIE6 H—DOHALTUNN SEIETLET,

FIgE 7 & (Apply) ] 227Uy 7L ET,

WLC T®D RADIUS ZHO T4 —/\DERTE
RADIUS 7 A>T 427 B — "E3E T HITIE, IRO FNEIZHENET,

FIE1 UAYLALAN 2 br—F(WLC) —30 GUI IZRZ A LET,
FIE2 25873502, BRUDOA=2—nb, [£F=2V7 1 (Security) ] > [AAA] > [RADIUS] > [T DT
(Accounting) | DNAIZERIRL £7,




sl flal ]l
X7 FHORRERETE/1\H9Y— HLK I1— cllsclo :

MONITOR ~ WLANs CONTROLLER ~WIRELESS ~SECURITY ~MANAGEMENT —COMMANDS

Security RADIUS Accounting Servers
~ ARA
MAC Delimit
o elimiter  Hyphen
RADIUS
Authentication Network Server Admin
Accounti User Index Server Address Port IPSec Status

25 RADIUS 7A92 T4 H—i\

FIE 3 [ New) 227 VU w7 LET,
o 26 IZ7RTEDIZ, RADIUS 7 AT 407 B — RO HE DN FE RS IVET,

RADIUS Accounting Servers > New

Server Index (Priority) I 2 "’I
Server [P Address IlU.l.lUU.EE
Shared Secret Format IASCII vl

Shared Secret e

Confirm Shared Secret “ee

Port Number |1813
Server Status I Enabled "l

Server Timeout |5 seconds
Metwork User [} Enable
IPSec r Enable

26 [RADIUS 7ho T4 H—s3(Radius Accounting Servers)] > [#1#8 (New)]

FIE4 ISE D IP TRUVARBLOLHMERE A SILET,

FIFES V= OXALT UM SBHICTEFELET,

FIge [rvrV—7 2—H% (Network User) | F=v /Ry 7 A% A 7IZLET,
FIgE 7 [ H (Apply) ] 227Uy LET,

ISE O Web BBEEZ AT 5LDICWLAN DR ELZZER
ISE @ Web #23FIZ RADIUS NAC Zf 925912 WLC OREAXZLZ T +5121%, O FIEIZHENET,

FIE1  [WLAN(WLANs)] Z3RLET,
FIE2 [/ AL SSID (Guest SSID) ] Z#IRL £7,

MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGE

WLANs WLANSs > Edit 'guest’
o R —
WLANS

B Aduanoe d Profile Name quest

Type WLAN

SSID guest

Status Enabled

27 WLAN




X7 FHORRERETE/1\H9Y— HLK I1— CISCO.

FIE3 [EX=UT 1 (Security) | ¥7 &7V 7L ET,
FIE4 [LA1F2Layer2)|F¥7 &7V ILET

28 IR EIIT, [ AT 2(Layer 2) ] D [EX2UT 1 (Security) | #7 A7 v al NRRINET,

O

| General | Security | Qos | Policy-Mapping
Layer 2 | Layer 3 | AAA Servers |

Layer 2 Security @  None
MAC Filtering?

28 [F ') T+ (Security)] > [L 1+ 2(Layer 2)]

FIES5 LAY 2ER2UTATKLT, [Z2L (None) ] ZBRL £,
FIE6 [MAC 71/L#V 7 (MAC Filtering) | Z A& LET,
FIg7 [LA¥ 3(Layer3) | #7 %27V 7LET,

o 29 TR T EHIC, [LAF 3(Layer 3)] @ [EFX=U7 ¢ (Security) | #7 A7 var NERRINET,

" General | Security | QoS |_P¢
. Layer 2 | Layer 3 | AAA Servi

Layer 3 Security £ None -

29 [tFa!) T+ (Security)] > [L 1+ 3(Layer 3)]

FIE8 [72L (None)] ZEINL F9,
FIE9 [AAA Y —/3(AAA Servers)] Zi&IRLET,

o B30 T/RTEHIT, [AAA H—N(AAA Servers) | DA T var BNERINET,

 General | Security | QoS | Policy-Mapping | Advanced |

| Layer 2 | Layer 3 | AAA Servers |

Select AAA servers below to override use of default servers on this WLAN

Radius Servers

Radius Server Overwrite interface  |_|Enabled

Authentication Servers Accounting Servers
[7] Enabled

Server 1 None

B 30 [z 2') 7 (Security)] > [AAA 4 —/\(AAA Servers)]

[7] Enabled
None

Cisco Systems © 2016



sl flal ]l
X7 FHORRERETE/1\H9Y— HLK I1— cllsclo :

FIE10 31 IET I, [F—3 1 (Server D] VLT, RIS —SET YL T A7 F—/UZK LT ISE
SO TP ZERL THANILET

Authentication Servers Accounting Servers
Enabled Enabled
Server 1 1P:10.1.100.22, Port:1812 ~ IP:10.1.100.22, Port:1813 «

31 [z a) T+ (Security)] > [AAA H—/\(AAA Servers)]

FIE1M [FEMEE (Advanced) ] ¥ 7 &7V 7 LET,
FIE12 X 321338902, [EEEE (Advanced) | #7 A7 v ar DBRERSNET,

WLANSs > Edit ‘'test’

| General | Security | QoS | Policy-Mapping | Advanced |

I Allow AAA Override ¥ Enabled I DHCP
—

Coverage Hole Detection o Enabled DHCP Server " override
Enable Session Timeout I~ |1800

Session Timeout (secs) DHCP Addr. Assignment [ Required
Alronet IE v Eiablii
Wi-Fi Direct Clients I—j F e
Policy Disabled » NAC

Maximum Allowed NAC State | Radius NAC =]

B 200
Clients Per AP Radio Load Balancing and Band Select
Clear HotSpot [ Enahlad e o Bt =
ahla
MEXIMUM Alowed 200 L
Clients Per AP Radio Load Balancing and Band Select
Clear HotSpot N R
.3.. C Client Load Balancing -
Client user idle [ I1800 Client Band Select -
timeout(15-100000) Timeout Value (secs) Passive Client

B 32 [F¥#E% E (Advanced)]

FIE13 [AAA A ——FARZFFA] (Allow AAA Override) ] ZHNILE T,

FIE14 [ Z—Tx=AAACL A4 —/3—FAK (Override Interface ACL) ] (Z [72L (None) ] Z&&R L F 7",
FIE15 [NAC DIREE (NAC State) ] T, Ray7'X 7 A= —7%ff LT [RADIUS NAC] Z&#IRL£7°,
FIg16 [T b 22— TARNL ZALT 7k (Client User Idle Timeout) ] 2 0L, 1800 #HIZX EL £,
FIE17 [EEA (Apply) ] 227Uy 7L ET,




X7 FHORRERETE/1\H9Y— HLK I1— CISCO.

FZRDYEALYIRED ACLDEREBLUT7IEADHH

ZOETIX,. WLC TACL R ETAFIEICOWTIHRBALET, BRIX, AN ZI9AT V"B F AR P —E AT 7 A
TEAHIINTACL AR ETHILETT,

B XM TINLR% ISE R R—BJLIZYF AL B1=60 ACL DEESE

FIE1 WLC @ GUIIZBE)L, [EFx =7 1 (Security) ] > [7 7 EA=z ha— LY AL (Access Control Lists) | > [77
Az hr—/ LU AR (Access Control Lists) ] Z 3R L 7,

o 33 IR T IO, [T/ BRI FE—/LU AR (Access Control Lists) | — VN ERRSILET, 2D
AN—UZIE, WLC TERESILTWD ACL A—EFRrnSNET, T, ZOX—T Tl fEED ACL
imEEIIHIBRCEET,

MONITOR WLANs CONTROLLER WIRELESS SECURITY WMANAGEMENT COMMANDS HELP  FEEDBACK

Security Access Control Lists New...
/

b AAA
b Local EAP

Layer2 ACLs

33 [E¥ )T+ (Security)] > [7YtRarta—)L!) Ak (Access Control Lists)]

FIE2 [FHNew)] 227U 7L T, HLW ACL Z1ERLET,
FIE 3 34 (TR T X, 4 HIIZ guest-redirect © AL ET,
FIE4  ACL ONL— N EERRT DITIL, [FRfE (Edit) | 22V v/ LET,

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MAN |

Security Access Control Lists > New < Back Apply
» AAA r
Access Control List -
» Local EAP Name fauest-redirect
» Priority Order ACL Type @1pva CIPVE

» Certificate

34 [7tERavka—)LY Xk (Access Control Lists)]

FIES [#EH (Apply) ] 227V 7 LET,
o AV VUANNRERSNET, HLW ACL 27Uy 35L, K 35 DIIITEKRSNET,

Access Control Lists > Edit < Back Add New Rule
General
Access List Name quest-redirect
Deny Counters 0
Destination Source Dest Number
Seq Action Source IP/Mask IP/Mask Protocol Port Port DSCP Direction of Hits

35 [7YtRa>kO—)L1) X (Access Control Lists)] > [#R& (Edit)]




tH2T7 FHERERRTENYY— HAK SY— CISCO

FIE6  [HHLvL—r@iENN (Add New Rule) | 227Uy 7 LET,
FIg7 [77EA2IE—/LUAN(Access Control Lists) ] > [/L—/L (Rules) | ~— VR FERINFET,
FIE8 36 TR TININ—NERELET,

#:10.1.100.22 X ISE D IP 7RV ATH (THEHD ISE D IP TRV AEFEHLET),

Destination

Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction Number of Hits
B 0.0.0.0 / 0.0.0.0

1 Permit 0.0.0.0 0.0.0.0 UDP Any DNS Any Inbound o [~}
B 0.0.0.0 / 0.0.0.0

2 Permit 0.0.0.0 0.0.0.0 UDP DNS Any Any Outbound 0O [~}
B 0.0.0.0 / 10.1.100.22

3 Permit 0.0.0.0 255.265.955. 355 Any Any Any Any Inbound 0 [ -]
B 10.1.100.22 / 0.0.0.0

4 Permit 255.955.965.955 0.0.0.0 Any Any Any Any Outbound 0 [ -]

36 AN YS ALY a3 ED ACL TR

REIRICAVEI—RIMNDT R 7R REH AT 518D ACL DEEE

FIE1  WLC OUHF—RIZED, guest-acl £V D4 HTT ACL MERRSIVTVVET, [guest-acl] ACL 227V 7L FET,
FIE2 —FVR2D%BIC, RO 2 ODOFHIIL—NLEEBINLET,
EROFINEZNEEIZFEITTHILITIEFITEETT,

o EEFTISEIP ~DT7EAT any ZiF Al LET,
o ZESISEIP ~DTZ7EATany Z7FAlLET,

o 3702, =T A2 DHBITBMENT 2 DOFHNL— IV ERLET,
o LLUF® ACL X WLAN Express TYERII72 X TD ACL Tld7e<, iBMD ACE ZEZITH AT 5
VR D)NE R TT2DD NAFAD—ETHHIEITIEREL TTESNY,

ess guest-acl
Deny C °
Destinati
Seq Action Source IP/Mask IP/Mask Protocol  Source Port  Dest Port DSCP Direction Number of Hits
L permi D000 0000 " uoe A DNS A A (] [-]
= ™ o000 0.0.0.0 o VoA
E 0.0.0.0 / 0.0.0.0
2 Pemt o000 0.0.00 a
o 0000 10.1.100.22 . " N A . e
= ™ 0000 255.255.255.255 " o " VoA
X 10.1.100.22 / 0.0.0.0
4 Permit 0000 -]
0.0.0.0 10.1.100.0 -

E 37 Guest Permit FH® ACL T kY

7:10.1.100.22 {X ISE H—2 3D [P TRV ATY, FH/L—ZiE, ZHHD ISEIP TR A
AL ET,

o ZXUTC, Cisco Identity Services Engine & WLC D% AR —E R 7B AD KD/ N\—h (T Az UA
YL A arha—7 (WLC) DAL AN LB IO E) 13K T T,




vifrah
X7 7ORRERBRTHN\VY—HAK )— CIIS. cloj

FZA8T7HORARD ISE DERTE

UAYL A arba—7% ISE Web idalb 2 T2 I0ICER E L2728, ISE [ B2 BIRA FATTHHLERHVET,
X 38 o rans7e—Xx, 7 AN —EZAHKE ISE O nt A& RLET,

Part 2 — Configuring WLC and ISE for Guest Services

Configure Required Settings
for Sponsored Guest Flows
(Optional)

Configure WLC for ISE Web

Configure Basic Portal
Configure ISE for Guest Services Customization

(Optional)

Configure WLC as a

Network Access Device Set Up a Well-known Certificate

(Optional)

Create an Authentication
Policy
Set Changes for Admin
and Guest Accounts
(Optional)
Create an Authorization
Profile

Create an Authorization
Policy

Configure Minimum Settings
for Self-Registration
(Optional)

38 /8—k 2 70— - ¥R+ H—E R ISE DB FE




X7 FHORRERETE/1\H9Y— HLK I1— CISCO.

TA¥YLR AVFA—FWLC) DARYET—Y 7R TISNM X (NAD) ELTD

BRE

FIE 1
FIE 2

FIE 3

FIR 4
FIE S
FIIE 6
FIg 7
FIE 8

ISE OFHE ULIZn/ A LET,

[& £ (Administration) | > [® 7 —21 > —Z (Network Resources) ] > [ % NI —2 7 /31 & (Network
Devices) | IZBEILET,

B 39 [ZRd &I, BN (Add) ] 2 IRL £T,

ofo System Z 1dentity Management 7 Metwork Resources
Metwork Device Groups External RADIUS Server:

Network Devices Network Devices
C 5)
[ Network Devices 3 Narme "

i Default Device

39 RyhT—Y TIRAZDIEM

o 40 (2RI, [Ry "I —2F /31 A (Network Devices) | DfRE X —T BN E RSN FET,

Network Devices List > New Network Device
Network Devices

e T
DESTITION| Wireless Controller

'|rp Address: [10.1.100.42 /

e E—
Software Verson|  ~|

* Network Device Group

Location [l Locations @] [ set To Defauk |
Device Type|a| Device Types ©] [ set ToDefauk |

~ Authentication Settings

Enable Authentication Settings
Protocol RADIUS
* Shared Secret | qusssss

* Key Encryption Key
* Message Authenticator Code Key

Key Input Format = ASCII

] *» SNMP Settings
03|+ advanced Trustsec Settings

==

40 FLLARYRT—Y T/IRA ZAD BN

TNARGEANTILET,

THRARD IP TRV ARE A TILET,

[FRED L TE (Authentication Settings) | ZH 2L ET,

[ Fis9% # (Shared Secret) ] # AJLET (FiIF = ZVANDIAHEF 5 :12),
[%15 (Submit) | #27V v/ LE T,




wlflal ]l
EXaT PHRRERBETBADY— HAE S— C|ISCIO

SBEERY S — DR
mfm“) > —Tl&, Cisco ISE 2NBE I A5, FFrl&NA7aba/L BL O ID Y—AE7/-1X ID V—RAEF 259

ETXFET, Cisco ISE TlE, T 74NV NT, AR 77 B A H O HFTHE RS 75 B O AT RE/ R EREAR YL — N E SN
ﬂ\i?o

T4 IVEDERER)—DF TR
FRIERBFHDT 7 H/VIDZREERI L —2 1T 5120, IROFNEIZHENET,

FIg1 SEOEFHULICRZ AU LET,
FIg2 [ARV— (Policy)] > [F¥ALE (Authentication) | IZFEEHIL £97,

o K41 \TRT I, [T 7 A/VEDFERFERY L — (Default Authentication Policy) ] ~<— N FnSiLET,

v [MaB | + 1| wired_MAB OR Wireless_MAB < | Alow Protocols : [Default Netwo

B - |pefaut : Use [ Intemal Endpoints = |

Identity Smnce|lntemal Endpoints
Options

If authentication failed | Reject -
If user not found | Continue T -|
If process failed | Drop T

Dot1X © I Wired_|

. 41 TjT)bFa)uu nIE-kUV_

T 7 IV DFRBFERV Y —Tlid, REIDWERTL R AL > MAB & [6:47 (Continue) ] IZFR ESNTWET, ZHUTED,
(CRE) DT AN U RIRAVIRRBAEE BT TE, ZOTURRA L RDT AN IR —H N ~DVE AL I NRIFFR[SIVET,

HFZN TR RAME ISEAYFALONTRRETOAT71ILDER

I/}“i‘/f/}\ i *)J&)TZ/}‘U 7(;777‘122?5[5"? MAB C=z— "j_wu nﬂzéh\ Pty HiE)EH@b‘XI\ j— U u)& AL T
SNDHMENHYET, ISE 2.0 (Z1% Cisco WebAuth EFEXNDFAIA LT BT 7 AL DMFEL TWNET, FARDA LA
M=V 2 4572010, 2N EZEHELET,

FIE 1 [RY— (Policy) | > [RU—#5& (Policy Elements) | > [#% 3 (Results) | (2B EIL £7,
FIE2  [#2FE (Authorization) ] ZJEBAL | [R&FE7 27 71 /L (Authorization Profiles) ] Z#27Vv 7L %7,
FI{3 [Cisco WebAuth] ZZIRL £7,

FIE4 EONTYTOEERIIT R ANEELLET,

o [Web VEAL TR (Web Redirection) ] D F T, UX AL 7 hOFEFAZ B4R : [ FAR >~k (Hotspot) | £/
IE [£E 7 Web F8GE (Centralized Web Authentication) | (H OB Gk F/IIAR A — FARD 70—
THEM),
o [ACL]:Z® ACL T KX TFE/INLTFEKBIL, WLC TRESNI-ARIE BT ERHVES, [ &
RADYS L L2 NHD ACL DFEE TSI OV T 2 ERDFF ) DIETDOFEEIZHE Y, guest-redirect 2
LET,




sl flal ]l
X7 FHORRERETE/1\H9Y— HLK I1— cllsclo :

20D ACL TR TN FHXHIL, WLC TOEZRICERIZ T 20LENHYET,

o fE:EUIRT 74/ AR —4 ([ARy ARk (Hotspot) ], [ A O 8k (Self-Registration) |, F721% [AAR
H— (Sponsored) | Zi®IRL £7°,
FIE5 [FR{FE(Save)] Z2VvILET,

VEALLYFADRYRRR S TAT7LILOHI

Authorization Profiles > Cisco_WebAuth
Authorization Profile

*Name [ Cisco_WebAuth |

Description | Default Profile used to redirect users to the CWA portal.

*Access Type [ACCESS_ACCEPT -]

Network Device Profile | i Cisco | =

¥ Common Tasks

M web Redirection (CWA, MDM, NSP, CPP)

Hot Spot v ACL |guest—red|rect Value | lotspot Guest Portal (default)v|

K 42 /Ry b RRYRDEREETOT7 AL

LT ILERFEDVEAL DM

v Common Tasks

' web Redirection (CWA, MDM, NSP, CPP)

Centralized Web Auth - ACL | guest-redirect Value | istered Guest Portal (defauft]vl

B 43 L ToivIVEE DS ALYNERIETOo7M4IL

TFORRERBATH-HORBIATOT7AILDIER
ZOHETIX :L‘_‘V'j_/T/\/er)) PEFSNT- IR NI — 2T 7B ATE AL ;Ffl‘*amm HivA D77/f/1/7£’ﬂfﬁkbiﬁ“
T IR ARERR] T HTO DL 0T 7 A NVEAER T DI I, RO FINAL eV YET,

FIE 1 [RV — (Policy) ] > [RVUT —H5R (Policy Elements) | > [#& % (Results) ] (B EIL £,
FIg2  [FZArF (Authorization) ] ZEB L, [F8FE7 27 7 /L (Authorization Profiles) ] Z27V>7 L &7,




tHaT FHLREERTBATY— HAE SY— cisco

FIR 3

FIE 4

FIE 5

(EN(AdD) 1 Z27Vv o L ET,
e} ﬂéﬁbb\nu nE7 D77/I)/1/0) ﬁﬁ)ﬁﬂ—_\‘éhij—o

Authorization Profiles > GuestPermit
Authorization Profile

*Name [ GuestPermit |

Description ‘

*Access Type [ACCESS_ACCEPT -]

Network Device Profile | & Cisco | v

¥ Common Tasks

I” web Authentication (Local Web Auth)

¥ airespace ACL Name [ guest-ac|

B 44 Guest Permit BO RO 741IL

B 44 | TR IO, IROTEHREATILET,

o [##i](Name) ]: Guest Permit
o [#iA (Description) |: 7 AN AL Z— Rk T 7 A
o [Airespace ACL 4 (Airespace ACL Name) | #7411 guest-acl & A JJ

E: 20D ACL TR LFE/NFEEZXBIL, WLC TOERICIERRIC—BTHLERNHVET, 20 ACL 1T,
T ARDIVEAL D ACL DR EBIOT 7RO A DOE T TIC/EREN XL,

15 (Submit) ] 227V v 7 LET,

5 Rk PHERFORIERY S —DHER

AN IR—=B L ~VE AL T RS BT OB 23 EEL — VBB L £, AL — V2B T A2 8Ic kD, T34 R F
Tl — IR ES D L, U RARA UMD T N — IS CREHIC T 7 B ATEAIH12720 £ 9, ISE 2.0 [ZIHFHLA0A
FI—IVINGFILTNT, ZNE YNy 7 AT AI00CE BT LET,

FIE 1
FIR 2
FIE 3
FIE 4
FIE 5
FIE 6
FIR7

[RV— (Policy) | > [F&alE (Authorization) | IZFEEIL £9°,

[Wi-Fi_Redirect_to_Guest Login] /L — /17D [#wik (Edit) | 27Uy 27 L %7,

T D [IREE (Status) | 22V w7 L, ZAZ LT [H%) (Enabled) | ICZEE L £7,
[5 T (Done) | 27V 7L %7,

[Wi-Fi_Redirect to Guest Login] /L —/L1T7? [#it (Edit) ] DEEICHDKENEZU 7L ET,
FRNV—NEZO FITHALET,

45 1R IOIC, ZNETOREICEIFHIL— L ZBINLET,

GuestPermit GuestEndpoints Wireless_MAB PermitAccess

Wi-Fi_Redirect_to_Guest_Login Wireless_MAB Cisco_WebAuth

FIF 8

@ 45 nl.,\nIE-kU —DIL—IL

2 O HDOF AN —VAERLE T,




el ol ]l
EXaT PHERERETBAYY— HAE SY— Cll sclo

FIFE9  /—/LIZ GuestPermit &\ )4 i % T Tiﬁ“

g 10 GuestEndpomt 72> Wireless MAB O 5 1IRIRL E97,
FIE11  [GuestPermit] FFE7 27 71 /V%@?ﬂbi'@“

FIE12 [527T (Done)] #7Vv 7L ET,

FIE13 [FR1FE(Save)] Z2Vv I LET,

22—, AUP Ry PARY M IZEIE T 0L T ooy /L =2 a7 A58 ALBEDR—2 )V AL T DR ET
T—NR—=U RSN ET,

F— AN AR CHEASNOBERZ R E 7 —F ISV TO BB RBIETT, = — P F72id
TNAANRRYNT —ZIZADET, AUP (R hARYN) 521 AdLDD>, T 7 3AADS GuestEndpoints (28§
ENTVBNLONDILT o)L (B ITEREE -7 0—) 2 AN LET, TDH%, TDOZURKRAh T
N—TNIEEADSNTT I EATEDINTRVET, T A A% FECHIBRT 2, F721% 30 Hfflo~—27(F
THIVIRE) BRI T HFE T, 22—V FILT AAN AUP 22T ANDT280, T3 —2 NV ICHERS
AT DDV AL INISNERA,

HEAZEFETHHEIE.  BICBEELZLXIZ, 2O ID J AV —T DR EDHETV RRAU IR EL

ES N

o HRyPARyhDTZ7r—(%, IPortal Settings for Hotspot Guest Portals | TR EIILTWET,

o BRIEREF-T-7u—%, F AN AT HFERL TEITENE T, [Create or Edit Guest Types] ZZ ML
TLIEE,

BRAIEREFFST7 AN 70— DR NI =T ~DT TR AF R DRI OAT a4, 7 A 7e—F2 137 Ak
BAT DRGEN— V| IZEDNWTRYRNT =2 T 7R TEB L1 ITAHIETT, ZDHREI 1. FANBAT D
WETC—YEHIRTHIENTEET, Bl I KT 7N, BREOIHRA~DT 7B AFF 0] i KA
B A 728, [Create or Edit Guest Types] CaBAL TWET,

T LW RNT —F ol Al AT- N2 —RR—Z a4 T HLERHVET, 722
1. WLC 22—V DT ARV ZALTUME (T 7 4/VME 180 ) TRET HEXIT, 2—WFIIT A REF|
LTAR)—7 HRLT. HrLWI AL A By a2 ID 2 %Li@“

ZOHREIX. BRFEREFFOT7e—BFHTY,

X 46 2R RSN ADOFIL, HHWDDEZAT DI ARG T AN 7r—ZL> TRy NI —J I ZFF Rl 35 Bz
FHRTT, 2070 — TNV TWET R, FANFRIORGET 27 7 AV % 3% Wi-Fi_Guest_access
DTV EAFAIZERLET,

47 IZEREND 2 FZBEODHNL, F AN ZATITEH- T, T B AR 5 LE3, FE T, @F o7 Ak
WZEE BB T 7 B AMER BV ET,

& Wi-Fi_Guest_Access GuestType_Daily (default)  GuestType_Weekly (default) GuestPermit Guests
GuestType_Contractor (default) Guest_Flow
Wireless_MAB

B

Wi-Fi_Redirect_to_Guest_Login Wireless_MAB Cisco_WebAuth

(<]

Basic_Authenticated_Access Network_Access_Authentication_Passed Permitaccess

(<]

Default DenyAccess

E 46 EAXDS A+ 7O0—ARSEIL—IL



http://www.cisco.com/c/en/us/td/docs/security/ise/2-0/admin_guide/b_ise_admin_guide_20/b_ise_admin_guide_20_chapter_011011.html#reference_D12B1BBE9C7645488A95FE149DBE10E0
http://www.cisco.com/c/en/us/td/docs/security/ise/2-0/admin_guide/b_ise_admin_guide_20/b_ise_admin_guide_20_chapter_01110.html#concept_921E58BE513A4E6EABEEDF380391A7A3
http://www.cisco.com/c/en/us/td/docs/security/ise/2-0/admin_guide/b_ise_admin_guide_20/b_ise_admin_guide_20_chapter_01110.html#concept_921E58BE513A4E6EABEEDF380391A7A3

N
LXa7 PORREERTBH/N\IY—HAF 2)— CISCO
GuestPermit " GuestType_Contractor (default) ~/10 Network Access:UseCase then ContractorPermit
EQUALS Guest Flow
GuestPermit_copy " GuestType_Daily (default) ~1/D Network Access:UseCase EQUALS then GuestPermit
Guest Flow
GuestRedirect © Wireless_MAB then GuestRedirect

47 R B4 TRIDFREEIL—IL

IN—=Z BT DDICBHADFNAEE T LELT,

FAN T 7B ARy ARy N IR—2 VL TOBIGETE, [ =2V DO IR 72 I AR < AR DR E LE) I OEE
TAFY 7 TEET,

H OBGEEIIAR A — Ta— (BRIEREEFFOT AL T/ R) AL TOAEEIE, SOICRENDLE T, &
OHEIE BRI OAR Y — F RO 7 a— 2B 5/ NEORRE NTHEA TEE,

X 48 |3, BRIEWMEEFT- 7 AN 70— ETHOIMHHTH7 et 2a R~RLET,

Part 2 - Configuring WLC and ISE for Guest Services

Configure WLC for ISE Web oo R el

o ikl Customization
Authentication (Optional)

Set Up a Well-known Certificate

Configure ISE for Guest Services (Optional)

Configure Minimum Settings Set Changes for Admin
for Self-Registration and Gues? Accounts
(Optional) (Optional)

Configure Required Settings
for Sponsored Guest Flows
(Optional)
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X7 7ORRERBRTHN\VY—HAK )— CIIS. cloj

HEERHIUVRRVY— SR 70—(2Hh BN &R/E
DELTE

FRDAF—av L L =2 DERTE

INHOREIL, H BB LIOAR A — FANDOT7a—2 R — T 5DIZMETT, LERFEEIX, 7 AR RV B

T—J T VAT o —ar i B LT, T AT MR SNTZBRIC AR —NEA LY — B fE IR IN T
5::]:9 b‘d—é\—k-’c‘g—o

R—BNLBIORRARA— T —TTalr—ar N 1 OFITERESNAIINCEESILTWAEA . FEMROT-®
’J“Xl\ioot(};ﬁ‘/*f~ culr—a BT AOOL T a I FEREINET A

PST ¥ AL —> D3 AT ISE [T ILCUWA YL Poar— a b B TXET, ZOXAL ) — PN
NG T AR — /7;<M>7u~ I BEZRERTE | DRI AR T LET,

TIHN DY B vl —ar OAFNIEE CEEEA, ZOur—raid, FHTIER LTI E RS
RN | BRI A0 BT HYEE A

/7 —ar BIOVSSID OFEMICOWTIL, 7RI=AR-—% HARD[ Assign Guest Locations and SSIDs] #Z 1L T
Qit<{AN

FANDTr—a ERAA L — R ET AR, IROFNEI /N ET,

FIE1 [F Ak 77 A (Guest Access) | > [a% iE (Settings) | > [/ Ak 14— g22-& SSID (Guest Locations and
SSIDs) ] DJEIZEIRL £,
FIE2 X497 I, [FARDOE— 3L SSID (Guest Locations and SSIDs) | X — UMM FERINNET,
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¥ Guest Locations and SSIDs Specify the locations where you want to allow guest users and the S

Guest Locations

Use guest locations to determine a guest's time zone
Sponsors associate 3 location with each guest account they create.

Location name:* Time zone:™

~| [ Add

Edit

Location Name «  Time Zone
O Boston (EST) ESTSEDT [ Delete |
O 5an Jose AmericafLos_Angeles

B 49 A +DOS—S 3V DERTE

FIE3 vr—TarvBBLIOFAL Y —ra ANSJUET, H:ESTSEDT %1 9 2R AR (EST) F72137 AV A/
=—a—3I—7,

E: Y Boalsr — g ATHIBR LW TIEE N,

FIE 4 BN (Add) ] 27V v 7 LET,
FIE5 [RfFE(Save)] 22Vvr/LET,

ZABDOOT—a vzERTARIITR—RIILZRE (HC &)

ZOFHLGEMENT - —a T 51003, B ORER—ZNVERETILERGVET, HOBEEH LT
WRWEA LT DT AR A — FAND 70— (S B2 E | DHEIC ATy 7 L TLIESW, 2SN, TEEAOFEH
EOFIE (T15) | OBE T TIEE,

&7 74OV 8 (PST Kefl]) BSFFAEHEANOLE T, ZOHEZAF YT L ThEWEE A,

FIE1 [7"ART 72 A (Guest Access) | > [#XE (Configure) | > [7ARKR—4 /L (Guest Portals) | (ZBEIL£T,

FIFE2 HOBBLETANR—2VERINLET,

FIE3 [R—ZNLOFEBIPRT A= DOF%E (Portal Settings and Login page settings) | Z#07-7c A £ 7,

FIE 4 50 (RT IO, HEBERAL—YORED [mr—ar (Location) ] 12, fER LT —al MBS
ESr AN

FIE5S [BI(AdD)]E27Vy27LET,

FME6  [3%5 (Submit) ] ZZVw I LET,

Location

Guests can choose from these locations to set their time zone:

San Jose |

‘Boston (EST)
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AR Y — FZADT7O—IZHEITERTE

AR — FAN YR =B, RO FIANKLETT, BB OAZHERA TG EIIERENTE TLTNDTZD,
ZDOTavAEAF Y UTC, TREAIOGREH E OB E ((LE) | OHEIZEEIL TLIEEN,

AR —TFHIOUMDEERTE

WEST 717 2 N ERKCS %73, ISE % Active Directory &t &3 5281280 AR Y —%FEL £ T, Active Directory &
HATHHE AL, [Active Directory D AR — 7 h 7 hOffi ] |OTEIZAF v 7 L TLEEN,

WEST 7 o NeAERCT DITIE, IROFINRIZHENE T,

FIE 1 [%& 2 (Administration) ] > [ID ®%% # (Identity Management) ] > [ID (Identities) | > [-=—% (Users) ] DJIAIZF
FLET,

FIg2 [pBEMNM(AAD)]EZZ7Vv7LET,

FIE3  [ARH—(Sponsor) ] DIFHEASLET,

FIg4 [=—P 27— (User Groups)] C [ALL_ACCOUNTS] (T 74 /V}) Z&INL E7,

FIE5 [1513 (Submit) | 7V 7 LET,

FIE6 [RRY— TN —T O —arOFE | DEIIAF YT LET,

Active Directory D R R H— FhoUrD{EH

WD 2 SOOI, ZHEHDT AN 7 78R VAT LW, AR — T —T %5 e Active Directory H—/NEHEA ST
WA AT MEETY, ISE TERLTIZAR L Y— T AT (RIOETIER) 2 H T FETHY, o, TNHDT
BN AD EFRE LA WEEIT. ZOBD I 2R — Z )L —T Dalr—ar OB E | FTAF Y S TEXET,

FEHIIZ 2V T, TISE Configuration GuideJJo> [ Active Directory as an External Identity Source | & Z L TL7ZE0,

Active Directory O ARY— T AT U NeARRK T HITIEL, IRO FNRIZHEVVET,

FiE 1 [ 2E (Administration) | > [ID M4 £ (Identity Management) | > [#} ID »/— X (External Identity Sources) |
WZBEILET,

FIE2 [Active Directory] Z 3R L FE7,

¥FIE 3 X 51 12R9 89012, GBI (AdD) | =2V 7L ET,

[— =
o2 System & Identity Management BB Network Resources E
Identities Groups External Identity Sources Identity Source Seq|

External Identity Sources Active Directo
aviET S

[ Join Point Name

LDAP

X 51 Active Directory Si7R4 > DB
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FIE 4 52 IR T I, BIMAA L 4 FBE DY Active Directory KA & A JILET,
FIES5  [4F (Submit) ] 227Uy LET,

* Join Point Name | SecurityDemaloinPoint

* Active Directory Domain | securitydemo.net

e | cancel |

52 SMRA U MERDRE

FIE6 [ Active Directory KA ANZT X TP ISE /—RZZIISHE £ 97> (Would you like to Join all ISE Nodes to the
Active Directory Domain) | £V ) Ay — MFERENTZ6, [1TV (Yes) | 227Uy 7 LET,

FIR7 RAABINTDI2DDIVT e AS)THITRDLIET, ZHUTE, ik =y hOIEEL & E
WET (ER) . ZERSNDNEDOFEMIZOWTUIIERARZ 2B TTEEN,

B RAL I T oY /UL ISE ICE s TUREENEY A 2T~V THY U FOWIHEEG 2R E 57012 1 [Ef#E
ALET,

Join Domain x
Please specify the credentials required to Join ISE node(s) to the Active Directory Domain.
*AD User Name (i || |
*Password | |
[C specify Organizational Unit 7
(Ganca

53 AD KA/ DS

FIE 8 54 | TR T IO AY =V FIRENE T, [ILS (Close) ] 227Uy 7 LE T,

Join Operation Status
Status Summary: Successful
ISE Mode «  Mode Status

iseld securitydemo.net E completed.

54 EERT—RADEN

FIE9 [Z/—T(Groups)] ¥7 &7V LET,
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FIE 10 55 13 E9IT, BN (AdD) 1 227V 7 LT, [T AV 7 inb2 —7"% 34 (Select Groups From
Directory) ] Z#IRL £ 7,

Connection Authentication Domains m

Edit |RAdd = Delete Group  Update SID Values

]| Nam Select Groups From Directory R
Add Group

55 AD N5 IL—T DEIR

FIE 1 56 | 2R IOIT, [ V—T % B4 (Retrieve Groups) | 27U/ L& T,
FIE12 FAMDODRR Y —TRD2—F oG/ N —T 2Bt ~X—Y FED [OK] 227Uy 7 L% T,

Select Directory Groups x
This dialog is used to select groups from the Directory.

Domain| securitydemo.net -|
Name Filter| * SID Filter| * ‘ Type Filter| ALL A
Retrieve Groups... ||50 Groups Retrieved.

Name 4 Group SID Group Type
A e K 5 - DOMAIN LOCAL

0.nMevUsers/iDo = ge2u U-3997 90010 /-1015 14 BA
§-1-5-21-882655250-3997956167-761839152-513 GLOBAL

Securitydemo.net/UsersiDomain Users
i I $-1-5-21-882655250.3997956167-761839152.519

securitydemo net'Users/Enterprj

securitydemo.net/Users/WinRMRemoteWMIUsers_ 5-1-5-21-882655250-3997956167-761839152-1000

\ Cancel |

& 56 Directory Groups MEiR

FIR13 I —T%RIRTDHE, BEITE 57 DIDIZRVET, 2O [Z/v—7 (Groups) | ~~— FHEOD [£R17 (Save) ]

/AP
Connection Authentication Dormains m
Edit %:Add - Delete Group  Update SID Values
[] Mame a
[] securitydemo.netUsers/Domain Users

X 57 I)IL—7

AR — T N—FIZEI Y THG A ITEH TES Active Directory 7 /L —7" D&y s 7y 7358 T LELT,
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Active Directory RiR>H— 4 JL—7 All_Accounts D& E

ROFNAL, AR —FINEEB LG LT N —T % AR Y — V=T ICBE T 5 k&2 R LE T, ZopfIT
L RA Y 2= EALE S,

FIE 1 [ AR 777 A (Guest Access) | > [ i€ (Configure) | > [A7R > %— 7 /L —7 (Sponsor Groups ) | >
[ALL_ACCOUNTS] DJIEIZEEIL £,

o 58 |2 R IOIT, [AR B —2 )L —7 (Sponsor Group) | X—VNRRINET,

Sponsor Group

I~ Disable Sponsor Group

Sponsor group name:* [ ALL_ACCOUNTS (defaul) |

Description: | Sponsors assigned to this group can manage all guest usq

i Members. [
Sponsor Group Members -
| @
ALL_ACCOUNTS (default)

| demoAD:demo.local/Users/Domain Users |

58 R H— S IL—T A 3—DFEIR

FIE2 [A3—Member) | Z7Uy 7L, K36 IR T LT, [BIRSHTz2—H 7 /L—7 (Selected User Groups) ]
FEIRIZR A 22— EBEL £,

Select Sponsor Group Members x
Select the user groups or individual users who will be member of this Sponsor Group

Availzble User Groups Selected User Groups s

E==) (E=)

%Emp\nvee \‘ ALL_ACCOUNTS (default)
GROUP_ACCOUNTS (default) demoAD:demo.local/Users/Domain
= Users
GuestType_Contractor (default)

GuestType_Daily (default) =

GuestType_Weekly (default)

OWN_ACCOUNTS (default) 5

B 59 AR Y — JIL—TF A /N—DFER

FIE3 [OK]ZZUyI7LET,

AR —FIL—TFOar— a3 DHRE

AN =T AN T AT AR T DB, T D ELWG AR ET DI ENEETT, b/ Bors—iar
ZEHLTIWNG ST ZOEEAFy 7 TEET, TNUNDEEIL Fililnr—Tar 2Bl £,

FIE1 K60 rTIHNC, AR —BEHT LR —rark [FANAT V'R T o0 —a &8N (Select
the locations that guests will be visiting) | DIH/HIRIL F77,
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FIF2 wEORaT—arZHIBRLET,

Create Guest Types at:
Guest Access > Configure > Guest Types

Select the locations that guests will be visiting

sanJose |

‘antun (EST)

B 60 Rk B4 T7 DO — 3 DSEIR

FIFE3 AP0k EHETRAZO—L, [I1AF (Save) | 7V 7 LE T,
FIE4 [FACS(Close)] #2Uv7 LT,

ISE R7R>H— R—% )LD FADN R—RXDT7 7 EXDERE

AR — N—=Z NV EAF T AR —1E, 7 AN, BRI BFE . L E U FRIR R EARD HTTP £/
IX HTTPS /AL % FEATL CRY NI — DT VB ATEAINNT, —WFR T I MeAERR CTE £, Ry by —213 4R
ERXYNT—TTH, FIIAH—FRMNIT 7 BAL THNEWNER A,

KRl 725R B2 912 ISE BB UL D AR P — iR—H U T 7B ATHHEN 2 BHVET,

o [T HUhOEEE (Manage Accounts) | AR ZAUTEERH FH T,
e [A—%/L 7 Ak URL (Portal Test URL)]: Z URL [ZAR Y —|ZiE[E TEDHD T, AR —03MH HIZY
AN Ty~ —r CEET (ZAUEXT 74V TT)

AR — B AR AR — R—& )LD URL i A2 2B UET, fi:

http://sponsorportal.yourcompany.com

WME7: URL £ 72 URL ICT7 7B A2 H1EEF R T DI, RO FINEEZEITUET,

FIE 1 [7ART 72 A (Guest Access) | > [#% & (Configure) | > [A4 > H—7R—4 /L (Sponsor Portals) | (ZFEIL £7,
FIE2 [AEH—FK—21(F 7418 (Sponsor Portal (default) ] 2270273 5L K 61 (T4 LS [R—2 /L%
7E (Portal Settings) | ~SA L DERRIINET,

Sponsor Settings and Customization

Portal Name: * Description:
| Sponsor Portal (default) | | Default portal used by sponsors to create and manage accounts for auth BPortal test URL

61 AR —E&E

FIE3  [R—%/L7 AN URL (Portal test URL) | 227V 7§58 HLWTFUH U4 Ry RBHEET,

H: ZHUE, FQDN AR —Z LA DWW TR O FNAICHEE 2T IUR AR —~DEEFE D HEEIT/25 URL BT,
[https://ise.securitydemo.net:8443/sponsorportal/PortalSetup.action?portal=28981150-e96e-11e4-a30a-005056bf01c9 |



http://sponsorportal.yourcompany.com/
https://ise.securitydemo.net:8443/sponsorportal/PortalSetup.action?portal=28981f50-e96e-11e4-a30a-005056bf01c9
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FIE4  [KR—%/LT AL URL (Portal Test URL)] VA RU U ET,
FIRS [/ E (Portal Settings) | T, K 62 TR LT [SERIERFN A1 4 (FQDN) (Fully Qualified
Domain Name (FQDN)) | £27 =% H.-21F T, lsponsorportal.yourcompany.com| & A JJLET,

* Portal Settings

Bl Juualiad domg;é]ghn; I sponsor.securitydemo.net I

62 [[R—#%JLEZ T (Portal Settings)] > [FQDN]

FIE6 HEWETAIT—LL, [{#1F (Save) | &7V 7 LET,

Z? FQDN 73 FZ ISE IP 7RV AR SN D LT, DNS & BoHi T DM BBV E£9, i,
sponsorportal.yourcompany.com 7° yourise 271> r 9% CNAME =AUT 2§52 L THEETELLE0HY
SN
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R—BILDEFHBGHRAEZTAXDETE EE)

ZOWETIE, AN TR DU AT DRSS EHVLEIIHDEE A, 2T, T AN R—2 L0 AN 72 T 24
VAR KT N AR RO DD DB D FINE T, R—H Ve DAL~ A R HLIENI2NGEA T, TR
DOFEAEDORRE (LE) | DIRIZHA TTZE W,

TFANDAIAZ < A ZXDFERNZDNTIX, TRI=AMN—F H ARO[ Customize End-User Web Portals | DIHEF%EF AR
DA CIHowTo: ISE Web Portal Customization Options | 25 L TI7ZS0,

FAN IRN—=H )l AR A X T B0, RO FNEIZENET,

FIE 1 [7 AR 7272 A(Guest Access) | > [% i€ (Configure) | > [/ ARKR—%4 /L (Guest Portals) | DNAIZZU 27 LET,
FIFg2 FHLTQNDR—2L ([FyRAKR Yk (Hotspot) ], [ H 28 6k (Self-Registered) |, F7=i% [AR > H—
(Sponsored) ) 27V 7L, ZDOR—ZNVEFRELET,

o B63ITRTINT, TITAT IR —HMAZITAED I HENTTF = VN FRRSNET,

[ 4 Guest Portals
| &= |configure the portals guests wil Create Edit Duplicate Delete

~—" use to access the network

Hotspot Guest Portal (default)
'\ Guest Tvpes Guests do not require username and passw

‘ 'Soer uest’s access privieges
= ’q e @ Used in 1 rules in the Authorization pq

63 7O T4 1Ry ARy R—42)L

FIgE3 64 | TR T I, =T EFRICHD [—T DI AL~ A X (Page Customization) | DIEZ U7 LET,

Portals Settings and Customization ) ) _

| Save || Close |
Portal Name: * Description:
| Hotspot Guest Portal (default) | | Guests do not require username and password credentials to access the | Portal test URL Language File -

Portal Behavior and Flow Settings /™ Portal Page Customization
Use these settings to specify the guest experience for ( ) Customize portal pages by applying a theme and

this portal. " specifying field names and messages displayed to users. %

64 [R—2ILR—CDHRAT A X (Portal Page Customization)]

o ISE Tld, FEiL 7z HARM 2 AL~ A XN I REINE T, ZDTOEHONEEZ)T IV

AL TR BRI TEXET, DAZ AKX Fa'eﬁ*f%)nfﬂﬂ I TIEREEHLFEAD, TTIER—TD

K EMICHorT | N — EERTXIANERRENE R TELI L2 THERLIZSN, RSN
TWDIAIAIDT —~ N7 —HIRIRTHILEHL TEET,



http://www.cisco.com/c/en/us/td/docs/security/ise/2-0/admin_guide/b_ise_admin_guide_20/b_ise_admin_guide_20_chapter_010000.html
http://www.cisco.com/c/en/us/support/security/identity-services-engine/products-implementation-design-guides-list.html
http://www.cisco.com/c/en/us/support/security/identity-services-engine/products-implementation-design-guides-list.html

tXa7 7ORRERBETEHNIY— HAF L—

atfran]es
CISCO.

N—=HNDT—~ BT —%EHTDHIT
[FH#& (Tweaks) | 2L CHAEEHTLET,

FIF 4

KLAIAFB DR —BZNDT —<HH 50 K 65 (TR T X

Portal Theme | Default Blue theme x|  Tweaks. | Advanced Customization... =

View in | English 2

+ Global Page Customizations -

Images Text Elements ( Footer Elements
e & oo v
Logo (Deskiop) (N9 contact  [Cantact Support {Lnk)

Banner Image [ G O

65 R—CDARFIAX AT av

FIES A=V THEATLIRICNFT =TT m—RTEET,

ZDO UL DALY BT ary DT T, BRIy TUR 74—V E R TEET, - F—Ih 38
TEET, XR—=VDOLEMNEREINDL TV aid, R—HIVDERELER—ZNDIAT IS TR E
T, RV DOXFEIFREI DT F AN EETEXET,

RN ~DEEEFRTHI=T L 2—0560FT,

ton.

Access Code

66 ;R—42JL ﬁX’)"?’f‘t'—/El/ = IT49$aJ:Uj’L/t:L—

FIE6 AN HIAZARDE T LD, 3= L a—0h Flehdt 7 arwz v LT, FTRIh T S

Ea— (=08 FEICH AR —4L T AR URL LRIC) Ml L £,

ﬂz NR— EFIZH R —F/NV TAN URL 2 L C, EBEOIVIAT M TS, 22— AR 35
BT —%TANTHIELTEET,

FRAIM T T a— TIUY TR EHUE T,

RVl B D [R1F (Save) | &7V 7 LET, K 67 2SR TLIZE,

FIg 7
FIE 8

Portals Settings and Customization

Portal Name: * Description:

[Hotspot Guest Portal (default) | [ Guests do not require usemame and password credentials to access the | Portal test URL

/ sy (=)

| Language Fe ~ |

/7 Portal Behavier and Flow Settings Portal Page Customization
{ d:i} ) Use these settings to specfy the guest experience for Customize portal pages by applying a theme and
N2 this portal.

specifying field names and messages displayed to users.

67 HRBTAXDIRTE
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FAN R—=BNDIERW eI AR < AXN5E T LE LT, AR Y— FAN TR 2EM 58, AR — R—4/L T
[FCZEZATHIZENTEET, ZNEITITIE, [T AT 77 A (Guest Access) | > [ i (Configure) ] > [AR H—7R—&
)V (Sponsor Portals) ] > [7 7 4 /L bR —4 /L D4R (Select the default portal) | (ZEENL , 7 AN IR—H /L& D AK <A X
DO LD LR FIRIZENET,

OB OFEREDORE ((EE) I2tETeh, [TRDOAT VT I AF Y 7 TEET,
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X DREAE D E (EE)

ZOWETIX T AN TR AHDOY AT 2B ST AL EITHDER AN \<HEEL 9, 2 —528 Web 777005,
AN, AR — FIITE LA R — VI LT BT IR B A 52 1P AND ML BN WN DT D121,
BEFNORRFE RN Lo TE A SINTZ ISE v — "HOGEHEZE H T2 NRHDF T,

ZITCIDHEEAX YT LT, [IROAT 7 |OBE|ZHETe D ENTEET, /R EEITWVELT,

ZOHARTHREINDZ AT DFEAEEZ IR —I 54— LT SSL.com 3HVET A, ICHFIHTES
R —RHVET,

B REAEDOIATIL, GEHET 0L —ICL o TRARDA RTINS G B HVET . SAN 74— /LRI 3L
T, BLDBE FZ Y DORAICRIWEDEDD, TRHDERIEDA LT A Web F¥ v MMl i+ ISR TEET,
Z DR, CN= 74—/ L RX FQDN T, SAN 74— L R|{ZIZVA /LR H—R & FQDN D 5% & efEH EA2 VLB L L TW\D
LExET,

TANKRH—REEAEB L OGEAZE R OFEMICOW T, IRO~V=aT L E2S L TTEIN,
e [ISE Administrator GuideJ: [ Wildcard Certificate Support in Cisco ISE |
e Moving Packets D FLF+: [ When SSL Certificates Go Wild |
e Aaron Woland @ Network World 77 22" : [Wildcard certificates and how to use with ISE |
e Aaron Woland D/ 7> —7% A R: [HowTo: Implement Cisco ISE and Server Side Certificates |

WROF oA TERY EiFAFIEIX, SAN TUANAR L —RAMEHRAIH TS, SSL.com (Comodo @D FAL) D2=T77AK
aIa=A—3a it E (UCC) DR ERIZRLTWET,

AEAEER ERDEREEERD D CSR DE(E

FIE 1 [& £ (Administration) | > [Z- A7 A (System) | > [RIEB] 2 (Certificates) | > [FEF] E55 44 2K (Certificate
Signing Requests) ] DNEIZEEIL £,

FIF2 [FEAEE4 ER (CSR) DAL (Generate Certificate Signing Requests (CSR)) ] 227U 27 L E T,

FIFE3 68T LT, CSR AT D72 DA AN ILET,



http://www.cisco.com/c/en/us/td/docs/security/ise/2-0/admin_guide/b_ise_admin_guide_20/b_ise_admin_guide_20_chapter_0111.html#ID126
http://movingpackets.net/2015/03/12/when-ssl-certificates-go-wild/?utm_content=buffer2c6ba&utm_medium=social&utm_source=twitter.com&utm_campaign=buffer
http://www.networkworld.com/article/2225032/infrastructure-management/what-are-wildcard-certificates-and-how-do-i-use-them-with-ciscos-ise.html
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-103-Implement_Cisco_ISE_Server_Side_Certificates.pdf
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Usage

Certificate(s) wil be used for [Multi-Use ] A\ You can

Allow Wildcard Certificates 4 @

Subject

Common Name (CN) ‘ Ise.securitydemo.net

unit(ou) [ SBG

Organi; () [Cisco

City (L) [ Boxboro

State (ST) [ Massachusetts

Subject Alternative Name (SAN) 1 | DNS Name ] [ie.securtydemo.net |

[ ons name | [ *.securitydemo.net ]
*KeyLength [2048 -
*Digestto Sign With [SHA 256~

68 CSR Z4 Y HIEHRND AN

£ 715 (Usage)
= [FEBAE O M (Certificate(s) will be used for) |: [ %l ] (Multi-Use) |
»  [VANVRI—ROFEHEAFF ] (Allow Wildcard Certificates) |: 3

$7 V=71 (Subject)
»  [3LiE4 (Common name) |: yourdomain.com
» YTV OMOEITarm =P OMBRITIS T E RICE SR FT,
» [TV ORFEE4 (SAN) (Subject Alternative Name (SAN)) J=
SAN DNS 44 1 = yourise.yourcompany.com
SAN DNS 4 2 = * yourcompany.com
» BB 2ODT4—VRIET 7 AN D ERICLET,

FIE4  [Generate (%) ] 227V v 7L T CSR 4R LFET, K 69 (27985512, CSR ARSI NET,

B

Successfully generated CSR(s)

Certificate Signing request(s) generated:

ise.securitydemo.net; Multi-Use

Click Export to download CSR(s) or OK to return to list of CSR(s) screen
| Ecot |RETE

———————————

B 69 EEICAERMINT- CSR

FIE5 [=7AFR—F(Export)] &7V 7L T7 7 ANERFLET,

FIE6 THXANTZTAXTIOTZ7ANERETET,

FIg7 [---- BEGIN CERTIFICATE REQUEST----- | >5[ -—---END CERTIFICATE REQUEST---- | £ COF_XTD
THXANEaL —LE£7,




wlflal ]l
EXaT PHERERETBAYY— HAE SY— cllsclo

FIFE8 EIRL7= CA DFEAEZRIZ, 20D CSR DNEZ > TTZE0Y,
X 70 = SSL.com R —# V&R~ LET,

Note: The Common Name (CN) field in your CSR must conform to the following rules:

« It MUST represent your fully-qualified domain name (i.e. submit.domain.com)
 Or, it MUST represent the name of your server Le. localhost or bizserver)
It CANNOT not represent an ip address (i.e. 58.123.123.123 or 127.0.0.1 - see deprecated

common name field in csr is: ise.securitydemo.net

*CSR:

certifieate signing request | T IDTICCA]YCAQRWazEAMBEGA] UEAXMUAXNILON
use pl esr 1NCRZEOMAWGA1UECKMFQ212¥28XE A
MAKGA1UECBMCTKMXCZAJBGNVBAYTALVTMIIBI JA
MII 0312iDmJAL38L1bSFRIGS

nnnnnn

v£yQyThRI0NS51NUGHS gIth+X0GOLXTNI IBGBEEC
L1tg59LyBTSLTOFWSjy/e6bISuBzIVudwsgiver
RCWhYQ90eBx54ntd5K5 3pAfvUzqUidDgIwIDAQA

4

*Server Software: T t 4]
for informational purpeses only | "OMCAl
Domains (prorated): @ [+ securitydemo.netise.securitydemo.net.se
separated uritydemo.net ise.securitydemo.net

70 SSL.com FR—%JL

FIEY BAFAOIERHFTLS V> n—FLET,

B :CAICI-> L, BAMEEHENE T AL TEEINDIGERHVET, ¥V a—REN=T7 7V ERITE
A= VDTN T 7 AN DL zip 77 ANVERT, FEICEL SNFEAEE CA DTV 7 BAFERENEZENT
WET, TUXVELFEAE, L—bk CA FEHE, BXOMO TR CA FFAE GELTH8E8) 2. 7947 7IUH
ZERWTWER—L AT AMURFLET, ZOOREEIZROETA AR —RLET,

[EHETEHHATANT ADIEATED 1V R—bk

ZOHETIL, 74T U heY— [ OBEMEEIN DT O I B RGEE L A R — R £ 77, ISE (JudfE:, 7747
YMIH LT — SEEA E L LIV — MEFAE B IO P EREAF (L EITRC O 2R L ET,

BT R_RTCOT AL —CTHMGFEAED AV A=V BB TIEHDEE A, PRIGEFEIL TN CA HERftx
WET, 728 20F SSL.com Z{# 45554 . SSL.com IZ Comodo ® 7. CA 12720 £d, Comodo % AddTrust /L —h
CA O ML CA T, LI ->T, ZOFITIE, A—MERAEITMZ T, 20 2 2O FAL CA OFEFAEL AR —FFT,

ZD 3 ODFFAELEZ T X TA LR =T A2, IROFNEIZHEVET,

FIE 1 [& 22 (Administration) | > [Z*A7 A (System) | > [RIEEH 3 (Certificates) | > [{5 #4172 AEBH 3 (Trusted
Certificates) ] DIAIZEENL £7,
¥FIIg 2 [1> A —k (Import) | 7V 27 LET,

e L —p CA:AddTrustExternal CARoot.crt
e /i CA:SSLcomDVCA 2.crt
e {7 CA:USERTrustRSAAddTrustCA.crt




tXa7 TOEREERTH/N\IY— HAK L)— Cisco
FIR3 TR EDZ, [REFEANT IZHTHLRE £% 1> 7K — b (Import a new Certificate into the Certificate

FIF 4

FIE 5
F I 6
FIE7
FIFE 8

FIR9
FIE 10
FE 1

Store) | AV MMERINET,

Import a new Certificate into the Certificate Store

* Certificate File ~ Beowse... N Tho solectod

Friendly Mame | S5LCo

Trusted For: |

[ Trust for authentication within 1SE

] Trust for cilent authenkication and Sysiog

[C] Trust for authentication of Cistd Senvices

A vaidate Certficate Extensions

Description | Root for SSL Comodo Wizard]

[ sione JEET

71 AR ADFHLWLEBAZED AV R—k

ROFEAFZA R = DI20T IROFNAEZE L TTZEW,

JV—h CA : AddTrustExternal CARoot.crt
TAHL CA:SSLcomDVCA 2.crt
T{L CA :USERTrustRSAAddTrustCA.crt

[Z M (Browse) ] #27VU> 7L T, Jb—h CA FERAZEZRIRL £,

LPVRLFTWARTEASILET,

CA IZE> TRENFN—NERAELERIRLET,

[{Z#8 D B 1Y : (Trusted For:) ] T, [ISE TOFFEDT=DIZAEHE T 5 (Trust for Authentication within ISE) ] 33
KO TAT U MFERERB L Syslog D7=DITAEHH T % (Trust for client authentication and Syslog) ] D727 A
EAATLET,

[RERA EDHLIEDOFEE (Validate Certificate Extensions) | Z 18R 352 EHHELEL 97,

FAZ ATILET,

[2%515 (Submit) ] 7V v 7 LE T,

FERERAD CA ZBATESHEATD/A(UF

INT, CADOIRINT T VHNVBLMEFEHELZZITED, CAFFAEDOA VR —IRZE T LELZ, IROFNAEIL, CA
DEL UTZAER E% ISE 2250 CSR IZNA VR THZETT, NAURTHIET, CSR ORI A S 7-FERH 3 & i
B — DT IMERESNET,

FIE 1

FIIE 2
FIR 3

[& £ (Administration) | > [Z- A7 A (System) | > [RIEB] 2 (Certificates) | > [FEF E55 44 2K (Certificate
Signing Requests) ] DIEIZEEIL £7,

BAEROT N ZBIRUET,

T2 1R I, [REBED /S AR (Bind Certificate) | #27V> 7 LET,

»-view  gh-Export ¥ Delete | Bind Certifica

[1 Friendly Narne Certificate Su
ise#Portal#55L ComodoWildcard. | CH=ise.securi

B 72 /319 HIEEAE DER




X7 FHORRERETE/1\H9Y— HLK I1— CISCO.

FIF 4
FIE S5
FIE 6
FIE7

FIE 8

[ZHE (Browse) | 7V 7L, CA BATEFEAELEIRLET,

FEEODIYRTWARTZfEE L £,

[ 7515 (Usage) | T, IROA T Tar A AL ET, [ 2 (Admin) |, [EAPFEFIE (EAP Authentication) ],
[R—%4 1 (Portal) ]

[R—% VT N—"7%7 (Portal Group Tag) ] TiX., [T 7 A/V DR —H NV GEES L —7 (Default Portal
Certificate Group) | Z IR F 7",

B 73 \ZR T LI [351E (Submit) ] #27U> 7 LT, CA BAEFEAEZ A RLET,

[2515 (Submit) | 7Yy 7§ 5L, VAT AR FHEBISI, &R T 5 M TERIRVET,

Bind CA Signed Certificate

* Certificate File ~ Browse... | No file selected.

Friendly Name | wildcardComodoSecurityDeme

Validate Certificate Extensions [ @

Usage
Admin: Use certificate to authenticate the ISE Admin Portal
EAP Authentication: Use certificate for EAP protocols that use SSL/TLS tunneling
Portal: Use for porta

* Portal group tag | Jefault Portal Certificate Group = | @

Portal(s) using this tag  BYOD Portal (default) Blacklist Portal (default)
Client Provisioning Portal (default) Hotspot Guest Portal (default)
MDM Portal (default) My Devices Portal (default)

Self-Registered Guest Portal (default) Sponsor Portal (default)
Sponsored Guest Portal (default)

ml Cancel |

73 ERMNEMAED /NI

ISE 2.0 TOBEFDIEHEDOHRENTE T LEL,

FERHED

YN

X IEDFERIZ DT, [Cisco ISE 2.0 Administration Guide]? ' Managing Certificates | OTHZZ L T2



http://www.cisco.com/c/en/us/td/docs/security/ise/2-0/admin_guide/b_ise_admin_guide_20/b_ise_admin_guide_20_chapter_0111.html
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BEEBIVTANTHIUFDEEDRE (EE)

AT EDEENLT2D, IRDT T NDT 74V NR Ea B BT HI LA HEEL £,
o BTy ITINEEREST AT OITEHE T I DS AT —R R —2 I A TBWTLE &N,

o I—VNEHENS AL EIVEEIZTEDINTT IS ANDT 74V =W 4 L/ RAT — RO B 23R E
LET,

EBENAT—F R)—DEH

ISE #3%ET 558 O— a7 MBEIL. —EMREHALWES ., BHET I MR EXLE BT LD ST
BN AT Doy 7 T RNSNAZETT, ENLEEEL AT A —EHR T 7 EALRWEGA X, ryZ& 70
IO, EHRIZOWTHR L TRLLZEAHEREL £,

[& #E (Administration) ] > [Z* A7 A (System) | > [ E35 77 & A (Admin Access) | > [/XAT —R7KRY T — (Password
Policy) | IZBEILET,

MBGC TRRIEZE R LET, 1oL 2IE, NRT—R FA 7 XA LFHIREINDITOF =0 IRy 7 R%F 712350,
EATILRLET

TANTHOUNEHDER

fERNZ, ISE 7 AN YV a—a i, FEF ICRER AT — RO ENHVET, ZNHDO/RAT—R i, B THEME:
T2ORLET 272 T EBEHEO TRLOLREETT, 2—W =/ AN A I BLTH7DICINLORELE
HCTEFET, T, TR ES TR, M0, 1EET 10, 11 DOEWERRL SHW D | — P NERGEE KT 5
JRPRIZZ20ET, SCFHERHGL TR BEIZL DD, D UREH O THEMEICL TRLZEL TEET,

FIE 1 [ AR 777 A (Guest Access) | > [i% 7€ (Settings) | > [/ Ab —H 4RV — (Guest Username Policy) ] ®
JELZEARL T, ARV —Z 8IS, B 74 (R T IDICHFTLET,

FIIg 2 [ —W4 D Fc/NE (Minimum username length) | % 4 (ZE B L E7,

FIE3 [T ATERIND— 4 T ] C& %305 (Characters Allowed in Randomly-Generated Usernames) |
D FERDIINITERLET,

.
= BLBTOIZHIERT S
. R ICETT S
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atfran]es
CISCO.

MBI ZHIFRT D
/e 3ICEETS

Usemame Length

Username Criteria for Knowr

O Email address

Alphabetic:
Minimum alphabetic:
Numeric:

Minimum numeric:
Special:

Minimum special:

=3

(@ First name and last name

username [ [4 [(1-64 characters)

lests

If data s available, base username on:

Characters Allowed in Randomly-Generated Usernames

Custom | [ hBCDEFGH:
_Jow

[ custom ~| [012345678 ]
3 (064)

[(custom <] [~
L Jow

74 1 —HLZ DR —

FIE4 [R(FE(Save)] Z2VvILET,
FIES [7 AR RRTU—K R — (Guest Password Policy) | (ZBEIL T, B 75 [ORTITEFLET,

INAT—=RDOEX:4 |
TN RCF DI /M0 IR ET D
B/ ME 4 IZFRET S

e/ INRRER SCTF:0

RET D

SRETD

Password Length

length:*

Alphabetic lowercase:

Minimum lowercase:

Alphabetic uppercase:

Minimum uppercase:

Numeric:

Minimum numeric:

Special:

Minimum special:

Minimum password (1-127 characters)

Allowed Characters and Minimums

[AiGa-2)

b Jow

[Anaz)

b Jow

[Ai(o-9)

[ Jow

| All supported

b Jow

75 INAT—K RS —

FIE6 [RfFE(Save)] Z2Vv I LET,
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RODRATVT

ISE Y —~ZRELTDH, MIEL CODZEERGET DIZOIREFAT S DU EBHVES,
Hyh ARy SR 70 —0%HE

FIE1 A2 SSID I[C#Ee £,
FIFE2 FHYPARyrR—ZNMIIOT A LET,

H & &Y AN 7a—DHRE

FIg1  ZAbSSID (TR LET,
FIE2 [7TH7RHE> TR0 (Don’t have an Account) | 227Uy 7 L, 7 AR THD "B L £,
FIE3I BHOEBRGER—IVIIOTALET,

ARV — FARN Ta—DFE

FIE 1 WY "D — 7 T~ 2 LT, Ao Ph— R—AH /L http://sponsorportal.yourdomain.com (26t 3 5
M, FIITAR Y — R—5)L T 7B RADR =4V 7 A® URL ZfEHL 9, ZIUZ2W T, [ISE AR
»H— R—Z /LD FQDN N—ZADT 7 ADHE ] TiAL TWET,

FIE 2 AR — T AU ML e A LET,

¥FIIg 3 FAN TN ERR L ET,

FIgas HBloOIIA4T ML T, 7 AN SSID (ZHERt L £ 9,

FIES5 FLUIERENZT AN THI ML o A LET,

RIEAT > ar ORI OV TIL, http://www.cisco.com/go/ise (285 Cisco ISE DEEZ SR TZE Y,

TAYL AR arba—T0O— R S A 2D T, [How-to:Universal WLC Config | Z 2L TL/ZX0Y,



http://sponsorportal.yourdomain.com/
http://www.cisco.com/go/ise
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-11-Universal_WLC_Config.pdf

sl flal ]l
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e A: DAY L ADEER

WLAN Express & b7 v 7 174, ISE VA YL R F AN o b T o7 U4 —RRUA VLA VAT AZBENT D~y
RZRIZRLUET,

'config network web-auth captive-bypass enable'
'reset system'

—REBOOT—

'config radius auth add 1 {ISE IP} 1812 ascii {RADIUS SECRET}',
'config radius auth disable 1°',

'config radius auth retransmit-timeout 1 5°',

'config radius auth rfc3576 enable 1°',

'config radius auth network 1 enable’',

'config radius auth management 1 disable',

'config radius auth enable 1°',

'config radius acct add 1 {ISE IP} 1813 ascii {RADIUS SECRET}',
'config radius acct disable 1°',

'config radius acct retransmit-timeout 1 5',

'config radius acct network 1 enable',

'config radius acct enable 1°',

'config acl create guest-redirect',

'config acl rule add guest-redirect 1°',

'config acl rule destination port range guest-redirect 1 0 65535',
'config acl rule action guest-redirect 1 permit',

'config acl rule source port range guest-redirect 1 53 53',
'config acl rule direction guest-redirect 1 out',

'config acl rule protocol guest-redirect 1 17',

'config acl rule add guest-redirect 2',

'config acl rule destination port range guest-redirect 2 53 53°',
'config acl rule action guest-redirect 2 permit',

'config acl rule source port range guest-redirect 2 0 65535',
'config acl rule direction guest-redirect 2 in',

'config acl rule protocol guest-redirect 2 17',

'config acl rule add guest-redirect 3',

'config acl rule destination port range guest-redirect 3 0 65535"',
'config acl rule destination address guest-redirect 3 {ISE IP} 255.255.255.255",
'config acl rule action guest-redirect 3 permit',

'config acl rule source port range guest-redirect 3 0 65535"',
'config acl rule add guest-redirect 4',

'config acl rule destination port range guest-redirect 4 0 65535',
'config acl rule action guest-redirect 4 permit',

'config acl rule source port range guest-redirect 4 0 65535',
'config acl rule source address guest-redirect 4 {ISE IP} 255.255.255.255",
'config acl rule add guest-redirect 65',

'config acl rule destination port range guest-redirect 65 0 65535',
'config acl rule source port range guest-redirect 65 0 65535',
'config acl apply guest-redirect',

'config acl create guest-acl',

'config acl rule add guest-acl 1',

'config acl rule destination port range guest-acl 1 53 53',
'config acl rule action guest-acl 1 permit',

'config acl rule source port range guest-acl 1 0 65535',

'config acl rule protocol guest-acl 1 17',

'config acl rule add guest-acl 2',

'config acl rule destination port range guest-acl 2 0 65535',
'config acl rule action guest-acl 2 permit',

Cisco Systems © 2016
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'config
'config
'config
'config
'config
'config
'config
'config
'config
'config
'config
'config
'config
'config
'config
'config
'config
'config
'config
'config
'config
'config
'config
'config
'config
'config
'config
'config
'config
'config
'config
'config
'config
'config
'config
'config
'config
'config
'config
'config
'config
'config
'config
'config
'config
'config
'config

acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
wlan
wlan
wlan
wlan
wlan
wlan
wlan
wlan
wlan
wlan
wlan
wlan
wlan
wlan
wlan
wlan
wlan
wlan
wlan
wlan
wlan
wlan
wlan
wlan
wlan
wlan

rule source port range guest-acl 2 53 53',
rule protocol guest-acl 2 17',
rule add guest-acl 3',
rule destination port range guest-acl 3 0 65535',
rule destination address guest-acl 3 {ISE IP} 255.255.255.255",
rule action guest-acl 3 permit',
rule source port range guest-acl 3 0 65535',
rule add guest-acl 4',
rule destination port range guest-acl 4 0 65535',
rule action guest-acl 4 permit',
rule source port range guest-acl 4 0 65535',
rule source address guest-acl 4 {ISE IP} 255.255.255.255",
rule add guest-acl 5°',
rule destination port range guest-acl 5 0 65535',
rule destination address guest-acl 5 {GATEWAY IP} 255.255.255.255',
rule action guest-acl 5 permit',
rule source port range guest-acl 5 0 65535',
rule add guest-acl 65',
rule destination port range guest-acl 65 0 65535',
rule source port range guest-acl 65 0 65535',
apply guest-acl',

disable {WLAN ID}',

exclusionlist {WLAN ID} 60",

flexconnect local-switching {WLAN ID} disable’',
security wpa akm 802.1x disable {WLAN ID}',

security wpa wpa2 ciphers aes disable {WLAN ID}',
security wpa wpa2 disable {WLAN ID}',

security wpa disable {WLAN ID}',

security web-auth server-precedence {WLAN ID} local radius ldap',
security web-auth disable {WLAN ID}',

security web-passthrough disable {WLAN ID}',
aaa-override enable {WLAN ID}',

mac-filtering enable {WLAN ID}',

broadcast-ssid enable {WLAN ID}',

session-timeout {WLAN ID} 1800',

mfp client enable {WLAN ID}',

radius_server auth add {WLAN ID} 1°',

radius server acct add {WLAN ID} 1',

wmm allow {WLAN ID}',

nac radius enable {WLAN ID}',

acl {WLAN ID} none',

ipv6e acl {WLAN ID} none',

radius_server acct interim-update 0 {WLAN ID}',
radius_server acct interim-update enable {WLAN ID}',
ccx AironetIeSupport disable {WLAN ID}',

profiling radius all enable {WLAN ID}',

enable {WLAN ID}',

'save config'

Guest-acl screenshot example:
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Destination

Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction MNumber of Hits

1 Permit 0.0.0.0 /0.0.0.0 / uoe Any DNS Any  Any 0 [~ ]
- 0.0.0.0 0.0.0.0

2 Permit 0.0.0.0 / 0.0.0.0 / uDP DNS Any Any ANy 0 [~}
- 0.0.0.0 0.0.0.0

. Permit 0.0.0.0 / 10.1.100.37 ! Any Any Any Any Any 0 n
- 0.0.0.0 255.255.255.255

4 Permit 10.1.100.37 /0.0.00 / Any Any Any Any Any 0 [~ |
- 255.255.255.255 0.0.0.0

= Permit 0.0.0.0 / 10.1.100.1 ! Any Any Any Any Any 0 n
- 0.0.0.0 255.255.255.255

5 Permit 0.0.0.0 /0.0.0.0 / uoe Any DNS Any  Any 0 [~ ]
- 0.0.0.0 0.0.0.0

7 Permit 0.0.0.0 / 0.0.0.0 / uDP DNS Any Any ANy 0 [~}
- 0.0.0.0 0.0.0.0

= oer oog emsasso | A A Any Inbound 0 g
g Deny 10.1.100.0 / 10.1.20.0 ! Any Any Any Any Any 0 ﬂ
- 255.255.255.0 255.255.255.0

10  Deny gggg ! 12'25000000 / Any Any Any Any Inbound 0 [~ ]
11 Deny gggg ! ;;;;EUGUUU / Any Any Any Any Inbound 0 [~ ]
12 Deny gggg ! ;:;;:ggg / Any Any Any Any  Inbound 0 [~}
13 Permit 0.0.0.0 /0.0.0.0 / Any Any Any Any Any 0 ﬂ
- 0.0.0.0 0.0.0.0
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{18% B: R4/ YFDEKE

ZAF DR ET AN DFZIRITTRUET,

hostname 3560CG

|

vlan 50

name GUEST

i

vlan 100

name Mgmt

|

vlan 90

name access-points

i

interface GigabitEthernet0/1
switchport access vlan 100
switchport mode access

|

interface GigabitEthernet0/2
switchport access vlan 100
switchport mode access

|

interface GigabitEthernet0/3
switchport access vlan 50
switchport mode access

|

interface GigabitEthernet0/4
switchport access vlan 100
switchport mode access

|

interface GigabitEthernet0/5
switchport access vlan 100
switchport mode access

|

interface GigabitEthernet0/6
switchport access vlan 100
switchport mode access

|

interface GigabitEthernet0/7
switchport access vlan 90
switchport mode access

|

interface GigabitEthernet0/8
switchport access wvlan 90
switchport mode access

|

interface GigabitEthernet0/9
switchport access vlan 100
switchport mode access

|

interface GigabitEthernet0/10
switchport trunk encapsulation dotlg
switchport mode trunk

|

interface Vlan50

ip address 10.1.50.1 255.255.255.0

ip helper-address 10.1.100.10
|
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interface V1an90

ip address 10.1.90.1 255.255.255.0
ip helper-address 10.1.100.10

|

interface V1anl00

ip address 10.1.100.1 255.255.255.0
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