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IIAT NP —sN Tk Ths Terminal Access Controller Access Control System Plus (TACACS+) I, /L—#
REDEZDIAT DX NT =7 T IR T NAANDERT 72 2% gl T 2720 a—Fic—nfbahizt¥ =
V71l &2 FEELE7, TACACS+ TlE, IRD AAA Y —E A& AL F7,

e Authentication (G&FE) : = — 137D
e Authorization (FFA]) : 22—V I A2 FITTEDHN
e Accounting (T AT 47 (HEDMAT A WO EITLTE)

ZDORF2 AR TIE, TACACS+ $—/ 2L T Cisco Identity Services Engine (ISE) , TACACS+ 7747 > hL T
Cisco NX-OS 1 N —2 T3 2% 9% TACACS+ DR ER|ZRLET,

CDHAFDERAE

ZDOHARTIL, IRD 2 EkE A% T, Cisco NX-OS AR R YNNI —7 TNSAA~NOEIT 7 A% ISE CTEHTEHL)
[ =3

o X—KI1:ISE DT RAREHORIE
e ¥—] 2:Cisco NX-OS @ TACACS+ DT

AT HavR—F ok
ZORF2ARDIERIZ. L FDOI TR 2T NX"—=Var BLUON—RT =T N—T g2 SN TWVET,

o ISE VMware [RAET 7 T4 7 A YJ—2Z 2.0
e VMware vSphere ] Cisco Nexus1000V (N1Kv) , Cisco NX-OS 5.2(1)SV3(1.10)

1FE AL D Cisco NX-OS T /3A A TEIWELE7,

ZORF 2 A MDERHITREEEED T A ZDLIER SV TWET, T RTOTAARIZITHE I (T 74V ) D
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ISE DT /INA R B

D EXTE

ISE TOTNARAEERDFAEVR

TNARE R (TACACSH) 1TEBIZ L2774 A, A %072 ISE BASE A2 AEAITEL YT 4 T2 AN
‘/[Z‘gwéjﬂo

ISE TOT/INAABEEDEE

F XA AE Y —E A (TACACSH) X ISE /—R T 74V THEINI > TWER Ay IPIOFNEIL. AT 5
ZETT,

FIE 1
FIE 2

PR—=PEINTNDTTUHD 1 &L TISE E# Web R—2 L zn/ A LET,
[ 2 (Administration) ] > [ A7 A (System) ] > [Ji£BH (Deployment) ] (IZBEEIL £3, ISE /—RDEkIZH
DT = VIR I A% A AZLT, [#itk (Bdit) ] 227Uy 27 LET,

Il dentity Sef

alialn
Gisco

-es Engine

Home

* Operations

» Palicy GuUes * Administration

w Syziem

Deployment  Licensing
——

¥ [dentity Management

b Cedificates

¥ Metwork Resources

¥ Logging ¥ Mail

Deployment
G
> i&fDeplUymerﬂ

*
=z PN Falover

/1 Edit

[] Hostname
ize-1 ISE

b Device Porlal Management  priGrid Services P Feed Service P Identity Mapping

ntenance  Upgrade  Backup & Restore ¥ Admin Access b Settings

Deployment Nodes

& svmaup EDareg\ster

~ MNode Type  Personas

=
Role(s)

Administration, Moritoring, Policy Service STAMDALONE

Services hode Status
SEssion,.. B

FIR 3

satlts identity Services Engine

~System ty ¥ Net

wrces  » Davice

1. ISE BRIR—Y
[42f55% 7E (General Settings) ] C FIZAZ2—/L L, [T A REH Y —E 2% 42012795 (Enable Device
Admin Service) | DBEICH LT = IRy I A% AL ET,

pxGrid Services b Feed Service  » |dentity Mapping

Deployment  Licensing  » Ceniificates  » Logging  » Maintenance  Upgrade  Backup & |_| Enable Sxp Sewice
Deployment Deployment Nodes List > atw-ise243
.:; i S Use Interface = GigabitEthernet 0 |
[ Enable Device Admin Service
: [J Enable Identity Mapping
U pxrid

[ enale Sxp service
[ Enable Device Admin Service
O ensbie 1dentity Mapping

Opoia @

2. ISE EHO2MERTE
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FIF 4

TINARABEEB)—H 25—

ISE2.0 ZV—7 B Z—%EAL CWET, UV—7 B Z—I. FNENUREEDT 4 —F vy DT X TOEZELE]

L TWET,

FIE
Li‘g—o

il identity Services Engine

Home

» TrusiSec =~ Device Administration

Overview » Identities  User Identity Groups

Device Administration Overview

* Authorization Roles

Consider the roles your crganization
needs to manage its devices. Create
Authorization Profiles and Command
Sets to determine the operations
admins may perform.

» Device Administrators

All users who will perform device
administration, whether internal or
external, should have a common
attribute or be assigned to a suitable
group.

» Migrating from ACS 5.5/5.67

Use the handy migration tool to impert
all your data and set default TACACS
secrets for all network devices.

+ Network Resources

» Operations » Policy » Guest Access » Administration

TrustSec

Overview

Network Device Groups  + Policy Conditions

- Work Centers

Authentication Policy
Authorization Policy
Components

Policy
SXP
Reports
Settings

» Configure Devices

All the devices that will be controlled
and audited by TACACS device
administration, should have TACACS

secrets set. » Audit the System

View reports to check access and

« Define Policies authorization is as intended.

Create a policy within the policy sets for
your device administration
service.Firstly, set the authentication
policy to select the identity stores that
contain the device administrators. Next
use the authorization policy to select the
Profiles and Command Sets, according
to the relevant conditions, for example
NDGs and identity groups.

» Settings

Check the default Settings for
connections and password control suit
your organization.

Device Administration

[fR7F (Save) | CRRIEEIRFELET, 2N TT SAAEHY —E 2N ISE THINZ/RDE T,

[V—2 &> 42— (Work Centers) ] > [7 /3 2% 21 (Device Administration) | > [BE2E (Overview) | (25 #)

License Waming &

Identities

User Identity Groups
Network Resources
Network Device Groups
Policy Conditions

Policy Results

Device Admin Policy Sets
Reports

Settings

3. TNAREEDHE

[7 /A ZE FL O (Device Administration Overview) | Tl 8 B D K ENR FNAZFRUEL 57,

RYRT =D FINMRERYNT—= FINAR T L—TF

ISE Tl DT SAR T N—T BRI T DIV T AR 7 =T RE 2R L T, ARSI
Fy NI =7 FISAZDFHEOISL LT FiE R L ET .

FIE 1

JL—"7" (Network Device Groups) | (ZBEIL £,

alaln |den
Bl Iden

Engine Haorme

¥ Policy * Gu

~YWark Centers

[V—72 &4 —(Work Centers) ] > [7 73 A% B (Device Administration) | > [Ry s —2 T /SA A 7

k TrustSec ~ Device Administration

Overdiew ¢ ldenfities  User ldentity Groups

Network Device Groups
¢ o)
B .

v [ Groups

> ‘f‘ Al Device Types
> ‘f‘ Al Locations

* Metwark Resources

Metwork Device Groups v Policy Conditions
——————

Network Device Groups

Edit fefdd  [fyDuplcate Delers | (@almport  GExport +
[ Marme - Type
Oa All Device Types Dievice Tvpe
O &l Locations Location

v Policy Results

Description
All Device Types
&l Locations

Device Admin Policy Sets

Reports  Settings

Show | &l

4, RIRT—9 FTINAR G IL—T
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[T _XTDOT AR XA (All Device Types) | & [T TDr/— a2 (All Locations) ] 1%, ISE (280
ENDHT 74V NOREE T, A OREEEBINLIZY, % TRV —FKIFIEATEL RN —2 7

INA RN T BT DS ES Foa R—X U M EFRLTIZDTEET,
ML ERTIHE, RyhT—7 FARAZA T N—T1F IROIICERENET,

5. XYRT—Y TNAR T N—TDOV)—Ea—

-

-

v
=

- i?i Network Devices

Groups
i?i All Device Types

i?i 105 Devices
&%, NX-05 Devices
i?i Wireless Devices
- i?i Security Devices
&% Firewalls
i Ps
iy VPN
i?i All Locations
- i?i East_Coast
i?i Boston
&% New York
- i?i West_Coast

i?i Los Angeles

i?i San Jose

INetwork Devices

* Name | DMZ_BLDO_N1Kv
Description | Nexus 1000v

*IP Address: [ 10.1.100.180 !

* Device Profile | &k Cisco | v &

Software Version I:|

* Network Device Group

Device Type [NX-0S Devices [v]

Il set To Defaurt |

Location [san Jose )

M set To Defaurt |

» RADIUS Authentication Settings

~ TACACS+ Authentication Settings

Enable Single Connect Made [

* Legacy Cisco Device
TACACS+ Draft Compliance Single Connect Support

6. RYRT—H TINAADEM

ZIZTHE Ay RT—7 TRAARELTNIKY ZBMLET, [V—7 &% — (Work Centers) | > [T 731 A
& H (Device Administration) ] > [*h7—72 >/ —Z (Network Resources) ] (ZBEIL £7°, [1EI1(Add) ]

7V 7L, FLWKRY NI —2 T34 A DMZ_BLDO_NI1Kv ZiBIL %9,

Network Devices List > DMZ_BLDO_N1Kv

TIRAAD P TRV AZ AT, T /3AAD [0/ — a2 (Location) | & [T 734 A #A7° (Device Type) ]
N~ T INDHZ L E MR L E T, H k1T, [TACACS+ #8ilEa% & (TACACS+ Authentication

Settings) | # A 2L, [3H A% (Shared Secret) ] ZH5EL £,

Cisco Systems © 2016
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ID ART7

ORI ar TR TAAREHED ID AT HEFRLET, ID AN 1L ISE N —HF B IO R —hahb
AER ID Y — A2 HIENTEE T, ZZTid. Active Directory (AD) , #8568 ID V' —RA&AFHLE9,

FIE 1

FIE 2

FIE 3

[& £ (Administration) ] > [ID ® % 2 (Identity Management) | > [#}4 ID >/ — A (External Identity
Sources) | > [Active Directory] IZBEIL £, BN (Add) | Z27Vv 7L, #HL AD OSIIHR A M
E%Liﬁ“ SHARAL Ma& AD KA 4 %?ﬁﬁb [ {5 (Submit) ] 22V /7Lij‘

cisco  IENtDY SErVIcES Enging Home » Ciperations » Palicy 58 ~ Administration

¥ Systerm = |dentity Management ¥ Metwork Resources ¥ Device Portal Management  puGrid Services ¥ Feed Service v |dentity Mapping

v |dentities  Groups  Edernal Identity Sources  Identity Source Sequences » Settings

External Identity Sources Connection
v|= - 55 . o
= v Jain Paint Mame | demosD
» || Cerificate Authertication Profile * Active Directory Domain | securityderno.net]|

w || Active Directory

3. AD SRA DB

[Z® Active Directory RAAANZTXTD ISE /—FZSHIZHE £ 9722 (Would you like to Join all ISE
Nodes to this Active Directory Domain?) | £V ) 7 a2 7 RAERIRENTZ6, [1Z (Yes) ] 227w 7L ET,
AD ~DOBNFHEN DIV T V& AT, [B1(Join)] TISE % AD IZBMSEE T, [AT—4
A (Status) ] #F =y 7L, BB T THLZEEMERLET,

* Join Point Name | demoAD | i

* Active Directory Domain - securitydemo.net i
o= Join = Leave f_'_ Test User ﬁDiagnostic Tool @Reﬁesh Table
] I5E Node | ISEMNode Role | Status Domain Controller Site
O ise-1.securitydemo.net STANDALOME |ﬁ Dperafional] demoAD.securitydemo.net Default-First-Site-Name

4. ISE ® AD ~DSh0

[7 /v —"7 (Groups) ] # 7\ ZRENL ., [[BIN(Ad) | 227V LT, T/ A T RANFF RIS IH 22—
HEANWTHERI N —T 2T _XRTRELET, ZOHARDEKER) S —IFE 257 V—F%2LL D
BNRLET,

Connection Authentication Domains m

Edit :I‘]:Add - Delete Group  Update SID Values

[] Name
O securitydemo.net’DemoGroups/Contractors

[ securitydemo.netDemoGroups/Daoctors

[ [ securitydemo.net'DemoGroups/East_Coast |

[ securitydemo.netDemoGroupsiEmployees

[ | securitydemo.netDemoGroups/HelpDesk

O securitydemo.net’DemoGroups/Metwork_Operators

O securitydemo.netDemoGroupsiMNurses

O securitydemo.net’'DemoGroups/Physicians

Dl securitydemo.netDemoGroups/Security_Operators |

O securitydemo.net’'DemoGroups/Staff
[ securitydemonetDemoGroups/Students
[ fsecuritydemo.netDemoGroups/West_Coast |

5. AD 7 )L—7




tXa7 7ORRERETEHNIY—FA CiIscCO

TACACS 7AJ7AI)L

Cisco TACACS+ |4, Internet Engineering Task Force (IEFT) {14k cisco-av-pair % —[EH A J& M (VSA) 47
varEFEELTQET, 74—~y MI, protocol : attribute separator value ¥ T3,

Cisco NX-0OS T /3A AMFRFFIZ TACACS+ 21 9 5L . TACACS+ Y— 3N Cisco VSA DOFGERE R LT
a—YDEMEZIKL£9, TACACS+ FBAEIZ DWW TIE, Cisco NX-0S V7 7 =7 BLL FO I R—RLE T,

vzl raccess-accept /Ny RO T L LT, 22— T aTr AR ERIELET,
12—/l :access-accept /N7 RDEMEEL T, 22— RETLHT X TOR— LEVANET, B— /L4 X2 H
TRUILIET,

Ba—H m—LZiE, B ZED Y TON- 2 — IS NAIEE EFR T D 1 DL EOL— AR EENT
WET, Fa—PE B s THF RSN TR TCOav L ROMAE b A2 FEIT AT, HHorn—1
ROZENTEET,

NX-0S T /3 ADEFEH 11— /UL NX-08 7TV h 7 p— AL TRV ES, kD 2 SiFdam T,

network-admin: FHHEFRD Ry NI — 7 FHT— /LIZIE, AT DT X TCOA~VROFERIRmE A0 /E
ZIART 7B AMEN BV ET, 7731 A (Nexus 7000 728) 12D VDC D355 HIZIRY . 7 7 4/ RO
T NRYZ 2T F A (VDC) TR TEET, Zou—/ L THA ARER T X THOa~ U ROY AN FRT
BHIZIE, NX-0S CLI =+ Rlshow cli syntax roles network-admin|ZfEHLET,
network-operator : R EFED X " — 7 E O — L, A v T OFT R COA~U RO5ERRH AT
IR AMEDDVET, 7731 A (Nexus 7000 728) (2D VDC 3655 E1ZRY, 774/ D VDC TH
AT&Ed, 2or— A TRHHAARER TR TOa~vr ROUANFoR T 5121F, NX-0S CLI 2v> R show
cli syntax roles network-operator| ZERALET,

T D NX-08 VJ—ATIE VDC HT2ViK 64 Da—H u— VEERTHZENTEET, 2—PEROL—H
2—/UX, 7 7 A/VNTIE, show, exit, end, 335N configure terminal 2~ RDOIHDT VAN AT TNET,
o7 7 AL G4 5I121F, Vv bn— R B INT DU ERDHVET,

F— VERE CHF S D~ ROV AR KR T HI21E, NX-0S CLI =<Kl show role feature name
<feature-name> | ZFHITLET, T XTOR—/LOMFEDV AN RTHI21F, NX-0OS CLI =~ Rl show
role feature detail |Z%{TLE T, Interface #ERE CHIH FIRE/RZ LA KR T HHZRLE T,

N1Kv# show role feature name interface

interface (Interface configuration commands)
show interface *
config t ; interface *

TACACS+ —HF D2 —H 473 Cisco NX-OS T /A AT — N /VERSINLCNWDL—FZ LRIUE AT, Cisco
NX-0S V7 7 =7 1%, TACACS+ V— " THRESN-2—Y a—)L T/, va—h)L 22— T 7 b 2—
Y o—LamHLET,

3 ©® TACACS 7’27 7A/L, NX-OS Operator, NX-OS Admin, 33T NX-0S Security ZE#&L £,
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NX-OS Operator

FIg4 ISEEH Web R—4/L T, [V—7 L ¥ —(Work Centers) ] > [T/ A A% B (Device Administration) ] >
[V —#E R (Policy Results) ] > [TACACS 727 7A /L (TACACS Profiles) | DNEIZEENL 5, HiL
W TACACS 777 AV ZiBIIL , NX-08 Operator L\ )4 BizfHT £,

FIES [IAZLJEM (Custom Attributes) | &7 /a/iT—F A7 — L LT, IROIDIZEMEZ BN £7,

547 &xW @& ]

B shell:roles network-operator

g 6 1TERFFT 212, = NOKRBIZHD vV Fov/~—0%7)v7LET,
Fg 7 [ﬂ%ﬁ?&fﬁ (Raw) | Ea—DHX T %) L FET, LLFRERIILET,
a7V EH

| shell:roles=network-operator

FIE8  [FE (Submit) ] 227Uy /LT a7 7 ANV aRIFLET,

NX-OS Admin

FIE9 BloTaT7rALEBEIML T, NX-0S Admin SV )4 RITEAHT £,
FIE10 [HARZLJEME (Custom Attrlbutes)] n/d /a/i“C—F ZAZ7a— )L LT, IRODIDITEMEZBINLET,

a4 2 |

DA shell:roles network-admln

FIE1 AT2EFTLHE, = NOKREICHDL vV Foyr/~—02 7V LET,
F)E 12 [ﬂ%ki@ (Raw) | B 2—DHX 7 %7V 7L ET, LLFmNFERSNET,
a7 7 A VRN

| shell:roles=network-admin

FIE13  [BHE (Submit) ] 22V 7L T a7 7 AV ERIFLET,

NX-OS Security

FIF14 ISEEE Web R—X /LT, [V—7 B ¥ — (Work Centers) ] > [7 731 A% P (Device Administration) ] >
[RUT—#E 5 (Policy Results) | > [TACACS 727 7 /L (TACACS Profiles) ]| DIEIZEEN L E9, FiL
UV TACACS 7'u7 7 AV Z&B L, NX-0OS Operator EV )4 AiZfHTET,
FIg15 [ AZ2JENME (Custom Attributes) | &7 /a/i’CT IAZE—/)L LT, RO IR T%Lbﬂbiﬁ‘o
247 Al

WhiE shell:roles ”networ‘k operator demo-security”

Bz B A/ CHMTr DX, Z2ATF TR TS 2 2Oa— VA4 % E D572 T, demo-
security Z—/ /L&, —HFEFEE—/L T, £ TNX-08S T A ATHELET,
FIE16 ATERFETLIE = NOKRBIZHL YV Fevl~—0% )7L ET,
FIE17 [RALE (Raw) | E2—DX T %77 LET, LLFBRERSNET,
a7y Vgt

| shell:roles="network-operator demo-security”

FME18  [155 (Submit) ] #7Vw /LT a7 7 A VR LET,
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TACACS a<v >k vk

NX-08 a~< > RiBGEL. T A ADFEBE N~ ROFRITEARIN TODNEIDHER T D201, ESNT-
TACACS+ — &AL £9, NX-0S 1%, #5, =—V o— L CTHRRINET, EHRE R~ RamimE b9
BH7201Z, ISE Na—FIZFF 353~ ROUANARHEL F77,

3 DPa~> Rtk HelpDesk_Commands, Permit All_ Commands, 35O NX-OS_Security Commands % E#L
£

HelpDesk <K
ZIUEL I0S TAAADHTARDLDO LRI TT, T TILEFRL THIGE L, 2017 a 2B ML TLTEE,

FIE19 ISE EFEEE Web R—4 /LT, [V—7 B ¥ — (Work Centers) | > [7 731 A& #H (Device
Administration) ] > [NV —if& % (Policy Results) ] > [TACACS =2~ R £ (TACACS Command
Sets) ] DIEIZEEILET, HLu By HBIL , HelpDesk_Commands &V )44 RiTZ AT E T,
FIE20 [+HEM(+Add)] & 27)y 7L T, By NI NEZRELET,

15 avwok ElE- 4
(Command) |
sl debug
Gl undebug
) traceroute
BE ping ~([0-91{1,3})\. ([0-91{1,3})\.([0-91{1,3})\.255%
A ping
B show

ASIVT T AT DT FUANI, debug, undebug, traceroute, 335U\ show DFEITEFFRILET, ping (2D
W, SIEANOIERFIUTRT IO, FyhT—7 T 2o MNIT @ —RF v AN TR A% 255 £TL
FEL TSI, 7 r—RErAb ping [T RSV COVET,

FIE21 ATE2RETLHI S NORRBICHD v FovI/~—02700 7 L ET,
FIg22 [frfF(Save)] 227V 7L T, a2~ R By MlRFLET,

Permit Al A< >R
ZAUL, I0S TAAAADHARDEDEFRICTY, T TILERL THIG AL, 2O a ZHIEL TLIEEN,

FIE23 HL\EYREENL, Permit_ All Commands S\VW) 4 A2 ET,
FIIE 24 [‘TKUR]\%M“@ Vpua < R&2FF ] (Permit any command that is not listed below) IZI|] DBEIZHD
F oy IRy I A% A AL T, av R VAN ZEDFEEITLET,

15 avoR 5%
FIE25 [RfFE(Save)] 227V /LT, a~r R By RELET,
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NX-0S Security A< K

$]IH 26 ISE %fi% Web 7:]_\9‘_‘&/1/’6\ []7‘—‘& ‘E‘/&»—— (Work Centers)] > [?/ﬁ/f?ﬁ%r’ffﬁ (DCViCG
Administration) ] > [V 2 —& 5 (Policy Results) ] > [TACACS =<K &~k (TACACS Command
Sets) ] DNRICHENL F9, HrLl v haiBIL, NX-OS_Security_Commands &\ )4 iz 1T £

FIE27 [ FIZVARESN TRV~ RA&FFA] (Permit any command that is not listed below) M DD F =7
Ry AdA AL ET,

FIE28 [+HEM(+AAD)]EZV»Z7L T, ByMZm U NEFRELET,

T 5 avUR 518 I

EE interface mgmte

EE interface controlo

mgmt0 > % —7 = A AL control) A2 F—7 = A ADFHRE LIS DT X TCOa~v L ROFETEEFxaUT 4
TFVAMIFFRILET,

FIE29 1TERFFTDICI K= NORBICHD vV Fovr~v—0%0)v I LET,

FIE30 [frR1F(Save)] Z2Uv 7 LT, a~vrK By R{FLET,

TNAREEHAR)— wyk

R — ByNMIT ASARE B TT 7V NTEN > TOET, R — BYMNITF AL ZAFNZHEASNTRY
V% EITTEDT-0, TACACS a7 7 A NDiiE R 220 Ed, 7L 21X, Cisco 10S 7 /3 A TITHEFR L
~yLla<w R By afE AL, Cisco NX-OS T AAATIIH AZ LEMHEZ AL E1,

FIE1 [V—7 ¥ —(Work Centers) ] > [T /31 24 H (Device Administration) | > [T /XA AEHIRY L —
vk (Device Admin Policy Sets) ] (ZBEIL 3, IRDFTLVVARY S —E& v NX-OS Devices ZiEANL
£

S £l B i
NX-OS Devices DEVICE:Device Type EQUALS Device Type#All Device Types#Network Devices#NX-OS Devices

6. RUL— EybDEH

FIE2  ARARV—Z2 B L £7, RGETIE, ID AT ELTAD 2 HL £,

SREEARUS—
Default Rule (2123 — LA LME ) : Allow Protocols : Default Device Administration and use: demoAD

7. FERYL—
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FIR 3

KRRV —ZEFRLET, 22 TliE. AD O2— F )L —T LT A ADar— a2 FE DUV TR

Vo —%E

TR TEET,

ELET, 7-21E. AD 7 /L —7 West Coast D —H L, West Coast DT /XA ADIRZT 7

S

L—IL%

Elin

avUk Eyk

o)L FaJrAIL

HelpDesk
West

DEVICE:Location CONTAINS All
Locations#West_Coast

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/West_Coast
AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/HelpDesk

HelpDesk_Commands

NX-OS Operator

HelpDesk
East

DEVICE:Location CONTAINS All
Locations#East_Coast

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/East_Coast
AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/HelpDesk

HelpDesk_Commands

NX-OS Operator

Security
West

DEVICE:Location CONTAINS All
Locations#West_Coast

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/West_Coast
AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/Security Operators

NX-OS_Security Commands

NX-OS Admin

Security
East

DEVICE:Location CONTAINS All
Locations#East_Coast

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/East_Coast
AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/Security_Operators

NX-OS_Security_Commands

NX-OS Admin

Admin
West

DEVICE:Location CONTAINS All
Locations#West_Coast

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/West_Coast
AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/Network _Operators

Permit_All_Commands

NX-OS Admin
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Admin
East

DEVICE:Location CONTAINS All
Locations#East Coast

AND
demoAD:ExternalGroups EQUALS

securitydemo.net/DemoGroups/East_Coast

AND
demoAD:ExternalGroups EQUALS

securitydemo.net/DemoGroups/Network_Operators

Permit_All_Commands

NX-OS Admin

‘ v ‘ Default

BIZH—HBLAEWNES

DenyAllCommands

ZIT, NX-0S DT A ZEFD ISE

= 8.

REENSSE T LELE,

AT S —
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NX-OS @ TACACS+ DE&SE

SSH X, Cisco NX-OS T /XA ATILT 74V THNIENTWDT=D B2 E, TACACS+ Z5R E T DRI
BIA LA —T 2 AADEENR P TRy v T ol 528771 T,

ip domain-name securitydemo.net
switchname N1Kv

interface mgmtO
ip address 10.1.100.180/24
no shutdown

vrf context management
ip route 0.0.0.0/0 10.1.100.1

'l disable DNS lookup !!!
no ip domain-lookup

't VLANs !
vlan 100
name mgt

'l Define VTY access !!!

ip access-list vtyAccess
10 permit tcp 10.1.100.0/24 10.1.100.180/32 eqg 22
20 deny ip any any

line console
exec-timeout 0
line vty
access-class vtyAccess in

ZOEMET EROY TN R NT—7 TORALRAZE DR IP TRV ARHHT-9D . 10.1.100.024 DIFZAT L ’nb
D NX-08 T /3AAIZ SSH {5 TEXFE T, AAA R EFRFIZRETDRREMEDOH LT 7 B AR E BT 572012,
CONSOLE @ EXEC #A L7 7 MI IS TWDZEITHFEREL TLIESNY,

Cisco NX-0S T /31 ZD TACACS+ AAA TR DNEFF TR ERIRETT,

1. TACACS+ ZRiFE 7 +— N7 b4 %
2. TACACS+ a2~ RNEEEEH b5
3. TACACS+a~> R ThorT 40 7G50+ %
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TACACS+ BREEETA—IL/NYY
TACACS+ FFEIL, IRDIHZRRE THMETEET,
tacacs+ enable

role name demo-security
description A user-defined role example for demo purposes
rule 10 permit read-write feature interface
interface policy deny
permit interface Vethernetl

tacacs-server host 10.1.100.21 key ISEisCOOL timeout 10
tacacs-server host 10.1.100.21 test username tp-test password tp-test idle-time 60

aaa group server tacacst demoTG
server 10.1.100.21

deadtime 10

use-vrf management
source-interface mgmt O

aaa authentication login ascii-authentication

aaa authentication login default group demoTG
aaa authentication login console local

ZZ T, VTY OITEFEGET H72D1Z TACACS+ (280 2 FL7-, TACACS+ 2~ RIZFEFEFESIL T2 D
T. TACACS+ = — V| THE . =2 —Y o— /LK SV CEEEES N E T,

HESINTZ TACACS+ YV —R_—DFH T AARUNTClT ul AR e—h v | D2 —H 5 —Z~_N—2R
L7ﬁ~/1//\/7biﬂ‘o

TACACS+ < FEBEE

T, 22— REEHO— )V CERIECEAD T, A7 a1, ar74¥al—ay F—RBIONEXEC £—
RKH® TACACS+ 2~ RiBGEIIR A BN 52 THEIMETEET,

aaa authorization config-commands default group demoTG local
aaa authorization commands default group demoTG local

TACACS+ AWK Zh9 T4

av R TATT A TINZES T, FTENAav  RofE®R (<R, B, 22—V BRikEEhET, L
T, B O EFNZ, ZOT 7T 4 T HERED b A BIML E9,

aaa accounting default group demoTG

NX-0OS ® TACACS+ D ENE T LELT -,




tXa7 FHORREERTH/N\IY—HA CISCO.
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Cisco NX-OS DT NAREIE DR ENTE T LELIZ, RELMERTHINERNHVET,

FIE 1
FIR 2

FIE 3

FIE 4

SSH i#i{g C, 8FXFpr— L ELTNX-0S A RIZn/ A LET,

TIAADAY L RTA A B —T 2 AA(CLD) T, 2—PNEERa~ U NIZT 7 EATELZ AR
LEd, 72ExIE ~IVTTFAIO2—H L@ E O IP 7RV A(10.1.10.1 728) % ping TXE T8, 7 n—
R¥¥ AR 7RLA(10.1.10.255 72 L) O ping TG SNRT U0 A,
=P — VAR T DI, LT ERITLET,

show users
show user-account [<user-name>]

HABNFXRDOEREYTT,

N1Kv# show users

NAME LINE TIME IDLE PID COMMENT

admin ttySO Jan 11 02:50 .21234

hellen pts/0 Jan 11 02:52 .21697 (10.1.100.6) session=ssh *

N1Kv# show user-account hellen
user:hellen
roles:network-operator
account created through REMOTE authentication
Credentials such as ssh server key will be cached temporarily only for this user account
Local login not possible...

WDT 37 1%, TACACS+ DT T Ny 2—T 4 TR B F T,

debug tacacs+ aaa-request

WIZT Ny 7 Bl RLET,

2016 Jan 11 03:03:08.652514 tacacs[6288]: process_aaa_ tplus_request:Checking for state of mgmtO
port with servergroup demoTG

2016 Jan 11 03:03:08.652543 tacacs[6288]: process_aaa_ tplus request: Group demoTG found.
corresponding vrf is management

2016 Jan 11 03:03:08.652552 tacacs[6288]: process_aaa_ tplus_request: checking for mgmtO
vrf:management against vrf:management of requested group

2016 Jan 11 03:03:08.652559 tacacs[6288]: process aaa tplus request:port check will be done
2016 Jan 11 03:03:08.652568 tacacs[6288 state machine count 0

2016 Jan 11 03:03:08.652677 tacacs[6288 is _intf up with valid ip(1258) :Proper IOD is found.
2016 Jan 11 03:03:08.652699 tacacs[6288 is_intf up with valid ip(1261) :Port is up.

2016 Jan 11 03:03:08.653919 tacacs[6288 debug av_1ist (797) :Printing list

]
]
]
]
2016 Jan 11 03:03:08.653930 tacacs[6288]: 35 : 4 : ping
]
]
]

2016 Jan 11 03:03:08.653938 tacacs[6288 36 : 12 : 10.1.100.255

2016 Jan 11 03:03:08.653945 tacacs[6288 36 ¢ 4 : <cr>

2016 Jan 11 03:03:08.653952 tacacs[6288 debug _av_1ist (807) :Done printing list, exiting
function

2016 Jan 11 03:03:08.654004 tacacs[6288]: tplus_encrypt(659):key is configured for this aaa
sessin.

2016 Jan 11 03:03:08.655054 tacacs[6288]: num inet addrs: 1 first s_addr: -1268514550
180.100.1.10 s6_addr : 0a0l:64b4::

2016 Jan 11 03:03:08.655065 tacacs[6288] non_blocking connect (259) :interface ip_ type: IPV4
2016 Jan 11 03:03:08.656023 tacacs[6288]: non blocking connect (369): Proceeding with bind
2016 Jan 11 03:03:08.656216 tacacs[6288]: non blocking connect (388): setsockopt success error:22
2016 Jan 11 03:03:08.656694 tacacs[6288] non_blocking connect (489): connect() is in-progress

for server 10.1.100.21
2016 Jan 11 03:03:08.679815 tacacs[6288]: tplus decode authen response: copying hostname into
context 10.1.100.21
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CISCO.

FIE5  ISE GUI» 5. [# ] (Operations) ] > [TACACS 717 1/ (TACACS Livelog) ] DIEICBEEL £9-, §<

TP TACACS FBGEE R EFF AT HR A2

LAy P EIT R L2 R OFEMIT AR TEET,

THXY 7T HSNTRY, FEMARZ ALY FFEDITHFY

Username Type Authorization Policy Matched Comman...  Shel Profile ' Failure Reason
| [ |l | |
helen Authorization NX-0S Devices == HelpDesk West 13025 Command failed to match a Permit rule
helen Authorization MNX-0S Devices == HelpDesk West HelpDesk Commands
hellen Authorization NX-05 Devices == HelpDesk West NX-05 Operator
hellen Authentication
sean Authorization NX-0S Devices == Security West 13025 Command failed to match a Permit rule
Sean Authorization NX-05 Devices => Security West  NX-05 Security Co...
sean Authorization MX-0S5 Devices == Security West MNX¥-05 Security
sean Authentication
neo Authorization NX-0S Devices == Admin West Permit All Cormmands
neo Authorization NX-0S Devices == Admin West NX-0S Admin
neo Authentication

9. TACACS Livelog

FIE6 JERELR—IMRTLIHAIL. [V—7 B ¥— (Work Centers) ] > [7 /3 A% 2 (Device
Administration) ] > [L'ZR—h (Reports) ] > [7 73 A4 B (Device Administration) ] DNEIZEEIL | F83E.

FER T I T A T DUR— N BRARLET,

el Identity Services Engine tiome

* TrustSec | = Device Administration

Cwerview  » Identities User Identity Groups

Report Selector

Favorites

b Audit
10 reports

w Device Administration
TACACS Accounting

TACACS Authentication

TACACS Authorization

7 Fiters .

*  Time Range Last 30 Minutes =
o Oee®
MNarme

TACACS Command Accounting

P Diagnostics
10 reports

» Network Resources

» Operations + Policy

TACACS Authorization

From 01/11/2016 02:54:11 AM to 01/11/2016 03:24:10 AM

Logged Time Status

2016-01-11 03:18:23.572
2016-01-11 03:18:21.589
2016-01-11 03:18:17.871
2016-01-11 03:18:03.499
2016-01-11 03:17:58.07

2016-01-11 03:17:56.719
2016-01-11 02:17:46.475
2016-01-11 03:17:33.898
2016-01-11 03:10:17.066

2016-01-11 03:10:12.471

o EEEOEBEO

Metwork Device Groups

Details

b-b b b b b b b b b

» Administrati ~ Work Centers

» Policy Conditions + Policy Results Device Admin Policy Sets Reports  Setftings
I

Username

helen
hellen
helen
sean
sean
sean
neo
neo
helen

hellen

Authorization Policy

NX¥-0S Devices >> HelpDesk West
NX-0S Devices >> HelpDesk West
NX-05 Devices >> HelpDesk West
MX-05 Devices > Security West
NX-0S Devices >> Security West
MX-05 Devices > Security West
NX-0S Devices >> Admin West
NX-0S Devices »> Admin West
NX¥-0S Devices >> HelpDesk

NX-05 Devices »>> HelpDesk

i/ Favorite (v ExportTe
Generated

Page Records

Failure Reason

13025 Command failed to match a Permit rule

13025 Command failed to match a Permit rule

13025 Command failed to match a Permit rule
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