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CDI=aFILITDNT

=

IIAT NP —sN Tk Ths Terminal Access Controller Access Control System Plus (TACACS+) I, /L—#
REDELDEAT DR NT—7 TIBATNRARERLT VAT 51200, —efbInic X 27 il a1
L FE T, TACACS+ T, IRD AAA H—E A2l 97,

e Authentication GR:IF) : —W LN
e Authorization (FFF]) : 22—V I A FLTTEDHN
e Accounting (7 AT T 7)) HEDMAE WD AT LI

ZDORF2 AR TIE, TACACS+ $—/ LT Cisco Identity Services Engine (ISE) , TACACS+ 7747 L hL T
Cisco [0S Ry T —2 F3A %M 3% TACACS+ DR EHIZRLET,

CDHAFDERAE

ZDOHARTIE, IRD 2 EFERL T, Cisco I0S RN—AD Ry T —7 TINAANDEET 72 A% ISE TEEH TEHL
NZLET,

o X—KI1:ISE DT RAREHORIE
e 3X—| 2:Cisco I0OS ® TACACS+ DR E

EAT B R—FRUE
ZORF2 A RDERIT. L TFOY IR 2T N—=2a BIUON—RT 27 N—Vg 2SN TWDET,

e ISE VMware {IRIET 7 IF7A4T7 A VJ—2Z2.0
o TRIJTFUR P —EZ JL—F 1000V (CSRv) . Cisco I0S XE /X—32 03.16.00.S
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ISE DT /INA AEHDRTE

ISE TOTNARAEERDFMEVR

TNARE R (TACACSH) 1TEBIZ L2774 A, A %072 ISE BASE A2 AEAITEL YT 4 T2 AN
‘/[Z‘gwéjﬂo

ISE TOT/INAABEEDEE

F XA AE Y —E A (TACACSH) X ISE /—R T 74V THEINI > TWER Ay IPIOFNEIL. AT 5
ZETT,

FIE1 RSN TDTITTTFD 1 D%FHL TISE FE Web R—2 iz A LET,
FIg2 [ (Administration) ] > [ A7 A (System) ] > [JE2BH (Deployment) ] (CBEIL £7°, ISE /—RFDEEIZH
HF IRy I A% A AZLTC, [tk (Bdit) ] 227Uy 7L ET,

Auilh | dentity Services Engine meme

S r Operations *olicy Guest Access * Administration

wSystern | P dentity Management b Network Resources b Device Portal Managerment  peGrid Services  » Feed Service P Identity Mapping

Deployment  Licensing  » Certificates  » Logging P Maintenance  Uporade  Backup &Restors b Admin Access b Seftings
—

Deployment Deployment Nodes
ar|E- .
r °.<'>:Deploymem ;ﬁ Edit Er @Syncup [ Deregister
% PAN Falover [ Hosthame ~ MNode Type  Personas Role(s) Services NMode Status
ise-1 ISE Adriristration, Moritoring, Policy Service  STANDALOME SESSION,..

1. ISE BRR—2
FIE3  [2fi%i%E (General Settings) ] T FIZAZa—/L L, [T /A REHY—E 2% H %7129 5 (Enable Device
Admln Serv1ce)] DD T = IRy I A% A NI L ET,

+ Oparations Policy  »GuestAccess [ERFELTENELRN 1+ Work Centers

~Systlem | b ty » wrees  » Device pxGrid Services  » Feed Service ¥ Identity Mapping

Deployment  Licensing  » Certificates  » Logging  » Maintenance  Upgrade  Backup & =
—_— ! Enable SXP Service
Deployment Deployment Nodes List > atw-ise243
e . Use Interface  GigabitEthernet 0 ¥ @
[ Enable Device Admin Service
: [ Enable 1dentity Mapping
U pxgrid

[ natle sxp service
Use Interface | GigabitEthemet 0

[ Enale Device Admin Service
[ Enatie dentity Mapping

Opgid @

2. ISE RFDEMERTE
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FIF 4

[fR7F (Save) | CRRIEEIRFELET, 2N TT SAAEHY —E 2N ISE THINZ/RDE T,

TINARABEEB)—H 25—

ISE2.0 ZV—7 B Z—%EAL CWET, UV—7 B Z—I. FNENUREEDT 4 —F vy DT X TOEZELE]
GLTWET,

FIE 1

[V—2 &> 42— (Work Centers) ] > [7 /3 2% 21 (Device Administration) | > [BE2E (Overview) | (25 #)
LET,

‘thidls: Identity Services Engine » Operations » Policy » Guest Access » Administration ~ Work Centers o License Waming A

» TrustSec - Device Administration TrustSec Device Administration
Overview + Ideniiies  User Ideniity Groups  » Network Resources  Network Devics Groups  » Policy Conditions Overview .
—— | Authentication Policy Identities
Authorization Policy User Identity Groups
Components Network Resources
Policy Network Device Groups
Device Administration Overview SXP Policy Conditions.
Reports Policy Results
Settings Device Admin Policy Sets
Reports

Settings
e Define

« Configure Devices
1 All the devices that will be controlled 3
and audited by TACACS device
administration, should have TACACS
« Authorization Roles secrets set.
‘Consider the roles your organization

» Audit the System
View reporis to check access and

needs toc manage its devices. Create
Authorization Profiles and Command
Sets to determine the operations
‘admins may perform.

=+ Device Administrators

All users who will perform device
‘administration, whether internal or
external, should have a common
attribute or be assigned to a suitable
group.

= Migrating from ACS 5.5/5.67
Use the handy migration ool to import
all your data and set default TACACS

+ Define Policies

Create a policy within the policy sets for
your device administration
service.Firstly, set the authentication
policy to select the identity stores that
contain the device administrators. Next
use the authorization policy to select the
Profiles and Command Sets, according
o the relevant conditions, for example
NDGs and identity groups.

autherization is as intended.

« Settings

‘Check the default Settings for
connections and password control suit
‘'your organization.

secrets for all network devices.

3. THNAREEDHE

[7 A AEEOWEE (Device Administration Overview) | Tld, 7 /A A E B O H BN LB 72 FNED
WA FRHE L FT,
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RYRT =D FTINARERYRNT =D TINA R T IL—T

ISE Tl DT AR TN —TFEEEAE N T 250N 72T AR 7= eRe a2l L TOET, A=
Fy T =7 TASAZOFNE OIS LT3R LU ET,

FIE 1

FIg 2

[V —72 24— (Work Centers) | > [7 /3 2 ¥ (Device Administration) ] > [ Ry’ —2 T /8A R 7
)L —7 (Network Device Groups) ] (ZFE)L F9°,

‘et ldentity Serices Engine Home » Operations » Palicy G 55 » Administration ~iork Centers

» TrustSec | = Device Administration

Overdew ¢ [dentities  User Identity Groups ¥ Metwork Resources  Metwork Device Groups ¥ Policy Conditions » Policy Results Device Admin Policy Sets Repords Settings
—————

Network Device Groups Network Device Groups
o 2]
v v gé}_ Edit cﬂ:Add |:|"_1|Dup\icate Delete | ghaImport b Expart » Showe | &l
v [ Groups 1 Mame - Type Description
v g% 2 Device Types O il Device Tvpes Device Type &)l Device Types
> iy A Locations [ ailLocations Location &1l Locations

4, RIRT—=9 TFTINAR G IL—T

[T _XTDOT /A A XA (All Device Types) | & [TXTDr/r— 22 (All Locations) ] 14, ISE (ZL0#z
HEINDT 7 AV RO fE TT, A OMEBABEINLTZY, %R TR —FKIFIEHTEL RN —2 7
NARETRN T DI OIS ESF R R — R M EFR LTV TEET,

BEEETETDHE, KNI —2 THRAR TN —T 1%, ROIHRRENET,

v | Groups

- i?i All Device Types
- i?i Network Devices
i?i 105 Devices
i?i Nexus_0S5
i?i Wireless Devices
- i?i Security Devices
i?i Firewalls
& Ps
& Ve
- i?i All Locations
- i?i East_Coast
i?i Boston
i?i New York
- i?i West_Coast
i?i Los Angeles

4%, San Jose

5. XYET—H FTINAR T IL—TDY)—Ea—
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FIE3 ZZTiE R*yhI—27 TAALRELTCSRY ZBMLET, [V—7 ¥ — (Work Centers) ] > [T /31 A
& (Device Administration) ] > [ %~ k7 —2 J>/—Z (Network Resources) | IZBBEIL F9°, [1871(Add) ]
7V 7L, HLWFY T —2 T34 A2 DMZ_BLDO_CSRv ZiBILET,

" Name

Descripiion

*IP Address: [ 10.1.100.160 I EE

* Device Profile |gf Cisco | = 23]

Software Version :|

* MNetwork Device Group

Location [san Jose @ || set To Defautt |

Device Type [105 Devices © ]| Set Ta Defautt |

» RADIUS Authentication Seftings

» TACACS+ Authentication Settings

Shared Secret [ssesessse | [Cshow |

Enable Single Connect Mode []

® Legacy Cisco Device
TACACS+ Draft Compliance Single Connect Support

6. RYLT—H TINARADEM

THNAAD P TRV RAZANTJU, TAAAD [l —ay (Location)] &[T /31 R 247 (Device Type) |
W=y TENHI L MERLE T, ii2IT, [TACACS+ FREs & (TACACS+ Authentication
Settings) | AL, [FEA % (Shared Secret) | 5 ELE T,

ID AT

Ok 7ar TR, TAAMRERE O ID AN EERLET, ID AT X ISE Nl — B IO R — S A4k
B ID Y — A2 T HIENTEET, 22 TIL, Active Directory (AD) . M5B ID V' —R&(FHLE T,

FIE 1 [& ¥ (Administration) ] > [ID ? % £ (Identity Management) | > [#}4 ID >/ — A (External Identity
Sources) | > [Active Directory] IZBEIL £, B (Add) ] Z27Vv 7L, L AD OSSR AL M iE
FLET, IR AU M E AD RAMC A EFREL, [2415 (Submit) ] 227V /7L/i?‘

é|||s:||o| ldentity Services Engine Home v Operations ¥ Policy » GuestAccess = sdrministration
b System = |dentity Management » Mletwork Resources » Device Portal Management  pxGrid Senvices ¥ Feed Service ¥ |dentity Mapping

v |dentities  Groups  Exernal ldentity Sources  Identity Source Sequences v Settings

External Identity Sources eI G
- ity * Join Point Mame | demoaD
¥ [ Cerificate Authertication Profile * Active Directary Domain | securityderno.net|

v | Active Directory

3. AD SRA DB
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FIE2 =D Active Directory KA NI T XTD ISE /—R &SNS F 7752 (Would you like to Join all ISE
Nodes to this Active Directory Domain?) | £V )7 B T RRFRENTZ6, [1TV (Yes) | 227V v 7 LET,
AD ~DB MR D7V T v/ AL, [Z(Join)] TISE # AD IZBIMNSEE T, [AT—H
A (Status) | & F =y 7L, BEIH THLHZE2MERRLET,

* Join Point Mame | demoAD | i

* Active Directory Domain - securitydemo.net i
Join Leave f_'_ Test User ﬁDiagnostic Tool @»Reﬁesh Table

] ISE Node «  |SE Mode Role | Status Domain Controller Site
] ise-1.securitydemo.net STANDALOMNE |ﬁﬁperaf|ona| demoAD.securitydemo.net Default-First-Site-Mame

4. ISE @ AD ~D&hn

FIE3 [Zv—7(Groups)] X7 IZBEL. [1BM(AdA) | 227V 7 LT, T/AAA T 7 RARFF A SNDH2—H|C
HANWTHELR T N—T T XTHELET, ZOTAROAGRR) L —IFEHT57 V—7%LL F D
BNTRLUET,

Connection Authentication Domains m

Edt opAdd v Delete Group  Update SID Values

] Name
O securitydemo.net'DemoGroups/Contractors

O securitydemo.netDemoGroups/Doctors

[ [ securitydemo.netDemoGroups/East_Coast |

securitydemo.net’DemoGroups/Employees

securitydemo.netDemoGroups/HelpDesk

securitydemo.net’DemoGroups/Metwork_Operators

securitydemo.netDemoGroups/Murses

ogooog

securitydemo.net’'DemoGroups/Physicians

DI securitydemo.net’'DemoGroups/Security_Operators I

[ securitydemo.netDemoGroups/Staft

O securitydemo.net'DemoGroups/Students

[ [securitydemo.net'DemoGroups/iWest_Coast |

5. ADJIL—7

TACACS 7RJ7A )L

Cisco I0S 13 16 DL~V DT 7B AMEZR L ET, IRD 3 DIETF 74NV TCERSNTCONET,

MERRL~L 0:disable. enable, exit, help, 3L logout A~ REFFRILET, u/ A% 1 KR DT
JRARREL VIR D T, 2O~V 0 DF R TOARURIET R TOA—FRFITTEET,

FEMRL ~L 1 FERFMEE 7213 — W EXEC E—RiX, aZ/ A LIz —H DT 74 /VEOMHERL ~/L T,
/b a7 N, [Router> | 728, T NA AL D%y and ki xE T,

FEIRL ~L 15 F54E EXEC ©—RIX, enable 2~ R DL~ TF, =/ 7'a 7 M, [Router# 78
E T NAADKRANG DB —T e e e xEd,
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EXEC BAFTlL, 2 —HIZv =V (EXEC) By a OB TF A S TWAINE IR T H7-012, 10S T3
AR TFRFEEZIZ AAA — 32 TACACS+ sBFFERZXELFE T, 22Tl ISE 24K L T2 DD JEMa7% iE
L, 2—PTLlchRE< A AL E T,

?‘7¢/vk0)19§[$& (Default Privilege) : > /v By a Ak T 28I (77 408 OMHERL ~ VAR EL
KR —PFIIL~UL 1 TR, ZOL~UZHIEEENET, ZOL~ L DT 7B T+45) \foci'E'
i\ Z2—H73 enable 2~V REEHTALEIIHEE A,

B KHERR (Maximum Privilege) : 3 =/L Byl ar THASNDR KL~V EFRELET, KR ELL—Y
X, KOIEWT 740k LU iZa /AL, enable a2~ R LT, 2O @M TEID Y CTOHONEIZET
HET, JVEWL~UIZBITCTEET,

2 ©5® TACACS 711771 /L 10S_HelpDesk Privilege & 10S_Admin_Privilege # & 7L £,

I0S HelpDesk Privilege

VT FRAIDNT TN 2—T 4 T HATOZE, BEIIL UL | Oa< R TSRO T, ~V T AT TFUR
MTTFT 74V RO EE L TZDOL~ULZEIN Y TET, T, IVELDOMERZ LBELT DT, e RKEFHEL ~L &
LTCI15Z7FLET,

FIE1 ISEGUI T, [V—7 % —(Work Centers) ] > [T /3 A4 B (Device Administration) | > [7RU S —f&
I (Policy Results) ] > [TACACS 7127 71 /L (TACACS Profiles) ] (ZEIL £9, #HL\> TACACS 7'
T7ANVEIBINL, 10S_HelpDesk_Privilege X\ )4 &A1) £,

FIE 2 [ 27 (Common Tasks) ] ¥ 7 ar £FTCAZa— L LET, Ky Z o YL IANBEN 1 OF
TAIVIOMERR, Rey 727 NBIED 15 O KEERZAHIZLET,

——————— ——
Task Attribute View Raw View Task Attribute View Raw View

Common Tasks Profile Attributes
priv-ivi=1
¥ Default Privilege |1 | (Select01015) | | max_priv_Ivi=15
¥ Maximum Privilege |15 | (Select0to 15)

6. 10S_HelpDesk_Privilege ® TACACS Z7A774 L
[R1F (Save) | &7 U/ LT a7 7 ANV ERAFL £ 7,
I0S Admin Privilege
— RN, T = B EE T IS DOHERD LI DT, LUV 15 WT 74V CEERESNET,

FIE3 HloTarrAZBNL, 10S_Admin_Privilege S\ ) A RiE (T E9,
FIIg 4 [H@ 4 27 (Common Tasks) ] ©7/ L arFTAZO— L LET, Ray 7 X wLIANBIEN 15 DT
TANVRDOMHEIR, Ry 7 Z 7 M 15 D RMEREZ AL ET,
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Task Attribute View

Common Tasks

[v Default Privilege

¥ Maximum Privilege |15

——
Raw View Task Attribute View Raw View

Profile Attributes

priv-lvi=15

|15

O |(selectoto15) | | max_priv_vi=15

o |(Se|ecmto 15)

7. 10S_Admin_Privilege ™ TACACS 7O774 L

[IR1F (Save) | 22V LC a7 7 A NV EARIFLET,

TACACS a<v >k vk

10S < REGET, T A ADEBLE NI~ U ROFRITEEKRBIILTCWDINE IR T DT, iR ESIT-
TACACS+ H— AW EUET, ISE 13, SESFAMEREL LT CEHa~v U NEEEb 4701, 22—
WP EEnf-av o Ro— Bt txE1,

3 2Oza~vr Ry, HelpDesk Commands, I0S_Security Commands, 335 T8 Permit All Commands % E#L

ij—‘o

HelpDesk A< K

FIE1 ISEGUI T, [V—7 % —(Work Centers) | > [T /3 A4 B (Device Administration) | > [7RU S —#&
& (Policy Results) ] > [TACACS =<K £ TACACS Command Sets) ]| DNEIZEEN L E9, FrLwv
Yo haiBAIL ., HelpDesk_Commands &\ )4 Fij& (T E3,

FIE2 [HEMGHAAD)]EZ7VyI7L T, BYMIZNERELET,

+5
]
]
]
5
A
A

=L 1
debug

undebug

traceroute

ping ~([0-91{1,3})\. ([0-91{1,3})\.([0-9]{1,3})\.255%
ping

show

ASIVT T AT DT FUANI, debug, undebug, traceroute, 335U show DFEITEFFRILET, ping (2D
W, SIEFNOIERFIUTRT IO, FyhT—7 T 2o MNIT @ —RF v AN TRL A% 255 £TL
FEL TSIz, 7 r—RFE v Ab ping [T RSV TV ET,

FIE3 TR IDI FTNORRBICHDL vV Fey/~—0%0)y I LET,
FIE4 [PRFF(Save) ] 227V /LT, a~xo R By M RFELET,
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I0S ¥ a)Tsavk

FIES HLWEYREENL, 10S_Security Commands &\ )4 Bz fHT £,
FIE 6 [HEM (+Add) 1 227Dy 7LTC, By MIZ U NERELET,
&5 avvUk 518
] config*
DENY_ALWAYS interface GigabitEthernet 1
DENY_ALWAYS interface GigabitEthernet ([0-9]{1,3}) ©

sl interface
]| shut
sl No shut

ZOHr TN av R vy T, B a7 EBEHE D, DENY ALWAYS = N CTHESILE 2 FEH
DALR—T 2 A A% RST _RTDOA L X —T A AT shut & no shut 773 aL%FITTCEET, 2D 2D
HDOAATTlE, A H—T A A /% — GigabitEthernet <0-999>/0 ZfEEL £,

FIE7 ATE2RFTHICE S NORRBICHD v Fovl~—02700 7L ET,
FIE8  [PrAF(Save) ] 227V /LT, A~ R By MfRIFLET,

Permit All A< R

FIFE9 HLUVEYIZIBML, Permit Al Commands &\)4 Bi&EHT £,
FME10 [ FICVARSI TRV~ R &7 Al (Permit any command that is not listed below) M DFEIZH 5
F IR I A% F AL T, av R VAN ZEOFEIZLET,
5 avwUR 518 |
FIE1M [R1F(Save) | &27Vv 7 LT, a~ K By RFELET,

TNAREEAR)— wyk

R — ByNMIT ASARE B TT 74V TCHDZ 2> TWET, R — By MNIT SAR H AT FHEDNTRY
V=% EITTEDT-0, TACACS 707 7 AN Dii HINE S 1270 F 9, 722 1E. Cisco 10S T/ NA AT MHEL
~Lba<w R vy b fEHL, WLC T ANAATII I AZ Lt afE L ET,

FIE 1 [V—7 &> % — (Work Centers) ] > [7 /3 2% P (Device Administration) | > [7 /A AEEARY L —
>k (Device Admin Policy Sets) ] IZBEIL £3, IROFTLVARY S —t> 1 10S Devices ZiBIIL£77,

S £l =5t B &
I0S Devices DEVICE:Device Type EQUALS Device Type#All Device Types#Network Devices#lOS Devices

8. RUL— ubDEH

FIE2 AERI—ZERLET, FRRETIE. ID AR T ELTAD = HL 7,

SREERY S —
Default Rule (A2 123 — LA LMEE): : Allow Protocols : Default Device Admin and use: demoAD

9. FELRYL—
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CIsCO
FIE3 ARFI—ZERLET, ZZTHE AD O2—H I —T LT NS RO — 22 FE SV TERE
RV —%EFRLET, 7221, AD 7 /L—7 West Coast D— X, West Coast DT /A ADIrIT
JEATEET,
S| L—IL& Eia avR yk Tzl FATFAIL
HelpDesk |DEVICE:Location CONTAINS All HelpDesk_Commands IOS_HelpDesk_Privilege
West Locations#West_Coast

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/West_Coast
AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/HelpDesk

HelpDesk
East

DEVICE:Location CONTAINS All
Locations#East_Coast

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/East_Coast
AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/HelpDesk

HelpDesk_Commands

IOS_HelpDesk_Privilege

Security
West

DEVICE:Location CONTAINS All
Locations#West_Coast

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/West_Coast
AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/Security Operators

IOS_Security_Commands
AND
HelpDesk_Commands

I0OS_Admin_Privilege

Security
East

DEVICE:Location CONTAINS All
Locations#East_Coast

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/East_Coast
AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/Security_Operators

I0S_Security_ Commands
AND

HelpDesk_Commands

IOS_Admin_Privilege

West

DEVICE:Location CONTAINS All
Locations#West_Coast

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/West_Coast
AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/Network _Operators

Permit_All_Commands

I0OS_Admin_Privilege

Cisco Systems © 2016
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l'lll'lll
CIsCO.

S| L—IL%

Eali

avUk Eyk

)L FaTrAIL

East

DEVICE:Location CONTAINS All
Locations#East Coast

AND
demoAD:ExternalGroups EQUALS

securitydemo.net/DemoGroups/East_Coast

AND
demoAD:ExternalGroups EQUALS

securitydemo.net/DemoGroups/Network_Operators

Permit_All_Commands

I0OS_Admin_Privilege

‘ v ‘ Default

BIZH—HBLAEWNES

DenyAllCommands

ZIT, I0S DT NAREHD ISE

B

Ax &

10.

AR —

T LEL
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|I0S @ TACACS+ D E&5E

Cisco I0S 7 /31 AD TACACS+ AAA [T DNEF TR EFHETT,

1. TACACS+ #RiE: 7 +— N7 H b+ 2%
2. TACACS+ 2~ RIEAHLT5
3. TACACS+a~> R THhU T4 T2 H/39b35

TACACS+ EREE&ETA—IL/\ YD

TACACS+ Zi% E 3 HRNZ, SSH /i3 U e) e —MEw 7 e ha VB AN E T AL ERHY E3, IRIZ,
SSH ZH 313 5% Efﬂ%rbiﬂ“

hostname CSRv

no ip domain-lookup

ip domain-name securitydemo.net
crypto key generate rsa modulus 2048

ip ssh version 2

enable secret ISEisCO00L
username local-admin privilege 15 secret ISEisCO0L

aaa new-model
aaa authentication login CON none
aaa authentication login default local

interface GigabitEthernetl
ip address 10.1.100.160 255.255.255.0

ip access-list extended vtyAccess
permit tcp 10.1.100.0 0.0.0.255 any eq 22

line con O

exec—timeout 0 0

login authentication CON
logging synchronous

'l Below assumes only 5 VTY lines (from 0 to 4)
line vty 0 4

access-class vtyAccess in

transport input ssh

logging synchronous

ZOEMET ERDY T R NT —7 FTANALRZH L P TRUARS L8, 2 —)b vl A U ATERRES
TUe<Th, 10.1.100.0/24 DI TAT B D 10S 7 734 A2 SSH 1813 TEFET, AAA R EHRFICRAT DA
BEMED BB T 7 AR REA BT AT 812 . CONSOLE @ EXEC ZA L7 7 NI S TWAZ LI EEL TR
éb \O
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TACACS+ AEIE, D IH7ei%R E CHIME TEET,

tacacs server ise-1
address ipv4 10.1.100.21
key ISEisCOOL

aaa group server tacacst demoTG
server name ise-1

aaa authentication login VTY group demoTG local
aaa authentication enable default group demoTG enable

line vty 0 4
login authentication VTY

ZZTlE, VTY OFTEFEFET A72912 TACACS+ ([ZUIWEEZ LT, AR —7 )V ERGEICIE, T 74V hDO—ELH
7229 VTY & CONSOLE D 578 TACACS+ Z L ClAR—T V| 778 AZRGET HZEICER LT
AN

FRIESIVZ TACACS+ V=303 H CT&E/p 7B AR TlE, 0/ A V3SR a— v Oa—F 55— X _—2
L7z‘~/w\/7b AR =T NV AR —T IV | —T Ly NI T =7 L ET,

TACACS+ a< > RE2EE
EXEC 3IEE. o~  RRAEDBIATER T, 2P ons AL BRI TR, L& BT 52 b CAMETE
i—j—o

aaa authorization exec CON none
aaa authorization console
aaa authorization exec VTY group demoTG local if-authenticated

line con O
authorization exec CON

line vty 0 4
authorization exec VTY

ZOWE T, T AN NOMEIR B EE O 2L a7 AT LUV SSH By a @S ET,

T4 X2l —ay B—RE SEXERHMERL LD TACACS+ 2~ REIBFEOILIEIZ. UL T A2BNTAHZLT
B TExET,

aaa authorization config-commands
aaa authorization commands 1 VTY group demoTG local if-authenticated
aaa authorization commands 15 VTY group demoTG local if-authenticated

line vty 0 4
authorization commands 1 VTY
authorization commands 15 VTY
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TACACS+ AT UK PHIUT4Y
AR THOT AT IES T, FITESNIA v ROER (2~ R, B, 22— 478 BREEIhET, L
T, AR OBGEFNS, ZOT AT T4 THERED A MEAIBIMLET

aaa accounting exec default start-stop group demoTG

aaa accounting commands 1 default start-stop group demoTG
aaa accounting commands 15 default start-stop group demoTG

CITIE R ORI IE S WIBBI DT T T4 o ZIILETIIRNZD | T 74V RO Ry R —Ra 2L
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Cisco [0S DT NAREFE DR ENTE T LELT, X TELMERTHLENHYE T,

FIE 1
FIR 2

FIE 3

FIE 4

SSH i#i{E C, 8FXFpu— /1L TIOS T A AIZBT A LET,

THRAADAT L RTAL A B —T 2 AA(CLD) T, 2— WP ea~v RZT 7B ATELIEZ MR
LEd, 72ExIE ~IVTTFAIO2—H L@ E O IP 7RV A(10.1.10.1 728) % ping TXE T8, 7 n—
R¥¥ AR 7RLA(10.1.10.255 72 L) O ping TG SNRT U0 A,
WA RN T DT, LR ERITLET,

show users

HABNXRDEEYTT,

CSRv#show users
Line User Host (s) Idle Location
0 con O idle 01:54:52

* 1 vty O neo idle 00:00:00 10.1.100.6

DT 397 1%, TACACS+ DT T IV a—TF 4 TN B £,

debug aaa authorization
debug tacacs
debug tacacs packet

AT 7 Bl E R L ET,

CSRv#debug tacacs
TACACS access control debugging is on

*Jan

4 06:24:43.001: tty2 AAA/AUTHOR/CMD (2087247696): Port='tty2' list='VTY' service=CMD
*Jan 4 06:24:43.001: AAA/AUTHOR/CMD: tty2 (2087247696) user='admin'
*Jan 4 06:24:43.001: tty2 AAA/AUTHOR/CMD (2087247696): send AV service=shell
*Jan 4 06:24:43.001: tty2 AAA/AUTHOR/CMD (2087247696): send AV cmd=debug
*Jan 4 06:24:43.001: tty2 AAA/AUTHOR/CMD (2087247696): send AV cmd-arg=tacacs
*Jan 4 06:24:43.001: tty2 AAA/AUTHOR/CMD (2087247696): send AV cmd-arg=<cr>
*Jan 4 06:24:43.001: tty2 AAA/AUTHOR/CMD (2087247696): found list "VTY"
*Jan 4 06:24:43.001: tty2 AAA/AUTHOR/CMD (2087247696): Method=demoTG (tacacs+)
*Jan 4 06:24:43.001: AAA/AUTHOR/TAC+: (2087247696): user=admin
*Jan 4 06:24:43.001: AAA/AUTHOR/TAC+: (2087247696): send AV service=shell
*Jan 4 06:24:43.001: AAA/AUTHOR/TAC+: (2087247696): send AV cmd=debug
*Jan 4 06:24:43.001: AAA/AUTHOR/TAC+: (2087247696): send AV cmd-arg=tacacs
*Jan 4 06:24:43.001: AAA/AUTHOR/TAC+: (2087247696): send AV cmd-arg=<cr>
*Jan 4 06:24:43.203: AAA/AUTHOR (2087247696): Post authorization status = PASS ADD

*Jan 4 06:24:43.203: AAA/MEMORY: free user (0x7FF239502490) user='admin' ruser='CSRv'
port="'tty2' rem addr='10.1.100.203"' authen type=ASCII service=NONE priv=15 vrf= (id=0)
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FIE5 ISEGUI D, [i#H (Operations) ] > [TACACS 717 12 (TACACS Livelog) ]| DNEIZEENL F9°, 93
TD TACACS FREFELR LA ELR N TR 7 F Y INTEY, MR Z I FEDONT
Tl I T R U B ORI A TR TE T,

Username i Type Authorization Policy i MNetwork Device Name i Remote Address Matched Comman...  Shell Profile
Al ] | | |l | |l
lsrmith Authorization 105_Devices == Admin West DMZ_BLDO_CSRv 10.1.100.203 Permit_All_Comrmand:
lsmith Authorization 105_Devices == Admin West DMZ_BLDO_CSRv 10.1.100.203 105_Admin_Privilege
lsrnith Authentication DMZ_BLDO_C5Rv 10.1.100.203
Imiller Authorization 105_Devices == Security West DMZ_BLDO_CSRv 10.1.100.203
Imiller Authorization 105_Devices == Security West DMZ_BLDO_CSRv 10.1.100.203 105_Security_Com...
Imiller Authorization 105_Devices == Security West DMZ_BLDO_CSRv 10.1.100.203 10S_Admin_Privilege
Irmiiller Authentication DMZ_BLDO_CSRv 10.1.100.203
jstalk Authorization 105_Devices == HelpDesk West ~ DMZ_BLDO_CSRwv 10.1.100.203 HelpDesk_Commands
jstalk Authorization 105_Devices »> HelpDesk West  DMZ_BLDO_CSRv 10.1.100.203 105_HelpDesk_Privilege
jstalk Authentication DMZ_BLDO_CSRv 10.1.100.203

11. TACACS Livelog

FIE6 JBELR—I iR TH5AE, [V—2 B ¥ — (Work Centers) | > [ 731 2% BE (Device
Administration) ] > [L' AR —h (Reports) ] > [T /A 2% # (Device Administration) ] DNEIZEEIL . Z25E.
A T HIT AT DUR— N RS LET,

I

Identity Services Engine Home v Operations + Policy r Gl v Administration ~Waork Centers

* TrustSec | ~ Device Administration

Overview  » Identities  User Identity Groups v Metwork Resources  Metwork Device Groups ¥ Policy Conditions ¥ Policy Results  Device Admin Policy Sets Repors  Settings
I

Report Selector TACACS Authorization

Favorites
From 01/03/2016 10:31:51 PM to 01/03/2016 11:01:50 PM
R
> Audit
10 reports

w Device Administration Logged Time Status  Details  Username = Authorization Policy Failure Reason

TACACS Accounting

2016-01-03 22:51:33 @  lmih 10S_Devices »> Admin West
TACACS Authentication
2016-01-03 22:51:26 a  lsmith 10S_Devices »> Admin West
TACACS Authorizati ..
LTI < 2016-01-03 22:50:28 ¢ a  Imiller 10S_Devices >> Security West 13025 Command failed to match a Permit rule
Filters
2016-01-03 22:50:15 [ il 105 Devi T
. Q miller _Devices =»> Security West
*  Time Range Last 30 Minutes  ~ .
2016-01-03 22:50:08 i i i
PN G a Imiller 105_Devices >> Security West
DMZ_BLDO_CSRv o
MName 2016-01-03 22:46:59 Q jstalk 1DS_Devices >> HelpDesk West
m 2016-01-03 22:46:50 a  stak 105_Devices »> HelpDesk West

TACACS Command Accounting
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