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IIAT NP —sN T rha/LThs Terminal Access Controller Access Control System Plus (TACACS+) 1%, /L—#
REDELDEAT DR NT—7 TIBATNRARERLT VAT 51200, —efbInic X 27 il a1
L FE T, TACACS+ T, IRD AAA H—EAZARALL 97,

e Authentication GR:IF) : —W LN
e Authorization (FFF]) : 22—V I A FLTTEDHN
e Accounting (7 AT T 7)) HEDMAE WD AT LI

ZDORF2 AR TIE, TACACS+ $—/ 2L T Cisco Identity Services Engine (ISE) , TACACS+ 7747 L hL T
Cisco Adaptive Security Appliance (ASA) Z1#i fl 45 TACACS+ OB RLET,

CDHARDEREE
ZDOHARTIZ. IRD 2 #kERE T, Cisco ASA ~DEHRT 7 2% ISE TEFLTEXAIIITLET,

o /X—FI1:ISE DT NRAREHOERTE
e /X—}2:Cisco ASA ® TACACS+ DETE

AT B R—F b
TORF2ATNDIERIZ. LLTOY TR =T RXR—Tar BIUON—RT =7 RNR—Ta (2SN TOVET,

o ISE VMware (RAT 7 T7A47 AV —Z2.0

e Cisco #5EX 2T ARART 7T A7 L A(ASAV) , Cisco ASA Y7 I =7 D/3—Ta9.512) &
Adaptive Security Device Manager (ASDM) /3 —7=2 7.5(2)

e Oracle Java™ SE 7 ¥ A LEEE, E/LR 1.7.0_40-b43
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ISE DT /INA AEHDRTE

ISE TOTNARAEERDFMEVR

TNARE R (TACACSH) 1TEBIZ L2774 A, A %072 ISE BASE A2 AEAITEL YT 4 T2 AN
‘/[Z‘gwéjﬂo

ISE TOT/INAABEEDEE

F ORI AE TR —E Z(TACACSH) 1L ISE /—RTF 7 A/ TCHENC > TOER A PO FIE L., AT 5

ZETT,

FIE 1 PR—=FENTWDBT TS D 1 %L TISE FH Web R—2Lical/ A LFET,

FIg2 [ (Administration) ] > [ A7 A (System) ] > [JE2BH (Deployment) ] (CBEIL £7°, ISE /—RFDEEIZH
DF = IR I A% A AT, [#f (Bdit) | 227Uy 7L ET,

sl [dentity Services Engine

alialn
Gisco

Home * Operations » Policy Gues 3  Administration

w Syziem b [dentity Management ¥ Metwork Resources b Cevice Portal Management  prGrid Services P Feed Service P Identity Mapping

Deployment  Licensing b Cedificates ¥ Logging ¥ Maintenance  Upgrade  Backup & Restore ¥ Admin Access b Settings
——

Deployment Deployment Nodes
Q vz~ 1
» oo Deployment /1 Edit fi@ & svmaup EDareg\ster
% PANFalover [] Hostname ~ MNode Type  Personas Role(s) Services Mode Status
ize-1 ISE Administration, Moritoring, Policy Service STAMNDALOME SESSIOH,.. u

1. ISE BRAR—Y
FIE3 [2fi%i%E (General Settings) ] T FIZAZT—/L L, [T /3A AEHY—E A% H %7295 (Enable Device
Admin Service) | DBEICH LT = IRy I A% AL ET,

satlts identity Services Engine

~System b ty » Net urces  » Daviee pxGrid Services b Feed Service  » |dentity Mapping

Deployment  Licensing  » Certificates  » Logging  » Maintenance  Upgrade  Backup & |_| Enable Sxp Sewice
Deployment Deployment Nodes List > atw-ise243
.:; i @ S Use Interface = GigabitEthernet 0 |
[ enable Device Admin Service
: [J Enable Identity Mapping
U pxrid

D enable 5xP service

Use Interface | Gigabitethemet 0
[ Enable Device Admin Service

O ensbie 1dentity Mapping

Opgrg @

2. ISE READEMERE
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FIF 4

[fR7F (Save) | CRRIEEIRFELET, 2N TT SAAEHY —E 2N ISE THINZ/RDE T,

TINARABEEB)—H 25—

ISE2.0 IV —7 B Z—%EALCWET, UV—7 BoZ—I, FNENDREEDT 4 —F vy DT X TOEZELE]
GLTWET,

FIE 1

[V—2 &> 42— (Work Centers) ] > [7 /A 2% 1 (Device Administration) | > [BE2E (Overview) | (25 #)
LET,

I |dentity Services Engine

m
1560

« » Operations » Paolicy » Guest Access » Administration ~ Waork Centers 0 License Waming &

» TrustSec - Device Administration

TrustSec Device Administration
Overview  + ideniilies  User ideniity Groups  » Network Resources  Network Devics Groups  » Policy Conditions Overview OVBviY

—— Authentication Policy Identities
Authorization Policy User Identity Groups
Components Network Resources
Policy Network Device Groups

Device Administration Overview SXP Policy Conditions

Reports Palicy Results
Settings Device Admin Policy Sets

Reports
Settings
. Define

« Configure Devices

All the devices that will be controlled

and audited by TACACS device

administration, should have TACACS
« Authorization Roles secrots act.
‘Consider the roles your organization
needs toc manage its devices. Create
Authorization Profiles and Command
Sets to determine the operations
-admins may perform.

« Audit the System
View reporis to check access and

+ Define Policies authorization is as intended.

Create a policy within the policy sets for
your device administration
service.Firstly, set the authentication
policy to select the identity stores that
contain the device administrators. Next
use the authorization policy to select the
Profiles and Command Sets, according
o the relevant conditions, for example
NDGs and identity groups.

= Device Administrators

All users who will perform device
‘administration, whether internal or
external, should have a common
attribute or be assigned to a suitable
group.

+ Settings
= Migrating from ACS 5.5/5.67 Check the default Settings for
Use the handy migration tool to import connections and password control suit
all your data and set default TACACS your organization.

secrets for all network devices.

3. TNAREEDHE

[7 A AEEOBEE (Device Administration Overview) | Tld. 7 /A A E B O A B B 72 FIED
R e e

RYRT =9 FINMRERYNT—= FINAR T L—TF

ISE Tix, BEDOT NAR TN —TREfg e T2 1727 NAR T —T b RE ARt T e, &g i
NI =27 FTISAADBNE DS UT= 5350 % £ LU ET,

FIE 1

)L —7 (Network Device Groups) ] (ZFEL F9°,

il Identit

155

e3 Engine

[V—2 &> 42— (Work Centers) ] > [7 /31 A% 1 (Device Administration) | > [ Rz —27 T /SA R 7

» TrustSec

Orverie

~ Device Administration

v |dentities User Identity Groups

Network Device Groups

Home » Oper

v Metwork Resources

» Policy

Network Device Groups

Metwark Device Groups
—————

* Policy Conditions

~Work Centers

r Policy Results

Device Admin Policy Sets

Reports Setlings

o 2]
v |l - ‘yba}. Edit <='|:|'=»Add EhDunhcatE Delete @oImport (G Expart = Show E
v [ Groups [ Mame ~ Type Diescrigtion
4 fﬁ All Device Types O ail Device Tvpes Device Type All Device Types
v 4y Al Lacations O &l Locations Location Al Locations

4. FIRT—0 FTNRARGIL—TF
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[T _XTDOT AR XA (All Device Types) | & [T TDr/— a2 (All Locations) ] 1%, ISE (280
ENDHT 74V NOREE T, A OREEEBINLIZY, % TRV —FKIFIEATEL RN —2 7

INA RN T BT DS ES Foa R—X U M EFRLTIZDTEET,
BELrERTIHE, RyhT—7 FARAZA T N—T1F IROIICERENET,

FIg 2

FIE 3

- i?i Network Devices

- i?i All Locations

i?i 105 Devices

i?i Nexus_0S5

i?i Wireless Devices
v 4% Security Devices

i?i Firewalls

i Ps

&5 VPN

- i?i East_Coast
i?i Boston
i?i New York

- i?i West_Coast

il.l\i Los Angeles

i?i San Jose

5. XYRT—Y TNAR T N—TDOV)—Ea—

* Mame | DMZ_BLDO_ASAv
Description | yirtual ASA

+IP Address: [ 10.1.100.150 !

* Device Profile  ; Cisco | v

Software Version l:|

* Metwork Device Group

Location [san Jose

| Set To Default |

Device Type [Frawalls

| Set To Default |

» RADIUS Authentication Setfings

= TACACS+ Authentication Settings

Shared Secret [ sesessess | [Cshow |

Enable Single Connect Mode []

= Legacy Cisco Device

TACACS+ Draft Compliance Single Connect Support

6. RYRT—H TINAADEM

ZITHE R RT—7 TRARELT ASAV ZBINLET, [V—7 B2 ¥ — (Work Centers) | > [T /31 A
B H (Device Administration) ] > [*F7—2 U —Z (Network Resources) | (ZFBEIL£9°, [+iBIN

(+AdD) 1 227V 7L, FLWRY NI —7 T34 Z DMZ_BLDO_ASAv ZiB L ET,

TIRAAD P TRV AZE AL, T /3AAD [0/ —a (Location) | & [T 734 A #A 7 (Device Type) ]
N~ oE LT INDZ L E MR L E T, H k1T, [TACACS+ #8ilEa% & (TACACS+ Authentication

Settings) | # A 202 | [3A % (Shared Secret) ] ZH5EL £,
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ID ART7

ZDOE®IIa T, ?/<47\M£_Ei%‘® ID AT ZEFLE T, ID AT 1L ISE W2 —HF B LW R —hE 54+
B ID Y —A 2T HIENTEE T, ZZ Tl Active Directory (AD) , #8565 ID YV —R&(FHLE 9,

FIE1 [& £ (Administration) ] > [ID ® % 2 (Identity Management) | > [#}4 ID >/ — A (External Identity
Sources) | > [Active Directory] IZBEILET, BN (AdD) ] 227V 2L, HL AD OSRA 2 M iE
%Liﬁ‘ SINRAL NMaE AD RAMC A EFREL, [ {5 (Submit) ] 22V /7Liﬁ‘

cisco  IENtDY SErVIcES Enging Hame » Cperations v Policy 55 - Administration

¥ Systerm = |dentity Management ¥ Metwork Resources ¥ Device Portal Management  puGrid Services ¥ Feed Service v |dentity Mapping

v |dentities  Groups  Edernal Identity Sources  Identity Source Sequences » Settings

External Identity Sources Connection
v|= - 55 . o
= v Jain Paint Mame | demosD
» || Cerificate Authertication Profile * Active Directory Domain | securityderno.net]|

w || Active Directory

3. AD SRA DB

FIF 2 [Z® Active Directory RALNZF X TD ISE /—RZSIZHEFE77>? (Would you like to Join all ISE
Nodes to this Active Directory Domain?) | £V )7 B2 7 RRFREINTZ6, [1EV (Yes) | &2V v 7L ET,
AD ~DOBNFHEN DIV T V& AT, [B1(Join)] TISE % AD IZBMSEE T, [AT—4
A (Status) ] #F =y 7L, BB T THLZEEMERLET,

* Join Point Name | dernoAD |

* Active Directory Domain  securitydemo.net i
Join  ©= Leave P_'_ Test User ﬁDiagnost’c Tool '@Reﬁesh Table

] ISE Node | ISE Node Role | Status Domain Controller Site
O ise-1.securitydemo.net STANDALONE [ Operafional] demoAD.securitydemo.net Default-First-Site-Name

4. ISE @ AD ~D&hn

FIE3 [Zv—7(Groups) ] X7 IZBEIL ., [1BIN(AAA) | 227V 7 LT, T /AR T RANRTF RIS D2 —H|C
FONWTRERT N—T 5T XTHRGELET, ZOTAROERBR) L —IEHTH57 V—T%LL T O
BNRLET,

Connection Authentication Domains m

Edit :I‘]:Add - Delete Group  Update SID Values

] Name
[ securitydemo.netDemoGroupsiContractors

O securitydemo.net’DemoGroups/Doctors

[ | securitydemo.netDemoGroups/East_Coast |

securitydemo.net'DemoGroups/Employees

securitydemo netlDemoGroups/HelpDesk

securitydemo.net’DemoGroups/Metwork_Operators

securitydemo.netDemoGroups/MNurses

gooog

securitydemo.net’'DemoGroups/Physicians

DI securitydemo.net’DemoGroups/Security_Operators I

[ securitydemo.netDemoGroups/Staff
O securitydemo.net’'DemoGroups/Students
[ Jsecuritydemo.netiDemoGroupsiVest_Coast ||

5. ADY)IL—7
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TACACS 7AJ7AI)L

Cisco ASA [X, I~ RRBEEIZ 16 DL DT 7B AMERZIRULL F3, IRD 3 DIET 74 /LR CTERIILTD
*7,

HERRL~UL 0:show checksum, show curpriv, show history, show version,, enable, help, login, logout,
pager, show pager, clear pager. FBI N quit 2~ REFFRILET, v/ A%, 1 BDERAKRDO T 72 AR HE
LAULRDT, ZOL-L 0 DT RTOAVUREITRCO2—FRETTEET,

HERRL ~L 1: 3 EE - 13— EXEC E—RiX, n/ AL LI —HFDOF 74 /LOMERL ~ LT,
vx)b a7 NI, Teiscoasa> |72 T ANA R I vy anfiEE T,

MEFRL ~L 15: 4 EXEC =—R13. enable 2~ REDL UL TF, v x/b a7 N, lciscoasatt | 73
EL T A ADRANN v —T R EET,

F 7V TIE, ASA O~ RORFFEL ~LT 9T, 0, 1. £721% 15 T, ASDM Oa— L_X—2DH|E T
I LUV ISCETRE) LU SGREATWMEA) LL 3(F=XD &) D 3 5D ASDM —H o— LA H{/E
EBLET, ZNBIEVISERY—TEAL, % T, [ASDM EFar—H o—/L | TRELET,

EXEC FBFETIL, =—WIZv /v (EXEC) By al OBMEI T A STV CWNDINE I ERER T 5728012, ASA T3
AR TRRFEEZIZ AAA B — 32 TACACS+ sRFFE R ZXELFET, ISE 1, IRD 2 SO EMEmEAHL T, 2k
=P NI AR~ A X TEET,

T 7 VR OMERR (Default Privilege) : 3=/ &y a ATk T 201 (7740 k) OMHERL <~V AR ELE
T, KGR S — I ~UL 1 TR 2OV~ EE L ET,

B KHERR (Maximum Privilege) : /b B al CRFRAISNAD R KL~V AR EL E7, HKRHE A —W
1. ZVEWTF 7 40k LoyLiza (L, enable 2~ R2fE L C, ZO B TED Y CTHNIEIZET
HFET, IDENL-UITBATTEE T, I3 AAA — " ElHT55A1EL, ASA 13 15 ETOHMMED
HEFTRILET,

ASA Monitor Only
ZHUE, ASDM @ [F—2 (Home) ] A& [E=4V> 7 (Monitoring) | A NZ2—VZHIRT52LTT,

FIE 1 ISE /&8l Web 7R—#/LC, [V—7Z &% — (Work Centers) ] > [7 /3 2% P (Device Administration) ] >
[RU>—#E 5 (Policy Results) ] > [TACACS 727 7 A /L (TACACS Profiles) | DNEICEEIL 7, FHrL
TACACS 7'u 77 A/L%BJIL T, ASA Monitor Only &\ )4 Bz T %7,

FIF2 [HBEZ A7 (Common Tasks)] B/ arFTAZa— L LET, Ray 7 XL vLIENLIEN 3 DT
THIVEOMERR, Ruy P Z T U NBAED 4 D REERZ A NLET,

Task Attribute View Raw View Task Aftribute View Raw View
Commaon Tasks Profile Attributes
priv-lvi=3
[# Default Privilege |3 | (Select 0to 15) man_priv_Ivi=4
W Maximum Privilege |4 | (Select 0to 15)

6. ASA Monitor Only @ TACACS 7R771 /L




BH2T PHRRERET B\ Y— HAE CISCO.

B RMERD 4 1 ZFADT=DOTFITRSITNT, SRl fEHLEE A, ST AAA — &2 FHHL T
HEXIT ASA HIMEIL 15 LEFRILARWIS T,

FIE3 [25(5 (Submit) | 27U/ LT a7 7 ANV ERAFLET,
ASA Read Only
Zhid, =—HIZ ASDM DR ARV T 7 222 4528 T,
FIE4  HLVTACACS 777 A/V%BIIL, ASA Read Only &V )4 FiIZFHITET,
FIES [ 4 A7 (Common Tasks) | B/ arFTAZa— L LET, Ry X BLIXNBAEN 5 DT
THIVEDMEIR, Ry T Z T OEDN T O KMERZGNILET,
Task Attribute View Raw View Task Attribute View Raw View
Common Tasks Profile Aftributes
priv-lvi=5
¥ Default Privilege |5 |(Se|ed0t015} max_priv_IvI=7
W Maximum Privilege |7 |(Se|ed0t015}
7. ASA Read Only ® TACACS 7RA771 /L
B RMERRD TIFFHADT=OIZTF RS T T, A NI L R A, S8 AAA — 2 fEHL T
HEXIL ASA AEMEIL 15 LOFFATLRN)HTT,
FlE6 [25(5 (Submit) | 27V 7L CF a7 7 ANV ERAELET,
ASA Admin
T, ASDM OEERIRDOT 72 AMER 5L ET,
FIE7 HloFvr7Az2B00, ASA Admin EVOARTZTITET,
FIE8 [HEZ A7 (Common Tasks)] BZ arFTAZa—/LLET, Ray7r XU BLIEANOEMN 15 DT
TAIVIOMER, Ry 7 Z D DR 15 O RHERZ A INILET,
Task Attribute View Raw View Task Attribute View Raw View
Common Tasks Profile Attributes
priv-Ivi=15
[¢ Default Privilege |15 . |[Se|ed0to 15) max_priv_Ivi=15
¥ Maximum Privilege [15 I(Selecﬂ]to 15)
8. ASA Admin @ TACACS FRZ774 /L
I KMERR O 15 13, 2—%7)8 —H EXEC &—F Tlenable | ZF1TL 72L& (T, ASA CLI T &
£7
FIE9 [25(E (Submit) | 27V 7L T a7 7 ANV ERAELET,
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TACACS a<v >k vk

ASA < RERGEIE. '7“/\420)%@%75)%BEI/J\JWCZJ%VIOE?‘:TV‘/F@%ﬁ’iﬁ? AL DI TNDHINE jﬂ)%mu
THIDIT, FBRESNT- TACACS+ —EWELET,

4 SOz~ Ftvh, HelpDesk Commands, Permit All Commands, ASA Basic, ASA ReadOnly Extra #/EFL
*7,

HelpDesk A< R
ZAUEI0S TARAADHTARDEDERILTY, T TIZERL THIL AL, 2O a BEIEL TLIEE,

FIE1 ISEGUI T, [V—7 % —(Work Centers) | > [T/ A A4 B (Device Administration) ] > [7RU S —fE
2 (Policy Results) ] > [TACACS =~ 2K &> (TACACS Command Sets) ] DNRIZEEILEF, FHLu
Y iBANL ., HelpDesk_Commands &\ )4 Rz 1T E7,

¥FIIE 2 [+E00 (+Add) ] 227V 7T, By MZZ N ERELET,

s awoR B|% |
Eas) debug

Eae) undebug

Al traceroute

BE ping ~([0-91{1,31)\. ([0-91{1,3})\.([0-91{1,3})\.255%
Lidal ping

Erml show

ASIVT T AT DT FUANI, debug, undebug, traceroute, 331U\ show DFEITEFFRILET, ping (22
WL, 5IEAN DO ERFHRIRTIONC, Xy T —7 37 2o MIT a—REy AN TR R% 255 £TL
TEL TN, 7 r—RE¥ Ak ping [ZHI RS TOET,

FIE3 ATEERETLI. B NORRBICHH N F v r~—2% 7y LET,
FIg4  [EE (Submit) ] 27Uy 2L T, a2~ R By MR FLET,

Permit All A< K
ZHUE 10S TARAADHTARDEDEFRIC T, T TICERL THIGE AL, 207 a #EIE L TLIEE N,

FIES5 HLEYREENL, Permit_ All Commands S\VW) 4 A2 ET,
FIIE 6 [‘TLZUZ]\%%”L“CI( VR a < R&2FF ] (Permit any command that is not listed below) IZI|] DBEIZHD
F oI R I A A AL T, av R YA ZEOFRIILET,

15 avwoR EE: |
FIE7  [X1E (Submit) ] #2Yy 7 LT, 2= R By MARTELET,
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ASA Basic

FIES  HLubyhEBENL., ASA Basic SV WOA HiTZAHITET,
FIE9 [+ (+Add) | 7V 7 LT, ByMZZ U NEEELET,

f+5 = 5|8

] show checksum|curpriv|history|pager|version
el enable

bzl help

e login

Ll logout

B Al pager

il clear pager

L] quit

il exit

PO NI, show AV U RITHITHIENTEHE O —EZRLUET, ZiUX, show checksum,
show curpriv, show history. show pager, 3L show version DVT ANIFHHHELET,
FIE10  TERFET DI AN OKRBIESDHN Foys~—05 IV I LET,
FIME11  [E(E (Submit) ] 27Uy /LT, a<wr R By RFELET,

ASA ReadOnly Extra

FIE12 HLUEYIEIBIIL, ASA ReadOnly Extra E\W\)O4 Bi&EHT £,
FIE13 [+EM(FAdD) ] Z7V> 7L T, BYMIZ N EZRELET,

5 avwok 513
) more

L) dir

& export

FIE14 FTERFFTDIE, FUNOKRRBIZHDEN F=vs~—0% 000 L ET,
FIE15 [#E (Submit)] 227Uy /LT, a~vU RN By MRFELET,

TNAREEAR)— vk

R — By MITAAAEHCTT 74V THEN > TOET, RIS — By MIT SA R XA TS NTRY
V=& EITTCEDD, TACACS 77 7 ANOi R B 12720 FE T, 722 1E. Cisco ASA 7 /3A A TIIHERRL
~Lla<w R By L, WLC T A AT AZ LB L E7,

ASDM |FA=a—LMD T T T 4 1)L a—W A B —T oA ATl - TEREIESNA7-% . ASDM 77 A2
ASA CLI V&L Da~<  REFF [T HMLENHD E T,

2 ODORYT— tyh, ASDM 778 AZZRIFTHRI —& oD ASA FHLT 7B AZ AT HR) — 5 EFRL
*7,
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ASDM Authz

FIE1 [7—2 % — (Work Centers) | > [T 73 A& B (Device Administration) ] > [T/ NA AE BARY L —
vk (Device Admin Policy Sets) ] (ZBEIL £ 3, IROFTLVVARY L —E v ASDM Authz ZiBfIL

E
S Z2:[] st EA E i3
ASDM Authz DEVICE:Device Type EQUALS Device Type#All Device Types#Network Devices#Firewalls
AND
TACACS:Type EQUALS Authorization
AND

TACACS:Port EQUALS 443
9. ASDM Authz DRV —ERE &4

ASDM SBEFERK(L, TIAHIED HTTPS FR—rZEFEALTLVDEEIL, TACACS /R—FD1E 443 #ERAL TEIESNFET,
ASDM AR BR—F2ERT 2BEF. COEHEDEEFNDAITAALIR—MIE#HLET,

FIE2 ARRI—ZAERLET, @FETIL, ID A7 LT AD 2L T, @REER O 2 — X 2R E T D
eI AL ET,

SRR —

Default Rule (72— LU A) : Allow Protocols : Default Device Admin  and use: demoAD

10. ASDM Authz M EBEERYS—

FIE3 ARRI—ZEZRLET, ASDM 77 RAITIL 3 DOFERIEBSNIHERL LA EHSHET, L
7o T, HHIZT 572010, TN CTORRGES N E B |2 Permit All Commands %1 5-L £ 7,

S| L= Eslia avUk wyk )L FaIJrAIL
HelpDesk DEVICE:Location CONTAINS All Permit_All_Commands ASA Monitor Only
West Locations#West_Coast

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/West_Coast

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/HelpDesk

HelpDesk DEVICE:Location CONTAINS All Permit_All_Commands ASA Monitor Only
East Locations#East_Coast
AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/East_Coast

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/HelpDesk

Security DEVICE:Location CONTAINS All Permit_All_Commands ASA Admin
West Locations#West_Coast
AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/West_Coast

AND
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S| IL—ILE &5 avoUk wyk <ox)L FaJdrAIL

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/Security_Operators

Security East| DEVICE:Location CONTAINS All Permit_All_Commands ASA Admin
Locations#East_Coast
AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/East_Coast

AND

demoAD:ExternalGroups EQUALS

securitydemo.net/DemoGroups/Security_Operators

Admin West | DEVICE:Location CONTAINS All Permit_All_Commands ASA Read Only
Locations#West_Coast

AND

demoAD:ExternalGroups EQUALS

securitydemo.net/DemoGroups/West_Coast

AND

demoAD:ExternalGroups EQUALS

securitydemo.net/DemoGroups/Network_Operators

Admin East | DEVICE:Location CONTAINS All Permit_All_Commands ASA Read Only
Locations#East_Coast

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/East_Coast

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/Network Operators

‘ N Default Bzt —HLENMES DenyAllCommands

11. ASDM Authz DEBR) S —
ASA Regular

FIg4 [V—7 B H¥—(Work Centers) ] > [T /A A% i (Device Administration) | > [T /3 AEHRY T —
‘v h (Device Admin Policy Sets) | (ZBENL £9°, BEfFORVT — &Y~ ASDM Authz %i#R L | [LL T4
#%4 (Duplicate Below) | 23R L £3, HLWERV > — By MNILIRTIO By D FIZTo 7 HTEnb0
T, ZORMITIEREMNC/2DZENHVET, HBLI2at =2 B HL, IROIDNZT AR ZAT DF.

EIEELET,
S E2L:[] B EG
ASA Regular DEVICE:Device Type EQUALS Device Type#All Device Types#Network Devices#Firewalls

12. ASA Regular QR —RE &4

FIES ARV —ZERLET, FRRETIE. ID AR ELTAD = HL 7,

EMEIE#_{)IJ:/_
Default Rule (2= —E LA LMEE) : Allow Protocols : Default Device Admin  and use: demoAD

13. ASA Regular Q2R > —




tXa7 7ORERETEHNIY—HAE

||I||||||
CIsCO

FIIE 6

HGRR) Y —ZERLET, 22Tl AD D2—W )L —T LT A RO/ — gDV TR

R —%5E

TLFET, 722 1E. AD 7 /L—7 West Coast D —Y %, West Coast DT /XAADIRIT

JYVATEET, /)b 7Ta77A/VXFI2, ASDM 7272 ASA Ta— )L o< Rz fE H 3
% ASA CLI D= DD T4,

S

JL—IL%&

&

avw ok #yk

)L FAaIJrAIL

HelpDesk
West

DEVICE:Location CONTAINS All
Locations#West_Coast

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/West_Coast

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/HelpDesk

ASA_Basic
AND
HelpDesk_Commands

ASA Monitor Only

HelpDesk
East

DEVICE:Location CONTAINS All
Locations#East_Coast

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/East_Coast

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/HelpDesk

ASA_Basic
AND
HelpDesk _Commands

ASA Monitor Only

Security
West

DEVICE:Location CONTAINS All
Locations#West_Coast

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/West_Coast

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/Security_Operators

Permit_All_Commands

ASA Admin

Security
East

DEVICE:Location CONTAINS All
Locations#East_Coast

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/East_Coast
AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/Security_Operators

Permit_All_Commands

ASA Admin

Admin West

DEVICE:Location CONTAINS All
Locations#West_Coast

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/West_Coast

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/Network _Operators

ASA_Basic

AND

HelpDesk_Commands

AND
ASA_ReadOnly_Commands

ASA Read Only

Cisco Systems © 2016
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S| L= Eia avUkR Eyk Tzl FaIrAIL
Admin East | DEVICE:Location CONTAINS All ASA_Basic ASA Read Only
Locations#East_Coast AND
AND HelpDesk _Commands
demoAD:ExternalGroups EQUALS AND
securitydemo.net/DemoGroups/East_Coast ASA_ReadOnly_Commands
AND
demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/Network_Operators
‘ N Default Hlzt—HLaENVES DenyAllCommands

14. ASA Regular Q&)L —

ZIUT,ASA DT A ZEHD ISE iR ENE T LEL-,

Cisco Systems © 2016
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ASA @) TACACS+ DEE5E

TACACS+ ZiXET DRI, IP TRy 7 b id)7e)e—MEw 7 2 ha L AR VIR ET DML ERHDET,
WIZ. ASA CLI 77 EZH® SSH 3L N ASDM 77 AHD HTTP 2G40 9 55 1EEZRLTWET,

hostname ASAv
domain-name securitydemo.net

crypto key generate rsa modulus 2048 noconfirm
console timeout O

interface Management0/0
management-only

nameif management

security-level 100

ip address 10.1.100.150 255.255.255.0
no shutdown

route management 0.0.0.0 0.0.0.0 10.1.100.1 1

ssh 10.1.100.0 255.255.255.0 management
ssh timeout 30
ssh version 2

http server enable
http 10.1.100.0 255.255.255.0 management

username sec-admin password ISEisCOOL privilege 15
aaa authentication ssh console LOCAL

aaa authentication enable console LOCAL
aaa authorization exec LOCAL auto-enable

ZOEMETY T Ry NI —7 FRALRITH N P TRUANRSHLHT280, av Y —)L al A ATERGESN Tl
TH. 10.1.100.0124 DI FAT ") SSH 1815 TEE T, AAA X ERHIFAET A BEMEDH DT 7 & AR 4k
\F57281Z, CONSOLE @ EXEC #A L7 7 MIEEHI SN TWAZEITEEL TTZENY,

N—=a9.5(1) b, ASA IITEBEERHAL X —T oA REL OV—T 427 T—TNARBHOET, #5305
EDOY TRy BICOFEELRWT 7 AL Br— N ITHfE S D, 7 74V R —haeBIL £,

ASA N—T=a 9.2(1) Tk, H7e R AR O T NAREBE N/ SAT —R % 2 B A S L7 ThnWEHIZ, Cisco
10S & ASA OEMEZ T DT 5728012, EXEC 38FED auto-enable A7 > al MBSV EL,

ASDM %Zfif FH 35121, ASDM /XA F V% disk0 (27 v 7 0 —R 3T AMLERHVET, 722 1E, ASA TUL Foa~
VREFATLET,

copy http://a.web.file.server/path/to/asdm-752.bin disk0:/
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Cisco ASDM-IDM Launcher 73 £72A 2 AR— /L ENTWORWEEATT, Web 703 2L T
https://10.1.100.150/admin {27 7= AL, [ASDM Launcher ™1 A~—/L (Install ASDM Launcher) ] £7-1% [ASDM
DFEAT (Run ASDM) | OWT a7/ LET, 7 r— Vb A R —T )b /RAT—RIN20E1E, ASDM-IDM
Launcher T 10.1.100.150 ZFgL ., 22D 2 —W 4 L/ AT —R T/ A 450, n—hVEBEDILT Uy )V
fECEET,

Cisco ASA T 3AAD TACACS+ AAA IZRDNEF TR EFHETT,

1. TACACS+ ZRFFET7 +— N\ G303 5
2. TACACS+ 2~ RIEEXHLT 5
3. TACACS+a~> R THhu T4 72/ 39k 35

TACACS+ BBEEETA—IL/N\YY
TACACS+ #BGEE, RO IHRETHMETEE T,

aaa-server demoTG protocol tacacs+
aaa-server demoTG (management) host 10.1.100.21
key ISEisCOO0L

clear configure aaa

aaa authentication ssh console demoTG LOCAL
aaa authentication enable console demoTG LOCAL
aaa authentication http console demoTG LOCAL
aaa authentication secure-http-client

ZZTlX. SSH BEWN ASDM O 7 /v A% ZRGET H7281Z TACACS+ [ZHIVFR 2 £ L7, TACACS+ Zf# fHL7-
SSH ~DIEF72al A2 OFERL ~ LT _T 1, ASDM OBEDOHERL ~LT4 T 15 T,

lenable | FRFFTIL. TR TCOREHGZ AT 0T 72D T, VTY BL O CONSOLE Djifi /57 TACACS+ Z{HHL TlA
Z—7M77tx%mu AELFT, S KMEBRL ~L 3 15 DEERE D FD3, Tenable | Z# 1IEH IZ3ITTEET, AAA D
(A 32— )V | FBREIZ R #2 L CHEITSL, 7 7A4/VRT 1S ICRESNDTZDTT,

&Eéﬂf: TACACS+ "j‘_‘/\ﬁﬁuﬁﬁ'C%f£<f£;§)/l’“\‘/}‘fli\ my\‘/f/nm niEk/rZ\_‘7 /I/wu M ik%%% hj_‘j]
W DI—H F—=HR—=RAZT 4=V LET, T — Vo) T7RARF A ENH2—F %, Bmmc7 7t
AT BT, B—T1)b INAT —RZSNH AAA Y — R ERICICT D E R HDE T,

O REBEE
EXEC EREE
EXEC 383H1. o~ REREEORRIIER T, o Ons A H&IT Thi. UL F AT 3 CaME T E7,

aaa authorization exec authentication-server auto-enable

ACRE 725912, auto-enable (%, ASA 9.2(1) TEMSNATZH, H a2 —RD ASA ZFATL TWD5HE
X, ZOA T aAIEELET, OB T, T POMERR R IE R FF O =L a7 A /UiE, FLV SSH
/3/ \—ﬁﬁﬁéﬂ\ij—o
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IN—=9 9.4(1) 71°5, ASA 1T ASDM @ EXEC §RGEEE DM DB 2 A 7 % 43T 570 LA FHIBMLET,

aaa authorization http console demoTG

__jJ)L:j1?_/f:n&nE

n—JL av RRREEE AT 5L, FEE L. B OMHERL VLl FIZED Y Tonza~vr REfE 35280
TExET, L FOINTRELET,

aaa authorization command LOCAL

ASDM EE1—% O—)L

ASDM EFE2—H a—/LiEL, ASDM 77 EAD 3 DOMERL ~L (3.5, 15) 2K LFT, TNOAHRETHIC
ASDM Tl, 2D 3 DOMERL )L Za~<  REFEED Y CTES, Znblit, e—hLr a< R wnﬁfﬁ?ﬁ{iﬁﬁff
A, TACACS+ a2~ REIBAED 7 4+ — N7 LU TE AL ET,

TV T I AMEEFFD ASA EEEE LT ASDM (Zr 2 AL, [ E (Configuration) | > [7 /NA A% B (Device
Management) | > [=—H/AAA (Users/AAA) ] > [AAA 772 A (AAA Access) | > [l (Authorization) | DNEIZF
#L. [ASDM EFx— m— L DX E... (Set ASDM Defined User Roles...) ] RZ %27V LFE7, [ASDM EF%
2 —H% m— L3 E (ASDM Defined User Role Setup) ] "7 77 74 R T [1EW (Yes) ] #7Vv 7 LET,

f= Cisco ASDM 7.5(2) for ASA - 10.1.100.150

File Wiew Tools Wizards Window Help

| Home C},&% Configuration Monitoring | | 4 Save @Reﬁ'esh Back d Forward ? Help

Device Management o I Configuratinn = Device Management > Users/AAA > AAA Access > Authorization

e aroups Authentice Accounting |
----% LDAP Attribute Map
% Authenticati mpt Enable authorization for ASA command access.
ii‘ AAA -"":':'355 [T HTTP  Server Group: ILOCIJ.L vl
Ao Dynamic Acc licies
-] User Accounts ¥ Enable Server Group: Idemu:uTG I ¥ Use LOCAL when server group fails
- P Password Policy
@ Change My Password | Set ASDM Defined User Roles.. Configure Command Privileges. ..
#-[E Certificate Management
- DHCP = Perform authorization for exec shell access
il - | _,I_I When enabled, authorization will be performed for administrative console connections (ssh, http
and enable) that are configured for authentication to RADIUS, LDAP, TACACS+ or LOCAL
Device Setu suthentication servers.
é. Device Setup
¥ Enable
@— Firewall
& ¢ Remote server { Local server
=) R te A VPN
& CEMOIE Actess ¥ Allow privileged users to enter into EXEC made on login

Site-to-Site VPN
4. Device Management

» Apply Reset

15. ASDM E&1—Y O—/)LDETE
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ZDOTDITRESN TSR~ RO— B2 FRRTHI2IE, X 16 IR T EH12, ASDM O ETAH T var [M
FNNARAZEET AN LY :u—‘é“é (Preview commands before sending them to the device) | 42 LE7,
i (Apply) ] 22V 27 LT ASA ISR EEEEL, T a— 72 ar 2L TODEATE, [CLI 2~ FD
7L B =2— (Preview CLI Commands) | IRy 7 7 w7 742 R T [515 (Send) | #27 Vv 7L ET,

E'sa Cisco ASDM 7.5(2) for ASA - 10.1.100.150
File View | Tools | Window Help

i
@ Home Command Line Interface.. /

E Show Commands Ignored

dicate your preferences and dick OK to activate them. To restore the default settings,
chck Default, then dick OK to save them.

2 Packet Tracer... :
E % Add g | Rule Tablesl Syslog |
g
2 |Find:
D'E E!: Traceroute... [V Warn that configuration in ASDM is out of sync with the configuration on the ASA
----- ,@ Preferences... [v Show configuration restriction message to read-only user
- ASDM Java Consale..,

[V Show configuration restriction message on a slave unitin an ASA duster

[V Confirm before exiting ASDM
[~ Enable screen reader support (requires ASDM restart)

[v Warn of insufficient ASA memary when ASDM loads

[V Warn when ASAv doesn't have a valid license or is overprovisioned

v

¥ Preview commands before sending them to the device

[V Enable cumulative (batch) CLI delivery

Minimum Configuration Sending Timeout: IGU seconds (default 60)

16. ASA ZE{ERIITaYUFETLE2—7 % ASDM &E

TACACS+ O/ REEEE
TACACS+ 2~ U RIMGEZEH 351213, WERELET,

aaa authorization command demoTG LOCAL

T T HERL LT LRI A AT e e — B EEEXESN., TACACS+ — Do~ R —ECE FE OBIEDMHERR
L UL EOE EVHEIRL ~ L Do~ RN EENAZENHET,

TACACS+ Z7hoo T4
ASA 1Z, A FIZEY, TACACS+ H— R ) —F 1B B2 —S DT 7 ar Oitdka AN THIENTEET,

aaa accounting ssh console demoTG
aaa accounting serial console demoTG
aaa accounting enable console demoTG
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ARUR T AV T AT E ST BTSN A A~ RO ®R (A~ R, Bff, 22— 728) BhEfEahEd, U
TUE AR OBREGN, ZDOT AT T4 T HEREDH ML ZBINLET,

aaa accounting command demoTG
ZHUZ, Tshow |~ RESN DT RCOaA~U ROT AT T4 T Ao —VkEFELET, 7 v ar OERY —
U —R T/ NBOMERRL NNV AR ETEE T, 728403, laaa accounting command privilege 3
demo TG, Ishow &R, L-UL 3 LLEDMERL ~ DA< R T AT T4 7 EEELET,

ASA @ TACACS+ DR ENTE TLEL,
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CIsCO.

RDATVT

Cisco ASA DT NAREFE DR TENTE T LEL,

FIE 1
FIR 2

FIE 3

FIE 4

SSH {5 T, 8FIFu— L TASA A AIZRT A LET,
TIAADAT U RTA L A2 B —T2AA(CLD) T, 2—HF PG a~ > NIZT 7 ERATEHT LA R
LEd, 72ExIE ~IVTTFAIO2—H L@ E O IP 7RV A(10.1.10.1 728) % ping TXE T8, 7 n—
R¥¥ AR 7RLA(10.1.10.255 72 L) O ping TG SNRT U0 A,

a— PR AR R T DL, LT ERITLET,

show ssh sessions
show asdm sesssions
show curpriv

HABNIROEBY T,

ASAv# show ssh sessions

SID Client IP
2 10.1.100.6

Version Mode Encryption Hmac

2.0 IN aes256-ctr shal
OUT aes256-ctr shal

ASAv# show asdm sessions

0 10.1.100.6

AASAV# show curpriv

Username : hellen

Current privilege level : 3

Current Mode/s : P_PRIV

State
SessionStarted
SessionStarted

WRDT 3 71%, TACACS+ DT T IV a—T 4 TN B 17,

debug aaa common
debug tacacs

WIZT Ny 7 Bl RLET,

mk_pkt - type: 0x1,
user: neo

Tacacs packet sent

session_id: 495

Sending TACACS Start message.Session id: 495, seqg no:
Received TACACS packet.Session i1d:1117437566 seq no:
tacp procpkt authen: GETPASS
mk pkt - type: Oxl, session id: 495
mkpkt continue - response: ***

Tacacs packet sent

Sending TACACS Continue message.Session id: 495, seqg
Received TACACS packet.Session 1d:1117437566 seq no:

tacp_procpkt authen: PASS
TACACS Session finished.Session id: 495, seq no: 3
mk pkt - type: 0x2, session_id: 496
mkpkt - authorize user: neo

Tacacs packet sent

Sending TACACS Authorization message.Session id: 496,
Received TACACS packet.Session 1d:63315798 seq no:2
tacp_procpkt_author: PASS ADD

tacp procpkt author: PASS REPL
Attributes = priv-1vl

no:3
4

seq no:1l

RIEZHERD T DM ENDHYET,

Username
hellen
hellen

Cisco Systems © 2016
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TACACS Session finished.Session id: 496, seq no: 1

mk pkt - type: 0x2, session id: 498

mkpkt - authorize user: neo

cmd=ping

cmd-arg=10.1.1.255 Tacacs packet sent

Sending TACACS Authorization message.Session id: 498, seq no:1l
Received TACACS packet.Session 1d:244563180 seq no:2
tacp_procpkt author: FAIL

TACACS Session finished.Session id: 498, seq no: 1

FMES5 ISE GUI 5, [i#EA (Operations) ] > [TACACS 717 12 (TACACS Livelog) | DIEIZEEIL £3, 3
TP TACACS FBAFE R EFF AT ER N ZZ TR 7 FrENTEY, FEMR 2Ly, HEDNT V7
LAV ISR ET TR U B O RS A MR TR E T,

Username Type Authorization Policy i Device Port | Rermote Address | Matched Command Seb Shell Profile
| e -] | |l | | i | |
neo Authorization ASA Regular == NetOps 22 10.1.100.6 HelpDesk Commands
neo Authorization ASA Regular == NetOps i] 10.1.100.8 ASA Read Only
neo Authentication a7 10.1.100.6
sEan Authorization ASA Regular == SecOps 22 10.1.100.6 Permit All Commands
sean Authorization ASA Regular == SecOps 22 10.1.100.68 Permit All Commands
sEan Authorization ASA Regular == SecOps ] 10.1.100.6 ASA Admin
sean Authentication 86 10.1.100.6
hellen Authorization ASA Regular == HelpDesk 22 10.1.100.6
neo Authorization ASDM Authz == NetOps 443 10.1.100.8 Permit All Cormmands

17. TACACS Livelog

FIE6 JEELAR IR T LA, [V—7 B2 — (Work Centers) | > [7 /3 A ZAE #H (Device
Administration) ] > [L'ZAR—h (Reports) ] > [7 73 A& # (Device Administration) ] DRI EL | FRGE,
TR T HI T4 T DLR— NS LET,

Home » Dperations » Policy ¥ Gues » Administration ~ \Work Centers

» TrustSec | = Device Administration
Overview  » |dentities User Identity Groups r Metwork Resources  Metwork Device Groups » Policy Conditions » Policy Results  Device Admin Policy Sels  Reports  Seltings
—

w Device Administration Logged Time Details | Username | Command Commznd Arguments Device Port Remote Address

TACACS Accounting
2016-01-18 21:20:30.936

Q neo configure term 443 10.1.100.6
TACACS Authentication
2016-01-18 21:20:30.92 5 neo configure term 443 10.1.100.6
TACACS Authorizati N
uthorzation 2016-01-18 21:20:30.762 5 neo dir disk0:/dap xmi 443 10.1.100.6
TACACS Command Accounting 2016-01-18 21:20:29.004 a neo configure term 443 10.1.100.6
Fiters + .
Y 2016-01-18 21:19:55.196 g sean aaa authorization command demoTG LOCAL 0 0.0.0.0
* Time Range
2016-01-18 21:19:52.207 o sean no aaa authorization command LOCAL 0 0.0.0.0
2016-01-18 21:1%3%.873  q  gean aaa authorization command demoTG LOCAL 0 0.0.0.0
m 2016-01-18 21:115:40.246 5 pgp perfmon interval 10 443 10.1.100.6
» Diagnostics 2016-01-18 21:14:42.509 o hellen ping 10.1.100.1 22 10.1.100.6

18. TACACS L R—k
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