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FINIRY NI =0 TIEA T ANAASNDERT 7 A2t 5780 | 22— PFlIZ—Jnfbahiz e 2V 7 il 4 5=
2L F, TACACS+ Tl IRD AAA H—E Rz L 97,

e Authentication (G&FE) : = — 17D
e Authorization (FFA]) : — VI A FITTEDHN
e Accounting (T AT T 47 HEDMAT A WO EITLTE)
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ISE TOT N\ ABEEOADI

F XA AE Y —E A (TACACSH) X ISE /—R T 74V THEINI > TWER Ay IWIOFNEIL. AT 5
ZETT,

RATYF1 PR—PSNTNDLTTUHD | DEEHLTISE HH Web R —2/LZns A LET,
ATvF2 [ (Administration) ] > [Z A7 A (System) ] > [J£BH (Deployment) ] (2 EL £3, ISE /—K D
F IR I A% A AU, [#itk (Bdit) ] 227Uy 27 LET,

"l Identity Services Engine Hormne v Operations vy Palicy v Gue

w Administration » Wark Centers

w System ¥ [dentity Management  * Metwork Resources b Device Poral Management  pxGrid Services ¥ Feed Service P ldentity Mapping

Deployrment  Licensing P Cerlificates P Logoing P Maintenance  Upgrade  Backup & Restore b Admin Access b Seftings
—

Deployment Deployment Nodes
E o . e
v e Deployment /' Edt 'M & smoup | Prersgister
)
s PAN Falaver ] Hosthame ~ | MNode Type  Personas Role(s) SErvices Kode Status
ise-1 ISE Adrministration, Monitoring, Policy Service STAMNDALONE SESSION,

1. ISE BRN—Y

2
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ATYFT 3 [Ef%E%E (General Settings) ] T FIZAZa— )L, [T /3 A AEEY—E A% H 0275 (Enable
Device Admin Service) | DF = 7RI 2% A NI LET,

~System b Identity Management ¥ Network Resources  # Device » » identity Mapping

Deployment  Licensing  » Centificates  » Logging  » Mainienance  Upgrade  Backup & |_, Enabk Sxp &Nke
M'm D\;V.‘UW\J”‘-NWLT List > atw-ise243
. v | Use Inferface | GigabitEthernet 0 =l
[ enable Device Admin Service €
) [ Enable Identity Mapping
D pxGrid i

X 2. ISE BREO£AREE

ATvS 4 [R1F (Save) | TRREZRFLET, 2N TT NAREH Y —E AN ISE THNI2DET,
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FINARABEDT—Y 25—

ISE 2.0 Tl TrutSec BLOIT NARAFHUIT —7 B Z—HBE AL TWET, UV—7 B X — I3 EDOBRED
RTOBEEZENGEFNLTNET,

ATy 1 [V —72 &4 — (Work Centers) | > [T 73 A4 H (Device Administration) ] > [#£ % (Overview) | {2
BELET,

dentity Services Engine » Operations » Policy » Guest Access » Administration ~ Work Centers License Waming &

» TrustSec  ~ Device Administration

Overview  » Idenliies  User Identity Groups  » Network Resources  Network Device Groups  » Policy Conditions  » Policy Results  Device Admin Policy Sets ~ Reports  Settings
—

Device Administration Overview

= Configure Devices
1 All the devicas that will be controlied 3
and audited by TACACS device
administration, should have TACACS

+ Authorization Roles secrels set. + Audit the System
‘Consider the roles your organization View reports to check access and
needs to manage its devices. Create » Define Policies authorization Is as intended.
Authorization Profiles and Command Create a policy within the policy sels for
Sets to determine the operations your device administration
admins may perform. service.Firstly, set the authentication
policy to select the identity stores that
« Device Administrators contain the device administrators. Next
All users who will perform device use the authorization policy to select the
administration, whether internal or Profiles and Command Sets, according
external, should have a common to the relevant conditions, for example
attribute or be assigned to a suitable NDGs and identity groups.
group.
« Settings
« Migrating from ACS 5.5/5.67 Check the default Settings for
Use the handy migration tool to import connections and password control suit
all your data and set default TACACS your organization.

secrets for all network devices.

L. TNMREEDHE

[7 A REEOHEE (Device Administration Overview) | Tld., 7 /A A E B O HFNZ 2 E 72 FNAE
OB EZRRAELET,
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RYRT = FINLRERYNT—D FINA AT IL—TDETE
F NI =7 FRA AL RS NT =7 TN AD T —T b EHE L TR ELLD,

ISE T, EDT AR TN —TPERBON TRIVIRT AR 7N —TeREZ TR L T E T, BRI IRy~
T —2 F XA ZDFUEOMSL LT 5 AR L ET,

ATvF1 [V —72 &% — (Work Centers) | > [T 73 A& HE (Device Administration) ] > [ Ry kT —7 T /3A &
7" )V—=7 (Network Device Groups) ] IZFBEIL 77,
‘e Identity Services Engine Home v Operations v Policy » Guest v Adrninistration Winrk Centers
P TrustSer = Device Administration
Owerview ¢ |dentities  User ldentity Groups ¥ NMetwork Resources  Metwork Device Groups v Policy Conditions b Policy Results Device Admin Policy Sets Reports Seftings
Network Device Groups [Network Device Groups ]
C 2]
v = g“a}' Edit :‘l]:-ndd EEDupIicate Delete | @almport G Export « Show IE
v [ Groups [ MNamme - | Type Description
> f. Al Device Types O &l Device Types Dievice Type All Device Types
> @ & Locations O Al Locations Location All Locations
4. FYRT—Y TIAR T IL—T
[T _XTDOT /A A XA (All Device Types) | & [T TDa/r— 22 (All Locations) ] I, ISE (25
DIRILEND T 74V DOREIE T, MM E OREEZBMT 524, B TRY S —RIHME TRy
NI —2 TR 2GRN T DT OIS ES FERA R — R M ERTDHIEH TEET,
ATYF 2 SESFRBEEEZERTDE FVNT—T TALR TN —T1F ROINFERSNET,

-

v

v | Groups

‘:ﬁ All Device Types

- i?i Network Devices

i?i 105 Devices
i?i Nexus_0S5

i?i Wireless Devices

- i?i Security Devices

i?i Firewalls
& Ps
&5 VPN

4%, All Locations

- i?i East_Coast
i?i Boston
i?i New York

- i?i West_Coast
i?i Los Angeles

i?i San Jose

5. 2 T—D TR T IL—TDY)—E1—

ZITIE, SESFE T MR AT bl —a BB TV ET,
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ATYF3  ZITIE XY —7 FARALAELTWLC ZBLET, [V—7 2% — (Work Centers) ] > [T /31
A% B (Device Administration) | > [ R k7 —2 >/ —Z (Network Resources) ] (ZFEEIL £7, BN

(Add) ] #2707, FLvry b —2 73142 DMZ_BLDO_vWLC ZiEMLET,

Network Devices List = DMZ_BLDO_vWLC

Network Devices

* Mame | DMZ_BLDO_vWLC
Description | virtual WLC

*IP sddress: [ 10.1.100.170 R

* Device Profile | g Cisco| v &

TR —
SoftwareVersion [ ¥ |

* Network Device Group

Location [san Jose © || set To Defaukt |

2 ]| Set To Defautt |

Device Type [wireless Devices

» RADIUS Authentication Settings

« TACACS+ Authentication Settings

Snared Seciet [ seessness | [[Show |

Enable Single Connect Mode []

® Legacy Cisco Device
TACACS+ Draft Compliance Single Connect Support

6. RYRT—Y TINARDIEM

TINAAD P TRV AZ ATIL, T/3AAD [a/r— a2 (Location) | & [T 731 A # A7 (Device
Type) | W~y E L T INDHTELMERLE T, m%IZ, [TACACS+ #iEax% & (TACACS+

Authentication Settings) ] Z A #ZL | [Je A Fh% (Shared Secret) | ZFEELE T,
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ID A7 DEZH

ZITE TAAREEE O ID ANT ZEFRLE T, ID AT, ISE WE2— YR =S TW DM ID Y —
AT HIENTEE T, ZOETIL, SN ID /—AD Active Directory (AD) Zfi FHL %7,

ATy 1 [& £ (Administration) ] > [ID ® % £ (Identity Management) | > [#}4 ID >/ — A (External Identity
Sources) ] > [Active Directory] ([ZBBIL £, 1B (Add) ] Z2V> 7L, LV Active Directory D%
IRA N EFRLET, ZIRA e AD RAA U4 %R E L, [515 (Submit) | 27V 27 LE T,

asco  /0EMLLY Senvices Engine Home ¥ Operations ¥ Policy b Guesthccess = Administration ¥ Wark Centers

b Systerm = |dentity Managerment b Metwork Resources b Device Portal Management  puGrid Services b Feed Service v |dentity Mapping

v |dentities  Groups  Edernal Identity Sources  Identity Source Sequences » Settings

External Identity Sources Cannection
vk~ Lo * Jain Point Marme | demoaD
» || Certificate Authertication Profile * Active Directory Domain | securityderno.net]|

w || Active Directory

6. AD SARA>+DEM

ATv72 [Z® Active Directory KA AZTXTD ISE /—FZSIEE £ 77222 (Would you like to Join all
ISE Nodes to this Active Directory Domain?) | &) 7 B 7 RRFRIREINTZ0, [1EV (Yes) | 227w
LETS
AD ~OBNFHEN DIV T vV & ANTIL, B (Join)] TISE % AD IZBMSHE T, [A
T —H A (Status) ] &F =7 L BT CTHLZ L MR L ET,

m Authertication Domars [T o Attrbutes Advarced Serttings
* Jain Point Hame [ demosD |
* Actve Directory Domnain sscuritydomio net
flisr [ Cusonostic Tool  4BkRefrech Table
O 1sEMose ~ EGEModeRole | Siatus DCiesmain Controlier Site
[0 ise-1.securiydemo net STANDALONE demnoAD securiydemo net Defaull-First-Sile-Name

8.ISE @ AD ~D&1n

ATYF 3 [ —T (Groups) | ¥ 7 IZEEIL., [BM(AdD) ] 227Uy I LT, T/NAAR T I BARFFAISND 2 —
FICHAS N TR E R N —T T X CHRELET, ZOTAROEKRR) L —IFEHT 27V —T7%
LTI RLET,
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Connection Authentication Domains m

Edit :I‘]:Add - Delete Group  Update SID Values

[ Name

O securitydemo.net'DemoGroupsi/Contractors
O securitydemo.net’'DemoGroups/Doctors

[ ¥ securtydema.netDemaGroups/East Coast |

O securitydemo.net'DemoGroups/Employees

[ securitydemao net'DemoGroups/HelpDesk

[ | securitydemo netDemoGroupsMetwork_Operators

O securitydemo.net'DemoGroupsiMurses

O securitydemo net'DemoGroups/Physicians

DI securitydemo.net’DemoGroups/Security_Operators I
[ securitydemo net'DemoGroups/Staff

O securitydemo.net’'DemoGroups/Students

[ Jsecuritydemo.netDemoGroupsiVest_Coast |

securitydemo.netlUsers/Domain Admins

securitydemo.net’Users/Domain Computers

securitydemo.netUsers/Domain Users

oogo

securitydemo.net’Users/Super Device Admin

9.AD ¥ )L—7

TACACS 7AJ7A4ILDERE
KRRV —MFEHT% 3 5D TACACS a7 7 ANV EERLET,

e  WLC_ Monitor Only:[E=4 (Monitor) | ¥ 7 ~D7T 7w A& R >~NVT T A7

e  WLC Security Access:[EF=U7 1 (Security) | #7 & [~ K (Commands) | # 7 ~D7T 7B AMZFFo&
X274 AR —4

e WLC Admin: 7V 77 AMEEFFOE B

WLC % rolel. role2 72 L L CEFR T HLIENHD TACACS+ HAZ Mg MafE L £9, Al ez — /L1,
MONITOR, WLAN, CONTROLLER, WIRELESS, SECURITY, MANAGEMENT, COMMAND, ALL. 33X
LOBBY T, &#1D 7 2%, WLC B H Web Ul DA=a2— F 7L a Akt iiLEz T, 1 DU Eoa—La AT
L. FFEDHBE~DHEA I /EZIAALRT 7B AZFF Al L, 7R OBEREICITHA BV EHOT 78 A&7 ] 452 L3
TEFET,

WLAN, SECURITY, CONTROLLER ~D&t A 0/ FEZIALRT 7B A%AF 53 5I121F, IROTF A AILET,

role=WLAN
role2=SECURITY
role3=CONTROLLER
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ATvF1 ISE GUI C, [V—7 B> #— (Work Centers) | > [7 731 A& B (Device Administration) | > [V —
#iti & (Policy Results) ] > [TACACS 71771 /L (TACACS Profiles) | IZBEIL E T,
WLC_Monitor_Only X\ 93 LU TACACS 717 7 A )L EBINILE T, [ AKX LM (Custom
Attributes) | £ a FT FIZAZ2—/LL, MONITOR DHA~DT 72 A% EFRLET,

Carshomn AN itnis

+add  WTashe i -0
r Tpe My Wik

T MANDATORY ke MONITOR g |

10. WLC_Monitor_Only ® TACACS ZE77A /L

(17 (Save) | &2V /L CF 7 A NEARTELET,
ATYvF2  WLC_Security_Access &\ \)HBIDT 77 AL % B IL, SECURITY & COMMANDS ~0D7 7t A

H,
L ET,
deigd  WTeash= EEon &~
- hoe Hame Vg
T EANDETORY radal BECURITY =8
T HANDETORY relad COMMANDS £} B

11. WLC_Security_Access 0 TACACS FO774 )L

[#1F (Save) | #2V w7 L CF a7 v AV EARIFLET,
ATwF 3 JEMEEL Trolel=ALL 2£52, T _XTDOX 7T/ EATED WLC_Admin 2\ 3 FHH D717y

ANVEIBINLET,
Cusiom Kivibiles
dagd  WTrashe EEon i
-  Tya i Wb
[ MANDATORY roda AL cl

12. WLC_Admin @ TACACS FR771 )L
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TNARAEER— vk

RV Y — By MITAAAFECTT T AN CHN2 o TOET, B — By NIT /AR 2T IS THY
V% EITESLTZD, TACACS 77 7 A /VOiEHINE S T2 ET, 7222 1X. Cisco I0S T /A A TILHFFHEL
~rba< R By L, WLC T/ AT AZ L@ ML £,

ATy 1

ATvF2

ATv73

[V—7 &> 42— (Work Centers) ] > [7 /3 2% B (Device Administration) | > [7 /A AEEARY L —
£k (Device Admin Policy Sets) ] {28 L $9°, WirelessLanControllers &\ ) 5441 & DH LU
R — B IILET,

DEVICE:Device Type EQUALS Device Type#All Device Types#Network Device#Wireless Devices

Status Hame Description Conditions
B WiredassLanControllers DEVICE Denvice Type EQUALS Device Type®all Device
TymesPletwaork DivicesPNineloss Dinvices

13. RS — b D &EH

FKFRARY L —ZVERR L E3, FRFETIE, ID ART &L T Active Directory 21 L £9,

 Authentication Policy

Default Rule {f no match) Allow Protocols - Default Device Admin and Use - dermpAD

14. FR5ER') > — (Authentication policy)

KRRV —%EFRLET, 2T, Active Directory O—4 7 )L—TLF NSA2ADulr—a0C
FEONWTHERBRI L —ZERLET, 7oL 1E, Active Directory 7 /L—7 West Coast D= —H|
West Coast (28D T /SARIZNFIZT 72 ATE, Active Directory 7 /L—7" East Coast DL—H %
East Coast |2 DT NAARIZFIZT 7 BATEET,

IL—ILE Eslia L FaT7AIL
WLC HelpDesk West | demoAD:ExternalGroups EQUALS WLC_Monitor_Only
securitydemo.net/DemoGroups/HelpDesk
AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/West_Coast

AND
DEVICE:Location CONTAINS All Locations#West_Coast

WLC HelpDesk East | demoAD:ExternalGroups EQUALS WLC_Monitor_Only
securitydemo.net/DemoGroups/HelpDesk

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/East_Coast

AND
DEVICE:Location CONTAINS All Locations#East_Coast
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IL—IL4

&

)L FRIrAIL

WLC Security West

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/Security_Operators

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/West_Coast

AND
DEVICE:Location CONTAINS All Locations#West_Coast

WLC_Security_Access

WLC Security East

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/Security_Operators

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/East_Coast

AND
DEVICE:Location CONTAINS All Locations#East_Coast

WLC_Security_Access

WLC Admin E and W

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/Network_Operators

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/West_Coast
AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/West_Coast

WLC_Admin

WLC Admin West

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/Network_Operators

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/West_Coast

AND
DEVICE:Location CONTAINS All Locations#West Coast

WLC_Admin

WLC Admin East

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/Network_Operators

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/East_Coast

AND
DEVICE:Location CONTAINS All Locations#East_Coast

WLC_Admin

TIAIE

DenyAllCommands

15. EFmlR) o —

THT.WLC OF ASAREHD ISE B ENE TLELL,
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WLC @ TACACS+ DE&SE

WLC 22> b —F T TACACS+ Z 3R BT HI121E, RO FNEZ FEITTHMLERHVET,

Eal o e

TACACS+

TACACS+ #BFEY— DB

TACACS+ ZFa[H— DB

TACACS+ 7T AT 47— DB
B o — Y ERED B NENL DR E

FRREY—/\DiENN

TACACS+ BAE— & BINT5I120%, RO FNEZFEITLET,

ATy 1

ATvF2

ATv73

WLC GUI 75, [EF =7 1 (Security) ] > [AAA] > [TACACS+] > [#27E (Authentication) ] {[ZF&Hh
L. [FH (New-) 1 &2V 7LET,

CISCO MONITOR WLANs CONTROLLER WIRELESS | SECURITY | MANAGEMENT COMMANDS HELP FEEDBACK

Security TACACS+ Authentication Servers New... |

v AAA
General
« RADIUS
Authentication
Acoounting
Fallback
DNS
Downloaded AVP
Authentication sff—
Accounting
Authorization
DNS

Server Index Server Address(Ipv4/Ipv6) Port Admin Status

. 16. TACACS+ [t nIE-U-_/\

TACACS+ H— _ELUTISE — 3D [P TRL AL IFfEXF—2 A LET,

MOMITOR ~ WLANs COWTROLLER  WIRELESS SECURITY  MANAGEMENT
Security TACACS+ Authentication Servers > New
- AAA .
Server Index (Priorit 1~
General t vl lj
» RADIUS Server IP Address{Ipvd/Ipve) |1D 1.100.22
Authentication
Accounting Shared Secret Format ASCII 'I
Lozl Shared Secret |sesssssss
DS
Cownloaded &WP Confirmn Shared Secret |uuouu
» TACACS+

I

Port Number 2

Accounting Server Status Enabled j‘

Authorization
[njll=3 Server Timeout 5 seconds

Authentication

B 17. TACACS+ FREEH—/ M1

[ (Apply) ] 227U 27 LET,
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TACACS+ EF I H—/\(MiEhA
TACACS+ FF o]V — & BT 2121F, WO FNEEZFITLET,

ATYF1  WLC GUI 25, [EF=2U7 1 (Security) ] > [AAA] > [TACACS+] > [F&3lF (Authorization) ] (ZFE 8L
(B8l New:-) 1 227V 27 LET,

AFvF2  HP— P TRLALLTISE —30D [P TRL AL HREXF—ZB ML £,

MOMNITOR  WLANs  COMTROLLER  WIRELESS  SECURITY  MAMAGEMENT  COMMAMDS  HELP
Security TACACS+ Authorization Servers > New
* AAA _
s Ind P t -
P erver Index (Priority) m
» RADIUS Server IP Address{Ipvw4/Ipve) |1D.1‘1DD.22
Authentication
Accounting Shared Secret Format I ASCII vl
Fallback Shared Secret I """""
CNS
Cownloaded AVP Confirm Shared Secret I ---------
» TACACS+
Authentication Port Number |4g
Accounting lﬁ
At Server Status Enabled
DNE Server Timeout IS seconds

18. TACACS+ FF R —/ DB /N

ATYF3 [ (Apply) ] 227U 27 LET,

TACACS+ 7hI T4 H—/ DB
TACACS+ T AV T 427 B — 3BT HI2F, RO FNEZFITLET,

AFvF1  WLC GUI 55, [EF =71 (Security) ] > [AAA] > [TACACS+] > [T #7747 (Accounting) |
WCBEIL ., [BTH (New--+) | 22Uy 7L ET,

AFvF2  HP— NP TRLALLTISE —30D [P TRL AL HREXF—Z2 A JLE T,

MOMNITOR.  WLANs COMNTROLLER  WIRELESS SECURITY MAMAGEMENT  COMMAMDS — HELP
Security TACACS+ Accounting Servers > New
v AAA .
Server Index (Priorit 1=
General s P t ¥l Ij
erver
e Address(Ipvd/Ipve) J10.1.100.22
Authentication
Accounting Shared Secret Format I ASCII vl
Fallback
DHE Shared Secret |uuouu
Daownloaded AVP Confirm Shared Secret |sssessese
* TACACS+
Authentication Part Number |49
Accounting lﬁ
Autharization Server Status Enabled =
DNE Server Timeout |5 seconds

19. TACACS+ 7 AV T4 H—/ DB

AFvF 3 [ (Apply) 1 22V L ET,

Cisco Systems © 2016 15 R—



RELBTIAOEMA(F CIsCO.

EEI—YRADEREIRCMDERE

ZOTFINETIL, B —YEIEOB RN 2R ET D HEEZBALET, 7 74 hoar b —F% Elx, 7—2
L CFRADIUS T9 . TACACS+ Tl idiEDNEFF 1L TACACS+ BIXUr—v, F2idun—U/rBI
TACACS+ |[ZTAZENTEET,

ATy 1

ATvF2

GUI 76, [ =2V 7 1 (Security) | > [ S NANRL (Priority Order) | > [& = —# (Management User) |
WEEILET, KA [EUp)]. BEO[F (Down) | RZ i FHL T, #&iiE% TACACS+ (2
LOCAL 23 IR Tl ~ B2 F77,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

Security Priority Order > Management User
» AAA
» Local EAP Authentication
Advanced EAP
Not Used Order Used for Authentication
w Priority Order
Management User RADIUS [—— IgccicLS+ (e

b Certificate

A
g
=
5

» Access Control Lists

Wireless Protection
Policies

If LOCAL is selected as second priority then user will be authenticated against
» Web Auth LOCAL only if first priority is unreachable.

20. FRADIEFDERTE

[# H (Apply) ] 227U 27 LET,

WLC @ TACACS+ DX ENTE T LEL,
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RDATVT

ZOR T, WLC DT NARE MBI T N TORETTE T T, RELHR T OLERHVET,

RTYT1 BT NV—TIBL, BT AT /AT HEESE 2 —PELTWLC IZn/ A LET,
ATYT 2 mrAL LS, =R ERS T T VR A TEDL LA MR L ET
RTYT3 ANT TR =Y ThH—VDOYE | SESE I T ICBEIL ., BIAE/HIBRERLET, 72k
Z1E. [WLAN (WLANs) ] IZBEIL, WLAN @ 1 SDOHIZ A £, 20— (2% MONITOR
T IRAUNDIRNZD RO T —Z IV EBEITE S SN E T,
Authorization Failed. Mo sufficient privileges
[T Prevent this page from creating additional dislogs
21. WLC DFRERBIZKDITS— Ayt—2
ATvF 4  ISE GUI b, [i#EH (Operations) ] > [TACACS Livelog] (ZFBEIL £, 9-XT? TACACS ZFEE
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