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=NotEnabled, AB-PC, 1abd . com, =Johnny Skiber, SystemUserDomain=LAB4, IpAddress=192.168.1.13,
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MESSAGE_CLASS v Pasture
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Splunk ISE E=#1>7 Syslog & 1%, %072 ISE uX 7 H72VinbHERFED Splunk Syslog > MEOHE E il

ERLET,

i
BT BRENZ, Splunk & ISE 282 ARM—/LEN TWAZ AR L £,
FERIROEBYTT,

e  Splunk Enterprise 6.1.2 LAR%

o MO/ \yFEET ISE 1.2 E/LK 899 LIKE
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1/10/14 Jan 10 04:24:15 10.42.7.63 Jan 10 11:38:14 npf-sjca-pdp01 D000142716 1 0 2014-01-10 11:38:14.203 -08:00 00952173

2:38:14203 PM  NOTICE Passed-Authentication: Authentication succeeded, rgwes aa 2 - Address=10.32.37.6, DestinationIPAddress=10.42.7.63, D& a
tionPort=1812, UserName=vjorge, Protocol=Radius, RequestLatency=4, NetworkDeviceName=WNBU-WLC1, User-Name=vjorge, MAS-IP-Address=10.32.37.6, NAS-Po
rt=13, Service-Type=Framed, Framed-MTU=1300, State=37CPMSessionID=0a202506000193cc52d04c16\;425essionID=npf-sjca-pdp01/176956368/1154737\;, Called-
Station-ID=3c-ce-73-1a-27-90:alpha, Calling-Station-ID=d4-ca-6d-14-87-36, NAS-Identifier=Cisco_fe:56:00, NAS-Port-Type=Wireless - IEEE 802.11, Tunn
el-Type=(tag=0) VLAN, Tunnel-Medium-Type=(tag=0) 802, Tunnel-Private-Group-ID=(tag=0) 70, undefined-89=

host = Johns-MacBook-Pro.local  source = Alpha_Jan_14.txt = sourcetype = Cisco:ISE:Syslog
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Ea—RILa~v R HL TEESNET, ZhICko T REBERREZ M7 77 0EIG LT, F2idmE
FEROBEL THREMICHER TEET, 72& 40X, | stats count by location Ti, 2/r— g 74— /LRIZH
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ARV BA4T
AN FATEMLT, ASUEARU D FATAE T T DI B R TEET,

7= %X, eventtype DR TR L F4 cisco-ise-provision-succeeded 13, FEEEDK TR L T4~ +— /LK eventtype=cisco-ise
“client provisioning succeeded” (ZHFIGLET,

Edit Search x

Title  Successful Client Provisioning

su | btats count by
rename UserName AS “User Name”

X 6.

Splunk/ISE 10T KA 52472 A~k HA T DY AN FRF BT I, [ (settings) | -> [~ M2 A (event types) | 2R ET,




tXa7 FORREERTH/NVY— HAR

eisco-authentication

ciscorise

ciscorise-alamm

Searchstring =

eventiype=cisco-se actions"success’ OR action="failure”

sourCetype=Cisco/ISESyslog

eventtype=ciscoise log_type=Alarm

(MESSAGE MESSAGE_CODE=5401 OR MESSAGE_CODE=5402 OR MESSAGE_CODE=5403 ORt
aushentication MESSAGE CODEs5405 MESSAGE_CODE=5407 OR
MESSAGE_CODES5431 CODEs5435 MESSAGE_CODE=5437 OR

MESSAGE_CODE= 10006 OR MESSAGE, CODE=10007 OR MESSAGE_CODE51000 DRt MESSAGE_CODE=S1004 OR
MESSAGE_CODE51005 OR MESSAGE_ CODE=51006 OR MESSAGE_CODE51007 DRt MESSAGE_CODE=51008 OR
MESSAGECO! OR MESSAG!

authentication

ciscorise-guest
authentication failed

*5231 NOTICE' OR "5235 NOTICE"

everttype=ciscoise ‘CISE.Failed_Attempts’ DR MESSAGE_CODE=85017 OR MESSAGE. CODE=B6009 OR MESSAGE.CODE=B6010
OR MESSAGE_CODE=85011 OR MESSAGE_CODE=86012 : :
MESSAGE_CODE=86015 OR MESSAGE_CODE=86016 OR MESSAGE_CODE=86018 DR MESSAGE_CODE=86019

authentication

(MESSAGE.| MESSAGE_CODE=5201 OR MESSAGE. CODE=5231 OR MESSAGE_CODE5236 OR
MESSAGE_CODE=10005 OR MESSAGE_CODE=51001)

IESSAGE_CODE=80002 MESSAGE TEXT="Profiler EndPoint profiling event occurred”

failed
ciscorise-provision
succeeded
ciscoise system-
statistics

internal_search_terms

splunkd-acceas

splunkeblog

Posture_and_Client provisioning_Audit “B7601 NOTICE'

eventiype-ciscoise ‘client provi

ning succeeded”

eventtype=cisco-se (CISE_System_Statistics DR CSCOacs_System_Statistics)

("After evaluating args’ OR "Before evaluating args” OR "context dispatched for searc)

search” OR"_dispatchNewSearch - search” OR "search:* - OR (. fullsearch ) OR !

“view: - DECOMPOSITION" OR "Splunk Module SearchBar setinputField" OR ( typeahead prefix ) OR DEBUG HTTPServer -
i oR i )

OR 'SearchParser - PARSING” OR "got

index=_internal piunkd_access. plunkd access.log

index=_internal source=*/splunkd log OR source="\eplunkd log

Tagls) *

authentication
failure

autheniication
suEc

authentication
failure

authentication

performance

Owner

Ao
Splunk_TA_cisco-
ise

Splunk_TA_cigco-
ise
Splunk_TA_cisco-
ise

Splunk_TA_cisco-
ise

Splunk_TA_cisco-
ise

Splunk_TA_cisco-
ise

Splunk_TA_cisco-
ise
Splunk_TA cisco-
ise
Splunk_TA_ciscor
ise
Splunk_TA_cisco-
ise
Splunk_TA_ciseo-
ise

system

system

system

Global

Global

Global

Global

Global

Global

Global

Global

Global

Global

Glosal

Global

Global

Global

Permissions

Permissions

Permissions

Permissions

Permissions

Permissions

Permis

Permissions

Permissions

Permissions

Permissions

Permissions

Permissions

Permissions

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabied

Enabled

Enabled

Enabled

Disable

Dicable

Disable

Dissble

Disable

Dissble.

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Dissble

Actions

Clone

Clone.

Clone.

Clane

Clone.

Clone

Clane

Clane.

Clone.

Clone

Clone.

Clone.

Clane

afran],
CISCO.

X 7.
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X7 FORRERBETSH/N\DIY—HAF CIISCIO

BT =

pxGrid 2 b —Z1%, T XTDITAT U IRRE, AR, BEEE/ P 7 B L OENSLD T T AT T Vg YA EPRLE
¥, pxGrid 2 b =%, EEEZATEIT7AT L MEE DT N TOfEE D= ha—/L & FHAAZ L AR 2
IZDMMDBINITAT L ROFIEEITNET,

pxGrid /X7 V¥, pxGrid ‘3‘717?4/*‘if_ 3 pxGrid 77 A7V MDNEE ETIE B8k T LOHL N Y 708
mexteftL 4, 7747 MX Ay ary EPS(ZURRAMEEY —ER) | 3R V—T7 LTl
kioﬁkmu 0)7:_ L pXGI‘ld 3/}‘3"7 ﬁbi?‘o hﬂ i*EEwL‘ nméﬁbf%ibiﬁk 774}7/]\ ig(wu éﬂé&
ZNHOMERBIZREKL T, pxGrid AP1 A7V MIIESWCar 7 X AMEREZ TS CTEET,

FEAE DG 74T NIy ay ZJ—7F1F EPS VL — I8 LET, Byvary J—T7TiE, 794
7N 15%72%61%%@5 OB TEET, EPS VL —T Ty ar ~DA— " —t vk FIL—TTHY, 7547 ML EPS
T a2 F4T 4% EndpointProtectionService HEEEIC B ER CEET, FART /L —T T, pxGrid ETOWRHHEAE
DOMHERH 7 T7AT > MR THZ WO T, KGR E By v a AZELE FTREIC T AI121E pxGrid & BEE DO FE7KGE
DLEETE, HHE T L —7 LR ETES | MnT N7 Uy PAP UL 72 & D ISE /—FHICTFRISILTWET, %
T2 DT N —T DT I ar R TTEET,

ISE 1.3 {1, HEM U HESH B REf & THIffISh E T,
e SessionDirectory:pxGrid i ar 47 V=7 D ISE Byiar T 4L 7 NNICHLEF O JBEEABRLET,

o Byt alREE IP TRLA, a—H4  2—H D AD RALL . MAC. NAS IP 7RL A, Trustsec ©¥ =2V 4
TN—T% 2 RIRA S TadyAnt, (R —4D7a7 7V 0)  RATF ¥ AT —FA Al Ty
ar ID, ThAv vk By ar IP(RADIUS AV X7 N fef& ST H )

e EndointProfileMetadataCapability : ISE 7277 (U7 RV —EARLET, ZNHDORI T —DEH1/
HIBR/ B HTIIZ OMREZ 8L ClRAISILE T,

¢ id/name/fully-qualified name

e TrustsecMetadataCapability : ISE T ES4V7z TrustSec EX =27 V' )—TF AT —2%/A\FLET,
¢ TrustSec #7 4  EATMNA. L ELHE

e EndpointProtectionService: EPS [RHE/FREEM R AP 2 AL £,

pxGrid 7747 > M Linux O7RARNT, ISE @ pxGrid 2> M —Z |2 L OB ERL £7°, 24U, ISE 703/1"\7) /“—
R® pxGrid ~VY FELTH NIV ET, pxGrid 7747 VIR IEFICRERSNDHE, Java Yo7V A7V 7 NI, 8
ST —Y Byt arExtgilT5 Linux RARLIZRDET, ZIHDAZY 7 MIL - T pxGrid API 235NN

0. ZNBDAZY T NOFERIZI T VA AL TEAEL THRRTEET, 24T pxGrid Y271 x&w"b&%a::@P
Fa A MR T RSN TOET,

W7V FTHay

Splunk DLy 7T THERETIX, AU T —=H DT 4—)VRIC—F T DINED csv 77 A%, 74—/VRELTEBRLET, Zh
I, 0 —ray R—=2AOX vy a R — RSO THEFINET,




tXa17 PUEREERRTS/\9Y— HAK CISCO.

7 — 2 N ZEA O/ SRIVINFRIRSIVTORWNE AT, [T LY (Knowledge) | -> [fi58 &L 78— (Searches and Reports) | ->
V27 w7 -r/r—3iat (Lookup-Locations) ] -> [#1T (Run) ] LA, BT HN TS/ SRV Tl —ray |2 IR T
ij‘o

[0 Lookup - Locations Save  SaveAsv  View

eventtype="cisco-ise" Location="*" | stats count by Location | inputlookup append=T ISE_Locations.csv | stats from Nov 2,2013th.. v
count by Location | table Location | outputlookup ISE_Locations.cs

v
53,091 events (11/2/13 12:00:00.000 AM to 2/17/14 12:00:00.000 AM) @ Jobv A+ B * Smart M|
Events Statistics (16) Visualization

20 Per Page v Format v Preview v
Location
Location#All Locations

Location#All Locations#BXB

HY-=&xXAJ 352

797 TZDOM (x) NFRENDG AL, LEVHEL LA 0 [T ETH0LENHET,

Location Summary Q. €. 7.

other (7) Location#All Locations
Location#A._S|C#5]C24
Location#A. SJC#S)CM1L

Location#A._S|C#S)CNL
Mo Location

Location#. #5)C#AWNBU

9.
V=R RV ETREL, <option--- “charting.chart.sliceCollapsingThreshold”>0</option> | & B T AL ERHV F 7,

<chart>

<titlerLocation Summary</title>
<searchTemplatereventtype=cisco-ise . CLASS="P d-authentication" | £illnull value="No Location" Location stats oc
<option name="charting.axisTitleX.visibility"»>visible</option>

<option name="charting.axisTitle¥.visibility">visible</option>

<option name="charting.axisX.scale">linear</option>

<option "charting.axis¥.scale">linear</option>

harting.chart">pie</option>

.sliceCollapsingrhreshold >0</option=>

<option name="charting.chart.style">shiny</option>

<option name="charting.drilldown">all</option>

<option name="charting.layout.splitSeries">0</option>
name="charting.legend.labelStyle.overflowMode">ellipsisMiddle</option>

name="charting.legend.placement">right</option>

%] 10.
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ISE DHEE

ZOETIL, ISE VAT L —PFEFEO W @6 B HEH O ISE AT A 2a—[Z oW CHAL £, Zhidif, ISE /—F
O MIGLINEETEIR T DT2OD, ISE 77— AU hD3ZEX, CPU M HRBIOATIFHE/RE D ISE /XTA@E%TEO)

%&)/Mmihi@“ F7-, BEER T ah L L— )L DR, 0 — g T EORGRC LT, B X O R Lo —
uuu \—zfl:)XT}‘JLTL/i'a—O DI ar ki u—a—é &T /XTA/\72‘*7/xki03*ﬁ-uuHIE@FH/%Eﬁ‘%EL/t.&% %@ﬁiﬁ
AR CEDINTRDET, ZFDH% . FFEDARUMIRUL Zo L0, BIOZ vy 2R — F%@#ﬂbfi@#n’*ﬂiﬁfa%&%ﬁ&ﬁ%
L7204 AZENTEET,

ISE DR ZEI IR DH s 2R — RSN TVvES,

ISE Summary View
ISE System Health
ISE Alarms

ISE Administration and Operational Audit

Cisco ISE Configuration

= 11.

e [ISE#t¥t = — (ISE summary View) ]:ISE AUk, 0l —al BIORKEILIZFRGE, 7 rhaL
=)V D /IR U TZZBREIC DWW T, 2N ER R tsn 1,

e [ISE v A7 ADIEH M (ISE System Health) |: /—R& 720 CPU i =&, 2BV 2R, 7 4 A7 RO GHE
WmoMEfESVET,

e [ISE 77—A(SE Alarms) |: MESSAGE = —R|ZL> TIRESND ISE 77— M@ AE S ET,

e [ISE OB L OMAEDE; A (ISE Administration and Operational Audit) |: 5EAI72 & BB L O ED Ay & —
UnREEnET,

e [Cisco ISE ™% i€ (Cisco ISE Configuration) ]: Splunk & ISE D% €D FEE /KL £ 3, ZHUliL, ISE 7=
VO E FINET,

[ISE # ZE 21— (ISE Summary View)] & v ak—FK

ISE OB EL v 278 —RI1&, [ISE AX> '~ (ISE Events) |, [#7—a> %~V — (Location Summary) ], [/ ©2r=/L/L—
IV KBY (Failures by Protocol Rule) |, [ R h=/bL— L HID )L 7= F83IE (Passed Auths by Protocol Rule)] 4
77— (Top Alarms) |, [FEREANE 2 (Authentlcatlon Summary) | THERESIVET, ZOX v 2R —RITi@E S, ISE HIRA
NUPADIA Y VB 2 — 22T 572012 ISE FHF [l TS ET,

ISE £ X2~ (ISE Events)

[ISE Xk (ISE Events) ] 7S %/LCld, 8EXFE72 MESSAGE 21— RIZHESWTRAFEINT ISE A XU RDF A LT —h
DIRSILET,

ISE events Q. al. #

200,000

150,000

100,000 0 Failed-Attempt
0 oTHER

B Passed-Authentication
50,000 1 profiler
8 raDIUS
Radius-Accounting

November December [sanu; B system-stats
2013 pove
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TRBEILTHNT 4 — /LR

eventtype=cisco-ise | timechart usenull=f count by MESSAGE CLASS

A4 —<3>24<1)—(Location Summary)

ZOMZT7 Ea—il, v —al BlOR LI ERI G P RSNET, 20X v 2l —RaE LT, ISE &8
I, — *j‘wnﬁ@j(ﬁﬁ IWE DT —aANTHRL TWADERIR TEE T, IROFITIE, 1ZEAE DFRFEN No
Location ry kU —2 7 )— 12K L TWET, No Location (X, Ry kT —27 T /34 A% ISE WZaBInE BRI,

1 — L al BRI TN ST HRLET,

Location Summary Q. €. 7.
other (7) Location#All Locations

Location#A.. SIC#51C24

Location#A.. SJC#SJCM1

Location#A.. SJC#SJCN1

Ne Location
Location#.. #5)CHWNBU
13.

RRERCTFHNT 4 — N RIER O LR TT,
eventtype=cisco-ise MESSAGE CLASS="Passed-Authentication" | £illnull value="No Location" Location | stats

count by Location

Zaka)LIL—IL5I 0 5B (Failures by Protocol Rule)

[ ahzLL— LRI 2BK (Failures by Protocol Rule) ] #1227 7121, #BREN— VBN KRB LUT=RRRED _EAL 20 DA hRFRIR
SNFET, ZOX v 2R —NLEEEHEE Lo TS, 22— PRERED R DZ NI H £, IRDZZ7 Tl Dotlx
JL—IL DR uﬁﬁiﬁ&@iﬁﬁﬁlf‘f EREIINODARUMNINIAZ T UTGEMARREEL 72D 2D KRB~ D 22— D=
TXRAMERE TG T D721 [FRBL 72547 (Failed Attempts) | # v 2R —ROERZ R AN THIENTEET,

. -—
Failures by Protocol Rule Q. F. 7+
WNBL_...Datlx
@ Byod-.SjCML
& SIC24_.lesss
E SICN Wireless
=
S eyod-D.x-EXB
E' DatlX
IS e
g Byod-. x-HYD count
H VPN
2 Default
< RIP.W..Datlx
BXB_W_.dot1X
o 2,500 5,000 7,500 | 10,000 12,500
count
14.
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TRBEILTHNT 4 — /LR

eventtype=cisco-ise MESSAGE CLASS="Failed-Attempt"| top limit=20 AllowedProtocolMatchedRule

ZaraJLIL—ILAID LT L 1= BEE (Passed Authentications by Protocol Rule)

[7aha L — VRO R E U T=F8FE (Passed Authentications by Protocol Rule) | #4577 7 1Z1%, FRFEL—/V BN AKENL
ToRRRED FAL 20 DARUIRRRINET, ZOX v 2R —RNITER , Gk vhal L— VRN LT RRREZ 7
FATME T LD EHH Lo TSN ET, ZOFITIE AXUMIDIFEAE D, RO DOT1x b —/LTHDHE
NTWET, BEE NI YL TTabaL b=V OFEMZ RIS LIZY | F2ZINBDOA MBI %37 Ah
T =2 E T 572D [ L7 FRGE (Passed Authentications) | # v 2R —ROEREZEERA TN THIENTEET,

—
Passed Auths by Protocol Rule Q. F. 7.

WNBU_...Dot1x
o Brod-.SiCMI
2 gcza_.desss
2 SICN Wireless
T GcMlABR
ﬁ MAB
- Dotlx
& Byod-..x-HYD
= VPN
E SICML...dotlX count
2 Byod-. B-HYD
O e W..dotlX
= Default

Wired.. ssMAB

Hyd W__MAB | | | |

0 2,000 4,000 6000 | B,000
count
= 15.

KR SCTH 74— LR

eventtype=cisco-ise MESSAGE CLASS="Passed-Authentication"| stats count by AllowedProtocolMatchedRule | sort -
count

My T 7S5—L (Top Alarms)

[hy 77— (Top Alarms) | f#27° 77 Tl ISE IZX o TERSNZT 7 — MMIED A RSN IA XU MDY — e FompMThivE
T, ZOF v a2 —RILEE B HE L THEAHZIL, ISE /—REIER v N — VBB OBEEOZWNIR LB ET, IROF|ITIE
NTP FHIEEIIFEAEDARUIRNEENTEY, ISE & NTP 3 — S TR R =T — 23 4A L= 2R L CWET, 2

X o TISE 2 AD KA UAZBINTERLIRDIGA MDY, 22— P RAEDORMMBFRAELFT,
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—
Top Alarms Q. H. ~.

Local
certificate
‘HydD4

Dynamic PDPO4 Profiler R

Authorization EAP High | will expire NTP SNMP | Authentif|
Failed for | Connection = Health Status =~ Authentication in23 Sync  Request Ri
Server Device Timeout Unavailable Latency days Failure Failure drop

bxb22- 0 12 0 0 0 0 0

pdp1

ise12 6 4 0 1] 1] 22 1]
npf- 0 4 2 0 1 0 0
hyd04-

pdp04

npf- 1] 139 0 1 1] 0 1]
sjca-

pdp01

16.

WRBELFEHNT 4 — VR

eventtype=cisco-ise vendor action=Alarm | chart usenull=f count by Server, alarm description | sort -count

SASEMEE (Authentication Summary)

[FREMEZE (Authentication Summary) | iE#E2 77 Tl AEN/ R 72 3BRE KGRV — /L DY 2 — PRSIV ET, Ti
IZ., ISE @ [P L7 3%k (Passed Authentications) | 3L [REX L 725817 (Failed Attempts) | %77 =2U MESSAGE
A—RIZEDNWTWET, ZOF v 2R —RIidu@EH, ﬁmaﬂ/\/b IRUNVE DT B LI L TRk =T — %2
T 5O, BEEIZL s T HISNET, IROBITIE, BEFIIFRAECRB LI — MZRIAVE DT TEET, $
I LZ DRI [ L7231 T (Failed Attempts) ] & 2R —RZBIRL T, /XU NMIET D2 —HF Dar 7 AMEHRE
TRHEL | REGUTZRRRE~DFEMRE A ANFTHIENTEET,

ISE v 7 17 FVOFBINI- DUV TR, [ISE OBEEE (ISE Overview) | -> [Cisco ISE D&% 7E (Cisco ISE Configuration) ] (2
BEILET,

Authentication Summary Q. v 7
60,000

Authenti... failed
[0 Authen...eeded
40,000

Authoriz... failed
(20 Author...ceeded
(00 DACL ...ceded
0 oTHER
20,000 B No respo... client
B rac pr...sioned

B RADIU...opped

November December = RADIU...cpped
2013 2014 SGA D...eeded

_time

17.

WRBELFHNT 4 — VR

eventtype=cisco-ise MESSAGE CLASS=Passed-Authentication OR MESSAGE CLASS=Failed-Attempt | timechart count by \
MESSAGE TEXT
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ISE & R LD IE % 1% (ISE System Health)

[T AT LOIEH P (System Health) | 2> 28— R &30 U1, CPU (3R ARV SR, 7 ¢ A7 fEllfis il =% SRREELE, J5 &
N —RH=0D CPU U KIS ISE /—RDALVTF U A B a—n Rt Ed, 20X v 2R —RiZ3@ S ., ISE /—R 74—
2 U ARET A O ERE Lo TERASNET,

CPU {5 F§ # (CPU Utilization)

[CPU fifi F =& (CPU Utilization) | #A 2 F%—kTliZ, ISE /—FH720DD CPU T p—< L AR R—t 7 —UTHIES

ET,
CPU Utilization % Q. #., .
100
75 —— 10...63
10....64
— 10....41
50 = 10....42
—— 10....43
—— 10....44
— 10....68
25 — 1044
— 192..90
November Decemb January
2013 2014
18.
= -
R SCFHN 74— VR
eventtype=cisco-ise MESSAGE CLASS="System-Stats" ise servername="$ise servers$" | timechart

avg (SysStatsUtilizationCpu) as "% Utilized" by ise servername | rename ise servername AS "ISE Server"

A1) {31 FIE (Memory Utilization)

[AEVH H 2 (Memory Utilization) ] A2 F%—kRTIL, ISE /—RHTZVDAEY RT 4 —< U AN/ —1 7 — CTHIE
SHET,

Memory Utilization % Q. %, 7.
100
75 — 10....63
10.....64
— 10...41
50 — 10...42
— 10...43
— 10...44
— — 10....68
23 — 10..44
— 192..90
November December lanuary
2013 2014
19.
= >
RN 7 14—V
eventtype=cisco-ise MESSAGE CLASS="System-Stats" ise servername="$ise server$" | timechart

avg (SysStatsUtilizationMemory) as "% Utilized" by ise servername | rename ise servername AS "ISE Server"
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T4 R4 $E 15 {5 F 2 (Disk Space Usage)

[T A7 fiEdkfd H 2 (Disk Space Usage) | %A F%—hKClL, ISE /—RF&H7T-D DT 4 A7 EH N —8 7 — THIE
SHET,

Disk Space Usage %

100

Movember December January
2013 2014

20.

MR SLEHNT 4 — LR

eventtype=cisco-ise MESSAGE CLASS="System-Stats" ise servername="$ise server$" | timechart
avg (SysStatsUtilizationDiskSpace) as "% Utilized" by ise servername | rename ise servername AS "ISE Server"

FAREEIE (Auth Latency)

[FRREFRIE (Auth Latency) | %A F % —RTlE, ISE /—R&H7ZV D) RADIUS BZIESPESNET, ZOX v =
A—RITEE ., BAEEST 0 7 747 T I T 48T 470 EORADONINDHY Y — A% E T HT-0IZ, ISE BEEFITE-
THERHSET,

Auth Latency (RADIUS)

600

Movember December January
2013 2014

= 21.

KR SCTH 74— LR
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eventtype=cisco-ise MESSAGE CLASS="System-Stats" ise servername="$ise servers$" | timechart
avg (AverageRadiusRequestLatency) as Seconds by ise servername | rename ise servername AS "ISE Server"

SASEE IE (Auth Latency)

TACACS DFREFEAEIT ISE i3 S8 A,

Auth Latency (TACACS) Q. w. 7.

100

75 — 10....63

50 — 10...42

25

Movember December January
2013 2014

22.

WERICFHN T 4 — /LR

eventtype=cisco-ise MESSAGE CLASS="System-Stats" ise servername="$ise server$" | timechart
avg (AverageTacacsRequestLatency) as Seconds by ise servername | rename ise servername AS "ISE Server"

ISE H-—/\&71-Y D CPU D% (Number of CPUs per ISE Server)

[ISE #— %720 D CPU D44 (Number of CPUs per ISE Server) | %A A F—MZiX, ISE /—FH7=0D CPU #h3%
RENET, ZOF v 2R —RIEIEE | ISE (B0 7 3 —~< ADRED WHREMED 8535512 CPU VY — 2%
F v H2DIZ ISE B Lo TS E T,

Number of CPUs per ISE server Q. H. 7.
ISE Server Number of CPUs

10.42.7.63
10.42.7.64
10.42.8.41

ra

10.42.8.42
10.42.8.43
10.42.8.44
10.65.172.68
10.86.102.144
192.168.1.90

S - DR - T - - A - - RS . . B N

23.
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t¥a7 FOERERETH/N\VY— HAF cisco
MR SLTFHNT 4 — /LR
eventtype=cisco-ise MESSAGE CLASS="System-Stats" SysStatsCpuCount="*" ise servername="$ise server$" | stats
max (SysStatsCpuCount) as "Number of CPUs" by ise servername | rename ise servername AS "ISE Server" | head 10

ISE 75—L. (ISE Alarms)

[ISE 77— (ISE Alarms) ] # v 2R —R &3V TCld, [EEE (CRITICAL) ], [1E# (INFO) ], [#45 (WARN) ] O
KEIZEDSNTINGDT 7— LAOEMEE 2 — RSV E T,

75— L3 4EE 21— (Alarms Operational View)

[7F— L/FE = — (Alarms Operational View) | 177714, 77— AOBEKEDEIGEHERLET, ZOX v aRh—R
5 ISE DO/RT 4 —~ R E % 5.2 D RENVEN D B /2 A XU Nl T 57912 ISE E R IC Lo Tl S
IET, ROBITIL, [77— D5 (Alarm details) | Ry 7' X 7 2R IR$HZ LT, BERFEMATUSSILET,

Alarms Operational View

CRITICAL

INFO

WARN

24.

R SCFHNT 4 —ILR

eventtype=cisco-ise-alarm |
stats count by alarm type |
rename alarm type AS "Alarm Type"

7 5—L.0 0 (Alarm Details)

[7F—ALDFEH (Alarm Details) ] Ky 7" 2w 7 —7 0V Clik, TROLDO N EESNIZA U ORI o EftEh £,

Alarm Details <Im agol

Al o~
Al

INFO

WARN

CRITICAL

2073-11-3013:16:30 192168.1.90 INFO Configuration Changed
2013-11-30 13:16:58 192.168.1 80 INFO Configuration Changed
2013-11-3013:17:26 192.168.1 90 INFO Configuration Added
2013-11-30 13:47:13 192.168.1.90 CRITICAL NTP Sync Failure

2013-11-30 15:11:03 192.168.1.90 WARN RADIUS Authentication Request dropped

2013-11-30 15:11:17 192.168.1.90 WARN RADIUS Authentication Request dropped

25.
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TRBEILTHNT 4 — /LR

eventtype=cisco-ise-alarm alarm type="$alarm type$" |
stats count by time ise servername alarm type alarm description |
“format_field names”

ISE B LU EED EEE (ISE Administrational And Operational Audit)

[ISE & BLE L O ED BS 4 (ISE Administrational And Operational Audit) | # v/ =R —R T, ISE (2L TAEKS
BT T—h~DEEE 2— MRS T, 20X v 2R —RIL, @5 ISE OEE/RL AT MEF AFRR4 572012
ISE HHIF I ZL> TSN E T, EE/RV AT LAERIZIE, v T INENDOT b ST T HETRDTT—
Ay —  FBRER (CA) —E & Ay&— DNS [#EE, MDM Avt— NTP H—bE R /Sy F ORI/ R, 71—
R Y —E A RAFYOFEFHRENPEENET, ZAUTED, I ISE OHERFE L, BIVFL80 LW 774
TADHEDRERNTEET,

O AT LERR{EE 21— (System Management Operational View)

[ AT NE L HE/EE = — (System Management Operational View) | 17771, ISE OF BLEB L O ERX 7 H7a
NZHASWTISE IZE s TERINDT 7—hDOEIG . BB IO AR RLET, 20X v 2R —RidulE, 33T
DARLIDI A7 RUNZ T ae gL IG5 LWEIEIC T2 T A 42 (5 572012 ISE HEH 128 -
TEERSNET,

System Management Operational View Q. €. 7.

26.

TRBEILTHNT 4 — /LR

eventtype=cisco-ise log type=Administrative and Operational Audit System-management | stats count by
system mgmt desc MESSAGE_ CODE

RARAIDFR 7= (View by Hosts)

[RANBIDZE R (View by Hosts) | 12777 Tl ARANINTAERKS LI ISE 77— OGRS E T,
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View by Hosts Q. €. 7.

Johns-MacBook-Pro.local

27.

TRBEILTHNT 4 — /LR

eventtype=cisco-ise log type=Administrative and Operational Audit System-management | stats count by host

O AT LB IR /E D FE# (System Management Operational Details)

VAT NEFEEOR B R T — 7 L TlE, Ay — a—R B BEA =T S oA — Rt E
T, ZOF o 2R —RITEE  AXUMIE T Aar TR AN I T TICEREND VAT LEFL O AR 57
WIZISE BHF > TERASNET,

System Management Operational Details Qv He: s
Message
System Management Description Code Operational Message host Count
ADEOS SSH Service configuration 60086 Service sshd configuration has been modified to ON Johns-MacBook- 6
change Pro.local
DNS Resolution failure 60134  DNS resolution failed for the hostname bxb22-11a-pdp1 cisco.com against the currently configured name servers. Ensure that you have configured a reachable  Johns-MacBook- 2
name server using the ip name-server <servemname>' CLI Pro.local
DNS Resolution failure 60134 DNS resolution failed for the hostname ise1 2.labd.com against the currently configured name servers. Ensure that you have configured a reachable name server  Johns-MacBook- 146
using the ip name-server <servername>' CLI Pro.local
NTP Server set 58022 NTP Johns-MacBook- 6
Pro.local
NTP failed to sync with configured 60165 Al Johns-MacBook- 143
servers Pro.local
%] 28.

RSN T 4 — VR

eventtype=cisco-ise log type=Administrative and Operational Audit System-management | stats count by
system mgmt desc MESSAGE CODE OperationMessageText host | format field names®

Cisco ISE D% E

[Cisco ISE MF% & (Cisco ISE Configuration) | % =78 —R T, ISE syslog DX &, ISE ®Du¥x 7 7773V Splunk
sylog D% EIZB T Aatfi RS Ed, FMEZR R T 512013, Xy aR—RICEHE T 7 BEALET, [Splunk]->[ISE
DOEZE (ISE Overview) |->[Cisco ISE D&% & (Cisco ISE Configuration) ] Z &R L £7,
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ISE 787745 (ISE Profiler)

[ISE 7'&7 717 (ISE Profiler) | # v 2R —R LX) TlE, TXTOZ—HD ISE (ZL->TT a7y T ESniz
TR BRGRE I T SARB L ORBERT A ADFMEIC B T D8 2 — DR ESNE T, ZhH O syslog AU M
ISE 707747 B73AVCHEKLET, ZOX v aR—RF@EE ., MEENOEX 20T TANAADOI T TAT VA
LT 572012, ISE BHEF IZL> TS ET,
TRTOA—YFICHTHEBDOTRI71) 0T ST /34 XD E 21— (Organizational
Profiled Device View for All Users)

Z P77 Cid, TEndPointMatchedPolicy | 74— AV RIZEE SN TT BT 7 AU T ENTZZ U R A U hOEIG LR tSnE T,

Organizational Profiled Device View for All Users

WER ST T 4 — /LR

eventtype=cisco-ise-profiler | stats count by EndpointMatchedPolicy | rename EndpointMatchedPolicy AS
"Endpoint Matched Policy"

ERA D /KL DOFEFHE SRV Tl [RU RARA M~ F U727V — (Endpoint Matched Policy) |, [ RARA bk
® MAC 7 FLA (Endpoint MAC Address) ], [T K71 R® IP 7 FL- A (Endpoint IP Address) ], [NAS 7~ —h ID
(NAS Port Id) ], [NAS R—h& A7 (NAS Port type) |, [T /A A gx AT — 4 A (DeviceRegistration status) ] 232 #ES4
F9, ZITHE, TR AV T SN RRA U DA TR AMER RIS E T,

& S ICE > TidPortalUser | 2 I TE £, ZHUE, BAFLIEANRUMIROD DR Te 6 RIS BT O
REMEDN DV E T,

Endpoint Matched Policy Endpoint MAC Accress 1P Address NAS Port ID NAS Fort Type

Android 14:7D.C8 TFIAFE 0324694 Capwap Wireless.- IEEE B02.11%
Android 98:48:4A.BF-BECS 0.35.68213 Capwapi T\
Android 98:D6 38:1E 03246138 Capwapd\

IEEEBOZ11\

IEEEB02.11\

Nireless:
Wircless

Android 98:D6F7:60:38:1E 0.32.46.138 Capwapi\ Wireless - IEEE 80211\
Wiireless.

Android BC:F5:AC:DF'50.04 03246223 Capwaps\ IEEEB02.11\

30.
W CTHNT 40— LR

eventtype=cisco-ise-profiler | stats count by EndpointMatchedPolicy EndpointMacAddress EndpointIPAddress
NAS Port Id NAS Port Type DeviceRegistrationStatus | format field names>

BREATINRAERHEOITRTOLI—H DT /L AR FTOT7A )L (Profiles by devices for
all Users with Registered Devices)

ZPIM 2757 i, lEndPointMatchedPolicy | 35X O DeviceRegistrationstatus=Registered\\ | # 32 3L 7517 4+ — /LR (12
HEONWTT T 7 AV TSN RRA L MOENG EBDPR SN E T, ZOF vy 2R —RITdH, Eo7nr 74U
T ENT=T A RN GRS T3 E T NaR AR T 572012 ISE BELF ICLo TSN ET, ZNHDT A AT
BFED BYOD RYL —IZ 5B A0, HRSNIZT NARLET PR N =T VA TEET,
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Profiles by devices for all Users with Registered Devices Q. €. 7
Workstation

Windows7-Workstation

Android
05_X_MountainLion-Workstation
05 _X_Mavericks-Workstation

Android-Google
Microsoft-Workstation

Android-LG
Apple-Device
31.
FREESLFHNT 4— LR
eventtype=cisco-ise-profiler DeviceRegistrationStatus="Registered\\" | stats count by EndpointPolicy |

rename EndpointPolicy AS "Endpoint Policy" count AS Count

HHDO RV REHERT — 7V TR BEE ST SAADRDA TR AMERP RSN ET 2 R RA L h R — R —H
b m—H RARMG B DU RRA RO MAC 7RV A, 7L—AR [P TRV A, U RRAL D NAD 7RL A, T RFA B
OUIL, = RARA b V—A AR, dhep_class #%5!T. Nmapscancount, NmapsubnetScanID 1% %,

Untitled Panel Q. H. 4
Endpoint Endpoint MAC Framed IP
Policy Partal User Host Description Accress Address
Android hnookala@cisco.com\  android- nexus7y 0B:D6:F7:69:38:1E  10.32.46.138\
51aca7ef48cb3927\
Android hnookala@cisco.com'  android- nexus7\ 08:D6:F7:69:38:1E  10.32.46.138\
51aca7ef4Bcb3927\
Android- hnookala@cisco.com'  android- nexus7y 098:D6:F7:69:38:1E  10.32.46.138\
Google 51aca7ed48cb3927
B
B 32.
= 8
R SCFHN T 4 — LR
eventtype=cisco-ise-profiler DeviceRegistrationStatus="Registered\\" | stats count by EndpointPolicy

PortalUser host name Description EndpointMacAddress Framed_ IP_Address EndpointNADAddress EndpointOUI
EndpointSourceEvent dhcp class identifier NmapScanCount NmapSubnetScanID | “format field names>

REFTNAREF DT RTOIA—F DT /AL RBIFTOT74 L (Profiles by devices for all
Users with Non-registered Devices)

Z»IM2Z7Z7 Tk, TEndPointMatchedPolicy | 35X OV DeviceRegistrationstatus=NotRegistered\\ | 1 & 3L 7517 — /L
RIZHEEDSWTREGRT A ADENG ERDPERINE T, ZOX vV 2R —RITET . EOTv7 7V FENIT ™A
ARG R T NRZ R T 272012 ISE FHLE Ik TS ET, ZhoD T A R3O BYOD RV
T A EE LI, RO T ANARIR NI =T T EATEER A,
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Profiles by devices for all Users with Non-registered Devices Q. €. 7
other (20) Android
Workstation Android-Google

Android-Samsung
Android-Samsung-Galaxy-Phone k

WindowsXP-Workstation

Windows8-Workstation

Apple-Device

Windows7-Workstation Apple-iDevice
Apple-iPad

05_¥_MountainLion-Workstation Apple-iPhone

05_X_Mavericks-Workstation " :
Microsoft-Workstation

WRFBLTFHN T 4—E

eventtype=cisco-ise-profiler DeviceRegistrationStatus="NotRegistered\\" | stats count by EndpointPolicy |
rename EndpointPolicy AS "Endpoint Policy" count AS Count

MR D SRV OFEFHERT —7 VTl RBERT A ADROA T HFAMERBIRESNET = RRA M~y
FLIZARV Y —, ZURBFARD MAC TRVA, = RINA b OUL, NAS IR —hF AT | U RIRA R V) —A AU
NmapScanCount, NmapSubnetscanlD,

r
Untitled Panel Q. H.
Endpoint Endpoint | NAS
Reqistration Endpoint MAC Matched Endpaoint Source Port
Status Accress Policy oul = Event Type NmapScanCount
NotRegisteredy 00:1F:3B:45:81:71  Microsoft- Intel RADIUS ~ Wireless 3\
Workstation Corporate Probe - |[EEE
80211\
NotRegisteredy 00:20:ABE2Z:BE:DA  Microsoft- Proxim DHCP Wireless O\
Workstation ~ Wireless SPAN - IEEE
Probe 80211\
NotRegisteredy  00:22:5F:93:1D:08  Linux- Liteon RADIUS Wireless 3\
Workstation Technology Probe - [EEE
Corporation 80211\
R EEEEERRRRRRRRRERR||||==w: Q=_=—wW_=,=8w,__00______..,,
33.
p=~1 == - >,
R SCFHN 74— VR
eventtype=cisco-ise-profiler DeviceRegistrationStatus="NotRegistered\\" | stats count by

DeviceRegistrationStatus EndpointMacAddress EndpointMatchedPolicy EndpointOUI EndpointSourceEvent
NAS Port Type NmapScanCount NmapSubnetScanID | format field names>
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=B SF (Authentications)

[#8FIE (Authentications) ] # v+ =R —RClL, LA FITRTIBEIMOF v aR —Re g fianEzd, 20Xy a

R—RITdE ., FrEDnr— /a/’?{ At —, o — IR — P REDFFED RN —2 T I v A ZAT
BN FEREC BN/ R DRI TIZ B L TR A2 3572012, ISE BELF > TSN ET, ZhaHL T,

BHFIINUALE T HATO, FEEDFRFEDFEMET L TX AN 22— P REBGTHZENTEET, BHEITTT A
k7 BEAS~O AL HVET,

ISE Passed Authentication Summary

Passed Authentications for a Specific Location »
ISE Failed Authentication Summary

Failed Authentications for a Specific Location »

Passed Guest Authentications and Corp Guest
Authentications for All Users

Failed Guest Attempts

X 34.

e [ISE D L7-#BREDO B ZE (ISE Passed Authentication Summary) |: 27— a0, g — Mo —
P AR — I EE SR B LT RBRE O E ) s 9,

o [FEEOHT—arOpkEhLIzFRFE (Passed Authentications for a Specific Location) |: B4 —3a 5D F8FE
73 802.1X DOFFEMI, =P DAL T X AMERRE ORI UIGBREIC BT ORI F Dr g fitansd, A
FR TR UTZRRGE, MR CR B L738RE, RAR TR LICRBREIZEE DWW BN DK vy 2R — R B3HV £ T,

o [ISE DRI LT=FERFEDOMEZE (ISE Failed Authentication Summary) |: 27 —3a | gz —4 | Mo —
AR — PR EIEDW TR 723 T O N R S E T,

o [FrEDOBT—TarOIMUT-FBFE (Failed Authentications for a Specific Location) ]: B4 —a BT, 787
J73 802.1X OFFM, —H AL TRAMERARE D RIGLIGITICET DRI Z v g fiisnEd, A
FR TR UTZRRGE, MR CR B L7R8RE, RAR TR LI RBREIZEE DWW BN DK vy 2 R — R B3HV £ T,

o [TRTOZ—FDKINLT7 ANRAELAEFES ANFEFE (Passed Guest Authentications and Corp
Guest Authentications for All Users) |: 247 —3al BDO7F AN 772 ADE a—p &7,

o [REXLUT=7 AR@FATT (Failed Guest Attempts) |: RIXL 727 ARDFRIT O = — 3 kS E 7,

ISE D R ThLT-525E D #EEE (ISE Passed Authentication Summary)

[ISE D Hh L7= FBREDOHEE (ISE Passed Authentication Summary) ] 43 2R —R &SRV T, 77— a2l BlOT_RTOL—F O,
LTz 802 IX FRGEOMEEE SRt S E T, ZhUdiE, At —H | o — | B L OMAR 2 — PRI O KBS & ETOET,

TRTOIA—HFDOOsr—a Rl 0O LI-52EE (Passed Authentications by Locations for
all users)
[T X TOZ—FDulr—a POk Li=38 7k (Passed Authentications by Locations for all users) ] F12°Z 71, Location] 35X

UTNAS_PORT Type | H22 LFHI 74— VRICE > TEHRSNTOBEIIC, By —iar O R TOa—FORLIZR
REDEIG LR AR LUET, Fur—ar OB LTIERAEO A FHI, SRS EO I LBt OB ER L ET,
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IPassed Authentications by Locations for all users
CADONFAIl LOCATIONS#SICHSICN L
conbAll LoctonsSICABY
Q4+ {9
35.
= >
WRRSLFANT 4 — /LR
eventtype=cisco-ise-passed-authentication NAS Port Type="#*" | f£illnull value="No Location" Location | chart

count by Location

A4 —< a3l E#1—4 (Wired Users by Location)

ZHTH 277 1%, TLocation="*" | 1 LT NAS PORT Type=Ethernet | i 5% L A7 4 — L FIZE > TEZESNTNEIIIT,
T RTORT—ar DR R —FIH T DR LTFRIEDEI G L E R U ET, Kl —a ORI UFERED A FHE, #k

EROHRE N 2—F ORI UIFRAEDO R e R L £,

No Location

Location#Al... #Wired_Lab

Wired Users by Location Q.

Location:
Location:
Location:

ion#All Locations

ion#A.. S)CASICML

€. 7.

#Al...ations#EXE
#A. s#INDEHYD
# #5)CEHOME

36.
= S
BERSLTHNT 4 — LR
eventtype=cisco-ise-passed-authentication NAS Port Type="Ethernet" | f£illnull value="No Location" Location |

chart count by Location

A4 —< a3 Rl #4821 —4 (Wireless Users by Location)

ZDOITMZZ7 1%, Location="*" | BLNNAS PORT Type=Wireless-IEEE 802.11 | B T8 7 4 —/VRIZE>TE
BIITWDIDNZ, TR TORT —2ar DR — I T D L TCBREOEI G L HAE R LET, s —Tar o

FRENUTZFBRED A FHE, AL R D EH o N 2 — P DR U IZFERE

D EAERLET,
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Wireless Users by Location Q. €. .

Location#All Locations
Locatian#A.. s#INDEHYD
Locatian#.. #RTPFOEAP
Location#A. SICHSIC24
Locatian#A.. SICHSICML

No Lacation Location#A. SICHSICNL

Location#...#SICEWNEL

37.
BRERILT BT 4=V R
eventtype=cisco-ise-passed-authentication NAS Port Type="Wireless - IEEE 802.11" | f£illnull value="No
Location" Location | chart count by Location

A4 —a Rl . ASA 21—+ (Virtual, ASA users by Location)

*@FFQ7\§7J IZ. lLocation="*" | I8 L ONNAS_PORT Type=Virtual | # 58 SLF57 4 — /LR IZE > TEFRSNTNDH K
2, T RTCoOrT—var O —FITxt T2 LIZRGEOFI & LA R L ET, K —Tar OpELTZERE
DEFHZ N HEAk {Zlgo){ﬁ:wl‘_‘"j_@ﬁkyjbf_wu nEOD‘f/A;i%%ELijA b R a—H . VPN I‘/Z/I/‘fXEEVCmL‘

AESIL TS ATREMEN DD E T,

Virtual ASA Users by Location Q. €. 7.

Location#Al...cations#5)C —— Location#Al...ations#BXE

38.

IR L FHNT 4— LR

eventtype=cisco-ise-passed-authentication NAS Port Type="Virtual" | £illnull value="No Location" Location |

chart count by Location

BEDOO— 3> ORI LT-E25E (Passed Authentications for a Specific Location)

[FEEDur—ar O UT-785IE (Passed Authentications for a Specific Location) ] 4 3 =R —R EZ LD/ SRV,
BrEORr— g (ZOFITIE BXB 24— ay) b OF R —F ORI L7- 802.1X 32 FREEDSRENET, 3R RE s
FEA R T DT DI O S ER SV E LT, ZHOFBRESGRUTIE, bV EAP /5 E LT EAP- FAST,
EAP-TLS, Wil Ay REL T MS-CHAPV2 & HL72 EAP F=—U & FEN TV ET, MABLEFNTVOET,
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ZOXF vy aR =Rl FrEOrsr —ar JlOA L —F ORI LIZGEREC DOWNTOa L T ANO R ZfE 3
HI20IZ, ISE FHF ICL o THERESNE T, ZWREDIDNEHINADOFIELTIL, FFEDar—a Oh#j
:L—ﬂxmft@t \ZX0F0 172 EAP FREMLELT 5197, REDYF2)T 4 TAT T 4T 4 R —PFEET

SRR ENHVET, ISE HFEF IIRUAZ T ZATO FRAEDFEME  ABFERY Y —IZES TN D eV 2 —F D
%ﬁexb‘rﬁi&%ﬁﬁf%i%

g S 2
ISE DF TR LIEEEE
Location:
Location#All Locations#BXB € ~ from Nov 2,2013 through Feb .. v
39.

E# TRTIL =25 : Locations#BXB M4

ZDOIM 777 11X, TLocation="BXB” [\ F <AL — VP ORI UIZBIEOEIG LA R~ LET,

[ AuthenticationMethod="*" | 33 . TN NAS_PORT _Type=Ethernet | {58 L8803, Bp=—F OFRGEHT &
NAS R—h ZATHERLET, TNOOMILTZFEIEO G FHE, EFICRIESN AR — T OREERLET,

[ AuthenticationMethod | I MSCHAPV2, x509 PKI, Lookup, PAP_ASCII 72X OFERE S RAEEFRT DT THhHI L
ICHERB L TLEEN, SHARARBGEOFEMIZ OV T, SN Ezid b 2B EAP 7N EAP J7 2 (EAP-
FAST (MSCHAPv2) 7)) 429272912, [EapTunnel | 3L OV EapAuthentication | 23 S v E 7, 2l
[802.1X FEFE/ SR/ | CHER CTEET,

|Passed Authentications Wired - Location#All Locations#BXB

Location: Location#All Locations#EXB

9
100%

Location#All Locations#BXB

40.
R ILFHNT 4 — VR
eventtype=cisco-ise-passed-authentication Location="S$location$" NAS Port Type="Ethernet" | chart count by

Location

BRI LUT-EREI ) & &t (Passed Total Authentications)

DO EHE T —7 /L 11213, AuthenticationMethod # A1 7" LT U T- A BeRiEO N F RS ET, ZUXIHI7Z
T 2= NRRLIZTTT, AR — P ORI UTFRAED B BA R SICEK R TEET, £, 7772 ALED
EL TV DAL, B MOERICHEL B E T, Splunk DR SCFHNE#ITF | & EFRIL T, LERDETH
7771@1&2}9@ RHE ST — 7V ) O 2a—IZE BT 52T T,

Passed Total Authentications Q. B. 4
Authentication Method
Lookup

MSCHAPVZ

B 41.




sl el ]l
X7 FORRERBETSH/N\DIY—HAF CIISCIO..

RBEILTHNT 4 — /LR

eventtype=cisco-ise-passed-authentication Location="$location$" NAS Port Type="Ethernet" stats count by
AuthenticationMethod | rename AuthenticationMethod AS "Authentication Method"

802.1X £8;E (802.1X Authentications)

ZOEFHEHR T —7 v 11ZIE, EAP BREHF R —F D 73 AMEROFEMIE HA3 K ~EIVET, EapTunnel 35
cm‘ EapAuthentication 58 U747 +— /LR T, b1V 78 EAP 5 (ZDOHA 1 PEAP) BLUWE T (2D

Ald MS-CHAPV2) 29722 C, JVREMIZR EAP SRGEN RS9, 2 —F Dar 73 AMERIZIT, =2—W
% VTV RARAURD MAC TRUVA, U RARAUNTC— T 57077V BEOKRANTAT T 474 T N—T D
EENEENTWOET, ZOHA L NASIP TRV AL EFN T ET,

802.1X Authentications Q.
Authentication Method EAP Tunnel EAP Authentication User Name MAC Address Address Matched Profile Host Identity Group
Lookup EAP-FAST EAP-MSCHAPV2 anonymous 3C-97-0E-53-CB8-2B 10.86.98.54 WindowsT-Workstation Endpoint Identity Groups:Profiled:Workstation
MSCHAPVZ EAP-FAST EAP-MSCHAPvVZ anonymaous 3C-97-0E-53-C8-2B 10.86.98.54 Windows7-Workstation Endpoint Identity Groups:Profiled:Workstation
MSCHAPV2 PEAP EAP-MSCHAPv2 khvo 3C-07-54-21-A3-0C 10.86.98.55 0S_X_MountainLion-Workstation Endpoint Identity Groups:Profiled:Workstation
42.
= = - >,

WMERILFHNT 4 — /LR

eventtype=cisco-ise-passed-authentication Location="$location$" NAS_Port_ Type="Ethernet" | £illnull

value="NULL" EapAuthentication | stats count by AuthenticationMethod EapTunnel EapAuthentication UserName

EndPointMACAddress Address EndPointMatchedProfile HostIdentityGroup | “format field names”

EAP TLS

ZOTEFHEH T —7 /v 112, x509_PKI GRFEA RUCE T 25 AR RS, 22— a7 AME@RB RS
i‘?‘—o

EAP-TLS Q. B. 7.

No results found.

43.

MR SCFHN T 4 — /LR

eventtype=cisco-ise-passed-authentication Location="$location$" NAS Port Type="Ethernet"
EapAuthentication="EAP-TLS" | stats count by AuthenticationMethod EapAuthentication UserName
EndPointMACAddress Address EndPointMatchedProfile | format field names>

RELDEFH
PRAEDFENCITGRFED 2 T X AME RN RS ILET,
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Authentication Details Q. H. 7~
Authentication EAP EAP Network Device NASIP Called Station User
Method Tunnel Authentication Network Device Groups Name Address NAS Port ID D Matched Profile Name Count

Lookup EAPFAST  EAP-MSCHAPYZ Location#all bxb22-11-alpha-sw 10.86.98.54 GigabitEthemet2/0/2 ~ FD-2572.8400-  Windows7-Workstation ananymous 2
Locations#BXB 02
MSCHAPV2 EAP-FAST EAP-MSCHAPV2 Location#All bxb22-11-alpha-sw1 10.86.98 54 GigabitEthemet2/0/2  F0-25-72-34-00- Windows7-Workstation ~ anom ymous 5
Locations#BX8
MSCHAPVZ PEAP EAP-MSCHAPYZ Location#all bxb22-1 2-alpha-swi 10.66.98,55 GlgabitEthemet1/0/26  00-22-90-67-14-  0S.X_Moun
Locations#BX8 A Workstation

44.
WRBILFHNT 4 — /LR
eventtype=cisco-ise-passed-authentication Location="$location$" NAS Port Type="Ethernet" | stats count by

AuthenticationMethod EapTunnel EapAuthentication NetworkDeviceGroups NetworkDeviceName NAS IP Address
NAS Port_Id Called Station ID EndPointMatchedProfile UserName | format field names>

ISE ) R Th L T-EE#R SR EE (ISE Passed Wireless Authentications)

ZDOX Y aR—REZNOD VIR, BEDOR S —a (ZOHITIX HYD 24— ay) o LI Zh Lz T AL &
802.1X = —WEBFEE A RSN ET, FBAE ST RDOFEME RKIR T DT DI I D SRV BMERRSIVE LT, Zhuid, bl
EAP 5 &.&1L T EAP- FAST. EAP-TLS. WAV RELT MS-CHAPV2 2 fHL7- EAP Fx=— DB EFNTHOET, MABHEE
NnNCNET,

A4 —<3>:HYD M R YL T=525F (Passed Authentications Locations-HYD)

ZDTMZZ7 1%, [Location="*HYD” |2 F&- 3 MR = — V2t T B LT iBRE O EI & L 5a R L E T,

[ AuthenticationMethod="*" | 33 LT NAS_PORT Type=Wireless - IEEE -802.11 | f#5& L7417 ¢ — /LRI, RBAE ST
LT N2 — P ER LT, TNOOEIILIZRRRED A FHE, IEH ICRRRES L] “ﬁ’%it/l\“n—ﬂfO)%’ﬁ%c%i‘%b

%7, [AuthenticationMethod | iZ MSCHAPv2, x509 PKI, Lookup 72X DFBAE A EFRT DT THHIEIZHEREL

TLIZEW, FREDFEAIT OV T, 802.1X FHRE SRV TSI TV D EDIT, SIS LUV D EAP 53 (EAP-

FAST(MSCHAPV2) 72&) Z 423572912, [EapTunnel | 35X OV EapAuthentication | 23M# FHE A1 E 9,

Passed Authentications Wireless - Location#All Locations#IND#HYD Q. e+ 7/

X508_PKI . Lookup

MSCHAPYVZ

45.
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RBEILTHNT 4 — /LR

eventtype=cisco-ise-passed-authentication Location="S$location$" NAS Port Type="Wireless - IEEE 802.11" |
chart count by AuthenticationMethod | rename AuthenticationMethod AS "Authentication Method"

BT L1=ER8E D & 5t (Passed Total Authentications)

ZOIFEFHEHT —7 /v 1IZiX, AuthenticationMethod %7 L Al U7 EMERAED B A /R EINE T, ZAUXTHYD ORI L7=7850E
INENVDIM T TT7 | 2— R8T 5720 TF, ZHUCE > T, HYD = —ar O R 1—-47‘@52%1,71.1@&@*%&%@%
ICFRTEET, o, B 7 I ELWERP R RSN TOBNE R T DERICHHE A TEET, Splunk ORREESCFH| 74— /LR
B IEHEFICTT, REROIXTHZZ7 ) OROVICTHREHER T — 7 NV ) O 22— BB 52T TT,

Passed Total Authentications G H. 7.

Authentication Method count

Lookup 17

MSCHAPV2 45

*509_PKI 18
46.

RSB SCTHN 74— IR

eventtype=cisco-ise-passed-authentication Location="$location$" NAS Port_ Type="Wireless - IEEE 802.11"
stats count by AuthenticationMethod | rename AuthenticationMethod AS "Authentication Method"

X E2&F (X Authentications)

ZOTFFHEHR T — 7V 11ZIE, BEAP @BFEHF e —HF D 7 X AMEFROFEME H®3 R REIVET, EapTunnel 35X
) EapAuthentication #i58 CFAIEHCTIE, b kU7 EAP 7 (ZD A1 PEAP) BLUOWH X (ZoHA 1T
MS-CHAPvV2) ZfhiH 352 LT, K07 EAP SRRt E T, = —Voar TR aAMERITIL, =—F4, =R
RAVID MAC TRV A, T RIRAVNC—ET D7 07740 BEIOKRANTAT T A4T 4 T V—T DIERIE Fi
TWET, ZOHA . NASIP TRV AL EEFNTOET,

802.1X Authentications
Authentication Method © | EAP Tunnel
MSCHAPV2 "

MSCHAPY2 PEAP begum WS, cisco.com

2l
MSCHAPY2 PEAP EAP-MSCHAPYZ vsunkar 06517269 CO-BC-CBET53D4  0SX Lion

47.

RBEILTHNT 4 — /LR

eventtype=cisco-ise-passed-authentication Location="$location$" NAS Port Type="Wireless - IEEE 802.11" |
fillnull value="NULL" EapAuthentication | stats count by AuthenticationMethod EapTunnel EapAuthentication
UserName Address EndPointMACAddress EndPointMatchedProfile HostIdentityGroup | “format field names™

EAP-TLS
ZONERHE#RT —7 /L 112, x509_PKI F3AES RUTBI T 23R RS, 2—F Dar TR AMERM RIS ET,
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=
EAP-TLS Q. H. 7.
Authentication Method EAP Authentication User Name MAC Address. Address Matched Profile Count
x509_PKI EAP-TLS host/pavagupt-WS.cisco.com 00-24-D7-53-8B-60 10.65.172.69 WindowsT-W orkstation 18
v
] 48.
FHI7 r
7 — .
R CFHNT 4 — VR

eventtype=cisco-ise-passed-authentication Location="$location$" NAS Port Type="Wireless - IEEE 802.11"
EapAuthentication="EAP-TLS" | stats count by AuthenticationMethod EapAuthentication UserName
EndPointMACAddress Address EndPointMatchedProfile | “format field names”

Sl D FF A

ZOEFHEMT —7 L JIZIE, NAD T3 2D THFAME#RE 2 —F D T AMERBERENET, NAD 7
NAAD AL T HAMERERELFINT 4 — NV RIZRDPOHERRSNE T RN —2 FARA R T )—TF
NetworkDeviceGroups] . b7 —72 7 /3424 | [NetworkDeviceName ] . NAS 55!/ 7-. [NAS_Identifier] , NAS
R—h, [NAS Port], NAS @ IP 7RL-A, INAS IP_Address|, #%{5 A7 — a2 ID, [Called Station ID], L
Airespace WLAN ID, [Airespace Wlan Id],

Authentication Details Q. H. /.
Authentication | EAP EAP Network Device Network Device | NAS NAS | NASIP Airespace
Method Tunnel © | Authentication = | Groups Name Wdentifier Port - | Address Called Station ID WLAND - | Matched Profile User Name Count
MSCHAPV2 PEAP  EAP-MSCHAPv2  Location#Al snsbuhyd0da:  snsbuhyd0d- 13 106517221 00:3898:61:d6:clalpha- 4 AndroidSamsung-  ckharide 2
Locations#INDFHYD  wic01 awloD1 byod-closed Galaxy-Phone
MSCHAPV2 PEAP  EAPMSCHAPv2  Location#Al snsbuhyd0da:  snsbuhyd0d- 13 106517221 00:3a98:637ab0:alpha- 4 AndroidSamsung-  ckharide 1
Locations#INDFHYD  wic01 awlcd1 byod-closed Galaxy-Phone
MSCHAPVZ PEAP  EAPMSCHAPvZ  Locationdal snsbuhydosa  snsbuhydos 13 106517221 00:3a9878:4470:lpha- 4 Andoidsamsung-  ckharide 5
Locations#INDFHYD ~ wicO1 awlcd1 byod-closed Galaxy-Phone
49.
LA N
< — .
@ R I A=/ (N

eventtype=cisco-ise-passed-authentication Location="$location$" NAS Port Type="Wireless - IEEE 802.11" |
f£illnull value="NULL" Called Station ID EapAuthentication NAS Port | stats count by AuthenticationMethod
EapTunnel EapAuthentication NetworkDeviceGroups NetworkDeviceName NAS Identifier NAS Port NAS_IP Address
Called Station ID Airespace Wlan Id EndPointMatchedProfile UserName | “format field names>

MAB

ZOEFHEHRT — 7V Tld. MAB OB EEESILET, [AuthenticationMethod ] %L1V 277 w7 1L LT MAB 2R T 528
ICHEB LTSN,

MAB Q. H. /v
Authentication Method count
Lookup 17
2] 50.
R SCFHN7 4 — VR
eventtype=cisco-ise-passed-authentication Location="$location$" NAS Port Type="Wireless - IEEE 802.11"
AuthenticationMethod="Lookup" | stats count by AuthenticationMethod | rename AuthenticationMethod AS

"Authentication Method"
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EAP Fx—> M 1T (EAP Chaining Attempts)

[EAP 7= —> D17 (EAP Chaining Attempts) ] I&, X ~® EAPChainingResults %7~ F 7,

I EAP Chaining Attempts Q. H. /l

= 51.

KR SCTH 74— /LR

eventtype=cisco-ise-passed-authentication Location="$location$" NAS Port Type="Wireless - IEEE 802.11" |
stats count by EapTunnel EapAuthentication UseCase EapChainingResult UserName EndPointMACAddress Address
EndPointMatchedProfile HostIdentityGroup | format field names>

ISE ) Rk Th L1-{R 28 5B 5T (ISE Passed Virtual Authentications)

L0 Yy aR—RETRBO/ SR, BIEOR —al (ZOFITIE BXB ny—va) > emmmﬁmw_
802.1X fRAHA—PIEMAVRSIVET, FBREST NA AN TR T D7D O SR ERSIVELTZ, 2l
R VB EAP J57 20 LT EAP- FAST, EAP-TLS, Wi A RE LT MS-CHAPV2 Z{# L 7= EAP %I~‘/7bs‘é.\i
NTWET, MABbEENTVET,

RS L1325k 48 (Passed Authentications Virtual)

Location:

s s z X
Location#All Locations#BXBE @ ~ from Nov 2,2013 through Feb ... ~

52.

ZOTA 757 11, TLocation="BXB” | |\Z £ S AB 2 — W2k BB U T2 3R A D EI G L 8& 7R L £ 97, [ AuthenticationMethod="
*7 | B L UNNAS_PORT_Type="Virtual | i 58 3L FHIEIL, AR 2 —F OIS RER—F XA T HERZLET, OO IILT
FRREDAFHE, EFICRREESN B — Y Dk 2 LE 7, [AuthenticationMethod | 1< MSCHAPv2, x509 PKI, PAP_ASCII,
Lookup 72X DFBGEH KA TR T DT THHILITEEL TLIEEN, ZOHA . PAP_ASCIHTFRAE A REL CEHESNET,

Passed Authentications Virtual - Location#All Locations#BXB Q. €. 7

PAP_ASCII

53.
RERILTHNT 4=V R
eventtype=cisco-ise-passed-authentication Location="$location$" NAS Port Type="Virtual" | chart count by

AuthenticationMethod | rename AuthenticationMethod AS "Authentication Method"
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BRI LT-EREI D & &t (Passed Total Authentications)

O EHE T —7 /L 11213, AuthenticationMethod 74 7" L% Th U7 AR ARGRFED FN F ARSIV E T, ZAUTEIZTH
TI7 | DRI HE 2— T AR R —F ORI L RGED & H B E RS IR RTEET, o, M I 721 EE
IeEHAER R T HIENTEET, Splunk DIRFE L FHNEEITS I EHXFRIC T, MEROILTHZ 77 1 oY
HREHE T —7 L O 2—IZE T HIL2T T,

Passed Total Authentications

Authentication Method

PAP_ASCII
54,
= S
FREBSCTFHN 7 41— VR
eventtype=cisco-ise-passed-authentication Location="$location$" NAS Port Type="Virtual" | stats count by

AuthenticationMethod | rename AuthenticationMethod AS "Authentication Method" count AS Count

A& KA 21— (Authenticated Users)

ZOUERHERT — 7V 12X, AR A D2 —F L N FREINF T, 22— T4 ORHRE L TFN2EH T [UserName ] T97,

—
Authenticated Users Q. H. 7~
User Name count
alafko 1
amekulka 1
anusubra 1
arodwin 1
baye 1
55.
R LFHNT 4=V
eventtype=cisco-ise-passed-authentication Location="$location$" NAS Port Type="Virtual" | stats count by

UserName | rename UserName AS "User Name"

AR FH L —F DML E (Authenticated Users Overview)

ZOREHESRT —7 v 1, BT D3 SCFAN 2888 ([o— P44 (User Name) |, [FE15 1127 —2 2> ID (Calling
Station ID) ], [F> /2T AT > b RARA > b (Tunnel Client Endpoint) ], [PIX 7.x 77 A7 >+ A7 (PIX 7.x Client
Type) ]« [PIX 7.x bo /L7 —7"4 (PIX 7.x Tunnel Group Name) |, [ % b7 —2 5 /31 24, (Network Device
Name) ]) &£EBIC2—HF DAL TFAMERNFRINET,

—
Authenticated Users Overview Q. H. /v
User Name 0 Endpoint PIX 7. Client Type

246223193 (tag=0)

TRBEILTHNT 4 — /LR
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X7 FORRERBETSH/N\DIY—HAF CIISCIO..

eventtype=cisco-ise-passed-authentication Location="$location$" NAS Port Type="Virtual" | stats count by
UserName Calling Station_ID Tunnel Client_ Endpoint PIX7x_Client_Type PIX7x_Tunnel_ Group_Name
NetworkDeviceName | “format field names>

TARTOA—HFDREILT=7 X ERELE £ X MEREE (Passed Guest
Authentications and Corp Guest Authentications for all users)

[%Zh U727 ANGRAE (passed guest authentications) | %3/ 2R —REBL OV IRV TIE, v —rar, 2—H45lon
r—vay R=ADGT AN T 7EA Ea— MRS, 2= PO TR AMEROFEMAE N TOET, ZHUTSET
ENTWET, ZOF vy 2R —Rii@Es ., nr—a POy AN 2—F OZEM~O AR AR AL | ¥ AN 2—HF D
2 T X AMERERMT D701, ISE BEF IC L Tl IS ET,

A4 —a s A7 2t X (Guest Access by Location)

ZOMMZZ7 12X, TR TO2—Y (EHRBIOER) OFT X ToOrsr—arhbDy A 2—HFOEIG LENERSNET,

Guest Access by Location

Location#All Locations

Location#All Locations#Wired_Lab
Location#All Locations#SJC

57.

FRER LA 74— LR

eventtype=cisco-ise-guest-authentication | £illnull value="No Location" Location | chart count by Location

A4 —a il A 1—45 4 (Guest UserName by Locations)
ZOMFHERT =7 Ca—dE, =R Lrsr —ar OWNRPVRESNET,

Guest UserName By Locations

UserName Location _time

jehyman Location#All Locations#SJC 2014-01-10 12:38:05
skuthadi Location#All Locations#SJC 2014-01-10 12:08:11
alafko Location#All Locations#SJC 20140110 11:57:56
thomas Location#All Locations#S.JC 2014-01-10 11:46:50
thomas Location#All Locations#SJC 20140110 11:22:07
martinf Location#All Locations#S.JC 2014-01-10 10:56:04
jjustins Location#All Locations#SJC 20140109 23:58:16

58.

WBELTFHNT 40— VR

eventtype=cisco-ise-guest-authentication | £illnull value="No Location" Location | fields UserName Location
| fields - raw
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A A NEREE D 3% (Guest Authentication Details)
ZOWMFHERT —7 N B a—2i, F AN 2—F AT 52 T AME ARSI E T,

Guest Authentication Details Q. H. 7.
UserName Location UserType « Framed_IP_Address Calling Station D AuthenticationidentityStore _time

No Location GuestUser 192.168.1.25 88-cb-87-ed-45da Intemal Users: 201312.07 15:25:45
88cha7ed45da Location#All Locations GuestUser 88-cb-87-ed-45da Guest Users 201312.07 15:08:26

No Location Guestlser 192.168.1.25 88-cb-87-ed-45da Interal Users: 201312.07 15:08:26
88chB7ed45da Location#All Locations Guestlser 88-cb-87-ed-45da Guest Users 201312.04 222521

No Location Guestlser 192168117 88-cb-87-ed-45da Intemal Users: 201312.04 222521
88chB7ed45da Location#All Locations Guestlser 88-cb-87-ed-45da Guest Users 201312.04 222109

59.

BTN T 4— A RITR DO LB T,

eventtype=cisco-ise-guest-authentication | £illnull value="No Location" Location | fields UserName Location
UserType Framed IP Address Calling Station ID AuthenticationIdentityStore | fields - _raw

%4 X MEBEE (Corp Guest Authentication)

Corporate Guest Authentication
wing Jcagney
Mmonroe
tsmith
relwell iskiber
mforest
Jeppich
60.
"5231" UserType="CWA" UserName="*" | chart count by UserName | rename UserName AS "User Name"
—
Untitled Panel Q. H. 7/
User Name Framed IP Address Authentication Identity Store Identity Group User Type Portal Name
jeppich 192.168.1.12 Any cWA DefaultGuestPortal
wing 192.168.1.12 Any CWA DefaultGuestPortal
jeppich 192.168.1.14 Any CWA DefaultGuestPortal
wing 192.168.1.12 Any CWA DefaultGuestPortal
61.
"5231" UserType="CWA" UserName="+*" | fillnull value="NULL" Framed IP Address | table UserName

Framed IP Address AuthenticationIdentityStore IdentityGroup UserType PortalName |
“format_ field names”

S L= ALD 1T (Failed Guest Attempts)

[RRL 727 A (failed guest) | # v 2R —R L/ UZIT, &2 — P A ERICL D7 A O RKOFEMA R S
F7, ZHUTEGETS TOET,
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5 Z D 5 EX (Guest Failures)

ZOHM 75 7121%, FailureReason BIZ L 727 ARDFRITOEIG LRSI, 22— ITFRRMLENE T, [5418) AvE—
I—RNIIFANDRFETT — %R TOAZEITER L TSN,

Guest Failures
User did not enter correct password B600Y Guest user is not found
86017 Session Missing B6010 Guest user authentication failed
] 62.

RSN T 4 — VR

CISE_Failed_Attempts "5418" | stats count by FailureReason

4% 28/\2 JL (Untitled Panel)

WORFHTFRE 2 —121%, 2=V L ERBOBR I RESNET,

Untitled Panel
UserName FailureReason time

86009 Guest user is not found 2014-01-10 13:42:10
msanchez User did not enter correct password 2013-12-07 15:06:46
ttebow02 86017 Session Missing 2013-12-07 14:54:53
rjones 86010 Guest user authentication failed 2013-12-07 14:00:37
jeppich 86017 Session Missing 2013-12-07 13:48:43
jdoe0001 86010 Guest user authentication failed 2013-12-04 22:39:09

%] 63.

R LFHN T 4— VR

CISE_Failed_Attempts "5418" | fields UserName FailureReason | fields - _raw

5 A 0 5 B D %4 (Guest Failure Details)

ZDOREHEHRE = —1Z1, GuestUser 27~ 7 PortalName 3518 UserType, E721% CWA Z il 52 CRIREHEDHHE L —
YEEHZET, UserName 3L O FailureReason (24 2B MDD 2 7% ARMERAELENET,

Guest Failure Details
UserName FailureReason PortalName UserType _time
86009 Guest user is not found AlphaGuest GuestUser 201401-10 13:42:10
msanchez User did not enter correct password DefaultGuestPartal GuestUser 20131207 15:06:46
trebow02 86017 Session Missing DefaultGuestPortal CWA 20131207 14:54:53
fjones 86010 Guest user authentication failed DefaultGuestPortal cWA 20131207 14:00:37
Jeppich 86017 Session Missing DefaultGuestPortal CWA 20131207 13:48:43
doe0001 86010 Guest user authentication failed DefaultGuestPortal GuestUser 2013-12-04 22:39:09
———— — ==
64.
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RBEILTHNT 4 — /LR

CISE Failed Attempts "5418" | fields UserName FailureReason PortalName UserType | fields - raw

ISE O 4B L 1-E2RE DL (ISE Failed Authentication Summary)

ZDH Y AR —REZNSD I IUIT, i — g BDT R TO—HF DR LT 802.1X FREFOME I REN., Ao —F,
R — P B IO —F ORI TFRFENE EFNCNET, 20X //z‘l‘ Ridi@ s, R IREEL RO BB DA~
]\&Jh“ﬁj@:j:/?ﬂ%x]\‘rjﬁsi&(:%/jb \T%Eﬁbf;wu thEw uiﬁ??% [—ﬁjqéﬁ_ \- ISE :—"—‘;}E% J:OT@FH éﬂiﬁ}

FTRTOI—HF OO —3> B0 KL T-F25E (Failed Authentications by Locations for all users)

ZOTMZZ7 11, [Location] 3L TN NAS PORT TypeJ*ﬁﬂeI$§U74~/I/F‘ IZEo TERSNTWDIIIC, #pdrr—ay
\—%J:’b "Cﬁ'/\f@ﬁ—‘ﬁ‘@ﬁiﬁﬁbﬁ 802.1X Ao uiﬁﬁ@iﬂ/\kﬁ%ﬂ‘biﬁ“ %’Db—‘_‘/a/@%ﬁ&bﬁ_wun uihTT@/El\%Hi\ f‘fﬂ
BEEROZ—VF ORI BAOREERLET,

Failed Authentications by Locations for all users

oooooooo

fons#SICHSIC24
ions#SICHSICML
cations#SJCHSICNT

catien#All Locations #SIC#WNBU

Locationi#All Locations#Wired_Lab

65.
R ILFHNT 4 — /LR
eventtype=cisco-ise-failed-authentication NAS Port Type="#*" | f£illnull value="No Location" Location | chart

count by Location

A4 —3a Rl F#a—Y (Wired Users by Location)

ZOTHZ7Z7 114, TLocation="*" | 33X ONNAS_PORT Type=Ethernet | {33057 4 — L RIZE S TERSNTNDENZ, T
Ol —ar OFRL—F ORI UIZZIERITOFI & L5 E R LET, o —ar ORMUTZRGERITOAFHE k2 ko
HRTUR 22—V ORMUIFRIEDOREER L ET,

Wired Users by Location Q. €. 7.

Location#All Locations

Na Location

Location#AL...#Wired_Lab

66.




WRERLF BT 4 — VR
eventtype=cisco-ise-failed-authentication NAS Port Type="Ethernet" | f£illnull value="No Location" Location

chart count by Location

A4 —3al Rl 4R 1 —Y (Wireless Users by Location)

DT 257 1%, Location="*" | 3L X NAS_PORT Type=Wireless-IEEE-802.11] 1 5& 3L 7417 4 — /L RIZE -~ T
EHRSILTNDIINC, TRTORS—Tar O 2 —F O R IGRIERITOEI G LA RLET, Knr—ray
DRIRUTFRRERITOAFHE, MR SR O~ F 2 —F O R IZBFEOREE R L ET,

Wireless Users by Location Q. €. -

Location#All Locations
Location#A.. s#NDEHYD
Location#A.. SJC#S)C24
Location#A. SIC#SICML
Location#A.. SJCR#SJCNL
Location#. . #5)C#WNBU

No Location

67.
= S
RBLTHNT 4— VB
eventtype=cisco-ise-failed-authentication NAS Port Type="Wireless - IEEE 802.11" | f£illnull value="No

Location" Location | chart count by Location

04— a3 fl{k38 ., ASA 21— (Virtual, ASA Users by Locations)

ZOIHZ7Z7 114, TLocation="*" | 33 TNNAS_PORT Type="Virtual | #5E L5517 4 — LV RIZE S TERINLTWVDHINNT, T
<owul— /El/@ﬂi:u;"'ﬁ:@%ﬁkbﬁ_munE'it?j—‘@ilJAkéi%Tbiﬁ— %\Db_“‘ /H/@%E&Lﬁ_wunﬁnﬁﬁ—*@{:\u{' N ;ﬁﬂﬁké
ﬁx@{}iﬂﬂi/}‘:Lb——}j-@g’iﬂ&bt—wuuﬁmf@%{%%bi—a—o \—*L%OD:L“—'H- j; VPN }\/71’\/1/1“E‘H'Cwuuﬁéﬂ’bé%/\ﬁ)éb@iﬂ‘o
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Virtual, ASA Users by Location Q. €. 7.

Location#Al...ations#BXE

Location#Al...cations#5)C

X 68.
BRERSLTHNT 41—V
eventtype=cisco-ise-failed-authentication NAS Port_ Type="Virtual" | fillnull value="No Location" Location |

chart count by Location

E DO — a2 B0 kB LT-525E (Failed Authentications by Specific Location)

ZOXR YA R —REINEDO VI, B — 3 (ZOFITCIL WIREDLABS 1247 — a2 ) b Lz,
SR 72 802.1X At — W IEMAREINFE T, FEM7Ri8GiE F Ra R — M D720 IEHE O SRV BERSVEL
77 ZAUZIE. PRV EAP 5 0L LT EAP- FAST. EAP-TLS. N#EAY v REL T MS-CHAPV2 %#1{# fiL7- EAP
F=—UDEENTNET, MAB HE ENTWET,

ISE O L= SARIE
-~ IK Qits
SR
Location#All Locations#Wired_@) ~ | from Nov3,2013 through Feb .. M

#WiredLab A% —3 3> @ ISE D kB LT- B #RFEEE (ISE Failed Wired Authentications for
#WiredLab Location)
ZOTHZ7Z7 11X, Location="*" ] 33 (}NNAS_PORT _Type=Ethernet| i 32 L FHNEHIZL > TERINTVDLIIZ, T3 TCoR

/7“_’ /H/@ﬁf?ﬂlﬁqj‘@%/ﬁ&bt_nh ul—t:it?f@il Ab;ﬁ%ﬂ—‘bi—a—o %Db“— /H/@%E&Lt_wu uﬂ?ﬁ?fm u+ N ﬁﬂ%ﬁjﬁ ﬁg@ﬁ
BTN 2— P ORBUTZRBIEOBREA KL ET,

Failed Authentications Wired - Location#All Locations#Wired_Lab 2m ago
Lookup
X509_PKI '
MSCHAPYVZ
Q4+ iD
69.

RSN T 4 — LR




tXa17 PUEREERRTS/\9Y— HAK CISCO.

eventtype=cisco-ise-failed-authentication Location="$location$" NAS Port Type="Ethernet" | chart count by
AuthenticationMethod | rename AuthenticationMethod AS "Authentication Method"

LB L1-¥ A (Failed Reason)
ZOMZI7ITIE KUIZARR 802.1X RITOEIA LB RENE T,

Failed Reason Q. €. 7.

12852 Invalid buffer rec__rypto pracessing failed

24435 Actve Direeel serers are not avalabie 12053 Recelved EAP pac. N that does not exist

24454 User authenticati.. ause of & timesut errar 22056 Susject not found ..cable identity starels)

%] 70.

RSN T 4 — LR

eventtype=cisco-ise-failed-authentication Location="$location$" NAS Port Type="Ethernet"

| chart count by
FailureReason rename FailureReason AS "Failure Reason"

a2 —H 4 R D KB L1-E2EE (Failed Authentications by User Name)
ZORMFHEWT —7 /v 2—I2E, 802.1X FRREAITO 21—V 4 L RO B H VRSN E T,

Failed Authentications by User Name
User Name Failure Reason
LAB4\\tsmith 12953 Received EAP packet from the middle of conversation that contains a session on this PSN that does not exist
LAB4\\tsmith 24495 Active Directory servers are not available
anonymous 24454 User authentication against Active Directory failed because of a timeout error
host/anonymous 12852 Invalid buffer received. Crypto processing failed
host/anonymous 244095 Active Directory servers are not available
host/win7-PC.lab4.com 12953 Received EAP packet from the middle of conversation that contains a session on this PSN that does not exist
huﬁme—PC lab4.com 24405 Active Dlrectu“ servers are not available
B 71.
R SLFHNT 4 — VR

eventtype=cisco-ise-failed-authentication Location="$location$" NAS Port Type="Ethernet"
UserName FailureReason |
"Failure Reason"

| stats count by
table UserName FailureReason | rename UserName AS "User Name" FailureReason AS

EAP-TLS

ZOREHE®RT —7 L B 2—IZiE, x509.PKI FEFE NOFERREDOFEMIA /RS, RO L LFBRES XD Z A 7 2478
T BT STFHIERL (2 —F 4 | [UserName] , =2 A2 ho> MAC 7 RL-A, [EndPointMACAddress |) &%
Iz —HF DT AMEFRNIRISINET,
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EAP-TLS Q. H. #-

Authentication Method EAP Authentication User Name: MAC Address Failure Reason Count

X509_PKI EAPTLS tsmith@lab4.com FO-DEF1-84-65-9C 22056 Subject not found in the applicable identity store(s) 5

72.

RBILTHNT 4 — /LR

eventtype=cisco-ise-failed-authentication Location="$location$" NAS Port Type="Ethernet"
EapAuthentication="EAP-TLS" | stats count by AuthenticationMethod EapAuthentication UserName
EndPointMACAddress FailureReason | “format field names’

EAP Fx—> M & 1T (EAP Chaining Attempts)

ZOMEFHE#E 2 — 7 —7 /L{ZiX, EapTunnel=EAP-FAST }J U EapChainingResult 71— /LR (233 T EAP
Fr— OB RS ET,

[HERHE @7 —7 /L IZIE EAP F=— 2 OFFIN T RSNET, [HEEHE®RT —7 /v JITIT EAP F=— DKL
AL TR RARSIE T, IBMORRIEDFHM ., 35 L O SCF-F11Z54L Eaptunnel, [EapTunnel |, EapAuthentication,
EapAuthentication |, UseCase, [UseCase |, EAP = — i 5 [EapChainingResult] Cl, EAP F=—> DAl
REESNET, 2=V DOar TR AMEREG K CTINEEITRDOELILBY T —H4, | [UserName ], T RARA LB
D MAC 7RLVA, [EndpointMACAddress ], Address]id NAS IP 7 RL AT, BFER/ IRV D NAS 227X AME
MCERINETS

R LFHNT 4 — VR

eventtype=cisco-ise-failed-authentication Location="$location$" NAS Port Type="Ethernet"
EapAuthentication="EAP-TLS" EapTunnel="EAP-FAST" | stats count by AuthenticationMethod EapAuthentication
EapTunnel UserName Address EndPointMACAddress FailureReason UseCase EapChainingResult |

£ ST £ B 0D ££4 (Authentication Failure Details)

ZOMEHERT — 7N Ea—IE, BRETT —OFF D RENE T, NAS 2 7 F AMEREMR R L FHNZEHL
NetworkDeviceGroups, [NetworkDeviceGroups |, NAS 78 —h ID, [NAS PORT Id|, NAS /R—h, INAS Port]{F=—
Yoz FxRAMERELbITBMSNET,

Authentication Failure Details Q. H. 7.

Authentication EAP NAS
Method Authentication User Name Address MAC Address Failure Reason Network Device Groups NAS Port ID Port Count

*509_PKI EAP-TLS tsmith@lab4.com 192.168.12 FO-DE-F1-94-65- 22056 Subject not found in the applicable identity Location#All GigabitEthemet1 /0/15 50115 5
store(s) Locations#Wired_Lab

73.

KR SCTH 74— LR

eventtype=cisco-ise-failed-authentication Location="$location$" NAS Port Type="Ethernet"
EapAuthentication="EAP-TLS" | stats count by AuthenticationMethod EapAuthentication UserName Address
EndPointMACAddress FailureReason NetworkDeviceGroups NAS Port Id NAS Port | “format field names>
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ISE )4 Bt L 1-#E 43 25T (ISE Failed Wireless Authentications)

ZDH 2R —REZNHD R, FFEDORr—ay (ZOFTIE HYD 2/ —vay) inbit Lz, s’iﬁézu‘_
802.1X MR —HIE ARSI E T, FRAE T RNA TR R T DO ITE O SRV PMERSIVELTZ, 24Ul
ro VB EAP J5308 LT EAP- FAST, EAP-TLS, WAV v REL T MS-CHAPV2 i L7 EAP 7‘:~:/75§é\i7h
TWET, MABLEFINTWET,

S B LU - 5585 : Locations#ALL Locations#IND#HYD (Failed Authentications Wireless-
Locations#ALL Locations#IND#HYD)

ZOIMZZ7 1%, TLocation="*HYD” |ZHDS MR = R — P D JPE LI FBFEDE] /\}:?ﬁ”éfﬂ‘biﬁ‘
[EapAuthentication | 13U NAS_PORT Type=Wireless - IEEE -802.11 | i 52 307417 — VR I, #RGE S L AR
TR —WEEFRLET, [AuthenticationMethod | @{Jtibw |ZEapAuthentication | 23 S TWAHZLIZIHEHL T
<7EEWN, 2 AuthenticationMethod 73 H ’Cé“ RN AT I HZENR BV ET, 7 74+/L Tl EapAuthentication
XN T D EAP GEREAFRHEL 97, ZAuda@H . T\/Z/W*” EAP J5 L& #2695 [EapTunnel ) TS ET,

Failed icati Wireless - L¢ i Il i IND#HYD

74.

FRER L THN 74— LR

eventtype=cisco-ise-failed-authentication Location="S$location$" NAS Port Type="Wireless - IEEE 802.11" |
chart count by EapAuthentication | rename AuthenticationMethod AS "Authentication Method"

2 —H 4 Bl DKL f-F2EE (Failed Authentications by User Name)

ZDOTREHEHRT — 7V 11ZIE, EAP FEREXA 7 LRI U 7= ERGRREO B N TR SV ET, Tz, Mo — ORI L7=
FEAERITO 22— a TR AMEREM B SUFANEE 22— 4 . [UserName |, = RARALbD MAC TRL A,
[EndPointMACAddress | . S5O H . [FailureReason | b RSILET,

Failed Authentications by User Name Qs Hy s
EAP User MAC
Authentication Name Address Address Failure Reason Count
EAP-TLS mohammal 106517269 18-34-51-57- 12516 EAP-TLS failed SSL/TLS handshake because of an expired certificate in the client 3
63-E9 certificates chain
75.

KR SCTH 74— /LR

eventtype=cisco-ise-failed-authentication Location="$location$" NAS Port Type="Wireless - IEEE 802.11"

EapAuthentication="EAP-TLS" | stats count by EapAuthentication UserName Address EndPointMACAddress
FailureReason | format field names®




sl el ]l
X7 FORRERBETSH/N\DIY—HAF CIISCIO..

SRS 4 B 0D 554 (Authentication Failure Details)

ZOTRERHEHRT —7 VT, 2= F O TXAMER~DIBID NAD 7 A ADAL THRAMER PR RSIE
T NAD 73 A ZADAL THRAMERERB L FINT A=V PITITR DO DB EENET RN —2 TRA R T —
7. [NetworkDeviceGroups] . b7 —72 7 /3424 | [NetworkDeviceName] . NAS 55!/ 7-. [NAS_Identifier] , NAS
AR—Nh, INAS Port], NAS @ IP 7KL A, INAS IP_Address], &1§ A7 —< 2> ID, ICalled_Station ID]|, 33X
Airespace WLAN ID, [Airespace Wlan Id ],

Authentication Failure Details Q. H. ~.
Network Alrespace
EAP Network Device Device NAS NAS NASIP Calling Station WLAN
Authentication Groups Name Identifier Port Address Called Station ID D D Count
EAP-TLS Location#All snsbu- snsbu- 13 106517221 00:3a:98:ae:9c:flalpha-  18:34:51:57:63:e9 4 3
Locations#IND#HYD hyd04-a- hyd04-a- byod-closed
wic01 wic01
76.
BERLTFHN 74— VR

eventtype=cisco-ise-failed-authentication Location="$location$" NAS Port Type="Wireless - IEEE 802.11" |
fillnull value="NULL" Called Station ID EapAuthentication | stats count by EapAuthentication
NetworkDeviceGroups NetworkDeviceName NAS Identifier NAS Port NAS IP Address Called Station ID

Calling Station ID Airespace Wlan Id

ISE D kB L 1= EREE
Location#BXB

ZDOX a2 R—REINBDORITIE, FFEDar—a (ZOFI Tl BXB 24— a0) mnbiH L7, REL 7= 802.1X A8
Z—PHERIPIRESNET, FRAET REFEMICR R T 57201 E D SRV DMERR SV E LT, ZAUZid, bV B EAP (&L
T EAP- FAST, EAP-TLS, Wi AV REL T MS-CHAPV2 L7z EAP F=— RN EFENTVET, MABLEFNLTWET,

42 B L1-52 8 (Failed Authentications)

ZOTAZZ7 1214, MLocation="*BXB” | IZ I AL —F DI UI=ZBAEDOE & L5003 F v SvE 9, [AuthenticationMethod="*" |
FBLINAS_PORT_Type="Virtual | i 58 L FHN 74— VR iT, B BT R — A2 ERLET, _W‘o@%,ﬂ&w_wpﬁ@
.:1‘ T RN AR LI R — Y o BERLET, rAuthenticationMethod 11X MSCHAPvV2, x509 PKI, PAP_ASCII 72&
DFRFEHT REERT DT THLILITER L TLIZEN, ZOHA | PAP_ASCILFFERE S NEL TERSINET, BMD=—4 3
THANMEHE NAS FEM MO SRV BERRS IV ET,

Failed Authentications Virtual - Location#All Locations#BXB 2m ago

PAP_ASCII

7.
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RERSLFHNT 4 — LR
eventtype=cisco-ise-failed-authentication Location="$location$" NAS Port Type="Virtual" | chart count by

AuthenticationMethod | rename AuthenticationMethod AS "Authentication Method"

S BRL1=ER8E D & &t (Failed Total Authentications)

ZOEFEHEHT —7 /L 111, AuthenticationMethod %A 7" & P U TARARGEREO B RSN E T, ZHUZE->T M
757 % 1T DRI U T RBREDOE A R 5 (2R R TEE T, Splunk DIRFRSLFHI7 4 — /LR ITE [ EfiXFEIL
T, BEROIXTMZ 77 |JORDOVIZTHEHERT —7 VO 2—42E BT HZLI2TTT, ZOXSFL T, 22—
F DT % AMFRER ORI CFIIEHAE RSN ET : 2— 94 [UserName |, NAS IP 7KL A, [ Address).
FfZM AT —< 2 D, [Calling Station ID ], 2HgD B, [FailureReason | b3 RS ET,

Failed Total Authentications Q. H. 7.
Authentication Method Count
PAP_ASCII 1
78.
e e -,
RFBLFHN T 4—E
eventtype=cisco-ise-failed-authentication Location="$location$" NAS Port Type="Virtual" | chart count by

AuthenticationMethod | rename AuthenticationMethod AS "Authentication Method" count AS Count

LB Lf-2—Y52:E (Failed User Authentications)

ZOFEEHEH T —7 /L 1121, AuthenticationMethod %4 7 & R LT ARARGRAED B RSN E T, 2L T,

M7 27 %13 2ROVITKI LT RRAEDE A 5 |\ 2R R TEE T, Splunk DIRER SCFHN 74—/ /LR I35 | &t X [
UTY, BRI Z7 |OROVIZTHEHERT =7V | OC 2—2EHFHZLET T, 2O T,
A=Y DAL T X AMEREK O R LT INEBPERSIVET - 2— P4 | TUserName] . NAS IP 7 RL- A,
[Address |, F{51HIA7— a2 ID, Calling_Station ID], KD ELH | [FailureReason |HFR RNIIVET,

Failed User Authentications Q. H. 7.
Authentication Method User Name Address Calling Station ID Failure Reason Count
PAP_ASCII alafko 10.86.96.212 173.76.234.8 24613 Authentication against the RADIUS token server failed 1
79.
TRERSCFHNT 4— LR
eventtype=cisco-ise-failed-authentication Location="S$location$" NAS Port Type="Virtual" | stats count by

AuthenticationMethod UserName Address Calling Station ID FailureReason | “format

S BRL1=EREE O #EEE (Failed Authentication Overview)

ZOTEHE®RT — 7V JITiE, 22— Dar TR AMERER DR R LTI T 4 — VR BERESNET : 2— V4
[UserName | , Z&{5 A7 —3 a2 ID, [Calling_Station ID|, b /L 7T ATk 2 RARA b, [Tunnel Client Endpoint] .
PIX7x 77AT >k XA~ [PIX7x_Client_Type]. PIX7x h> F/L 7 )L—7"4,  [PIX7x_Tunnel Group Name], F>hV—
7 TS A4, [NetworkDeviceName |, F7-, KOE BN BIMSNET,




tXa7 FORREERTH/NVY— HAR

SITIr
CISCO.

Failed Authentication Overview

User Name Calling Station ID

alafko 173.76.234.8 (tag=0)

Tunnel Client Endpoint

PIX 7. Client Type © | PIX 7.x Tunnel Group Name

3 Enroliment stbu-bxb-vpn

Network Device Name

Q. H. 7+
Failure Reason Count

24613 Authentication against the RADIUS token server failed 1

IR L FHNT 4— LR

80.

eventtype=cisco-ise-failed-authentication Location="$location$" NAS Port Type="Virtual"

| stats count by

UserName Calling Station_ID Tunnel Client_ Endpoint PIX7x_Client_Type PIX7x_Tunnel_ Group_Name

NetworkDeviceName FailureReason |

“format_ field names”

SRET 5 B ) §¥#A (Authentication Failure Details)

ZOTREHE®RT — 7V IZiE, 22— FDar TR AMEREMTET D NAS DAL TFAMERVBERSILET, NAS D
A TR AMEMER R LFHNT 4=V RITIROEBVTT Ry T —7 TSR 7V —T I, [NetworkDeviceGroups |
T =7 FRAAZAT [Typel, NASIP 7RL- A, [NAS IP_Address|, NAS A"—F, INAS port],

Authentication Failure Details Q. H. /.
Authentication User Calling Station Tunnel Client PIX 7.x Tunnel Group PIX 7.x Client Network Device Network Device NAS IP NAS
Method Name D Endpoint Name Type Type Groups Name Address Port Count
PAP_ASCI alafko 17376.234.8 (tag=0) Enrollment 3 Device Type#All Device Location#All stbu-bxb-vpn 10.86.96.212 2375680 1
Types#ASA Locations#BXB
81.
e A . ..
RIBSCTFHNT 4— LR
eventtype=cisco-ise-failed-authentication Location="S$location$" NAS Port Type="Virtual" | stats count by

AuthenticationMethod UserName Calling Station ID Tunnel Client Endpoint PIX7x Tunnel Group_ Name
PIX7x Client Type Type NetworkDeviceGroups NetworkDeviceName NAS IP Address NAS Port |

“format_ field names”
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FINAADIBE

THNAADEEE 22— %, T _XTCORr—2a OFT NARAOE, FFEORr—a DT NAAOE | BLOREE
Dalr—ary ORAIRT NAADHE v 2R — RSN ET, ZNHOX v R —RITEE, v —alhl,
BLORYNT—7 T IR ZAT (Ffpa—V, o —5  AE 2 —) SO T SAA~O A Z T 5720
\ZVISE BHIA ICo TSN E T, 7282 0E, KB —ar TR — T OHELET S A ZAD IS N —
TR CED LV R —INFET DA RHVET, HYD nr—ar O 4 | Afa—FIEe (/L T34
A% Foy NI — 7\ ZHEfE C& Et A, [ISE RBIF 73A A (ISE Unknown Devices) ] # v 2R —R T, FHEHF TR T —2
SOERED ISE AL TRIHS IV TN T A RZGRBI TEE T,

ISE Device Summary - All Locations

ISE Device Summary - Specific Location

ISE Unknown Devices - Specific Location

82.

o [ISE 7T A RO EE-F X Thrr—a> (ISE Device Summary- All Locations) |: fHfk AR DH R
FOMER L —F DT A ZDOHEI RSN ET,

e [ISE 7 N\AAOWE-FFE D/ — a2 (ISE Device Summary- Specific Location) |: 27— a BlIIDT /A AP
P~ — s RSnET,

o [ISE RHFT SAREEDE— a2 (ISE Unknown Devices- Specific Location) |: 27— a3 B DO RH] T /3 A A
DYV —HFRIRSNET,

TRTOAT—3>D ISE T 731 RO HEE (ISE Device Summary for All Locations)

ZDHE Y 2R —REZNSD/RFNIL, TN TO—F D — gL BIOMBEEERNL DT A ZER NS ET,

HE2ED T /N1 ADBEE (Device Summary across Organization)

ZDOITHZZ7 1121, [Location="*"], BLONTURRALMI—EL7=7" 2771 /L, [EndPointMatchedProfile | f & 3C
FHNT 4 —IVRIZESNTT RTORr—2 a3 DF NA A ERE RENET, ZNHD 7 — /LRI,

CISE Passed Authentication log_type |[ZA&fFL £T, ZOMEHRE TG T HITIE, = F2—FNIEFIZ ISE RAEICAK
DL TCWDRENRHVET, 2O T T7 11X, = RRAUE TARALADOENIG bar—a  BIOT SAADOKER LET,

Device Summary accross Organization

other (17) Android
Windows7-Workstation Android-Google
Android-HTC
Unln o, Android-Samsung
Android-Samsung-Galaxy-Phone
Apple-Device
Apple-iDevice

Apple-iPad

05_X_MountainLion-Workstation

Microsoft-Workstation

Cisco-Device

Apple-iPhone

83.

R LFHNT 40— VR

eventtype=cisco-ise NAS Port Type="*" | stats count by EndPointMatchedProfile | rename EndPointMatchedProfile
AS "Endpoint Matched Profile"




sl el ]l
X7 FORRERBETSH/N\DIY—HAF CIISCIO..

AR L —H DT /N1 ADHLE (Device Summary for Wireless Users)

ZOTMZZ7 112i%, Nocation="*" | L—F LT~ RiRA ks a7 7A4/L . [EndPointMatchedProfile | {Z F:- ST fHAR 2
KOT NAAOENF RSN E T, B2 — X INAS_Port Type=Wireless- IEEE 802.11 | 2 ¥ k> CEHSNE T,

Device Summary for Wireless Users Q. €. £

other (19) Android
Windows7-Workstation Android-Google
Android-HTC
Android-Samsung
Android-Samsung-Galaxy-Phone

Samsung-Device . e Apple-Device
Apple-iDevice

Microsoft-Workstation Apple-iPad

Apple-iPhone

%] 84.
= =3 = >,
TRERILT BT 4=V R
eventtype=cisco-ise NAS_Port_Type="Wireless - IEEE 802.11" | stats count by EndPointMatchedProfile |

rename EndPointMatchedProfile AS "Endpoint Matched Profile"

8 /12 JL (Untitled Panel)

ZONGEHERT —7 N ZiE, nr—2al IO T ANAZDY <) —FERIRSNET, ZO5E . HaHERT —7 I, nlr—
2 alPIDT NAZEA~DESHRL AN R SN E T, ZhEDrs —2al OB FBHMBENOT S A ADRBERER L ET,

Untitled Panel Q. H. 7+
Matched Profile Location Count
Apple-iPhone Location#All Locations#SJC#WNEBEU 2538
Unknown Location#All Locations#SJC#WNBU 1661
Apple-iPhone Location#All Locations#SJC#SJCM1 936
WindowsT-Workstation Location#All Locations#SJC#WNBU 897
Apple-iDevice Location#All Locations#SJC#SJCM1 879
Apple-<iPad Location#All Locations#SJC#WNBLU 705
Apple-iPhone Location#All Locations#SJC#SJC24 589
Apple-<iPhone Location#All Locations#SJC#SJCN1 582
Microsoft-Workstation Location#All Locations#SJCH#WNBU 546
Apple-iDevice Location#All Locations#SJC#WNBU 499

e

IR L FEHNT 4— LR
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eventtype=cisco-ise NAS Port Type="Wireless - IEEE 802.11" | fillnull value="No Location" Location |
stats count by EndPointMatchedProfile Location | sort -count | “format field names’

FRL—F DT /A ADOBE (Device Summary for Wired Users)
ZOIMZZ7 12E, TARNDT A ADENG PR RSIET,

Device Summary for Wired Users Q. €. 7.

Unknown
05_X_SnowLeopard-Workstation
Workstation
WindowsXP-Workstation
NS D Microsoft-Waorkstation
Macintosh-Workstation
Apple-Device
Windows8-Workstation
05_X_MountainLion-Workstation
Windows7-Workstation

05_X_Mavericks-Workstation

Q4+ i D
85.
A e .
RBILTHNT 4 — /LR
eventtype=cisco-ise NAS Port Type="Ethernet" | stats count by EndPointMatchedProfile | sort -count |

rename EndPointMatchedProfile AS "Endpoint Matched Profile"

R/ \2: )L (Untitled Panel)

HERHEWT —7 V2 LA —F OT SAZAOE P RSNET, ZOT—7 /Wi nr—rar Bl
BLTe U RRA U T a7 7 ANVBN DT S A FEDLID KN AT RO FEM RSV ET,

W SCTHNT 4— IR

Untitled Panel Q. H. 7.
Matched Profile Location Count
Apple-Device Location#All Locations 1
Apple-Device Location#All Locations#SJC#HOME 2
Apple-Device Location#All Locations#Wired_Lab 3
Macintosh-Workstation Location#All Locations#Wired_Lab 6
Microsoft-Workstation Location#All Locations#Wired_Lab 72
Nortel-Device Location#All Locations#Wired_Lab 1
08X _Mavericks-Workstation Location#All Locations 22
08_%_Mavericks-Workstation Location#All Locations#Wired_Lab 24
0S_X_MountainLion-Workstation Location#All Locations#BXE 2
0S_X_MountainLion-Workstation Location#All Locations#SJC#SJCM1 8

86.
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eventtype=cisco-ise NAS_Port_Type="Ethernet" | fillnull value="No Location" Location | stats count by
EndPointMatchedProfile Location | “format field names’

TNAZADME-HED O — 3> 5 (Device Summary- By Specific Location)

ZOH AR REZRBD SR, TRCOZ—HD HYD b7 A AR RS ET, A5 LR
DY 2T FHAHB DS FA DR SNELL,

Location:

Location#All Locations#IND#HY¥D ~ from Nov 2, 2013 through Feb .. ~ #

87.

Locations#HYD

Device Summary for Location#All Locations#IND#HYD

Windows7-Workstation

Unknown Android-Samsung-Galaxy-Phone

0S_X_Lion-Warkstation

Apple-Device

88.
IR L FHNT 4— LR

eventtype=cisco-ise Location="$location$" NAS Port Type="*" | stats count by EndPointMatchedProfile |
rename EndPointMatchedProfile AS "Endpoint Matched Profile™"

T 154 2 ¥ D N ER (Device Count Break Down)

ZOREHEHRT — 7 V) TlE, — B L2V RRA U 7 a7 7 ANVBI DT ISA ADT /3, 2O A RS v E
7, [EndPointMatchedProfile], 33 TNNAS_Port_ Type="*" MR & L FHNELUL, T X TO2—HF AT DT SA A
fHatH L £,




sl el ]l
tXa7 7TORREERRT H/\OY— HAF a1

Device Count Break Down Q. H. ~-
Matched Profile Count
Android-Samsung-Galaxy-Phone 38
Windows7-Workstation 19
Apple-Device 17
0S_X_Lion-Workstation T
Unknown 1
89.
= ~

R SCFHN 74— VR

eventtype=cisco-ise Location="$location$" NAS Port Type="*" stats count by EndPointMatchedProfile |

sort -count | “format field names>

FHB1—F DT/ 1 A A1E4EE 21— (Operational View by Device for Wired Users)

ZOTM 2757 12X, TNAS_Port_Type=Ethernet | i 58 SCFHNELH TERIN TNDIIIZ, ARr—F DHDO—H LI
TURPALS T a7 7 ANVHDT SAADENE LD RIINET,

Operational View by Device for Wired Users Q. €. 7.

Unknown
90.
RFESCTHNT 4— VR
eventtype=cisco-ise Location="$locations$" NAS Port Type="Ethernet" | stats count by EndPointMatchedProfile |

rename EndPointMatchedProfile AS "Endpoint Matched Profile"

EHBI—TF DT /N1 XD EEH (Device Details for Wired Users)

ZOUEEHEHRT — 7 ZIE, — B L=V RRA s T a7 7 AN Oa—FDa TR AMERIDIRINET, RITK
T OB SLTINEL 22— 4 | [UserName ], T2 RARA2RD MAC 7 RLA, [EndPointMACAddress |, framed-ip-
address, [Framed-IP- Address].




= » N
Device Details for Wired Users Q. H. ~.
Matched Profile User Mame MAC Address Framed IP Address Count
Unknown 0023049c21b6 00-23-04-9C-21-B6 MULL 1
91.
RFESLTHNT 4— VR
eventtype=cisco-ise Location="$location$" NAS Port Type="Ethernet" | £illnull value="NULL" Framed IP Address

| stats count by EndPointMatchedProfile UserName EndPointMACAddress Framed IP Address | sort -count |
“format_field names”

R L —T DT /31 AFNREE .— (Operational View by Device for Wireless Users)

ZDOIM 777 1121%, TNAS_Port_Type=Wireless - IEEE 802.11 58 SUFHIAEE CTE RSN TNDIDIT, 22—
DHD—F LTz RIRAL s 707 7 ANBIDT SAZRDE G EFDRESNET,

Operational View by Device for Wireless Users Q. €. ~-.

Windows 7-Workstation

Android-Samsung-Galaxy-Phone

05_X_Lion-Workstation

Apple-Device
92.
WERSCFH 74— /LR
eventtype=cisco-ise Location="$location$" NAS Port Type="Wireless - IEEE 802.11" | stats count by

EndPointMatchedProfile | rename EndPointMatchedProfile AS "Endpoint Matched Profile"

SIS —H DT /N1 D EEH (Device Details for Wireless Users)

ZOTHFEHEWRT —7 VT SBIND NAD 2 TFAMER, TAT > T4 74 7 =7 BLO— B DEkGBARIFRY
RIS E T, NAD 2 7 FAMEBROMR R CFHNEENIL, *y b —2 T /31024, | [NetworkDeviceName | |
NAS Port, INAS Port| 235 £1% 7, IdentityGroup, [IdentityGroup |, #3siE ID AR7 [ AuthenticationldentityStore | |, JEIRE
NI GR 7 a7 7 A1 | [Selected AuthorizationProfile |, 7KFEARY L —IZ—EL7=/L—/1 [ AuthorizationPolicyMatchedRule |
HE KM T NAZDFEM AR LT 272D I HBIME IV EL T,
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—
Device Details for Wireless Users Q. H. 7.
MAC Calling Station
Matched Profile User Name Address D Called Station 1D Count
Android-Samsung- ckharide 3B-AA-3C- 38:33:3c:09:83:9f  00:3a:98:ae9c:f0:alpha- 23
Galaxy-Phone 09-83-F byod-closed
Windows7- host/pavagupt- 00-24-D7-53- 00:24:d7:53:8b:60 00:3a:98:ae:9¢cf0:alpha- 15
Workstation WS.cisco.com BB-60 byod-closed
Apple-Device edceBfedbase E4-CEBF-ED- e4cebfedbd:5c 00:32:98:bb:8b:70:alpha- 13
B4-5C byod-open
08_X_Lion- wsunkar CB8-BC-CE- c8:becBie7:53:d4  00:3a:98:ae9eb0:alpha T
Workstation E7-63-D4
Android-Samsung- ckharide 38-AA-3C- 38:2a3:3c:09:83:9f  00:3a:98:bb:Bb:70:alpha- 6
Galaxy-Phone 09-83-9F byod-closed
Android-Samsung- ckharide 38-AA-3C- 38:2a2:3c:09:83:9f  00:32:98:78:44:70:alpha- 5
Galaxy-Phone 09-83-0F byod-closed
Android-Samsung- ckharide 3B-AA-3C- 38:a3a:3c:09:83:9f  00:3a:98:61:d6:c0:alpha- 2
Galaxy-Phone 09-838F byod-closed
2] 93.

R LFHNT 4= VR ITIRD LB TT,

eventtype=cisco-ise Location="$location$" NAS Port Type="Wireless - IEEE 802.11" | fillnull value="NULL"
Called Station ID | stats count by EndPointMatchedProfile UserName EndPointMACAddress Calling Station ID
Called_Station ID | sort -count | “format_field names

REDOT—2a I OFHET/INAR

ARIAZRT RA AT AN E T, ZOE1L. WNBU 27— a ORI T ASARETHRET, TNOHDOX v 2R —RIL@ s
ISE EHIEIZ Lo THEA S, nr—ial, IP TRV A, BLOGRIEEHRANI AR T S A 2REFB T DD H £ 7,

Location:
Location#All Locations#IND#HYD = from Nov 2,2013 through Feb .. ~ X
94,

Location#HYD

ZOTMZZ7 112i%, WNBU 7 —2 a2 OB L ORI L7z 2 — P RBREDO A EARI T A AD D REINET,
WNBU 17— 2 ORsE S48 503 Location="*WNBU” | L L TEFES I, RHT /SA AL
EndPointMatchedProfile="Unknown” (25> CEHRINET,

Unknown Devices Operational View

Location#All Locations#IND#HYD

95.

RBEILTHNT 4 — /LR
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sl el ]l
X7 FORRERBETSH/N\DIY—HAF Cllsclo

eventtype=cisco-ise EndPointMatchedProfile="Unknown" Location="$location$" | chart count by Location

AREET /N1 R-F B LT-52EE (Unknown Devices- Passed Authentication)

*@fmfﬁﬂ I, BSR SCTAI 8504 TUserName | |2 X > TERSILTWDIDIZ, 22—V AR TRl Lz —H
HALM: @i'J/\&TEﬁT/VI’Z@%UP/Té%LiT

Unknown Devices - Passed Authentication

00230492106

96.
= s
R SLFHN 74—V
eventtype=cisco-ise-passed-authentication EndPointMatchedProfile="Unknown" Location="$location$" | chart

count by UserName

#RE/ N2 JL (Untitled Panel)

ZOEEERT — 7 2L, BER DT A ZDFEBN R SL DA TH A 22—, EAP BFEOFEM, BI O
NAD = 7 ¥ AMERPMRES N E T, 2 —F O T AMERMR R SCFHNIE ST, =— ¥4 [UserName] |
TURFA LD MAC 7 RLUA | [EndpointMACAddress | | IdentityGroup, [dentityGroup |, ID AR,

[ AuthenticationldentityStore | 23 AL TV ET,

EAP FBREDFEAMIZIL, EAP F2AE 72X, [AuthenticationMethod | . EAP &G, [EapAuthentication | 35 F4UTCUVET,

NAS 27 F AMEHRIZIEL, NASIP 7R A, [NAS IP_Address|, NAS Port, INAS Port], x>k —2 T /34 A
4. [NetworkDeviceName | , RV —7 T /3A A 7 )L—7 [NetworkDeviceGroups | 235 F4LTUVVET,

Untitled Panel Q. H. ~v

MAC Authentication EAP NASIP NAS | Network Device Authentication Identity

Address User Name Identity Group Method Authentication Address Port Name Network Device Groups Store count
00-23-04-9C 0023049c21b6  Endpoint Identity Groups Profiled:Cisco-  Lookup NULL 10.65.172.20 50209 snsbuhyd04-a-swl  Location#All Internal Endpoints 1
21-86 1P-Phone Locations#IND#HYD

R SUEHN T 4 — VR IZIRDEFBVTT,

eventtype=cisco-ise-passed-authentication EndPointMatchedProfile="Unknown" Location="$location$" | £illnull
value="NULL" EapAuthentication | stats count by EndPointMACAddress UserName IdentityGroup
AuthenticationMethod EapAuthentication NAS IP Address NAS Port NetworkDeviceName NetworkDeviceGroups

REAF /81 R-S B L 1=EREE (Unknown Devices-Failed Authentication)

ZOTHTZZ7 2%, KU TZBRED 22—V I TO R OB R RSN F T, ZHUE, EAP EELRBERHLMEINE
TR T DO T A AL T DD B FE T, MR U240 % [FailureReason | T,
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sl el ]l
X7 FORRERBETSH/N\DIY—HAF CIISCIO..

Unknown Devices - Failed Authentication Q. €. 7

No results found.

WS F BT 4 — L RITR D ERBY T,

eventtype=cisco-ise-failed-authentication EndPointMatchedProfile="Unknown" Location="$location$" | chart
count by FailureReason

#ERE/ N2 )L (Untitled Panel)
ZOERHEHRT —7 v 12X, RO T 52— BIONNAS O T AMEHR MRS E T,

2—FDALTHRAMERITIE, WOMBLFFNNEFENTOET : 2—F 4 | [UserName] , T RARAL RO MAC 7
R A, [EndPointMACAddress] . IdentityGroup, [ldentityGroup |,

NAS Oz T F AMEHRITIL, IROLOMRE FI TV ET :NAS Identifier, [NAS Identifier] . NAS IP_Address,
NAS_IP_Address|, NAS Port, [NAS Port], %~V —2 73424, [NetworkDeviceName]

EAP FRREDFEAICIE, F83E 7 . [ AuthenticationMethod | . EAP F&GE. EapAuthentication], EAP > R/l
[EapTunnel | 73 FALTWET,

Untitled Panel Q. H. 7+

97.

MESLTHN T 40— NVRIZROEBYTT,

eventtype=cisco-ise-failed-authentication EndPointMatchedProfile="Unknown" Location="S$locations$" | fillnull
value="NULL" EapAuthentication | stats count by FailureReason EndPointMACAddress UserName IdentityGroup
AuthenticationMethod EapAuthentication NAS_ Identifier NAS IP Address NAS Port NetworkDeviceName
NetworkDeviceGroups | “format field names’
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sl el ]l
X7 FORRERBETSH/N\DIY—HAF CIISCIO..

R X F+ (Posture)

ISE RRF 74 JLAXE (AV) (T RTOH1—) (ISE Posture Antivirus (AV) (all Users))
ZDE Y aR—=REZNSD/RFINTIE, AV A=V iE R AV, ERFEHERL D= T F AN 2 —PIEFRBLORATF v
R —OFEHNRRESNET, TNHDOX v 2R —RIFEE , T_XTOZ—WFIZ AV TR AT =7 35K (AS) 23
AVAN= I EN TODRERH LR E LN o7 BEDFRAT v X 2UT 4 R —ZASFT 572912, ISE FHLE 12
Fo TSN ET, EO—PRHEHLL THTED—FRUERLL TRV T, RILTZRAT vy OF =v 7 & i
EINTZHRAT ¥ R — 2R S&EET,

A2 A—)LiFH AV (AV Installed)

ZolH27Z7 1%, T AntivirusInstalled | #3228 SCFANE RN AN TA L A=V EN TCODBT ANV AR OEI G FRLUET,

AV Installed Q. €. /-

IAntiVirus\;1.361:2.0.511:2011.05.11-04-36-25.0.00\;PCToolsAV ClamXav\

Windows Defender\;4.3.9600.163841;1,165.1524.01;01/09/20 14\ :MicrosoftAV ClamXav\;2.6.11;54.165721;2013.01.25-00-00-00.0.00\;ClamXAY
ClamXav\;2.6.11;55.180541;2013.11.02-00-00-00.0.00\;ClamXAY

MacKeeper\,

McAfee Anti-malware|;1.2.0 (4692)1;7311.00001;2014.01.06-16-00-00.0.00\ McAfeeAV
MeAfee Endpoint Protection for Mac\;2.1.04;7313.01;2014.01.08- 16-00-00.0.00\ McAfeeAV
McAfee Endpoint Protection for Mac;2.1.04;7313.01:2014.01.08-18-00-00.0.00\ McAfeeAV
McAfee Endpoint Protection for Mac\;2.1.04;7313.01:2014.01.09-05-30-00.0.00\ McAfeeAV
McAfee Security);1.21;7291.0000}:2013.12.15-19-00-00.0.00\ McAfeeAV

McAfee VirusScan Enterprise);8.8.0.975\;73131;01/09/20141;McAfeeAV

MeAfee Security\;1.21;7313.00001:2014.01.08-16-00-00.0.00\;McAfeeAV

MeAfee VirusScan Enterprise):8.8.0.975\,73121,01/08/20141; McAfee AV

%] 98.
FRER L FHN 74—V

eventtype=cisco-ise | stats count by AntiVirusInstalled |rename AntiVirusInstalled AS "Antivirus Installed"

#RRE/ )L (Untitled Panel)

ZOERHERT —7 V12T, 2= PO TFAMERERORR L FINELDRSNET : 2—¥44 | [UserName |
YAT 4 [SystemName |, T RARAL R MAC 7RLA, IMACAddress) , AXL—7 (7" L A7 A [OperatingSystem) |
AT I —F | [SystemUser) [, %7-. [Antivirusinstalled | 350V NAS IP 7KL A ZBIISVET,

—

Untitled Panel Q. B. 7.
System User Operating System Antivirus Installed IP Address MAC Adderess User Name | System Name Count
Andrew Windows 8 Professional 64-bit  Windows Defender\;4.3.9600.16384%,1.165.1524.0\,01/09/201 4\ MicrosoftAV 10.35.88.217  2A-1878-D39674  NULL SURFACE 3
Andrew Windows 8 Professional 64-bit  Windows Defender\;4.3.9600.16384%,1.165.1524.0\,01/09/201 4\ MicrasoftAV 10.35.88.221 2A-18-78-D39674  NULL SURFACE 1
Christopher York MAC 0S 10.8 Intel (X86_64) McAfee Endpoint Protection for Mac\;2.1.047313.0,2014.01.08-19-00-00.0.00\McAfeeAV 1614410426  14-109F-DC-63E9  NULL chriyork-mac 1
Linh MAG 0S 10.8 Intel (XB6_64) McAfee Endpoint Protection for Mack:2.1.0%7313.01;2014.01.08-16-00-00.0.00\McAfeeAY  10.34.94.52 68-A8-6D-4D-DA58  NULL linly-mac 1
Pok Wong MAC 05 10.8 Intel (X86_64) McAfee Endpoint Protection for Mac\;2.1.01,7313.0y;2014.01.08-16-00-00.0.00\McAfeeAV  10.34.94.89 28-CF-EQ-4E-81-4F  NULL localhost 1

99.
IR L FHNT 4— LR

eventtype=cisco-ise AntiVirusInstalled="*" | £illnull value="NULL" UserName | stats count by SystemUser
OperatingSystem AntiVirusInstalled IpAddress MacAddress UserName SystemName | “format_ field names”

Cisco Systems © 2016 58 R—




sl el ]l
X7 FORRERBETSH/N\DIY—HAF CIISCIO..

AV TSAT O RIAV T 54T XE R (Compliance/Non-Compliance)

ZDOTH 757 1%, ISE ARAF ¥ LR — D F& [PostureStatus | 255012 H SN THERL/ FEERY AR BH o — Y D E| 543
LT,

Compliance/Non-Compliance

NonCompliant

Compliant

 100.

R SLEHNT 4 — LR

eventtype=cisco-ise cise posture and client provisioning audit PostureStatus="*" | stats count by
PostureStatus | rename PostureStatus AS "Posture Status"

4% 88/ \2 JL (Untitled Panel)

ZOFEFHEH T —7 /L 1121, PostureReport DFEAME LI —F DAL THFAMERNRRINET,

Posture MAC
Status « User Name IP Address Adderess Posture Report Antivirus Installed
NonCompliant  iskiber 192.168.1.18 10-DD-B1- MacTEST\Failed\; NULL
Cg-3C-39 (Any_AV] y.Failed:Passed_Cond [:Failed_C: [pc_av_mac_inst ANY_vendor]:Skipped_Conditions])
NonCompliant  jeppich 192.168.1.13 10-DD-B1- MacTEST\Failed\; NULL
C93C39  (Any AV Mac: y:Failed:Passed_Cond [:Failed_Gond [pc_av_mac_inst_ANY_vendar]:Skipped_Conditions[])
NonCompliant  jeppich 192.168.1.14  10-DD-B1-  MacTEST\Failed\; NULL
C93C89  (Any AV _Mac: y:Failed:Passed_C Failed_G  av_mac_inst_ANY_vendar]:Skipped_Conditions[])
NonCompliant  jeppich 192.168.1.15 10-DD-B1- MacTEST\Failed\; NULL
C93C39  (Any AV Mac v:Failed:Passed_Condi Failed_G  av_mac_inst_ANY_vendar]:Skipped_Conditions[])
NonCompliant jeppich 182168118 10DD-B1-  MacTEST\Failed\y NULL
£8-30-38  (Any AV Failed:Passed_C ailed_C: _av_mac_inst_ANY_vendor]:Skipped_Conditions[])
NonCompliant  relwell 192.168.1.13 10-DD-B1- MacTEST\Failed\, NULL
€9-3C39  (Any AV N y:Failed:Passed_Condi ailed_Ci  av_mac_inst_ANY_vendor]:Skipped_Conditions[)
Compliant CISCO\\saavula  10.34.94.41 24-77-03- McAfee_AV_Installation_Win\;Passed\; McAfee VirusScan
3D-D2FC (McAfee AV_| _Win:Audit:Passed:Passed_Ci i /_inst_ANY_of_| I Failed_C i ed_Ci i 0.975\,7313\,01/09/2014\ M|
Compliant CISCO\\tgong 161.44.64.247 FO-DE-F1- McAfee_AV_Installation_Win\;Passed\; McAfee VirusScan
AE-DE61 (McAfee AV_Installation_Win:Audit:Passed:Passed_Ci i _instANY_of. :Failed_Ci i A ed_C i 8.0.975\,7313\;01/09/201 4\ M}

& 101.

RBERSCFHNT A=V

eventtype=cisco-ise cise posture and client provisioning audit | £illnull value="NULL" UserName
AntiVirusInstalled | stats count by PostureStatus UserName IpAddress MacAddress PostureReport
AntivVirusInstalled | “format field names>

RRAF7R1) S — (Posture Policies)

ZOITMAZF7 11T RAF ¥ LAR—RIIESWTISE ORATF v R —DEIEEELET,
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sl el ]l
X7 FORRERBETSH/N\DIY—HAF CIISCIO..

Posture Policies

45 nstalation & st ANY_vender] Filed_Conditans]]Skipped_Canditions])

7.2 xI:Skipped_Conditions!
Skipped_¢

x1:Skipped
xESkipped s
t_Virex7_5_7_5_xl:Skipped_Conditions])

McAfecAV_Installarion MAC) Passed (Mcfee AV.Instalaio..5_x-pc_a frex_7_7.7 i Skipped Conditions() MeAfeeAY Installarion MAC Passed |- MeAfee, A Instalzic.. L x:pe

102.

IR L FHNT 4— LR

eventtype=cisco-ise cise posture and client provisioning audit | stats count by PostureReport |
rename PostureReport AS "Posture Report"

ISE RRF ¥ R/NL) 7 5K (AS) (T RTD1—F) (ISE Posture AntiSpyware
(AS) (all Users))

S8 R R ETBO S RIATIE, AV A= L7 AS, HERUFEHEL — SR BRI R RS NET, Thb
D aR—RIiB A, TS TOZ—IFI AV FIEA AT 55 (AS) BAL AR VSN TOBBER D HIE

Lol REORAF v X2 T 4 RV —FNESFT 572012, ISE BEAICLoTERASNE T, Foa—3 0 UEL
L TCWTEDZ—TNYEPLL TOHZRWDNE, RILTZRATF vy DF =7l BB SR ATF v R —I2 - S3&E9,

AV AL—LiEH R8T 7 %5 (AntiSpyware Installed)

ZDOTMZZ7 121X, [ Antispywarelnstalled | 1 58 SCF-HN B BUZEE SNV TA U AN— L E B AL T =T %R OFI G L5
MR FRSILET,

AntiSpyware Installed

Windows Defender|;6.1.7600.16385\;\;\;Microsoftas Macscan):2.9.41;20130154:2013.10.22-07-32-28.0.00\ SecureMacAs

Windows Defender;6.1.7600.163851;1.95.191.0\;11/18/2010\;MicrosoftAS

McAfee Endpoint Protection for Mac};2.1.01;7313.04,2014.01.08- 16-00-00.0.00\;McAfeeAV

X 103.

IR L FHNT 4— LR

eventtype=cisco-ise | stats count by AntiSpywareInstalled | rename AntiSpywarelInstalled AS "AntiSpyware
Installed"

28/ N2 JL (Untitled Panel)

ZOEHERT —7 V1T, 22— Oar TR AMERER OB E L FHIN RSN ET : 2—¥ 4 [UserName] | v
AT 52— [SystemUser|, A7 L4, [SystemName |, =2 RARA2 RO MAC 7R A, IMACAddress |, 4L —
T4 AT A [OperatingSystem |, F72, A AN—/LE I AS DFEHIA~D NAS IP 7RLU AN G N TCNET,




sl el ]l
X7 FORRERBETSH/N\DIY—HAF CIISCIO..

—
Untitled Panel Q. H. 7~
System User Operating System AntiSpyware Installed IP Address MAC Adderess User Name System Name Count
Andrew Windows 8 Professional 64-bit Windows Defender\4.3.9600.16384\,1.165.1524.01.01/09/201 4\;MicrosoftAS 10.3588.217 24-18-78-D3-96-74 NULL SURFACE 3
Andrew windows B Professional 64-bit  Windows Defender\4.3.9600,16384\;1.165.1524.0\.01/09/201 4\;MicrosoftAS 10.35.88.221 24-18-78-0396:74  NULL SURFACE 1
Christopher York  MAC OS 10.8 Intal (X86_64) McAfee Endpoint Protection for Mac\;2.1.0\;7313.0,,2014.01.08-19-00-00.0.00\ McAfeeAV 16144.10426  14-10-9F-DC-63-E9 NULL chriyorkmac 1
Linh MAC 0S 10.8 Intel (X86_64) McAfee Endpoint Protection for Mac\;2.1.0\;7313.0,;2014.01.08-16-00-00.0.00\ McAfeeAV 10.34.94.52 68-AB-6D-4D-DA-58  NULL linly-mac 1
Pok Wong MAC 0S 10.8 Intel (XB6_64) McAafee Endpoint Protection for Mac\;2.1.0\;7313.01,2014.01.08-16-00-00.0.00\ McAfee AV 10349489 2B-CF-E94E81-4F NULL localhost 1

104.

MR LFHN T 4—E

eventtype=cisco-ise AntiSpywareInstalled="*" | f£illnull value="NULL" UserName | stats count by SystemUser
OperatingSystem AntiSpywareInstalled IpAddress MacAddress UserName SystemName | “format field names”

#EJ0/IEZEHL (Compliant/Non-Compliant)

ZOTMZZ7 112k, ISE IRAF v LIk — RO 8L PostureStatus 58 SCFHNZEH0 12 F DU CTHERL/FEUEHL AR B = —
FOEIENERINET,

Compliance/Non-Compliance Q. €+ 7.

NonCompliant

Compliant

Q4+ i D

105.

IR L FHNT 4— LR

eventtype=cisco-ise cise posture and client provisioning audit PostureStatus="*" | stats count

$ERA/ AL (Untitled Panel)
ZOGRFHERT — 7 NV NZE RAF Y FEl O —F D TR AMERIRENET,

Untitled Panel Q. H. A
Posture MAC
Status v User Name IP Address Adderess Posture Report AntiSpyware Installed
NonCompliant  iskiber 192168.1.18  10-DD-B1-  MacTEST\Failedy; NULL
£93C39  (Any_AV_installation_J y:Failed:Passed_G ailed_G > av_mac_instANY_vendor]:Skipped_Conditions])
NonCompliant jeppich 192168.1.13  10-DD-B1-  MacTEST\Failedy; NULL
€9-3C39  (Any_AV_Installation. y:Failed:Passed_Conditi ailed_Conditi > av_mac._inst ANY_vendor]:Skipped_Conditionsl])
NonCompliant jeppich 192168.1.14  10-DDB1-  MacTEST\Failedy; NULL
£93C39  (Any_AV_nstallation, y:Failed:Passed_C ailed_C * av_mac_inst_ANY_vendor]:Skipped_Conditions{)
NonCompliant  jeppich 192168.1.15  10-DD-B1-  MacTEST\Failedy; NULL
C93C39  (Any_AV_nstallation y:Failed:Passed_C ailed_C : av_mac_inst_ANY_vendor]:Skipped_Conditions{)
NonCompliant jeppich 192168.1.18  10-DD-B1-  MacTEST\Failedy; NULL
£9:3C-39  (Any_AV_nstallation, Failed:Passed_C ailed_C *_av_mac_inst_ANY_vendor]:Skipped_Conditions{])
NonCompliant  refwell 192168.1.13  10-DD-B1-  MacTEST\Failedy; NULL
C93C-39  (AnyAV.nstallation y:Failed:Passed_Conditi ailed_Condit > av_mac_inst ANY_vendor]:Skipped_Conditions)
Compliant CISCOWsaavula  10.349441  2477-03-  Meafee AV nstallation_Win\;Passedy; Windows
3DD2FC  (McAfee AV_Installation Win:Audit:Passed:Passed_Conditionsfav_inst ANY_of McAfeeAVL:Failed_Conditions]l:Skipped_Conditions[) ~ Defender\;6.1.7600.16385\,1.95.191.0\11/1
Gompliant CISCO\Mgong 1614464247 FO-DEFI-  Mofee AV nstallation_Win\;Passedy; Windows
4EQE6]  (MoAfee AV Installation_Win:Audit:Passed:Passed G InstANY_of_McAfeeAV]:Failed_G ed_G Defender\6.1.7600.16385\;1.165.1308.05,0
Compliant CISCO\wishalgu 10.3472201  FO-DEFI-  McAfee AV nstallation_Win\Passedy; Windows Defender\;6.1.7600.16385\\\Micf
1E0D56  (McAfee AV_Installation_Win:Audit:Passed:Passed_Conditions|av_inst ANY_of_McAfeeAV]:Failed_Conditions[):Skipped_Gonditions[)

106.

FRER L THN 74—V

oS
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eventtype=cisco-ise cise posture and client provisioning audit | £illnull value="NULL" UserName
AntiSpywarelInstalled | stats count by PostureStatus UserName IpAddress MacAddress PostureReport
AntiSpywareInstalled | “format field names’

RAF A1) — (Posture Policies)

ZDOIHZZ7 11X, [PostureReport | 1 52 SCFHNZFE SR AT v LR —MMIHESWTISE DRAF v R —DEIE%E
HLET,

Posture Policies Q. @. /.

Win7\;Passed\ (Any_AS.Inscaliation Win-Audi Passed Pass. st ANY. vendor] Failed_Canditons ] Skipped_Conditionsll)

McAfee AV_Installation Winl;Passed) (Mclee AV.Insialtar_ ¥_of_MeAleeAV] Faied_Conditionsi] Skipped_Conéitionsil)

MeAtee AV_Installaton dav_inst_ANY_of |
McAfaeAY,_Instailation MAC):Passed | (Mchlee AV.Installsti_mac inst Virex?_ ]
McATRaAY.Instaliation MAC| Passa &\ (McAfes AV_Instalati..ac inst VirusScan B 6 xo¢_av_mac inst Virex7_2.7 2 al
McATesAV_Installation MAC| Passe ¢\ (McAfee AV_Installt..c_inst Virex?_2.7.2 xpc. av.mac inst ANY_of McAfeeAV)
MeAlesAV_installation MAC| Passe g (MeAfee AV Installai__ac inst Virex?_7_7_7 pe_av_ma_Inst VirusSean 8631
McAfeeAV.Insiallation MAC|Passed(NcAlee AV.Installe..7 2 7.2 xpc_av.mec inst McATeeAV. McfesSecuricy L xl)
MeAfeAV_Installation MAC| Passed (MeAlee AV Installeti__x-pe_a_mae_inst VirusSean_8_5_x| Skipoed_Conditionsil)

:Passed) (MeAfee AV Instaliat..ne)

4 Coneitions(l

xpe_av_mac_ingt Virex

Connacted Backup Application)-Passed! {Connacted_Backup..onnected Backup_8_6 Application] Skipped_Conditiomsl])
MacTEST, Failed\ iAny AV Instalation Mac-MandatoryFail..itionsipe. av. mac inst ANY. vendor] Skinped_Conditionsll
MchfeeAV,installation MAC) Passed . (McAfee AV_Installatio. .S x-pc_av.mac inst_Virex?__7_5. x| Skipped_Conditioas())
McAfeeAV installation MAC\Passed . (McAfee AV_Installatio. .1 x:pe_av_mac_inst Virex7_S_7_3_x}Skipped Conditioasl))
MchteeAV,installation MAC) Passed . (McAfee AV_Installati__McAfeeAV_McAleehnti- muware 1 x| Skipped Conditions[))
MeAfeeAY Installstion MAC)Passed | (MeAfee AV_Installsti._x:pe_av_mac_inst VirusScan §_S_x) Skipped Conditions(])
McAfeeAV_Installation MAC) Passed | (MeAfee AV_Installtio. .1 x:pc_av_mac. inst_Virex7_5_7_5_x| Skipped_Conditionsl])
MCASSRAV.Installation MAC)Passed | (MeAfee AV_Installti..-pe_av_mac inst VirusScan §_S_x}Skipped Conditions(]
McAfeeAV Insiallation MAC) Passed | (McAfee AV_Installavio...1 x:pc av_mac inst Virex?_2 7 2 x|Skipped Conditions(l)
McAfeeAV. installation MAC)Passed . (McAfee AV_Installati._x:oc_av.mac_inst ANY_of MeAfeeAV] Sicoped Conditionsi))
MchteeAV.Installation MAC) Passed . (McAlee AV_Installasi... McAleeAV MchleeAnti- maware 1 x| Skinped Canditions[))
McAfeeAV Installation MAC) Passed . (MeAfee AV_Installati. 7_x:pe_av_mac_inst_Virex7_2_7_2_x}Skipped_Conditisas())

NicAfeeAV_Installation MAC\ Passed (MeAfee AV_Instailatio. 5 x pe_av_mac_inst_Virex?_7_7_7_x}:Skipped_Conditions] SAchleaAy Jraallt on MACYPassed S Moo/ Instalisio., LOec aemac ket Vw7 S 750 Skipped_Condkiensi

107.

FRER L THN 74— LR

eventtype=cisco-ise cise posture and client provisioning audit | stats count by PostureReport |
rename PostureReport AS "Posture Report"
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sl el ]l
X7 FORRERBETSH/N\DIY—HAF CIISCIO..

HS AT TOE 3=V

[ISE 7747 s/ reva=7 (ISE Client Provisioning) | # > 2R —R Tl&, 22— Da TxF AMERE & T
IRERUTI=D AT s TreYa=s 7 SRR RESET, 60X vy R —RITEE , = — 4 BNk Eh LTz
IIAT N Taeva=r T ~O MR L RIROIRH OA XUNINCRR L2747~ Taeya=r7 0
FITEZW T 572012, ISE BEEF I THEHSNET,

BILI=0514F7 > FRE 2 a=2% (Successful Client Provisioning)
ZDX Y alR—REZNHDRFTIE, BB LTI TAT s T reVa=s 7 OB R RSIVET,

Successful Client Provisioning
wing CISCOY\vishalgu
tsmith -
skuthadi LAB4Y \tsmith
sampsund
martinf
kthumula
karstan alafko
host/CHRIYORK-WS05.cisco.com
Jeppich host/HUNGL-WS02.cisco.com
iskiber
Jakunst
X 108.

MBE LTI T 40— NVRIZROEBYTT,

eventtype=cisco-ise-provision-succeeded | stats count by UserName | rename UserName AS "User Name"

%8/ R )L (Untitled Panel)
ZOURFHERT — 7V 12X, 7 ae Pa=r 7 OFMIEINT 5720 DR O 2 —F O THFAMERNE RSN E
Tia—PH | ZUREARD MAC TRUA, —H LR AF ¥ R — BLORAF ¥ ==V b A=V,

Untitled Panel Q. H. #-
User Name IP Address MAC Adderess Posture Policy Matched Posture Agent Version Count
CISCOVwishalgu 10.34.72.201 FO-DEF1-1E0D-56 SICM1-WIN NACAgent:4.9.0.1013 1
LAB&\\smith 192.168.1.17 FO-DEF1-94-650C Win81_revised NACAgent:4.9.0.1009 10
host/CHRIYORK-WSDS cisco.com 161.44.104.29 24-77-03-36-EA-T4 Win-CPP-BXB NACAgent:4.9.0.1013 2
host/HUNGL-WS02 cisco.com 16144.104.24 3C-AYF421-4A98 Win-CPP-BXB NACAgent:4.9.0.1013 1
iskiber 192.168.1.18 10-DD-81-C9-3C-39 Wing1 _revised MacOsXAgent:d.9.0.1007 2
Jakunst 10.81.411 7C-D1-C3-92-86-6C Android-CP-OEAP MacOsXAgent:4.9.0.1007 2
Jeppich 102.168.1.13 10-DD-81-C9-3C-30 Wing1 MacOsXAgent:4.9.0.1007 1
ppich 192168115 10.0081.09-3¢:39 Win81_revised MacOsXAgent:4.9.01007 7

109.

FRER L THN 74—V

eventtype=cisco-ise-provision-succeeded | stats count by UserName IpAddress MacAddress PosturePolicyMatched
PostureAgentVersion | “format field names>
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9547 TAE 3= D %k (Client Provisioning Failures)
ZOTAZZ7 1%, 2—FAROEIE LRI LT-IT7AT > 7 ae Va= 7 ORI TRERINET,

Client Provisioning Failures

host/gerjuare-W5.cisco.com
wing

Jeppich

tsmith

& 110.

B SCFHNT 4=V

eventtype=cisco-ise-provision-failed | stats count by UserName | rename UserName AS "User Name"

4B 88\ JL (Untitled Panel)
ZOREHERT —7 v i, RIOFLHIICE T 52— DOaL TR AMGRNFERINET,

Untitled Panel Q. H. /v
Failure Reason IP Address User Name MAC Adderess Operating System Count
Error while trying to privileges: | 05 typ 10.32.46.56 host/gerjuare-WS cisco.com 24-TT03TA12-AB None 1
Error while trying to privileges: L 0S typ 192.168.1.12 jeppich 10-DDB1C9-3C-39 None 1
Error while trying to privileges: | 08 typ 192.168.1.12 wing FO-DEF1-94659C None 5
Error while trying to privileges: | 05 typ 192.168.1.14 jeppich 10-DD-B1-C8-3C-39 None 1
Error while trying to privileges: L 08 typ 192.168.1.15 jeppich 10-DD-B1-C9-3C-39 None 1
Error while trying to privileges: | 08 type 192.168.1.17 jeppich 10-DD-81-C9-3C-39 None 2
Error while trying to determine access privileges: Unsupported OS type encountered 192.168.1.17 tsmith FO-DEF1-34.659C None 13

111.

IR FHNT 4— LR

eventtype=cisco-ise-provision-failed | stats count by FailureReason IpAddress UserName MacAddress
OperatingSystem | “format field names>
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AVTSATUR

AL TIAT VAL 22— T RDOZ v 2R — R TSN TWE T, ISE BHEEF I v 2R —RE LT, ar—a
BIOYER FEHER L — P 2 A AL L E T, F vy 2R —RITE, TR TCO2—F LR —F ONRERENET,
BHEIT, REOEX )T RV —IIEHZEL T, o —a BI O —RHERLL TWODHH, -1 UEILL
TWRWDEAETEET,

ISE Compliance Summary by Location for All Users

ISE Compliance Summary by Location for Wireless
Users

112.

o [T RTCOZ—VDulr—a 30 ISE 2777 A4 < — (ISE Compliance Summary by
Location for All users) |: X COA ML —H | Mo —F AR 2—F DO — a  BlOFEM7e 22—
AT IAT GRS IV ET,

o [IEHo—Wonrlr—aliloISEar7TA7 A%< — (ISE Compliance Summary by Location for
Wireless Users) |: X COMMR L —F Orlr—a BIOFEMIs 2 — 20 77407 A FERS RS E T,

TRTOI—F DO —2a BID ISEaA T 54T AH<1)—(ISE Compliance
Summary By Location for All Users)
ZDH v 2R —REZNHDONNFE, TR TCO2—VDOulr—ral B, avr 747 VA =l)— A _RURRFEK

IREH, AT TAT L RAL T TAT 2 AE AR EE 2 — PR RS, TNHOE 2 —IZfT b2 —Y a7
FAMEWRIVRSNLET,

A4 —<a> Bl #E#L 21— (Compliant Users by Location)

ZOITMZZ7 114, TPostureStatus=Compliant | 33 L TN stats count by location Z{# L Crr— a Bl HERL —H
DEIGERLET,

Compliant Users by Location <1m ago

Location#All Lecations
Location#Al...ations#BXE
Location#A.._s#INDFHYD

Location#A.. SJC#SJCM1

Location#Al.. #Wired Lab

X 113.
BERSLTFHNT 4 — LR
eventtype=cisco-ise PostureStatus="Compliant" | £illnull value="No Location" Location | stats count by
Location




tXa17 PUEREERRTS/\9Y— HAK CISCO.

A4 —<a> Bl JEZERHL L —H (Non-Compliant Users by Location)

ZOITMZZ7 112, TPostureStatus=NonCompliant | 3O stats count by location 1 55 X T-FIEE I L > TERS I
TWDISIZ, v —va BN IR —F ORIS LEN T RSN ET,

Non-Compliant Users by Location Q. €. 7.

Location#All Locations

Location#Al._#Wired_Lab

Mo Location

114.
= s
R SLFHN 74—V
eventtype=cisco-ise PostureStatus="NonCompliant" | £illnull value="No Location" Location | stats

count by Location

A4 —3 a2 Bl ARBH—4 (Unknown Users By Location)

ZOEFEHRT —7 v 1L, v —val BRI —Y RATF ¥ AT —HZADE|G LN ERINET,

Unknown Users by Location Q. €. 7.

other (B) Location#All Locations
Location#A.. S5JC#5)C24

Location#A.. SJC#5)CM1
Location#. . #5)C#WNBL

Location#A.. SJC#5)CN1

115.
BB LTINT A=V RITRDEBYTT,
eventtype=cisco-ise PostureStatus="Unknown" | f£illnull value="No Location" Location stats count by

Location
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#£H¥01 —H ) FE 4 (Compliant Users Details)

ZOUFEHEHRT — 7V NZIL, §Efl7ea 7 T4 7 AERICE T RO —F Do T AMERPFRINET
a—HL  ZURRALRD MAC TRLUA NASIP TR A, U RARA U NMI—F L= a7 741,

Compliant Users Details Q. H. ~.
Location User Name Identity Group MAC Address Calling Station ID NAS Port Type Count
Location#All Locations 10ddb1c93c38 Endpoint Identity Groups:RegisteredDevices 10-DD-B1-C9-3C-39 10-DD-B1-C9-3C-39 Ethernet 1
Location#All Locations#BXB anonymous Endpoint Identity Groups:Profiled:Workstation 3C-97-0E-53-C8-2B 3C-97-0E-53-C8-2B Ethernet 2
Location#All Locations#BXB khvo Endpoint identity Groups:Profiled:Workstation 3C-07-54-21-A3-0C 3C-07-54-21-A3-0C Ethernet 1
Location#All Locations#IND#HYD host/pavagupt-WS.cisco.com Endpaint Identity Groups:RegisteredDevices 00-24-D7-53-8B-60 00:24:d7:53:8b:60 Wireless - IEEE 802.11 16
Location#All Locations#IND#HYD vsunkar Endpoint Identity Groups:Profiled:Workstation C8-BC-CB-E7-53-D4 cB:beicBie7:53:d4 Wireless - IEEEB02.11 6
Location#All Locations#SJC#SJCM1 CISCO\\saavula Endpoint Identity Groups:RegisteredDevices 24-77-03-3D-D2-FC 24-77-03-3d-d2-fe Wireless - IEEE 802.11 1

B 116.

IR L FHNT 4— LR

eventtype=cisco-ise PostureStatus="Compliant" | £illnull value="No Location" Location stats count
by Location UserName IdentityGroup EndPointMACAddress Calling Station ID NAS Port Type | “format field names’

JEHEHL 1 —H D E¥EHA (Non-Compliant Users Details)

Non-Compliant Users Details Q. H. 7~
Location User Name Identity Group MAC Address Calling Station ID NAS Port Type Count
Location#All Locations jeppich Endpoint Identity Groups:RegisteredDevices 10-DD-B1-C9-3C-30 10-DD-B1-C9-3C-39 Ethernet 2
Location#All Locations#Wired_Lab iskiber Endpoint Identity Groups:RegisteredDevices 10-DD-B1-C9-3C-39 10-DD-B1-C9-3C-39 Ethernet 1
Location#All Locations#Wired_Lab Jeppich Endpoint Identity Groups:Profiled:Workstation 10-DD-B1-C9-3C-39 10-DD-B1-C9-3C-39 Ethernet 5
Location#All Locations#Wired_Lab relwell Endpoint Identity Groups:Profiled:Workstation 10-DD-B1-C9-3C-39 10-DD-B1-C9-3C-39 Ethernet 1

X 117.

MREESLTHN T 4= VR IR D EBYTT,

eventtype=cisco-ise PostureStatus="NonCompliant" | £illnull value="No Location" Location | stats count by
Location UserName IdentityGroup EndPointMACAddress Calling Station ID NAS Port Type | “format field names>

FHI—HF D EEH (Unknown Users Details)

Unknown Users Details Q. H. 7
Location User Name Identity Group MAC Address Calling Station ID NAS Port Type Count
Location#All Locations 10ddb1c83c39 Any 10-DD-B1-C9-3C-39 10-DD-B1-C9-3C-39 Ethernet 4
Location#All Locations 10ddb1c93¢39 Endpoint ldentity Groups:Profiled 10-DD-B1-C9-3C-39 10-DD-B1-C9-3C-39 Ethernet 1
Location#All Locations 10ddb1c83c39 Endpoint Identity Groups:RegisteredDevices 10-DD-B1-C9-3C-39 10-DD-B1-C9-3C-39 Ethernet 13
Location#All Locations 881fa10d47b2 Any B88-1F-A1-0D-47-B2 88-1f-a1-0d-47-b2 Wireless - [EEE B02.11 2
Location#All Locations 881fa10d47b2 Endpoint Identity Groups:Profiled 88-1F-A1-0D-47-B2 88-1f-a1-0d-47-b2 Wireless - [EEE B02.11 2
Location#All Locations 881fa10d47b2 Endpoint Identity Groups:Profiled:Workstation 88-1F-A1-0D-47-B2 88-1f-a1-0d-47-b2 Wireless - IEEE 802.11 2

B 118.

R LFHNT 4= VR IZIRD LB TT,

eventtype=cisco-ise PostureStatus="Unknown" | fillnull value="No Location" Location | stats count by
Location UserName IdentityGroup EndPointMACAddress Calling Station ID NAS Port Type | “format field names™
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E|EAL—F OO — 3 RO ISEaVTFSA4 72 XY <)—(ISE Compliance
Summary By Location for Wireless Users)

Location#HYD

Location:

= 5 : X
Location#All Locations#ND#HYD =~ from Mov 2, 2013 through Feb ..

B 119.

AT 54T A Y T!)—(Compliance Summary)

Compliance Summary

. Compliant

120.
e . s.
MRFBLTFHN T 4—
eventtype=cisco-ise Location="$location$" PostureStatus="*" NAS Port Type="Wireless - IEEE 802.11" | stats
count by PostureStatus | rename PostureStatus AS "Posture Status"

#EPLL TLVD— (Users in Compliance)

Users in Compliance Q. E. 7.
Location Posture Status Address MAC Address Matched Profile User Name Count
Location#All Locations#IND#HYD Compliant 10.65.172.69 00-24-D7-53-8B-60 Windows7-Workstation host/pavagupt-Ws.cisco.com 16
Location#All Locations#IND#HYD Compliant 10.65.172.69 C8-BC-CB-ET-53-D4 08_X_Lion-Workstation vsunkar 6
121.
2 -,
R ILFHNT 4 — VR

eventtype=cisco-ise Location="$location$" PostureStatus="Compliant" NAS Port Type="Wireless - IEEE 802.11" |
stats count by Location PostureStatus Address EndPointMACAddress EndPointMatchedProfile UserName
| “format field names>

RAF ¥ XA T—42 X ABA (Posture Status Unknown)

ZOTFEHERT — 7V ) ITiE, v —al RO R —W RAF ¥ 27 —ZZAOEE 8. BLOMAC TRL A,
a—H4  BEOT /31 & (EndPointMatchedProfile (Z5:-35<) 72 E D a—H DaL T AMER N T RSN ET,

Posture Status Unknown Q. B. /-
Location Posture Status Address MAC Address. Matched Profile User Name Count
Location#All LocationsHINDHHYD Unknown 106517260 00-24-07-53-88-60 WindowsT-Workstation host/pavagupt-WS cisco.com 2
Location#All Locations#IND#HYD Unknawn 10,65.172,69 £92C-AD on host/shabegum-WS cisco.com 1
Locationsall Locations#IND#HYD Unknown 106617260 38-AA3C00-83F Android-Samsung Galaxy-Phone ckharide a8
Location#All Locations#IND#HYD Unknown 10.65.172,69 C8-BC-CH-E7-53-D4 0S.X_Lion-Workstation vaunkar 1
Location2All Locations#IND#HYD Unknown 106517260 EA-CESFEDBA5C AppleDevice edcesfedbasc i

122.
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RBEILTHNT 4 — /LR

eventtype=cisco-ise Location="$location$" PostureStatus="Unknown" NAS Port Type="Wireless - IEEE 802.11"

stats count by Location PostureStatus Address EndPointMACAddress EndPointMatchedProfile UserName |
“format field names”

Cisco Systems © 2016

69 R—



sl el ]l
X7 FORRERBETSH/N\DIY—HAF Cllsclo

EPS(ZVFRRAUMREE Y —E X)1.2 REST AP

IVRRAMREY—E X (EPS) AP

Cisco Identity Services Engine (ISE) | &, Representational State Transfer (REST) API 38 LN RARA L M —ERD
BE5E# API 21— /L ~DH R — ek L E9, 2150 REST API 24 952 L C, Splunk 72X D —K/3—F ¢ 77
r—3ar L ISE EDORE I ATREIZZRY  ZNHDY —RR—=T 43 ¥ 2V T4 A_XUMIBUSL TRy Y —7 ETISE
=P EINIT NAADBH A EIATSELHIENTEET, ZNODOEAIEDOFNZ, IP 7 RLABNTT A A% [RHEL |
MAC 7 RLABNTT A A& B@BEfRRR 528 T, > EPS #{EDNATRE T, ZORF 2 A M TR ZNUHIZHE &
Y CE T, EPS I3l F ., Splunk (LN EESN B RKEDOE ORI —7 X 20T 4 A_XUMNIESW T —F F=
1T A AT E %2 FEAT T D721 Splunk HELE I L> TSN E T,

AT B AL, ROLEBYTT,

e Web #—EZ® URL i http:/<mnt node>/ise/eps/-*- TJ, mnt /—RIX ISE E=FV> 7 /—RERLET,
e EPSREST APl O FEATIIEREREN LI T, ISE FHE /L T ooy Vi T&EET,

o NR—UwJIEMEREINET, mAIDOIT—IL D%, B a i hitp M5 https [ITEHLSILET,

o  GBREAN=AALIZ Cisco ISE BHLZ—H A2 H—T 2 A A~DT 7R AMHENDLD LR TT,

o FHAEITEYTarZEIT 1 BILETT AN, £ D1 JSessionlD Cookie [ ZPRAFIILET,

EPS REST API | GET =— V&R L £,
LUFI, EPS REST API D@+ L U@ FRiREO 0T,

HEHTTP AV RIZ 9T GET T,
e [MAC 7Rl 25| }7EBE (Quarantine By MAC Address) ]: = FARA 2R MAC 7RL A% [REEEL £9

https: //(MNT_node)/ise/eps/QuarantineByMAC/<mac_address>
where:

(MNT_node) is the IP address or FQDN of the ISE monitoring node

<mac_address> is MAC address of the endpoint

o [IP 7 RFL A5 }EHEfE (Quarantine By IP Address) |: T RARA L b IP 7RV A% [@fEL F9°

https: //(MNT_node)/ise/eps/QuarantineByIP/<ip address>
where:
(MNT_node) is the IP address or FQDN of the ISE monitoring node

<ip address> is ip address of the endpoint

e [MAC 7 FL ABI B AZER (UnQuarantine By MAC Address) |: = RARA 2 hod> MAC 7 RL A% [l Rl £9

https: //(MNT_node)/ise/eps/UnQuarantineByMAC/<mac_address>
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where:
(MNT_node) is the IP address or FQDN of the ISE node

<mac_address> is MAC address of the endpoint

o [IP 7L ABIIEEEAEES: (UnQuarantine By IpAddress) |: T2 RARA b IP 7R A% [REEARERL £

https: //(MNT_node)/ise/eps/UnQuarantineByIP/<ip address>
where:
(MNT_node) is the IP address or FQDN of the ISE node

<ip_address> is ip address of the endpoint

Splunk EPS 7—4-70—D EKIE{E

Splunk V—27 01— 7732 Nl8o T A Ty I A ET 4= VR E SN2 7 4 — VR Efod Web VY — R [# D
SESFRALET I ay BWARRIZIRVET, oD U —r7m— 773 a (285 T, Splunk 1% ISE REST EPS API (&

T EAT LI ® URL V7L T, IP 7T RUVABIDT A ZDBREERS MAC 7 RLRBI DT /3 A 2D R BEREFR7R

LD EPS # & 34T TEET,

Splunk (%, Framed IP_Address, IpAddress, Calling_Station 1D, MACAddress 7 4 —/VR|Z& £ TWHIEVIZ, ISE 2>
5 IP TRV AB LU MAC 7R AD syslog A XU MG LET, ZIWHD T 4—/VRIE ISE v 7 73V HS
WTWET,

72 & 20X, ISE I [AKEh L7=585E (Passed Authentication) ] 772U ® Framed IP_Address 71— /VRZEFLET, 24T
TURRAID IP TRV AR LET, [RAF ¥ (Posture) ] ° [/ 747 h7'reva=27 (Client Provisioning) ] 72&
ftho> ISE 772V Tld, IPAddress 74— /L RIZTZURARA RO IP TRV AN E EALTVVET, Calling_Station ID FB8L Y
MACAddress [ZDOWTHFEEETY, ZHHD 74—V RIZIE, ISE BT AVZHEADSNT, ZURRAL D MAC 7 RLAMH
GENTOET,

Splunk CH—R/ =7 77V r—ab i 425856 EPS V—2r70— T/ a mERK T HIENTEET A,
TURKRAURD IP TRUAZZEEEL TE D, T RHRAL NI ISE TRAEF A THAHLERHVET,

INBDOEFRINIZT—r70a— Trvaid, [1XF Event) ] BLON [77var (Actions) ] Ry 7 X0 A=a—|Z
RKARSH, BET ¢t — L RR syslog A XU MCHFETLIHBICOHLERINET, INHDT 41— /L FIX,
Framed IP_Address, IpAddress, MacAddress, Calling_Station ID T,

ROFITILLISE ATX U TRRREL TV DU R —IEEILL e S, RAF v F =y 7 RIL £9°, Windows
Defender % —E ZARME L TEY, RATF v RY T — Jb— W TE L TUWVET, ISE (3., Splunk (Z syslog X M
E(ELFET, Splunk BFEEH (FA XM 5L, Splunk @D [+ 77 a> (Event Actions) | # 7 %27V w7 L %7,
EPS_Quarantine By IpAddress 33/ RSIE T, Splunk HFHFNIZOV—r70— 7 ria /Uy 7528 T,
ISE ~ ISE EPS REST AP1 U 773N — i, IP 7 RLU AR T S A A RS v E T,

MAC 7R ABNZ T /A 2 R@iffi# %9 5121%, EPS_Unqurantine BY MACAddress 73 [Splunk -/ ~X>~h (Splunk
Event) ] Ry 7 ZAZFK RSN TEY, Splunk BEENZDOU—r7u— T ar kv 7452 T, ISE ~D
ISE EPS REST APL U 773N 7 —&i, MAC 7 RL RN T A R EBEfERRS L E T,

MAC 7 RV ARNZ T A A% [@EBERRERR T DI21E, RO FNEICHEVET,
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AFYF 1 Splunk % ISE 75 syslog AU M2 (5L ET, ZOA U MNIHSWT, [ISE RAF ¥ (ISE Posture) ] 3350
(V4T v reya=7 (Client provisioning) | 77 ZURE NIV ET, Splunk DYV —r 70— 7 /g
~ EPS_Quarantine_By IpAddress 192.168.1.13. EPS_UnQuarantine By MACAddress_00-0C-29-77-
A8-CT I RARAL D IP TR AL MAC 7RV AR LET,

v T/29114 Jul 29 20:18:19 192.168.1.92 Jul 29 20:18:13 isel2psna CISE_Posture_and_Client_Provisioning Audit 0000000054 1 0 2014-07-29 20:18:13.464 -
9:18:13.464 PM 05:00 0000001091 87000 NOTICE Posture: Received a posture report from an endpoint, ConfigVersionId=4, RequestTime=1406683093459, ResponseT
ime=1406683093464, MacAddress=00-0C-29-77-AB-C7, OperatingSyst i 7 Profi ional 64-bit, PostureAgentVersion=Cisco NAC Agent for Wi

ndows 4.9.4.3, AntiSpywarelnstalled=Windows Defender\;6.1.7600.16385\;1.95.191.0\;11/18/2010\;MicrosoftAS, PostureReport=Win7\;Passed\; (Wi
ndows Defender Service:Mandatory:Passed:Passed_Conditions[WinDefender]:Failed_Conditions[]:Skipped_Conditions[]\;Any_AS_Installation_Win:M
andatory:Passed:Passed_Conditions[pc_as_inst_ANY_vendor]:Failed_Conditions[]:Skipped_Conditions[]), PostureStatus=Compliant, PRAEnforcemen
tFlag=false, PRAInterval=0, PRAGraceTime=0, PRAAction=N/A, UserName=Johnny Skiber, SessionId=0A0000010000001F023D7785, UserAgreementStatus
=NotEnabled, SystemName=LAB-PC, SystemDomain=lab4.com, SystemUser=Johnny Skiber, SystemUserDomain=LAB4, IpAddress=192.168.1.13,

Event Actions v

EPS_Quarantine_By_IpAddress_192.168. Value Actions
Uk 192.168.1.92 =
EPS_UnQuarantine_By_MACAddress_00- udp:514 3
0C-29-77-AB-CT CiscoSE Syslog b
Build Event Type bd  Windows Defender\:6.1.7600.16385\,1.95.191.0\,11/18/2010\MicrosoftAS v
Extract Fields
3 v
SRS 192.168.1.13 b
MESSAGE_CLASS v Posture ¥

123.

A5y~ 2 EPS_Quarantine By IPAddress 192.168.1.13 7V —/ 71— 77 a %z /)74 5E ISE 7T v /LD
ATIIRDEINET,

T :REST API 2 32121, YR —h*kt5dD Cisco ISE & Hiin— /L (Helpdesk Admin, Identity Admin,
Monitoring Admin, Network Device Admin, Policy Admin, RBAC Admin, Super Admin, System Admin)
DWFTININEL TR AT DHERDB LB T T,

ATwF 3 FWEESNDHE, EPS REST API 25 dp=2—/ L URL 7% Splunk 7>5 ISE MnT /—R£7/21% ISE £=4Y> 7 J—F
ICIEESNET,

This XML file does not appear to have any style information associated with it. The document tree is shown below.

I <EPS_RESULT>
<timeStamp>2014-07-29T19:01:51.227-05:00</timeStamp>

P IRL
l https://192.168.1.92/ise/eps/QuarantineByIP/192.168.1.13 I

<requestID>1</requestID>
<operationID>5a8d134a-5752-4599-ab03-c3bff86ead 1 1 </operationlD>
<status>Pending</status>
<errorCode>0</errorCode>

- <returnMesg>

Result of call still Pending. : Tue Jul 29 19:01:51 EST 2014

</returnMesg>
<InfoElems/>

</EPS_RESULT>

2797 4 ISE O [#EZRAE (Operations Authentications) | B 2—C, T RRA L IABEESNL CWAZ LA MR L £,
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7> Home Operations| v Policy| ¥  Administration | ¥

I Endpoint Protection Service 4, Troubleshoot

Misconfigured Supplicants Misconfigured Network Devices ' RADIUS Drops ¥
1 0 4

[i] Show Live Sessions {3 Add or Remove Columns + % Refresh

Client Stopped Responding ©
2

Refresh | Every 1 minute ~ ~ ﬂm@

— B S gup:t Ilnem:tv | lEndpoInt ‘ lEndpoint Pmnle‘ I‘PAddrE | l‘velwork Deviue‘ T)ewoevm | Tmmzanm Profiles
2014-07-29 19:07:20724 @ g 00:0C:29:77:A8:C 00:0C:29:77:A8:C7  Windows7-Wor... 192.168.1.13  SW GigabitEthernet1/0/13  DenyAccess
2014-07-29 19:04:47.383 ) a 0 Johnny Skiber  00:0C:29:77:A8:C7  Windows7-Wor... 192.168.1.13

2014-07-29 19:04:47.383 @ a 00:0C:29:77:A8:C 00:0C:29:77:AB:C7  Windows7-Wor... 192.168.1.13 sw GigabitEthernet1/0/13  DenyAccess
2014-07-29 19:02:57.714 @ g Johnny Skiber  00:0C:29:77:A8:C7 192168.1.13  SW GigabitEthernet1/0/13

2014-07-29 19:02:14474 @ g * 00:0C:29:77:A8:C 00:0C:29:77:A8:C7  Windows7-Wor... 192.168.1.13  SW GigabitEthernet1/0/13  DenyAccess
2014-07-29 19:02:09.778 @ a

Idej

[

Wi

124.

ATYF 5 [FHHl (Details) | RZL %IV 7 9 DL TURRAURNERRY Y — )L— W Z—E L, S22 D0

7,

Overview

Event 5400 Authentication failed
Username 00:0C:29:77:AB:C7
Endpoint Id 00:0C:29:7T-AB:C7
Endpoint Profile WindowsT-Workstation

I AuthorizationPolicyMatchedRule Quarantine I
ISEPolicySetName Default
IdentitySelectionMatchedRule Default

X 125.

RT9F 6 MAC 7RV ARNZT A A% [RBERER T 27912, Splunk V—2 71— T /v ay
EPS_Unquarantine BY MacAddress-00-0C-29-77-A8-C7 %27V %&  EPS [REEA#E: REST API

P ISE MnT /—RIZIEEENET,
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This XML file does not appear to have any style information associated with it. The document tree is shown below.

- <EPS_RESULT>

<requestID>2</requestID>

<status>Success</status>
<errorCode>0</errorCode>
— <returnMesg>

</returnMesg>
- <InfoElems>

</InfoElems>
</EPS_RESULT>

<timeStamp>2014-07-29T19:44:55.403-05:00</timeStamp>
https://192.168.1.92/ise/eps/UnQuarantineByMAC/00-0C-29-77-A8-C7

<operationID>epsi--2932229668</operationID>

Request was Successful. : Tue Jul 29 19:44:55 EST 2014

<infoElem>0 : No Session found, but Unquarantine Permitted.</infoElem>

ATwF 7 ISE O [#:/EZR3E (Operations Authentications) | E'=—"C, U RIRNALVMIT )V 77 ARHHZ AR L ET,

B Authentications. " Reports

Misconfigured Supplicants *
1

/0> Home Operations| v Policy| ¥  Administration | v
Iy Endpoint Protection Service ¢, Troubleshoot:
Misconfigured Network Devices © RADIUS Drops #
0 5 2

Client Stopped Responding ¢

[ii] Show Live Sessions 3 Add or Remove Columns » ¢ Refresh

Refresh | Every 1 minute v | Show| Latest

126.

o | e | T :::::g I‘demjlv ‘ Tmimntm ‘ ‘Endpdnt Profile | l‘PAddlea ‘ Tmmm Deui:e‘ l‘m; Port I Profiles ‘ mim
2014-07-20 20:18:16560 @ g 0 Johnny Skiber  00:0C:29:77:A8:C7  Windows7-Wor.. 192.168.1.13

2014-07-29 20:18:15.651 a Johnny Skiber  00:0C:20:77:A8:C7  Windows7-Wor.. 192.1681.13  SW GigabitEthernet1/0/13  Compliance Works
2014-07-29 20:18:15.478 a 00:0C:29:77:A8:C7 sw

2014-07-29 20:17:55.925 ) #ACSACL#-IP-Pos sw

2014-07-29 20:17:55.906 Q Johnny Skiber 00:0C:29:77:A8:C7 Windows7-Wor... 192.168.1.13 SwW GigabitEthernet1/0/13  Posture Work$
2014-07-29 20:17:07.318 ) 00:0C:29:77:A8:C7 sw

Z2Tv7 8 [FEfil (Details) | RZ %27V 74 B T RIRAVIPIKRT 07 7 AN~ LTV —)V (F 74/ T

IRV NT =2 TR REFF AT 0D I —H L2 ET,

Overview

Event
Usemame
Endpoint Id
Endpoint Profile

Authorization Profile

5205 Dynamic Authorization succeeded

00:0C:29:77:A8:C7

Authentication Details

Source Timestamp
Received Timestamp
Policy Server

Event

2014-07-29 20:17:07.317
2014-07-29 20:17:07.318
ise12psna

5205 Dynamic Authorization succeeded

127.
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EPS D—-20— 73 avDYER
WD EPS U—r 71— 77 arii, Splunk TEZRBIOEMS L, [HRNIZ I N—SET,

e Framed IP_Adddress /| EPS [
o Ip 7L 2}l EPS [k

e  MAC 7KL 2RI EPS Pgkf

e  MAC 7 RL B EPS [ fig

o [P 7R A5l EPS [RERfEAEER

Splunk Enterprise TV —2 70— 77 aHERTHI121E, RO FIEEZFATLET,

ATy 1 [FLyY (Knowledge) | > [74—/VF (Fields) | > [V—271—7T 7 a2 (WorkflowActions) | -> [FT .
(New) | ZEeRL £,

Administrator ~

Fields

View, edit, and set permissions on field extractions. Define event workflow actions and field aliases. Rename sourcetypes.

Type Actions
Field aliases Add new
Edit or add ene or more aliases to field names
Calculated fields Add new
Edit or add one or more calculated fields
Field extractions Add new
View and edit alf field extractions. Add new field ions and update p
Field transformations Add new
Edit or add ions for field ions that use a tr
Sourcetype renaming Add new
Rename a source type. Multiple source types can share the same name.
Workflow actions Add new
Edit or add workflow actions

128.

ATFYFT2 ZbDT—r 70— FT VI A~ORERIL [/ 1—/3L (global) | (IZERET DM ENHY, ZNHDT—0 7
m— 77 a0, Splunk @ ISE 7RA Y (A AR—/L L TWHEE) IS E T,
ATV 3 HHOU—r7a— Trvar iR L, [#ER (Permissions) ] #27V> 2L %7,
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Workflow actions

Fields » Workflow actions

App context  Home (launcher) j Owner  Any j

Show only objects created in this app context [ Learn more
Showing 1-11 of 11 items
Name ~ Owner = App + a\mng 3
EPS_QuarantineByMAC admin search Global | Permissions
EPS_Quarantine_By_FramedIPAddress admin search Global | Permissions
EPS_Quarantine_By_|PAddress admin search Global | Permissions
EPS_UnQuarantine_By_MACAddress admin search Global | Permissions
ifx No owner system Global | Permissions

129.

ATYF 4 LIFIZEPS Quarantine By IP 7RLVAU—r7u— 77 arOflzRLET, [TXTOT IV r—ar
(All apps) ] Z3&4RL | [PRA17 (Save) | ZBIRL £,

N —

Permissions

Fields » Workflow actions » EPSQuarantine by IP address » Permissions

Object should appear in

Keep private . This app only (launcher) (=) All apps h

Permissions

Roles

Everyone

admin

can_delete

power
splunk-system-role

user

Cancel

Read Write
o

130.

B INBIEZ o= MR 526N E DT 74V MR E T,

EPS_Quarantine_By_Framed_IP_Address

Framed IP_Address 74 —/LR|Zi%, IRD ISE v¥ 7 72U Splunk (ZL > TRAFESNIZ U RARARD IP TR

VANEEINTWET,

o RIhL /=383 (Passed Authentications)
o REGL7-54T (Failed Attempts)

e RADIUS 74777 47 (RADIUS Accounting)

e RADIUS #Zr (RADIUS Diagnostics)
o  7'u77A7 (Profiler)

FORAANP B RBETHLXL, T/ T 47 I a—W Byl ab WEETALENG LD, F- 1T —H ) ISE IZFEES

N TVDZEITHEREL TLEEN Y,

2]
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ZDOU—rTa— T aryONEITIRO LB T,

Label: EPSQuarantine By FramedIpAddress $Framed IP Address$
where:

Label defines the Workflow name. The $Framed IP_Address$ variable contains the IP address in the
Framed IP Address field

Apply only to the following fields: Framed IP Address
where:

Apply only to the following fields applies the worklow action to only exist when the Framed IP_ Address
field is present

Show Action in Both: Both
where:

Show Action in Both defines where the workflow actions should appear.
Both: appear in both the Event and Action DropDown Menus.
Event: appears only in the Event DropDown menu.
Action: appears only in the Action DropDown menu.

Action Type: link
where:

Action Type either defines a link to the Web resource or search strings

URI: https://192.168.1.92/ise/eps/QuarantineByIP/$Framed IP Address$

where:

URI defines the REST API call, notice the $Framed IP Address$, this will contain the actual IP address
contained in the Framed IP Address field.

Open Link In: New Window

where:
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Open Link In defines if the Workflow action is opened up in the current window or in a new window.

Link Method: Get
where:

Link Method defines either the HTTP Get or HTTP Post method

LRI, EPS_Quarantine By FramedIPAddress D% EH AT —77a— 77 aTT,

] cis
= $Framed_IP_Address$ displays endpoint IP
Fi address
p Label *
I EPS_Quarantine_By_FramedIPAddress_$Framed_IP_Address$ I

Enter the label that appears for this action. Optionally, incorporate a field's value by enclosing

Relevant enly to

ields that must be present in an event for the workflow action to spplicia

menus for those fiekds; atherwise it appears in all field menus.

Will appear in both
the Events and

Action Dropdowns

Apply only to the following event types

Specify a comma-separated list of event types that an event must be associated with for the

Show action in

I Both _vl
Action type *

I link g
Link configuration

URI*

hitps://152.168.1.92/ise/eps/QuarantineByIP/SFramed_IP_Address$

Specify URI link to
MnT node

Open link in
I New window d
Link method

E 5 |

Framed_|P_Address

glds are specified, the workflow action only 8|

Enter the location to link to. Optionally, specify fields by enclosing the field name in dollar signs, e.g. http://www.google.com/search?g=ShostS.

irch for ticket number : Sticketm

B 131.

EPS_QuarantineBylPAddress

[IP 7R A (IP Address) ] 7 4—/VRIZIE, RO ISE uX 7 7 TUME Splunk (28> TRIFSNIZT U RARA D 1P

TRUARGEFNTNET .

o RAFXYBIOITAT I rEva=7 (Posture and Client Provisioning)
o AKIIL7=FR5E (Passed Authentications)

o RIL7-34T (Failed Attempts)

e A (Guest)

U—r7a— 7 ar OVERE:

Label: EPSQuarantine By IpAddress_ $IpAddresss$

where:
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Label defines the Workflow name, $IpAddress$ contains the IP address in the Framed IP Address field

Apply only to the following fields: IpAddress
where:

Apply only to the following fields applies the worklow action to only exist only when the IpAddress field
is present

Show Action in Both: Both
where:

Show Action in Both defines where the workflow actions should appear.
Both: appear in both the Event and Action DropDown Menus.
Event: appears only in the Event DropDown menu.
Action: appears only in the Action DropDown menu.

Action Type: link
where:

Action Type either defines a link to the Web resource or search strings

URI: https://192.168.1.92/ise/eps/QuarantineByIP/$IpAddresss$

where:

URI defines the REST API call, notice the $Framed IP Address$, this will contain the actual IP address
contained in the Framed IP_ Address field.

Open Link In: New Window
where:

Open Link In defines if the Workflow action is opened up in the current window or in a new window.

Link Method: Get
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where:

Link Method defines either the HTTP Get or HTTP Post method

LU R, EPS_Quarantine By IPAddress @

$lpAddresss$ displ

N —

BEERT—TTa— T2 TF,

lays IpAddress

Label *
EPS_Quarantine_By_lpAddress_$IpAddress$

Relevant only to
IpAddress

Enter the label that appears for this action. Optionally, incorporate a field's vaiue by enclosing thg for ticket number : 81
Apply only to the following fields
IpAddress

Specify a comme-separated list of fieldls that must be present in an event for the workfiow action to apply [
menus for those fields; otherwise it appears in all field menus.

sapecified the workfiow actiod

Apply only to the following event types Will appear in both the
Events and Actions

Dropdowns

Specify a comma-separated list of event types that an event must be associated with for the

Show action in
Both =
Action type *
link. =l Specify URI link to

Mnt Node

Link configuration
URI*

hitps://192.168.1 ineByIP/Sip,
Enter the location to link to. Optionally, specify fields by enclosing the field name in dollar signs, e.g. hitp/www.google.com/search7q=Shosts.

QOpen link in

New window |
Link method

st El

EPS_QuarantineByMAC

132

Calling_Station_ID 7 —/VRIZiX, kD ISE =¥ 7" 17375 Splunk IZE > TEZAZENIZ= U RARA D MAC 7

RUANE FILTWET,

e RADIUS 7 #7717 (RADIUS Accounting)
o RINL7=F%GE (Passed Authentications)

o KL 7=51T (Failed Attempts

)

e RADIUS ##r (RADIUS Diagnostics)

o 7177 A7 (Profiler)

U—rou— 77 al OVERRE:

Label: EPSQuarantine By MACAddre

ss_$Calling Station ID$
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where:

Label defines the Workflow name, $IpAddress$ contains the IP address in the Framed IP Address field

Apply only to the following fields: Calling Station ID
where:

Apply only to the following fields applies the worklow action to only exist only when the IpAddress field
is present

Show Action in Both: Both
where:

Show Action in Both defines where the workflow actions should appear.
Both: appear in both the Event and Action DropDown Menus.
Event: appears only in the Event DropDown menu.
Action: appears only in the Action DropDown menu.

Action Type: link
where:

Action type either defines a link to the Web resource or search strings

URI: https://192.168.1.92/ise/eps/QuarantineByMAC/$Calling Station ID$

where:

URI defines the REST API call, notice the $Calling Station ID$, this will contain the actual MAC address
contained in the Calling Station ID field.

Open Link In: New Window
where:

Open Link In defines if the Workflow action is opened up in the current window or in a new window.
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Link Method: Get

where:

Link method defines either the HTTP Get or HTTP Post method

LLUFIX, EPS_Quarantine By Calling_Station ID DX EF AV —r/ 70— 77 aTH,

|] Cisco Internal =~

@;_Swuon_\% displays Ca\lmg_Sta@

yabel x

Relevant only to

EPS_Quarantine_By_MACAddress_$Calling_Station_ID$ Calling_Station_ID

Enter the label that appears for this action. Optionally, incorporate a field's value by enclosigg Bearch for ticket n|
Apply only to the following fields
Calling_Station_ID

Specily @ comma-separated iist of fields that must be present in an event for the workflow action to apgliiad=lidicg
menus for those fields; otherwise it appears in all field menus.

elds are specified, the work

Apply only to the following event types Will appear in both

the Events and

Actions DropDowns
‘Specify a comma-separated list of event types that an event must be associated with for the,

Show action in

Both |
Action type *

bk 5 Specify URI fink to
Mnt Node
Link configuration
URI*

hitps://192.168.1.92/iseleps/QuarantineByMAC/SCalling_Station_ID$
Enter the location to link to. Optionally, specify fields by enclosing the field name in dollar signs, e.g. hitp://vwww.google.com/search?q=ShostS.
Open link in

New window |

Link method

oo H

EPS_UnquarantineByMAC

133.

MacAddress 7 —/VRIZIE, IROBF 2 7 TV36 Splunk (IZE > TRAZESN/ZT U RARAL RO MAC 7 RL A E

FNTVET,

o RAF¥YEBIOIIAT N/ rEYa="7 (Posture and Client Provisioning)
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BB X OHEAED A (Administrative and Operational Audit)
o KIZHL7=585E (Passed Authentications)

o KL 7z51T (Failed Attempts)

o 7 AN Guest)

o  7'u77A7 (Profiler)

T—r7a— T rvar OVERRE:

Label: EPS UnQuarantine By MACAddress_ $MACAddress$
where:

Label defines the Workflow name, $IpAddress$ contains the IP address in the Framed IP Address field

Apply only to the following fields: MACAddress
where:

Apply only to the following fields applies the worklow action to only exist only when the IpAddress field
is present

Show Action in Both: Both
where:

Show Action in Both defines where the workflow actions should appear.
Both: appear in both the Event and Action DropDown Menus.
Event: appears only in the Event DropDown menu.
Action: appears only in the Action DropDown menu.

Action Type: link
where:

Action type either defines a link to the Web resource or search strings

https://192.168.1.92/ise/eps/UnQuarantineByMAC/$MACAddress$

where:
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URI defines the REST API call, notice the S$MACAddress$, this will contain the actual MAC address contained
in the Calling Station ID field.

Open Link In: New Window
where:

Open Link In defines if the Workflow action is opened up in the current window or in a new window.

Link Method: Get

where:

Link method defines either the HTTP Get or HTTP Post method

LUFI&. EPS_Quarantine_By MACAddress DR EFHT—Y 70— 7930 TH,
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Relevant only to

EPS_UnQuarantine_By_MACAddress_§MacAddressS MacAddress

Enter the label that appears for this action. Optionally, incorporate a field's value by enclosing Brch for ticket number - Stick

Apply only to the following fields
MacAddress

Specify a comma-separated list of fields that must be present in an event for the workflow action g,
menus for those fields; otherwise it appears in ail field menus.

ds are specified, the workflow action o

Will appear in both
the Event and
Actions Dropdown

Apply only to the following event types

Specify a comma-separated list of event types that an event must be associated with for,

Show action in

Both :J
Action type *
lnk 5 Specify URI link to

MnT Node
Link configuration

URI*

hitps:/(192.168.1 InQ i 1S o

Enter the location to link to. Optionally, specify fields by enclosing the field name in dollar signs, e.g. http://www.google.com/search?q=Shost$.

Open link in

New window -
Link method

get B2

134.

ISE EPS 5% 5E

ZO®r ar Tl LA ISE TRETALENHYET,

REST API DA%t

T RRA L MEET —EZADF ML
REEAER T 17 7 A L OVERY:

R e P A ERARY S — DAERR

REST APl DAL

REST API ZH 29121, IROFNEEFEITLET,

ATYF 1 ISEVM a2~ K T4 b, IROa~<REEfTLET,

SITIr
CISCO.

application configure ise

ATYF 2 DUFRERSNET,

[1]Reset Active Directory settings to defaults

[2]Display Active Directory settings

[3]Configure Active Directory settings

[4]Restart/Apply Active Directory settings

[5]Clear Active Directory Trusts Cache and restart/apply Active Directory settings
[6] Enable/Disable External RESTful Services API

[7]Reset M&T Session Database

[8]Rebuild M&T Unusable Indexes

[9] Purge M&T Operational Data

[10]Reset M&T Database
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[11]Refresh M&T Database Statistics
[12]Display Profiler Statistics
[13]Exit

ATvF3 6] AL T ENTER #4fL £,
PUFDBFRRINET,

Current External RESTful Services State: disabled

By proceeding, External RESTful Services port 9060 will be opened and External RESTful Services
API will be enabled

Are you sure you want to proceed? y/n [n]:

Enter “y” and press Enter

ATYT 4 LLFRERSNET,

Enabling External RESTful Services port 9060...
External RESTful Services API enabled

ATwF 5 [4MEB RESTful %—bE % SDK (External RESTful Services SDK) | X—IZT V¥ A TELZEEMERL, IRD LD
(CASLET,

https://<ipaddress>:9060/ers/sdk

Y :SDK IZT7 782 T 5HI121%. FIZR—FE 5% 9600 E L CGBEIMLET,
IVRRAVMREY—EXDEDE
ISE DY RiRA L ME#ET —E AEGNTTHITIE, RO FIREFZITLET,

ATv7 1 [EH (Administration) ] -> [ A7 A (System) ] -> [#% & (Settings) ] -> [T RARA L ME#ES —E 20 G50k
(Enable Endpoint Protection Service) | Zi&R L £7,

fmet & TO771ILDERR
WA T ANEVER T HIZIE, RO FIEEETLUET,
F9° AR T T 7 AT, AKGRRY L — Tl S AMREEH I ER S E T,

ATy F 1 RV — (Policy) ] -> [/RV 2 —2F (Policy Elements) ] -> [ 5 (Results) ] -> [7&# (Authorization) | -> [#&F8~"
277 A\ (Authorization Profiles) | -> [FE/I (Add) ] Zi®IRL F9°,
2ATvF 2 7177 A2 Quarantine S4 HiiEOIF £,




sl el ]l
X7 FORRERBETSH/N\DIY—HAF CIISCIO..

/0> Home Operations| v Policy| ¥  Administration | v -

|4, Authentication  |e, Authorization |4 Profiing |7 Posture |5 Client Provisioning | Security Group Access ¢t Policy Elements
Dictionaries  Conditions ~ Results

o Profil i
ults wthorization Profiles > Quarantine

[ 5 ‘ Authorization Profile
* Na -
P . me [ Quarantine h
£ Authenti Description [
T [ juenatatin * Access Type

¥ [ Authorization Profiles
AD_ Only
Blackhole_Wireless_Access
Cisco_IP_Phones

Service Template

135.

ATYF3 FIFNAIDOFEEICLET,
277 4 [1%(Z (Submit) ] Z R L £,

ARRY—ZAER T DI21E, ROFIREZFETLET,

ATvF 1 RV — (Policy) ] -> [7K#87R VL — (Authorization Policy) ] Zi&#RL £,
ATvF 2 [fWEE (Edit) ] & [_LICH BV — L %46 A (Insert New Rule Above) | 227U~ 7LE7,

PR s
I Default {0 maiches then PermitAccess I

ﬂ Insert New Rule Above

X 136.

ATYF 3 HEHEL—)L 2 DA A Quarantine [ F L £ T,

RTvF 4 [JRIEDZEIR (Select Attribute) ] DR{IZHD + 27V LET,

ATYF 5 [HSEOER (Create New Condition) ] 227Uy 7 L%,

AT97 6 [JEM (Attribute) ] -> [£v a2 :EPSTATUS [ZF@EEfEIZZE L\ (Session:EPSTATUS Equals Quarantine) ] Z3%&#R
LET,

RATYF T KGR 27 74/L (Authz Profile) | DAEIZHD + 27U v 7 LE T,

ATYF 8 Kay 7 Zor i, [FEHE (Standard) ] -> [[RAF ¥ 7 27 7 AL (Posture profile) ] Zi&IRL F7,

RDINTFTRSNET

ATYT 9 [fR1F (Save) | &2V 7 LET,

ISE AT DEHIE
ZZTIXVISE X A EERLET,

ATy F 1 [EH (Administration) ] -> [ A7 A (System) | -> [2F 7 (Logging) | -> [VE—haX 7 % —/4 vk (Remote
Logging Targets) | -> [1B/)1 (Add) | Z3#IRL £,
ATyF2 VE—huas A #—4vheLT Splunk ZiEMLET,
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7 Home Operations| ¥ Policy| *  Administration | ¥

%o System &l Identity Management [ Metwork Resources |24 Web Portal Management  |o, Feed Service
Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Remote Logging Targets List > Splunk

Logging :
" Logging Target
g s Lo * Name Splunk Target Type UDP SysLog
Remote Tal ot
Logging Targets Dascnptlon| Status Erilbled »

[ii] Logging Categories

|
[] Message Catalog * IP Address| 192.168.1.11 ]h
|

[3] Debug Log Confguration * Port| 514 (Valid Range 1 to 65535)
] col e Facility Code|LoCALG 3
* Maximum Length | 8192 | (valid Range 200 to 8192)
Include Alarms For this Target[+/]
X 137.

HE BREF AT, 1024 ~ 8192 (3B TXE4,
2TvF 3 HEYDISE uXo 7 h7aVaEiRLEd,

e o E—

ofs System | ZL Identity Management [ Metwork Resources  |:L Web Portal Management [, Feed Service

Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Logging Logging Categories

[ai] Local Log Settings

[ Remote Logging Targets / Edt _ _ Show | Al

|:’j| Logging Categories Parent Category Category Targets Severity Local Log Level

m Message Catalog O AAA Audit AAA Audit LogCollector, ProfilerRadiusProbe,Splu...  INFO enable

[] Debug Log Configuration O Failed Attempts LogCallector,ProfilerRadiusProbe,Splu...  INFO enable

] Collecton Filters & Passed Authentications LogCollector, ProfilerRadiusProbe,Splu...  INFO enable
O AAA Diagnostics ARA Diagnostics LogCollector,Splunk WARN enable
O Administrator Authentication and Authorization  Splunk WARN enable
O Authentication Flow Diagnostics Splunk WARN enable
[@] Identity Stores Diagnostics Splunk WARN enable
Q Policy Diagnostics Splunk WARN enable
o] RADIUS Diagnostics Splunk WARN enable
O Guest LogCollector,ProfilerRadiusProbe,Splu...  WARN enable
O ARP Splunk WARN enable
O Accounting Accounting LogCollector,Splunk INFO enable
[@] RADIUS Accounting LogCollector, ProfilerRadiusProbe,Splu...  INFO enable
O Administrative and Operational Audit Administrative and Operational Audit LogCollector,Splunk INFO enable
O Posture and Client Provisioning Audit Posture and Client Provisioning Audit LogCollector,Splunk INFO enable
O Posture and Client Provisioning Diagnostics Posture and Client Provisioning Diagnostics LogCollector,Splunk WARN enable
O MDM LogCollector INFO enable
QO  Profiler Profiler LogCollector INFO enable
[@] System Diagnostics System Diagnostics LogCollector WARN enable
a e e e [ e P Lot e wran iy

X 138.

B T VBRI EEEND syslog DEL Splunk D/~N—FK RTAT O R MBS L2 LICHER

LTIZEY,

AAA BT TVERINL, BRIO A7 IVZGC TEIITEET,
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EPS RRF v D & A1

ZD EPS IRAF X[ ZIRDE 2R E£7,

=— Johnny Skiber |ZFEH#EHL T, Antispyware Windows Defender —E AN EI TSI TV FEH A,

EPS Quarantine By IP V—77n— 77 a AL T, T A ANGEBESIVET, =— R —e2&2H/ 2L,
EPS Unquarantine By MAC V—271— 773 al INFERNHESIVET, ISENAC =— Y =V MRARAT ¥ &2 F =
L., 2—¥RHEHL TODHERRL, XY RT—7~DT )L TR ZR G 25N E T,

ATFvT1 NAC =— = MIa—RFEREILL B2 £9,

o NAC Agent

| €9 Temporary Network Access

Scan Result  Requirement Name
@ Mandatory  Windows Defender Senice

| Hide Details

& @

139.

2797 2 ISE O [#/EZRAE (Operations Authentications) | B =— T, —¥ 0N FEUERLIZ A2 > TUVET,

B Authentications Reports i Endpoint Protection Service 4, Troubleshoot
Misconfigured Supplicants ¢ Misconfigured Network Devices * RADIUS Drops # Client Stopped Responding © Repeat Counter ¥
1 0 3 0 0 -1
[ Show Live Sessions 435 Add or Remove Columns ¥ | 4% Refresh Refresh| Every 1 minute  ~| Show | Latest 20 records  ~| within | Last 24 hours
Time + statusliDetais Repeat  Identity Endpoint ID Endpoint Profie | IP Address Network Device Device Port Authorization Profiles ! Identity Group Posture Status
comtll \ \ J \ L I |l i

2014-07-30 19:07:04.255 @) a 0 Johnny Skiber 00:0C:29:77:A8:C7  Windows7-Wo... 192.168.1.13 NonCompliant
2014-07-30 19:07:03.593 a a Johnny Skiber Windows7-Wo... 192.168.1.13 sw GigabitEthemnet1/0/13 NonComplance ‘Workstation NonCompliant
2014-07-30 19:07:03.390 a Sw NonCompliant
2014-07-30 19:02:27.829 a #ACSACL#-TP-Po sw

2014-07-30 19:02:27.444 a 00:00:29:77:A8:C7 Sw

2014-07-30 19:02:22.510 @ a 00:0C:29:77:A8:C7 SW

2014-07-30 19:02:17.892 ﬁ Qa #ACSACL#-1P-Po. Sw

2014-07-30 19:02:17.875 [@ a Johnny Skber  00:0C:29:77:A8:C7  Windows7-Wo... 192.168.1.13  SW GigabitEthernet1/0/13 Posture Workstation Pending
2014-07-30 19:02:17.508 [ o i e 1
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X7 FORRERBETSH/N\DIY—HAF CIISCIO..

ATYF 3 ISERAF ¥ AA T 2T % (TR TO2—H[ES) X vy 2R —RD7 7V r—arTISE 7RA D
Splunk ZHERE8L £,

Compliance/Non-Compliance
NonCompliant
Compliant

Posture User 1P MAC
Status Name © | Address Adderess © | Posture Report
Compliant ~ Johany 192168113 00-0C Win7\Passed\;(Windows Defender

Skiber 2977-ABCT  Service:Mandatory:Passed:Passed_Ct ailed_C : | Conditions[\;Any_AS Installation_Win:Mandatory:Passed:Passed_Canditions(pc_as_inst ANY_vendo
NonCompliant Johany  192.168.1.13  00-0C- Win7\Failed\(Windows Defender

Skiber 2977-ABCT ailed:Passed_C ailed. _AS._Installation. assed:Passed_Conditions[pc._as_inst_ANY_vend

141.

TURa—YNIEHERL T, AS Windows Defender DLIEF = 7KL TWAZLIZE R L TIEE Y,

ATv7 4 [NonCompliant] /X h 27Uy 7L ET, ZIUZLD, syslog A< MIBEILET,
AT7v7 5 EPS Quarantine By IpAddress 192.168.1.13 Z3&RL £,

192.168.1.13 IpAddress 23T RARALRD IP TRV A THHZLITHERE L TTEENY,

Events (21) Statistics \v.mﬁzmm \

Format Timeline v —ZoomOut  +Zoomto Selection  x Deselect

Ustv  Formatv  20PerPagev

) B
< Hide Fields = Algegs | h"’" EPS_Quarantine_By_IpAddress_192.168
148113 92 Jul 30 19:07:01 isei2psna CISE_Posture_and_Client_Provisioning_Audit 0000000
80701 7000 NOTICE Posture: Received a posture report from an endpoint, ConfigVersionI
Selected Fields EPS_UnQuarantine By MACAddress 00- 85331376, MacAddress-00-0C-29-77-A8-C7, OperatingSystem-Windows 7 Professional 6
a host 2 DEAF (LT ows 4.9.4.3, AntiSpywarelnstalled=Windows Defender\;6.1.7600.16385\;1.95.191.0\
source 2 Build Event Type led\; (Windows Defender Service:Mandatory:Failed:Passed_Conditions[]:Failed_Cond.
e 1 stallation_Win:Mandatory:Passed:Passed_Conditions[pc_as_insT_ANY_vendor]:Failed
Extract Fields NonCompliant, PRAEnforcementFlag-false, PRAInterval=0, PRAGraceTime=0, PRAACTIiol
¥ 00003103AAB630, UserAgreementStatus=NotEnabled, SystemName=LAB-PC, SystemDomain:
Interesting Fields Show Source 1n=LAB4, IpAddress=192_168.1.13,
a AntiSpywarelnstalled 2
aapp 1 Event Actions v
# ConfigVersionid 5
# date_hour 9 Type ~  Field Value
# date_maay 6 Selected [v| hostv 192168192
# date_minute 16 | source v udp:514
a date_month 3 | sourcetype v CiscoiISE:Sysiog
# date_second 15 Event AntiSpywareinstalled ‘Windows Defender\;6.1.7600.16385\;1.95.191.0\;11/18/2010\;MicrosoftAS
a date_wday 5 »

142,
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ATYF 6 ZHITEV URIREST EPS Vo 73 EEIL, ISE BHA VLT v /LD AR ROHNET,

(i )(5])(=)@

O Waiting for 192168192 x

@] There is a problem with this website’s security certificate

The security certificate presented by this website was issued for a different website's address

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the

server

We recommend that you close this webpage and do nalf pei s

@ Ciick here to close this webpage. The server 192.168.1.92 is asking for your user name and password. The
serverreports that ¢ 1 from Authentication required
@ Continue to this website (not recommended

® More information
0 [otmin

Remember my credentials

143.

REST APl ~DU 7 NFRENET,

SITIr
CISCO.

<?xml version="1.0" encoding="UTF-8" standalone="true"?>
- <EPS_RESULT>

<callURLz https:

<operationID>64a8008f-4e9f-4544-9cle-56d5646990ba</operationID>
<status>Pending </status>
<errorCode>0</errorCode>
<returnMesg>Result of call still Pending. : Wed Jul 30 19:12:07 EST 2014 </returnMesg>
<InfoElems/>

</EPS_RESULT>

144.

[#/EFR5E (Operations Authentications) | = —C—¥ M@HES IV ET,

B Authentications " Reports bﬁ Endpoint Protection Service "4 Troubleshoot
Misconfigured Supplicants # Misconfigured Network Devices * RADIUS Drops ! Client Stopped Responding * Repeat Counte
1 0 3 0 0
@ Show Live Sessions \yj Add or Remove Columns ¥ @ Refresh Reﬁ'eshl Every 1 minute 'J Snow[ Latest 20 records 'J within | Last
) Repeat  Identity Endpoint ID Endpoint Profie  IP Address Network Device Device Port Authorization Profies Identity Group Pos|
Time v Status  Details Count
i ] ||l J ) || I J I | O
2014-07-30 1%:12:09.003 @ a _Jofinny Skibet  00:0C:29:77:A8:C7 _ Windows7-Wo... 192.168.1.13 Hof
2014-07-30 19:12:08.193 a Johnny Skiber  00:0 AS:C7  Windows7-Wo... 192.168.1.13  SW GigabitEthemnet1/0/13 Q i Workstation I Ho
2014-07-30 19:12:07.779 a T
145.
Cisco Systems © 2016 91 R—

oS

v



sl el ]l
X7 PORRERRTSH/N\IY— HAF CIISCIO_

2 —H % Windows Defender V-—Y 2% BHIEL £9-,

g = = 73
Restanteny | Descrotior me - Manual
Manual
st Path to executable:
e —— rewe
e Manual
sotwtpe:  [mgomabe -] Hlenies
"E Automaty
e Manual
Service status:  Started -
Manual
Youcan when e
o Automati
Manual
Statpasmeters: [ | Manual
Automati
Manual
Cqgx ] [ comnl ]
= J=

146.

ATFYFT T HEIFAXUMIEY, EPS_Unquarantine By MACAddress_00-0C-29-77-A8-C7 V—2/ 70— 7/ al %
EEILET,

ZHUZTZURBRAL RO MAC TRV A THAZLITEE L TLIEEN,

EPS_Quarantine_By_IpAddress_192.168.
113 92 Jul 30 19:07:01 ise12psna CISE_Posture_and_Client_Provisioning_Audit 00
7000 NOTICE Posture: Received a posture report from an endpoint, ConfigVer:
5221376, MacAddress=00-0C-29-77-A8-C7, OperatingSystem=Windows 7 Professioi
ows 4.9.4.3, AntiSpywarelnstalled=Windows Defender\;6.1.7600.163854;1.95.1
led\; (Windows Defender Service:Mandatory:Failed:Passed_Conditions[]:Failed]
stallation_lin:Mandatory:Passed:Passed_Conditions[pc_as_inst_ANY_vendor]:F
onCompliant, PRAEnfTorcementFlag=false, PRAInterval=0, PRAGraceTime=0, PRA{
00003103AAB630, UserAgreementStatus=NotEnabled, SystemName=LAB-PC, SystemD{
in=LAB4, IpAddress=192.168.1.13,

EPS_UnQ ine_By_MAC, _00-
0C-29-77-A8-C7

Build Event Type
Extract Fields

Show Source

Type ~  Field Value
Selected [v] hostv 192.168.1.92
[v] source v " udp514
sourcetype v CiscoISE Syslog
Event [ | AntSpywarelnstalled  Windows Defender\ 6 1 7600.16385\1 95 191 0\.11/18/201 0\ MicrosofiAS
147.
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RATYF 8 ISE =XV 7 ) —R%&%5L L7 REST API U 78R REN £ 1,

<?xml version="1.0" encoding="UTF-8" standalone="true"?>
- <EPS_ RESULT>

<operatlonID>7b25bsfa 1694-4379-963c-5d590cafaf89 </operationID >
<status>Pending </status>
<errorCode>0</errorCode>
<returnMesg>Result of call still Pending. : Wed Jul 30 19:15:44 EST 2014 </returnMesg >
<InfoElems/>

</EPS_RESULT>

148.
[ISE #:{EZ85IE (ISE Operations Authentications) | E'=—"C, KHNLT A ANRREEER RSN -2 L2 R L ET,

NAC =—2 2 "R U RINA VIR ERLL TWAE R L TWAZLIZHEE L TIEENY,

Misconfigured Supplicants ¥ Misconfigured Network Devices © RADIUS Drops * Client Stopped Responding Repeat Counter ¥
1 0 3 o 0
[ai] show Live Sessions {3 Add or Remove Columns ¥ b Refresh Refresh| Every 1 minute  ~| Show| Latest 20 records  +| within [ Last 24 hours
hime | Status | Detaks Iézveat Identity Endpoint ID Endpoint Profie | IP Address Network Device  Device Port Authorzation Profiles | Identity Group Posture Status
LiE ] | il il ] il 1 1 1l
2014-07-30 19:16:29.427 @ | ¢ 0 Johnny Skiber  00:0C:20:77:A8:C7  Windows7-Wo... 192.168.1.13 Complant
[2014-07-30 19: r Johnny Skiber  00:0C:20:77:AB:C7  Windows7-Wo... 192.168.1.13  SW GigabitEthemet1/0/13 Complance Workstation Complant
2014-07-30 19: 8 00:0C:20:77:A8:C7 sw Complant
[2014-07-30 19: o #ACSACL#-IP-Po sw
2014-07-30 19: o Johnny Skiber ~ 00:0C:29:77:AB:C7  Windows7-Wo... 192.168.1.13  SW GigabitEthernet1/0/13 Posture Workstation Pending
[2014-07-30 19: a 00:0C:29:77:A8:C7 sw
[2014-07-20 19:12:08.193 Q 20C:20: 7 7:R8

149.

AS RAF ¥ H v 2l — N2 — PR RRINDZLITERE L TTEEN,

Compliance/Non-Compliance

NonCompliant

Compliant
Posture User P MAC
Status Name Address Adderess Posture Report
Compliant Johnny  192.168.1.13  00-0C- Win7\;Passed\:(Windows Defender
Skiber 29-77-ABCT  Ser y:Passed:Passed_C | Failed_C .C ny_AS_| Wi y:Passed:Passed_Conditionslpc_as_inst_ ANY_vend

150.

F7-. AntiSpyware Windows Defender 731> Ah—/L &I TWNADZEIZHIERE L TLTEEW,
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afran],
CISCO.

AntiSpyware Installed 1mage
Windows Defender| 6.1.7600.1638511.95.191 0,.11/18/2010;MicrosoftAS
1m ago
System User Operating System AntiSpyware Installed IP Address MAC Adderess. User Name System Name Count
Johnny Skiber  Windows 7 Professional 64-bit Windows Defender\6.1.7600.163851.95.191.0011/18/2010\ MicrosoftAS 192168113 000C29-77-A8C7  NULL LAB-PC 3

151.
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EPS(ZVFRRAUMREE Y —E X)1.3 REST AP

IRRAMMREHY—E X (EPS)1.3 REST API

Cisco Identity Services Engine (ISE) I&, Representational State Transfer (REST) API 353X IV RARA U MY —E AD
BE# APT 2— /L ~DY R — a4t L9, 25D REST API 2 9524 T, Splunk 728 DY —R/X—F ¢ 7Y
r—av & ISE EOFMENFIHEIZ/RD , 2D —R/X—T 43 X2 U7 4 A_XUMISUGL TRy Y —2 ECISE
IZa— W ENIT NAADBEZ FATIEDLZENTEET, TRODOBIEDOHIX, IP 7 RURBNTT S AZERHEL |
MAC 7 RLZABNC T S A A& BREERRR 528 T, > EPS #{ENATRE T, ZORF 2 A M Tl ZNBIZHE A
&Y CET, EPS (3l . Splunk [V EEINT-EBEREOEH WA YNNI —7 £X 20T 4 ARXUMIFESNCa—HF
T3 T A AT B &2 AT 9572012 Splunk EHLE IZ K> TS E T,

E:ISE 1.3 73 F 6 1Z[AILT EPS 1.2 Rest API 4 A4 3 2 M B3 HVE T, ISE 1.3 D LDEE|ZL>T,ISE 1.2
Rest API 2— /UK FF LT T 7V —2a TUOK OO RENET TOET, 2T 6 I WESTUZRVET,

FREET ORI, ROEBV T,
e  Web #—EA® URL i http://<mnt node>/admin/API/eps/--+ TJ, mnt /—RIX ISE E=FV> 2 /—R
ERLET,
e EPSREST APl O FEATICIEREREN LI TY, ISE HFHE /L T ooy VA T&EET,
o N—lyJEEEMERESNET, BAIDOT— D%, By aid hitp 235 https [ZEHSET,
o GREEAI=A LT Cisco ISE EHLL—H AL X —T 2 A A~DT 7 RBAERINDL DO LR TT,
o BRI EyIar Tz 1 BSLETT N, £D% JSessionID Cookie (ZIRIFSILET,

EPS REST API /% GET =— L &FIHL £,
LUFi, EPS REST API O+ L U@ FRIREO T,

£ :HTTP A/ v RiL 4T GET T,
e [MAC 7 RL ABI[@Ef (Quarantine By MAC Address) ]: T2 RARAL D MAC 7 RL A& @Bl £9,

https: //(MNT_node)/admin/API/eps/QuarantineByMAC/<mac_address>
where:
(MNT node) is the IP address or FQDN of the ISE monitoring node

<mac_address> is MAC address of the endpoint

e [IP 7L A5 }EEfE (Quarantine By IP Address) |: T RAA 2 b IP 7R A% gL F9°

https: //(MNT_node)/admin/API/eps/QuarantineByIP/<ip address>
where:
(MNT_node) is the IP address or FQDN of the ISE monitoring node

<ip address> is ip address of the endpoint

e [MAC 7 RL 2Bl [ BfAZER (UnQuarantine By MAC Address) |: =2 RRA b MAC 7 RL A% [l £9°
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https: //(MNT_node)/admin/API/eps/UnQuarantineByMAC/<mac_address>
where:

(MNT_node) is the IP address or FQDN of the ISE node

<mac_address> is MAC address of the endpoint

o [IP 7L ABIIEEEAEES: (UnQuarantine By IpAddress) |: T2 RARA b IP 7R A% [REEARERL £

https: //(MNT_node)/admin/API/eps/UnQuarantineByIP/<ip_ address>
where:
(MNT_node) is the IP address or FQDN of the ISE node

<ip_address> is ip address of the endpoint

Splunk EPS 7—-70—DEKIEE

Splunk V—277 01— 773 a N8 T A Ty I A ET 4 — VR E SN2 7 4 — VR Efod Web VY — R [# D
SESF AL BT ary B[RRIV ET, ZhbDU —r7a— 773328, Splunk |% ISE REST EPS API (2

T EAT LI ® URL V7% HL T, IP T RVABID T SA ZDRREERS MAC 7 RLRBI DT 73 A 2D [FEBERE R

E O EPS BfF&2 AT TEET,

Splunk /&, Framed IP_Address, IpAddress, Calling_Station ID, MACAddress 7 ¢—/LR|Z& FALTCUVDHEDIZ, ISE 7>
5 IP 7RLABINMAC 7RV AD syslog A XU MG LET, ZNHD 74—/ /LRIZ| ISE v 7 7 VIZHSD
WTWET,

7c&Z A%, ISE 1T [P L7=7851E (Passed Authentication) ] 77 =V Framed IP_Address 74—/ /VRZXEL £ ¥, ZiUT— N
RAVIDIP TRV AZ R LET, [RAF ¥ (Posture) | X° [/ 747 F 7 r>a=27 (Client Provisioning) ] 72 & DAt ISE 71
T2YCIL, IPAddress 74—V RIZEURRAL RO [P TRUARE AU T ET, Calling Station ID 335 T MACAddress |2
DWTHFERETT, ZNHD T —/VRIZIE, ISE A7 ANIEESNT, T RRA D MAC 7 RUARE EFNTVET,

Splunk TH—K/ =74 77V —ar T 056 EPS UV —2r7 10— 77l a ZiER T HIENTEET D,
TURKRALID IP TRV R B ELTE D, T RRAME ISE TRIEFE A THHLENHYET,

INBLDEHRINIZT 70— Trvaild, [ F Event) ] BLO [77ar (Actions) | Ry 7 XD A=a—|Z
FKREN, BEE T — LD syslog A XVMIFETLIHAICOAERENET, 2NODT 41— LRIL,
Framed IP_Address, IpAddress, MacAddress, Calling Station ID T,

ROFITIL ISE NZH U TRRREL TV R —WIEEILL e S, RATF v F =y 7 RIL £97, Windows
Defender ¥ —E A2ME (L CTEY, RAF ¥ RU— JL—/LIZEL LTV ET, ISE 1E. Splunk (T syslog X2
EELET, Splunk EFEH 134U M2 5L, Splunk @ [ k772> (Event Actions) | # 7 &7V 7 L E 7,
EPS Quarantine By IpAddress 23Z5/~R&ILE T, Splunk FELF 1 IZ DOV —r7a— 7 rvarw# /)y 73528 T,
ISE ~® ISE EPS REST API U 773N — i, IP 7 RL AR T S A A RS v E T,

MAC 7 R ABNCT A A& B@BfEfiRkR 4~ 5121%, EPS_Unqurantine BY MACAddress 73 [Splunk -7 <>~k (Splunk
Event) | Ky 7 Z 7 AZFKRENTEY, Splunk EHENZOU—r 70— T 7ar w70y 7§52 T, ISE ~D
ISE EPS REST API V73R —&1, MAC 7 RU ABINCT A AW RS E T,

MAC 7 RV ABINZ T A A% [@BEFERR T DI21E, RO FNEICHEVET,
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X7 FORRERBETSH/N\DIY—HAF Cllsclo

AFwF 1 Splunk 1% ISE 75 syslog AU M2 5L ET, ZOA U MNIHSWT, [ISE RAF ¥ (ISE Posture) ] 3350
(V4T v reya=7 (Client provisioning) | 77 ZURE NIV ET, Splunk DYV —r 70— 7 /g
~ EPS_Quarantine_By IpAddress 192.168.1.13. EPS_UnQuarantine By MACAddress_00-0C-29-77-
A8-CT I RARAL D IP TR AL MAC 7RV AR LET,

v T/29M14 Jul 29 20:18:19 192.168.1.92 Jul 29 20:18:13 isel2psna CISE_Posture_and Client Provisioning Audit 0000000054 1 0 2014-07-29 20:18:13.464 -
9:18:13.464 PM 05:00 0000001091 87000 NOTICE Posture: Received a posture report from an endpoint, ConfigVersionId=4, RequestTime=1406683093459, ResponseT
ime=1406683093464, MacAddress=00-0C-29-77-A8-C7, OperatingSystem=Windows 7 Professional 64-bit, PostureAgentVersion=Cisco NAC Agent for Wi
ndows 4.9.4.3, AntiSpywareInstalled=Windows Defender\;6.1,7600.16385%;1.95.191.0\;11/18/2010\;MicrosoftAS, PostureReport=Win7\;Passed\; (Wi
ndows Defender Service:Mandatory:Passed:Passed_Conditions[WinDefender]:Failed Conditions[]:Skipped_Conditions[]\;Any_AS_Installation Win:M
andatory:Passed:Passed_Conditions[pc_as_inst_ANY_vendor]:Failed_Conditions[]:Skipped_Conditions[]), PostureStatus=Compliant, PRAEnforcemen
tFlag=false, PRAInterval=0, PRAGraceTime=0, PRAAction=N/A, UserName=Johnny Skiber, SessionId=0A0000010000001F023D7785, UserAgreementStatus

=NotEnabled, SystemName=LAB-PC, SystemDomain=lab4.com, SystemUser=Johnny Skiber, SystemUserDomain=LAB4, IpAddress=192.168.1.13,

Event Actions v

EPS_Quarantine_By_IpAddress_192.168 Value Actions
e 192.168,1.92 v
EPS_UnQuarantine_By_MACAddress_00- udp:514 e
0C-29-T7-AB-CT Cisco:ISESyslog v
Build Event Type Windows Defender\;6.1.7600.16385\;1,95.191.0\:11/18/201 0\:MicrosoftAS v

Extract Fields

<

4
192.168.1.13
MESSAGE_CLASS v Posture v

152.

Show Source

<

EPS_Quarantine By IPAddress 192.168.1.13 V—2/ 70— 77y ar%/Vy /3 5E  ISE /LT
IR NDASERDOENET,

{E:REST API Zf 135121, ¥R — &k} D Cisco ISE & il —/L (Helpdesk Admin, Identity Admin,
Monitoring Admin, Network Device Admin, Policy Admin, RBAC Admin, Super Admin, System Admin)
DOWTINEL TR AT DHERDB ML T,

ATwF 2 FBFESNDHE, EPS REST API %5 #p=2—/L URL 7% Splunk 2>5 ISE MnT /—R E/21X ISE =Y J—FR
ICIEESIET,

This XML file does not appear to have any style information associated with it. The document tree is shown below.

- <EPS_RESULT>
<ltimeStamp>2014-07-29T19:01:51.227-05:00</timeStamp>

- TR
l https://192.168.1.92/ise/eps/QuarantineByIP/192.168.1.13 I

<requestID>1</requestID>
<operationlD>5a8d 134a-5752-4599-ab03-c3bff86ead 11 </operationID>
<status>Pending</status>
<errorCode>0</errorCode>
= <returnMesg>
Result of call still Pending. : Tue Jul 29 19:01:51 EST 2014
<freturnMesg>
<InfoElems/>
</EPS_RESULT>

153.
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ATwF 3 ISE O [#:{EFRAE (Operations Authentications) | E'=—"C, T2 RRA L IAFEHES L CWDZ LR L £,

@ " l' b " -

B Adthentications

' Reports @ Endpoint Protection Service 4, Troubleshoot
Misconfigured Supplicants ¢ Misconfigured Network Devices © RADIUS Drops © Client Stopped Responding
1 1] 4 2 s

[l Show Live Sessions {53+ Add or Remove Calumns = 5 Refresh Refresh | Every L minute | Show | Latg

o + Stotus | Detalls Repeat  1dentity Endpaint ID Endpoint Profile P Address Network Device  Device Port Authorization Profiles | Ide
Count | L[ i ] ][ L[ L[ []

00:0C:29:77:A8:C 00:0C:29:77:A8:C7  Windows7-Wor... 192.168.1.13 sw GigabitEthernet1/0/13  DenyAccess w

0 Johnny Skiber 00:0C:29:77:A8: Windows7-Wor... 192.168.1.13

2014-07-29 19:07:20.724
2014-07-29 19:04:47.383

2014-07-29 19:04:47.383 00:0C:29:77:A8:C 00:0C:29; Windows7-Wor... 192.168.1.13 SwW GigabitEthernet1/0/13  DenyAccess wi
2014-07-29 19:02:57.714 Johnny Skiber  00:0C:29; 192.168.1.13 sw GigabitEthernet1/0/13
2014-07-29 19:02:14.474 * 00:0C:29:77:A8:C 00:0C:29:77:A8:C7  Windows7-Wor... 192.168.1.13 SwW GigabitEthernet1/0/13  DenyAccess wi

000000
bbb bbb

2014-07-29 19:02:09.778

154.

ATYF 4 [/ (Details) ] RFL &7V I LET, TURRAVIPERRY > — — U~ L, REESIZZ LM 000

7,

Overview
Event 5400 Authentication failed
Username 00:0C:29:77:A8:CT
Endpoint Id 00:0C:29:77:A8.CT
Endpoint Profile Windows7-Workstation
AuthorizationP Quarantine
ISEPolicySetName Default
IdentitySelectionMatchedRule Default

155.
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ATYF5 MAC 7RLABNCT A AEREERERR 3572012, Splunk V—2 70— 7y ay
EPS_Unquarantine BY MacAddress-00-0C--77-77-A8-C7 %7V~ 745 & | EPS [@#ffi#kx REST API 2%
ISE MnT /—RI{ZEESNET,

This XML file does not appear to have any style information associated with it. The document tree is shown below.

- <EPS_RESULT>
<timeStamp>2014-07-29T19:44:55 403-05:00</timeStamp>

https://192.168.1.92/ise/eps/UnQuarantineByMAC/00-0C-29-77-A8-C7

<requestID>2</requestID>
<operationID>epsi--2932229668</operationID>
<status>Success</status>
<errorCode>0</errorCode>
- <returnMesg>
Request was Successful. : Tue Jul 29 19:44:55 EST 2014
</returnMesg>
- <InfoElems>
<infoElem>0 : No Session found, but Unquarantine Permitted.</infoElem>
</InfoElems>
</EPS_RESULT>

156.
T:IE 8:ISE O [#:/EFRAF (Operations Authentications) | &' =—"C, U RRA U MIT IV T/ EANHHZ L MERLET,

ﬁ Iz Mky‘ = — = _

8 Authentications. “ Reports gy Endpoint Protection Service + Troubleshoot
Misconfigured Supplicants ¢ Misconfigured Network Devices & RADIUS Drops & Client Stopped Responding
1 o 5 2
[i] Show Live Sessions i35 Add or Remove Columns + 43 Refresh Refresh | Every 1 minute ~| Show| Latest
Identi Endpoint ID Endpoint Profile  IP Address INetwork Device  Device Port ion Profiles  Identif
ime v Status  Details g‘m’:"“ o = i ¥
[ i I [ il Il I | |[ |
2014-07-29 20:18:16560 @ g 0 Johnny Skiber  00:0C:29:77:A8:C7  Windows7-Wor... 192.168.1.13
2014-07-29 20:18:15.651 a Johnny Skiber  00:0C:29:77:A8:C7  Windows7-Wor... 192.168.1.13  SW GigabitEthernet1/0/13  Compliance Work:
2014-07-29 20:18:15.478 Qa 00:0C:29:77:A8:C7 SW
2014-07-29 20:17:55.925 a #ACSACL#-IP-Pos Sw
2014-07-29 20:17:55.906 a Johnny Skiber  00:0C:29:77:A8:C7  Windows7-Wor... 192.168.1.13  SW GigabitEthernet1/0/13  Posture Work;
2014-07-29 20:17:07.318 a 00:0C:29:77:A8:C7 sw

157.

ATYF 6 [FEH (Details) | R Z 707458 TURRAVIPIIKR T 07 7AW —E LT —)V (T 7 4V Tl ARy
NI —2 7 IR AEFF AT DL D) L= ERNb0ET,

Overview
Event 5205 Dynamic Authorization succeeded
Username
Endpoint Id 00:0C:29:77:AB:C7

Endpoint Profile

Authorization Profile

Authentication Details

Source Timestamp 2014-07-29 20:17:07.317
Received Timestamp 2014-07-29 20:17:07.318
Policy Server ise12psna
Event 5205 Dynamic Authorization succeeded
158.
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EPS 7—5H20— 7oL a> DR

WD EPS U—2r 77— 77 a i, Splunk TEFRBIOWERSL, HBlICH =S T,

Framed IP_Adddress %!] EPS [
Ip 7 RL 251 EPS [

MAC 7KL 25| EPS [g

MAC 7 KU RHI| EPS B BiEfig b

IP 7 RL A5l EPS [k fE i

Splunk Enterprise TV —27 71— 77 ar BT D121, RO FIAEFATLET,
ATFyF1 [FLoY (Knowledge) | > [7 14— VK (Fields) ] > [V —2 70 —7 273 a (WorkflowActions) ] -> [#75 (New) ]

ZIERLET,

Fields

Type
Field aliases

Edit or add one ar more aliases to field names

Calculated fields
Edit or add one or more calculated felds

Field extractions
View and edit all field ions. Add new field ions and update permi:

Field transformations
Edit or add for field ions that use a

Sourcetype renaming
Rename a source type. Muitipie source types can share the same name.

Workflow actions
Edit or add workflow actions

View, edit, and set permissions on field extractions. Define event workflow actions and field aliases. Rename sourcetypes.

Administrator

Actions

Add new

Add new

Add new

Add new

Add new

Add new

159.

ZNBDU—r 70— F TV I b ~DHERIE [ 1—3L (global) | IR ETHLENRHY, ZhbHDT—2
77— 77 asii, Splunk @ ISE 7RA Y (L AN—/L L TWAGE) IZEHSIVET,

ATvF2 HHOU—r7a— 7rvar 23R 0, [#ER (Permissions) ] 227V 7L %7,

Workflow actions
Fields » Workflow actions
App context  Home (launcher) j Owner  Any j
Show only objects created in this app context [ Learn more
Showing 1-11 of 11 items
m T WF 1

EPS_QuarantineByMAC admin search Global | Permissions
EPS_Quarantine_By_FramedIPAddress admin search Global | Permissions
EPS_Quarantine_By_IPAddress admin search Global | Permissions
EPS_UnQuarantine_By_MACAddress admin search Global | Permissions
ifx No owner system Global | Permissions

160.

ATwF 3 LITFICEPS Quarantine By IP 7RL A U—r7n— 77 arOflaRmLEd, [TXITCOT TV r—ay
(All apps) ] Z 4R L | [PRA1F (Save) | ZBIRL £,
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[t e

Permissions

Fields » Workflow actions » EPSQuarantine by IP address » Permissions

Object should appear in

Keep private (_ This app only (launcher) (=) All apps h

Permissions

Roles Read Write
Everyone 54

admin

can_delete

power <]

splunk-system-role

user

Cancel

161.
T INBIT7a— SRS B2 DN S DT 7 4V N ETT,
EPS_Quarantine_By_Framed_IP_Address

Framed IP_Address 74 —/VRIZIX, kD ISE X7 7T U5 Splunk 1L > TRAZENIZZ U RARA D IP TR
VARG ENTOET,

o KIZHL7=585E (Passed Authentications)

o KL 7z51T (Failed Attempts)

e RADIUS 74777427 (RADIUS Accounting)
e RADIUS #Wr (RADIUS Diagnostics)

o 7'u77A7 (Profiler)

THAAIP MRS 2L XL, 77T 47 lpa—W By al PFET DUENH LD, Floida—F ) ISE IZFERES
NTWDHZEITERL TSN,

ZDT—rTa— T Ui aryONFITROEBYTT,

Label: EPSQuarantine By FramedIpAddress $Framed IP Address$
where:

Label defines the Workflow name. The S$Framed IP Address$ variable contains the IP address in the
Framed IP Address field

Apply only to the following fields: Framed IP Address
where:

Apply only to the following fields applies the worklow action to only exist when the Framed IP Address
field is present
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Show Action in Both: Both
where:

Show Action in Both defines where the workflow actions should appear.
Both: appear in both the Event and Action DropDown Menus.
Event: appears only in the Event DropDown menu.
Action: appears only in the Action DropDown menu.

Action Type: link
where:

Action Type either defines a link to the Web resource or search strings

URI: https://192.168.1.92/admin/API/eps/QuarantineByIP/$Framed IP Address$

where:

URI defines the REST API call, notice the $Framed IP Address$, this will contain the actual IP address
contained in the Framed IP_ Address field.

Open Link In: New Window
where:

Open Link In defines if the Workflow action is opened up in the current window or in a new window.

Link Method: Get

where:

Link Method defines either the HTTP Get or HTTP Post method

PLUFIE, EPS_Quarantine By FramedIPAddress DR EH AV —r 70— 77aT9,
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(] Cisco,
L= $Framed_IP_Address$ displays endpoint IP
Fi address
p Label *
I EPS_Quarantine_By FramediPAddress_$Framed_IP_Address$ I

‘Enter the label that appears for this action. Optionally, incomporate  field's value by enclosing

Relevant only to
Framed_IP_Address

arch for ticket mumber : Sticketn!

Framed_|P_Address.

pecily 2 comma-separated st of Nelds that must be present in an event Jor the workflow action to apglled=lideaeids are specified, the workfiow action only 3
imenus for those fields; otherwise it appears in all field menus.
Will appear in both
the Events and
Action Dropdowns

Apply only to the following event types

Specify a comma-separated list of event types that an event must be associated with for the

Show action in

I = |
Action type *

I link a
Link configuration

URI*
hitps://192.168.1.92/ise/eps/QuarantineByIP/$Framed_IP_Address$

Specify URI link to
MnT node

Enter the location to fink to. Optionally, specify fields by enclosing the field name in dollar signs, e.q. http:#/www google.com/search?q=ghosts.

Open link in
I New window K |

Link method
oot M |

X 162.
EPS_QuarantineBylPAddress

[IP 7FLA(IP Address) | 7 4—/VRIZIL, RD ISE a7 7 72VHE Splunk (2L TRAFINIZ= RARA L RO TP
TRUAPREENTNET,

o RAF¥YBIOIIAT N/ rEYa="7 (Posture and Client Provisioning)
o JRIHL7=3%GE (Passed Authentications)

o KL 7z51T (Failed Attempts)

o AR (Guest)

U—ry7a— T ar OVERE:

Label: EPSQuarantine By IpAddress_ $IpAddress$

where:

Label defines the Workflow name, $IpAddress$ contains the IP address in the Framed IP Address field

Apply only to the following fields: IpAddress
where:

Apply only to the following fields applies the worklow action to only exist only when the IpAddress field
is present

Show Action in Both: Both

where:

Show Action in Both defines where the workflow actions should appear.
Both: appear in both the Event and Action DropDown Menus.
Event: appears only in the Event DropDown menu.
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Action: appears only in the Action DropDown menu.

Action Type: link
where:

Action Type either defines a link to the Web resource or search strings

URI: https://192.168.1.92/admin/API/eps/QuarantineByIP/$IpAddresss$

where:

URI defines the REST API call, notice the $Framed IP Address$, this will contain the actual IP address
contained in the Framed IP_Address field.

Open Link In: New Window
where:

Open Link In defines if the Workflow action is opened up in the current window or in a new window.

Link Method: Get

where:

Link Method defines either the HTTP Get or HTTP Post method

LLUFIX, EPS_Quarantine By IPAddress DR EH AV —r 70— 77aTd,
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SipAddress$ displays IpAddress

Label*

IpAcdress.

Show action in
Both

Action type *
fink

URI*

EPS_Quarantine_By_IpAddress_SipAddressS

Enter the iabe that appe this action. Optionally,
Apply only to the following fields

Speciy a comma-separated list of fields that must be present in an event for the workdfiow action 1o apply o
menus for those fields; otherwise it appears in ail fietd menus.

Apply only ta the following event types

Specify # comma-separated list of event types that an event must be associated with for the

Link configuration

hitps:if192.168.1.92/se/eps/Quarantine By P/SIpAddress$

valua by enclosing t for ticket numbar : $

Qagified, the workfiow actiod

Will appear in both the
Events and Actions
Dropdowns

Enter

Open link in
New window

Link method
oot

ik to. Optionally,

doltar signs, e.g.

EPS_QuarantineByMAC

163.

Calling_Station ID 74—/ LRIZi%, IRD ISE BF¥ 7 17 2UD5 Splunk (2L TRAESNTZT U RARA LD MAC

TRUVADBNEFINTWET,

e RADIUS 7 #7747 (RADIUS Accounting)

o JRIHL7=38GE (Passed Authentications)
o REGL7-5T (Failed Attempts)

e RADIUS # W (RADIUS Diagnostics)
o 177 A7 (Profiler)

T—r7a— T rvar OVERE:

where:

Label: EPSQuarantine By MACAddress_$Calling Station ID$

Label defines the Workflow name, $IpAddress$ contains the IP address in the Framed IP Address field

where:

is present

Apply only to the following fields: Calling Station ID

Apply only to the following fields applies the worklow action to only exist only when the IpAddress field

Show Action in Both: Both

where:
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Show Action in Both defines where the workflow actions should appear.
Both: appear in both the Event and Action DropDown Menus.
Event: appears only in the Event DropDown menu.
Action: appears only in the Action DropDown menu.

Action Type: link

where:

Action type either defines a link to the Web resource or search strings

URI: https://192.168.1.92/admin/API/eps/QuarantineByMAC/$Calling Station ID$

where:

URI defines the REST API call, notice the $Calling Station_ ID$, this will contain the actual MAC address
contained in the Calling Station ID field.

Open Link In: New Window
where:

Open Link In defines if the Workflow action is opened up in the current window or in a new window.

Link Method: Get

where:

Link method defines either the HTTP Get or HTTP Post method

LLUFIX, EPS_Quarantine By Calling_Station ID O EHF AT —r/ 70— 773 TH,
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] Cisco Internal ~

@,Staﬂnnj% displays Ca\lmg,StaD

yabel *

Relevant only to

EPS_Quarantine_By_MACAddress_§Calling_Station_ID$ Calling_Station_ID

Enter the label that appears for this action. Optionally, incorporate a field's value by enclosing Eearch for ticket n|
Apply only to the following fields
Calling_Station_ID

Specify a comma-separated list of fields that must be present in an event for the workflow action to applcta
menus for those fields; otherwise it appears in all field menus.

alields are specified, the work

Will appear in both
the Events and
Actions DropDowns

Apply only to the following event types

Specify a comma-separated list of event types that an event must be associated with for thg

Show action in
Both |
Action type *
link | Specify URI link to

Mnt Node

Link configuration

URI*
hitps:/1182.168.1.92/iseleps/QuarantineByMAC/SCalling_Station_IDS

Enter the location to link to. Optionally, specify fields by enclosing the field name in dollar signs, e.g. hitp://www.google.com/search?q=Shost$.

Open link in
New window =]
Link method
el E

EPS_UnquarantineByMAC

164.

MacAddress 74—/ /VRIZIX, IROEF LT I 7TUMNE Splunk (2L TRAFEINIZZU RABA LD MAC 7R RNE

FNTVET,

RAF ¥ BNV TAT 7 re v a=7 (Posture and Client Provisioning)

[ ]

o HHBIOHIEDE A (Administrative and Operational Audit)
o JRIHL7=38GIE (Passed Authentications)

o RIGL7-341T (Failed Attempts)

o A (Guest)

e 177 A7 (Profiler)

U—r7nu— 77 alr OVERR:

where:

Label defines the Workflow name,

Label: EPS UnQuarantine By MACAddress $MacAddress$

$IpAddress$ contains the IP address in the Framed IP Address field

where:

is present

Apply only to the following fields: MacAddress

Apply only to the following fields applies the worklow action to only exist only when the IpAddress field
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Show Action in Both: Both
where:

Show Action in Both defines where the workflow actions should appear.
Both: appear in both the Event and Action DropDown Menus.
Event: appears only in the Event DropDown menu.
Action: appears only in the Action DropDown menu.

Action Type: link
where:

Action type either defines a link to the Web resource or search strings

https://192.168.1.92/admin/API/eps/UnQuarantineByMAC/$MacAddress$

where:

URI defines the REST API call, notice the $MACAddress$, this will contain the actual MAC address contained
in the Calling Station ID field.

Open Link In: New Window
where:

Open Link In defines if the Workflow action is opened up in the current window or in a new window.

Link Method: Get
where:

Link method defines either the HTTP Get or HTTP Post method

LUFIX. EPS_Quarantine By MACAddress D% EH #Y —/ 70— 7723 TY,
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EPS_UnQuarantine_By_MACAddress_$MacAddress$

Apply only to the fellowing fields
MacAddress

Apply only to the following event types

Show action in
Bath

Action type *
link

Link configuration
URI*
hitps:/(192.168.1

Enter the label that appears for this action. Optionally, incorporate a field's value by enclosing

Specify a comma-separated list of fields that must be present in an event for the workflow action {g
menus for those fields; otherwise it appears in ail field menus.

Specify a comma-separated list of event types that an event must be associated with for,

Relevant only to
MacAddress

Will appear in both
the Event and
Actions Dropdown

Specify URI link to
MnT Node

Open link in
New window

Link method
get

Enter the location to link to. Optionally, specify fields by enclosing the field name in dollar signs, €.g. http://www.google.com/search?q=S8hosts.

rch for ticket number : Stici

alds are specified, the workflow action o

165.

ISE EPS &5
ZO®7a Tl LLF& ISE TRETAVLENHVET,
o TURRAVMRHES —ERXDH L
e ERS ZEDOAHML
o [BEEAR T 7 AL DVERL
o [REEFHARRI S —DIER

IVFRAVMRES—EXRDFERE

EPS #—bE 213 EPS #2/EIC ISE THNCTALERHVE T,
TURRA L MEHEY —E 2 /T DI2iE, RO FNEEZEITLET,

ATy F 1 [&H (Administration) ] -> [ A7 A (System) ] -> [f% i (Settings) | -> [=2 KR A > Mii#H—bE Z (Endpoint

Protection Service) | Z#RL F7°,

ATV 2 [V —EART—HA(Service Status) | Ky 7 Z7 b [4%) (Enabled) ] 28R L £,

4+ System @Identh Management
Deployment Licensing Certificates
Settings

i= Client Provisioning

:= Endpoint Protection Service

= Alarm Settings

» [ Posture

i= Profiing

B Network Resources |24 Device Portal Management =

Logging Maintenance Backup & Restore Admin

Endpoint Protection Service i

Senice Status @ Disabled +

“ﬁmm h
(@ Disabled

Bocar

166.
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ERS REDHHE

EPS #:{EHIZ ISE T ERS (FM Restful —E2) API #H L ET,

ERS B EZXAMTTHITIE, RO FINEEFATLET,

ATwF 1 [ (Administration) ] -> [ A7 A (System) | -> [8%7E (Settings) ] -> [ERS 5% (ERS Settings) ] Z 3R L £,
ATwF 2 EHE—FD [ERS i% € (ERS settings) ] T, [Fi/ £ HIZ ERS ZH %023 % (Enable ERS for Read/Write) ]

RN ET,
ATYF 3 [R1F (Save) ] AN £9,

fREE A A TOI7AILDVERL
F9° KRBT T AT, KRR — T SN AR I B ESE T,
BT 7 ANEAERT DL, RO FNEEZFITLET,

ATy F 1 RV — (Policy) ] -> [R)—2 % (Policy Elements) ] -> [ 5 (Results) ] -> [7K# (Authorization) | -> [/&F8~°
27 71 /L (Authorization Profiles) | -> [iE /1 (Add) ] Z&&R L £7,
ATvF 2 7177 A2 Quarantine 24 & OIF £,

@m Services Engine o

Home Operations| v  Policy| ¥  Administration | v

|4, Authentication |, Authorization |+, Profiling |@, Posture  |i Client Provisioning |z Security Group Access & Policy Elements
Dictionaries ~ Conditions ~ Results
Results Authorization Profiles > Quarantine
[ 5] Authorization Profile
= A *Name | Quarantine }h
GrE o8 [
B Authenticat Description |
£ autronizton *hccessType [nccpss accert |~
* || Authorization Profiles o
Service Template
AD__Only
Blackhole_Wireless_Access
Cisco_IP_Phones

167.

ATFYT3 FIFNNDOFEFICLET,
RATvF 4 [3%(E (Submit) | Z#IRL £,

EEBR) S —DIERK
ATFYF 1 [RUT— (Policy) ] -> [7#787RY L — (Authorization Policy) | ZE4R L £,

ATFvF 2 [#RE (Edit) ] & [ EISHL—/1 %4 A (Insert New Rule Above) ] #27Uy 7L %4,
ATy 3 fEURE)L—) L 2 DA% Quarantine [T B LET,

ATV 4
ATv75
ATy 6

ATvF7
ATy 8

[EME DI (Select Attribute) | DF{IZHD + 27V 7L ET,

(BT 414D 1E A% (Create New Condition) ] #27V> 27 LE T,

U (Attribute) ] -> [ 2 : EPSTATUS | ZFREHEIZE L (Session:EPSTATUS Equals Quarantine) | 28R
LET,

[&F8 7" 177 A /V (Authz Profile) | DREIZHD + 27V 7L ET,

Ray 7 X0 i, [HE4E (Standard) | -> [RAF v 27 71/ (Posture profile) | Zi®IRL £,

LRV — 2B S, IROBHEIBSFRSNET,

I rd Quarantine Session:EPSStatus EQUALS Quarantine Quarantine I
168.

ATYF9 [R1F (Save)] &7V 7L F9,
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ISE AT DEHIE

ZO®rTarTIE ISE uX s hralEERLET,

ATy F 1 [P (Administration) ] -> [ A7 A (System) | -> [2F 7 (Logging) | -> [VE—haF¥ 7% —/4 >k (Remote

Logging Targets) ] -> [{B1 (Add) ] Zi#RL £ 7,
RATYF2 VE—hurs A r Z— LT Splunk ZBMLET,

vices Engine

7> Home Operations|*  Policy| ¥  Administration | v

Remote Logging Targets List > Splunk

+' System % Identity Management [ Network Resources  [: Web Portal Management |, Feed Service
Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Target Type UDP SysLog

Stalus | © Enabled ~

Logging
Logging Target
g Local Log Settings *Name Splunk
Remote Logging Targets Description
Logging Categories |

* IP Address| 192.168.1.11

[ii] Message Catalog iy
514

(Valid Range 1 to 65535)

[i] Debug Log Configuration
Facility Code | ocaLs

[ai] Collection Filters i
* Maximum Length| 8192

| (valid Range 200 to 8192)

Include Alarms For this Target[/]

169.

E R ARET AL, 1024 ~ 8192 [T &£,
ATvT 3 HEYD ISE uXo 7 TV @iIRL £,

T DT IVIRRITIEEIND syslog DL Splunk D/ N—R RTA4T7 O R HPEICRETHZLITEREL

TLIZEW, AAA BIATIVERIRL . BOATIVNIEC TBITEET,

EPS /R R F ) {55 FH {5l
ZD EPS ARAF Y XK OE AR =R LET,

=— Johnny Skiber [ZFEHEHL T, Antispyware Windows Defender —E AN EI TSI TV ER A,

EPS_Quarantine By IP V—270— 77 a a2l L T, T AARREEESVET, 2— R —E 22 H/ 2L,
EPS_Unquarantine By MAC V—77 10— 77 ar BERNHSILE T, ISENAC =— LV 2 MR ATF ¥ & F v/

L, 2= ¥R L CODE RARL, RN =7 ~DT L T I EARE 2 DIVET,

ATYF1 NAC =— V= NI — R JRUELL R L £,
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00:01:36 left

ScanResult  RequirementName
@ Mandatory Windows Defender Senice

| Hide Def

B = MO

170.

ISE @ [#:/E385IE (Operations Authentications) | E'=—"C, —W 23 IEHERLIZ /2> TOET,

|8 Authentications Reports i Endpoint Protection Service « Troubleshoot
Misconfigured Suppiicants i Misconfigured Network Devices RADIUS Drops Client Stopped Responding 1 Repeat Counter i
1 1] 3 (1} 0 -
[l Show Live Sessions 3 Add or Remove Columns ~ | % Refresh Refresh | Every 1 minute +| Show| Latest 20 records _+| within [ Last 24 hours
Time s Repeat  Identity Endpoint ID Endpoint Profie 1P Address Network Device Device Port Authoreation Profiles Identity Group Posture Status
Count | J J I [ [ i

a 0 Johnny Skber Windows?-Wo... 192.168.1.13 NonComplant
a Johnny Skiber Windows7-Wo... 192.168.1.13 sw GigabitEthemnet1/0/12 NonCompliance Workstation NonCompliant:
Q sw NonComplant

2014-07-30 19:02:27.829 Q #ACSACL#-IP-Po. SwW

2014-07-30 19:02:27.444 Q sw

2014-07-30 18:02:22.510 a 00:0 sw

2014-07-30 19:02:17.892 Q #ACSACL#-IP-Po. SW

2014-07-30 19: Q Johnny Skber 00:0€:29:77:A8:C7  Windows7-Wo... 192.168.1.13 SwW GigabitEthemet1/0/13 Posture Workstation Pending

2014-07-30 19:0: 08 - " 0

B 171.

ISE IRAF % ZN_AT =T 55 (T X TOZ—W ) o ol —RO7 7V r—3 a2 TISE TRA
> @ Splunk ZfEFRL £ 7,

Compliance/Non-Compliance

NonCompliant

Compliant

Posture User P MAC

Status Name © | Address Adderess © | Posture Report

Compliant Johnny  192.168.1.13  00-0C- Win7\;Passed\;(Windows Defender
Skiber 29-77-AB-CT  Sen

e:Mandatory:Passed:Passed_Conditions[WinDefender} Failed_Conditions{):Skipped_Conditions[[\Any_AS_Installation_Win:Mandatory:Passed:Passed_Conditionslpc_as_inst ANY_vendo|

MonCompliant Johnny ~ 192.168.1.13  00-0C- Win7\ Failed\;(Windows Defender
Skiber 29-77-AB-CT  Service:Man Failed:Passed_C Failed_Cq

efender]:Skipped_Conditions[\;Any_AS_Installation_Win:Mandatory:Passed:Passed_Conditions|pc_as_inst ANY_vend

B 172.
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TURa—YRIEUERL T, AS Windows Defender DO VAT = 7 B REELT-Z L1213 H L TLIEE W,

ATv7 2 [NonCompliant] A<+ a27Uy 7L F T,
ZAUZED, syslog AU MNIBEILET,

A7v7 3 EPS_Quarantine By IpAddress 192.168.1.13 Z#iRL £7,

192.168.1.13 IP TRV AN RIRALRD IP TRV A THAZ EIT

BLTEEN,

Events (21) Statistics. Visualization

Format Timeline v — Zoom Out

Lstv  Fomat~

20 Per Page v

< Hide Fields = Algeds £ i; EPS_0)
sorol]
Selected Fields :
host 2
a source 2

a souscetype 1

interesting Fielos

at
stallation_Win:Mandatory:Passed:Pa sse1 Conditions[pc_as_inst_ANY_vendor ] Fail :1,
NonCompliant, PRAEnforcementFlag=false, PRAInterval=0, PRAGraceTime=0, PRAACLL
00003103AAB530, UserAgreementStatus=NotEnabled, SystemNamesLAB-PC, SystemDoma «
1nelABA, IpAGOress=192.168.1.13,

a AmtiSpywareinstalled 2
@ 3p

# Configversionia 5

# date_howr 9

# date_mday 6

# date_minute 16

a date_month 3

# date_second 15

« date_wday 5

Event Actions ~

Type v Field

Selected (| host v

ZHUZ XY URI REST EPS U 75 EH L .

173.
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<?xml version="1.0" encoding="UTF-8" standalone="true"?>
- <EPS_RESULT>

<callURL>https:

uarantineByIP/192.168.1.13</callURL>

<operation]D>64a8008f-4e9f-4544-9cle-56d5646990ba</operationlD >
<status>Pending </status>
<errorCode>0</errorCode>
<returnMesg>Result of call still Pending. : Wed Jul 30 19:12:07 EST 2014 </returnMesg >
<InfoElems/>

</EPS_RESULT>
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Repeat  Identity Endpoint ID Endpoint Profile 1P Address Network Device Device Port Authorization Profiles  Identity Group Pos|
Time ¥ Status Details Count

el Il J i J |l JI J (L I ][]
2014-07-30 19:12:09.003 o Q 0 Johnny Skiber  00:0C:29:77:A8:C7  Windows7-Wo... 192.168.1.13 Noj
2014-07-30 19:12:08.193 o Johnny Skber  00:01 7 Wndows7-Wo... 192.168.1.13  SW GigabitEthemet1/0/13 Quarantine Workstation I No

2014-07-30 19:12:07.779 P —. o T
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8.07.0 B 7000 NOTICE Posture: Received a posture report from an endpoint, ConfigVer:
Selected Fields ﬁ EPS_UnQuarantine By MACAddress_00- B5771376, MacAddress=00-0C-29-77-A8-C7, OperatingSystem=windows 7 Professio
 host 2 0C-29-77-A8C7 ows 4.9.4.3, AntiSpywareInstalled=Windows Defender\:6.1.7600.16385\;1.95.1
& source 2 Build Event Type led\; (Windows Defender Service:Mandatory:Failed:Passed Conditions[]:Failed]
a 1 stallation_Win:Mandatory:Passed:Passed_Conditions[pc_as_inst_ANY_vendor]:F
Extract Fields NonCompliant, PRAEnforcementFlag=false, PRAInterval=0, PRAGraceTime=0, PRAJ
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a AntiSpywareinstalied 2
aapp 1 Event Actions v
# ConfigVersionld 5
# dat 9 Type + | Field Value
# date_mday 6 Selected |«| hostw 192.168.1.92
# date_minute 16 | source v udp:514
& date_month 2 v sourcetype ~ CiscoISE Syslog
# date second 15 Event AntiSpywareinstalled Windows Defender\,6.1.7600.16385\,1.95.191.0\,11/18/2010\ MicrosoftAS
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<?xml version="1.0" encoding="UTF-8" standalone="true"?>
- <EPS_RESULT>

<operatmnID>7b25bsfn 1694-4379-963c-5d590cafaf89 < /operationlD>
<status>Pending</status=>
<errorCode>0</errorCode>
<returnMesg>Result of call still Pending. : Wed Jul 30 19:15:44 EST 2014 </returnMesg>
<InfoElems/>

</EPS_RESULT>
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