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Part 1 — Installing and Configuring Cisco ldentity Services Engine (ISE)
and Wireless Controller {WLC)

Install Cisco Identity Services

Engine on VMWare Configure WLC Basics

Deploy ISE OVA Setup Your Controller

Create Your Wireless
Network

Connect WLC to Your
Install ISE Patch Network
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Part 2 - Configuring WLC and ISE for Guest Services

Configure WLC for ISE Web
Authentication

Configure ISE for Guest Services

Configure Minimum Settings
for Self-Registration
(Optional)

Configure Required Settings
for Sponsored Guest Flows
(Optional)

Configure Basic Portal
Customization
(Optional)

Set Up a Well-known Certificate
(Optional)

Set Changes for Admin
and Guest Accounts
(Optional)

What’s Next

Assisted WLC/ISE Configuration
with ISE Express Wizard
{Optional)
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Part 1 - Installing and Configuring Cisco Identity Services Engine {ISE)
and Wireless Controller (WLC)

Install Cisce ldentity Services Configure WLC Basics

Engine on VMWare

Deploy ISE OVA Setup Your Controller

Create Your Wireless

Connect WLC to Your
Install ISE Patch
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localhost login: setup
Press 'Ctrl-C' to abort setup

Enter hostname[]: ise

Enter IP address([]: 10.1.100.22

Enter IP default netmask[]: 255.255.255.0
Enter IP default gateway[]: 10.1.100.1
Enter default DNS domain[]: yourdomain.com
Enter primary nameserver[]: 172.16.168.183

Add/Edit another nameserver? Y/N : n
Enter primary NTP server[time.nist.gov]:
Add/Edit secondary NTP server? Y/N : n
Enter system timezone[UTC]

Enter username [admin] :

Enter password:

Enter password again:

Bringing up network interface...

Pinging the gateway...

Pinging the primary nameserver...

Do not use 'Ctrl-C' from this point on...
Appliance is configured

o AVAR—IVIZETAIERBIOEEMICHOWTIX. [Cisco ISE 1.4 Administration Guide]®D
[nstalling Cisco ISE Software on a VM ware System | DIEZZ IR L T7ZEW,
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ISE O/ F OFEMINZOWTIE, [Cisco ISE 1.4 Administration Guidel?® Installing a Software Patch |
DEZZILTTZEN
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Part 1 - Installing and Configuring Cisco Identity Services Engine (ISE)
and Wireless Controller (WLC)

Install Cisco Identity Services

Engine on VMWare Configure WLC Basics

Deploy ISE OVA Setup Your Controller

Create Your Wireless
Network

Connect WLC to Your
Install ISE Patch Network
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st Cisco 2500 Series Wireless Controller

m WwLC
United States (US) j
&Tme | 04/03/2015 B 9422

Pacific Time (US and Canada) j

10.1.100.10

Management IP Address 10.1.100.42
x 255.255.255.0
v 10.1.100.1

|2
6 O tO—SD YTV
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REUTHHRDRMA K Lkt U

ATFYF 3  arbha—IEREHT LI T o VB ASILET, [EHE OB CE T L FHRRETF =
TVAN BB TLIZEN,

F2ab0—5 J4—ILFDEERTE

T4—ILE BrLL]
L AT L% (System Name) WLC Y RT L%

FHFIVIIRAFDIERES 1

[E (Country) HEDOEDIEFM

B {& &£B5Zl (Date & time) WA B &R

24 L) —> (Timezone) FRYTEOY A=a—hbRA LY —VEBRLETS,
NTP H—/\ NTP H4—/3®@ IP 7RL R

ERFIVIIANDEEES 8

EIE P PRLR DAYLR AVEA—S%EETHHD IP PELR

(Management IP Address)
FRFVIIRINDIEEES 2

HITRYk IRY WLC DHTHyk TRY
(Subnet Mask)

FRIFVIIADIEEES 2
TI+IE F—kozA WLC DT 7AIE HF—bkozA
(Default Gateway)

FHFIVIIALNDIEEES 2

BEERYLT—2 VLAN FERYLT—2 VLAN
(Management Network VLAN)
ERFIVIIRCDEEES 11

ATYF 4 [k~Next)] 27V 7 THRiATLET,
o WIT,VATLA XN =I5B TBMERHVET,

DAVYLR RV T—H DR

ATYF 5 [HEEEB M *v b —7 (Employee Network) | Z 38 IRfRER I D121, [X] 227Uy 7L E T,

H: 2EEER (W= —3) HDOT AL A dotlx R b —Z7 D% EIZDOWTIE, ZOH AR TITEWH
WEE A,
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ATv7T6 7R T I, [FANRYIT—7 (Guest Network) | DEEDT =/ ~—2% 7V 7L ET,

w | Vieb Consant j

~Mew VLAN- j
01,502

k| 155.255.255.0

774V LR Ry T—IDIER

F3ITAVLRA RYNT— T4—)LEDERK

[£%BA (Description)]

FYRT—D % FRRRADTAY LR 2yt T—%(SSID)

(Network Name)
ERFIVIIRANDEEES 4

a7+ FOYTE Y A a—IZRFRESNBF T avhs,
Fa)F4 2147 [WebTDRIE (Web Consent)] &
RLES,
E: WPA TIXISE FAMIVFR—hSivE
A,

VLAN ROYTE DY AZa—ITRRENDTTavh b,

VLAN [#TLLYWLAN (New VLAN)] ZZRLET,

VLAN IP 7FL R TR 2YRT =YD IP TRLA

(VLAN IP Address)
ERFIVIIACDEEES 6

VLAN 4T Ryk RRH VLAN QY THRyk RRID IP FRLR

(VLAN Subnet Mask)
ERFIVIIACDEEES 6

VLAN T4 )Lk F—kzA T4k F—rIz4D IP PFLR

(VLAN Default Gateway)
FRIFVIIADIEEES 6
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wl el )l
RELT I LRDBMAAK AList

[£%BA (Description)]
VLAN ID ()
=)

FEHFVIIALDIEEEES 5

DHCP H#—/\ 7RL R DHCP #—/\® IP 7RL X

(DHCP Server Address)
ERFIVIIACDEEES 3

ATYTT FHERETFT=vIUAN THELE, RERERL A ILET,
ATYFT 8  [k~WNext)] 27V 7L TRHATLET,

o MERET AR TSI WLC O HZ1 H 3200 SvET, [OK] 227Uy 7358 A
T ANTRENTAZ LN EMSILET,

FYRD—HAD WLC 5%
AREICHHIN TOAYFUF LR EICOWTESICTBIRN 727012 & 8 DMRa 2T 77 0,

WLC - 10.1.100.42

ISE on ESX
Trunk Link

Access Point

8 RO

8 MR Cisco 3560G AA v FIE, FARMNZT R TCOaVR—R L CWET, AL TF DT _XTO
AR—RE VLAN 100 ~O7 7 AICRESNET, 72720, F—h 10 2707 H—reL TRIETOLERHYET,

AA o F DR EDFEMZONWTL T8k A AT ORE ISR TTZEN,

tE: WLC O, FHEREIX VLAN 100 (ff:10.1.100.42) ETEEL. HWIP 7R ARA TITISZ L7
0ET,
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ATYF1  WLC OR—F 2 0OEHHADT Y T vy T EHNL A0 F OR—F 1 1THEHLET,

ATYF2  WLC OFR—b1 %2, A0 F D77 R—MO0 (2B LE T, A0 TF DT 7 R—MNIIE, 2k
0 —I%FB LT AN TR T 7012, FE VLAN (100) 8L OV AR VLAN (50) =& H5
VEERBHYET,

o HELPC ZfEAL T, HE WLC IZ778ATEHIH12720FE T, (fi:https//10.1.100.42)

RTYF3 AU hr—TOT I ERA RACMEHBAORY N — 2R ELET,
TIRARAL MR ET DL, VATV R A b —J% T 50 R0y N — &R E T DB HY
F7, AYNT—=2IZBF LA T L a BREDFEMIZOWTIE, VA VLA v b —I0~x=a7 VeS
L TLZE N,

http//www.cisco.com/c/en/us/ td/docs/ wireless/ controller/ 7-6/ configuration-
guide/b_cg76/b _cg76 chapter 01100101.htm#ID302

ATYFT 4 RNV A T v ar R E LT R—h 8 [ZT VA RA U MR L E T,
H: ZOFFS T, T XTOITAT U MNPIBT AR UAFY LA kU —7 (SSID) 25 B TE 5119 T (Pre-Setup

ChecklistOIE HFE 5 :4) , ZAUL, 2 ba—ImbDEARKD AT T 2 ~_— T ISE 7 A (Web Auth) /R —
HNEFERATAZDOREITEEENTWERA,
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http://www.cisco.com/c/en/us/td/docs/wireless/controller/7-6/configuration-guide/b_cg76/b_cg76_chapter_01100101.html#ID302

RELGT IV LADEM@A AN

atfren]es
CISCO.

ISE Express "1 H—F THLE

- WLC 8 KU ISE DEETE

WLC & ISE OFEARA L AR— )L By "N T YT IN5E T L, BREDKRD D7 A TFIEIZIX 2 DDA T arBHVET,

HERSND SRR, ZOX A7 % HEUL T 572800 ISE Express VA4V —R & 452 TH, v —RIiEZ, 0S X BX
N Windows THFEATENET, MERT AN 70—0DT AT LE L TR IETADICHLERGRAE RSN ET,

HHIZ, ISE Express VA4 —R &7 m—RLTHHLT TT, £ TRV, Cisco ISE ¥V m—K YI7hy -

TNBE T m—RLUE T,

AP —REEHL T, K 9 IR T INTHARDIZEAEZAIELET,

Part 2 — Configuring WLC and ISE for Guest Services

Assisted WLC/ISE Configuration
with ISE Express Wizard
{Optional)

Configure WLC for ISE Web
Authentication

Configure ISE for Guest Services

Configure Minimum Settings
for Self-Registration
{Optional)

Configure Required Settings
for Sponsored Guest Flows
{Optional)

Configure Basic Portal
Customization
{Optional)

Set Up a Well-known Certificate
{Optional)

Set Changes for Admin
and Guest Accounts
{Optional)

9 /8—k 2 70— -5 Rk H—ERD WLC & ISE DERFE
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REBTIAOEMA(F CIsCO.

¥ : ISE Express VA4 —R&N L THEITLI%IT. ZOHARDIISE Web 58GEH D WLC DR E MR —2/L DX
KR AZ < AZXDFEE (EE) IETOHITISZREMNTT, BEAOFEAEORE (FEE) JITHA TTESV,

ATy 1

ATvF2

ATv73

FEERED M2 E1E, TISE Web iBAF/HD WLC D& IHEA TITZEW

10 TiX, V4P —RIZBIGE T DRID AR BN R RSNV TCOET, BIRE ICn 7 2T 20
L6, o I [T /37 74 R (Debug window) | 47> a RV ET, A FICE/VRE S NERS
NEJ,

[ NOX ) ISE Express Wizard

ISE Express Wizard

Welcome to ISE Express Wizard

The ISE Express Wizard will help you to configure Guest Access
using a Cisco Wireless Controller and Identity Services Engine.

MPORTANT: Please follow the ISE Express Installation Guide before
proceeding with the use of this wizard.
Requirements:

Physical Cisco Wireless Controller (WLC) running 8.0.120.0. If not already running
the required code, It is recommended that you upgrade your WLC code after the

Guest Solution is up and running. This wizard is for new and initially configured
Wireless Controllers using the WLAN Express Wizard. Your WLC will be rebooted
during configuration process.

Cisco Identity Services Engine Release 1.4 with Patch 3 or higher. ISE should be
newly installed and accessible using a web browser to the admin portal. No other
configuration is needed. This should only be used with a FRESH install of ISE with

no other configuration.

Debug window 0.9.7

B 10 ISE Express 74 —FD#ZE)

[BH#4A (Start) ] 227V LT,

8 TlI. FANMIEETHR—Z) ZAT (XA 7a—) BRI FT, 2o 7a—|L, [ £ X0 77
LR OETTTICIIALELT, BN E N AR AR T AR TXET,

F o IR I A A AN L TR—FNVDHRZAR (AT a) EB/L. FERALWARN 7a—%
BIRLET, B S THORI A XEATORWVEA T, AT 7 5 ICAR YT LET, R—FLORETE
TITWET, GBI OWTE, R —Z VD IARW IR N AR AX DR E (TR) 122 B L TLTEEWN,
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[ NON ) ISE Express Wizard

afua,
CISCO

L] A

ISE Express Wizard

Select Portal Type

When people outside your company attempt to use your
company’s network to access the Internet or resources and
services on your network, you can provide them network access
via a variety of Guest portals. Guests typically represent authorized
visitors, contractors, customers, or other temporary users
who require access to your network.

L s

Hotspot Self-Register Sponsored

1 Check to enable portal customization
(logo, banner, color theme)

Debug window 0.9.7

B 11 R—42J)L 24T DEIR

ATvF4 K12\ 0RTIOC, vd N F—ET v a—RL, BT— T—~<EEIRL T, [kR~Next)] 227V 7LFT,
H: ZOHRF<ARE 70— DR —Z L DWDT IR L THTWET (FANEZIFAR Y —),

[ XON ] ISE Express Wizard

ISE Express Wizard

3 A

Portal Customization

oot EstooL A

LOAD LOGO LOAD MOBILE LOGO LOAD BANNER

Theme color

Blue theme (default)

Dimensions:

Banner - 1724x133 px;
Logo - 86x45 px;
Mobile Logo - 80x35 px.

Debug window 0.9.7

12 R—FILDARZTAX
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ATYFTE5  TUAYL R b —JOREICHLERERE AT LET, ZOHFRIX, FRIRET =y 7Y AN H
L TR Y = — RIS N2 DT, 58 T LD, [Ik~Next)] 227Uy 7 LE T,

H: 7 —hv=A P TRLAR, WLC BEAY N =7 DT 74k 7=t TH,

® e ISE Express Wizard

aifrar]e
CiIsco

ISE Express Wizard

f g (')

Configure your WLC

WLC IP address
10.1.100.42

WLC management network default gateway

10.1.100.1

WLC Administrator Username
admin

WLC Administrator Password

D G

B 13 WLC DR 7E

ATFYT6 U4V —RT AV R b —F 2 LRI RTREZ: WLAN OUARE#SL £3°, WLAN Express
P CTEITHICRE LT AN R b —2%38R L, [k~ Next) | 227Uy 7 LET,

[ JoX ) ISE Express Wizard

ISE Express Wizard

3 A

Select WLAN to configure

v tmeguest (tmeguest)

Debug window 0.9.8

B 14 WLAN 0>EIR
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ATYFT T K15 T, V4P —FMS ISE 2R ETHDICMERFEMNRKDOONET, OB HRITHFHFTRE
F o ZVANF AL CESNE L, MEREHRZ AN L%, [k~ Next)] 227Vv7LET,

FRANDulr—ay | BAL S — - FANDIELWIAL S —2 5 AT A2 LIXEE T, 2E4/I
O, FXUA Y —RORE THRIVEL DG AR ET DI, [ I XD —2 92514
= DFRGE) DIAEZ IR TLTIEINY,

AR — VY —ADER - ARA =R OTAT T 4T+ =R BRI D0 DA T var
HdHVET, 22 TIE, Active Directory DV )V —T % {4570 DA 7 a2 R R LET, ISE IZ
n—7b 2—FEER T DB AT 52 TEET, ZTNDHDOF T v ar OFFMIC OV TR, £
TP —=ROB T T NE T LTI EXITHID AR =5 BN D120, [ XAt — T DR
JE) DAL TSN,

HE: ZZ T, Active Directory D7 NV—T7 % HL TAR Y — FAND 70 —%RKRLUET, 2L
TP —REE T LIERICERENDF TV ar DA—— b (biEfl) T7,

T/Md"/wﬁm—f I ROF T ar BNFERENT, B OB —| AR — 2—PF DY —
ERETHAST T aiIb0FEE A,

[ NON ) ISE Express Wizard

ISE Express Wizard

A
Configure your ISE

ISE IP address
10.1.100.23

Choose Sponst S¢ o
Choose Sponsor Group( ) from Active Directory ¥

Debug window 0.9.8

15 ISE DR FE

ATYT8 AT T CGRIRLIZA T v aillsT ARV — THU U N ET Dl 2 2T 50>, Active
Directory /R LET, =—H/L TV NI HRFIETHLH2D , Z2DOF T a 3R RmL T
iﬁ/u a—Jv THONAER T 585 51E ATy 10 ITAF YT LET,

X 16 (29 EHIZ, Active Directory 47 L a 2T e A1, IROTEHRZ AL, [k~ Next)] &
IV LET,

ZOWERITE R T, kEALET,
o BHIARA L4 ISE TIERRESNVAR AL 2t D FEAR T~ )L
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e Active Directory KA : AR —DNEAET HHDEL T NA—T MERT DR AL
o AD L—HH//RAT—R

[ NON ) ISE Express Wizard

afea
CISCO

ISE Express Wizard

f A

Active Directory settings
Join Point Name (a label for your AD domain)
myAD
Active Directory Domain

securitydemo.net

Enter User Principal Name (i.e. username@company.com) or User Account
Name (i.e. username). This user should have sufficient privileges to create
and remove machine accounts in the domain, or alter the passwords for
previously created machine accounts.

Username
administrtor

Password

BACK NEXT

16 Active Directory % &

ATYT 9 TP, RAATEERIL, Active Directory D7 )V —7 %3 XTI NE T LET, ARV — 7
AN T AT NIT VT RBATEL N—T"% 1 DL BBIRTEET, 7OV B IRLT-6, [k~
(Next)] 227Uy 7L %7,

[ NON ) ISE Express Wizard

aifean],
CIsCcoO

fh A

ISE Express Wizard

Select Groups
securitydemo.net/Users/Enterprise Admins
) securitydemo.net/Users/Cert Publishers
) securitydemo.net/Users/Domain Admins
securitydemo.net/Users/Domain Users
") securitydemo.net/Users/Domain Guests
) securitydemo.net/Users/Group Policy Creator Owners

") securitydemo.net/Users/RAS and IAS Servers

D L I N T D o Py

BACK NEXT

Debug window 0.9.8

17 JIL—T DEIR
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ATYT 10 ZOFIETIL AR Y — R—%LD URL ZRTELET, ZOMEEZL 4% DNS IZIMKFERIf%R
DHVET, DNS R EL TV TH, ZOF F a2 22 CTHEL . DNS 2% TR ETEXEd, 3F
HZHOWTIE, TISE AR — IR—2)L D FQDN R_—ADT 7 v ADFHIE | DIEE SR TLTEE,

FQDN Z A 1350, 3TN a % TITo7e b DA 7 a iR L E T,
[BH46A (Start) ] 22V 27 LET,

[ BON ) ISE Express Wizard

ISE Express Wizard

3 A

Configure your ISE

Would you like to configure your ISE Sponsor Portal with an easy
URL (recommended)?

Example: sponsorportal.yourdomain.com

For more information or if you would like do this later, please
refer to section of the ISE Express guide, titled Setup ISE
Sponsor Portal FQDN Based Access

Requires special DNS server configuration

Sponsor Portal FQDN
sponsor.securitydemo.net

] Don’t configure Easy URL

BACK

Debug window 0.9.8

B 18 R7IRH— 7R—42JLD FQDN DEXTE

Apple T/ 3AADY IR — M EE 2 L E LT DRBIRBRIED L E T, ZOX TV ar OOV TR,
[ v TT4T R=BIDNA/RREKTE | DEHES R TITZE,
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19 T, [OK] 22V /LT, e~ ET,

[ NON )} ISE Express Wizard

afani
CIsco

ISE Express Wizard

3 A

Your WLC will be rebooted now

Your wireless controller will be rebooted in the configuration
process. Any active wireless networks will be taken down during
reboot.

Debug window 0.9.8

19 v T 747 R—BILDINAISAEFR DB

20 IRT I, UAYL R a2 ha—FBLIWNISE Ol 2R EL., I R—R T OIREDOT 7T 47
AT —H AR LET,

[ NON ) ISE Express Wizard

cisco ISE Express Wizard

fh A

Configuring
Please wait while your WLC is being configured.

Please wait while your ISE is being configured.

.

B 20 &F

U4 —FT WLC &ISE ZET DL, B 21 (TR T IDTIRMEAT —FAD M AR RSNET,
ZOBEEZ IR OER BBV ET,
o SSID: 7747 RO S D4 Hil,
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ATyT 1

o TANR—=HZNMIY I LET, R—2IVINEDIDNTRRINDDES T DDA T
EFET, 2= VPREEOT ASAANLS T DI, R —HVESERITT AN D20 T2
ZEHLTEET,

o ARV — Tu—DBE BHETDHEAR A — R—2/LLEfEH72 URL (FQDN) IZHU 7%
L Ed,

[ XON ] ISE Express Wizard

ISE Express Wizard

Cisco Wireless Controller and Identity Services
Engine configuration is now completed!

You can now join your SSID Name network using another device.

Here is a link to the guest portal that was created, it can be used to
test basic flow and look of the portal.

Here are the links to your sponsor portal where you can manage
your guest accounts:
Sponsor Portal FQDN (your easy URL).
Sponsor Portal Test URL (link to sponsor portal without using an
easy URL).

CLOSE

Debug window 0.9.8

21 SETSNI=ERE

[FAC% (Close)] &#2Uy 7L %7,

H: VAT LRENTE T THE, WM GTOEREEZY Y U THTIZBAELRWRY , WLC 7213 ISE ~D
BRI O — VI CEERTA, REEE R T, FRIITAT LAERIZONWTHDLE R D
HHATE. RX 2 A FORES L E T,

T4 —RZFE AL CERELE TLELZ, ZO%DIISE Web 32:EHD WLC OFRE IHTAR—4LD

HARWYIR N AL A XD E (LE) | FTOHIIZREHA T, BEMOIEHEORE ((LE) |OHIZ

A TTZE,
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ISE Web E25EFI WLC DE&E

ZOIETIX, WLC THREAREF 2T R EZRELTISE 2L E7, RADIUSNAC (%, ISE 2352 A]Z & (COA)
FORZIEFL, 22— BRI NI =% WREL T 7B ATEHINZLET, oFD, HL vy varZ2hva<TH ISE
MITAT L IOIRBERFERFA B CEAH 1012720 F T, 72213, Portal FEFREDT=DIZ ISE (ZVF AL I T DL, 7T4T
MIFBEEESN TR NI — I ~DT 7B AN A SIET,

X 22 2RSS 72—, ISE Web #2FFHIZ WLC 2R ETAHEXIFEH T et 252 R~ LE T,

Part 2 - Configuring WLC and ISE for Guest Services

Configure Required Settings

eI basS el ISy for Sponsored Guest Flows

Authentication

Configure Captive )
Portal Bypass Configure Basic Portal
Customization
Configure WLC for
RADIUS Authentication
Change WLAN to Use
Web Authentication

Set Up a Well-known Certificate

Configure ACLS for S:Lg':::g;s;g (ﬁ::::"
Guest Access
Configure ISE for Guest Services

Configure Minimum Settings
for Self-Registration

22 /X—k 2 78— - ISE Web 2:5FF WLC DEEFE
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X TT4T R—BILDINAIRREKRTE

Cisco Identity Services Engine Y77 =7 DF AN T 78 AL, SEZFE R/ TAT I Web 7 77 CHR—RSH T
%9, Cisco ISE 7 AR 77EAFLBIL N Apple (0SS BLNOS X 7747 8 &Fio>arha—J%F 72121, 7
TAT IR—BIV NANRARE T O A% 58 T TH0ERHVET,

o FXTTAT R—L RSA RO ROMAIZBET DM OV T, ISE OERAL TS
=3P Cisco Wireless Controller Configuration GuideJ?DConfiguring Captive
Bypassing | Z#Z ML TTESVY,

XX T T AT W BN DA /RRETRE T DITNE, IRDFINAIIENET,
ATYF 1 Putty 728D SSH /74T Ml LT, VA VLA 2 ha—F0 1P TRVAIZER L E T,

Y — )V E720E Telnet 2 L TR 322 6b TEET,

ATvFS2 arre—I0CLIIZar A LET,
ZAFvF 3 koOa<wl REAHLET,

config network web-auth captive-bypass enable

o IrE—ILEEETAIOFEREINET,
RFYvT 4  CLLICHERZ A L, ROa~v ReE AL TAT—22%F < LET,

show network summary

ATYT5  RBEON—IUT, ROITE RO ET,
BUR ANR— AR —% 2 AL B OR—VIIBEHLET,

Web Auth Captive-BypPass  «.vvuiuurreeennnnn. %) (Enable)

ATFvT6 a2 har—F~0 SSH By arZHUET,

WLC T® RADIUS 25 H—/\DERE
RADIUS F8REH— 3L TISE 2% E T DIiE, IO FNAIZHEWET,
ATYF1  UAYLALAN 2 bha—7 (WLC) —30D GUI ([Ze/ A LET,
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RATvT 2 23 (TRTIDNE, D A=2—0 b, [EF =27 1 (Security) ] > [AAA] > [RADIUS] > [#&5
(Authentication) ] DNAIZEER L ET,

MONITOR  WLANs CONTROLLER  WIRELESS  SECURITY

Security RADIUS Authentication Servers
w Acct Call Station ID Type £ System MAC Address -
General
» RADIUS Auth Call Station ID Type AP MAC Address:SSID -
Authentication
Accounting
Fallback Use AES Key Wrap ] (Designed for FIPS customers and re
DNS .
» TACACS+ MAC Delimiter Hyphen -
LDAP

B23 RADIUS E2EEH—/\

ATvT3 [New]|z27Uw 7 LT,
o X 24 12”7 X512, RADIUS FGEY — OB E AR RSN ET,

RADIUS Authentication Servers > New
Server Index (Priority) 2 -
Server [P Address 10.1.100.22
Shared Secret Format ASCII -
Shared Secret e
Confirm Shared Secret e
Key Wrap [ (Designed for FI{
Port Number 1812
Server Status Enabled «
Support for RFC 3576 ‘Enabled : -
Server Timeout 2 seconds
Network User Enable
Management Enable
IPSec = Enable

B 24 [RADIUSEEEEH—/\ (Radius Authentication Servers)] > [#738 (New)]

ATvF4  ISE @ IP TRLABLOEEREEL A L E T,
ATvFT5  RFC 3576 (265 R —bFhLET,
AFvF6  [EH (Apply)] 2V 7L ET,

WLC T® RADIUS 7HO T4 H—I\DERE

RADIUS 7H 7T 427 Y= "G ET DL, RO FNEIZHENET,

ZATFYFT1  UAVLALAN 2 hm—F (WLC)H—3D GUI Icrns A LET,
ATvF 2 M 25 (RTINS, EDA=a—05, [BF 2T 1 (Security) ] > [AAA] > [RADIUS] > [T H VT«
7" (Accounting) ] DIAIZERL £,

MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY ~MANAGEMENT COMMANDS

Security RADIUS Accounting Servers
v AAA
i MAC Delimiter Hyphen -
» RADIUS
Authentication Network Server Admin
Accounting User Index Server Address Port IPSec Status

25 RADIUS 7A9> T4 H—iX
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ATYF 3  [New]ZZUvZLET,
o 26 |2 X912, RADIUS THY T 47 Y— RO W H AR RINET,

RADIUS Accounting Servers > New
Server Index (Priority) 2 -
Server IP Address 10.1.100.22
Shared Secret Format ASCII -
Shared Secret "ene
Confirm Shared Secret sens
Port Number 1813
Server Status Enabled =
Server Timeout 2 seconds
Metwork User Enable
IPSec [} Enahle

26 [RADIUST h™oT42%H—s\(Radius Accounting Servers)] > [#758 (New) ]

ATYT4  ISE D IP TRLABLOLEMEREY A HLET,

2FvF5  [EA (Apply)] 22V 7L ET,

ISE D Web BREEE{FHT HKLIICWLAN DR EZZEELET

ISE @ Web #2:FIZ RADIUSNAC Zfifi 4255912 WLC DR EEZEFE 511X, IROTFNEIZHEVET,

AFvF1  [WLAN (WLANs)] Z3#RLE7,
ATvF2 [ ASSID (Guest SSID)] Z3&IR L F97,

Cisco MONITOR WLANS CONTROLLER WIRELESS SECURITY — MANAGE

WLANs WLANSs > Edit 'guest’

o e ——
WLANs

» Advanced

Profile Name guest
Type WLAN
SSID guest
Status Enabled

27 WLAN

ATFYF 3 [Security] 7 %2V LET,
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ATvF4  [LA¥2(Layer2)] #7 & 2Uv/LET

o 28 [ TRT IO, [V A2 (Layer 2)] D [£F=2UT 1 (Security) | #7 A7 alingmS
ET,

| General | Security | QoS | Policy-Mapping

Layer 2 | Layer 3 | AAA Servers |

Layer 2 Security @ None -

MAC Filtering®

28 [tz¥!) T+ (Security)] > [L1+2(Layer 2)]

ATYFTE5 LAY 2 BX2UTAICxL T, [72L (None) ] 23R L7,
AFYT6  [MAC74L%V27 (MAC Filtering) ] B 2hcLET,
ATYFT [V AY3(Layer3)] #7&2Vv I/ LET,

o 29 [ TRT IO, [VAY3 (Layer 3)] D [ =2UT 1 (Security) | ¥7 A7 TalingnS
ET,

' General | Security | QoS |ﬁ
" Layer 2 | Layer 3 | AAA Serv

Layer 3 Security 2 MNone -

B 29 [t¥ )7+ (Security)] > [L1¥3(Layer 3)]

ATvF8  [72L (None)] ZiEIRL £,
ZATvFT 9 [AAAY—/3(AAA Servers)] IR L £,

o K 30 TR T IO, [AAAY— 3 (AAA Servers) | DA 7T al BDERSIVET,

 General | Security | QoS | Policy-Mapping | Advanced ‘

Layer 2 I Layer 3 | AAA Servers |

Select AAA servers below to override use of default servers on this WLAN
Radius Servers

Radius Server Overwrite interface | |Enabled

Authentication Servers Accounting Servers

[7] Enabled [7] Enabled
Server 1 None MNone

30 [z a!) 7+ (Security)] > [AAAH—/N (AAA Servers)]
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ATvF710 31 IR TEUE, [H—73 (Server 1)] 7L T BBFEV— T AT T 4T H— 23 LT ISE
P— 3D IP AR TH L ET,

Authentication Servers Accounting Servers
Enabled Enabled
Server 1 IP:10.1.100.22, Port:1812 « IP:10.1.100.22, Port:1813 «

31 [2F ') T+ (Security)] > [AAAH—/N(AAA Servers)]

ATYFT 1 [FEHERE (Advanced)] #7 &2y 7L £,
AT9F 12 K 32 \ORT IO, [FEMERE (Advanced) | #7 A7 v ar NERSNET,

| General | Security | QoS | Policy-Mapping | Advanced \

I Allow AAA Override Enabledl DHCP
pabled

Coverage Hole Detection

IPv4 None -

Override Interface ACL

IPv6 None - Split Tunnel (Printers) [m:
Layer2 Acl None i

02.1 a/n =

Wi-Fi Direct Clients ——————
Policy Disabled « e

Maximum Allowed
Clients Per AP Radio

200 NAC State  Radius NAC «

32 [F##HE% % (Advanced)]

ATYF 13 [AAAL— X—TFARZFFA] (Allow AAA Override) ] ZHNZLET,

ATYFT 14 [ H—T A AACL%EA— N—FAK (Override Interface ACL)] (Z [72L (None) ] Z3®IRL F9°,
ATYF 15 [NACOIREE(NAC State)] T, Kay7'X 7 A=a—%f LT [RADIUSNAC] R E5,
ATvF 16  [#H (Apply)] 227V 27LET,
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REUTHHRDRMA K AList

EZRNDUSFALINED ACL DEREB LUV T7HIEAD T

ZOIETIE, WLC TACL ZiRETAHIEIZHOWTGRIALET, BRUIX, AN VT4 T VBT AN =B AT 7
TATEALIHIZ ACL 2R ETHILTT,

B Xh TINMR%E ISE LSRR R—2ILIZYE AL IMT B0 ACL DEESE

ATYvF1  WLC O GUILIZBEIL, [ =2VU7 7 (Security) ] > [7 7 A= hr—/LY A (Access Control Lists) ] >
[77EAza ha— LY AR (Access Control Lists) | 28R L E£97,

o 33 \TRT IO, [77 A hRr— LU AL (Access Control Lists) | “S— BN FKRSIVET,
ZOR—=VITIE, WLC TRRESNTWVAD ACL N—EFRRrSnE T, 2. ZO_X—=U T,
EE D ACL Z#nE £/ ITHIBRTE £,

cisco MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security Access Control Lists o New...
» AAA

} Local EAP

} Priority Order

»_Certificate

B 33 [F )T« (Security)] > [ VtRXa>tA—/L1) X+ (Access Control Lists)]

ATYF 2 [HH New)] 227Uy 7 LT, #HLW ACL ZERRLE T,
ATv73 34 1T X912 4RMIZTGUESTREDIRECT | 2 A S LE T,
ATYFT 4 ACL ONV—VEAERRTHIIE, [FRfE (Edit)] 227V 27LET,

MONITOR ~WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK

Access Control Lists > New < Back Apply.

Access Control List
Name GUESTREDIRECT|

ACL Type @1Pva 1P

34 [7tERavkA—)LY X (Access Control Lists)]

2FvF5 [ (Apply)] Z2Vv 7L ET,

o 35 IR T IOIC, [T 7R fa—/LU AL (Access Control Lists) | Dt ~— T RFE R

SNET,
Access Control Lists > Edit <Back | Add New Rule
General
Access List Name GUESTREDIRECT.
Deny Counters o
Destination Source Dest Number
Seq Action Source IP/Mask IP/Mask Protocol Port Port DSCP Direction of Hits

B 35 [7UtRa2bA—)LY) AR (Access Control Lists)] > [#R&E (Edit) ]

AT9F 6 [HLVIL— OB (AddNew Rule) ] #27Vv 7 LE T,
ATYFT [T AILr—/LY AL (Access Control Lists) ] > [/b—/L (Rules) ] _X—YNERSNET,




wl el )l
RENT HERORMAAK Lt

ATv78 36 IR TINC— L ERELET,

: 10.1.100.22 {ZISE @ IP 7RV AT (THEHD ISE D IP TRV AZFEHLET),

General
Access List Name GUESTREDIRECT
Deny Counters 0
Destination
Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction MNumber of Hits
© permit 0900 /0.0.0.0 " upe DNS B A Outbound 0 [ -]
S TEME g0 0.0.0.0 m m oun
. 0.0.0.0 / 0.0.0.0 {
2 P
2 ermit 0.0.0.0 0.0.0.0 uUDP Any DNS Any Inbound o [~}
0.0.0.0 / 10.1.100.22
3 B A A
ermit 0.0.0.0 255.255.55.255 ny Any Any ny Inbound 0 a
. = it 10.1.100.22 f 0.0.0.0 f A A A A Outb. d 0 u
= FeME - aee 255,255,255 0.0.0.0 n n n w eun

B 36 7R YEAL U2 av D ACL TR

FERICAVA—RIMNDT AN TOEREAT 5= D ACL DERE

ATYFT 1 WLC OU#F—RIZEY, guest-acl LW D44 HITT ACL BMERSILTWET, [guest-acl] ACL 22Uy
JLET,

RTVF2 —FUR 2 DORIZIRD 2 DO —VEBILET,
E: WOFIRZNEFICETTHILITIERICEHETT,

o EEJ ISE IP ~DTZEAT any ZiF ] LET,
o 5G4 ISE IP ~DT7EAT any Al LET,

o B 3712, —FvR2 DBIGEINEIZ 2 DOFHN—LVERLET,

ess List Name guest-ac ]
Deny Counters 0
Destination
Seq Action Source IP/Mask 1P/Mask Protocol | SourcePort  Dest Port DSCP Direction Number of Hits
permie 0000 /o000 uop a ons Ay A 0 -]
™ 0000 0.0.0.0 v A
R 0.0.00 0.0.0.0 n . B
- " 0000 0.0.0.0 v v
T rem 0000 710.1.100.22 . . N R . o
< P o000 255.255.255.255 v v v A
R 10.1.100.22 0.0.0.0 . s
= " 255255255255 0.0.0.0 v
0.0.00 / 10.1.100.0 -

B 37 Guest Permit M ACL T k1)
H#: 10.1.100.22 (X ISE %— "D IP TRL AT, FfL—niZix, ZEHDISEIP 7R
VAZRERHLET,

o Z4UT, Cisco Identity Services Engine & WLC @ 7 AR +h—E 2 BB RADHFH)D/S—h (A
3 UAFYL R arba—7 (WLC) DAV A=V B LR E) 13 T T,




) o atfren]es
BRELTHICADEMIT AR CISCO.

A2 T7HOARD ISE DEETE

UAYL A arba—7% ISE Web i8alb & 2L E L2728, ISE ([Z B2 RIRAFAT T AL ERHVET,
X 38 ([cFRsbH 7 —XiL, Z AN —EZAHFKE ISE D7 atRE/RLET,

Part 2 — Configuring WLC and ISE for Guest Services

Configure Required Settings
for Sponsored Guest Flows

Configure WLC for ISE Web
Al 2 {Optional)

Configure Basic Portal
Configure ISE for Guest Services Customization

(Optional)

Configure WLC as a

N rk Access Device Set Up a Wellknown Certificate

(Optional)

Create an Authentication
Policy
Set Changes for Admin
and Guest Accounts
(Optional)
Create an Authorization
Profile

Create an Authorization
Policy

Configure Minimum Settings
for Self-Registration
(Optional)

38 /\—hk 20— -5 R+ H—ERF ISE DEFE
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atfren]es
CISCO.

DAY LR aArbA—5(WLC) DARYRT—D 7OER TINAA(NAD) LT

DEXTE

ATvT1
ATvF2

ATv73

ATy 4
ATvT5
ATvT6
ATYFT
ATvT8

ISE OEH Ul Icn/ A LET,

[‘& 2 (Administration) | > [r hV—21 > —Z (Network Resources) ] > [R NI —27 T /34 A
(Network Devices) ] (ZBEIL £,

B 39 (301, BN (Ad) ] A IRLE T,

F——
ofs System

7 Network Resources

External RADIUS Server:

S Identity Management
Network Devices
c )

- . J Edt [

| Network Devices E) Name

=

Il Default Device

Metwork Device Groups

Network Devices

-

39 Ry T—4Y FTINA RDIEM

o 40 |9 IO, [Ry b —2F /34 A (Network Devices) | DfER—VNFRINET,

Network Devices List > New Network Device
Network Devices

i
DEETIBTIBN] Wireless Controller

[P address: [10.0.00.02] |4

e —
Software Version[ ~]

* Network Device Group

Location ] Locations

Device Type|all Device Types

O‘ \ Set To Default |
Q‘ [ set To Default |

~ Authentication Settings

Enable Authentication Settings
Protocol  RADIUS

* Key Encryption Key
* Message Authenticator Code Key

Key Input Format (= ASCI

O+ swp sertngs

a ¥ Advanced TrustSec Settings

[ e

40 FHLLRYRT—Y T/IRA ZAD BN

TNARGLE NTILET,

TISARD 1P TRVR% ATJLET,

[FRED % E (Authentication Settings) | ZH NIl E 7,

[ A Fh% 8 (Shared Secret) ] # A JLES (FRTT =y ZVANDIHHE K5 :12),
[2#15 (Submit)] 227Uy 27 L ET,
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REVLTICADEMH (AR C|ISC|O

REIRY—DETE

FRRIEARY > —"ClZ, Cisco ISE 2@ EIEH 75, s a 7 ahL BIWID V—AF21T ID V—ANEFZ2 5
IZEFRKTEET, Cisco ISE TiX, 774/ NT, AL 77 B AH O FRIE G A O H AT e8GR > — 0
SNTWET,

T4 IVEDBERER)—DF TR

FRIERBFADT 7 AV DRI —2 1T 5120, IROFNEIZHENET,

ATYvF 1 ISE OFHULICRT A LET,
AT9F 2  [FRV— (Policy)] > [FE (Authentication) ] \IZFEENIL £,

o K 41 |\ZRT I, [T 74NV OFRFERY T — (Default Authentication Policy) | ~<— U MK 7R

- [mas | ¢ 1| wired_MAB OR Wireless_MAB < | Alow Protocols : Defauit Netwo
v | Default : Use | Internal Endpoints = |

Identity Smrce|lntemal Endpoints

Options
If authentication failed| Reject -

If user not found | Continue Z-l

If process failed | Drap T
Dot1X s If Wired |

@ 41 TjT}bFa)ul.. n].—t-I_\U v

T 7 A IVEOFRFERY > —TliL, REOWE T RAR A M MAB 1 [#i47 (Continue) ] IZERESNTWET, ZHIZ
F0. GRE) DT AN U RARAL IBFBREEHA T CE, 2O RIRA L RDT AR IR—F N ~DUF AL I TR R[S H
7,

FAR TURRAMEISEAN)FALOMTRBITOI77AILDYER

TURRAUNE, IO TRy NI =227 78 AT L MAB T —WREFES AL, FRAEH DT AN IR—Z U Z AL 7k
SNDMENDVET, ZOVF AL 7L a ZUBT DFET 07 7 A NV ER T D LB DY ET,

ATYF 1 [RU—(Policy)] > [RUT—% & (Policy Elements) | > [f& 5 (Results) ] IZBEIL T,
ATvF 2  [FRGE (Authorization)] ZERBHL . [FRFE~7 17 7 A /L (Authorization Profiles) ] Z27VU> 7L %9,
ATYF3  [BEM(AdD)] 7)oy LET,

RATYT4  ROEHREADLET,

o [4Hii(Name)]:Guest Redirect

o [WebUXALZK(Web Redirection)] A AL, VA AL I OFEEZ SR [y FAR vk
(Hotspot) ] F7=1% [££H 1 Web# ALk (Centralized Web Authentication) ] (H CUE &k £/ 1T AR
P— 2RO TO—THEH),

o [ACL]:Z® ACL 1T KT/ CF%HXBIL, WLC CRESNT-AHIE—EHTHILERHYE
T [TANDIVZ AL I MNHD ACL DRREIBINT 7 BADF A | DI TORE EITHE,
GUESTREDIRECT Z{# FHL 7,




wl el )l
REUTHHRDRMA K Lkt U

H: Z0O ACL 1T KR CFL/NLFEXBIL, WLC TOERICERIZ—ETHLERHVET,

o fE:EU)RT 7 AN R—HL ([ hAR >k Hotspot) |, [ A £ $% (Self£Registration) |, 7=
IZ [AR ¥ — (Sponsored) ] ZiRIN L F£77,

ATYF5  [1E (Submit)] 22Uy 7/ LT,
YEALOREDFRYRRTRYE Ta7714ILOH

Authorization Profiles > Guest Redirect
Authorization Profile

*Name | Guest Redirect

Description [ Redirects MAB endpoints to guest portal

= Access Type |ACCESS ACCEPT i

¥ Common Tasks

Web Redirection (CWA, MDM, NSP, CPP)

Hot Spot ~  ACL [GUESTREDRECT Value [ lotspot Guest Portal (default] |

¥ Attributes Details

Access Type = ACCESS_ACCEPT
cisco-av-pair = urkredirect-acl=GUESTREDIRECT
cisco-av-pair = urkredirect=https://ip:port/portal/ gateway?sessionld=SessionIdValue&portal=18b73f40-5e4e-11e4-b905-005056bf2f0a8action=cwaktype=drw

B 42 Ry b RARYRDEREETOTFAIL

LTI ILEED)EALILDOH

Authorization Prafiles > Guest Redirect
Authorization Profile

* Name [ Guest Redirect

Description [ Redirects MAB endpoints to guest portal

Access Type |ACCESS ACCEPT h

¥ Common Tasks

WWeb Redirection (CWA, MDM, NSP, CPP)

Centralized Web Auth »|  acL [GUESTREDRECT Value [ istered Guest Portal (default) - |

¥ Attributes Details

ACCESS_ ACCEPT
urtredirect-ac=GUESTREDIRECT
i :t http :/fip:port/portal/gateway portal=10b72310-5e4e-11e4-b905-005056bF2f0a8days ToExpiry ction=cwa

43 L To v )VEE DS ALYNRERIETOo7M4IL

TORARZEBR[TA=-HDERETOT7AILDERK
ZOHE T, 2—W TR ARRAESNTZRBIC R N — 2T 7B ATELIINC, FHRIE T 07 7 AV B L £,
TR AERATHI-O ORI T T 7 AN EVER T HICIE, IROFIEIZHEVET,

ATvF 1 [FRUT—(Policy)] > [FRV—2i3% (Policy Elements) ] > [ (Results) | (ZREEILE5,
ATvF2  [#%GE (Authorization)] ZJEBHL | [F8FE7 7 71 /L (Authorization Profiles)] #27Vv 7L %7,
ATFvF3  [BI(Add)] 22V LT,

o HILWIRGEZ 77 A/VDHEHE DS FRRIILET,
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arization Profiles = New Authorization Profile

Authorization Profile

*Name | Guest Permit |

Description ‘ Internst Access for Guests

¥ Access Type | ACCESS_ACCEPT -

Service Template [

* Common Tasks

[[] web Authentication (Local web Auth)

M Airespacs ACL Name | quest-ac| ‘

B 44 Guest Permit BO RO 74MIL

ATv74 44 | TRT IO IRDITEHRAEANSILET,

o [#4#ii(Name)]:Guest Permit
o [#iBH (Description)]: 7 ANHA L 2 —F b TI&®A
o [Airespace ACL# (Airespace ACL Name)] #4121, [guest-acl| & A JJ

B 20O ACL TR XFE/NLFHXFIL, WLC TOEFHZICIEMIZ 50 ERHVET, 2D ACL
X, FARDIZ AL JEHD ACL OFRERBIOT 7 EADOFF ] OETT TIT/ERSNEL,

ATYF5  [241E (Submit)] 227Uy 7L E 9,

TANT7OARDORERER) S —DER

AN R— 5’”“)5 AV I NEE BT DI TR — IV EERL L ET7, R/ — VBB T A2 8I2ED, T3 AR E
7=l j:L*——‘Tj‘ o nﬂzéﬂék N ‘J‘/f/%@? —"7 umbfﬁkﬁ \—77'122(%64:9 fcﬁ@i‘j‘o

ATvT1 [RVUT— (Policy) ] > [#%IE (Authorization) ] ([ZREIL £9°,

ATv72  [Basic_Authenticated Access] /L —/L1T®D [fatk (Edit)] DRICH DR Z 77 L E T,
ATYF3  HHA—LEBED RITHEALET,

RATYF 4 B A5 | TRT IS, INETOREITED 2 2OFHNL— VA BINLET,

GuestPermit GuestEndpoints Wireless_MAB Guest Permit
GuestRedirect Wireless_MAB Guest Redirect
Basic_Authenticated_Access Network_Access_Authentication_Passed PermitAccess

B 45 FREERUS—DIL—IL

RTYT5  FAHIOVZ AL TN — VAR L ET,

ATYT6 L —/LDOLHI:Guest Redirect

ATYF T  [5:fF (Condition) ] > [# 6 551 : Wireless MABD ;4 (Compound Condition If Wireless MAB) ] Z 3R
Li‘ﬁ"

ATYFS8  FREET T AL [#EYUE (Standard) ] > [Guest Redirect] Z 3R L £,

ATv79 [52T (Done)] 27V 7L E7,

ATYF 10  HID/L—/1% Guest Redirect /L—/L D EITfRALET,

ATYT 11 =L D4 Hi:Guest Permit

ATYF 12  GuestEndpoint 7> Wireless MAB DA IR L £9,
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ATYF 13 [Guest Permit] 707 7 A /L 284K L £,
ATvF 14 [527T (Done)] &7V 7L %7,
ATYF 15  [fR1F(Save)] &7V L F T,

A=W AUP (Y AR M IZRIE T2V T i )b IR—2Wn A § 58 AR DR —H )V ZAT DRIE
T — PR DR RENET,

F— RAVD BIR CHEASNDSFE EIZTURRAUE ZN—F 1SNV TWA G BFETT, =—HEi
TNARNRRYNT —ZIZADET, AUP (R hAR YN 2520 Adhs, T 7 3A A7) GuestEndpoints (25 fkS
NTOBVKONDILT oy L (BRRIERER 127 0—) 2 AN LET, Z0%., TOTREA N T
N—TICEESNTT 7 EARATEDLINNRVET, T3 A R FECHIBRT 52>, £7213 30 HREO~—2 (7
TAIVIERIE) iR HE T, 22— ELITT ANAAN AUP 2% AND7d, F3R—2VICHEn s A
BV AL TMNIENET A

HEAZEETDIHAR, | BIZBRELEEL, 2O D Z—T DR EDHETVRRA L MR ELET,

o JRYNARN /]\0)711—62]: [Portal Settings for Hotspot Guest Portals | T EE AL CVVET,

o BIEFEHREE-T-T7uo—X, FAN XA TR L TEITINET, [Configure Guest Access | &= 2L TL
it={AN

ERNERERF ST T AN 70 —D Ry NI =T ~DT IR RO DA T > a L, A 7a—Fi37 Ak
HAT DFBFEN— M ESN TR NI —JIZT VB ATEDINCTHIE T, ZOREL, AN ZATD
HETCL—YEHIRTAZENTEET, il KT IV NEHIR., BREOHBA~DT 7 BRG], KRR
a7 A 72E, [Configure Guest Access| TatBAL CWVET,

T, LWV RT —7 ol gl b - N —F R R —Fal AT HMERHIET, 72 %
IZ. WLC 2—HF DT ARV ZALTIME (T 74V ME 180 B)) TRIETHEXIT, a—P LT A 2Z2FH
LCAV—7  HRELT. FLWIA YL R By ar ID #EELET,

ZOREX, BRIEREFOVR—HHTY,

X 46 (ZFERSNDEADOBNL, HODPDEZAT DF AL AN 70—|Z8 > TRy NI —ZIZFF A 425 Bl
IR T,

X 47 |ZFEREIN5 2 BDDOHNT. AN ZAS 1L T, T/ AMER 5 LET, ZRZITT, BE0F
AN, BRI T 7B AMERH D F T,

GuestPermit Wireless_MAB Metwork Access:UseCase EQUALS Guest Flow GuestPermit

GuestRedirect Wireless_MAB GuestRedirect

Basic_Authenticated_Access Metwork_Access Authentication_Passed ParmitAccess

Bl 46 EADHS X+ JO—HRBEEIL—IL

| GuestPermit GuestType_Contractor (default) MNetwork Access:UseCase ContractorPermit
EQUALS Guest Flow

@ GuestPermit_copy GuestType_Daily (default) MNetwork Access:UseCase EQUALS GuestPermit
Guest Flow

(] GuestRedirect Wireless_MAB GuestRedirect

B 47 SR+ B4 TRIDFBFEIL—IL
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RELGT IV LADEM@A AN

atfren]es
CISCO.

=SB DOICBHADFNAEE T LELT,

TFAN T I BAZHR Y NAR YN R—2 )V L COBGE L. [ =2V D IR 72 I AZ < A XD E LE) |

DIEFTAF Y S TEET,

HOBGEEIIAR Y — 7o— (BRIEREEFS7 AL 778 R) 2L TOSEA 1L, SHICREDNLE T,
wOHEH 2R SEB I OAR A — F AN 70— 2B 5/ NEORR E WA TEE N,

B 48 13, BRAGWAFF 7o AN Tn— 2R ET DO T 57 n e A2 RLET,

Configure WLC for ISE Web
Authentication

Configure ISE for Guest Services

Configure Minimum Settings
for Self-Registration
(Optional)

Configure Required Settings
for Sponsored Guest Flows
(Optional)

Part 2 — Configuring WLC and ISE for Guest Services

Configure Basic Portal
Customization
(Optional)

Set Up a Well-known Certificate
(Optional)

Set Changes for Admin
and Guest Accounts
(Optional)

What’s Next

48 ERIFHREIF -7 U EAD ISE DH/RTE
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) o atfren]es
BRELTHICADEMIT AR CISCO.

HEERELURR Y— SFRAD 70— ELEHR/INE
DEETE

FZ2h0O5—2a B4 L -2 DERTE

IHHDORET. HEEREBIOAR A — F RO 70 —%2 PR —h T 50N T, FANRRY NI =227 78 A
TAar—arWEL T, TR EMEE B AR P — B2 A L — o I TIBIR CE AT 5L
BYEETT,

RN—=2VBIOAR A — T —TTalr—a N 1 DR ESNAINCRESN TWAEE . FIEHEOT-DIZ,
FANBLORR A — 0 —a iR T 5720 DA 7T v a i FRShEFE A,

PST DB AL, S AT AR IN TCWAEY L )P ouar— a2 TEET, ZOXA L S —  DNEEREHN
DL (AR Y — FRARD 70— [CLBERRE | DHEIZAFT YT LET,

T IFNEDY L Y ol —ral DA FNTEERE TEER A, 20—y a it EHTAIBIRL AT IEE RSN
RNz | HIBRT AT HYFE A,

/7 —al BN SSID OFFANE SWTIE, TRI=AR—4% HARDI Assign Guest Locations and SSIDs] ZZ 1L T
TEEUN,

FANDTr—a EAA L = R ET DR IROTFNEIZ N ET,

RTYF 1 [FARNTZEA(Guest Access) ] > [%E (Settings) ] (BB £,
RTYF2  [FANOur— a2 ESSID (Guest Locations and SSIDs) ] Z &AL £,
AFYFT3 K49 |\ TRTIOIC, [F AR — a3 ESSID (Guest Locations and SSIDs) | ~S— 3RS ET,

¥ Guest Locations and SSIDs Specify the locations where you want to allow guest users and the S

Guest Locations

Use guest locations to determine a guest's time zone

Sponsors associate 3 location with each guest account they create.
Location nama:™ Time zone:*
\ | W A ]
| Location Name - | Time Zone Edit
QO Boston (EST) ESTSEDT
) San Jose America/Los_Angeles

49 7RO —L 3V DERTE
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ATFvT 4  alr—alABIOZAL S —r 2 AN UET, #:ESTSEDT Zf 44K AR (EST) 7137 AV
N =a—a—7,

m: o ol —al T IR LN T EE N,

2ATFvF5  [BI(Add)] 22V 7 LT,
ATvFS6  [IR1fF(Save)] 22U 7LFET,

ZUDOOT—avzERTARIICR—FIILZRE (HCEE)

J)%ﬁuﬁbuémimf—‘ ar AT DI, B BN —Z VAR ETHLERHVET, B OB F LT
wt,cb\ B UTOIAR A — FANO 70— |V 3R E | DIEIZ Ay 7 U TLIEE W, 2L, TREEI O GE
Tf(ﬁ,w) 1 DIEZE T TTEE,

HE: 7740 b0H 2 8 (PST B BNFFREHANOSGE L, ZOEEAXT Y L THI#EWVER A,

ATvF1 [ ART 77 A (Guest Access) | > [#X7E (Configure) | > [7 AR —4 /L (Guest Portals) ] [ZEIL £,

ATvF 2 HOEBELIT AN RV ERIRLET,

ATYT3  [R—ANOFREBLOOT A=V D% E (Portal Settings and Login page settings) | Z#707-7-HF 7,

ATvFT 4 H 50 (TRT IO, BBV ORED [m— 3 (Location) ] 12, fERKL7=07r—a d3 B0
SHIET,

ATYF5  [BIN(AdD)] 227Uy LET,

ATYF6  [#F (Submit)] 227Uy LET,

Location

Guests can choose from these locations to set their time zone:

sanJose |

‘Boston (EST)

50 7 A R—2ILDEROF— 3>
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AR Y — FZADTO—ILEITETE

AR — FARNEYR—FTH120F, RO FNENRMLE T, B EBEOALEHEH TG EITRENTE T LTWDTD,
ZOT v RE ARy LT, TEEAOGEH Z20%E ((FE) |OEIZBEIL TTZEW,

AR Y —THIVEDERTE

W7 17 N AERCT %7, ISE % Active Directory &t 5T 2281280 AR —%FELE T, Active Directory &
HAETHEETL. [Active Directory D AR Y — T HT L bOfii | DIEIZAX w7 L TLIEEN,

WERT 10 o MaER T DIZIE, RO FINEIZHEVET,

ATYF1 [ (Administration) ] > [ID ®% H (Identity Management) ] > [ID (Identities) ] > [==— (Users) ] DIEAIZ
BEILET,

ATvF2 [EB(Add)] 27V L ET,

ATYF 3 [ARRP—(Sponsor)] DIEFHAEATILET,

ATvF 4 [2—Y 7N —T UserGroups)] T [T XTHOT IV H(ALL ACCOUNTS) | (T 74 /v k) &R L
E3 AN

ATYF5 [ (Submit)] 27Uy LET,

RATYT6 [RRY— TA—TF O —Tal ORENATY T LET,

Active Directory D R RV H— 7hOo U DER

WD 2 SOIENL, TS AN T7RA VAT LN, AR — T )V—TNMFAET D Active Directory Yr— L AS
NTWDEE T NE T, ISE HERR LI AR — 7 H7 s (BIOETIER) ZE 75T ETHY, o, b
DT I e AD A LIRWGARTE, ZOH%DOI AR — V) —T Onr—a O E | FTAF Y TEET,

FEAMIZ DU TIE, [ISE Configuration Guide JD [ Active Directory as an External Identity Source | &2 L TL7ZEW,
Active Directory 22O AR Y — T I NAERK T HIZIE, IROFNEIZHENE T,

ATvF1 [ B (Administration) ] > [ID ™% #E (Identity Management) ] > [ZM5BID >/— A (External Identity Sources) ]
BEILET,

ATvF2 [Active Directory] Z 3R L £9°,

AF9F 3 B 51 ITRTIOC, BEM(AAD)] 22V v s LET,

[———— X
ofs System & Identity Management BB Network Resources |41

Identities Groups - External Identity Sources Identity Source Seq|

External Identity Sources Active Directo
. Edit o= Add D

Authentication Profile [ Join Point Name

51 Active Directory SR+ > DB

ATv7S4 52 ITRTENT, BINFA L I BL D Active Directory RAA 2 AJILET,
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REBTIAOEMA(F CIsCO.

ATvF5  [21E (Submit)] 27Uy 7L F 7,

* Join Point Name | SecurityDemaloinPoint

* Active Directory Domain | securitydemo.net]

| Cancel |

52 SMRA MERDERTE

ATVT6 [ Active DirectoryN A1 2§ X TDISE /—R & & flISH F£ 777> (Would you like to Join all ISE Nodes to the
Active Directory Domain) | £V ) Ay E—U BNFERRSNTZH, [13V (Yes)] 27Vv 7L E T,

RTYFT  RAMACBINT 520DV T iV A1 5I0RDLNET, ZHUDE, ik =v O ED
BENFET (ER) . ERENDNEOFMZ OV TUIERAZ L ZS L TTZEN,

E: RAL 7T % U ISE IZ& > TIREENFR A, 23T~y THU ORI 23 ET 57201 1 [H]
ERLET,

Join Domain x

Please specify the credentials required to Join ISE node(s) to the Active Directory Domain.

*AD User Name (i || |

*Password | |

[] specify Organizational Unit '

o T

53 AD KA/ DS

ATFYF8 B 54 IR T IR A=Y N ERENET, [FAUS (Close)] 227Uy 7L ET,

F

Join Operation Status

Status Summary: Successiul
ISE Mode «  Mode Status
ise14 securitydemo net Completed.

54 RERT—HRAMSM
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ATYF9 [V A—T (Groups)] ¥T7 &IV LET,
ATYF10 K 55 (79I, [BIN(Add) ] 227V L, [T AL 27 nGT L—7%134R (Select Groups From
Directory) ] ZERLET,

Connection Authentication Domains m

Edit +ﬁ.dd r Delete Group  Update SID Values
[] Nam Select Groups From Directory NE:
Add Group

55 AD s J JL—T DR

ATv7 1 56 |7 XOIT, [Z v —T % EUfS (Retrieve Groups) ] 27Uy 27 LET,
ATYFT 12 FANDAR =Tt —TEETe /N —TZ R LT %, _X—Y FED [OK] 227U/ L F7,

Select Directory Groups x
This dialog is used to select groups from the Directory,

Domain| securitydemo.net .l
Name Filter| * SID Filter| * ‘ Type Filter| ALL
l Retrieve Groups.. |50 Groups Retrieved
[] Name a  Group SID Group Type
L] itydemo pet/Users/Allowed RODC Passward Re..  §-1.5-21-882655250-399795615
P SECHMtyOenTo ey gma E -1 g820 30979500 611018391522 14 B
Securitydemo.netUsers/Domain Users §-1-5-21-882655250-3997956167-761839152-513 GLOBAL

securityde! sers/Enterp 5-1-5-21-8826565250.3997956167-761839152.519

securitydemo.netUUsersAWinRMRemoteWMIUsers__ §-1-5-21-882655250-3997956167-761839152-1000

56 Directory Groups M:&iR

RATYF13 IA—TEBRINTHE BEILE 57 OIS0 ET, Z0 [Z/v—7 (Groups)] ~— FEED
[fR1F (Save) | &2V 7 LT,

Connection authentication Domains  ([RCCTD

Edit JlAdd = Delete Group  Update SID Values

[] MWame PO

O securitydemo.net’lUsers/Domain Users =

X 57 )IL—7

AR — T N—T BN Y THGAIHH TE D Active Directory 7 /L—7 DY w77 ins2 T LELTZ,
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Active Directory RiR>H— 4 JL—7 All_Accounts D& E

WOTFNAIL, AR —FI BTG NV—T % AR — T — B E T D HiEE R LET, 20D
FICIE, FASY o—V5EHLET,

ATYF1 [T AT ZEA(Guest Access) | > [i%7E (Configure) ] (ZBEHLF9,
ATvF2  [ARH—Z—T (Sponsor Groups) ] > [ALL_ ACCOUNTS] #2V>27L %7,

o 58 [T XIIT, [AR L Y—2 L—7" (Sponsor Group) | S — T NERRIIET,

Sponsor Group

" Disable Sponsor Group

Sponsor group name:* [ ALL_ACCOUNTS (defaut) |

Description: l Sponsors assigned to this group can manage all guest usd

; Members...E
Sponsor Group Members 4
| @
ALL_ACCOUNTS (default)
I demoAD:demo.local/Users/Domain Users I h

58 Rk H— 4 IL—T A —DEIR

ATYF 3 [A3—(Member)] 27V L, X 36 |RT I, [BIREN T2 —HP 7 L—7F (Selected User
Groups) | FHIKICR ALY 22—V EBEILFT,

Select Sponsor Group Members x
Select the user groups or individual users who will be member of this Sponsor Group

Available User Groups Selected User Groups =

kEmpluyee \ ALL_ACCOUNTS (default)
GROUP_ACCOUNTS (default) demoAD:demo.locl/Users/Domain

Users
GuestType_Contractor (default)

GuestType_Daily (default) o |

GuestType_Weekly (default)

OWN_ACCOUNTS (default) >> |

B 59 AR H— S IL—TF A /—DFER

ATvF 4  [OK] 27U/ L %7,

AR — S IL—0a45—2 3> DERE
AR =T AN T NAERR T ABRIC T A IELWS AR E T AZENEE T, o /Borlr—
varZFE AL TIWG AL, ZOHEE Ay TEET, ZNLUSNOGEIL, B —T a2 BMmLEd,

ATYF1 B 60 IRT I, AR =Bl T onr—ar k| [FANRT AT Hn — v a R
(Select the locations that guests will be visiting) ]| DIANGREIRL 9,
RAFvT2 MEORVas— ar EHIRLET,
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Create Guest Types at:
Guest Access = Configure > Guest Types

Select the locations that guests wil be visiting

San Jose |

‘Boston (EST)

B 60 7Rk A4 T DA — 30 DFEIR

RTFVF3 R—UOk FHFETAZa— L, [11(F (Save)] #ZVv I/ LET,
ATvF 4  [FHUA(Close)] #2Vv/LET,

ISE R7R>H— 1R—% )LD FADN R—RXDT7 7 EADERE

AR Y= RN—= NV EAF T 5L, ARV —1F, 7 AN, GHRE . BBRE . av v H b TR RS HTTP $£7-
X HTTPS 0/ AL & FATL CRY NI =D T VA TELINT, —BFR T 7 M ERTE £, Ry b —213 4R
ERVRNT =T TH, FRIIALZ—FNMIT 7 BAL TN FENEE A

Bppl7i% €212 ISE BHEL UL B AR Y — IR—H)VIZT 7B AT BN 2 BHVFET,

o [THULPDOEEE (Manage Accounts)] R ZAUTEERE H T,
o R—%ZN FTANURL:ZD URL [FAR P —ITFETELHDO T, AR Y =D RIS AN T v r~—7
TEET (CET 7440 TT)

AR — T B AR Y — AR—& )LD URL 24t AZ L2 B LET, i

http//sponsorportal.yourcompany.com

HHE72 URL £ H2 URL 177 B AT 5 HER2 £ RT DI, RO FIEEZFZITUET,

ATy [7 AT 72 A (Guest Access)] > [F%7E (Configure) ] > [A4 o P—7AR—4 /L (Sponsor Portals) | IZBEIL£7,
ATYF2 [ARUY—R—%1 (F74/Vh) (Sponsor Portal (default))] 27Uy 27358 B 61 (-9 LI [R—H
JVE E (Portal Settings) ] A NERRIIVET,

Sponsor Settings and Customization

Portal Name: * Description:
| Sponsor Portal (default) | | Default portal used by sponsars to create and manage accounts for auth §Portal test URL

61 ARV Y —&TE

ATYF 3 [R—4LTANIRL (Portal test URL)| 227V 73 5&, HLWTIUH T4 RURBREET,

H: Zhud, FQDN AR—2 LA 2OV TR O FIRICE E72 UL, AR —~DiEF R E (2725 URL T,
lhttpsy//ise.securitydemo.net:8443/ sponsorportal/ PortalSetup.action?portal=28981f50-e96e- 1 1e4-a30a-005056bf01c9 |

AFvF4  [R—%/)TANURL (Portal Test URL)] V4> R &AL £,



http://sponsorportal.yourcompany.com/
https://ise.securitydemo.net:8443/sponsorportal/PortalSetup.action?portal=28981f50-e96e-11e4-a30a-005056bf01c9

REBTIAOEMA(F CIsCO.

ATYFT5  [R—2LERE (Portal Settings)] T, B 62 T/rTIHIZ [F2RMERTR A4 (FQDN) (Fully Qualified
Domain Name (FQDN))] &7 a>% /.->1F T, sponsorportal.yourcompany.com | & A JJLE T,

+ Portal Settings

Fully quaified dO"E(i”FSSF?; | sponsor.securitydemo.net |

62 [\R—%JLE& T (Portal Settings)] > [FQDN]

RATFYF6  Fr EEETAZE—LL, [{R1F (Save)] 2V r LET,

Z® FQDN DFEFITISE IP TRLVAIARIRS LD ENNC, DNS ZHH T 50 ERHYET, 2,
sponsorportal.yourcompany.com 73 yourise 27~ ;%5 CNAME =AU 7 2%l 952 & CHBLTEX L5570
%D\iﬁ—o
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REVLTICADEMH (AR CIISCIO :

R—BILDERGTHRAFITAZXDEE (ER)

ZOWETIE, FAN TV BRA DU AT DRSS 0LEITHY E A, 2T, FHLA AN R—2 LD AR 7 T AH
VAR T TN AR IRD DD DB D FINE T, R—H Ve DAL~ A R HYLENINGEA T, TEEA
DOFEAEDORE (LE) | DIRIZHEA TTZI W,

TFANDAAZ < AZXDFERNZDONTIX, TRI=AMN—F HARD[Customize End-User Web Portals | DIHEFEEF AR
DA~ CIHowTo: ISE Web Portal Customization Options | %2 RL T7Z&W,

FAN IR—=H )N AR A X THI20E, RO FINEIZHEVVET,

ATYT1 [ AT 72 A (Guest Access) ] . [%E (Configure) ], [7 AR —4 /L (Guest Portals) | DNRIZZY w7 LET,
ATYvF2 LTS R—2)L ([FvhAKR vk (Hotspot) ], [ H 88k (Self-Registered) |, F721E [ARH—
(Sponsored)]) 27Uy /L, ZDOR—ZNVEHRELET,

o B 63 1TRTINNC, 7T 4T BRAR—TFEO M ENT=TF = I NERSNET,

[ 4 Guest Portals
| &= | configure the portals guests wil Create Edit Duplicate Delete

~—" use to access the network

Hotspot Guest Portal (default)
'\ Guest Tvpes Guests do not require username and passw

‘ 'Soer uest's access privieges
= = S @ Used in 1 rules in the Authorization p

63 7O T4 Ry ARy R—42)L

ATY73 64 |TRT IO, =V EEICHD [R—T DI AZ~ A X (Page Customization)] DIEEZ VUL

ESSIR
Portals settings and Customization B )
| save || Close |
Portal Name: * Description:
| Hotspot Guest Portal (default) | | Guests do not require username and password credentials to access the | Portal test URL Language File -
Portal Behavior and Flow Settings — ™ Portal Page Customization
Use these settings to specify the guest experience for ( Customize portal pages by applying a theme and
this portal. - gpecifying field names and messages displayed to users. %

64 [[R—RILR—TDHAA<T A X (Portal Page Customization)]

o ISE TIE, Fha 7= FEARM I DAL < A XREFNZ T ITKMENE T, TDT-OEFHONRFE
VT NWEA LT BEICHER TEET, 77/’<5’<74’7< R AR I CIERER L E AN, £T
II_—T 0 EEfichoaa, N — FERTXANERE RS NE T TEXHI e THERLEE
W, BEHEABISN WA AIALD T —~< DT7—5iRIRTHZEL TEFET,

Cisco Systems © 2016



http://www.cisco.com/c/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_chapter_010001.html#topic_67395B9DD69541499817EA86810D3269
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REBTIAOEMA(F CIsCO.

ATYT 4 R—HNDT—~ NT7—%ERET DL MIRABRDR—ZN DT —<EE T 50, K 65 1TrT 5D
\Z [F%E (Tweaks) | AL CEEETLET,

Portal Theme | Defaukk Blue theme =] Tweaks. | Advanced Customiztion... ~ View in l%
+ Global Page Customizations """\

Images Text Elements ( Footer Elements
) & oo | owem Foter Eemens
Logo (Deskiop) 090  wme (o
Bannerimage [ Q O

B 65 R—CDHREIAX AT 3>

ATYF5 AL THEHTIRT N —2 Ty — R TEET,

Ul DZDOA B ar D FTIERIRHIZ V7T VR T 40— Vi T Ed, £2, FX—=JICBE+528
HTEFET, R—=VDOLEMNIE REINDA T vaid, R—ZNVDFEER—HNDHAT L TERRDET,
NV DOXFSFRFEIRDOT F AN IE TXxFET,

NN ~DEEEFIRTHI=T L 2—0560FT,

Acceptable Use Policy

s
«
R
s J mantann the N
5 and us —
ofemal, i Voch voure i Desico
mmmmmmmmmmmmmmm a1 ot permited, Hostna 3 web sever or any other ron

66 "—AJL HARATAHE—3Y 3= ITT49B LUV TLE1—

= |

RATFYT 6  FERRIAZARNE T LD, 3= FLEa—Dh FIchi4 7y ar w2y /LT, TRI T 7
Lt a— (R—TY O EEIZHDHR—4/0 7 AN URL LFRIU) 28 L ET,

H: =Y EIchHER—F TAR URL #fEHL T, EEOII7A4T U MR, 22—k
B9 D7 un—%T AN HIEL TEET,

RFYFTT FTARINT S a— T Ry AU ET,
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ATYT8 RVl EEHICHD LD (Close)] 27Uy /L ET K 67 #5 M,

Portals Settings and Customization

53{5 (“Cose |
Portal Name: * Description: /
nguage Fle +

[ Hotspot Guest Portal (default) | [ Guests do not require username and password credentials to access the | Portsl test URL

Portal Behavior and Flow Settings R tal mi;
Use these settings to specify the guest experience for usto | pages by applying @ theme and
this portal. \—""  specifying field names and messages displayed to users.

67 hRATA X DR

AN IR— BNV DIERWJIRIIAZ A XN TE T LELT, AR — T AN T 7R A% G $ 54 AR — =21 T
AL EEATHIZENTEET, TNEITHIE, [FART Z7EA (Guest Access) | > [ (Configure) ] > [AR L —R—%
JV (Sponsor Portals) | > [T 7 4/LV R —4 /L D& (Select the default portal) | IZBEIL . 7 AN IR—F NV AEDAZ~<AX
T HIOIEA LD LFRCFNEIZRENET,

WOWEEEAOZFHEORE ((FE) [WctETe)s [IROAT T ICAF S TEET,
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BEXN DREAE DEE (EE)

ZOWETI, AN TV BRA DU AT DRSS T H0EIHDFH AN, BSHEREL E9, 22— Web 777
O, F AR, AR — FIITE AR — 2R LT 5B AR E A =T AN ML E RN T D
2% BEEOFREE RIS L > TEB L SN ISE — N OFFAEA T 20 ERH0ET,

ZITCIDEAZAX YT LT, [ROAT Y7 | OIEICHET 2N TEET, /DR EEITWVEL,

ZDOHARTHERS N DX AT DFEAEE Z R R — 5% —EL LTl SSL.com 23HVET M, hlZH FIH TX
HRUE—=RNHVET,

H: GEAEOXAT X, FEAET oA L —IZX o TERRDA BT CHIIND LA NHVET, SAN 74— /LRI 34
FNE, ZLDOBEE ZHOSLITINEDLEDLN, ZNLDOEHDA T4 Web T bl T IIEMiE T
F9, TOEE. CN= 74— /LRIZ FQDN T, SAN 74— /L RIZIZVA/NVR I —RE FQDN O % & e E4 0 &
ELTWDEEZET,

TANR I —REEAEBIOGEAE RSB OFEMIZOWTEL, RO~=aT VL EZ L TTEEZN,
e [ISE Administrator GuideJ: Wildcard Certificate Support in Cisco ISE |
e Moving Packets DFCF: [ When SSL Certificates Go Wild |
e Aaron Woland ® Network World 777" : [Wildcard certificates and how to use with ISE |

ROF LR TERY LiF5FIEL, SAN TUALRY—RAEAEN TS, SSL.com (Comodo D FHL) D=7
K ala=l—vafEBE (U CC) DR EFIZRL TNET,

REEARE A ERDIEREERER D CSR DE(E

ATvT 1 [‘& 2E (Administration) ] > [ A7 A (System) | > [RIEB] 2 (Certificates) | > [FIEF &% 44 2K (Certificate
Signing Requests) ] DNEICEE L £,

ATYF 2  [FEAEZE 4 ER (CSR) DAL (Generate Certificate Signing Requests (CSR)) ] 227V 7 L9,

ATv73 68 [T T EOIT, CSR KT 272D DiEE AL ET,

Usage

Certificate(s) will be used for | Multi-Use ¥ | A\ Youcan use a si

doing so is not 3
should obtain ing
service (for exan]
Portals, EAP, and|

Allow Wildcard Certificates i

Subject

Common Name (CN) [ se.securitvdemo.net

Organizational Unit (QU) | cisco

ity (1) [ Boxbora

|
|
Organization (0) | sampG ]
|
|

State (ST) [

ey ©

Subject Alternative Name (SAN) | DNS Mame - [ net |

| NS Mame - | [ *.securi net] |
ey Length
= Digest to Sign With
= e

68 CSR Z4 Y HIEHRND AN
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ERFE
»  [REAAE® Fi& (Certificate(s) will be used for) | : [#24f#i F (Multi-Use) |
»  [UANART—ROFEAEZFF AT (Allow Wildcard Certificates) ] :

WAL VAN
» [4:iH4 (Common name) ] : yourdomain.com
= FTVIIOMORI e 2= FOMBITIS U BRI E S B E T
» [T V=IO 4 (SAN) (Subject Alternative Name (SAN)) =
SAN DNS 44 1= yourise.yourcompany.com
SAN DNS 44 2= *yourcompany.com
= RKED2ODTA—=NARNEIT TANAIDERIILET,

ATvFT 4  [4RK (Generate)] 227V>Z7 LT CSR Z4ARKLET, K 69 |79 L91Z, CSR AVERSIET,

Successfully generated CSR(s)

Certificate Signing request(s) generated:
ise.securitydemo.netiMulti-Use

Click Export to download CSR(s) or OK to return to list of CSR{s) screen

| Eoot |
————————
69 IEEITA ST - CSR

ATYF5 [TV AKR—NExport)] Z7Vv 7 LTI 7 ANVERIFLET,

ATYT6  THXARN DT AXTCIOTANEREET,

AFvF 7T  [---- BEGIN CERTIFICATE REQUEST----- ] />5[ -----END CERTIFICATE REQUEST---- | ¥
TOTRTOTFRAMNar —LET,

ATYF 8  BRL/- CA OFEHEZRIC, 20 CSR OWNEE AL TIZEWN,
70 |Z SSL.com IR—H LA RLET,

Note: The Common Name (CN) field in your CSR must conform to the following rules:

« It MUST represent your fully-qualified domain name (i.e. submit.domain.com)
* Or, it MUST represent the name of your server (i.e. localhost or bizserver)
* It CANNOT not represent an ip address (i.e. 58.123.123.123 or 127.0.0.1 - see deprecated

names)
common name field in csr is: ise.securitydemo.net
"CSR: N CERTIFICATE
centificate signing request. | WrTDTICCA 1 11nN
use previous csr 1NCRzEOMAWGALUEChMFQ212¥26xE JA

MAKGA1UECBMCTKMXCZAJBGNVBAYTALVTMIIBI JA
MII 1ai 38L1bSFRTCS

c7gsRnat 3
+GBOQZYLSLF61L1p26 / 5tehRLEBXN5+BgC/ 198
1 Jagarzc

L1 Iy /i

!
dDgjwIDAQA
*Server Software: T t B
for informational purpeses only | 011Gl
Domains i e
segarated by wline |curitydemo.net ise.securitydemo.net

70 SSL.com R—4&JL
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RENT HERORMAAK Lt

ATYFS 9 BREAHOFEHABLL Y o—RLET,

H: CAIZE-TE, BAMESEHAENE F AL CEEINIGERHVET, ¥V a— RSN 7 7 ANV EILE
A= VDT 7 AN DL zip 77 ANVTER T, BBl BEAINIREZEL CA DTV BLAFEAENE ENT
WET, TUANVELGERAE, L—b CAFEHZE, BXOMO R CA FEHE GELT258) &2, 7947 v s 7I0%
VTV DERr—TL VAT AMRFLET, ZODOREEFEIZROETA AR —RET,

EHESNEERAEANT ADIERAED 1V R—F

COHETIX, 7747 et — "B OBEMEES N DT DI ERGEA EL AR — L £, ISE [J@fE, 7747
YMIH LT = SEEA E L LIV —MEAERB LU P FEEHE (L EIDSC O 2fmLET,

B T XTOTuNAZ —CHMFEHAZED A ANV BB DIT TIEHDFEE A, THRGEAZEIL TN CA bt
SHET, 72 x0E SSL.com 2 H T 584 . SSL.com X Comodo @ .. CA 12720 FJ, Comodo 1% AddTrust /L —h
CA O FAL CA TT, LIZ3o> T, ZORFITIE, W—FERAFIZIZA T, 20 2 2D TL CA OFEAZFEL A R—FL £ T,

ZD 3 SOFERAFEZ T X TA AR =M D%, ROFMHENET,

ATYF1 [P (Administration) ] > [ A7 A (System) ] > [FIERAE (Certificates) ] > [{§ #HI A7 FEA E (Trusted
Certificates) ] DNEIZBEIL £7,
ATvF2  [ArAR—kdmport)] 27V LE T,

e /L —b CA:AddTrustExternalC ARoot.crt
e T[{if CA:SSLcomDVCA 2.crt
e L CA:USERTrustRSAAddTrustCA.crt

ATY73 TR T I, [REHEBANTIZHHLGE £ % 1 > 7R — (Import a new Certificate into the Certificate
Store) | AV NRRIINET,

Import a new Certificate into the Certificate Store

* Certificate File ~ Browse... Mo file selected

Friendly Name ‘ SSL.ComodoRootWildcard

[ validate Certificate Extensions

Description | Raot for SSL Comodo Wizard|

m | Cancel

71 AR ADFHLWLEBAZED AV R—Fk

ATYT 4 LUFOFEAEEL AR —NT2I12E, IROTFIE (24 ~ 30) [ZTEVET,

e JL—b CA:AddTrustExternalC ARoot.crt
e T{L CA:SSLcomDVCA 2.crt
e TFAfL CA:USERTrustRSAAddTrustCA.crt

ATvF5  [ZH (Browse)] #27Vv /LT, b—b CA FEFHEAEINLF9,
ATYT6 OO TWARTIEASILET,
ATYTT  CAICE-- GRENTV—FEHEZEIRL £,
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REBTIAOEMA(F CIsCO.

ATv78

ATv79
ATv7 10

[fE#ED B : (Trusted For:)] C. [ISE CORRFED 7= (5495 (Trust for Authentication within
ISE)] BLO 7747 U RRFERB L OSyslogD 7= I Z(E4H 7% (Trust for client authentication and
Syslog] DRI A% AZLET,

A ATTLET,

[1515 (Submit)] Z27Vv 7 LE T,

FERERAD CAEBRFESEABD/NIUF

ZIT, CADBIRENT=T VAN BT EFEHEEZITED CA GEBHED AR —I25%8 TLELTZ, IROFEILZ, CA
DB UTZRER E% ISE 726D CSR IINNAV R T 528 TT, AU RTHIET, CSR DARITAE A S 7-FERH 2 S i

B — DT PERSIVET,
ATvF1 [ ¥ (Administration) ] > [ A7 A (System) | > [fERI 2 (Certificates) ] > [REF]EE 4 23K (Certificate
Signing Requests) ] DNEIZEEILF9,
ATYFT2  BAREROTUNEEINLET,
RATYF3 72 (T EONC, [REBED 34K (Bind Certificate) ] 27U/ LE7,
s View  @vExport ¥ Delete [ Bind Certifica
[1 Friendly Name Certificate Su
| ise#Portal#S55L.ComodoWildcard. | CN=ise.secur
B 72 NAUFT HEEBAEDER
RATvF 4 [BI(Browse)] #7Uy 7L, CA BAEFEFELRINLET,
ATFYT 5 GEHEOTLURIAEIRELET,
ATvF 6 [ Usage)] T IROA T varzA AL E T, [ (Admin) ], [EAPFEFE (EAP
Authentication) ], [8—4/L (Portal) ]
ATYFT  [R—ZNT)—747 (Portal Group Tag) ] TlE. [T 7 A/VhDOR—HNVGEHES L—T
(Default Portal Certificate Group)] Z3&RL £7°,
ATvS8 73 1R T LD [4E (Submit)] 227V 7 LT, CA BAMEFEHEE ASARLET,

[25f5 (Submit) | 22Vv 79 5E, VAT LAPBEEIN, BT 5 oREH TR0 ET,
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RELGT IV LADEM@A AN

atfren]es
CISCO.

Bind CA Signed Certificate

* Certificate File

Browse... No file selected

Friendly Name ‘ WildeardComodoSecurityDemo

Validate Certificate Extensions [} 1

Portal(s) using this tag

Admin: Use certificate to authenticate the ISE Admin Portal

EAP Authentication: Use certificate for EAP protocols that use SSL/TLS tunneling

Portal: Use for portal

* Portal group tag | default Portal Certificate Group = | i

BYOD Portal (default)
Client Provisioning Portal (default)
MDM Portal (default)

Self-Registered Guest Portal (default)
Sponsored Guest Portal (default)

(o TN

Blacklist Portal (default)
Hotspot Guest Portal (default)
My Devices Portal (default)
Sponsor Portal (default)

73 ERMEMAEZD/NN(UF

ISE 1.4 TOBEAMDIERAZEDRENTE T LEL,
SFRAZEOREDFEMMZOWTIX, [Cisco ISE 1.4 Administration G uidel]® 'Managing Certificates] DIHAZ S

LTLIZEW,
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wl el )l
REUTHHRDRMA K AList

BEESIUVTAN7HIVMDERDEE (AT a)

VAT LPNREILTES RDOT T IDT TNV NREERE LT HIEEAHERLE T,
o BT UNCEREEST DO BB T T RD/RAT —R R —Z I<SFHA T TITESN,

o A—WREHEnZ A ZIVHEIZTELINTT DT ANDT 74 /V s =W LAY — R OB A7
ELET,

EEENRAT—FR)O—DEH

ISE 3% E T 586 O — ki fiEEIx, —EMMEHAL2WG G FHET IV ORELZE LT DHD% S5V TR
E’J /XTAb bRy TUNSNALZETT, ENLEHMREL , AT A —EHIMT 7 EALR2WG AT, myZ7Sh7gn
2L BTN TR L TR ZEAHEEL £,

[ B (Administration) ] > [ A7 A (System) | > [ H## 77 & A (Admin Access) ] > [/ VAT —R7ARY T — (Password
Policy) | IZBEILE T,

MBS C TRIEZ AR LET, 1oL IE AT —R A7 XA LFHIREINDITOF 2/ Ry 7 A% A 712350,
FIERLET,

TANTHOUNERDER

ﬁﬁL_EE7XF/Lr—/a/ 1%, FER N EE 2 S AT —RORERHVET, ZHHD /AT — Pi F{THME

OFREET AT TR, EEHOTELOLRE T, 2—H /AT RE I BT 72D NHLDOR EELE
ET%E# Fo. TAA RIS TE, CFTO 1 EET 10, 1] OFEWEEFRL OB | :~*f7b>nuni%9eﬂﬁm“é
N0 EF, SUFEEJRG L CRIEICL Do D UIRE SO TEMEHIL TRLZEL TEET,

ATYF1 [T AT ZEA(Guest Access) | > [i%7E (Settings) ] > [/ Ah2— 4RV — (Guest Username Policy) ]
IZBENLET,

RATYT 2 [TUH ARSI — 42 ] T &5 305 (Characters Allowed in Randomly-Generated
Usernames)] T, B 74 (TR 3590, RIS —2 L HELET,

o
» T BINOIZHIBRT D
» NESICEETD

e Numeric
o [1BLON0)ZHIFRT S
» RNEZICEETS
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wl el )l
REUTHHRDRMA K AList

ATYF 3 [{EfFE(Save)] &7V 7L ET,

Characters Allowed in Randomly-Generated Usernames

Alphabetic: | custom =| [ikmnoparst |
Minimurm alphabetic: (0-64)
Numeric: | custom -] [02345678¢]
Minimum numeric: El (0-64)
Specil: | All supported v|

Minimum special: D (0-64)

74 1 —HLZ DR —

ATYFT 4 [FANRAT—RERY L — (Guest Password Policy) ] ([ZBEIL T, K 75 (R T 59C, REEFLET,
o NAUV—FDORS:4IZEETD
o I/ME:AITEETS

Password Length

Minimum password {1-127 characters)

length:™®
Aliowed Characters and Minimums

Alphabetic lowercase: | Allfa-z) vl
Minimum lowercase: D (0-64)
Alphabetic uppercase: | Al A-Z) vl
Minimum uppercase: I:I (0-64)
Numeric: [ All(0-9) -]

Minimum numeric: (0-64)

B 75 /RAT—K Ry —

ATYF5  [Save] #7UvILET,
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wl el )l
REVLTICADEMH (AR C|ISCIO |

RDRXTvF

ISE Y= "ZRELTZH, FEREL TWO LA MGEET DI20IIRE FAT T oM ERHVET,
Ryh ZRyh FRS 7r—0FE

ATvF1  FZb SSID [T L £,
ATYT2 HBYRARYR R—Z)ica/ (o LET,

H O&&ES AN 7a—DR4

ATvF 1 SRR SSID ([HEL £,
ATYFT2 [THIU MRS TW0 (Don 'thave an Account)] 227Uy 27 L, 7 AR TH7 U RAERRL £7,
ATYF3 BHEBRFER—ZVIIasAULET,

AR Y — FRN Tu—DFE

ATYF1 NERYRT—7 T H AL T, AR P— R—H /L http//sponsorportal. yourdomain.com (Z$%f5¢ 9"
B0, FTAIAR A — R—2 )L T I RADKR =4/ T ARD URL L E9, 2>\, [1SE
AR — R—2)LD FQDN N—ADT 7 EADFE | THBAL TWVET,

ATYF2 AR A= THVUMERAL a1 LET,

ATYFT3 AN THVUMEERLET,

RATYT 4 BlOIIATUNAERL T, A SSID (CHHRL £,

ATYT 5 FHLLERSINTZS AN TV ML Trr A LET,

IEA T T ar OFEMIZ DUV T, http//www.cisco.com/ go/ise (285 Cisco ISE DE &SR TIZE0,
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wl el )l
REVLTICADEMH (AR CIISCIO :

HEA: RV FDETE

AAYF DRET 7A NV DB RITRLUET,

hostname 3560CG

|

vlan 50

name GUEST

|

vlan 100

name Mgmt

|

vlan 90

name access-points

|

interface GigabitEthernet0/1
switchport access vlan 100
switchport mode access

|

interface GigabitEthernet0/2
switchport access vlan 100
switchport mode access

|

interface GigabitEthernet0/3
switchport access vlan 50
switchport mode access

|

interface GigabitEthernet0/4
switchport access vlan 100
switchport mode access

|

interface GigabitEthernet0/5
switchport access vlan 100
switchport mode access

|

interface GigabitEthernet0/6
switchport access vlan 100
switchport mode access

|

interface GigabitEthernet0/7
switchport access vlan 90
switchport mode access

|

interface GigabitEthernet0/8
switchport access wvlan 90
switchport mode access

|

interface GigabitEthernet0/9
switchport access vlan 100
switchport mode access

|

interface GigabitEthernet0/10
switchport trunk encapsulation dotlg
switchport mode trunk

|

interface Vlan50

ip address 10.1.50.1 255.255.255.0
ip helper-address 10.1.100.10
|

interface V1an90

ip address 10.1.90.1 255.255.255.0
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REVLTICADEMH (AR CIISCIO :

ip helper-address 10.1.100.10

|

interface V1anl00

ip address 10.1.100.1 255.255.255.0

Cisco Systems © 2016




	このガイドについて
	サポートはどこで受けることができますか
	このガイドの使用方法
	要件

	ゲスト アクセス
	ホットスポット ゲスト ポータルを使用したゲスト アクセス
	クレデンシャルを持つゲスト ポータルを使用したゲスト アクセス

	Cisco ISE ソフトウェアのダウンロード
	計画
	事前設定チェックリスト

	VMware サーバへの Cisco ISE のインストールおよびセットアップ
	ISE OVA の仮想マシンとしての導入
	ISE のセットアップの実行
	ISE のパッチのインストール

	WLC の基本設定
	WLC への接続
	コントローラのセットアップ
	ワイヤレス ネットワークの作成
	ネットワークへの WLC の接続


	ISE Express ウィザードで処理された WLC および ISE の設定
	ISE Web 認証用の WLC の設定
	キャプティブ ポータルのバイパス設定
	WLC での RADIUS 認証サーバの設定
	WLC での RADIUS アカウンティング サーバの設定
	ISE の Web 認証を使用するように WLAN の設定を変更します
	ゲストのリダイレクト用の ACL の設定およびアクセスの許可
	ゲスト デバイスを ISE ゲスト ポータルにリダイレクトするための ACL の設定
	認証後にインターネットへのゲスト アクセスを許可するための ACL の設定


	ゲスト アクセス用の ISE の設定
	ワイヤレス コントローラ（WLC）のネットワーク アクセス デバイス（NAD）としての設定
	認証ポリシーの設定
	ゲスト エンドポイントを ISE へリダイレクトする認証プロファイルの作成
	アクセスを認可するための認証プロファイルの作成
	ゲスト アクセス用の認証ポリシーの作成

	自己登録およびスポンサー ゲストのフローに必要な最小限の設定
	ゲストのロケーションとタイム ゾーンの設定
	該当のロケーションを使用するようにポータルを設定（自己登録）

	スポンサー ゲストのフローに必要な設定
	スポンサー アカウントの設定
	Active Directory のスポンサー アカウントの使用
	Active Directory スポンサー グループ All_Accounts の設定
	スポンサー グループのロケーションの設定
	ISE スポンサー ポータルの FQDN ベースのアクセスの設定

	ポータルの基本的なカスタマイズの設定（任意）
	既知の証明書の設定（任意）
	証明書署名要求の作成と認証局への CSR の送信
	信頼された証明書ストアへの証明書のインポート
	署名要求への CA 署名付き証明書のバインド

	管理者およびゲスト アカウントの変更の設定（オプション）
	管理者パスワード ポリシーの習得
	ゲスト アカウント要件の変更

	次のステップ
	付録 A：スイッチの設定

