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ZDORF =2 AN, Cisco Identity Service Engine (ISE 1.3 LARE) Z#4# L 7= Cisco Web Security Appliance (WSA
9.0.0-324 LLR&) 2 AL, Cisco Platform Exchange Grid (pxGrid) Z % 3%/ 3 —h ) — BFEE, BLOv A=
TUVETERRELTOVET,

ZDORF2 A ROFEE X, WSA, TrustSec, ISE, FHXL T pxGrid (ZHFEL TWARLERHY ET,

ZORF 2 AT, FRER (CA) IZE > TEASNZEREETO WSA & ISE pxGrid /—RFD#HEIZOW TR LE
9, ISE pxGrid /—RN¥— 13774~V 9 —H i ZUDERID /—RELTH# ISE B TEASN T
HTEEBELTWET,

43 B ISE BREZ TR B SN2 pxGrid ([ZOWTO R 2V AL,
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how to/HowTo-88-Configuring-pxGrid-in-an-ISE-Distributed-
Environment.pdf ZZ L TV,

WSA & ISE pxGrid /—RO#EAIZIEL, BLF RS ENET,
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e ISE pxGrid ® ISE /—RBIWISE ®=#U> 7 /—F (MNT) iEHHEDO T v 7 —k
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Web 77 A RV —BIOT 7 Vr—ra 45 5 LRV —DIERR
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SGT IZ. ACL & VLAN OHfiI[RFIHEIZRHG L DX 2T ¢ RUS —% T4 AHF TR EDH S 1k
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I, B ZRLET,

e 7B SGT % Windows/Domain/Users Group (ZFTJ& 72> F2—|ZEIV Y4 T, Box.com 77 AILFF
AL, Facebook 77 A% Netfilix 8l fR CHA4 32,

o T ANSGT 27 AN TAT T AT 4 7 N—T\ZHTET S ISE Nl — 1280 24 T, Facebook 77& A%
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Cisco Web Security Appliance (WSA) 3, Microsoft Active Directory (AD) , Novell @ eDirectory 33X TF LDAP ™
P28 SESEFRAEANT D2—HF T —TINBIED Web £F 2074 R —Z T 528128-T
TX 2772 Web 77 B AZ ML F97,

WSA I, RBFEL LV ADIERIC SN T a— PRI N — T ZG8FEL . ENHD 2 — YR L — T 2B 7 v 7 74
JAZEN L TTG, BEAT B2 WSA Web 77 8A RUL—I(Z Jbéfiﬁ“ TURa—PE BHDIL T
T NEANTTTHIDNTROGNDD BHRAIZ WSA IVF AL IS, BREA ThOIVET, B iliy7e o —HF DY
X AL MZiZ Cisco Context Directory Agent (CDA) 23M# &1 E 9, Cisco Context Dlrectory Agent (CDA) IZ
Microsoft Active Directory (AD) K AA ANZA LV AN—/L &G, WSA DOFRFEL LV ADRRE CTERSINET, WSA 1%
AT HAN T AL IR 2—V = NI AD NO P 22— W4 <o 7% \/\zbiﬂf“c:h~*f% R LET, =
VRA—PIIL T U VB RDDTETIRNZD | S T A A (SSO) T Web MU 7L a NFEITERL
9 IP 2=V AEHIT. WSA THRyyiaSi, BHE A EIH O~ —FFRIEN A CDA IZfIV &bt
bivEd,

Cisco TrustSec 1%, [EHFIZERFESILZ 802.1X o R—H F 7213 802.1X LIS DERAEF T 73 A A2 SGT ZE11
WTHZEIZEY, WSA SSO 7't AR T HDIT&K N B FE T, ZHERIL SGT 2 WSA Web 778 A ARUT —
WCHEHTAZETWSA TAT o T 474 R —Zi8fb TEET,

T2 E, = =TV 7O X271 7 V—7 Z71X, Cisco Identity Service Engine (ISE) TEFRINET, =
DOETIE MO =TV TEMO Web X271 778X RV —%FKLET, 20D SGT 1, = Ra—H
DT =TVT AD I N—"T  TINAAZAT  FED Web EX 2T 4 2 T I7AT ARV —%FKTHRA
Fx AL TIAT VA AT — R AR LUET,

ISE U, 802.1X &1 Tx2 R a— YA IERIZFRAESAL, ZHODOREGRBAEM AT L, TNHOTU R 2—H(Z
WX 7 0 T—7 2T NEN B THNET, ZDH% T, 20 SGT iX WSA OiBIARV—IZ@EH LD, Web
X274 RV —ICBEE S 70 TEET,

ISE FELa Y — b —W T NA R — e B TXE T, SSO 1F ISE TOIEHF 72 802.1X =2 R = —HF85
IZEo TSN E T, TV IATIRED 802.1X LSO T SARAIL, a7 7 AV, HUE EITHESN O
FNT—2 T EAOREHF O ISE #FF ARV —Td, ZNbiZidtXal7 71— 27 %2ED YT, WSA
Web 7 7R R —I|ZBHEAHTHI L TEET,

WSA 73 Web N7 W72 ar OEGE DT AT o T AT A%tk L CNDZERMETT, SGT NI DI HRAETRALL
F0, O ISE 27X AMEHRE & FINTOET,

Cisco Platform Exchange Grid (pxGrid) i%. ISE 2252 D TF AMERZM 4257 — L0 —2% WSA (i
L\i‘aﬂo

Cisco Web Security Appliance (WSA)

Web Security Appliance (WSA) 1%, i /e~y =T i, 77V r—al Al PO HIH, 3 L OFFE rlae7e 6
TRV —m4R L B¥ED Web N7 4w 7B RELET, TORF2 A NTIE, TAT o T47 4 777 4/LE Web
TX VT4 R — X T NERESI., Web T 7 HADESEE F2L L% SGT 2L CTXBITAI91cLE7,
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Cisco TrustSec

YxaVT g FV—7 %7 (SGT) 1. Cisco TrustSec YV=a—aO—ECTd, 20X )T J—7 27
IZISE TEFEIIL, A (RN —7~DFEE) FRZ#EHSNET, oDt Xal7 o 7 v—7 271X ISE TE
B, 22—V, TURRAURT AR TA FT EVRAIREDIT N —T R TIENTEET, ZOHLE. I
BOXTIE, Xy NI —7 T7'A RV —ITHEHIIL, Ry NI —7 TS 2L TE A S TERIER E D T4,
F T =0 AT FANG I F o BARIZDOTe > T 7B AFIEHAR) L — 2 G T 52N TEET, SGT 1TEFaVT+4
TN—TIZEHYBTHENDL—ED 16 EvhOEF 2T J)V—T7 K5 T3, fHICEETEHISC, BX=2UT+
TN =N T WA RTEATTAZ LS TEET,

INoDOEX2VT 4 T—7 2713 MOt X 2T 4 RV —2ERTDHRMN— AR SIL TS ISE
HFARY S — DA T a7 AL EL TERIN, FEESNET,

INBOEF2DT o FN—T 2703 O xR 2T 1 R — 2Ry N — 7 2RI Te > TRl — £idy v —
PSINZTHIEINTEET,

ZDORF 2 A RTIE, fusers/domain Windows 7 /L —IZAT B L. IEFICERIESNIZT R COZ U R2— R, Fh
SO—H% SGT IZvy ' I T A5 D=T V7 vXal) T BT 5 T AINCH AR —MER S E T,
X2 VT IN—T HZTFE, 2R —HF DT ARy TSN, BV ooy Fa—Heo =707
SGT ~® Facebook 77 B A% HiilBRAT& D WSA 772 A RV —DFELITE SN E T,

Cisco Identity Services Engine (ISE)

Identity Services Engine (ISE) /L, X274 RV —DEBRBLRTAT T 474 T 7 RADEREITH T Tk
Tx =YY a—ar T, ISE L, 802.1X GHRE, T ANEHRY Y —  RAF ¥ IIAT U Tneva=rr7 0 B
KO TrustSec 7R —ZEFRFATHEM T DL T FHARIL T, ISE kviar TN, Faz
BT 0 pxGrid 7 74T MR T Vi 2$ 572018 pxGrid 2MEHT5, 22—V 4 [ IP TRV A T/8(R 2 A
7. SGT, RAF ¥ AT —HA MAC 7 RLR72E | FBFEF A D 802.1X BLT 802.1X LISN DT NARITE T L=
TRAMERAIRMEEL E T,

SHICVISE T AR, VAYL A, BION VPN #5120\ TO T 72 REH#HC X 2T ¢ 2 7547 o 25 flk{l
L.BYOD 22X DX a7 R —IC BT AR AZ R — £,

Cisco pxGrid

Cisco Platform Exchange Grid (pxGrid) %, 72& 213, BX=2UT 4 E=HV T LT AT A Xy T —7 R —
TN p— A T eI MR EEE, TAT o TATABLIRT 7 ERAEBRO T Ty 87— 5, 72BN
BBIXOZFOMD IT EH 7TV T7 4 —272 8 AT AT TANT I F X DK TO~NVTF XX —DIa A 7
TR T —DI Ry NI —7 AT N TOATRL — a2 REICLET,

VXA EETER EO=—XNRAELZES . WSA R ol AT L NX— =R v xanvxalT 4 Y
Ya—3a Tk pxGrid 2L, ABEIZ3 T A7 T4 7 O FiEEEE Tar T X AMERZ LB LET,

ISElZ. ISE 2 T X ANMEWE /AT AIERON I 52y ar @Ea i AL TAB L. ISE WALty
Z WSA 728D pxGrid 77AT N3V T A TATLET,
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/S PINR/G A== V=S
e TrustSecMetadata [k, X274 7V —7 X7 K FEiHAZARLET,

SecurityGroup : id=150138d0-cfc7-11e3-9e0e-000c29e66166, name=Engineering, desc=, tag=3

e EndpointProfileMetadata, ISE 707 7 AU 7 FRUL —~DEFHLEIE/RE D ISE = RARA Uk RY —
kL £,

Endpoint Profile : id=886£7570-bd0c-11e3-a88b-005056bf2f0a, name=Apple-iDevice, fgname Apple-Device:Apple-
iDevice

e EndpointProtectiont —E ZA#§RE, FBFESALIZ T RARA L RO MAC 7 RLRIZED 1P O IR EEET- I XRREfE A
Br7e EORRT 7L a wFEATTED pxGrid 7747 2 hMi H AT REZ i G 4 b — 7 #il4E (ANC) O
W arENRLET,

e SessionDirectory, L —H 4T AR F R EDRGES NIy av BIEE#REARLET,

session (ip=192.168.1.14, Audit Session Id=0A0301030000001EOOFEBAD7, User Name=jsmith, Domain=lab4.com,
Calling station id=00:0C:29:77:A8:C7, Session state= STARTED, Epsstatus=null, Security Group=Engineering,
Endpoint Profile=Microsoft-Workstation, NAS IP=192.168.1.2, NAS Port=GigabitEthernetl/0/9,
RADIUSAVPairs=[ Acct-Session-Id=00000027], Posture Status=null, Posture Timestamp=, Session Last Update
Time=Tue Apr 29 15:11:46 GMT-05:00 2014

e IdentityGroup, 7 /V—7N7 07 7 AV 7 INTWDEEAD, ISE 22— ERBI O L —TTH#HE AL
7,

user=jeppich,WIN7-PC001.1lab6.com
group=Workstation
user=18:E2:C2:91:BD:3B
group=Profiled

PAADEF VT4V a—arBXOTa AT A S—R =L ISE pxGrid /—RIZ pxGrid 77 A7 L TH
P, 2—VRRBIER, TAAZADF R —T 407 VAT A, BX 2T S V—T 27 (SGT) 72 &, A~ M
HIDIFEL W TR AMERE M T DN 72T AT T L ET, ZNHOD pxGrid 7747 NIty ia
v La—RE—ELTH Y a— R 520G TEE T,

WSA DA EFRIERIC, By ar BIOSGT O—F5F v 1—Ri%, WSA ISE % —t AD E B £7-13 (WSA ISE

DX ELE T ;oté)ﬁtibﬂf? ZORHFFELTEN, ISE MNT /—R7235 ISE RESTful APl 2@ CH¥ v a—REET,
TURZ—HE ISE LIS LTty al fF#, IP TRVA BXOBE#T O IP By ay v v 71Tk
SWTEBIENET, SGT D IP Eyiay v L 3u—hiiFxyyd 23 FT, WSA NERD IP 7R 2Z
Rt 5L, IP-SGT ~ v 72— vy 7Ty 7 L, 5thind 5 SGT IZhT oo ar i £4, %
721%, By ary TR B IO TrustSec Metadata "7 D7 27V 7S a2 33T, 0 SGT @ ISE
pxGrid /—RIZA VT <R 72U TH LW IP TRL AR WS ET,

Cisco Systems © 2016 g R—Y
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bulk download session records from ISE )

ISE MnT
Node

'

: -~ pxGrid client connection registers

WSA ) . . o
subscribes to session & metadata capability _ m

L

~ query/pxGrid updates about sessions, SGTS ISE pxGrid
< . Node

RIZ, ISE pxGrid &L CTEERSIL, ABSIFMINE Y 72T 20574795 WSA L ET,

ux-mmmng‘-

‘creen I antity S ces Enaine e e—"
""" 2 4 Home Operations | ¥  Policy| ¥  GuestAccess|¥  Administration | ¥
System Tdentity Management I Network Resources Device Portal Management [ pxGrid Services 5 Feed Service {8 pxGrid Identity Mapping
Fi

k
©Enable Auto-Registration Disable Auto-Registratio
View By Capabilitie

ivevog

o Enable @) Disable aApprwe © Group W Decline emm - @Reﬁ&h Total Pending Approval(0) « 1-70f7 Show 25 - perpage Page of 1
[ Client Name Client Description Capabilities Status Client Group Log
O » ise-admin-isel4smnt Capabilities{0 Pub, 0 Sub) Online Administrator View
O » ise-mnt-iseldsmnt Capabilities(2 Pub, 0 Sub) Onling Administrator View
0 P ise-admin-ise14pmnt Capabilities(0 Pub, 0 Sub) Online Administrator View
O » ise-mnt-isel14pmnt Capabilities(2 Pub, 0 Sub) Online Administrator View
O » ise-admin-ise14ppan Capabilities(2 Pub, 1 Sub) Online Administrator View
O ¥ ironpert.example.com-pxgrid_client  pxGrid Connection from WSA Capabilities(0 Pub, 2 Sub) Online Session View
(Capability Detail 1-20f2  Show 25 + perpage PageEl of 1
[ Capability Name Capability Version Messaging Role Message Filter
O SessionDirectory 10 Sub
O TrustsecMetaData 1.0 Sub
O wsa.lab6.com-test_client pxGrid Connection from WSA Capabilities(0 Pub, 0 Sub) Offline Session View
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ISEZERALEBIMNtEX) T TIV—TF 2T DEYHT

MO 2T 4 RV —IF, ROEF 2T 4 ZN—7 H 7 (SGT) IZHSWTEFETEET, 20w, Mk
SR — I BRIZE— DT a— )it 2 )T 4 RV —E R ETEET, oplEL T, DTN — L,
THEOTFREFERIECE TR — 2> THEN R "N — 2B ASNAHELE T SA R BBV ET, T,
1 D0 SGT THRT LN TEET, Cisco TrustSec P HLFKD AL F THMNI > TWDHLHTT, ZnbDEF =2
TH IN—T BT RN —7 ETHHATEET, BH . AAvTF V—F  T7AT U+ —NIREDRYNT—7 T
NARZNT 2 8V EF 2T TNV —T ZT7 P 5ESNET,
RATYFN 2o =TV T X T g TN—T BT EERRLET,
[V — (Policy) | > [R U — 25 (Policy Elements) | > [TrustSec] > [E¥=U7 ¢ 7 /L —7 (Security
Groups) | > 1851 (Add) | > [=> =7V 7 (Engineering) | > [2%4{5 (Submit) |

License Warning 'y | Iseldpoan |
Services Engil —
= =l /i Home  Operations | ¥ Policy | ¥ GuestAccess|¥  Administration | ¥

|2 Authentication | Authorization %] Profiling |} Posture |5 ciient Provisioning |5 TrustSec
- EETE

Dictionarie ies. Condition:

T Securly Groups List > New Security Group

[ p] ity Groups
* Nome|Engineeringl | Generation Id: 0
A=Y . Description
» [ Authentication
» [ Authorization
e — Security Group Tag (Dec / Hex): 3/0003
+ [ Exception Actions EE [ concel |
» [ Netwark Scan (NMAF) Actions
» [ Posture
» [ Glient Provisioning
v [ TrustSec

» [ Security Group ACLs
» (] Security Groups
» [ Security Group Mappings

ATYT 2 FFAIRUY =&AL, SGT #F A 7 m 7 7 A V&R S —I T E TET,
[RU— (Policy) | > [K&2 (Authorization) | IZFEEIL . IROFF I L—/L & BIILET,

JL— /14, : Engineering
HTLVS:A4 : External Groups:equals:pxGrid_Users
FF A7 1774V : Engineering and Permit Access
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Ucense Warning 1 |

7 Home  Operations | ¥  Policy |Y  GuestAccess| ¥ Administration | ¥
2] Authentication |2 Profiling Posture Client Provisioning TrustSec & Policy Elements
Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

[ First Matched Rule Applies -]

» Exceptions (0)

Standard
Status  Rule Name Conditions (identity groups and other conditions) Permissions
Wireless Black List Default I Blacklist /1) Wireless_Access then  Blackhole_Wireless_Access
Engineering_Groups f pxGrid_Users:ExternalGroups EQUALS lab6.com/Users/Domain Users ten  Engineering AND PermitAccess
Profiled Cisco IP Phones f Cisco-IP-Phone then  Cisco_IP_Phones
Profiled Non Cisco IP Phones I Non_Cisco_Profiled_Phones then  Non_Cisco_IP_Phones
(2] Basic_Authenticated_Access [ Network_Access_Authentication_Passed then  PermitAccess
Default f no matches, then  DenyAccess

Save Reset

ATvF 3 [1R1F (Save) ] ZiBIRL £,

Cisco Systems © 2016 11 R=D
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Cisco WSA DA A—)L

ZOFEMID WSA £y -7 w713 WSA DU AT L U4 P —REfE AL TEITLET, ZhUdid, WSA DRy R —2
RE, BHBLON T4y B2V T DA A —T 2 AR T T HNVNOEIEHE IV T oy VOEE NG E
\ij‘o

WSA R T L 4P —K

ATYF 1 [V AT L& H (System Administration) ] > [V AT LD © 77 (System Setup) | > [V AT L By b T
4% —NR (System Setup Wizard) | IZBH)L, WSA OFEF IP 7R A% AJILET,

S CORF21AVRTIL, WSA & IP 7RLRIZ 10.0.0.9 ZFEALTVET,

http://10.0.0.9:8080

ATV 2 VAT AERBLONDNS — NEREATILET,

stlialis Cisco S000V
CISCO Wb Sec —

1. Start 2. Network 3. Security 4. Review

Default System Hostname: () ' [z iab6 com

e.g. proxy.company.com

DNS Server(s): Use the Internet's Root DNS Servers
* Use these DNS Servers:
[to00.26

[Fs75.7676 (optional)

I optonal)

NTP Server: | iime.sco.disco.com
Time Zone: | pegion: GMT Offset +
Country: Gt ¢

Time Zone / GMT Offset: | GMT

Applisnce Mode of Operation (. standard
This appliance will be used for on-premise policy enforcement (Standard Web Security Appliance installation).
‘Cloud Web Security Connector
This appliance will be used primarily to direct traffic to Cisco Cloud Web Security for cioud policy enforcement and threat defense
(Cloud Web Security Connector instaliation).

ATYT 3 [k~ (Next)] ZiBIRLE7,
ATYT 4 2o T —ZNITHD Web 73 237204 1T . [k~ (Next) | Z &R L E T,

1. Start 2. Network 3. Security 4. Review

Network Context

Is there another web proxy in your network?
After completing the System Setup Wizard, you will have the option to define additional upstream proxies.
Proxy Group Name: [

Address: |
e.g. 10.1.1.1, 2001:420:80:1::5, example.com

Port: |3128

If another web proxy is present, the Cisca Web Security Appliance is ¢ to be placed of the existing proxy (closer to the client), as illustrated below:

ol ol

IRONPORT S-SERIES NOTHER

Cisco Systems © 2016 12 R—
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RATYT 5 ZORF 2 AT, TRTONT 747 OE LI T ML ZFEHLTWET,

silialie Cisco SO00V
CISCO W

urity Virtual Appliance

1. Start 2. Network 3. Security 4. Review
M1 ™ T2
M X

P1

Note:
M1 : This interface is used to manage the appliance. Optionaly, it may also handle web traffic.
P1 : This interface may be used to handle web traffic.

Ethemet Port: | 11 P1
Use M1 port for management only (Optional if M1 used for data)

1Pv4 Address / Netmask: | [7oq 0o o l—

If multiple interfaces are configured, they must be assigned IP addresses on different subnets.

1Pv6 Address / Netmask: J I

Rustismes [mgmt.wsa.lab6.com

(e.g. wsa.example.com) (e.g. data.example.com)

ATYT 6 [K~Next)] 227U LUET,
RTFYT T ZORF2 AT, Vo T Lol A BT ELET,

vlialy Cisco SO00V

CISCO  Web Security Virtual Appliance

1. Start 2. Network 3. Security 4. Review

Layer 4 Traffic Monitor Wiring

Note:

T1,
T2 : Theseinterfaces are used for the L4 Traffic Monitor.

In addition, web proxy interfaces (M1, P1 or P2) may be used for LATM blocking.

Wiring Type: | (0)  puplex TAP:
T1 Infout)

@ simplex TAP:
T1 (In) and T2 (Out)

<prev | Concel | =

ATvT 8 [k~(Next)] Z7Vv 7 LEd,
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wlialie Cisco SO00V

CISCO Web Security Virtual Appliance

1. Start 2. Network 3. Security 4. Review

1Pv4 Routes for Management and Data Traffic (Interface M1: 10.0.0.9)

Default Gateway:  [10.
This will be the default route for external traffic as weil as internai traffic with no static route below.

Static Routes Table

Optionally, add static routes for Management access to the Cisco Web Security Appliance as well as Data traffic. Depending on the appliance functions you
enable, these routes will be used for monitoring by the Secure Web Proxy and optional blacking by the L4 Traffic Monitor.

Name Internal Network Internal Gateway

Internal 10.0.0.0/24 10 o

Identifying name for route 1Pvd Address (such as 10.1.1.10) or CIDR 1Pva Address
(such as 10.1.1.0/24)

Add Route
[~ 7o T coeo | e

RATYT 10 ZORF 2 A RTI, BRI 7T MRS ET, [~ Next) ] 227V 27LET,

FPCHOSATUN TOXLDREIZONTIE, MR IZSRBLTESWY,

Cisco S000V

atfuanfee
CISCO Web Security Virtual Applial

1. Start 2. Network 3. Security 4. Review
Transparent Connection Settings
For the Cisco Web Security Appliance to accept it must be via a Layer 4 switch or WCCP router.

Transparent Redirection Device: | (&) ayer 4 Switch or No Device
If e P device is . only explicit forward requests can be proxied.

WCCP v2 Router

Enable standard service ID: 0 web_cache (port 80)

Router Addresses: |
Separate multiple addresses with commas or whitespace.

Enable router security for this service

Password:

Confirm Password:
Must be 7 or less characters.

Additional WCCP services and advanced options can be configured after completing the System
Setup Wizard.

Cisco Systems © 2016 14 R—D
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vl Cisco S000V

CISCO Web Security Virtual Appliance

1. Start 2. Network 3. Security 4. Review

Administrative Settings

Administrator Password: Password:

Must be 6 or more characters
Confirm Password: .

Email system alerts to: hgppi:h@]!b_cnm
e.g. admin@company.com

Send Email via SMTP Relay Host

Port: (2
i.e., smtp.example.com, 10.0.0.3 optional
AutoSupport: # Send system alerts and weekly status reports to Cisco Customer Support
SensorBase Network Participation

Network Participation: ' & ajiow Cisco to gather ancnymous statistics on HTTP requests and report them to Cisco in order to
identify and stop web-based threats.

Participation Level: Limited - Summary URL information.

*/ Standard - Full URL information. (Recommended)
Learn what information is shared...

ATYT 12 [Tk~ Next) | 27V 27 L% T,
ATYT 13 DORF2 AT, TR TT 74V MEEZRTELET,

Cisco S000V

M
CISCO Web Security Virtual Appliance

1. Start 2. Network 3. Security 4. Review

Security Settings

Global Policy Default Action

@) Monitor all traffic
Block all traffic

If block ail traffie is selected, the Global Access Policy will be initially configured to block all proxied
protocols (HTTP, HTTPS, FTP over HTTP, and native FTP),
L4 Traffic Monitor: | action for Suspect Malware Addresses (#)  Monitor only

Block

Acceptable Use Control

& Enable

The Global Access Policy will be initially configured to monitor all pre-defined categories.
Reputation Filtering: & Enable

The Global Access Policy will be initially configured to use Web Reputation Filtering and Adaptive
Scanning.

Malware and Spyware Scanning: | & Enable Webroot @ Enable McAfee @ Enable Sophos

The Global Access Policy and Outbound Malware Scanning Policy will be initially configured to apply the
actions configured below.
Action for Detected Malware: (=) Monitor only

Block

Cisco Data Security Filtering: | f Enable

The Global Cisco Data Security Policy will be initially configured to block uploads based on Web
Reputation (if enabled) and monitor all other uploads.

ATYT 14 [Tk~ Next) | 27V 7L %1,

Cisco Systems © 2016
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CISCO Web Security Virtual Appliance

1. Start 2. Network 3. Security 4. Review

Review Your Configuration

Printable Pag:
Please review your configuration. If you need to make changes, click the Previous button to return to the previous page.

Network Settings Edit

Default System Hostname: wsa.lab6.com
DNS Servers:  10.0.0.26, 75.75.76.76
Network Time Protocol (NTP): = time.sco.cisco.com
Time Zone:  Etc/GMT

Network Context

No upstream proxy

Interfaces

Management (M1)

IPv4 Address:  10.0.0.9/24

Hostname: mgmt.wsa.lab&.com

Use M1 port for management only: = No
L4 Traffic Monitor:

Wiring Type: = Duplex TAP: T1 {In/Out)

Default 1Pv4 Gateway: 10.0.0.1
Static IPv4 Routes: = No static routes have been defined.

Transparent Connection Settings Edit
Transparent Redirection Device Type: = Layer 4 Switch or No Device

ATvT 16 [ZDF% E %A Ah—/L (Install This Configuration) ] Z27V>7 L F 7,

Cisco Systems © 2016
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CA ZATZEIAELEEALT=- WSA LU ISE pxGrid
/—FDERE

T TITATIAZ L NSAREDHA T TV BL O Y pxGrid /—R & 7% E L7243 # ISE ER To
WSA BLOVISE pxGrid /—R D& EIZ W TR L £37, Microsoft Enterprise 2008 CA #8GiE/R) (CA) Y— 3% Af
HILTISE /—R| ISE pxGrid /—REBLUN WSA ZB4 L= ZEICFER L TLIESWN, 7747 U REREE T — 3585
D7D EKU %8 D TH AR~ A X LTz pxGrid 7> 7L — B L, WSA & ISE pxGrid /—R ORI E (2 f#
LTCWET,

BN, WSA [EMEHARNTIZ CA V—REEAEE 7Y a—RLET,

F:CAJL—FEBAZ(X ISE B3V R T L ARZIZT TIZAUiR— SN TVVET,

WSA OFLEF —BILOGER EE 4 ZR (CSR) BMEMINE T, WAX~A X LTz pxGrid 7> 7L —hafH AL T,
CSR Z R 72338 —X41, Microsoft DFEA72 2 — YV ERIZAEVAHTHVET, WSA GEREN Y oo —RE i,
WSA ABHFERAELFME S — O 55 WSA (127 v 7 a—RSivEd,

ISE 77 A 0778 WSATRESIHE, WSA —E 2RO B/ E D WSA & ISE OFiA DOEES. WSA %3H
U CISE & pxGrid @ IP 7R AE72 1L FQDN MR TR E LW ST RBEDO N T NV a—T 4 IS
*7,

CA L —NEHED pxGrid 77 A~V /—K& pxGrid ¥ H &Y J—RDH WSA LT v 7 a—REE 7, pxGrid D
J—RIE, BHE ) —RER WG T BiERBEZ / —REMERLET, 7 74V TliX, 774~V pxGrid /—R )3
TIT47 T, BhZY pxGrid /—RBIET 7T 471280 E T, 584872 PPAN FEENIEAEL, SPAN N T 7T 47
(2ol 6 . 774~V pxGrid /—R1% SPAN %27 77 4772 PPAN & R7e L7,

TIASVEBLIOED LAY ISE BLU MNT /—RORABGEHAZEITIHRAID WSA OREIFREO—fEEyiar Fo
D—RIFHRELTWSA IZT v n—RsnnEd, 774~ MNT ¥ 7 L7254, WSA OF vy =02i% SGT &

IP D~ T REFNTWET, 52, 7I7A4~VEE ) —F (PPAN) oDV =) F o 72807 T A~ MNT

DT L TWAZEERILE T, MNT /—RHEIEL TOD  —RIZOWTEF ) —RICEIWE £, MNT
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WSA SEBAE{EFEAN 7~ D CA JL—FEEBAE DB HN
WSA {EFEX N7 A D CA JL—IEFBAE DB

ATYF 1 [Fv U —7 (Network) | > [FEIH E D% HE (Certificate Management) | > [{5 #8/L— MEA D48 #E
(Manage Trusted Root Certificates) ] > [CA /L —FEED AR —ke7 > 7 2 —R (Import and upload
the CA root certificate) | > [25{5 (Submit) | > [#EE 35 (Commit) | ZER L F 5,

vlialie Cisco SO00V

CISCO  Web Security Virtual Appliance

0 Reporting Web Security Manager Security Services Network System Administration

Certificate Management

Success — Your changes have been
Certificate Lists
Updates
File Type Last Update Current Version New Update
Cisco Trusted Root Certificate Bundle Never Updated 12 Not Available
Cisco Certificate Blacklist Never Updated 1.2 Not Available
Attention - Updates in progress.

Trust Root Certificates: | 380 certificates in Cisco trusted root certificate list
1 custom certificates added to trusted root certificate list

Manage Trusted Root Certificates...

Blocked Certificates: | 18 certificates in Cisco blocked certificate list

View Blocked Certificates...

CAEBAFTEWSA VSA T MEBEDERTE

WSA & X —H LU CSR ERDIERK
MAC F721% Linux %— %L T, ¥ —& CSR ERZVER TEE4, 2D TiE, MAC 2 L Cu\ET,
WORFITIE, WSA BB —Z1ER L TOET,

openssl genrsa -out wsal.key 4096
Generating RSA private key, 4096 bit long modulus

e is 65537 (0x10001)

WOHITIL, CSR ZR Y WSA FhEF —0 A S vEd,

openssl req -new -key wsal.key -out wsal.csr

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]: Maryland

Locality Name (eg, city) []:Germantown

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Cisco
Organizational Unit Name (eg, section) []:Engineering

Common Name (e.g. server FQDN or YOUR name) []:wsa.lab6.com

Email Address []:

Cisco Systems © 2016 18 R—2
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Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

CSR #RAZat—L, pxGrid D HAF A XS =T 7L —NMIAEOFHT | base-64 D=2 a—RE /=7 4 —~<vh
THUu—RLET,

Microsoft Active Directory Certificate Services — |ab6-WIN-49T17723U08-CA

Submit a Certificate Request or R | Request
To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal req
Request box.
Saved Request:
M5LtjofmDFsDkBZogF zRHRetOAL 3xuy5GYIPVTOTKKT

Base-64-encoded | rpAACYpOGal+ 7bgXNoRjnueA32XP3pObSap6Hrt5al
certificate request |207dbnNGd9bbiEkzbOKM7y9AVHE]BBEHr8fcfx+Mbvi
(CMC or AZ /X /wpsmnLO1E91CB8FricejHAVh S FCAWISFMEkAhyl
PKCS #10 or 8/x29MNHAgUYKoXHISgIPMIEOC 7IHOK 3GmRIBS HOF!
PKCS #7y | END CERTIFICATE REQUEST-—-——

I 4
Certificate T

[ pxGrid 3 ]

Additional Attributes:

Attributes:

4

Submit >

ATvF 1 [ (Submit) | ZEIR L F9°
ATvF 2 lbase-64 |2 X 7 0—RLET,

Microsoft Active Directory Certificate Services — 1ab6-WIN-49T17723U08-CA
Certificate Issued

The certificate you requested was issued to you.

DER encoded or (=)Base 64 encoded

w Download certificate
Download certificate chain

ATV 3 [base-64 | X m—RL, EELET
ATvFS 4 £/~ Tbase-64] T/L—RFHEAX T 0—RLET,

Cisco Systems © 2016
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WSA DD WSA #F ¥ —FB KU CSR ERDIERL (REXK)
pxGrid Ef{ERH D WSA CSR &L £,

ATvF 1 [y —2 (Network) | > [ 5/ ¥—E A (Identification Service) } > [Identity Service Engine] > [f% & D
fmfE (Edit Settings) | > [WSA 7747 > MEBHE (WSA Client Certificate) ] > [HTL REAE LS —% 4
Ji% (Generate New Certificate and Key) | 23R L 7",

WSA Client Certificate: | For secure communication between the WSA and the ISE servers, provide a client certificate.
Use Uploaded Certificate and Key

Certificate: | Browse
Key: | Browse

Key is Encrypted

No certificate has been uploaded.

) Use Generated Certificate and Key Generate New Certificate and Key

No certificate has been generated.

ATYT 2 ROFNET, CSR RNV AERRSINET, FlEASILTLIZE,

self-signed, please upload the certificate of the Root Certificate Authority that sig

Admin Certificate:  Browse... No file selected. _Upload Files

No certificate has been uploaded.

1 WSA data subscri
upload the certifi he Root Ce ‘e Authority that sig

PxGrid Certificate: Browse... | No file selected. Upload Files

No certificate has been uploaded.

Secondary ISE Server:
Generate Certificate and Key

Common Name: |wsa.lab6.com

Secondary ISE Server Certificates:
WSA Client Certificate:

Organization: [Cisco

QOrganizational Unit: |Engin=er\ng

Country: IUS

Duration before expiration: |12 months

Basic Constraints: o Set X509v3 Basic Constraints

Extension to Critical

ATY7 3 [Ek (Generate) | ZRINL | GEELF — N EF ARSI TODILEMEBLET,
AT 4 [GEHEE 4 EREH 71— (Download the Certificate Signing Request) | ZEE4R L, =7 4 Z &L
THREET,

SECONArY ISE SErVer LEMNCAtes: | v USe MIMAry AGTIN ana FXLNG Lertncates

WSA Client Certificate: | For secure communication between the WSA and the ISE servers, provide & client certificate
Use Uploaded Certificate and Key

Certificate: | Browse
Key: | Browse

Key is Encrypted

No certificate has been uploaded. [
800 Opening WSA_ISE_csr.pem

You have chosen to open:
WSA_ISE_csr.pem

*  Use Generated Certificate

Common name: which is: Document
Organizationt from: https://10.0.0.9:8443
Organizational Units)  what should Firefox do with this file?
Country:
Expiration Date: (+)Open with | Choose..
Basic Constraints? Save File

Download Certificate... | Do this automatically for files like this from now on.
Signed Certificate:

Cancel oK

Ta usa & dlaned

Cisco Systems © 2016 20 R—2
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AFvF 5 A’ —L T, WAZ<AX LIz pxGrid 7> 7L —HRC

DEMHAE

———=BEG.

a c4:33
IN CERTIFICATE REQUEST---—-

WSA _ISE_csr.pem
58

HIJ ur.m;cmnmmmﬁnmmmwmmmmmm:m

EwtFbmdpbmV1cnluzzEVMBMGALUEAXMMASNNLnXhY | YuY29tMIIBLjAN

nmmmmmm

GquJM
gDOUER 4o

DaYIKoZIhy
Hi.kt;mmfs]l%shmfzﬂhmim}i&wﬁﬁ)’

A32XP 300!
207dbnNGAIbbAEKZDOKM7yIAVHE]

B/
—Zleno

AZ/X/wpsmnLO1EI1CBEF m;:mmmt fGAW IS

WFDGC‘I mnxvem.mﬁm;mw PRZYC+nTdSNQ3

10HW1pHV7 caVH3QdARK L] msmmmmmnrz
5na.mmu.s/ mﬁsnsmﬁmmsz;.mﬁm:m;s.ﬂxmmummwsx
0b71DKasxNLULXQ+9U6107n52U) fQOTEXHNBAKNGGAYahWTZ3a1ChiKZLH+I 1Hv]
d0F292WMGYMgAQF t]ax292v518/55819)2r8KV1hkSudv3d5GeLWzwIDAQABOAAW
<NAQEFBOADQQEBAHS902MyN00009 reakdbRzyiEa+0 LAef LngY 2d Ly
ﬂkl(?llﬁ*ﬂiﬂﬂeﬂmﬁlim
2LTOAQvyCRC+{IRy/IF
BBEHTBfC G!K’Hhv].ﬁﬂﬂmﬂl‘ﬁm‘?ﬁﬁﬂ“m
WHVpHyZy®]bIXdkzUEQZo

UYKOXHISQLPML ROUMKJ.%MEMEH yXDH=
CERTIFICATE REQUEST---—-

ATvF 6 Ffl— P ERERELET,

Microsoft Active Directory Certificate Services - |ab6-WIN-49T17723UQ8-CA

Submit a Certificate Request or R I R t

|

HJ}R!KCMMRLHWWJﬂﬁlmﬁwm.lﬁﬁﬁﬁitﬁ]’!‘(

AEOAFTT £

AsBbCcDdEe | AsBbCeDdEe | i. AaBbCeDd
Step_Level 1_... Step_Level 2_. X

Step_Level 3

7

|

he WS an the 1SE servers, rovie o chent cortficae

which is: Document
from. hitps://10.00.9:8443

oty
Expration oatel
e Constramts

Damrioad Corthcate.. |

Sgred Corbcate:

(@) Open with  Choose.
Save File

1
5CO

D this automaticaiy for fes ke thi from naw on.

Cancel

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal req

Request box.

Saved Request:

M5LtJofmDFsDkBZogFzRHRet0At3xuySGYIPVTOTKKT

Base-64-encoded | DAACYPOGal + 7bgXNoRjnueA32XP3pObSapEH5 4l
certificate request | 207dbnNGd9bbiEkzbOKM7y3AvHE]BBEHT8fcfx+Mbvi

(CMC or
PKCS #10 or
PKCS #7):

AZ{X/wpsmnLO1E91CB8FrjcejHAVh SFGAWTSFMkAhy!
8/x29MNHAgGUYkoXHISgIPMIEOC7IHOK3GmRIS5HOF!
————— END CERTIFICATE REQUEST-----

Certificate Template:

| pxGrid :)

Additional Attributes:

Attributes:

ATV T [EE(

ATYF 8 [Base-64 5 5k | X7 v—RLET,

Submit >

Submit) ] ZIEIRL F9

Microsoft Active Directory Certificate Services — 1ab6-WIN-49T17723U08-CA

Certificate Issued

The certificate you requested was issued to you.

=

_DER encoded or (= Base 64 encoded
Download certificate

Download certificate chain

ATY7 9 [Submit (X(E)] #27Vv L% T,
ATvF 10 £7-. [Base-64 554 D/ —REBAELA T a—RLUET,

Cisco Systems © 2016

atfren]es
CISCO.



RELGT I EADEMAAR

2T 11 WSA+pxGrid OFkBIFEHEEZ 7 v 7 n—RLET,

Certificate: | Browse... | No file selected Upload Files
Key: | Browse... | No file selected

Key is Encrypted

No certificate has been uploaded.

{®  use Generated Certificate and Key Generate New Certificate and Key

Common name: wsa.lab6.com
Organization: Cisco
Organizational Unit: Engineering
Country: US
Expiration Date: Jun 22 21:38:55 2016 GMT
Basic Constraints:  Critical

Download Certificate... | Download Certificate Signing Request...

Signed Certificate:

To use a signed certificate, first download a certificate signing request using
the link above. Submit the request to a certificate authority, and when you
receive the signed certificate, upload it using the field below.

Certificate: Browse... wsa.cer Upload File

WSA T® ISE H—E RADEEE

ATV N TR BT B ER L, WAS L T 4=V REGDET,
[T AT L% PR (System Administration) | > [22 %7 A7V 73 52 (Log Subscription) | > [77EA 1/’
(access logs) ] - [ AKX 2N 7 —/LR-%m (Custom Fields-%m) |

atfren]es
CISCO.

3. Thid. WSA RESTful API AYEBIBS IZHESI TEAHUVEE | RSN TLVELVRRMEE ) WSA & ISE+pxGrid /—R D4k E DRIBED ST L a—

TAVTIERESNET,

«lialn Cisco SO00V

CISCO Web Security Virtual Appliance

] Reporting

‘Web Security Manager

Security Services Network System Administration

Edit Log Subscription

Log Subscription
Log Type:
Log Name:

ATV 2 EEEEE

Rollaver by File Size:

Rollover by Time:

Log Style: |

Custom Fields (optional):

File Name:

Log Compression:

Log Exclusions (Optional):

Retrieval Method:

L. HEELET,

Access Logs

Iaa:gslogs
(will be used to name the log directory)
106 Maximum
(Add a trailing K or M to indicate size units)
None
@ squid
Apache
Squid Details

Yom Custom Fields Reference =

|aclug
Enable

—

(Enter the HTTP status codes of transactions that should not be included in the Access Log)

= FTPon mgmt.wsa.lab6.com

Maximum Number of Files: Iw

FTP on Remote Server

Cisco Systems © 2016
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734" pxGrid /—FEAZR O 7y O0—F

ATYF 1 [ U —7 (Network) | > [# 5/ —bE A (Identification Services) | > [#kBIH—E AT
(Identification Service Engine) | Zi®IRL £7°,

«lialie Cisco SO00V

CISCO Web Security Virtual Appliance

[ Reporting Web Security Manager Security Services Network System Administration

Identity Services Engine

Identity Services Engine Settings

The Identity Services Engine Is currently disabled.

Enable and Edit Settings...

AT 2 [REDA NI L OWREE (Enable and Edit Settings) | Z 4R L £9°,
Z797 3 pxGridl IP 7R 2%721% FQDN 2 A 1L,

X ISE DERMCEIZERATESDIL 2 D0 pxGrid /—FDHTT , hl&. pxGrid 7O TATIRAVINARFEELTHRELET . —EITTIT4TI12TED
DIE 1 2D ISE+pxGrid DFHTY ., pxGrid FITATIRFIVINAFRE TIE. 2 FE D ISE+pxGrid /—FMFET I T4 TEHFLTLNIL, TXTOTER
» PPAN #BLTEShET,

2TF9T 4 77 A~V pxGrid /—R D CA V—hEHEEZT v 7 n—RLE T,
CA V—FDABRREHEEZT v 7 r—RLET,

¥ Enable ISE Service

Primary ISE pxGrid Node: | The WSA will communicate with the ISE pxGrid node to support WSA data subscription (ongoing updates). A primary ISE pxGrid node (server) must be
configured.

10.0.0.93 (Hostname or IPvd address)

1SE pxGrid Node Certificate: L3

If the ISE pxGrid node certificate is signed by a Certificate Authority, confirm that the Certificate Authority is listed in the Trusted Root Certificates list (see
Netwerk > Certificate ). If the certificate is self- }, export the certificate from the ISE pxGrid node to add below.

Certificate: | Browse... | No file selected. Upigad,File

Common name: lab6-WIN-46T17723U0B-CA
Organization:
Organizaticnal Unit:
Country:

Expiration Date: May 18 02:38:28 2020 GMT

Basic Constraints:  Critical

Download Certificate...
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vHhF) pxGrid /—FDEEEAE D7y O—F

ATvF 1 pxGrid2 ® IP 7R A%7-13 FQDN % A L E 7,
RATYF 2 7714~V pxGrid /—KR® CA V—NEHEEZT 7 0—RLET,
CANV—FDRABGEAELZT v 7 u—RLE T,

Secondary ISE pxGrid Node (option: The WSA will communicate with the ISE pxGrid node to support WSA data subscription (ongeing updates). Specifying a secondary ISE pxGrid node (server) is

optional.

L3

10.0.0.95 (Hostname or IPvd address})

1SE pxGrid Node Certificate:

If the ISE pxGrid node certificate Is signed by a Certificate Authority, confirm that the Certificate Authority is listed in the Trusted Root Certificates list (see
Network > Certificate Management). If the certificate is self-signed, export the certificate from the ISE pxGrid node to add below.

Certificate: | Browse... | Mo file selected. Uplcad File

Common name:  lab6-WIN-49T17723U08-CA
Organization:
Organizational Unit:
Country:

Expiration Date: May 18 02:38:28 2020 GMT

Basic Constraints:  Critical

Download Certificate....

754 ®¥=3YYH /—FOEIRAE DO 7v7a—K
SEAEA Ty u—RLET,

ATYT 1 7714~V MNT OB

ISE Monitoring Node Admin Certificates: | The WSA will communicate with an ISE Monitoring node for WSA data initialization (bulk downioad). The ISE pxGrid node(s) configured above will provide a list of
Monitoring nodes. However, additional certificates may need to be uploaded here to enable this communication.

If the ISE Monitoring Node Administration certificate is signed by a Certificate Authority, confirm that the Certificate Authority is listed in the Trusted Root
Certificates list (see Network > Certificate Management). If the certificate is self-signed, export the certificate from the ISE pxGrid node to add below.

Primary [SE Monitering Node Admin Certificate:

| No file selected. Upload File

Certificate: | Browse.

Common name:  iseldpmnt.lab.com
Organization:
Organizatienal Unit:
Country:

Expiration Date: Jun 18 02:36:07 2017 GMT

Basic Constraints: Not Critical

Download Certificate...

HoF) ®=RYLY /J—ROEERAED 7y A—K

EHELT Y7 m—RLET,

ATYT 1 ©HZY) MNT OB

Secondary ISE Monitoring Node Admin Certificate:

Certificate: | Browse.. | No file selected. Upload File

Common name:  ise14smnt.ab6.com
Organization:
Organizational Unit:
Country:

Expiration Date: Jun 18 02:46:19 2017 GMT

Basic Constraints: Not Critical

Download Certificate.

Cisco Systems © 2016 24 R—P
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ATYT 1 WSA 7747 REGET., ABHREAED wsal.cer & WSA X —D wsal key 27 v 7 —RLE 7,

TAMDEST

WSA Client Certificate: | For secure communication between the WSA and the ISE servers, provide a client certificate.

@ Use Uploaded Certificate and Key

Certificate: | Browse... | No file selected.

Upload Files

Key: | Browse... | No file selected.

|_| Key is Encrypted

Commen name:
Organization:
Organizational Unit:
Country:

Expiration Date:

Basic Constraints:

wsa.labg.com

Cisco

Engineering

us

Jun 23 02:44:03 2017 GMT

Mot Critical

Download Certificate...

ARTYT N FANERIIET DL ROERBETRSNET,

Checking DNS resolution of ISE pxGrid Node hostname (s)
Success: Resolved '10.0.0.93' address: 10.0.0.93
Success: Resolved '10.0.0.95' address: 10.0.0.95

Validating WSA client certificate
Success: Certificate validation successful

Validating ISE pxGrid Node certificate(s)
Success: Certificate validation successful
Success: Certificate validation successful

Validating ISE Monitoring Node Admin certificate(s)
Success: Certificate validation successful
Success: Certificate validation successful

Checking connection to
Success: Connection to
Retrieved 4 SGTs from:

Checking connection to

ISE pxGrid Node (s)
ISE pxGrid Node was successful.
10.0.0.93

ISE Monitoring Node (REST server(s))

Success: Connection to ISE Monitoring Node was successful.
REST Host contacted: iseld4pmnt.lab6.com

Test completed successfully.

Cisco Systems © 2016
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WAZ, 431k ISE B8 C pxGrid 237 7T A4 T IAZ L 734D CAINEL LT- WSA GEFHEZEDOR E O EZ R LET,

¥ Enable ISE Service

Primary ISE pxGrid Node:

Secondary ISE pxGrid Nede (optional):

The WSA will communicate with the ISE pxGrid node to support WSA data subscription (ongoing updates). A primary ISE pxGrid node (server) must be
configured.

10.0.0.93 (Hostname or IPv4 address)

ISE pxGrid Node Certificate: L3

If the ISE pxGrid node certificate is signed by a Certificate Authority, confirm that the Cartificate Authority s listed in the Trusted Root Cartificates list (see
Network > Certificate Management). If the certificate is self-signed, export the certificate from the ISE pxGrid node to add below.

Certificate: | Browse.. | No file selected. Upload File

Common name:  ab6-WIN-49T17723U08-CA
Organization:
Organizational Unit:
Country:

Expiration Date:  May 18 02:38:28 2020 GMT

Basic Constraints: ~ Critical

Download Cartificate...

The WSA will communicate with the ISE pxGrid node to support WSA data subscription (ongoing updates). Specifying a secondsry ISE pxGrid node (server) is
optional.

10.0.0.95 (Hostname or IPv4 adéress)

L3

ISE pxGrid Node Certificate:

If the ISE pxGrid node certificate is signed by a Certificate Authority, confirm that the Certificate Authority is listed in the Trusted Root Certificates list (see
Network > Certificate Management). If the certificate is self-signed, export the certificate from the ISE pxGrid node to add below.

Certificate: | Browse... | No file selected. Upload File

Common name: lab6-WIN-49T17723U08-CA
Organization:

Organizational U

Country:
Expiration Date: May 18 02:

Basic Constraints:  Critical

Download Certificate.

ISE Monitoring Nede Admin Certificates: | The WSA will communicate with an ISE Monitoring node for WSA data initialization {bulk download). The ISE pxGrid node(s) configured above will provide a list of

Monitoring nodes. However, additional certificates may need to be uploaded here to enable this communication.

I¥ the ISE Monitoring Node Administration certificate is signed by a Certificate Authority, confirm that the Certificate Authority is listed in the Trusted Root
Certificates list (see Network > Certificate Management). If the certificate is Self-signed, export the certificate from the ISE pxGrid node to add below.

Primary ISE Monitoring Node Admin Certificate:

Certificate: [ Browse... | No file selected. Upload File

Common name: _ise14pmtlab6.com
Organization:
Organizational Unit:
Country:

Expiration Date: Jun 16 02:36:07 2017 GMT

Basic Constraints: Nt Critical

Download Certificate...

Secondary ISE Monitoring Node Admin Certificate:

Certificate: [ Browse... | No file selected. Upload File

Common name:  ise1dsmnt.Iab6.com

Organization:

Organizational Unit:

Count:

Expiration Date: Jun 18 02:46:19 2017 GMT

Basic Constraint

Not Critical

Download Certificate.

WSA Client Certificate: | For secure communication between the WSA and the ISE pxGrid servers, provide a client certificate. This may need to be uploaded to the ISE pxGrid node(s)

configured above.

@ Use Uploaded Certificate and Key

Certificate: | Browse... | Nofile salected. Upload Files

Key: [ Browse... | No file selected.

([ Key is Encrypted

Common name:  wsa.lab6.com
Organization: Cisco
Organizational Unit:  Engineering
Country: US
Expiration Date: Jun 23 02:44:03 2017 GMT

Basic Constraints: Not Critical

Download Certificate...

= Use Generated Certificate and Key Generate New Certificate and Key

No certificate has been generated.

ATYFT 2 [ ¥ 2 fe F (Commit changes) ] & 2 [FEINL F97,
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ZZTlE, WSA 2 pxGrid 7947 L b L TRERESN TV AT LA MR L E T,

ATv7 1 [E# (Administration) | > [pxGrid ¥—E A (pxGrid Services) | ZEER L. WSA 73 pxGrid 77147 heL
TEEHINTWAZ LA MR LET,

Lcense Warting | | 14y

/0> Home  Operations | ¥  Policy | Y  GuestAccess| ¥ Administration | ¥

ofe System 51 Tdentity Management. B Network Resources [2] Device Portal Management [® pxGrid Services [&3) Feed Service {8 pxGrid Tdentity Mapping

X
OEnable Auto-Registration  Disable Auto-Registratic

Uve Log

View By Capabilitie

ofEnable  @Dissble  @Approve @ Group @i Decline (@ Delete v | GRefresh | Total Pending Approval(0) v 1-70f7  Show [25 «|perpage Page [1 3| ofl
O]  clentName Client Description Capabilities Status Client Group Log
O » iseadmin-iser4smnt Capabilities(0 Pub, 0 Sub) Online Administrator View
O » ise-mnteiseidsmnt Capabilities(2 Pub, 0 Sub) Online Administrator View
O » ise-admin-iser4pmnt Capabilities(0 Pub, 0 Sub) Online Administrator View
O » isemntiseldpmnt Capabilities(2 Pub, 0 Sub) Online Administrator View
O » ise-admin-ise14ppan Capabilities(2 Pub, 1 Sub) Online Administrator View
O ¥ ironport.example.com-pxgrid_dient  pxGrid Connection from WSA Capabilities(0 Pub, 2 Sub) Online Session View
[Capa Nty et 1-20f2  Show 25 v perpage Pege [1 3] of1
Capability Name Capability Version Messaging Role: Message Filter
O SessionDirectory 10 Sub
O TstSecMetabata 10 Sub
O > wsa.lab6.com-test_client prGrid Connection from WSA Capabilities(0 Pub, 0 Sub) Offline Session View
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WSA 7R —

ISE #5727 7AW 1x WSA THERRSAL, ISE FRREEFFAILE T, = =7V 7 wXaT g T —7 27 2E|
DY CHNTZ U R—F HIZ Web 77 BR RV —NERSIVET, 2D Web 77 A RV —%, URL 74V %
Vo 7T PV — a8 Bt ARY S — 253U T, Facebook 727 B AZ AR LFET,

WSA TOERTOI771ILDER

AT97 1 [Web ¥ =2U7 ¢ ~F—+ (Web Security Manager) | > [#%7E (Authentication) | > [#A 7 07 71 /L
(Identification Profiles) | > [##}!] 7"~ 71/ Z 18Il (Add Identification Profile) | 238 4RL £9,
[44 Hif (Name) | 245 7E : ISE
(#8315 L OVFERIE (Identification and Authentication) ]: ISE Tz A= —# %2 & (Transparently
modify users with ISE)
[FEREL IV NET T ARERRIZ 7 +— /L2377 (Fallback to Authentication Realm or Guest Privileges) | :
27 ANMERRZ W78 —b (Support Guest Privileges)

Identification Profiles: ISE

Client / User Identification Profile Settings

@ Enable Identification Profile

Mame: (2 I[SE
(e.g. my IT Profile)

Description:

User Identification Method

Identification and Authentication: @ | Transparently identify users with ISE )

Fallback to Authentication Repal_m‘cr Guest | 1t cor information is not available from the Identity Services Engine:
rivileges:

| Support Guest Privileges |

Authorization of specific users and groups is defined in subsequent policy layers
(see Web Security Manager > Decryption Policies, Routing Policies and Access Policies).

Membership is defined by any combination of the following options. All criteria must be met for the policy to take effect.

Define Members by Subnet: 10.0.0.0/24

4
(examples: 10.1.1.0, 10.1.1.0/24, 10.1.1.1-10, 2001:420:80:1::5, 2000:db8::1-2000:db8::10)
Define Members by Protocol: g HTTP/HTTPS

(] Native FTP

F Advanced | Define additional group membership criteria.

RATYF 2 [ %% (Submit Changes) | Z3&IR L, [#E 32 (Commit)] % 2 [AIERL £,
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AT97 1 [Web ¥ =2U7 ¢ ~ 31—+ (Web Security Manager) ] > [Web 7"U— (Web Policies) | > [NV —% 8
/1 (Add Policy) | > [RY < —%4 : Engineering (Policy Name: Engineering) | Z#&&{RL £,

ATv7 2 [Web ¥ =U7 ¢ ~F—+ (Web Security Manager) ] > [Web 7"U— (Web Policies) ] > [[RU—%8
S (Add Policy) | > [#5l|~7"=2 7 7 A /L &= —F (Identification Profiles and Users) | > [1 D LL_EOFRAIRY
L —% 134K (Select one or more identification policies) | > [ISE] > [/ /L — 7 & — % %38 4K (Select
Groups and Users) | > [#7 % A J1L72\ ™ (No Tags Entered) | 23R L £7°,

KASETSNET,

Use the seareh function below to add Secure Group Tags. To remove Secure Group Tags from this policy, use the Delete option.

0 Secure Group Tag(s) currently included in this policy.

Delete
Secure Group Tag Name SGT Number SGT Description
All
No Secure Group Tags selected.
/)
Delete

Secure Group Tag Search

Enter any text to search for a Secure Group Tag name, number, or description. Select one or more Secure Group Tags from the list and use the
Add button to add to this policy.

IScarch X
Add
Select
Secure Group Tag Name SGT Number SGT Description -
All
Unknown 0 Unknown Security Group
Engineering | 3 __NONE__
ASA 2 __NONE__
ANY 65535 Any Security Group

ATvF 3 [ =7V 7 (Engineering) | > BN (Add) ] 3R T DL, 77 A NI —|Z SGT 2MEMNEET,

Secure Group Tag Search

Enter any text to search for a Secure Group Tag name, number, or description. Select one or more Secure Group Tags from the list and use the
Add button to add to this policy.
|Search X
Add
Select
Secure Group Tag Name SGT Number SGT Description =
Al
Unknown 0 Unknown Security Group
Engineering 3 __NONE__ 4
ASA 2 __NONE__
ANY 65535 Any Security Group
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ATv7 4 [52T (Done) | #7Uy 7L ET, [ V=TV 7 (Engineering) | SGT #7 MRS T ET,
INRFRSINET,

Membership s defined by the combination of the foliowing options. All criteria must be met for the policy to take effect.

Identification Profiles and Users: | | Select One or More ion Profiles |
Identification Profile Authorized Users and Groups Add Profile
ISE : (Al Authenticated Users

®Selected Groups and Users (2)

ISE Secure Group Tags: @
Engineering

Users: No users entered

ATYF 5 [52T (Done) ] Z27Vy 7L %7,

RTYF 6 [Submit GE(E) ] &2V /L ET,

AFwF 7 [URL 7 (/L4 % (URL Filtering) ] C, [/ 72—/ 7R — (Global Policy) ] Z &R L, IR DL IZ7%
FELET,

Use Override Global Settings
Global
Settings

Block Monitor | Warn (7. Quota-Based | Time-Based

(0]

Category Select all | Select all | Select all | Select all | (Unavailable) | (Unavailable)
-

©) Real Estate

) Reference

0 Religion

) sazs and B28

©) safe for Kids

) science and Technalogy

) search Engines and Portals

) Sex Educatien

LA SLSLSL LS L SLNLS
|
[

) shopping

€3 social Netwarking v _ _

) social Science

() society and Culture

) software Updates

) sports and Recreation

) Streaming Audio

€ Streaming Video

RAIA LS4 4
|
[

O Tobacca

Conce =

ATv7 8 [1%/5 (Submit) | ZER L £9-
ATwF 9 [7'm— 3L RUT— (Global Policy) ] C [77'V/r—a> (Applications) ] #27Uv 7L ET,
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ATYF 0 [T 7V — 2 iR E & S (Edit Applications Settings) | C. [7 7 U7 —3a DAAR KGR Ex TEF
(Define Applications Customs Settings) ] ZE3&R1L | §-XT® Facebook 77V —Tar a7 a7 ET,

sl Cisco S000V

CISCO Web Security Virtual Appliance

] Reporting Web Security Manager Security Services Network System Administration

Access Policies: Applications Visibility and Control: Engineering

Edit Applications Settings

| Define Applications Custom Settings ta|

Applications Settings
Browse Application Types * Applications Infa IF

To identify some applications, inspection of HTTPS content may be required. For best efficacy, enable the HTTPS Proxy, then select the option that
enables decryption for application visibility and control (see Security Services > HTTPS Proxy).

Applications Settings
Edit all....

[edl  collaboration ) 8 Monitor

Edit all...

E Enterprise Applications 06 Monitor

Edit all...
Bandwidth Limit: No Bandwidth Limit
€3 10 Black

Ed  Facebook

Edit all...

[Ed  File Sharing ) 59 Monitor

Edit all...

ATYF 1M [ZH (Submit) ] Z#27V> 7L, [ % e (Commit Changes)] % 2 [H] 77 L&,
INFRINET,

vl Cisco S000V

CISCO Web Security Virtual Appliance

ﬂ Reporting ‘Web Security Manager Security Services Network System Administration

Access Policies

Success — Item was successfully deleted.

Add Policy...

Protocols and

Order | Group User Agents URL Filtering | Applications Objects Anti-Malware and Reputation Delete
Engineering ) )
1 Identification Profile: ISE (global policy) Lty Block: 10 {global policy) (global policy) ﬁ

1 tag (Engineering) Manitor: 78 Manitor: 368

Global Policy ; ; ; ; Web Reputation: Enabled
Identification Profile: | VO blocked items | Monitar: 79| Monitor: 378 | No blocked items | o olof e e ey

Edit Policy Order...
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WSA DEBILT7T TN r—ay RS —DERK

ATYF 1 [Web ¥ 2U7 ¢ ~F— 3+ (Web Security Manager) | > [Web 78U — (Web Policies) | > [{€ 5-{bARY
— (Decryption Policies) ] > [FRV—% 3B/ (Add Policy) | > [RV < —%H %t (Enable Policy) | >
[7RU —4 : DecryptEngineerig (Policy Name: DecryptEngineerig) |

Decryption Policy: DecryptEngineering

Policy Settings

# Enable Policy

Palicy Name: (2 [Decryptengineering

(e.g. my IT policy)

Description:

Insert Abave Policy: | | 1 (Global Policy) + |

ATvF 2 [#B7 a7 7 AL L = —H (Identification Profiles and Users) | > [1 2L EOFRBI 7 27 7 A )L %15
#R (Select One or More Identification Profiles) ] > [ISE] > [ISE &% =7 7 )V—>7F X7 27 % N SJL7a0
(ISE Secure Group Tags: No Tags Entered) | > [T ’=7VU> 7 SGT (Engineering SGT) | Z &R F7°,

Membership is defined by the combination of the following options. All criteria must be met for the policy to take effect.

Identification Prefiles and Users: | | Select One or More Identification Prafiles  * |
Identification Profile Authorized Users and Groups Add Identification Profile
|1sE#| | (AN Authenticated Users

(®)selected Groups and Users (?)
ISE Secure Group Tags:
Engineering o
Users: No users entered

(IGuests (users failing authentication)

Authentication information may not be available at HTTPS connection time. For transparent
proxy traffic, user agent information is unavailable for decryption policies.

= Advanced = Use the Advanced options to define or edit membership by proxy port, subnet, Time Range, destination (URL
Category), or User Agents.

The following advanced membership criteria have been defined:

Proxy Ports: None Selected
Subnets: None Selected
Time Range: No Time Range Definitions Available

(see Web Security Manager > Defined Time Ranges)
URL Categories: None Selected

User Agents: None Selected

ARTYF 3 FE T LIS, [5ET (Done) | > [1415 (Submit) | 23R £,

A
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AT 4 [URL 744V 7 (URL Filtering) ] 75, [ 7—/3)L 7R — (Global Policy) | > [/ $AA/L— (Pass-
through) | IZBEENL ., [T CEIR (Select All) ] IBL O [1H 51k (Decript) | T [V —T /L Ry hT—F

7" (Social Networking) | Z3&{R L £9°,

These URL Categories are defined as group membership criteria. All other categories are not applicable for this policy.

Use Override Global Settings
Global
Settings

Pass Through = Manitor Decrypt Drop@ Quota-Based | Time-Based

Category Select all Select all Select all | Select all | Select all | (Unavailable) | (Unavailable)

€3 Pornography

9 Professional Networking

9 Real Estate

© Reference

9 Religion

© sass and B2B

© safe for Kids

9 Science and Technology

€D Search Engines and Portals

© Sex Education

LSS NSNS LS SL LN
I
I

€ Shopping

eSu(ia\ Networking v — —_

9 Social Science

9 Society and Culture

@ Software Updates

9 Sports and Recreation

ASA YA SRS
I
I

9 Streaming Audio

ATv7 5 [%/3 (Submit) | > [#EE T % (Commit) ] Z#27VyZLE3 (2 [A]),
ATYT 6 MRFREINET,

alialn Cisco SO00V

CISCO Web Security Virtual Appliance

A Reporting ‘Web Security Manager Security Services Network System Administration

Decryption Policies

Success — Ttem was successfully deleted.

Add Policy...

Order Group URL Filtering Web Reputation Default Action Delete
DecryptEngineering Pass Through: 77
1 Identification Profile: ISE Manitor: 1 (global policy) (global policy) 'ﬁ
1 tag (Engineering) Decrypt: 1
Global Policy Pass Through: 78
Identification Prafile: All Meniter: 1 Bt EESE

Edit Policy Order...
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7I)r—2a>nES{E

HTTPS 72X a0, B 5b3iL7z Web A N1E 5L TEHLIICLET, KIT, L—PABHBRE F— D~
TaT v 7a—RT50%RLET, PO CA T 7L — AL T CA DEBEAMNEFEHELT v 0—RK9 54
Trarb®VET, TU=T U7 SGT NEN Y TON TWbLL—V A2 T ayr 35720, % TIE Web 771
ARV —NIEALET,

ATYF 1 [EX =271 P—E A (Security Services) | > [ 2% 7% i (Proxy Settings) ] > [HTTPS 7' 253 (HTTPS
Proxy) | IZBBEILE T,

ATV 2 [REDAH ML I OFRE (Enable and Edit Settings) | > [ 2% 232 E 4 35 (Sign Proxy
Agreement) | 27Uy 7 LET,

ATvF 3 [1H 5147 > a2 (Decryption Options) | > [T RN —F OHEFRIGE %18 51t: (Decrypt for End-User
Acknowledgement) ] > [ %) (Enable) | > [ R —H DFEFRIGE N — VA2 Fon T 57Ol 5{bxf
201t (Enable decryption for display of the end-user acknowledge page) |

ATV 4 [ZX 2V T ¢ P—E A (Security Services) ] > [7 v 7 0 —R & 7=FEH £ L% —%ff F (Use Uploaded
Certificate and Key) | TIRIZR T LT V—MEAE/HLE F— D7 (Obtaining Root/private key) ] 7
BL—NERAEEAB/MEX —OXTEZRINL, "AT—RE AN LET,

alialn Cisco SO00V
CISCO Web Security Virtual Appliance

«thali Cisco SOQOV

CISCO  Web Security Virtual Appliance

n Reporting Web Security Manager Security Services Network System Administration

Edit HTTPS Proxy Settings

Success — Certificate and Key successfully uploaded.

HTTPS Proxy Settings

@ Enable HTTPS Proxy

HTTPS Ports to Proxy: | [243
Root Certificate for Signing: | @ e Uploaded Certificate and Key Upload Files

@ Key is Encrypted
sword: (2

Common name:  lab6-WIN-45T17723U0B-CA
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ATYF 6 [T 7V r—va D= 1248 54k (Decrypt for Application Detection) ] C. [{FE/RT 7V /r—ay
ARMEDT= DI H1b 2 H 2023 5... (Enable decryption for enhanced application visibility---) ] Z3&R
LET,

Decrypt for Authentication: &  Enable decryption for authentication

If the user has nat been authenticated prior to the HTTPS transaction, the request will be denied if not decrypted.

Decrypt for End-User Natification: (2) @  Enable decryption for display of end-user notification pages.

Decryption is necessary to display an end-user notification page in the event of a policy block.

Decrypt for End-User Acknowledgement: (2) @  Enable decryption for display of the end-user acknowledgement page

If the user has not acknowledged the web proxy prior to the HTTPS transaction, the acknowledgement page cannot be disy
the request will be denied.

> we
Decrypt for Application Detection: ' | g e gecryption for enhanced application visibility and eontrol

Enabling this option will improve the efficacy of detection for some HTTPS applications. However, \flecryption may cause ot!
unless the root certificate for signing is instalied on the ciient.

Invalid Certificate Options

ATYF T [51E (Submit) | 7V 7 L TR R RENTZD, [#i1T (Continue) ] 227V v 7L E 9,

Unrecognized Root Authority / Issuer

IGWElE| Confirm Ena
Invalid
Once the HTTPS proxy service is enabled, HTTPS
Allethd  blocking will no longer be available in Access paolicies.
In addition, the HTTPS protocel can no longer be used
to define membership in Access, Routing, Qutbound
Malware Scanning, Cisco Data Security Policies, and
- External DLP policies. All HTTPS policy decisions will

be handled by Decryption policies. -

Do you want to continue?

Revoked Certificate

No end|
is not

s, unless the o,

AT 8 AW %1%/5 (Submit Changes) | > [ 95 (Commit) ] & 2 [R]Z7Vv 7/ LET,
ATYT 9 nRFRSNET,

HTTPS Proxy

Success — Your changes have been committed.

HTTPS Proxy: Enabled

HTTPS Ports to Proxy: 443

Root Certificate and Key for Signing: | Using Uploaded Certificate:

Common name:  lab6-WIN-49T17723U08-CA
Organization:
Organizational Unit:
Country:

Expiration Date: May 18 02:38:28 2020 GMT

Basic Constraints:  Critical

Decrypt for Authentication: | Enabled

Decrypt for End-User Notification: | Enabled

Decrypt for End-User Acknowledgement: | Enabled

Decrypt for Application Detection: | Enabled
Invalid Certificate Options

Invalid Certificate Handling: Expired:  Monitor

Mismatched Hostname: Monitor
Unrecognized Root Authority / Issuer  Drop
Invalid Signing Certificate  Drop
Invalid Leaf Certificate  Drop

All other error types:  Drop
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V—rARF—IBEF— X7 OWE

ATYT 1 B —Z2FEHL T A —FCA BTy LET,
[CA #£B4 (CA Authority) | T [PC] 2427V 7L, [T XTHOHXAY (All Tasks) | > [CA /07T v
(Backup CA) ] Z&IRL £,

iR certsrv - [Certification Authority (Local)\lab6-WIN-49T17723U08-CA] . I ] 3|
File Action View Help

o |2 HolzH| > w

L Certification Authority (Local) Name |
= i labs-WIN-49T17723U08-CA [ Revoked Certificates

| Revoked Certificates | T smed Crrdifirmbnn
IREETE: Lee 1] Certification Authority Backup Wizard 7 x|
] Pending Reque
(] Failed Request Welcome to the Certification
[ certificate Tem Authority Backup Wizard
w;'— This wizard helps you back up important data such as
=3 private keys and cerffication authority (CA) cerfficates,

corfiguration information, issued certfficate log, and pending
certficate requests queues

To continue, click Next.

cpeck [ Nes | concel | Hep |
[ [

ATYT 2 [k~ (Next)] ZIBIRL £,
ATYS 3 B — CAGEAE, BLIUOSY I T 7 B2l SAT—RZ A LE T,

FLcertsn ertification Authority (1 ocal\abe WIN- 49717723008 CA 8 . ][] 5
E Certification Authority Backup Wizard . il
f Select a Password g_' 8"
i =
E
This password is required to gain access to the private key and the CA certfficate file.
Password:
Confimm password:

To maintain private key security, do not share your password.

< Back Nexd > Cancel Help

ATYT 4 [k~ Next)] ZiZIRLF7,
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ATYT 5 CA D P12 77 AVEL TIRESIVET, P12 77 AL EEBHENOFILE A —Z2 =7 ZR— T 5121%,
IRD IS openssl ZFEFHLET,

openssl pkcsl2 -in 1lab6-WIN-49T17723U08-CA.pl2 -nocerts -out rootkey.cer
Enter Import Password:

MAC verified OK

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

openssl pkcsl2 -in 1lab6-WIN-49T17723U08-CA.pl2 -clcerts -nokeys -out rootcert.cer
Enter Import Password:
MAC verified OK

¥ CANVITYTIEHAEZEDTHRAR—IEIZIEE L/ SRT—K A UR—k& PEM D/ARTL—XRIZHYFET,
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D247 DT A

TURZ—WE, DRI — Web 77 B AIZIE SO TIRFES L, =P =TV 7 SGT NEIN Y THL, HHE
NE=LZINET, R a2 NMEHINTWAIT A7 2k PC T, 22— N7 T2 https://facebook.com
EANSILFE T, Internet Explorer D7 0 LR EIZ DWW T M6 2B R TLTEE0,

ATYS 1 —HM Facebook |77 EALLHEL T www.facebook.com Z A 14 5E. FDOT 7 EANELESNET,

/& Notification: Policy: URL Filtering - Windows Internet Explorer ' |
@O - |g, http://wwnw facebook.com/ v| & | ‘1_| x_‘ |_|ﬂ' Bing 2 '_|
i Favorites | 5

| @ Notification: Policy: URL Fittering [ ]

'@' Protected mode is currently turned off for the Internet zone. Click here to open security settings. x

This Page Cannot Be Displayed

Based onyour organization's access policies, access to this web site
[ ity facebook.comd ) has been blocked because the web cateqory "Social Metwarking”
i5 not allowed.

If wou have guestions, please contact your organization's network administrator and provide the
codes shown below

m

Date: Sat, 27 Jun 2015 01:19:34 GMT
Username: LABG\jeppich

Source IP: 10.0.0
URL: GET hitp:/
Category: Social Networking
Reason: BLOCH BCAT
Nofification: WEBCAT

facebook com/

ATwT 2 =—H https://facebook.com E AL Th, 77 BAITIEGSNET,

€ Notification: Policy: URL Filtering - Windows Internet Explorer (3]
@ O - |g, https://facebook.com/ - &= |"’| x | | B Bing 2 '|
- = x
Fi it = = - ot o
Lo sl | = Website Identification
e rmee— >
| € Notification: Poli
¥ Protected mode is I:bG-\I'\l'IV':I-;Q'II'.l}:?ZB:JOS-CA © open security settings. x
as identified this site as:
facebook.com il
This connection to the server is encrypted.
- Should I trust this site?
This P
Based o View certificates to this web site ( https:#Tacebook.com/d )
has beery letworking” is not allowed

If you have questions, please contact your organization's network administrator and provide the
codes shown below.

n

Date: Sat, 27 Jun 2015 00:33:47 GMT
Username: LABB\jeppich
Source IP: 10.0.0.15

815 PM

- [mow
%= e a5
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ATYT 3 B WSAT, IRDIHIT A LET,

isedata
CACHE
SHOW

5/ W5Av on ucs2.lab6.com EI & @

File View VM
nmip &8 @G R P

hoose the operation you want to perform:
STATISTICS - Show the ISE server status and ISE statistics.
CACHE - Show the ISE cache or check an IP address.
SGTS - Show the ISE Secure Group Tag (SGT) table.

[1> CACHE

hoose the operation you want to perform:
SHOW - Show the ISE ID cache.
CHECKIP - Ouery the local ISE cache for an IP address

Name

LABGNjeppich
68:EF:BD:F6:76:56
BA:BAC:29:31:FC:68
BB:BC:29:5E:9B:CC
68:85:CA:12:7C:78
18:E7:28:2E:29:CHB

the operation you want to perform:
SHOW - Show the ISE ID cache.

CHECKIP - Ouery the local ISE cache for an IP address
[1>

FREEFE A —F D SG-IP D~ ZIZHEB L TIEEN,

isedata |ZdV, XU m—REINT-4 7 TP ISE OEHEIZBE T 28 aHE WAL RS, IP-SGT 2 —HF 4 D~
T INFIRENFET,
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21— LiR—bk

WSA OLR—MMEREIX, Web A MIT 7 EBAL, Web O FlikinAE=%_, 7 av/Zii= Web h7o 7o a0

BT AEEME AR AL T, = R — DT T v 7 RE— U ZHRTXAIICLET, F-  LAER—NCZ
IIFFED URL O R—H D IP TR ASD R —AL & FN TR, Web MU W7 g OFEHITE #a it

LET,

AT97 1 [ —h (Reporting) | > [—H (Users) | Z3&IRL F3, ZO2—FI2iE, Tavrshi-harHriar
DI DMMBHDET,

sl Cisco SO00V

CISCO Web Security Virtual Appliance

'y Reporting Web Security Manager Security Services Network System Administration

Users

i Printable PDF &5

26 Jun 2015 00:00 to 27 Jun 2015 00:48 (GMT)

Top Users: Transactions Blocked

jeppich 6.5MB
jeppich 9 host/jeppich-pe.labs.com [i 613.8k8
o 2 & & &8 10 o8 10.0M 20.0M8
Transactions Bytes
Chart Options... | Export... Chart Options... | Export...

User ID or Client IP Bandwidth Used Time Spent Transactions Completed Transactions Blocked Total Transac tions

jeppich 6.5MB 00:31 272 El 281
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ATFYS 2 LIR—FT [T aysE&NI-7 % 73 92 (Transactions Blocked) ] Z3#4R L, 7' 17 &7~ Facebook O
NI ar OFE RN T I a iZER LET,

System Administration

" Reporting Web Security Manager Security Services Netwerk
Web Tracking
| | Proxy services | L4 nitor P
Available: 24 Jun 2015 03:48 to 27 Jun 2015 00:37 (GMT +00:00)

Time Range: | | pay

(e.g. jdoe, DOMAIN\jdoe, 10.1.1.0, or 2001:420:80:1::5)

User/Client TPvé or IPvé: (2] [CaB6eppicn

(e.9. google.com)

Website: | [

Transaction Type: | | Blocked

b Advanced | gogoh, transactions using advanced criteria.

Printable Download

Generated: 27 Jun 2015 D1:02 (GMT)
User / Client IP

Displaying 1 -  of 8 items.
Time (GMT +00:00) ¥ Website  (count) Display All Details... | Disposition Bandwidth
27 Jun 2015 00:33:47 https://facebook.com:443 Block - URL Cat 0B|  jeppich 10.0.0.15
Black - URL Cat 0B|  jeppich 10.0.0.15

27 Jun 2015 00:24:33 http://www.facebook.com

ATvF 3 F=, [V AT LEH (System Administration) ] T [FRU— hL—2A (Policy Trace) | AR L | [FRAE/FRH
(Authentication/Identification) | {Z Identity Services Engine (ISE) Zi®IRL T, 7747 MNP TRV A% A

jj Li‘a‘o

alialn Cisco S000V

CISCO Web Security Virtual Appliance

Web Security Manager Security Services Network System Administration

A Reporting

Policy Trace
URL: Ihrtps:f,ffacebonk.cﬂm

Client or User: | rq represent a client by IP address, choose “No authentication or Identification” and enter
the IP address below. To represent a user identified through ISE, choose “Identity Services Engine

(ISE)" and enter an IP address.
Authentication / Identification: | Identity Services Engine (ISE)

Client IP Address: Ilg_o_0_15

User Name:
b Advanced
Find Policy Match

WDORY L — FL—ARFRENET,
B EALRIS —ET 78 A R —IZHEE LTSN,
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User Information

User Name: None

Authentication Realm Group Membership: None

Secure Group Tag Membership: Engineering

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.8; rv:38.0) Gecko/20100101 Firefox/38.0

URL Check
WBRS Score: 7.0
URL Category: Social Networking

Scanner "AVC” Verdict (Request): Facebook General (Facebook)

Policy Match

Cisco Data Security policy: None
Decryption policy: DecryptEngineering
Routing policy: Global Routing Palicy
Identification Profile: ISE

Access policy: DecryptEngineering

Final Result
Request completed
Details: HTTPS request decrypted based on URL category

Trace session complete

RATYVT 4 2—B LAR—FKIZ, WSA IC—F LT 7 ER R —NERSNET,

alialn Cisco SO00V

CISCO Web Security Virtual Appliance

A Reporting Web Security Manager Security Services Network

Users > LAB6\jeppich

W Printable PDF &

26 Jun 2015 01:00 to 27 Jun 2015 01:07 (GMT)

URL Categories: Total Transactions Trend: Total Transactions
300
Social Networking 0
Uncategorized URLS
240
Business and Industry
210
Search Engines and Portals
180
Computer Security
Computers and Internet 150
Advertisements ik
Web Hosting %0
Infrastructure and Content Delivery Netw. 60
Web-based Email 20
o T T T T T T T T T T T T
0200 0600 1000 1400 1800 2200
Transactions
Transactions
Chart Options... | Export... )
Chart Options... | Export...

URL Categories Matxl

Items Displayed

URL Category Bandwidth Used | Time Spent | Blocked URL Category | Transactions Completed | Total Transactions v
Social Networking 4.8MB 00:21 5 150 158
Uncategorized URLs 351.8KB 00:05 [ 34 34
Business and Industry 192.3K8 00:01 [ 29 29
Search Engines and Portals 908.4KB 00:00 [ 27 27
Computer Security 19.1K8B 00:00 [ 11 11
Computers and Internet 125.0K8 [ 8 8
Advertisements 62.9KB 00:00 [ 5 5
Web Hosting 7,4138 00:00 [ 3 3
Infrastructure and Content Delivery Netw... 80.0KB 00:00 [ 2 2
Web-based Email 10.8KB 00:00 [ 2 2

Totals (all available data): 6.5MB 00:31 5 272 280

Find URL Category Columns... | Export...

Cisco Systems © 2016
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Items Displayed

Domain or IP Bandwidth Used Time Spent fons C T ions Blocked Total Transactions =

akamaihd.net 4.5MB 00:10 117 [ 117
facebook.com 323.4KB 00:10 33 8 a1
10.0.0.26 351.8KB 00:05 34 o 34
doubleverify.com 109.0KB 00:00 10 [ 10
live.com 196.7KB 00:00 10 o 10
omniroot.com 21.9KB 00:00 E [ 9
yimg.com 591.2KB 00:00 8 [ 8
digicert.com 7,352B 00:00 6 o 6
yahoo.com 128.6KB 00:00 & [ 6
google.com 10,1308 00:00 5 [ 5

Find Domain or IP Columns... | Export...
Applications Matched

Application i Type Used i ions Completed Other Blocked Transactions | Total Transactions =
Facebook General Facebook 4.8MB 150 0 153
Outlook.com Webmail 8B.5KB 5 0 5
Windows Update Software Updates 6728 1 0 1
Totals (all available data): | -- 4.9MB 156 0 159

Advanced Malware Protection Threats Detected

No data was found in the selected time range

Malware Threats Detected

No data was found in the selected time range

Polici Matched

Policy Name Policy Type Bandwidth Used Completed Transactions Blocked Transactions Total Transactions «
DefaultGroup Decryption 3.1MB 111 o] 111
Engineering Access 367.5KB 65 9 74
Engineering Decryption 2.0MB 61 o} 61
ExemptEngineering Decryption 1.0MB 28 o} 28
DefaultGroup Access 54.5KB 6 o} [
DecryptEngineering Decryption 5,201B 1 o} 1

Totals (all available data):  -- 6.5MB 272 9 281

ind Policy Name Columns... | Export...
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ISE RV R 7OVIRIETCOECEAHAELXFEALS-
WSA & ISE pxGrid /—F D& E

B O B4 AR B4 6 L2 ISE A% R 7 s BR551E POC B CHE SN DA 0G0 T, WSA O H CEL T
B, openssl & keytool 385 AT A, X Linux VA7 MIMERSINET, ZORF2ARNTIX, WSA OFi
X —L CSR ZRAA LKL, GEAEICH OB 4 572012 MAC MEHASIVTVET,

ISE H C.EBAGEAFIL ISE PO/ AR —hEi, WSA [GHEANTICA VR —RSIVET, ISE RZ U RT U BREE T

IZ, ISE sk BIREH E X, X TO ISE /—RIZE D H O BAGENETT, ZOREMEILX ISE VAT A ART 05

T AR —PFEHL, ISEGHHT AT b ART AV AR —hSET, ISE BAIREAFIT =/ AR —hShH L, WSA (518
AEEARNT IZA R —hEIET,

WSA H B4 GEHEIT =/ AR — &b e, ISE FHEY AT LFEHEANTIZA VAR —hEhEdT, WSA H B4
AEBAELL, WSA [BHEEANT IZH AR — b E T, B B4 EHEITT 74V T EHEIN QRN o,
WSA [GHEARNTICAV R —RT 20 ERHVET, 2L E, WSA T — v ar La—RiERes v
1—RC&7, ISE pxGrid /—RIZHft CEEH A,

WSA B 5{bARV > — Tl 41D HTTPS 7' e LRt EIC[FIC WSA H B4 GEHEAFH T2 T E T,

WSA D BECERAEAESDIER

H OB REEDO AR/ — T MERK, ARSI ET, WSA B B4 FEBEIL, WSA & ISE+pxGrid /—R D
B AT L ANT LT vy 7 a—REET, ZOGEHAEX, HTTPS 7X@ Icb S ET,

ATY7 1 WSA OfEF—Z1ER L £7,

openssl genrsa -out wsa_self.key 4096
Generating RSA private key, 4096 bit long modulus

e is 65537 (0x10001)
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ATYF 2 WSA @ CSR ERZUEFT— DAL ET,

openssl req -new -key wsa_self.key -out wsa_self.csr

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:

State or Province Name (full name) [Some-State]:

Locality Name (eg, city) []:

Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Organizational Unit Name (eg, section) []:

Common Name (e.g. server FQDN or YOUR name) []:

Email Address []:

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:ciscol23

An optional company name []:

ATvF 3 kAEANSIL, WSA FFFAEICA B4 LE T,

openssl req -x509 -days 365 -key wsa_self.key -in wsa_self.csr -out wsa_self.cer

ISE ECE A HANEBAEZH KU ISE pxGrid DEXTE

ATYF 1 ISE #BBIGEA EZ T AT MEFHARNT I/ AR —RLE T,
[& # (Administration) ] > [2* A7 A (System) | > [FEBH Z (Certificates) ] > [ A7 AGEH # (System
Certificates) ] > [ISE ##A!/FE] & (ISE Identity Certificate) | Z i8R > [/ AR —h (Export) | > [FEHEHD
Ir%e .7 Z7R— | (Export Certificate Only) |

I EF—FITETT,

Export Certificate 'Default self-signed server certificate’

(@ Export Certificate Only

) Export Certificate and Private Kay
*Private Key Password
*Confirm Password

‘Warning: Exporting 2 private key is not a secure operation. It could lead to possible exposure of the private key.

8 (conce |

ATw7 2 defaultsignedservercerti.pem 7 7 AV E{RIFLE T, ZOT 7 ANZITEETHZEL TEET,
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AT 3 & F (Administration) | > [ A7 A (System) | > [AEFA # (Certificates) | > [{5 # CX HFEHH & (Trusted
Certificates) | > [/ 78— (Import) | > [RIEB &7 71 /L (Certificate file) ] Z#8&4R L, PEM 7 71 /L & 3R
LTy ue—RL%Ed,

¥ :[ISE R TOEREEIZ DL TISHE (Trust for Authentication within iSE)] A4 V2> TSI EEERLET,

License Warning 4. | el |
> Home  Operations|¥  Policy|¥  GuestAccess|¥  Administration | ¥

5 Identity Management I Network Resaurces [42] Device Portal Management &) prGrid Services & Feed Service 5 pxGrid Tdentity Mappir
Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings

Import a new Certificate into the Certificate Store

* Certificate File | Browse... | iseld.pem

Overview
Friendly Name \
System Certificates
Trusted For: i
Endpoint Certificates Trust for authentication within ISE

[J Trust for client authentication and Syslog
Trusted Certificates o
[ Trust for authentication of Cisco Services
OFSP Clent Profile [ Validate Certificate Extensions

Certificate Signing Requests Description |

I o)

ATv7 4 [Submit GE(F) ] 227V LET,
ATvF 5 [ H (Administration) ] > [>- A7 A (System) ] > [EBH (Deployment) | Z3#R L, ISE /—RZERL T

[pxGrid] ZA L ET,
Ucense Waring ¢ | lsel4 |
() Home  Operations | ¥ Policy| ¥  Guest Access | ¥ " Admistration |70

52 Identity Management BB Network Resources [2&] Device Portal Management (5] pxGrid Services &) Feed Service {8 pxGrid Identity Mapping
Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

U uue

Deployment General Settings. Profiling Configuration
Gav|E .
» 5% Deployment Hostname ise14

o PAN Failover FQDN ise14.lab6.com
1P Address 10.0.0.21
Node Type Identity Services Engine (ISE)

Personas
V| Administration Role STANDALONE Make Primary |
| Monitoring Role PRIMARY = Other Monitoring Node
" V] Policy Service

| Enable Session Services
Include Node in Node Group | None ~|

| Enable Profiling Service

pxGrid

ATv7 6 [{517 (Save) | &2V L £,
ATw7 7 & # (Administration) ] > [pxGrid H—t A (pxGrid Services) ] Z 3R L £9°, ISE AR/ —FRE RSN
TWLZ L L E T,

X :pxGrid H—E XD FHAEIZ 1 DIFEDLDBIGENHYET,
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Lcense Warning § | lsel4 | adr
i . /> Home  Operations| ¥  Policy | ¥  Guest Access|¥  Administration | ¥ k
oo System £ Identity Management B Network Resources

[24] Device Portal Management [® pxGrid Services ] ) Feed Service 18 pxGrid Identity Mapping

©Disable Auto-
Lie Log

ofEnable  @Disable  @Approve @ Group Wi Decline ) Delete v | G Refresh
O Client Name

Total Pending Approval(0) ~ 1-20f2  Show 25 « pe

Client Description Capabilities Status Client Group Log
O » ise-admin-sel4 Capabilities(2 Pub, 1 Sub) Online Administrator View
O » ise-mntise14 Capabilities(2 Pub, 0 Sub) Online Administrator View

WSA & ISE pxGrid /—F D&% 5E

ATYF 1 WSA (BHEANTIZ WSA B B4 GEHEL ISE A B4 #AGER ELT v 7 n—RLET,
[ R —7 (Network) | > [FERA D B (Certificate Management) | > [{5 48 CTX 5/ —hEREO &

(Manage Trusted Root Certificates) | > [7 7 /L% A > 78—~ Ti%E{5 (Import the files and submit) | >
[ 25 5 % ffe ;& (Commit Changes) | (2 [A]) 28R L £9°,

vl Cisco SO00V

CISCO \Web Security Virtual Appliance

'y Reporting Web Security Manager Security Services Metwork System Administration

Manage Trusted Root Certificates

Custom Trusted Root Certificates

Import...

Trusted root certificates are used to determine whether HTTPS sites’ signing certificates should be trusted based on their chain of certificate

authorities. Certificates imported here are added to the trusted root certificate list. Add certificates to this list in order to trust certificates with
signing authorities not recognized on the Cisco list.

Certificate Expiration Date On Cisco List Delete
b isel4.lab6.com May 17 04:38:27 2016 GMT No W
b Internet Widgits Pty Ltd Jun 26 19:56:00 2016 GMT No W

AT97 2 ISE##BIREAE PEM 77 A /L% WSA IZ7 v 7 m—RLET,
[*v~T—2 (Network) ] > [#5!/7—t A (Identification Services) ] > [Identity Services Engine] > [ISE

H—v 2% 4 201t (Enable ISE Service) | 2R L, ISE+pxGrid IP 7R A% 721X FQDN % A JJL T ISE
WRAIGEREAT vy T —RLE T,

Edit Identity Services Engine Settings

¥ Enable ISE Service

Primary ISE pxGrid Node: | The WSA will communicate with the ISE pxGrid node to support WSA data subscription (ongoing updates). A primary ISE pxGrid nade (server) must be
configured,

10.0.0.21 (Hostname or IPd address)

ISE pxGrid Node Certificate:

If the ISE pxGrid node certificate is signed by a Certificate Authority, confirm that the Certificate Authority is listed in the Trusted Root Certificates list (see
Network > Certificate Management). IF the certificate is self-signed, export the certificate from the ISE pxGrid node to add below.

Certificate: | Browse... | No file selected. _Upioad Fite |

Organizational Unit:
Country:
Expiration Date: May 17 04:38:27 2016 GMT

Basic Constraints: Net Critical

Download Certificate...

Cisco Systems © 2016
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ATYF 3 [EHZV ISE+pxGrid /—K (Secondary ISE+pxGrid Node) | IZZEHDEFICLE T,

Secondary ISE pxGrid Node (optional): | The WSA will communicate with the ISE pxGrid node to support WSA data subscription (ongoing updates). Specifying a secondary ISE pxGrid node (server) is
optional.

(Hostname or IPv4 address)

ISE pxGrid Node Certificate:

If the ISE pxGrid node certificate is signed by a Certificate Authority, confirm that the Certificate Authority is listed in the Trusted Root Certificates list {see
Network > Certificate Management). If the certificate is self-signed, export the certificate from the ISE pxGrid node to add below.

| Mo file selected. Upload File

Certificate: | Browse...

No certificate has been uploaded. If a secondary pxGrid node is in use,
ensure that the pxGrid certificate is signed by a trusted Certificate
Authority.

ATvF 4 ISE ik REZEBE%A MNT /—REFAELL Ty a—RLE T,

ISE Monitoring Node Admin Certificates: | The WS4 will communicate with an ISE Monitoring node for WSA data initialization (bulk downioad). The ISE pxGrid node(s) configured above will provide a list of
Manitaring nodes. However, additional certificates may need to be uploaded here to enable this communication.

If the ISE Monitoring Node Administration certificate is signed by a Certificate Authority, confirm that the Certificate Authority is listed in the Trusted Root
Certificates [ist (see Network > Certificate Management). If the certificate is self-signed, export the certificate from the ISE pxGrid node to add below.

Primary ISE Menitering Node Admin Certificate:

Certificate: | Browse... | No file selected. Uploac Flla

Common name:  Isel4.lab6.com
Organization:
Organizatienal Unit:
Country:
Expiration Date: May 17 04:38:27 2016 GMT

Basic Constraints: Not Critical

Download Certificate...

AT 5 B hH XU MNT /J—RIFZEEaoFFicLET,

Secondary ISE Monitoring Node Admin Certificate:

Certificate: | Browse... | No file selected. Upload File

No certificate has been uploaded. If a secondary ISE Monitoring node is
in use, ensure that the Monitoring Admin certificate used on the ISE
pxGrid server is signed by a trusted Certificate Authority.

ATv7 6 WSA H O B4 ABGEHELH B4 MBS —DO JiZ WSA 1Ty 7 u—RLE T,

WSA Client Certificate: | For secure communication between the WSA and the ISE pxGrid servers, provide a client certificate. This may need to be uploaded to the ISE pxGrid node(s)
configured above.

@ Use Uploaded Certificate and Key

Certificate: | Browse... | Mo file selected. dpigod flles,

Key: | Browse... | No file selected.

(] Key is Encrypted

Common name:
Organization:  Internet Widgits Pty Ltd
Organizational Unit:
Country: AU
Expiration Date: Jun 26 19:56:00 2016 GMT

Basic Constraints:  Not Critical

Download Certificate...

~ Use Generated Certificate and Key Generate New Certificate and Key

No certificate has been generated.
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ATYF 7 [ISE B — L DiE{E %7 A (Test Communication with ISE server) | > [7 AR %A (Start Test) |

Checking DNS resolution of ISE pxGrid Node hostname(s)...
Success: Resolved '10.0.0.21' address: 10.0.0.21

Validating WSA client certificate...
Success: Certificate validation successful

Validating ISE PxGrid Node certificate(s)
Success: Certificate validation successful

Validating ISE Monitoring Node Admin certificate(s)
Success: Certificate validation successful

Checking connection to ISE PxGrid Node(s)...
Success: Connection to ISE PxGrid Node was successful.
Retrieved 3 SGTs from: 10.0.0.21

Checking connection to ISE Monitoring Node (REST server(s)...
Success: Connection to ISE Monitoring Node was successful.
REST Host contacted: isel4.lab6.com

Test completed successfully.

ARTYT 8 WINFRINET,

Identity Services Engine

Success — Settings have been saved.

Identity Services Engine Settings

Primary ISE Server: 10.0.0.21

Primary ISE Server Certificates: = Admin Certificate:
Common name: iseld.lab6.com

Organization:
Organizational Unit:
Country:

Expiration Date: May 17 04:38:27 2016 GMT

Basic Constraints: Mot Critical

PxGrid Certificate:
Commen name:  isel4.labG.com

Organization:
Organizational Unit:
Country:

Expiration Date: May 17 04:38:27 2016 GMT

Basic Constraints: Mot Critical

Secondary ISE Server: Server is not configured
Secondary ISE Server Certificates: Use Primary Admin and PxGrid Certificates

WSA Client Certificate: | Using Uploaded Certificate:
Commen name:

Organization: Internet Widgits Pty Ltd
Organizational Unit:
Country: AU
Expiration Date: Jun 26 19:56:00 2016 GMT

Basic Constraints: Mot Critical

Edit Settings...

RTYT 9 A4 2 [FIfEELET,

ATYF 10ISE AR T2 wsa_self.cer #7 v 7 m—RLET,
[& £ (Administration) | > [RIEBH 2 (Certificates) | > [FIERH D& B (Certificate Management) | > [{§ 8T
E5FEBHE (Trusted Certificates) ] Z1#IR L . wsa_selfl.cer 77 A /L% T v 7 —RKLE 1,

X ISE NTORENEEERDICLET .

A
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Ugense Warning | |
/i) Home  Operations | ¥  Policy |  GuestAccess| ¥  Administration | ¥

£ Tdentity Management [ Network Resources |24 Device Portal Management |65 pxGrid Services |E5) Feed Service 248 pxGrid Identity Mapping
Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings

Import a new Certificate into the Certificate Store

* Certificate File | Browse... | wsa_self.cer

Overview

Friendly Name | i

System Certificates
Trusted For: i

Endpoint Certificates Trust for authentication within ISE

[J Trust for dlient authentication and Syslog
Trusted Certificates
[[] Trust for authentication of Cisco Services
e [] Validate Certificate Extensions

Certificate Signing Requests Description [

Csem: JE=TH)
Certificate Authority

AT7v7 1M [HL WSA H EAREAES HTTPS VeIl HL £,
[E¥=2U7 ¢ ¥—E A (Security Services) | > [HTTP 7' =22 % A %h{l. (Enable HTTP proxy) | Z3&R L .
H O B4 EDPOARMEX—%2T7 7 a—RLET,

vilialie Cisco SO00V

CISCO Web Security Virtual Appliance

W

ﬂ Reporting Web Security Manager Security Services MNetwork System Administration

HTTPS Proxy

HTTPS Proxy: | Enabled

HTTPS Ports to Proxy: | 443

Root Certificate and Key for Signing: | Using Uploaded Certificate:

Common name:
Organization: Internet Widgits Pby Ltd
QOrganizational Unit:
Country: AU
Expiration Date: Jun 26 19:56:00 2016 GMT

Basic Constraints: Mot Critical

RATYT 12 HER AL e 2 VT I B b2 AN L E T,

Decrypt for Application Detection: (£ @  Enable decryption for enhanced application visibility and contrel

Enabiing this option will improve the efficacy of detection for some HTTPS applications. However, decryption may cause other HTTPS applications to fail uniess
the root certificate for signing is installed on the client.

ATv7 13 [Submit (%(3) ] 22V LET,

Cisco Systems © 2016 50 R—



RELGT I EADEMAAR

ATV 14 RNFERENET,

HTTPS Proxy Settings

HTTPS Proxy:

Enabled

HTTPS Ports to Proxy:

243

Root Certificate and Key for Signing:

Using Uploaded Certificate:

Common name:

Organization:

Internet Widgits Pty Ltd
Organizational Unit:
Country: AU
Expiration Date: Jun 26 19:56:00 2016 GMT
Basic Constraints:  Not Critical

Invalid Certificate Handling:

Online Certificate Status Protocol Options

OCSP Result Handling:

Decrypt for Authentication: | Enabled

Decrypt for End-User Notification: | Enabled
Decrypt for End-User Acknowledgement: | Enabled
Decrypt for Application Detection: | Enabled

Expired: Monitor

Mismatched Hostname: Monitor
Unrecognized Root Authority / Issuer Drop
Inwvalid Signing Certificate Drop
Invalid Leaf Certificate Drop

All other error types: Drop

Revoked Certificate: Drop
Unknown Certificate:  Monitor

OCSP Error:  Monitor

Invalid Certificate Options

ATV 15 8T 2 Ml E L £,

AT9F 16 [ISE 2 H L7812V T 1 27 DEVYL T [WSA R — %5

AE

AN

LTSNy,
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D47 bDTAE

T, —YREFIas AL, o =T T v )T T—T 2T NEN L THIL, WSA I2E-> T
Facebook 77 A%H4E45 3556 O B E[RIC T,

ATV 1 o Ra—PNEFICas (7 hL, 2P =TY 7 SGT NEIN Y THNET,

Engine

Operations | ¥

Lcense Warning 1
Administration | ¥ Setup Assistant

2 Home Policy | ¥ Guest Access | ¥
+* Reports I Adaptive Network Control " Troubleshoot
Misconfigured Supplicants 7 Misconfigured Network Devices RADIUS Drops # Client Stopped Responding 7 Repealtounter ¢
0 1] 0 0 4
[Gi] Show Live Sessions i+ Add or Remove Columns ¥ G5 Refresh (@) Reset Repeat Counts Refresh| Every L minute | Show| Latest 20 records 7| within| Last 24 hours
Status i i i i i i i . i ]

Time B Details  Repeat Count ‘]lﬂlﬂm‘{ | ‘ Endpoint 1D ‘ ‘ Endpoint Profile ‘ Authentication Policy Authorization Policy Authorization Profiles Network Device Device Port. [
2015-06-30 12:44:43.820 o Qa 0 18:E7:28:2E:29:C 18:E7:28:2E:29:CC Cisco-Device:

2015-06-30 12:44:43 613 & 18672826 29:C 1B:E728:2E:29:0C  ClscorDevice Defal >> MAB > Def.. Default >> Basic_Auth... PermitAccsss - GgabitEthemet1/0/37
0150630 124255573 @ g 0 LABG\jeppich  00:0C:29:79:02:A8  VMWare-Device

2015-06-30 12:42:55.965 ) LABS\ieppich  00:0C:29:79:02:A8  VMWare-Device  Default >> DotiX > D.. Default >> Engineering ~ Engineering, PermitAccess sw GigabitEthernet1/0/43

AT 2 a— R HFREATILET,

Internet Options

[=]

‘f|XHb Bing

Setup.

i
9

To set up an Internet connection, dick

Dial-up and Virtual Private Network settings

| General I Security | Privacy I Content‘ Connections | Programs I Advanced

N security settings. x

Local Area Network (LAM) Settings

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

Choose Settings above for dial-up settings.

Remove...
[ Automatically detect settings
Choose Settings if you need to configure a prox:
server for & mgnne:hon‘ fig proxy¥ 55“’”95 I:l Use automatic configuration script
(@) Never dial a connection Address ‘ ‘
Dial whenever a network connection is not present
Proxy server
Always dial my default connection
T Use & proxy server for your LAN (These settings will not apply to
Current Mone Setdefault | dial-up or VPM connections).
Local Area Network (LAN) settings Address:  10.0.0.7 Port: 3128 Advanced
LAN Settings do not apply to dial-up connections, LAN settings [~| Bypass proxy server for local addresses

Coc J [ oo ]

Cisco Systems © 2016
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ATvT 3 =—H https://facebook.com |[Z T 7 EAL DT 7 EANESESNET,

Filtering

e
Internet Explorer

6@ = [ ] hitps://facebook.com/

o

[fyou have guestions, please contact your organization's network administrator and provide the
codes shawm below,

Reason

Date: Tue, 30 Jun 2015 16:45:57 GMT
Usemame: LABB\jeppich

Source IP: 10.0.0.15

URL: GET https:
Category: Social

CK-WEBCAT

Notification: WEBCAT

~ £ @“Q‘XHU Bing R "
- - x
F: ite = = . 2
K Frvantes | w» Website Identification
| .
| @ Notification: Poli
I Internet Widgits Pty Ltd x
1@ Protected mode is e o el o open security settings.
A
facebook.com |
This connection to the server is encrypted.
- Should I trust this site?
This P
Based o View certificates to this web site ( https./facebook comd ) v
has beer letworking is not allowed.

Cisco Systems © 2016
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RO FIF

ZITI R SEAESE . BIOYANMIE T HHBRONES Web X 2T RUS — D AFIZRLET, F
WENUZ, fFkD Web tX 27 RV —2F T X274 T NV—T 2T PG ESNFET,

o DO TEZEERIL. Box.com ~DT 7 EANFF A XF1., Facebook ~D7 7 A A I FE T, F7=. Netflix
72 EDAN)—I T AT T BT A i RN E F S AvE T, SRR OMEEBITIIEER SGT 3%V Y
TonET,

o TANIARY—(FEDT AN R—ZNVERBLET, ZOT 74NV IDAR Y — IR—F)VX, T ARG X
UREREETA T T474 7 N—TIZFTE T 5 ISE Nl — IS ET, &N@#ﬂ%ﬁk@tﬂelj
74 Web £ =27 ¢TI, Facebook 77 A% FF AL, Box.com 77 BAZESLEI, 7 A SGT 1L, #i
D7 AN 2—PFIZE Y CTHNET,
o FEAZEHITIFTARLEIL Web BX 2T AU —23 X E4,
F72, ISE 1TH 9 Web 585E (CWA) IR ET AU ERHVET, Web 77 47 % ISE VX AL IR T AL
BIND ACL ZAA TN ET HMLENHVET, ISE IZVX AL IhENDHEIIT, CWA HOFF AT m774’w75>%ﬂ
WOTF ANB X OGEAZEE T 7 B AHITER SN ET,
SE:ISE E#t1E< M) wH R (hitp://www.cisco.com/c/en/us/td/docs/security/ise/1-4/compatibility/ise_sdt.ntml) ZZ L. ISE NHEHELDR Ay FEHR—
RLTWWBIEERERBL TS,
TEBIDOFER 7 17 7 A& Web 77 ER R —3 EEB BT ANHIZERSI, FHAEE T WSA TESR
AVET,

ISE A 1L—ELVT 7LD AR Y — S X R—42)L
ISE N —Y 1T AR — F AN R =L IR ESILE T,

ATvF 1 [ F4 (Administrator) | > [2—Y (Users) | Z#18IR L, FIC2—V LT AT T 474 ZN—T%BIL

F9,
ATWF 2 22— T LT [2415 (Submit) ] 2L FT,

Ucense Warning | iseca | admin
) Home  Operations| *  Policy | ¥ GuestAccess| Y Administration | ¥

=22 System 5 Identity Management [ Network Resources [21] Device Portal Management [E5) pxGrid Services &) Feed Service 248 pxGrid Identity Mapping

Groups External Identity Sources Identity Source Sequences Settings .Y

Identities Network Access Users
[ ,O-] Selected 0 | Total2 G §

2 St dendd | E§hangeSotis + | @almport @vExpot + | M Dekte + ByDuplcate o |
—_ " Status Name «  Description First Name Last Name Email Address User Identity Groups Admin
oy [ & Enabled £ JContractor Joe Contractor jeontractor@lab.com GuestType_Contractor (default)

Endpoints.
[&5 Endpoint )
[ E Enabled & Jguest Joe Guest jguest@labé.com GuestType_Daily (default)

[=5 Latest Manual Network Scan Results
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AT9F 3 [F AL 77 A (Guest Access) | > [7 AL I8 —4 /L (Guest Portals) | > [ A8 H— %" A} (Sponsor Guest) |
PEIRL, T4 VN R LET,

ATvT 4 [[R—%/L 7A@ URL (Portal Test URL) ] ZE#4R L, =—H 4% AL, ISE NiEp2— &7 AL £ 7,

/) Home Operations|¥  Policy| ¥  GuestAccess| ¥  Administration | ¥

Portals Settings and Customization

Manage Accounts Settings.

3]
Portal Name: * Description:
‘ Sponsored Guest Portal (default) ‘ | Sponsors create guest accounts, and guests access the network using their | Portal test URL Language File ~

Portal Behavior and Flow Settings
Use these settings to specify the guest experience for this
portal.

Portal Page Customization
Customize portal pages by applying a theme and specifying
field names and messages displayed to users.

ATYT 5 22—V 7Ty m AL, AU A L LET,

afrar]n
cisco Sponsored Guest Portal

Sign On
‘Welcome to the Guest Portal. Sign on with the username and password provided to you.
Username:
JGuesy
Password:

AFv7 6 [PA 4 (SignOn) | 22V L% T,

atlrar]n
Clsco Sponsored GuestPortal

Welcome Message
Click Continue to connect to the network.
You're very close to gaining network access.

ATvF 7 [Continue (§¢1T)] 227V LET,

cI1SCO Sponsored Guest Portal

Success

You now have Internet access through this network.

A=Y I Ty VDT AN EFICFEI TSN e L £ T,
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ATv7 8 [#1E (Operations) | > [#87IF (Authentications) ] Z 38R L E 7,

License
4 Home Operations| ¥  Policy| Y  Guest Access|™  Administration | ¥

7 Adaptive Network Control ", Troubleshoot

Misconfigured Supplicants ' © Misconfigured Network Devices '@ RADIUS Drops & Client Stoppe

[1] 0 0 a
[il] Show Live Sessions 474 Add or Remave Columns * 45 Refresh ) Reset Repeat Counts Refresh| Every 1
Stat i i i i . i
Time . us Details |Repeat Count |Ilhntjhf | |Endpnlnt D | |Endpoln1 Profile | |Aummtk:mjnn Policy ‘ |Au|hnrizalmn Policy ‘ [
2015-07-19 17:32:56.175 a iguest
2015-07-19 17:30:24.005 a iguest

RT97 9 IContractor L[FIUT ARTFNAIZHEVET,

ISE B84 . BRIFOT7AIL, BELUVERAIARY S —

TR HAXE. BIOTFANHO X 2T IV —T 27 HERLET, CWA FIOF R 7 a7 7 A )V IMERE
AR —NOER MAB MBS E T, BX 2T 0 X7 D5 — L BXOBEAT S CVb '
XTI N—T ZT PR AR)—IChE S E T,

;s J

WEXR T ANBIUGEARE OBZ 7 2B L ET,

ATvF 1 RV — (Policy) | > [RV—55 (Policy Elements) ] > [i& % (Results) | > [TrustSec] > [ZF=VT ¢ 7
=] TR, T AN, BLUGEAXEFTHOZ 728010, HELET,

4 Home  Operations| ¥  Policy| ¥  Guest Access| ¥  Administration | ¥

[2] Authentication [®) Authorization [+%] Profiing ) Posture [& client Provisioning [Z] Trustsec s Policy Elements
Dictionaries Conditions

Results Security Groups
( ] For Policy Export go to Administration > System > Backup & Restare > Policy Export Page
]
il e JEdt obAdd | @uImport @Export v | ¥ Delete v (@)Push
* [ Authentication Name + SGT (Dec / Hex) Description
[ Authorization O asa 2/0002
(5 profiing O contractor /0006
8 rosture O Employee 4/0004
@ Chnt g Od Engineering 3/0003
() mustsec O Guest 5/0005
(88 Secuity i i O unknown 0/0000 Unknown Security Group
FoE
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BFaOo7a/ILE CWA B o 0—F Al gk ACL

Hvoa—Ru[HE7e DACL INAA TN T vy a X4, ISE ~DUX AL 7 varw3dF e LET, 2oV (17
FIDACL 73 CWA HOFF A 7' a7 7 A R ASILET,

RATYF 1 RV — (Policy) | > [NV —33% (Policy Elements) | > [ % (Results) | > [# 7> 02— A #27% ACL
(Downloadable ACL) | ##4R L . DACL ®= 7 YA BML TEELET,

License Warnil
¢
Identity Services Engine B —
< {) Home Operations | ¥  Policy|¥  GuestAccess|¥  Administration | ¥

|2, Authentication |&] Authorization |+4) Profiling |7 Posture [& client Provisioning | =] TrustSec -3 Policy Elements
Dictionaries Conditions

Results

Downloadable ACL List > redirect

Downloadable ACL
[ - [Fea
- = = Name | fedirect
A= b,
» [ Authentication Description
v [ Authorization I
» [ Authorization Profiles * DACL Content 1 permit udp any any eq domain
— 2 permit icmp any any
» || Downloadable ACLs 3 permit tcp any host 10.0.0.9B
» [ Inline Posture Node Profiles 4 permit udp any host 10.0.0.9B
5 permit tep any any eg 80
» [ Profiling 6 permit tep any any eg 443
> [ Posture ;
» [ dlient Provisianing 9

AT 2 RV — (Policy) | > [RV— %% (Policy Elements) | > [f& 5 (Results) | > [FF 7] 7’227 7A /L
(Authorization Profiles) | > [44 Bij (Name) | Z8&R L TUVZ AL 27k DACL £VX AL 27k AA1vF ACL %18
ML, [AR>H— 7 AR 78 —%4 /L (Sponsored Guest Portal) | Z3&IR L 9, A¥T (w7 IP TR AL,
A& R ISE EBAD ISE /—RDOT7 RV A, F721357 8 ISE /—R® ISE PSN /—R D7 RLATHY
VZHTIIHVER A,

Authorization Profiles > Redirect
Authorization Profile

= Name | Redirect |

Description | J

* Access Type |ACCESS_ACCEPT v]

Service Template ||

v Common Tasks

# DACL Name redirect ¥

+ Commeon Tasks
|| VOICE LOMEIN FErssIon

& Web Redirection (CWA, MDM, NSP, CPP)

Centralized Web Auth ~  ACL |REDIRECT Value [ Sponsored Guest Portal (defau v |

[Q Display Certificates Renewal Message

[Q Static IPfHost name 10.0.0.98

71 Auiken Commek Dk
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BralR) o —
FFAIRY L — 13, EER AR S ARD SGT BLUOHMRE MAB L — V&2 & e IO EHiSCOET,
AT97 1 RV — (Policy) | > [#&3lE (Authorization) | Z3ER L, HE2EE SGT L—/L, iR EHE SGT V—/L B

LT OV AR SGT L— VBB ILET,

[#€3#E SGT /L —/ L (Employee SGT Rule) ]:  ExternalGroup/Domain/Users : Employee SGT
[ E3E4E SGT /L —/ L (Contractor SGT Rule) |: 7 A7 747+ 7 /L —7": GuestType_Contractor
(T 74/H)

TATVTATA I N—T LRI
GuestType_Contractor 731 FALCUVVET,
Contractor SGT 3L TF Permit Access

[7" Ak SGT /L —/L (Guest SGT Rule) ]: TAT T 4T 4 7 /V—7 :GuestType_Daily
(FZ74/VH)
TAT VT AT A 7 IV—7": ZHIZIE GuestType_Daily
PEENTVET,
Guest SGT F LT Permit Access

"
Identity Services Engil s
2 " {i> Home  Operations | ¥ Policy | ¥ Guest Access | ¥ Administration | ¥

|2 Authentication |4 Profiling |©) Pasture [& Client Provisioning |£] Trustsec &, Policy Elements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

[ First Matched Rule Applies -]

» Exceptions (0)

Standard

Status Rule Name Conditions (identity groups and other conditions) Permissions

Wireless Black List Default Blacklist Wireless_Access Blackhole_Wireless_Acoess

Profiled Cisco IP Phones Cisco-IP-Phone Cisco_IP_Phones

Profiled Non Cisco IP Phones Non_Cisco_Profiled_Phones Non_Cisco_IP_Phones

Employee-SGT-Rule pxGrid_Users:ExternalGroups EQUALS lab6.com/Users/Domain Users Employee

Contractor-SGT-Rule GuestType_Contractor (default) IdentityGroup:Name Contractor PermitAccess
CONTAINS GuestType_Contractor

Guest-SGT-Rule GuestType_Daily (default) IdentityGroup:Name CONTAINS Guest PermitAccess
GuestType_Daily

Rediract Wired MAB Rediract

Basic_Authenticated_Access Network_Access_Authentication_Passed PermitAccess

Default DenyAccess

ATYS 2 CWA VX AL IR L— LB L £,

[VZ AL 2k JL—/L (Redirect Rule) | > [7A4 7 VLD H 3 MAB 54 (Wired MAB condition from
library) | > [FF A 7'2 7 7 A L%V % AL 7| (Redirect authorization profile) |

ATV 3 [1R7F (Save)] ZIBIRL £,
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xR

EEB WSA BB 7 a7 7 A /v e Web 77 2A RV —BEMIIVET, Web 77 A RU—"TlL, Box.com 77

B 2A%ZFF AL, Facebook 77 ¥ AZHE L L £9,

BATOTD7AILE Web PHER RS —

ATYF 1 [Web ¥ V7 ¢ ~F—+ (Web Security Manager) | > [Web 73U — (Web Policies) ] > [Web 727 &%
RY—(Web Access Policies) | Z3IR L, [BX=2VT 1 7 V—7 X7 : 22— D A Jj72L (Secure Group
Tags; No Users Entered) | #27V 7 U THEE BB 7T 07 7 A VEAERK L, [BF2VT 1 T NV—T B T4
(Security Group Tag Name) ] T [{¢3£ & (Employee) | 1R £,

Authorized Secure Group Tags

1 Secure Group Tag(s) currently included in this policy.

Secure Group Tag Name SGT Number

Employee 4

Use the search function below to add Secure Group Tags. Te remove Secure Group Tags from this policy, use the Delete option.

SGT Description ]

__NONE__ (]

&
Delete

Add button to add to this policy.

ISca'ch x

Secure Group Tag Name SGT Number

Unknown
Engineering
ASA

Guest
Employee
Contractor
ANY 65535

@t MW o

ATYF7 2 [52T (Done)] #27V v 7L %7,

Secure Group Tag Search

Enter any text to search for a Secure Group Tag name, number, or description. Select one or more Secure Group Tags from the list and use the

E

O &
g

SGT Description

0| 20

Unknown Security Group
__NONE__

__NONE__

__NONE__

__NONE__

__NONE__

Any Security Group

Cisco Systems © 2016
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RFyF 3 W EFENET,

@ Enable Policy

Policy Name: (2 IEmployee
(e.g. my IT policy)

Description:

Insert Above Policy: | | 2 (Guest) %

Policy Member Definition

Membership is defined by the combination of the following options. All criteria must be met far the policy to take effect.

Identification Profiles and Users: | | Select One or More Identification Profiles  + |
Identification Profile Authorized Users and Groups Add Identification Profile
| ISE 5 (Al Authenticated Users

@Selected Groups and Users (2
ISE Secure Group Tags:
Employee i
Users: No users entered

';'Guests {users failing authentication)

ATYF 4 [/ (Submit) ] #27Vw 7L, [4 ¥ % E (Commit Changes) ] & 2 [A17U> 7L E T,

ATvF 5 [URL 7¢/L %> (URL Filtering) ] C [‘E=4U>"Z (Monitoring) ] #7V>7 L £7,

RATYT 6 T 74NN TIE, 77 ANVERE Y —E AL [E=4Y 7 (Monitoring) | (Z7% E &A1, Box.com 77 B AN
AENET,

3E:www.box.com MARZLEED URL hTIVE. [£F 2T« (Security)] > [hRZ L HTT") (Custom categories)] THER SN TLSATEEHEN HYE
T, ZDFBEE URL AFTYD FIZRTEINET,

AT T Facebook (ZDOWWTIX [V —1 % /L FvhT—F27 (Social Networking) | 12 [7' 227 (Block) | Z3&RL £9,
ATYF 8 [2415 (Submit) | #7VU 7L, [ ¥ &4 E (Commit Changes) | % 2 [A17V v 7L Ed,

Predefined URL Category Filtering

These URL Categories are defined as group membership criteria. ANl other categories are not applicable for this policy.

Use Override Global Settings
Glabal ) 5 N
Settings Block Mnr_uknr Warp £ Quota-Based  Time-Based
& = @
Category Select all | Select all Select all | Select all | {(Unavailable) (Unavailable)
_ =

O Search Engines and Portals V — —
) sex Education o - —
O Shopping V — —
© sacial Netwarking V. - _
) Sodial Science o - —

27T 9 [7FV/r—ar (Applications) | T, [E=#U> 2 (Monitoring) | > [##4E (Edit) | > [7 7 V7 —a Ok
7€ (Application Settings) | > [7 7V —al D H AKX L% 7E % € 7% (Define Applications Custom
Settings) | Z &R L FET,

RTYT 10 [ A7 47 (Media) ] C. [#EHIFR72 L (No Bandwidth Limit) ] 227V 7 L, HIggE il RA% & L C [
M (Apply) 1 227V 7 L ET, ZIVTT RN TDAT AT ZAFITHEASNET,
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ATYT M [ A7 47 (Media) | 27V 7L, [Netflix] 2B IREN TWAZ LA fERLET,

Applications Settings
Browse Application Types ~ Applications Info =

To identify some applications, inspection of HTTPS content may be required. For best efficacy, enabie the HTTPS Proxy, then select the option that
enables decryption for application visibility and control (see Security Services > HTTFS Proxy).

Applications Settings

MPEG GUSE Global (Monitor); Bandwidth Limit

Set action for application Netflix
@ Use Global Setting (Monitor); Bandwidth Limit
'C' Monitor
Netflix () Block
Bandwidth Limit: * Use Setting from Type (5 kbps)
No Bandwidth Limit

Cancel Apply

ATwF 12 [1%(E (Submit) | > [Z8 5 2 & (Commit Changes) ] % 2 [M]7U> 27 L %7,
ATV 13 RBFERENET,

Employee Block: 1 Block: 10
2 Identification Profile: ISE | (global policy) MDC_t' . 79 Manitor: 368 (global policy) {global policy) 'ﬁ
1 tag (Employee) cnitar: (Bandwidth Limit: 61)

ATYF 14 £ BT Facebook DIE LRI —MERSNE T, [TV —av DE B 2SR TLIESD,

alialn Cisco S000V

CISCO Web Security Virtual Appliance

ﬁ Reporting Web Security Manager Security Services Network System Administration

Decryption Policies

Add Policy...

Order Group URL Filtering Web Reputation Default Action Delete
Employee .
1 Identification Profile: ISE Moniter: 79 (alobal palicy) (global policy) i}
Decrypt: 1
1 tag (Employee)
Global Policy ;
Identification Profile: Al Monitor: 79 Enabled Decrypt

Edit Policy Order...
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sl lal ]l
REBTICADEMA (K CIISC|O..

TRk
WEEBNIEHICERIES L, EEB X2 T4 T V—7 27 DM 5.-&31. Facebook 77 B ANMEA 4T box.com
TR AILEF RIS, Netflix 7278 AIZHIRSNET,

ATYF 1 HEEEIL, 802.1X B CIEFICREIESIL, WEEB vX 2T 4 ZV—7 X7 3585, Facebook 77
TRESINET,

/& Notification: Policy: URL Filtering - Windows Internet Explorer =
@O v \g https://faceboak.com/ -8 | = “f| X | ‘ B Eing IR
57 Favorites ‘ 3

| & Notification: olicy: URL Fittering [ ]

@ Protected mode is currently turned off for the Internet zone. Click here to open security settings. x

This Page Cannot Be Displayed

Based on your organization's access policies, access to this weh site { https.Afacebook.com/ )
has been blocked hecause the web category "Social Metworking® is not allowed

If you have questions, please contact your organization's network administrator and provide the
codes shown below

m

Date: Sun, 19 Jul

= e R
ATvS 2 ¥ E 1T Box.com [T 7 BATEET

/& Box | Secure Content & Online File Sharing for Businesses - Windows Internet Explorer E’@
o 8 [ rrm— - @ [5]]x  [B sy 5

i Favorites | 5
[ Box| Secure Content & Online File Sharing for Bu... | |

'@' Protected mode is currently turned off for the Internet zone. Click here to open security settings.

o | %

Industries

The Secure
Content Platform

Box transforms the way you share, manage and collaborate on
your most valuable corporate information. Designed without
compromise between security and ease-of-use, Box allows
every employee to securely work across teams, with customers,
and with partners - on any device, anywhere. Adopt Box as your
secure content platform to keep sensitive documents out of
email and away from insecure consumer services.

w gl
@ [0 5l

A
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ATV 3 HEEE N Netflix (27 72T HE, AN =307 A5 07 OHHRME R BR O 72 |2l ] s MK 1272 -
TWAZER DI ET,

.é Metflix - Watch TV Shows Online, Watch Movies Online - Windows Internet Explorer

e e |

¢ Favorites | 53

Q0 ~ &

& _# Metflix - Watch TV Shows Online, Watch Movies ...

¥ Protected mode is currently turned off for the Internet zone. Click here to open security settings.

- Eﬂ|"}‘n||b Bing

o -

0 e

s

2797 4 employee LAB6\jeppich ® SGT-IP ~ vt 7 % 54 5 L2 [ISEDATA |1 WSA TEIEL £

— CACHE - Show the ISE cache or check an IP address.
- SGTS - Show the ISE Secure Group Tag (SGT) table.

[1= CACHE

Choose the operation you want to perform:

— SHOW - Show the ISE ID cache.

— CHECKIP - Query the local ISE cache for an IP address

[1> SHOW

IP

18.08.9.15
18.0.0.98
169.254.57.162
18.0.9.22
18.0.9.33
18.08.0.21
18.0.9.3

Choose the operation you want to perform:

Name

LABEN jeppich
e@:@C:29:35:
e@:@C:20:C7:
BR:RC:29:CA:
6B:B5:CA:12:

jecontractor

18:E7:28: 2E:

29:

— SHOW - Show the ISE ID cache.

— CHECKIP - Query the local ISE cache for an IP address

[1=

cc

GT#

-~ = -~ R~~~ S ¥ ]
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WIa iy 3 obY, —EOHE MERA SN TVET,

Users
B Printable PDF (3

Time Range:

19 Jul 2015 14:05 to 19 Jul 2015 15:04 (GMT)

Top Users: Transactions Blocked Top Users: Bandwidth Used

jcontractor 3 jeppich LIME
Jjeppich 3 jcontractor | 56.2KB

o 2z 4 [ 8 10 0B 10.0MB 20.0MB
Transactions Bytes

Chart Options... | Export... Chart Options... | Export...
Users

User ID or Client IP Bandwidth Used Time Spent Transactions Completed Transactions Blocked = Total Transactions
jcontractor 56.2KB 00:03 9 3 12
Jjeppich 1.9MB 00:04 131 3 134
Totals (all available data): 2.0MB 00:07 140 6 146

Find User ID or Client IP Columns... | Export...

V30 AF 4T OBARNE . BIO—F L= Web 7V BAEEE R —E2FRLUET,

Users > LAB6\jeppich

W Frintable POF &

Time Range:

19 Jul 2015 14:05 to 19 Jul 2015 15:05 (GMT)

URL Categories: Total Transactions Trend: Total Transactions
100
4
SaaS and B2B 7 o0
Business and Industry 26 0
Streaming Video 19
70
Computer Security 10
60
Computers and Internet 9
Advertisements 5 50
Infrastructure and Content Delivery Netw... 5 40
Box 3 30
Online Storage and Backup 2 20
Search Engines and Portals 2 10
0 20 40 60 0
14:10 14:20 14:30 14:40 14:50 15:00
Transactions
Transactions
Chart Options... | Export... .
Chart Options... | Export...
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Items Displayed

URL Category Bandwidth Used Time Spent Blocked URL Category Transactions Completed Total Transactions «

Saas and BZB 521.1KB 00:00 o a7 47
Business and Industry 123.7KB 00:00 o 26 28
Streaming Video 734.6KB 00:02 o 19 b1
Computer Security 13.8KB 00:00 o 10 10
Computers and Internet 49.7KB 00:00 o 9 9
Advertisements 7,5598 00:00 o 5 5
Infrastructure and Content Delivery Metw... 4,218B 00:00 o 4 5
Box 26.0KB 00:00 1] 3 3
Online Storage and Backup 4,297B 00:00 o 2 2
Search Engines and Portals 55.2KB 00:00 o 2 2
Totals (all available data): 1.9MB 00:04 2 131 134

| Columns... | Export...

Applications Matched

Application Application Type Bandwidth Used Transactions Completed Other Blocked Transactions Total Transactions -
Box.net File Sharing 247.8KB 48 [+ 48
Netflix Media 734.6KB 19 0 19
Google Analytics Internet Utilities 16.5KB 4 4] 4
Facebook General Facebook 0B o] 2 2
LinkedIn General LinkedIn 1,5098 1 [+] 1
Windows Update Software Updates 6766 1 [+] 1

Totals (all available data): | -- 1.7MB 73 2 75

I Columns... | Export...
Advanced Malware Protection Threats Detected

No data was found in the selected time range

Malware Threats Detected

No data was found in the selected time range

Policies Matched

Policy Name Policy Type Bandwidth Used Completed Transactions Blocked Transactions Total Transactions -
Employee Access 1.2MB 118 3 121
Employee Decryption 676.7KB 13 o 13

Totals (all available data): | -- 1.9MB 131 3 134

I Find Policy Name Columns... | Export...
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ATYT 1 [V AT LEFLE (System Administrator) ] > [AR) 2 — hL—2 (Policy Trace) | Z3#&R L £3, Netflix DR
Uy — RMo—REEE B OWA Web 77 A R —IZHEREL TS,

www.netflix.com

Client or User: | 15 represent a client by IP address, choose “No authentication or Identification” and enter
the 1P address beiow. To represent a user identified through ISE, choose "Identity Services Engine

(ISE)" and enter an IP address.

Authentication / Identification: | Identity Services Engine (ISE) +

Client IP Address: |1n_g_n_15

User Name:

b Advanced

Find Policy Mats

User Information

User Name: None

Authentication Realm Group Membership: None

Secure Group Tag Membership: Employee

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.8; rv:39.0) Gecko/20100101 Firefox/39.0

URL Check

WBRS Score: 6.9

URL Category: Streaming Video

Scanner "AVC" Verdict (Request): Netflix (Media)
Scanner "Webroot” Verdict (Request): Unknown
MIME-Type: text/html;charset=UTF-8

Object Size: 0 bytes

Policy Match

Cisco Data Security policy: None
Decryption policy: None

Routing policy: Global Routing Policy
Identification Profile: ISE

Access policy: Employee

ATvF 8 Box DRV — hL—ALREEEDOIRE Web 77 A R —ZHEEL TLIEEW,

URL: Iwww.box,uom

Client or User: | 15 represent a dlient by IP address, choose "No authentication or Identification™ and enter
the IP address below. To represent a user identified through ISE, choose “Identity Services Engine

(ISE)" and enter an IP address.

Authentication / [dentification: | Identity Services Engine (ISE) +

Client IP Address: |m_g_n_15

User Name: I

b Advanced

Find Policy Match
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User Name: None

Authentication Realm Group Membership: None

Secure Group Tag Membership: Employee

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.8; rv:35.0) Gecko/20100101 Firefox/39.0

URL Check

WBRS Score: 5.3

URL Category: Online Storage and Backup

Scanner "AVC" Verdict {Request): Box.net (File Sharing)
Custom URL Category: Box

Scanner “Webroot” Verdict (Request): Unknown
MIME-Type: text/html; charset=iso-8859-1

Object Size: 228 bytes

Scanner "AVC" Verdict (Response): Box.net (File Sharing)
Adaptive Scanning Verdict (Response): Unknown

Policy Match

Cisco Data Security policy: None
Decryption palicy: None

Routing policy: Global Routing Policy
Identification Profile: ISE

Access policy: Employee

Final Result

Request completed

ATYF 9 Facebook DRV — h—AEREHEHD—E Web 77 EA KU — BIOT myrsiic b4 rie
ANTEBLTIEENY,

URL: Iwww,race book.com

Client or User: | 15, represent a client by IP address, choose “No authentication or Identification” and enter

the IP address below. To represent a user identified through ISE, choose "Identity Services Engine
(ISE)" and enter an IP address.

Authentication / Identification: | Identity Services Engine (ISE) 3|

Client IP Address: I10.0.0.15

User Name: I

I Advanced

User Information

User Name: None

Authentication Realm Group Membership: None

Secure Group Tag Membership: Employee

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.8; rv:39.0) Gecko/20100101 Firefox/39.0

URL Check

WERS Score: 5.5
URL Categery: Social Networking
Scanner "AVC" Verdict (Request): Facebook General (Facebook)

Policy Match

Cisco Data Security policy: None
Decryption policy: Mone

Routing policy: None
Identification Profile: ISE
Access policy: Employee

Final Result

Request blocked
Cetails: Reguest blocked based on URL category

Trace session complete
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797 10 [#1E (Operations) | > [#27lF (Authentications) | Z TR L, FRFEHF AL —PEEEB BX2VT 4 FL—
7 BT OENN YK TEFRRLET,

Ucense Warning y | Iseca admin gout | Feedback
e Eilg 4 Home  Operations| ¥  Policy | Y  GuestAccess| ¥  Administration | ¥

7 Reports licp Adaptive Network Control “a Troubleshoot
isconfigured Supplicants Misconfigured Network Devices ' RADIUS Drops '© Client Stopped Responding ' Re
1] 1] [1] [1]
[il] Show Live Sessions {35 Add or Remove Columns ¥ 4 Refresh &) Reset Repeat Counts. Refresh| Every 1 minute | Show| Latest 20 records  ~
— o[ |eot |Repeat count | Lenty d Endpoint ID_* Endpoint Profile °  Authentication Policy zation Policy * ization Profiles ' Network Device °
| | || Il I [ [ JI[ |
2015-07-19 14:49:44.229 o a 0 LABG\jeppich 00:0C:29:79:02:A8 ‘VMWare-Device
2015-07-19 14:49:44.220 ﬂ a LAB6\jeppich 00:0C:29:79:02:A8 ‘VMWare-Device Default >> DotlX >> D.. Default >> Employee-S.. Employee W
2015-07-19 14:48:37.016 a host/jeppich-PC.lz 00:0C:29:79:02:A8 Default >> Dot1X >> D.. Default >> Basic_Auth... PermitAccess swW

Rk
FANHD WSA kBT a7 7 AvE Web 778 A R —MERRESNE T, 20D Web 771 A RUT—TlE. Box
T 7B AZIEA L . Facebook 77 B AZFFAILE T,

BRTOTD7AILE Web PHOER RS —

ATYF 1 [Web BFX2U7 ¢ ~F—+ (Web Security Manager) | > [Web 78— (Web Policies) ] > [Web 77 & A
ARYT— (Web Access Policies) | Zi%IR L, [BF=VT 1 Zv—7 Z7 . 2—H D A Jj72L (Secure Group
Tags; No Users Entered) | 227U~ 7 L CFANER 7 07 7 ANVEAERK L, [¥X2VT 04 T IN—T X7 4
(Security Group Tag Name) ] C [ A} (Guest) ] Zi#IRL£7,

Authorized Secure Group Tags

Use the search function below to add Secure Group Tags. To remove Secure Group Tags from this policy, use the Delete option.

1 Secure Group Tag(s) currently included in this policy.

Secure Group Tag Name SGT Number SGT Description |-

Guest 5 __NONE__ O

Delete

Secure Group Tag Search

Enter any text to search for a Secure Group Tag name, number, or description. Select one or more Secure Group Tags from the list and use the
Add button to add to this policy.

I Search 4
Add
Select
Secure Group Tag Name SGT Number SGT Description |-
All
Unknown 0 Unknown Security Group (]
Engineering 3 __NONE__ O
ASA 2 __NONE__ =]
Guest [ NONE
Employee 4 __NONE__ (]
Contractor ] __ NONE__ (]
ANY 65535 Any Security Group (]
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ATYF 2 [527T (Done)] 27V 7L %7,
ATYT 3 NFRENET,

Policy Settings

@ Enable Policy

Policy Name: (71| [Guest
(e.g. my IT policy)

Description:

Insert Above Policy: | | 3 (Global Policy) # |

Membership is defined by the combination of the following options. All criteria must be met for the policy to take effect.

Identification Profiles and Users: | | Select One or More Identification Profiles  * |
Identification Profile Authorized Users and Groups Add Identification Profile
ISE 3 (Al Authenticated Users

@Selected Groups and Users @
ISE Secure Group Tags:

Guest ]

Users: No users entered

('Guests (users failing authentication)

RTY7 4 [1515 (Submit) | #27V> 7L, [25 B Z € (Commit Changes) ] % 2 [A1Z7Uy 7 LET,
AFvF 5 [URL 7 (/v 417 (URL Filtering) ] C [FE=%4Y>7 (Monitoring) ] #2727 L%,
ATV 6 VA NVERE—E AR T ey /L ET,

Predefined URL Category Filtering

These URL Categories are defined as group membership criteria. All other categories are not applicable for this policy.

Use Override Global Settings
Global ) )
¢ Block Moniter Warn @ Quota-Based | Time-Based

Settings 6 O @
Category Select all | Select all | Select all | Select all | (Unavailable) | (Unavailable)
£ Education o - -
) Entertainment Qf — —
O Extreme V — —
O Fashion of - -
€ File Transfer Services %f — —
O Filter Avoidance of - -

AT97 7 Box ® URL RV —% [£=4VU> 7 (Monitoring) | £7-1% [FF 7] (Allow) ] IZFRELE T,
ATwF 8 [2415 (Submit) | Z7V 7L, [ ¥ &4 E (Commit Changes) | % 2 [A17V w7 LT,
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TRk
AN 22— R T TV EBINTHAN Web — RCT7 78R HE AR Y — AR R—2)LIZVE AL RSN
*7,

FAIHEIS—DAYE—UIZIE ISE /—FD YA (LYK FQDN AMERSM TUOVENIEMNRENET, TORDOYIZ IP FTRLAMERSNIzZET,
TROAVE—UMNERREINET, T2 10.0.0.26 (X ISE VF AL avITERENI=4tHA Web 4—/\T, http://1.1.1.1 #FRTBHIFI3HNFELTT,
hlE. T ERIOTOX O BREITREATVET,

ZTFYFT 1 F AR 2—HL, http://10.0.0.26/certsry (2T 72 AT HEISE (VA AL 7RENET,

e T T e e e ==
OOV [&] nttp://100026/certrs = 4+] x| [ 5ing P~
e Favorites | iz ] Suggested Sites * @] Web Slice Gallery ~

i@cmmcata Error: Navigation Blocked \_| T ~ [ dm v Pagew Safetyv Tools+ (@~
1@ Protected mode is currently turned off for the Internet zone. Click here o open security settings. x

_a
‘@ There is a problem with this website's security certificate.

The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.

@ Continue to this website (not recommended).

© More information

[# Done @ Intemet | Protected Mode: Off fa v ®100% v
— ) E Il
y “ o= o e 2:42PM

7 Le ‘ u:_m:] 0] l ‘” P 0 g gams | |

RATYT 2 F R =P FZoL T o B AN LTS A A LET,

& Sign On - Windows Intemet Explarer B =l |

G- o
e Favorites | 4 ] Suggested Sites = & Web Slice Gallery ~

@ sign On [ ] 5~ ~ [ @ = Page~ Safetyr Tools+ @~
1@ Protected mode is currently tumed off for the Internet zone. Click here to open security settings. x

cisco Sponsored Guest Portal

Sign On
Welcome to the Guest Portal. Sign on with the username and password provided to you.
Username:

(T

jguest

Password:

+/" Trusted sites | Protected Mode: Off v ®100% -

el 2 ol=a| cwme N
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ATvF 3 [T (Continue) | 2R L £9

?T'ﬁmllog%ﬁanner:\ﬁ}uﬁm' jows Internet Explorer (= =

SU- 2]
<r Favorites | 9% @] Suggested Sites v @] Web Slice Gallery ~

i@ Post-Login Banner | | - ~ [ @= v Page~ Safety~ Tools~ @~
@ Protected mode is currently turned off for the Internet zone. Click here to open security settings. x

cisco Sponsored Guest Portal

Welcome Message
Click Continue to connect to the network.
You're very close to gaining network access.

# Done +/ Trusted sites | Protected Mode: Off 43~ H00% -

el o 0la] cwms N

ATYF 4 Jguest ICIEF I A LELZ,

€ Success - Windows Internet Bxplorer =1 (sl

e N e e 5]
i Favorites | 9% @] Suggested Sites & Web Slice Gallery =

i & Success |7| & A > = @ v Pagev Safetyv Tools v @v
@‘ Protected mode is currently turned off for the Internet zone. Click here to open security settings. x

CISCo Sponsored Guest Portal

Success
You now have Internet access through this network.

@ Done " Trusted sites | Protected Mode: Off v R10% - ;
- - =

@u o 8:46 PM
I 7/19/2015 | |
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ATw7 5 Box.com MEGSNEL-

= e ==

@ O = [&] http://uwnwbo.com/

e Favorites | g% &) Suggested Sites + ) Web Slice Gallery ~

| @ Notification: Policy: Destination ]

- [ ][B g o -

[ ~ [ @ v Pagev Safetyv Toolsv @~

18 Protected mode is currently tuned off for the Internet zone. Click here to open security settings. x

This Page Cannot Be Displayed
has been blocked

codes shown belaow

Based on your organization's access policies, access to this web site { http:Aww box.com/ )

If you have guestions, please contact your organization's network administrator and provide the

Date: Mon, 20 Jul 2015 00:47:04 GMT
Username: jguest

Source IP: 10.0.0.21

URL: GET hi
v Box
BLOCK-DEST
LOCK_DEST

¥ Done € Internet | Protected Mode: Off 43 v H100% -

el ola] awe
AT9F 6 Facebook MFFrSNELT-

T T RS T W T T =

G = [Ed tps /e focebook.com/ - &[4[ x| zing R

¢ Favorites | 7 8] Suggested Sites = ] Web Slice Gallery ~

e
g1n, Sign Up

B - ~ [] é® v Pagev Safety~ Tools~ @~

1@ Protected mode is currently turned off for the Internet zone. Click here to open security settings.

Connect with friends and the

world around you on Facebook.

See photos and updates from friends in News Feed.

Share what's new in your life on your Timeline

Email or Phone

Sign Up

It’s free and always will £
First name
Email or mebile number
Re-enter email or mobil:

New password -

T

| r

€ Intemnet | Protected Mode: Off

RG]
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ATYT T ¥ ARD SGT-IP v v ICEELET,

- CACHE - Show the ISE cache or check an IP address.
- SGTS - Show the ISE Secure Group Tag (5GT) table.
[1= CACHE

Choose the operation you want to perform:
- SHOW - Show the ISE ID cache.
- CHECKIP - Query the local ISE cache for an IP address

[1= SHOW

IP Name SGT#
10.8.8.15 LABENjeppich 4
18.9.8.98 B0:BC:29:35:48:24 i}
169.254.57.162 BR:BC:29:C7:16:48 L}
10.8.8.22 BR:@C:29:CA:A3:BF 1}
18.8.8.33 GB:@5:CA:12:7C:78 i}
18.9.08.21 jguest 5
10.8.08.3 18:E7:2B:2E:29:CC 1}

atfren]es
CISCO.

Choose the operation you want to perform:

- SHOW - Show the ISE ID cache.

- CHECKIP - Query the local ISE cache for an IP address
1= f

ZFYF 8 jguest DL —Y LAR—MIEELET, 20— L2 oD T v rSN-h oo ar RHET,

Users
‘ Printable PDF &

Time Range:

19 Jul 2015 23:50 to 20 Jul 2015 00:49 (GMT)

Top Users: Transactions Blocked Top Users: Bandwidth Used

jguest 5
00:0c:29:c7:16:48 2
0 2 4 6 8 10

Transactions

00:0c:29:c7:16:48 953.1KB
jguest 70L5KB

Chart Options... | Export...

08

400.0KE  BOO.OKE

12MB

LEMB

Bytes

Chart Options... | Export...

Users
User ID or Client P Bandwidth Used Time Spent Transactions Completed Transactions Blocked = | Total Transactions
jquest 701.5KB 00:05 75 5 80
00:0¢:29:c7:16:48 953.1KB 00:07 130 2 132

Totals (all available data): 1.6MB 00:13 205 7 212
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ATYF 9 jeuest &7V L, Box D7 0y /ST h T o arkRoRLET,

Users > jguest

URL Categories: Total Transactions

Time Range:

19 Jul 2015 23:50 to 20 Jul 2015 00:51 (GMT)

Printable PDF (5

Trend: Total Transactions

ATYF 10 jguest i%, Box ~D7T 7 A& EH, Facebook ~D7T 7 &A%

0

6

56

49

42

35

Social Networking 74 28

Box |l 5 21

Online Storage and Backup | 1 14

Saas and B2B | 1 7 /\
[ n 60 8 0
2355 0005 0015 0025 0035 0045
Transactions
Transactions
Chart Options... | Export...
Chart Options... | Export.
URL Categories Matched

URL Category Bandwidth Used Time Spent Blocked URL Category Transactions Completed Total Transactions =
Social Netwarking 702.0kB 00:01 0 74 74
Box 0B 00:04 5 [ 5
Online Storage and Backup 1,6258 00:00 0 1 1
SaaS and B2B 8495 00:00 0 1 1
Totals (all available data): 704.4KB 00:05 5 76 81

Demain or IP Bandwidth Used Time Spent Transactions Completed Transactions Blocked Total Transactions
akamaihd.net 123.6KB 00:00 34 0 34
box.com 1,6258 00:03 1 4 H
facebook.com 43.0KB 00:01 5 0 5
snapengage.com 8458 00:00 1 0 1

Find Domain or IP

Columns... | Export...

2TV N T TV — sk —EES BT TR LS,

Application Application Type | Bandwidth Used Transactions Completed Other Blocked Transactions = Total Transactions «
Facebook General Facebook 702.0KB 74 [ 74
Box.net File Sharing 1,625B 1 o 1

Totals (all available data): — 703.6KB 75 [ 75

Find Application

Columns... | Export...

PRSIV CVETS,
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AT 12 & ¥4 (Administrator) | > [RY 3 — RL—Z (Policy Trace) | 4R L, Box DAY — h— A% HfEFE
LET,

URL: | |www.box.com

Client or User: | 15 represent a dlient by IP address, choose “No authentication or Identification” and enter
the 1P address below. To represent a user identified through ISE, choose "Identity Services Engine

(ISE)" and enter an IP address.

Authentication / Identification: | Identity Services Engine (ISE) +

Client IP Address: |1n_g_n_z1

User Name:

b Advanced

Find Policy Matcl

User Information

User Name: None
Authentication Realm Group Membership: None

Secure Group Tag Membership: Guest

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.8; rv:39.0) Gecko/20100101 Firefox/39.0
Custom URL Category: Box

Policy Match

Ciseo Data Security policy: None
Decryption policy: None

Routing policy: None
Identification Profile: ISE
Access policy: Guest

Final Result
Request blocked
Details: Request blocked based on custom URL category

Trace session complete

ATv7 13 Facebook DRV — h—Ab R L £,

URL: | |www.facebook.com

Client or User: | 1 represent a client by IP address, choose “No authentication or Identification” and enter
the IP address below. To represent a user identified through ISE, choose "Identity Services Engine

(ISE)" and enter an IP address.

Authentication / Identification: | Identity Services Engine (ISE) 3

Client IP Address:  [10.0.0.21

User Name:

b Advanced

Find Policy Match

User Information

User Name: None

Authentication Realm Group Membership: None

Secure Group Tag Membership: Guest

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.8; rv:39.0) Gecko/20100101 Firefox/39.0

URL Check

WBRS Score: 5.5

URL Category: Social Networking

Scanner "Webroot” Verdict (Request): Unknown

Scanner "AVC" Verdict (Request): Facebook General (Facebook)
MIME-Type: text/html

Object Size: 0 bytes

Scanner "AVC" Verdict (Response): Facebook General (Facebook)

Policy Match

Cisco Data Security policy: None
Decryption policy: None

Routing policy: Global Routing Policy
Identification Profile: ISE

Access policy: Guest

Final Result

Request completed

Details: Transaction permitted

Trace session complete
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AT 14 [#1E (Operations) | > [87lF (Authentication) | 23R L, 7 Ak vXx2UT 4 7 /—7" X7} jguest |Zii
ASNTWAZEICEHEELET,

License Warning v | lseca
el 4> Home Operations| ¥  Policy| ¥  GuestAccess|¥  Administration | ¥

I Reports i Adaptive Netwark Control 4 Troubleshoot

Misconfigured Supplicants * Misconfigured Network Devices RADIUS Drops Client Stopped Responding
0 0 [1] 1
[l Show Live Sessions 43/ Add or Remove Columns ¥ % Refresh ) Reset Repeat Counts Refresh| Every 1 minute ¥ | Show| Latest 20 records
Status i i i . e, - i . i e T

Time . Details Repeat Count |Idermtv | ‘ Endpoint ID | ‘ Endpoint Profile ‘ AL Policy | |.l\ Policy ‘ ‘Aumuruahnn Profiles ‘ ‘IP Address
2015-07-20 00:45:55.580 () a 0 jguest 00:0C:29:C7:16:48  Windows7-Worksta... 10.0.0.21
2015-07-20 00:45:55.567 Q jguest 00:0C:29:C7:16:48 Windows7-Worksta... Default >> MAB Default >> Guest-SGT-... Guest 10.0.0.21
2015-07-20 00:45:55.544 a 00:0C:29:C7:16:48
2015-07-20 00:44:50.360 Q jguest 00:0C:29:C7:16:48 10.0.0.21
2015-07-20 00:40:17.553 a #ACSACL#-IP-rec
2015-07-20 00:40:17.541 Q 00:0C:29:C7:16:4 00:0C:29:C7:16:48 Default >> MAB >> Def.. Default >> Redirect Redirect 10.0.0.21

AAXE

HAELEHH T T AN EFERAELE RO Web 77H A R —MERRENE T, 20D Web 7278 A R —Tid,
Box 77 A%, Facebook 77 AZFFR]LET,

BRTOT7AILE Web PHOER RS —

ATY7 1 [Web ¥ =U7 ¢ ~F—+ (Web Security Manager) ] > [Web 7"U3— (Web Policies) ] > [Web 771 2
AU — (Web Access Policies) | Z3RL , [EX=2U7 4 7 /—7 Z7 : 2—HFD A Jj172L (Secure Group
Tags; No Users Entered) | #27V> 7 U CH AN 7T a7 7 AVEERL, [BXa0T 4 T N—T 274
(Security Group Tag Name) | C [7 Ak (Guest) | &R ET,

Authorized Secure Group Tags

Use the search function below to add Secure Group Tags. To remove Secure Group Tags from this policy, use the Delete option.

1 Secure Group Tag(s) currently included in this policy.

Secure Group Tag Name SGT Number SGT Description O

Contractor 6 __NONE__ [m]

Delete
Secure Group Tag Search

Enter any text to search for a Secure Group Tag name, number, or description. Select one or more Secure Group Tags from the list and use the
Add button to add to this policy.

|5nz rch *
Add
Select
Secure Group Tag Name SGT Mumber SGT Description =
All
Unknown 1] Unknown Security Group (@]
Engineering 3 __NONE__ (@]
ASA 2 NONE o]
Guest 5 __NONE__ 0
Employee 4 __NONE__ =]
Contractor 6 NONE
ANY 65535 Any Security Group =]
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ATYF 2 [527T (Done)] 27V 7L %7,
ATYT 3 NFRENET,

Policy Settings

(# Enable Policy

poticy Name: @ | [Comactar

(e.g. my IT policy)

Deseription:

Insert Above Policy: | | 1 (Employee) &

Membership is defined by the combination of the following options. All criteria must be met for the policy to take effect.

Identification Profiles and Users: | | Select One or More Identification Profiles |

Identification Profile Authorized Users and Groups Add Identification Profile

| 1€ > (Al Authenticated Users

@Selected Groups and Users (2)
ISE Secure Group Tags:
Contractor w
Users: No users entered

(Guests (users failing authentication)

AT 4 [1%15 (Submit) | Z27U w7, [ % ZHeE (Commit Changes) | & 2 [B]Z7V v/ LE T,
AFvF 5 [URL 7 (/v 417 (URL Filtering) ] C [FE=%4Y>7 (Monitoring) ] #2727 LE 7,
ATYT 6 T ANEREY —E ATy LET,

Predefined URL Category Filtering

These URL Categories are defined as group membership criteria. All other categories are not applicable for this policy.

Use Owverride Global Settings

Global .
Block Monitor Wam@ Quota-Based Time-Based
Settings @ - 0

Category Select all | Select all | Select all | Select all | (Unavailable) (Unavailable)
© Edueation v — _
O Entertainment v — —
O Extreme V — —
O Fashion “/ — —
3 File Transfer Services v 4 — —
©) Filter Avoidance v — —

ARTYF T [ (Submit) | #27V> 7L, [2 84 HE (Commit Changes) | % 2 [E]7U 7L ET,

TRk
ATYT 1 HEAEENT IV ERE Web FAMZIT7E2ALET,

FEEIHEDIS— Ayt—TF URL A —/3D IP PRLRATH =L EMNRERTY , FQDN 2EALTOWRIE, COIS— AvtE—CERRENER A,
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GO [ ] ntte100026/certry

[ 42] x | 18] 8ing
 Favorites | g ) Suggested Sites = i8] Weh Slice Gallery =

| - v 2 @ v Pagev Safetyv Tools~ (@~

@ Protected mode is currently turned off for the Internet zone. Click here to open security settings.

| @ Centficate Eror; Nevigation Slocked |

x

There is a problem with this website's security certificate.

The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.

@ Click here to dose this webpage.
@ Continue to this website (not recommended).

@ More information

@ Done

€ Internet | Protected Mode: Off

7~

71

cHE:]

51

ATYS 2 FEAEENISE ONF2—VPLL TERL WL T ooy L a ASILET,

& Sign On - Windows Internet Explorer ==
@@ oz |_|§ Bing » v.
7z Favorites ‘ 5 ] Suggested Sites » @) Web Slice Gallery +

(@ signon [ ] Eiov B - [ @ - Pagev Sofetyv Took+ @~

1@ Protected mode is currently tured off for the Internet zone. Click here to open security seftings.

'::Iulsl::lo" Sponsored Guest Portal

Sign On

Welcome to the Guest Portal. Sign on with the username and password provided fo you.
Username:

Jeontractor

m

Password:

/" Trusted sites | Protected Mode: Off £

(& Done

ol |3
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ATvF 3 FEAZEE D [Fi1T (Continue) | Z IR L £,

@ Post-Login Banner - Windows Internet Explarer =l e
@Ov m ‘.b Bing pel ¥

7 Favorites | 9% @] Suggested Sites ¥ @' Web Slice Gallery »

‘gPost-Login Banner ‘ ‘ o v [ d= v Pagew Safety~v Tools~ @~

x

'@' Protected mode is currently turned off for the Internet zone. Click here to open security settings.

ciSco Sponsored Guest Portal

Welcome Message
Click Continue to connect to the network.
You're very close to gaining network access.

@ Done /" Trusted sites | Protected Mode: Off £y v ®I00% -

Bl el5 o N
ATV 4 FEAEEBAR A — FAN K= UTIEF ICn s A LELT,

?& auccﬂs—ﬁmﬂrmd?:ﬁ—pinml E‘@@I

SO G - 5
7 Favarites | 9% @) Suggested Sites = @ | Web Slice Gallery =
|§Succs& |_| ﬁ v [y @ > Pagev Safety> Tools~» @'

x

@' Protected mode is currently turned off for the Internet zone. Click here to open security settings.

cisco Sponsored Guest Portal

Success

You now have Internet access through this netwark.

" Trusted sites | Protected Mode: Off 5w ®100% v i
o m oa1pm | |
X : 7/19/2015 | |
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RATvT 5 FHEAZEE D Box.com [T 7 EBAL  ELEENET,

-8 tion: Policy: Destination - Windows Internet Explorer (= R =)
@O - ‘E, http://wuw.box.com/ '| B ‘ "?_‘ X_| ‘b Bing £ v_|
5l Favorites ‘ <5 @] Suggested Sites = @] Web Slice Gallery =
| Notification: Policy: Destination ] %y v E] v = e v Pagew Safety Tookv @~

@' Protected mode is currently turned off for the Internet zone, Click here to open security settings.

S

x

This Page Cannot Be Displayed

Based on your organization's access policies, access to this wel site [ hitp: A box.comy )
has been blocked.

If you have questions, please contact your organization's network adiministrator and provide the
codes shown belo

Date: Mon, 20 Jul 2015 01:12:05 GMT
Username: jcontractor

Source IP: 10.0.0.21

URL: GET htt
Category: B
Reason: BLOCK-DEST
Notification: BLOCK_DEST

k.com/

€ Internet | Protected Mode: Off # B]100% ~
e| = O . s
. = e 7/19/2015
— 2 42 N ~
RTYF 6 FHAZEH D Facebook (2T /AL ET,
& Welcometo Facebook - Log In, Sign Up or Learn More - Windows Internet Explorer [S&][=]
@Ov |I'i hitps:// v facebook.com/ -9 |&,| x Hb Bing el '\
e Favorites | ¢l ] Suggested Sites » &) Web Slice Gallery = [
[ Welcome to Facebook - Log In, Sign Up or Learn ... ‘_| [ v [ dh v Pagev Safetyv Tools~ (@~
18 Protected mode is currently tumed off for the Internet zone. Click here to open security settings. x

Email or Phone

Sign Up
Connect with friends and the It's free and always wil t
world around you on Facebook.

First name

See photos and updates from friends in News Feed.

Share what’s new in your life on your Timeline New password

o i

Email or mebile number

Re-enter email or mobile

m

{# (2 items remaining) Downloading picture € Intemet | Protected Mode: Off

i)
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ATvF 7 [ISE WO#EEE =— (Operations View in ISE) ] 234K L jcontractor |Z55H 3# SGT 2VED Y THiL
TNDTEERRLET,

Ucense Warning 1.

/) Home  Operations | ¥  Policy | ¥  GuestAccess| ¥  Administration | ¥

 hs

Misconfigured Supplicants ©

[ Show Live Sessions 43¢ Add or Remove Columns * 4% Refresh (&) Reset Repeat Counts.

Status

Time . Details |Repeat Count |mermtv £ 1 Endpoint ID_* 1 Endpoint Profile ' Authentication Policy | Authorization Policy 1P Address
2015-07-20 01:11:05.682 @ a 0 jeontractor 00:0C:29:C7:16:48  Windows7-Worksta... 10.0.0.21
2015-07-20 01:11:05.671 [~] a jeontractor 00:0C:29:C7:16:48  Windows7-Worksta... Default >> MAB Default >> Contractor-... Contractor,PermitAccess  10.0.0.21
2015-07-20 01:11:05.648  [B a 00:0C:29:C7:16:48

2015-07-20 01:09:47.806  [& a jeontractor 00:0C:29:C7:16:48 10.0.0.21
2015-07-20 01:06:18.811 a #ACSACL #-IP-rec

2015-07-20 01:06:18.799 a 00:0C:29:C7:16:4 00:0C:29:C7:16:48 Default >> MAB >> Def.. Default >> Redirect Redirect 10.0.0.21

ic? Adaptive Network Control " Troubleshaot
Misconfigured Network Devices RADIUS Drops Ciient Stopped Responding
0 0 1

'

Refresh | Every 1 minute

| show| Latest 20 records

Authorization Profiles

AT7wF 8 jcontractor ® IP-SGT VB> 7 % KR T HI121E, WSA =22 —/ L Clisedata] EAJJLET

800

7} jeppich — ssh — 80x24

4
— CACHE - Show the ISE cache or check an IP address.
- SGTS - Show the ISE Secure Group Tag (SGT) table.
[1= CACHE
Choose the operation you want to perform:
— SHOW - Show the ISE ID cache.
- CHECKIP - Query the local ISE cache for an IP address
[1= SHOW
IP Mame SGT#
18.8.08.15 LABBNjeppich 4
18.8.08.88 BB:BC:29:35:48: 24 2
169.254.57.162 BB:BC:29:C7:16:48 1}
10.08.8.22 BB:AC:29:CA:A3:BF 1}
18.8.08.33 GB:05:CA:12:7C:78B 1}
12.9.98.21 jecontractor -]
198.8.0.3 18:E7:2B:2E:29:CC 1}

Choose the operation you want to perform:
— SHOW - Show the ISE ID cache.
— CHECKIP - Query the local ISE cache for an IP address

S|
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AT97 9 WSA GUI T [LAR—h (Reports) | > [=2— (Users) | ZER L, T avrSNizhTr o7 ar O

FRLET,

Users

Time Range: [ v

20 Jul 2015 00:15 to 20 Jul 2015 01:15 (GMT)

Top Users: Transactions Blocked

jguest 2
00:0c:29:c7:16:48 1
jecontractor 1

L] 2 4 6

8 10

Transactions

00:0¢c:29:c7:16:48

jcontractor

Chart Options... | Export...

jguest

134.3KB
123.6KB

MW Printable PDF 5

Top U : Bandwidth Used

515.9KB

0B 200.0KE  400.0KB

Bytes

600.0KE  800.0KB

Chart Options... | Export...

User ID or Client IP Bandwidth Used Time Spent Transactions Completed Transactions Blocked + Total Transactions
jguest 134.3KB 00:02 15 2 17
00:0c:29:c7:16:48 515.9KB 00:08 74 1 75
Jjcontractor 123.6KB 00:01 10 1 11

Totals (all available data): 773.BKB 00:13 99 4 103

AT97 10 jeontractor ZBEIRL , 7Ry V7SN NT oI ar kB RRLET,

Users > jcontractor

Time Range: [i[]'g =

20 Jul 2015 00:15 to 20 Jul 2015 01:17 (GMT)

URL Categories: Total Transactions

Social Networking 10
Box 1

Transactions

Chart Options... | Export...

W Printable PDF 5

00:20 00:30 00:40

Transactions

00:50

01:00 01:10

Chart Options... | Export...

RL Categori
URL Category Bandwidth Used Time Spent Blocked URL Category Transactions Completed Total Transacticns
Social Metworking 123.6KB 00:01 ] 10 10
Box 0B 00:00 1 L] 1
Totals (all available data): 123.6KB 00:01 1 10 11
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ATv7 11 box.com 237 17 &}, Facebook 1LFF A& T2 EIZEEL TS,

Domain or IP Bandwidth Used Time Spent Transactions Completed Transactions Blocked Total Transactions =
akamaihd.net 105.3KB 00:00 8 0 B
facebook.com 18.3KB 00:01 2 Q 2
box.com o 00:00 0 1 1

Find Domain or IP Columns... | Export...

RATYF 12 kKIZ, jeontractor DIRERY T —E/RLET,

Pol s Matched

Policy Name Policy Type Bandwidth Used Completed Transactions Blocked Transactions Total Transactions -
Contractor Access 123.6KB 10 1 11
Totals (all available data):  -- 123.6KB 10 1 11

I Find Policy Name Columns... | Export...

RATYF 13 [ ##E (Administrator) ] > [/RU— KL —ZA (Policy Trace) ] Z 38R L, Box DFEAE D w2 5
OHIDTHRELET,

URLE | [umw.box.com

Client or User: | 1o represent a client by IP address, choose “No authentication ar Identification" and enter
the IP address below. To represent a user identified threugh ISE, choose “Identity Services Engine
(ISE)" and enter an IP address.

/ | Identity Services Engine (ISE) Ll

Client IP Address: |1o_n_ﬂ_21

User Name:

I Advanced

Find Policy Match

User Information

User Name: None
Authentication Realm Group Membership: None

Secure Group Tag Membership: Contracter

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.8; rv:38.0) Gecko/20100101 Firefox/38.0
Custom URL Category: Box

Policy Match

Cisco Data Security policy: None
Decryption policy: Nane

Reuting policy: None
Identification Profile: ISE
Access policy: Contractor

Final Result

Request blocked
Details: Request blocked based on custom URL category

Trace session complete

Rl oD AT R

ATv7 14 (& H# (Administrator) | > [/RY 2 — hL-—Z (Policy Trace) | 3% L, Facebook
FEOAINNHRELET,

URL: | |www.facebook.com

Client or User: | 15 represent a client by IP address, choose “No authentication or Identification” and enter
the IP address below. To represent a user identified through ISE, choose “Identity Services Engine

(ISE}" and enter an IP address.

Authentication / Identification: | Identity Services Engine (ISE} s

Client IP Address: I1n_n_n_21

User Name:

I Advanced

Find Policy Match
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User Intormation

User Name: None

Authentication Realm Group Membership: None

Secure Group Tag Membership: Contractor

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS5 X 10.8; rv:39.0) Gecko/20100101 Firefox/39.0

URL Check

WBRS Score: 5.5

URL Category: Social Networking

Scanner "Webroot” Verdict (Request): Unknown

Scanner "AVC" Verdict (Request): Facebook General (Facebook)
MIME-Type: text/html

Object Size: 0 bytes

Scanner "AVC" Verdict (Response): Facebook General (Facebook)

Policy Match

Cisco Data Security policy: None
Decryption policy: None

Routing policy: Global Routing Palicy
Identification Profile: ISE

Access policy: Contractor

Final Result

Request completed
Details: Transaction permitted

Trace session complete
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NI a—T425

WSA & ISE pxGrid /—F DA EFRET 586013, WSA TidiriZ Mail ise_service_log ) Zf# AL T/ZEW, TRAS
FORII, IEFICER SN e R CE £,

Sat Jul 18 17:46:46 2015 Info: ISEBulkDownloader: Sessions:
New:
Updated:
Dropped:
Invalid:

(out of date)

Noon

RESTful ISE /—F ) fEE

o iR : Ttail ise_service_log) #EATLE T, [HRANM ZAiF - TZFEH A (cannot resolve hostname) | =7 —
INFIRSNTZG AL, T TD ISE /—RE WSA T DNS BMifR AT Th O LA R L ET,

o [IRARN, BRI TEFEH A (cannot resolve hostname) | =7 — 25| S E £ /-Z4L, WSA & ISE /—KT
DNS iR ATHE T, WSA pxGrid 7747 - MR A HIBRL . WSA ZFEEIL £9°, WSA FifEitk
(2. WSA 723 ISE pxGrid /—R ® SessionDirectory & TrustsecMetadata #§GE%Z 7 A7 747 L T e ZER
FREINDHZ L a R LU ET, Ntail ise_service_log | #F{TL, SGT #7 DX 7 a—RNFRINDHZ L%
RLET, BlEFE =T —NERINDE AL, ISE pxGrid /—RZHELE T 20ERHLHARHVET,

o CABABRBEOEAIL. WSA ICISE E=ZU 7 J—ROEEFEHELL T CA /L—ERAENR A2
ML ENTWAZ LR LET,

o HUOBAFHEZEITLTCNDYA T, ISE AZ U RTar BEOE A 1L, WSA IZISE E=4U 7 ) —K
OEBEFTEAELLTISE B B4 EAENA VA= LI TCNWDIEEHERLET,

e  WSA [Z#¥IH 7 —MEfIZ ISE RESTful AP 2 L C—#5tE v g La—R% ISEMnT /—RHH 70
m—RLE9, WSAIL, ISE FHFH ) —RIEHEAMFHL T, FIH THE72 ISE MnT /—RIZEWEbEET,

ISE pxGrid 254 7 > b DR D R RE

e ISE AXURT7u EEEClX, 7 74/V T pxGrid /—R D H 8GRI T ELN 272> TEd, ISE B HE A
PR D pxGrid 7747 LV MERZKBL CODHZEA MR T UL, T CRHIEHVET A, BEVREEZA
NCTDICEFTL, FROREZ BT 2892 TEET,

WSA {x#8 T CPU RAM fE FHEE A 100%

fE PR : Ttail ise_service_logs) & EATL E 9, #15kD WSA OFLEINF A L8513, CPU X 2 512, RAM HA1
X1 8 GB 2L E,
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Internet Explorer ® FOX< 8% 5E
TRUVARBIOR—MI, WSA LR—hEZERLET

& Welcome to Facebook - Log In, Sign Up or Learn More - Windows Internet E

Internet Options @
Local Area Network (LAN) Settings =)
Automatic configuration

_| Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

Automatically detect settings
D Usge automatic configuration script

Address
Proxy server
Use a proxy server for your LAN (These settings will not apply to
dial-up or VPN connections).
Address:  10.0.0.22 Port: 3128
c Bypass proxy server for local addresses
(o ][ conel |
b Local Area Network {LAN) settings
LAN Settings do not apply to dial-up connections.
1 Choose Settings above for dial-up settings.
<
|

WIZ, WSA 7 aX ViR EE/A/SAL, CWA 727 8AHD ISE /—RIZVX AL 7N CELBINERLET, 1.1.1.1
12 ISE /—R (iseca.lab.com) ~DVX AL 7 e ) AT—F 5 P TRL AT,

FE: Sk, 8K ISE BRATO ISEPSN /—F®D IP 7RLATY
.PrmtySEtli-ngs

Servers

B, Type Proxy address to use Part

N S
HTTR: 10.0.0.22 : 318
Secure: 10.0.0.22 [ . (3128
FTP: [10.0.0.22 3128
Socks:

[¥]Use the same proxy server for all protocols

Exceptions

'Q- . Do not use proxy server for addresses beginning with:

WE]

1.1.1.1;izeca.labé.com =

Use semicolons (; ) to separate entries.
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CWA @D ACLEREDEIVEZ EUSX AL UK

ZHUCEY RO EMPMAESNET, ICEARTEREZNATARNLET, ZORF 2 A MTIE, Catalyst 3850 A1
FEFEHLTNET,

ALYk ACL

ip access-list extended REDIRECT

deny udp any any eq domain

permit tcp any any eq www

deny ip any host 10.0.0.98 (Cisco ISE PSN node for a centralized ISE deployment or the ISE Node for a
an ISE stand-alone deployment)

CWA RA/YFDERTE

BIZRENZ DUV TIE, http://www cisco.comlen/US/docs/securitvlise/l Oluser guidelisel0 sw_cnfe.html %2R L T<L
72X,

aaa server radius dynamic-author
client 10.0.0.98 server-key {password} (Cisco ISE PSN node for a centralized ISE deployment or the ISE Node
for an ISE stand-alone deployment)

ip http server (Required for switch to redirect based on http traffic)
ip http secure-server (Required for switch to redirect on https traffic)

A
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EEEH

43 ISE B85 T pxGrid D% E H 1k :
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how to/HowTo-88-Configuring-pxGrid-in-an-ISE-Distributed-
Environment.pdf

pxGrid TOFFAED R : A B4 FEHEL . ISE pxGrid /—RB L pxGrid 77 A7 > M # i -
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how to/HowTo0-90-
Self signed pxGridClient selfsigned pxGrid.pdf

px Grid TOFEHED B : CA B4 O ISE pxGrid /—R & CA B4 O pxGrid 7747 > M fii i -
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how _to/HowTo0-90-
Self signed pxGridClient selfsigned pxGrid.pdf
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http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-90-Self_signed_pxGridClient_selfsigned_pxGrid.pdf�
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