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VWET, FlexConnect E—NR (I[HFF H-REAP E—R) 2 9 5L, AP 3FFED WLAN GEFILT 70 F 71 AR
BT WLAN) D —W N7 o7 %m— )V THIV R Z HIDIONZRDET, ZHUCED, DAL AR N T 49 0%
TIF FTAARNICEE D TRLZENTEET,
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EXET DL E -
Directory/DNS/
DHCP
VLAN 201
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y example_secure SSID
\/ J :
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&\ FlexConnect AP |
[
example_open SSID VLAN ID Name 00000
30 Empl VLAN 202 Cisco WLC
ployee J
40 Guest
80 AP Management

1. WLC FlexConnect &M ISE Q&

EROKIC, A R =R bDOEIRRL AT IR RSN TOET, BTV AT IRD 2 50D VLAN 23 E
FINET,

1.
VLAN ID (Admin. VLAN ID) | £&Hi ERAE
201 Server ISE. AD. DNS. DHCP
202 WLC WLC &1

VE—h A7 Z20F IRD 3 5D VLAN BNEFRSNET,
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ZOFRRFHTIE, T RBRA IR FlexConnect XPI WLAN ([ZBEfHTHNDEEIT, ZOTURARAMI LAP 225
abr—F 0D CAPWAP Fr RV Z N U CRRAEEITWVET, 72720, —ERGESILHE, LAP 7»Hbr—71/L LAN
DT T 497 DI Z X, EF‘E'%@U/V’VI/X ahe—J% L TTIRRLa— 2V TIThIVET, BESI T
% WLAN (£ 2 D&V ET, 1 DlE, MAC 74 NVZV 7 %4754 —7"2 SSID, ©9 1 2% WPA2/802.1X X}/
WLAN T, example open SSID (ZBEfTIF BTz = RAR A M, FlexConnect AP (20— /U EFRI AL
VLAN 40 (202 5 %9, —J5. example_secure SSID (ZHEAT T B 72 KR A MM VLAN 30 (U0 %R
ZBAVET, example_open SSID (ZBFEAfFIFHNAH T RARAL ME, WLC IZEFK I FlexConnect ACL i A
L7mAZ—F ok TR FIZHIRE 4L, FlexConnect AP TABIEIVET, 2D ACL I, iRFEDORRIZ,
AireSpace RADIUS B2 L7 ISE 026Dy a AZ@HINET,

FlexConnect TR, B— VR E OB ED TR — SNETN, ZNHDA 7T a3 ISE #ia OHEH

TtV EE A, £, AEL, FlexConnect E—R&ED ISE MEAIZMHE 2GR EIZOWTHELSGAL T2, A
i“( T LT 720 7arr AV 7R AN T 7B ADFEMRE D ELHVET, ZILHDOR EIZ OV THELLX
TN — TAREZ IR TTEEN,

FERSNZa R—Rb

e (Cisco ISE 1.2.0.899

e Cisco 2504 CUWN AireOS 7.5.102.0

e Cisco LWAP 3602 (RADIUS %f{# 9% FlexConnect ACL [, L T —BIL Ay = AP ET /LD 1130,
1240, 1520, 1550 TlIH AR —rSFEHA), FlexConnect E—RIBLO AAA A — N—FARHEREIZ D\ T
FELIE, WLC TAR
(http://www.cisco.com/en/US/docs/wireless/controller/7.5/config_guide/b cg75 chapter 010001010.html) %
ZHLTLTESNY,

e MS Windows 2008 Server (AD/DNS/DHCP H#—/S&EL Tl )

B TR 5, ACL #F8REEL T 9% FlexConnect (%, AR —h&ILTD AP E7 /L& AL T AireOS
7.5.102.0 LIEZFE(T4 D WLC TORYR—bSNET, o N—Ta> D WLC BLW AP D&, N7 4v7%
i3 2/D0IZ, FlexConnect 7 /v —7" L~ L Cifit) VLAN DY TAAH H TEE T, FlexConnect VLAN #V
B TEHH ﬁ‘éjﬂf IV TIE, %D URL (265 BYOD 2.5 CVD TSI TV ET,
http://www.cisco.com/en/US/docs/solutions/Enterprise/Borderless Networks/Unified Access/BYOD Wireless.html

AAYFDERTE

DR Tl v—4/L VLAN Z 8725 WLAN (2~ 7 UARIT T b= LAP 12k T H A 2 —T =
4’% X, b7 R—hEL TRRETALENDHVET,

Remote-Switch (config) #interface GigabitEthernet x/y/z
Remote-Switch (config-if) #description AP

Remote-Switch (config-if) #switchport mode trunk
Remote-Switch (config-if) #switchport trunk native vlan 80
Remote-Switch (config-if) #no shut

WLC 28kt DAL A —T 2 A AL, "I T A B —T 2 A RAETNIT IV BA A H—T 2 A ADUNT NI THIEN
TXET, u—h)L BE—RTREMBINZ AP LEIULS. WLC BAHRTa—Y N7 1072002 2851 koo
75%‘ FLC9, ANE T FlexConnect E—R® AP ZHNIRI T, ZZTIEIA L H—T = A A% T 7 EAR—RELT
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DC-Switch (config) #interface GigabitEthernet x/y/z
DC-Switch (config-if) #description WLC
DC-Switch (config-if) #switchport mode access
DC-Switch (config-if) #switchport access vlan 202

( )

DC-Switch (config-if) #no shut

WLC DEREFIE
#)EA WLC 585

WD TFNEIZHES T, A2 TAF¥L A LAN 22 ha—S5O PR EE2ITVVET,

ATYT1 WLC Dy — )L iR—MNIEERLE T, IROBREEZS LT WLC D7 —hANT v 7 Z2{TVET,

tH A5

(Cisco Controller)

Welcome to the Cisco Wizard Configuration Tool
Use the '-' character to backup

Would you like to terminate autoinstall? [yes]:yes
AUTO-INSTALL: process terminated -- no configuration loaded

System Name [Cisco 91:e2:64] (31 characters max): 2500wlc-1
Enter Administrative User Name (24 characters max): admin

Enter Administrative Password (3 to 24 characters): *****k*xx*
Re-enter Administrative Password HE

Enable Link Aggregation (LAG) [yes][NO]: no

Management Interface IP Address: 192.168.202.61

Management Interface Netmask: 255.255.255.0

Management Interface Default Router: 192.168.202.1
Management Interface VLAN Identifier (0 = untagged): 0
Management Interface Port Num [l to 8]: 1

Management Interface DHCP Server IP Address: 192.168.201.72
Virtual Gateway IP Address: 1.1.1.1

Mobility/RF Group Name: example
Configure DHCP Bridging Mode [yes] [NO]: no

Allow Static IP Addresses [YES][no]l: no
Configure a RADIUS Server now? [YES][no]: no

Please see documentation for more details.

Enable 802.11b Network [YES] [no]: yes
Enable 802.11la Network [YES] [no] yes
Enable 802.11g Network [YES][no]: yes
Enable Auto-RF [YES][no]: yes

Configure a NTP server now? [YES][no]: yes

Enter the NTP server's IP address: 192.168.201.72
Enter a polling interval between 3600 and 604800 secs: 3600

Service Interface IP Address Configuration [static] [DHCP] :dhcp

Warning! The default WLAN security policy requires a RADIUS server.

Enter Country Code list (enter 'help' for a list of countries)

Configuration correct? If yes, system will save it and reset.

yes

Cisco Systems © 2015
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Cisco WLC %, Cisco ISE # RADIUS Y— LU THEHLET, IROFNEIZHES T, Cisco ISE % RADIUS H— 3%t
LT 5X912, Cisco WLC 2R ELE T,

ATvF1 WLC GUIIZT7®AL, [BF=U7 1 (Security) ] © [RADIUS] = [#%:E (Authentication) ] IZBEIL £,
ATYF 2 A EMIZHD [HiH... New---)] 227V LT, HL\ RADIUS F8iE— ZBnLEd,

IRDFNZ, RADIUS fBGE— " OR Eait#iL £ (RIFEESN WO ZRWEAIL, T 74V MEZf#

AL TLEEWN),
% 3.
E 14 (Attribute) EAQVEINEY)
H—/\ 42T v X (Server Index) 1
(B ENESRLD)
H—/\D IP 7RL A 192.168.201.88
HEMZ R X (Shared Secret ASCII
Format)
HEHF47 8 (Shared Secret) cisco123
R—r&E (Port Number) 1812

H—/\ AT —4 X (Server Status) Ezh (Enabled) (#4>)

RFC 3576 M4 7R—k (Support for A%h(Enabled) (F>)
RFC 3576)

H—/\ 3L LF7 I (Server timeout) | 10 #

FybJ—4 1—4 (Network User) E %1 (Enabled) (A>)
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CISCO MONITOR  WLANs  CONTROLLER  WIRELESS — SECURITY  MANAGEMENT COMMANDS HELP  EEEDBACK
Security RADIUS Authentication Servers > Edit = Back apply |
i Server Index 1

General
= RADIUS Server Address 192.168.201.88

Authentication

Accounting Shared Secret Format

ellarrehe Shared Secret |ou |

P TACACS+
LDAP Confirm Shared Secret |ou |
Local Net Users
MAC Filteri
Disabltladegﬂgnts Key Wrap O (Designed for FIPS custarmers and requires a key wrap compliant RADIUS server)
User Login Policies Port Mumber 1812
AP Policies
Password Palicies Server Status
» Local EAP Suppaort for RFC 3576
» Priority Order Server Timeout seconds
» Certificate Metwark User Enable
b Access Control Lists Management Enable
Wireless Protection IPSec [0  Enatle
Policies
2.

RATvF 3 [ (Apply) 1. [%E DR1F (Save Configuration) ] DIEIZZY > 7 L ET,

ATFYF 4 [T HUT 47 (Accounting) |, [HTHR... New...) ] DIEIZZV 7L, RADIUS 7 AT AL H—r3%

BANLET,

WDFIZ, RADIUS 7 H 7T 427 P —RORELETEH L ET (RITIBEESIN TV WA, 7 741k

EAERALTTZEW),

E 1 (Attribute)

H—I\ 42Ty X (Server Index)
(B %ERL)

{& (Value)

P—/\D IP 7RLR

192.168.201.88

HEZHER X (Shared Secret
Format)

ASCII

HBHFZBE (Shared Secret)

cisco123

R—r &S (Port Number)

1813

H—/\ XT—4A X (Server Status)

% (Enabled) (4>)

H—/\ BA LTk (Server timeout)

10 #

FybJ—4 1—4 (Network User)

%1 (Enabled) (F4>)
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Security RADIUS Accounting Servers > Edit < Back | apply |
v AAA Server Index 1
General
= RADIUS Server Address 192.168.201.88
Authentication
ficcounting Shared Secret Format ASCII v
rollires Shared Secret |ou |
» TACACS+
LOAP Confirm Shared Secret |ou |
Local Met Users
MAC Filkering Part Murnber 1813
D\sabled.CI\ents. Server Status Enabled |+
User Login Policies
AP Policies Server Timeout |10 | secon ds
Fasswar d Policies
Network User Enahble
» Local EAP
IPSec [1 Enable

» Priority Order

X 3.

ATwF 5 [ (Apply) . [%E DIRAF (Save Configuration) ] DIEIZZY > 7 LET,

RADIUS T#4—IL/\vHD AT L3> DERTE

774~V RADIUS $— N It/ NESWY—N AT w7 2% R OH— %) 13, Cisco WLC OB — " ThoHER
REINET, TTAY b= RPN E LK b b, a ha—F X RICT 7T AT 230077 —o3 (2 FHITNE
W — R AT I R ROV — ) 18R X 9, avba—F1%, 7714~V RADIUS H— 33 [EE L TS Al
REIZ/RDEZ D — NIZT A — Ny 7T DI ESILTCNDD, FEHFREZR Ny 77 o7 = RO b L0
FENDHY— T 3= NI T DI ESIV TRV R 2Dy I T o7 =" E g &g HLET,

AFYF1 [&F=2VUT ¢ (Security) ] > [AAA] = [RADIUS] 2 [7#—/L 3 v 7 (Fallback) | (ZBEEIL £9,
2AFYF 2 [74—3227F—F (Fallback Mode) | % [7 277 47 (Active) | ITEREL £,

B [7 27717 (Active) | Z3IR T 5L, Cisco WLC (£, RADIUS 'r—7 Avyt—U %M HL T, i el v
T = NI KRB SENRNL A RO — SO IRE FITL, T I/ T 4T b~ — I SNTe— 3T
\ZRATZMEIMEHIMLET, avba—F1%, T XTDT 774772 RADIUS ERIZHL T, T_XTOHIHTIT747
P—NEEELFT, [232 7 (Passive) | &R T 5L, Cisco WLC 1L, B DWT o —T Ao —T 295
e MHEHTTRRZR N 7T T = SIS EIVR MBI A B D — SO IFEFITLET, v ha—Ti%,
LIEBL DT R_RCOIET 7T 47 —ZEMHL | HET RADIUS Ayt —T DOEENNE| R E I THRITL
7,

ATYF 3 [2—H4 (Username) | (2, lradius-test) EATJUET, ZOLARIN, FET 7747 H—23 T a—7 TE(E
SNET,
ATy 4 [[HFEE) (Interval in Sec.) ] 74— /VRIEZBH AN LET,

CORRIE, /NPT E—FTOITITATHM. BLUTIT47 E—FTOTO—TRHRELTOE
REFLET . ANREDEEIL 180 ~ 3600 # T, TI74J/LMEIE 300 #TY,
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802.11a/nfac General
B02.11b/g/n
Dual-Band Radios 4P Name |aPdode.3504.35f8 |
Global Configuration X
Location |defau|t lacation
» Advanced
AP MAC Address 4cide:35:0d:35:18
Gle=h Base Radio MAC 20tbbic0:67:fd:a0
(37 (Raiiliee admin Status
FlexConnect Groups
FlexConnect ACLs AP Mode FlexConnect w
b 802.11a/nfac P b (ko [Mane ]

4. FlexConnect AP

ATYFT3 AP X WLC IZHSILT=5H, AP #2771 [FlexConnect] ¥ 7% 27U/ L, bFo X 7 aHELET,

ATvF 4 [VLAN H7R—h (VLAN Support) ] #4120, LAP O e AA v F IR ESINNTCTNDRAT AT
VLAN Z AJLET, AR=07 VU—2385728, AP S WLC ([CHEH 32 TICE 058540
HVET,
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v mﬁcess Points | General | credentials | Interfaces | High Awvailability | Inventory | FlexConnect |_
All BPs
» Radios
g02.11a/n/ac
802.11b/a/n YLAN
Dual-Band Radias Support
Global Configuration .
Mative VLAN ID a0 YLAN Mappings
» Advanced
5. AP

% :VLAN = /l:"‘/ﬁ“’a’:%"”m“bf AP L~LC VLAN & WLAN 2~ vt 7T AZ L TEXET, D AP TD
— R E =T HT-012, 22Tl FlexConnect 7 /L — 73R ELE T,

ATy 5 [#A (Apply)] 227V 7 L %9,
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+3% 217 WLAN DERR

t¥% =27 WLAN (L. 802.1X & WPA2/AES %1 F Lf;&ﬁb WEEBITNER) ) —A~DT 7B AZ I AT 5H7-81C
fEALET, BYOD TH.—® SSID EERAZHH 2546, ZNPMER T2 4B OHHME—0 SSID £7a0E T,

RTwF 1 [WLAN] IZRBEIL X7,
ATYF 2 [HHEN(Add New) | 227V 7 L, IRD/RTA—HZEFTEL T WLAN Z1ERL £7,

% 5.
B4 (Attribute) fiE (Value)

WLAN ID 1

70774 )L% (Profile Name)/SSID | Example_secure

LAY 2+tFxa)T+ WPA+WPA2, AES, 802.1X

AAA H—/\ (AAA Servers) [E2:E (Authentication)] & [ZhVTa424
(Accounting)] % [B#h (Enabled)]

RADIUS 4—/\ ZAYL T4 [A % (Enabled)]. 900
(RADIUS Server Accounting)

AAA F—/\—F A/ %557 (Allow [B3%1 (Enabled)]
AAA Override)

tyia B LT INEERIE [B3%h (Enabled)]. 7200
(Enable Session Timeout)

HSATIRA—HFTFARILAALTY | [BH%h (Enabled)]. 7200
k (Client user idle timeout)

FlexConnect A—AJL XA yF>49 | [A%)(Enabled)]
(FlexConnect Local Switching)

NAC 1K%& (NAC State) [RADIUS NAC]

B 5D RADIUS — 3037 02— U ERSILTWAEE 1L, RADIUS %— SDY AR5 20O WLAN [Zf#
A3 5 ISE /—F&ZIRL TLTZEWY,
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F—7> WLAN D ERE

A —7"> WLAN (%, 47— SSID #ffi HL T, MAC 74 NVZV L TIZEo T AN 77 REFF R T HIHIZER EL
*9, T =27 /L SSID B ClX. 2 WLAN % BYOD |2 L £,

ATFvF1 [WLAN] IZBEIL £,
RATYF 2 [HHLENN (Add New) ] 227Uy 7 L IRD/RTA—2%F5EL T WLAN Z/ERR L E7,

# 6.
B4 (Attribute) {& (Value)

WLAN ID 2

70774 JL4 (Profile Name)/SSID Example_open

LA+ 2 #%11)F«(Layer 2 Security) | [%L (None)]. [MAC Z1L2) 5
(MAC Filtering)]

AAA H—/\(AAA Servers) [E2:E (Authentication)] & [F AV
T4>% (Accounting)] & [B%)
(Enabled)]

RADIUS H—/\ PHYUTa5 [B%h (Enabled)]. 900

(RADIUS Server Accounting)

AAA F—/\—Z A F%EF 0] (Allow AAA | [B%5(Enabled)]
Override)

H Ly R—IL D1 (Coverage ®m3h
Hole Detection)

ty a4 LT IEERE (Enable | [B%h(Enabled)]. 7200
Session Timeout)

DSATNA—FFTARIEA LTI [ %1 (Enabled)]. 7200
(Client user idle timeout)

FlexConnect O—AJL XA yF 45 [B%h (Enabled)]
(FlexConnect Local Switching)

DHCP 7RL R E|Y ZT(DHCP Addr. | [#478 (Required)]
Assignment)

NAC 1K%& (NAC State) [RADIUS NAC]
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D RADIUS Y — 3037 b — W LICEHRZRSNL TS AT, RADIUS 3-—3DY AR, 20 WLAN 2/
M5 ISE /—RZERL TTZEN,

FlexConnect ACL M {ERL

2 5® FlexConnect ACL Z/ERRLET. 1 Dl A CWA BLUNBYOD Y2t AThT 74w 7 & VA AL I 57~
DIFEALET, 9 1 DiF, ¥ A 22—V oA X — Ry AT 72 ACHIR 572D AL ET, &I, A
Z—2 " ACL Z1ER L £,

ATYFT1 [BF=2VUT 1 (Security) ] D [7 77 A= hr— LY A (Access Control Lists) ] = [FlexConnect ACLs] {2
BEILET,
ATV 2 [HiHl(New) ] 227Uy L IRD/FA—2%F5E L CIINTERNET-ONLY JACL ZAERL £7,

R

1R FIET IP/RRY L IP/RRY FOoka)L  #EEX sESEAR—b
H—h

FFa] 0.0.0.0/0.0.0.0 | 0.0.0.0/0.0.0.0 | UDP T=E DNS

(Permit) (Any)

BE 0.0.0.0/0.0.0.0 | 192.168.0.0/ & (Any) | & £E (Any)

BE 0.0.0.0/0.0.0.0 | 172.16.0.0/ F=E(Any) | EE EE (Any)

(Deny) 255.240.0.0 (Any)

BE 0.0.0.0/0.0.0.0 | 10.0.0.0/ EFE (Any) | £E £Z (Any)

el 0.0.0.0/0.0.0.0 {0.0.0.0/0.0.0.0 | EE(Any) | FE £Z (Any)

(Permit) (Any)

ATYF3 [R5 (Back) ] #7Vv 7L, IRD/XTA—4%F57E L CTIREDIRECT-ACLJACL Z{ERL £,
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T IPIRRY BB IPIRRY ZJokralL

#w  |00.0.0/00.00 |00.00/0000 |UDP & |DNS
(Permit) (Any)

sw] 192.168.201.88 / | 0.0.0.0/0.0.00 |{E& FE | EEAny)
(Permit) | 255.255.255.255 Any) | (Any)

#7 | 0.0.0.0/00.00 |192.168.201.88/ | {T%& g8 | EEAny)
(Parmit) 255.255.255.255 | (Any) | (Any)

RATYF 4 [BX=2UT 1 (Security)] > [7 7 A2 br— LY Ak (Access Control Lists) | = [7 7 A2 ha— LY A
I (Access Control Lists) | IZF#EIL£9,

ATvF5 [Hi#l(New)] 22VU>7 L, [REDIRECT-ACL]ACL ZAERL £§ GRAET 2L EBHHOIE, ACL 4 DI
T7),

 : FlexConnect ACL (FVZ AL ZMIFEHLET N, 2 ha—7 BIZ#@H O ACL &—E 75 ACL 2372\ &, 2 b
a—FFXVX ALk ACL vl a il TEEH A, TOIIRFRITKAT D202, 2 ba—F iz,
FlexConnect ACL E[RIC4 HiiZ #5724 I— ACL Z1EkL £, 2 br—F723a—H /L &—R & FlexConnect LAP @
IS CWDEEES ., arha—JDUZ AL 7k ACL N CTICIFET DA REM R HV £, TFETIH A1
FlexConnect ACL £ NEEFDO= ba—F UE ALK ACL &—E T 522l 357217 CTH5Td,

FlexConnect 7 JL— D {ERL

FlexConnect 7 /L — 7 &% ET 5L, [FHEDZHE (ACL, VLAN vt 2770 8) 2444 5850 FlexConnect
LAP ZZEINE CEET, ZNHLOREIT, AP ZEIZRE TEXET D, FlexConnect 27 /L — 7 %HHT 524
WD, 5D AP LT RBADE BN SOIZAEG TRV ES, 22T VE—F I 74 RZHDHTXTD
FlexConnect AP (21 S WD V—T"%AERR L £,

ATYT 1 [UAYL A (Wireless) ] = [FlexConnect 7/ /L —= (FlexConnect Groups) | Z &R L £,

ATYF 2 Bl (New)] 22Uy 7L, Mlexl | EWVOARTDT V—T EAERLET,

ARTYT 3 IN—T %IV L ET,

ATwF 4 [AP DB (Add AP)] R &7V 7L T, BICE#LTZ AP 220 FlexConnect 7 /L — 7 IZiIBIILET,

ATV 5 [BIEOa ha—T0 5 AP 238K (Select APs from current controller) ] 24 (2L T, 7 AE T A
=a—bi% M T 5 AP AL ET,
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FlexConnect ACLs caniroller
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» Media Stream Add Cancel |

Application Visibility
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6. FlexConnect 4 JL—F

ATFvF 6 [ACL <~ 7 (ACL Mapping) | #7 &2V v 7 LT,
27T T [RV— (Policies) | V7 #7227V 7L ET,
RATFYT8 ZHNFETOFIETIEHKLT- 2 2D FlexConnect ACL Z i J7 28 BNML £9°,

(' P & https://192.168.202.61 screens/frameset, html g [ | |v Google |
afvaln
CISCO MOMITOR.  WLANs CONTROLLER  WIRELESS  SECURITY
Wireless FlexConnect Groups > Edit 'flex1’
w Access Points |
p s o . - e
All AP General | Local Authentication | Image Upgrade | ACL Mapping |_
» Radios
g0z.11la’nfac i P T = ! i Y
AARA VLAN-ACL mappin WLAN-ACL mappin Policies
802.11bsg/n pping | pping | L |

Cual-Band Radios
Global Configuration

» Advanced Policies
pesh Palicy ACL
RF Profiles s

FlexConnect Groups
FlexConnect ACLs

» B802.11a/fnfac
» 802.11bfg/n

b Modia Stroam

Policy Access Control Lists

REDIRECT-ACL

INTERMET-OMLY

7. FlexConnect ACL

AT979 [WLAN VLAN ¥t 7 (WLAN VLAN Mapping) ] 7 % 27Uv /L %7,
ATYF 10 RONRTA—Z%EFHELT WLAN VLAN <~ w7 ZBIL £,
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=9.

WLAN ID VLAN ID
(Admin.

VLAN ID)

2 40
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(' ’ @ hrtps:[192,168,202,61 screens frameset, html

Configuration  Ping  Logout Re

CISco MANDS  HELP  FEEDEACK

WIRELESS ~ SECURITY  MANAGEMENT

MOMITOR CONTROLLER

Wireless FlexConnect Groups > Edit 'flex1’ apply |
v Access Points .
All APs General | Local Authentication | Image Upgrade | ACL Mapping | Central DHCP WLAN YLAN mapping |_
- Radios

802.11a/nfac
g02.11b/a/n

Dual-Band Radios WLAN YLAN Mapping

Global Configuration e ——
» Advanced WLAN Id
Mesh vlan 1d

RF Profiles Add |

FlexConnect Groups

FlexConnect ACLs WLAN Id  WLAN Profile Name ¥lan
b 802.11a/nfac 1 example_secure [~
b 802.11bfg/n z example_open [~ ]

b Media Stream

= 8.

ATYFT 11 [EH (Apply) 1 227V 27 L ET,

ZFDHtdD WLC BEEDERE

ATYF 1 EiE SSID B EHEREZ AN T H7-012, [ hr—F (Controller) | & [—#% (General) | IZBEIL £,
ATYF 2 [#&i£ SSID £ % (Fast SSID Change) ] ZH LT,
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CISCO.
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alvaln
ci1sco

Controller

General
Inventory
Interfaces
Interface Groups
Multicast
b Internal DHCP Server
¥ Mobility Management
Ports
b NTP
» CDP

MONITOR

WLANS

COMNTROLLER.

General

Mame

802.3x Flow Control Mode
LAG Mode on next reboot
Broadcast Farwarding

AP Multicast Mode £

AP Fallback

Fast SSID change

Default Mobility Dormain Name

RF Group Marme

WIRELESS  SECURITY  MANAGER

[z500mle-1

Disabled
Disabled
Enabled

Multicast | ||239.1.1.10 Multicg

Enabled '+

L

Enabled '+

exarmple

exarmple

X 9.

5 SSID B HHEHEEIZ LD, 7T 4T MEd D SSID 755D SSID (SIEIER L THEICE£9, BYOD DT =7
)L SSID DL FUATIX, ZOMREE T 528 T, 7947 "3 A—7"2 SSID 7»5X 27 SSID (ZB 8 c&bk
TRV ET, TAUT I, FLRFH T SSID WA 8175 Apple i0S 7/ A RIS 57O DIERET T,

ARTVT 3 FXTTAT W20 NASAEREE AN HI2DIZ, WLC CLLICBEIL 7,
RTFYT 4 X T T4T NARR av L REAEICLET,

> config network web-auth captive-bypass enable

ATFYF 5 REEZI I —TIRFELET,

> save config

RTYT 6 ZOLEHEEZEATHIE, 2 b —TFFHER T OLERHVET,

> reset system

HE:Apple 1X. ¥¥ 7T 47 R—FNNHLGAEDFINT —7 77V AR FHITT 5108 MEEAZE AL FLT-, ZOk%
BETIE, VA YL R X T —I ~DEEREIZ 925 Web Z k% http://www.apple.com/library/test/success.html (2
HEAETDILICEY, X4 TT4T KN OEEERILED ELET, IEDNZIESNDE, A2 5 —Fvh 77 EAR
FRHRECTHLEALINET, ZOHE ., TN EOBIEIIMNEHVER A, INEDZESNRWIGE, A7 —
Kb TIRRIFX AT TAT R—2 Lo TT ay /S TNDHE ARSI, CNA B3ELL 7 77 ¥4 B EhEBL T,
BHEY R TR—=2)L al A2 ERLET, ISEXY T T 47 R—ZNL~DIVFZ AL 7 HIZ, CNA 23IEiE5
BERHVET,
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ISE DE&EE

TAYVL AT 7 BAHD 3850 A F 2 AT DICOIZMEEIRRFED ISE O EITHV EH A, Catalyst A1 F L[F]
LA 3850 A LT, CWA, BYOD, IRAF ¥ 7 BAANRE D E E 7 ISE #EZ VR —h 52 EMTEET,
AFETIX, BYOD B EDORY > —2 Y EiFE9, L7250 —E 2% EL T BYOD Z AT 5515 DN T
L. BYOD " — HARZSHLTIES N, MBERFREICIL, CA — " B ID V—R VB Faeysa
=T R —REENET,

FATOTATA =T ADER
AA T INLDORBFEE R A WIL T DT DT AT o T AT 4 =7 AERLET, 2O —r U AT, GEAE,
AD. FHIIWNEH 22— 7 = _R—=25fEH L T RARA U MG ELF97,

ATYT 1 ISEDTIA~VER/ —Nia/ (U LET,

ATv7 2 [ H (Administration) ] > [7 A7 717 4 D% # (Identity Management) ] > [ID V/— A —/7 A
(Identity Source Sequences) | Z#IRL £9°,

ATV 3 [BEI(AAD) ] &Z27Vy 7L ET,

RT97 4 CAP_AD Internal LV \OA RO —4 0 ZEAERRLET,

(— & https:/j192.168.201.88/ admin/#pageld=com_cisco_xmp_web_page_dentity_source_seq c | | - G

iselz

.
Identity Services Engine ]
o e (Y Home  Operations | ¥ Policy| v Administra

oo System S Identity Management B Metwork Resources |2 web Portal Management &

Identities Groups External Identity Sources Identity Source Sequences Settings

Identity Source Sequences List = CAP_AD_Internal
Identity Source Sequence

* Identity Source Sequence

*Mame | cap_sD_Internal

Ciescription

¥ Certificate Based Authentication

Select Certificate Authentication Profle [cap [ +]

¥ authentication Search List

A setof identity sources thatwill be accessed in seguence until first authentication succeeds

Ayailable Selected
Internal Endpaoints AD1

Guest Users Internal Users
LDAP

10. 7ATUoTAT14 =V ADER

RATYT 5 [RTE(Save) | 227U/ L ET,
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2—WF TAT N AL CGRAESNVET, se R FEE L —VEXRIZISE =2 —W Z v —7 % EkLE T,

ATYF 1 [E# (Administration) ] D [7 A7 > 7 17 1D PR (Identity Management) ] 2 [~ /L — " (Groups) ] >
[=— ID 7 /L —7" (User Identity Groups) | Z &R L £7,

ATvF 2 [BIN(AdD) ] &7V L ET,

RATYF 3 I —T4 LT Contractor & A )L -TH5, [#415 (Submit) ] 27Uy 7 LET,

ATvF 4 [EH (Administration) | D [7 AT > T 47 4 D% i (Identity Management) ] = [ID (Identities) ] = [ —
W (Users) | IZBEILET,

RFYT5 [BEN(Ad)] %27V LET,

ATvF 6 =—H¥4 LU Cleontractorl |Z AL, 7NAT—RE AN LET,

ATYFT T 2—H 7 )L—7LL Tl Contractor | 23R L, [155 (Submit) | 227V LT,

RS — wybDEDE

ISE 1.2 IZ&FNAHRIY— By MEREZE AL C, BHEE I IEME T AT o T 474 NI —ZAER TEFET, AE
TlX. WLAN OZFNZF U~ E L 735 2 DORY Y — By b Bkl KRV — By MI & DI 72D
=R L ET, 2D, ISE DRV —iEiE I o Tl 2 O FHFEHNZE D IHIZRY > — 03 HEZ D008
BAREIZ 72D E9,

ATYFT1 RV — o MEREEZ AT 572012, [ HE (Administration) ] = [ A7 A (System) ] = [% &
(Settings) ] > [V —E& vk (Policy Sets) ] (ZEEILE T,
ATY7 2 [H%)(Enabled)] ZER L, [{~7F (Save) ] 27Uy LET,

HE: W ol ARI— By MERRE AN T D8, R —FBERLRITIVUE., 7T v 7 B—RIZRDIENTEAL
R0ET, 72720 ZOEREDR B INIEINAEERIZ, IRV —BNT 740k RV — By MIavt—3hEzT,

Ay 0—FagE ACL DIERL

ZZ T, R AIRFIZ3# B 7% DACL (Downloadable ACL) Z1ERK L £,

ATYFT1 [RU— (Policy) ] > [RU—HF (Policy Elements) ] = [#& 5% (Results) ] = [#F 7J (Authorization) ] 2
[#'D . m—RH[EE ACL (Downloadable ACLs) ] 3R L £,
ATYT 2 [BIN(AAD) ] %27V 7L, IRD/STA—=ZEFELTNSP B[ 7 a7 7 AV EAERRLET,

£ 10. NSP ZER[7Ou74IL

INTERNET-ONLY

DACL a>7> | permit udp any host 192.168.201.72 eq domain

(DACL Content) permit udp any any eq bootpc

deny ip any any

ATv73 [{R1E(Save) | &2V v /7L ET,
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BRI 7OJ7MILDERTE
3ODRBR T T ANEERLET,

ATYF1 [RU— (Policy) ] 2 [RVU—H 5 (Policy Elements) ] = [#% % (Results) ] = [#F 7 (Authorization) ] >
[#F R ~7"2~7 74V (Authorization Profiles) ] Zi#&R L £,
ARTYF2 [BI(AD) ] Z2V> 7L, IRO/NTA—=ZEFHELTNSP Bl 7 07 7 A VAR L ET,

22X NSP

—RRBITE ARG Web )% 4 L2k (Web Redirection)

Web YZALIRIAT FAT47 HT)Hhok TAE 3= (Native
(Web Redirection Type) | Supplicant Provisioning)

ACL REDIRECT-ACL

2AFvF 3 [RTE(Save) | 227V v/ LET,
ATYFT 4 [BMN(AdD) 227V 7 L, IRDINTA—HEFRTEL T WebAuth 78R 707 7 A VEAER L ET,

A WebAuth

— R ARY Web )& 4L %k (Web Redirection)

Web YFALIREAT rh &b Web 525 (Centralized Web Auth)
(Web Redirection Type)

ACL REDIRECT-ACL

RATYT 5 [HR7E (Save) ] &7V £,
2TFYF6 [BIN(AAD)] 227V 7L IRD/INTA—=RERELTA A —F% v R T a7 7 A Va2 ER L £ T,

22D} 13—k
—iREIERARY DACL % (DACL Name)
ACL INTERNET-ONLY
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RS —DERSE
2AFYF1 RV — (Policy) ] 2 [RVU —+Fvh (Policy Set) ] ICBENL£7,
RATVT 2 EA D [+] i m5E V7L, [ EIZVER (Create Above) ] 227U/ LET,

|5 Policy Sets |4, Profiing | Posture

Policy Sets

[ Search policy names & descriptions. 0 ]
Fr B [P L | X
Create Above

.ary of Policies

ur policies
n Global Exceptions
Rules across entire deployment

1. RYS—DEHRE

RATFYT 3 DT A—ZEFREL T example_secure E\VIZRIORIY — o E#RLET,

Define the Policy Sets by configuring rules based on conditions. Drag and drop sets on the left hand side to change the order,
Status Name Description Conditions
example_secure Airespace: Airespace-Wlan-Id EQUALS 1

v Authentication Policy

Default Rule (If no : Allow Protocols @ Default Network Access and use : CAP_AD_Internal
match)

v Authorization Policy

Status  Rule Name Conditions (identity groups and other conditions) Permissions

EAP-TLS i Network Access:EapAuthentication EQUALS hen  PermitAccess
EAP-TLS

Default f no matches, then ~ NSP

E12. RUL—DEZ
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REVTICADEMH (AR CISCO.

ATvF 4 [1X(E (Submit) ] Z2V v/ LET,
RTYT 5 WRDOIRTA—HEFHTELClexample open| EVIOARTORI Y — vy b ERLET,

example_open Airespace:Airespace-Wian-Id EQUALS 2

v Authentication Policy

Default Rule (If no . Allow Protocols : Default Network Access and use : Internal Endpoints
match)

¥ Authorization Policy

Status Rule Name Conditions (identity groups and other conditions) Permissions

NSP MNetwork Access:UseCase EQUALS Guest Flow NSP
AD1:ExternalGroups EQUALS
example.com/Users/Domain Users

Internet Guest Metwork Access:UseCase EQUALS Internet
Guest Flow

Default WebAuth

13. RKYL—DEH

AT7vF 6 [1EE (Submit) ] 227V 7L £ T,

RADIUS 7R+ Ayt—S% %95 ISE DRTE

WEET N2 EREL T, BE=HV 7 = "BILUOSNE Y — NTIEFE SIS syslog AvE— U2 CEES, Jiil
X, BARDBHEZATITHEASNTRI Y — P —E R J—R L~YLTEITTEET, M2 BT T,
FFEDBMEAAT BLOKINTHHEEFH L CTEBO 74N A2 EERTEET,

LR T A V8% 20 ITHIRR T 22 &2 HEREL £,

RATYF1 ISEDOTIA~VEE / —RlZa/ A LET,

ATvF 2 [E# (Administration) ] > [ A7 A (System) | > [2F 7 (Logging) ] IZEEIL £9,
ATYT 3 LD [INEET V4 (Collection Filters) ] #2707 LE T,

ATYT 4 A O BEICHD [EM(ADD) ] 227V 7 L E T

c;’f System I';? Identity Management i Network Resources |££ Web Portal Management |ts) Feed Service

Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Collection Filter List > User Name

Collection Filters

Logging
[i] Local Log Settings

[l Remote Logging Targets * Attribute | User Name |~ |
[ Loggin C:tlg ogries"g * Value| radius-test |
o * Filter Type | Filter Failed ]

m Message Catalog

[ii] Debug Log Configuration _Reset |

[i] Collection Filters

14. IRET4ILEDENM

ATwF 5 [JEME (Attribute) ] 7 AH T2 A= a—05 [—H 44 (User Name) | Z38#IRL £9,

ATvF7 6 [fE (Value) ] £L <l radius-test] - A 1L %9,

RTVFTT [74VH% AT (Filter Type) | 7 NVE T A=a—5 [T _XTE 7 4/L4 (Filter All) ] Z34RLEF 7,
ATvF 8 [{RT1FE(Save) | 27U/ LET,
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