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Part 1 - Installing and Configuring Part 2 — Installing and Configuring ISE on
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Connect to WLC

Configure Settings for

—> Self-Registration
Install Cisco Identity Optional
Setup Your Controller Servui;ehsn Engine on I
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Create Your Wireless Install Latest ISE
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Configure Captive
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WLC Configuration for Customization
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theilts Cisco 2500 Series Wireless Controler

m WLC
United States (US) j
Teme | 04/03/2015 8 g4z
Pacific Time (US and Canada) j
10.1.100.10
Management IP Address 10.1.100.42
Subnet Mask | 255.255.255.0
10.1.100.1

3. WLC:[avrR—5D+vh7vF (Set Up Your Controller)] %7

ATYT 3 arn—IaWHILOOIVT Ve AJILET, [RHEN O TR S BB ET =y /) AM &
ZHLIZE,

1. TA4VLRLAN avbO—5SDI4H—FK
Ta4—ILF Z5BA
L XT L% (System Name) WLC LR T L%

FHFIVIIALDIEEES 1

[E (Country) HEDEDER

B+ &£B5%l (Date & time) WED BT EFFZ

A4 LJ— (Timezone) FROYTE DY AZa—hoif LT —VEBIRLET
NTP H#—/\ NTP —/3® IP 7RL R

FRFvIYRAFDIEEES 8

& IP 7RL R (Management | 74 YL R avhbO—S%EET 500D IP FRLR

IP Address)
FHIFIVIIALDIEEES 2

HI vk YR (Subnet Mask) | WLC DHTRvyk YRS

FHFVIIALNDIEEES 2

TIHIE —k9xA (Default | WLC DT A4k F—kHzA
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Gateway) BRFIVIIRLDIEEES 2
HERYLT—5 VLAN HFERYFI—5 VLAN

EHIFVIYRACDIERES 11

ATvT 4 [Ik~Next)] 27Uy /L CHRiATLET,
WIZ, VAT A Ry NI — 2 2B T AN ERHYET,

TAVYLR 2y —I DR

ATvF 1 [HEEEB M %> Y —72 (Employee Network) ] Z3& R R4 5121%, [X] 227V 7 LE T,

R (NE2—Y) HOUA YL R dotlx Kb —Z DR EIZONTIEL, ZOHAR TRV ERE A,
RATvT 2 3R TIONT, [T AR Y RT —7 (Guest Network) | DFEDTF =/ ~—2% 7V 7 LU ET,

v | Web Consent j

s | 101502
stMask  256.255.255.0
gy | 10,1501
ANID | 50

4. WLC:[7A4X LA YbT—UDIERL (Create Your Wireless Network)] %7

£ 2 [TA4VLRRYT—YDIER (Create Your Wireless Network)] 27 D 74— JLE

J4—IJLK iER

vk —2-4 (Network FRREDTAY LR 2ybT—2(SSID)
Name)
FHIFIVIIALDIEEES 4

tXalTa FRYTEDY A=a—IcRRSNDFToavhb, £%al)
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VLAN FOYTE DY A=a—IZRRSNEFTarn s, VLAN [#H

LLY VLAN(New VLAN)] Z:8RLET,

VLAN IP ZRL A (VLAN IP
Address)

TN 2T —9®D IP PRLR
EHRFIVIIACDEEES 6

VLAN #J 3k <24 (VLAN
Subnet Mask)

VLAN QY TRy RRID IP FEL R

ERFIVIIACDEEES 6

VLAN T7#J)Lk F—koxA
(VLAN Default Gateway)

T4 T—rIz4D IP TELR

FHIFIvIIRAFDIEEES 6

VLAN ID (&)

VLAN @ ID(EE, EERYNI—VZ2FATIBEIETE)
ERFIVIIANDEEEZS 5

DHCP #—/\ 7KL X (DHCP
Server Address)

DHCP #—/\® IP 7KL X
FHFVIIALNDIEEES 3

ATYF 3 FHHEMTHELL, REREREAILET,
ATYT 4 [R~Next) ] 227V TRATLET,

SITRT I, MBI TR /RIA WLC O B A1 T 20 EIERINET, [OK] 227V 775
EVAT AP EI T AL BASIET,
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System will reboot after these settings are applied. Click OK to apply these configurations, or click
Cancel 1o retum 10 the setup wizard.

[ cance | tie

5. WLC:TAYLR RYbT—V%ERT 2MESIHDHER

X T T4 R—BILDINAINAEKTE

Cisco Identity Services Engine Y7y =7 1%, EEX &/ Web 7 77 CHR—hEIET, Apple @ Safari Web 777+
25 Cisco ISE 7" Ab 778 AZFH L T bu—Z 2 195213, ISE 7 Ab $—EAD AL AM—/LEBIEZITIRIIC,
XX T TAT RSNV ONARARE T mEAZTE T L TBULERHIET,

X T T AT IR IVDINAIRAE TR E T DL, IROFNEIZHENET,

RAFo7 1. Putty 728D SSH 77AT ML T, VAL A 2 ba—T70 IP 7RV AIZEERI L F7,
ATy 2. arta—IO CLLICeZ A LET,
2T 3. IROa<wLREANSLET,

config network web-auth captive-bypass enable

avka—Z N7 —RLFET,
2797 4, CLIIZEHEaZ AL, ROa<w REEHL TAT —X A2 R RLET,

show network summary
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Web Auth Captive-BYPass  «ueeveernnnneennnn A% (Enable)

ATv7 6. SSH v arZL . Web 777 W Z2{# L C WLC IR L £,

Captive Portal Bypass =~ FOaE#lZf#E F 7 1512-DU Tl TConfiguring Captive Bypassing | 736, Zf#
DRI CTIRFE DT —R DY) — R B ML TLTEEW,
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ISE - 10.1.100.22

ISE on ESX

WLC - 10.1.100.42

Trunk Link

Access Point

6. kRO O

FRBEZHID Cisco 3560G AA T (X 6) 1%, BARRNZ T R TOAL R—R ML TWET, AT OFTXTOH
A—NZE VLAN 100 ~O7 7 EARICHESNET, 72720, A—b10 2707 R—ReLTRETLILERHVET,

AA T DR E DT HONTIL S8k AJ 2SR TS0,
TE:WLC OFEEh% , & HAEIZ VLAN 100 (£41:10.1.100.42) ETEEIL ., 5 IP 7RU AR Tl LR R0 E9,

ATYFT 1 WLC OR—F 2 0BEHAOTY 7 b T Z L, A v F OFR—b 1 IR LET,

ATYF 2 WLC OR—F1 %, A F DT 7 R—MNIEERHLE T,
A FEAF AT HIET WLC I T 7 BATET, (il https://10.1.100.42) .
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RADIUS Fi?) WLC DE&5E

ZDIETIL, WLC & ISE ZHERESH DI B X 2T A% EIC DWW CHBIL £9°, RADIUS NAC i 354,
ISE 23R AIZE 8 (COA) IR A E(E TEHINTRVET, Z0ERIT, 2 — IR TICHAFSH TRY, Xy T —22T7 7
BATEDHIEERLET, DFED, FTL kY a Z20v7eTH ISE N7 747V hOIREZFERF A H CEAHIHTR0E
T, VAT VRO AEE | R —HNVGRFEDT=DIT ISE \ZUX AL 7RSIV TWDIRIEN LYV RS 2 | FRRENTE T LIZ6, D
ITAT VDR EERLETH LT, Ry "I — I ~DT 7B A (i A F— ) R LET,

WLC T® RADIUS EZEEH—/\DRE
RADIUS #BREY— " ZFET DL, RO FNAIZHENET,

ATYF 1 UA¥YLALAN 2 ha—F (WLC) #—30D GUI ey Ao LET,
ATYF 2 X 7TIRTINNC, MO A=2—nb, [£F=2VT 1 (Security) ] > [AAA] > [RADIUS] >
[R2FIE (Authentication) ] DNEIZEINLE T,

CIsCOo MONITOR  WLANs CONTROLLER WIRELESS  SECURITY
Security RADIUS Authentication Servers
b Acct Call Station ID Type 2 System MAC Address -
General
» RADIUS Auth Call Station ID Type AP MAC Address:SSID -
Authentication
Accounting
Fallback Use AES Key Wrap o (Designed for FIPS customers and re
DNS
» TACACS+ MAC Delimiter Hyphen -
LDAP

7. Radius F35FH—/\

ATYT 3 [ New)] Z2Vv 7L ET,
8 IR 291Z, RADIUS #BGEY— O EHE N FE RSN ET,

RADIUS Authentication Servers > New
Server Index (Priority) 2 -
Server IP Address 10.1.100.22
Shared Secret Format ASCIT -
Shared Secret e
Confirm Shared Secret e
Key wrap 0o (Designed for FIH
Port Number 1812
Server Status Enabled «
Support for RFC 3576 iEnabled : v
Server Timeout 2 seconds
Network User Enable
Management Enable
1PSec [71  Enable

8. Radius FRFIH—/\:#R&E




wl el )l
REVTICADEMH (AR CIISCIO .

ATFYF 4 ISEDIP TRLABLIOEEMEBR L A ILET,
ATv7 5 RFC 3576 |2k 2V R—hamihcLET,
ATv7 6 [ (Apply) 1 22V 7LF9,

WLC T® RADIUS 7hooT427 B—INDERE
RADIUS 7 h 7 T4 = 3R E T HIZIE, RO FNEIZHENET,

ATYF1 UAYLALAN 2 br—F (WLC) —/30D GUL IZRZ A LET,
ATYF 2 M 9ITRTINT, EMDA=a—»b, [EF U7 1 (Security) ] > [AAA] > [RADIUS] >
[7 5T 427 (Accounting) | DIAIZEINL 9,

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

Security RADIUS Accounting Servers

AC Defimiter Hyphen

Network Server Admin
Inde: Server Address Port  IPSec Statu

B® 9. Radius 7HV T2 H—N

ATYF 3 [HH New)] 227V 7L E T,
10 12”7 TX512, RADIUS 7HU T 407 H— OB HENFRIIVET,

RADIUS Accounting Servers > New
Server Index (Priority) 2 -
Server IF Address 10.1.100.22
Shared Secret Format ASCII -
Shared Secret T
Confirm Shared Secret LTTT
Port Number 1813
Server Status Enabled «
Server Timeout 2 seconds
Network User Enable
IPSec [l Enable

10. Radius 7AIT42 79— HRE

ATv7 4 ISEDIP TRLVABIOSEEMERE A ILET,
ATvF 5 [ (Apply) 1 22V 7LE9,

R Web FBEE(CWA ) EZEATHLIICWLC OFREEZEELET
CWA ZHEH 355912 WLC OB EEZE LT HI121E, RO FINAIZHENET,
ZFv7 1 [WLAN(WLANSs)] Z8RL %7,




wl el )l
REUTHERDRMA K AList

ATwF 2 [/ AL SSID (Guest SSID) ] Z3&#IRL F9,

MONITOR WLANs CONTROLLER WIRELESS SECURITY ~MANAGE|

WLANs WLANSs > Edit 'guest’

o S —
:

WLAN

qu
Enabled

11. WLAN

ATYT 3 [bXaUT 4| X7 EERLET,
ATvF 4 [V AV 2(Layer2) ] #7 &7V LET

12 IR T I, [LAF 2 BEX=2UT7 ¢ (Layer 3 Security) | #7 A7 al BERRIIVET,

| General | Security | QoS | Policy-Mapping |

Layer 2 | Layer 3 | AAA Servers |

Layer 2 Security £ Mone -
MAC Filtering®

12. LAY 2t%a)T4

ATYT 5 LAY 2 X7 41Zx LT, [72L (None) ] Z3RL F 5,
ATYF 6 [MAC 7 1/v2V> 7 (MAC Filtering) ] A NZLET,
ATYFT T [V AV 3(Layer3)] ¥ 7 &2V LET,

13 1R T892, [L A 3 EX=2U7 ¢ (Layer 3 Security) | #7 A7 > a DERRSNVET,

' General | Security | QoS |ﬁ
. Layer 2 | Layer2 | AAA Serws

Layer 3 Security 2 MNone -

13. LAY 3tXal)T4a

ATv7 8 [72L (None)] Z&ERLF T,
ATYT 9 [AAA Y —/ 3 (AAA Servers) ] Z&IRL £,

14 1R T X912, [AAA H— 3 (AAA Servers) | DA T var NFoRENET,




wl el )l
REVTICADEMH (AR CIISCIO .

| General I Security | QoS | Policy-Mapping | Advanced ‘

| Layer 2 | Layer 3 | AAA Servers |

Select AAA servers below to override use of default servers on this WLAN
Radius Servers

Radius Server Overwrite interface | |Enabled

Authentication Servers Accounting Servers
[7] Enabled [Tl Enabled
Server 1 Mone None

14. AAA H—/\DtFaT4a

ATv7 10 15 1R I, [h—73 1 (Server 1) ] 7L, [#AEH— /3 (Authentication Servers) | &
[T 710 T4 7% —73 (Accounting Servers) ] {Zxf LT ISE — 3D IP Z AL £ T,

Authentication Servers Accounting Servers

Enabled Enabled
Server 1 IP:10.1.100.22, Port:1812 - IP:10.1.100.22, Port:1813 «

15. AAA H—/\DtFaT4

ATYT 11 [FEERE (Advanced) | # 7 & 27w 7L E T,
ATvF 12 16 |ZR T EIIT, [FEMIERE (Advanced) | #7 A7 v a MFERINET,

General | Security | Qos | Policy
I Allow AAA Override Enabled I DHCP
Wi-Fi Direct Clients
Policy Disabled - NAC
Maximum Allowed 200 NAC State  Radius NAC
Clients Per AP Radio Load Balancing and Band Select

16. [E¥#HE%E (Advanced)] 47 A 7Y 3>

ATYT 13 [AAA A — =T ARZFF ] (Allow AAA Override) ] # 8 L E T,
ATwF 14 [NAC DIRFE (NAC State) | T, ey 7X 7 A=a—%fi L C [RADIUS NAC] 23R L £,
ATvF 15 [GEA (Apply) 1 227V 27LET,




wl el )l
REVTICADEMH (AR CIISC|O .

EZRNDUSEALOIRED ACL DEBREB LV T7THEADEHT

ZOWTIE, WLC T ACL Z@ET DB OV THAL LT, BIIE, 7 AN 7747 VMR T AN F—E AT 7 EAT
T ACL ZRETHILETT,

B Rh FINAR%E ISE SRk R—BILIZUF ALY TB1=8D ACL DHRTE

ATYvF 1 WLC @ GUI IZBEIL, [ZX =27 1 (Security) ] > [7 7t A= hr—/LY A (Access Control Lists) ] >
[7 78 A=ahr—/LU AR (Access Control Lists) ] 28R L £ 7,

17 1R I, [T 7 BAT br— LY AR (Access Control Lists) | ~<— Y RNERSNVET, ZOX—V|Z
[T, WLC THRIESNTWD ACL A —FaFRSNFE T, Fio, ZON—UTIE AEED ACL Z#RE £/ 13H]
PrReEET,

MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security Access Control Lists o New...
b AAA

» Local EAP

» Priority Order

b Certificate

Layer2 ACLs

17. 7Ho+EX avka—)L YRk

RATYFT 2 [HiH New) | RZ %7V 7L T, #HLW ACL ZERRL £,
ATv7 3 18 1T L9112, 4 BiIC GUESTREDIRECT & A f1LE,
RATFYT 4 ACL OL— VEVER T AL, [fRE (Edit) | 22V v/ LET,

cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK H

Security Access Control Lists > New < Back Apply

» AAA " /
Access Control List

» Local EAP |Name EEEEEEE

¥ Priority Order ACL Type @

b Certificate

18. 7H+tX avko—)L YRk
ATvF 5 [HEH (Apply) | RZL &7V LET

19 | ZRTIHZ, [T7 AT hr— LY AR (Access Control Lists) | DfRE~—T BERSIVET,

Access Control Lists > Edit <Back | Add New Rule |
General
Access List Name GUESTREDIRECT.
Deny Counters 0
Destination Source Dest Number
Seq Action Source IP/Mask IP/Mask Protocol Port Port DSCP Direction of Hits

19. 7HtX avkA—)L YRADIRER—
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RENT HERDRMAAK Lt

RATYF 6 [HHL—DiEN (Add New Rule) ] R¥ %27V 7L FT,
ATYFT T [77EA=aha—/LY AR (Access Control Lists) ] > [/L—/L (Rules) ] ~— VR F RSN E T,
ATYT 8 K20 IR T I N—NERELET,

#:10.1.100.22 (L ISED IP 7RLATY (THEHDISE D IP TR AZEHLET),

General
Access List Name GUESTREDIRECT
Deny Counters 0
Destination
Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction Number of Hits
0.0.0.0 J 0.0.0.0 f
1 B P S A Any
1 ermit oo 0.0.0.0 up DN ny ny  Outbound 0 -]
. 0.0.0.0 / 0.0.0.0 f
2 P
2 ermit 0.0.0.0 0.0.0.0 uDP Any DNS Any Inbound o [~}
0.0.0.0 / 10.1.100.22 f
3 Py Al A
ermit 0.0.0.0 255.255.255.255 ny Ay Any ny Inbound o [~ ]
B = it 10.1.100.22 / 0.0.0.0 f A A A A Outb d 0 u
4 ermi n n n n utboun
- 255.255.255.255 0.0.0.0 v v ¥ y

20. ACLJ)L—ILDTUH)

RRERICAVE—RINA DT AN TORREH AT 518D ACL DEE

ATYF 1 WLC OU4H—RIZED, guest-acl LV )4 RITT ACL BMERRSHCWET,
ATFYF 2 [guest-acl] ACL 227V 7L %7,
RTYT 3 V= A2 DRIS, RO 2 DOFHYL—/VABMLES . ZOMIFISHED 2B IR T,

» REETISEIP ~DT7EATany ZFF Al LET,
= ZESCISE IP ~DT7EATany Z#F Al LET,

20112 —F VR 2 ORBITEBINESNTZ 2 2O — V2R LET,

Access Lis quest-ad
Deny Counters 0
Destination
Seq Action Source IP/Mask IP/Mask Protocol  Source Port  Dest Port DSCP  Direction Number of Hits
L pemit 2000 /o000 ’ uop A oS Ay A 0 a
L Pt o000 00.0.0 w oA
B 0.00.0 0.0.0.0
£ Pt go00 0.0.0.0 e
. remi 0000 710410022 N . N P . o
= Pt o000 assass.assass Y " " VoA
10.1.100.22 0.0.0.0
s rmit 0000 -]
0.0.0.0 10.1.100.0 -

21. FWIL—ILDIUNY

1¥:10.1.100.22 (X ISE — "D IP 7RV ATY, FHHL— /WL, THEHAD ISEIP TRV
AEAEHLET,

ZXUC, Cisco Identity Services Engine & WLC D/ Ak —E X 0RO FH)D/3—h
(A3 UA¥L R arba—F (WLC) DAV A=V BLURE) K T T7,
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VMware TDAAM—IILEXUVERTE (ISE)

T2 Tk, VMware —/ X TD ISE V7 NI =7 DAL A— LB LR EIZEHHE T AZ A ZHOW TR LET,

T2, ZDO/R—=RTCinH T A2 A7 DU — 77— R L ET, ZOU—77a—DT 77487 41% ISE Z{H HL7-7 Ak
P —bE AZIEFICE N T DD H AT 2w L CWVET

Part 2 - Installing and Configuring ISE on
VMware for WLC Guest Services
e D
. . N
Configure Settings for
—> Self-Registration
(" Install Cisco Identity h Optional )
Services Engine on ¥
\_ VMware ) Configure Settings for
i Sponsored Guest Flows
N\ Optional
Install Latest ISE /
Patches L
> < Setting Up a Well-known
i Certificate
Configure ISE for Guest Optional y.
Services v
Configure Basic Portal
Customization
Optional P,
L J

22. VMware TOAVAM—ILELUVERTE (ISE)
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wl el )l
REVTICADEMH (AR C|ISC|O

RIBT2AD Cisco ISE DAL Ab—IL

OVA T T —R’fERAL TR~ 2 Cisco ISE V7 "I =T A A—/L L BT A2 TExFET, OVA T
—MIHFITOFNET Cisco.com HF 7 a—RLTHYET,

ISE OVA D{RETIVELTHEA

ESX(i) 5.x Z{# LT ESX(i) B85%(Z ISE OVA ZE AT 5(21%, RO FNEIZHEVFE T,

ATY7F 1  VMware vSphere 7747 L@l £9,

ATv7T 2 VMware SAMI2Z A LET,

AT9F 3 VMware vSphere 7747 > )5 [7 74V (File) ] > [OVF 727 L —hD3E A (Deploy OVF Template) | %%
RLET,

ATY7 4 [Browse] #7Vv 7L TCOVA 7o 7L —haERL, [Next] 27U 7LFET,

ATYT5 [OVF Template Details] X —Y DM a AL . [Next] 27Uy 2/ LE T,

ATv7 6 TR T BT DI AR~ D4 RiT% [Name and Location] ~<— 12 A JJL. [Next] #2727 L% T,

RATYTT OVA HRANT DT —FANT ZIRIRL £ T,

ATv7 8 [Disk Format] ~{—3°® [Thick Provision] 47> a2 RH# %27V 7L, [Next] 7V 7L %7,

Cisco ISEVV—RZ 13 1%, vv7 Fubya= 7y Fae a7 O iR — £, 72720, 2

77r~<7/7\%ﬁ&>5m>a Vv TR Van P ERIRTAZEEBEID LET, v TR Vam T hR
RUTH AT A DT AATPEIRFIZ, VS DT A AT FEIRP MBI T T TV — R NI T v 78

JT T/\/7 X7 7 E OEEL C%ﬁiﬂﬁxmé:(‘:ﬁ%bi‘h

B [LAY—1Eu(Lazy Zero) ] 2> [/ —7—Er (Eager Zero) | ZRINT AL E RSN [L AP —Er (Lazy Zero) | &
BRLET,

ATYv7 9 [Ready to Complete] R=YDIERE MR LET,
ATYFT 10 [EAKIZEIREZA 1275 (Power on after deployment) | =7/ R w7 2% 42 LET,
ATv7 11 [# 7T (Finish) | 227V 7L %7,

ISE Dty T YT DEST

ZDIETIL, VSphere 2V — /L DA< RIA A B—TxAA(CLD) Z#HH L TISE (KA~ a2ty h 7y LET,
AV AL TaR AP T T58 AR~ AT B BINICHEEISNET, A~ A BERT L AT L T
TIRFERSIET,

ATYT1 VAT L a7 RCsetup EATIL, Enter ZL £9,
By v 4P RIREIREI, VAP =R TR EE2 FEATLET,
RATYT 2 REOFFREOHEOECTIELIFEREAERAL T, By b7y 7 U P —ROBERMIKIELET,
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REUTHERDRMA K Lkt U

TRLOBIIL, setup T~ RO BERLET,

localhost login: setup
Press 'Ctrl-C' to abort setup

Enter hostname[]: ise

Enter IP address[]: 10.1.100.22

Enter IP default netmask[]: 255.255.255.0
Enter IP default gateway[]: 10.1.100.1
Enter default DNS domain[]: yourdomain.com
Enter primary nameserver[]: 172.16.168.183

Add/Edit another nameserver? Y/N : n
Enter primary NTP server[time.nist.gov]:
Add/Edit secondary NTP server? Y/N : n
Enter system timezone[UTC] :

Enter username[admin] :

Enter password:

Enter password again:

Bringing up network interface...

Pinging the gateway...

Pinging the primary nameserver...

Do not use 'Ctrl-C' from this point on...
Appliance is configured

AV A= VBT AIE R B I OGEIZ DWW TIL, EE A AR D [ Installing Cisco ISE Software on a VMware
System | DIEAZ L TEEV Y,

ISE D/I\YFDA2 AL
ISE B~ vy h 7o 7 Lizh, Dy F A A=V HRDOFGRICHE S T AT MMy F 2 AL £,

ATvF 1 ISE OEH Ul (http://iseapaddress) (227 A LE T,

ATy 2 [E# (Administration) ] > [ A7 A (System)] > [A> 7 F A (Maintenance) | > [/ 3> F4& E (Patch
Management) | > [-1>A~—/L (Install) ] DNEIZEIR L ET,

ATvF 3 [ (Browse) | #2771, Cisco.com NHE 71 —RUT2 Ry FEBIRLET,

ATvF 4 [A oAM=V (Install) | 227V 7 L TRy F oA A=V L ET,

TIAVE ) =R TORYF DAL A=V W5E T $ 5L, Cisco ISE O HEICHZ T U RSILVET, 5
VPl A TELINIRDETH S R OBEDRHVET,

T ARV OHEITH | [73y T E EE (Patch Management) | ~X— L OREREDH LA I TEXAHD1T
[/ —R AT —H A% 3R (Show Node Status) ] D& T4,

RATYFT 5 [y F DAL AR—)1 (Patch Installation) ] ~— IR D21, [ (Administration) ] > [2 A7 A (System) | >
[A> T F > A (Maintenance) | > [N F & E (Patch Management) | DNEICEEIL £,

ISE O/ F OFEAIZ- DT, TISE 1.3 Administration Guide ] lInstalling a Software Patch | OIEAZ SR L
TLIEEWY,

Cisco Systems © 2015



http://www.cisco.com/c/en/us/td/docs/security/ise/1-3/installation_guide/b_ise_InstallationGuide13/b_ise_InstallationGuide12_chapter_011.html#ID-1417-000002e3
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wl el )l
REVTICADEMH (AR CIISCIO .

AN T7HORARAD ISE DERTE

FA4VYLR aAVrA—F(WLC) DRYET—H 7UERX TINAA(NAD) ELTD
X

ARTYF 1 ISEOEFBEULICnT A LET,

ATv7 2 [E# (Administration) ] > [ k7 —21>—Z (Network Resources) ] > [ h7—2 5 /XA A (Network
Devices) | IZBEILE T,

ZATFvF 3 ¥ 23 1 TRT I, DEM(Ad) ] 2B IRLET,

——

o3 System B Identity Management 7 Network Resources
Network Device Groups External RADIUS Server:

Network Devices

Network Devices
G )

- . J Edit [l

| Network Devices Name -

)

[l Default Device

23. ISE DFYRT—ITINAR - T/INAZRDIEIN

24 \TRT I, Ry b —2 T 7314 A (Network Devices) ] DR — U NERINET,

Network Devices List > New Network Device

Network Devices
ST

e —
software Verson[ |

* Network Device Group

Location|al Locations ©] [ Set To Defautt |
Device Type[a| Device Types ©] [ set To Defauk |

~ Authentication Settings

Enable Authentication Settings
Protocol RADIUS
* Shared Secret [sssssss

* Key Encryption Key
* Message Authenticator Code Key

Key Input Format = ASCIT

O » SNMP Settings
0+ Advanced Trustsec Settings

(oo JE==n

24, FIRT—U TINAR

ARTYT 4 TAAALEANTILET,

RAFYT 5 FARAZDIP TRV RE A LET,

ATV 6 [FEAEDF%E (Authentication Settings) ] 2 L £ 7,

RATYF 7 [HAFEHE (Shared Secret) | Z AN LE T (FHRTF =7 VANDIEH 5 :12),
ATvF 8 [ (Submit) ] 227V 7 LET,




wl el )l
REVTICADEMH (AR C|ISCIO |

PREIR)—DERTE
FRREARY T —"ClX, Cisco ISE NEEIZEH TS, Frlanbd 7 aha/LBLONID /—xif_ X ID V—RIEFZEHIC

F*ZTEXFE T, Cisco ISE TlX, T 74 /LT, 7 AN 7 7B A HOFEFHE R A OfF F Al REZ2 3R FEARY /*ﬁ)ﬂﬂfiéh“(b\
ES

TI4ILEDRBIER) O —DERT
FHIEFRBE DT 74NV IOFEFERI Y — % FKom T 5121E, RO FIBIZHEWET,

ATYF 1 ISEOBEH UL A LET,
ATvF 2[RV — (Policy) ] > [#27E (Authentication) ] (ZFEENL F9,

X 25 (2R T ENC, [T 74V EOFRFERY S — (Default Authentication Policy) | “X— U NE/RSNET,

+ [mas | ¢ 1| wired_MAB OR wireless_MAB | Alow Protocols : [Defauit Netwo

B - |pemur : Use | Intemal Endpoints = |

Identity Sounce|lntemal Endpoints
Options
If authentication failed| Reject -
If user not foun W-l
If process failed | Drap M

Dot1X : If Wired |

25. TIOHILEDERER) S —

T 7 HIVEDFRFERY > —Tld, REOWNERT RARA O MAB 1 [#:1T (Continue) ] IZF% ESILTWET, ZHUUTED,
RN DF AR U RIRA LV IDRRGEE T TE, ZOTURRA L IDF AN IR—=Z N ~DYVE AL I NINFF S ET,

FAF IOFRALUME ISE AYSALIMNTBEREETOT7SLILDOERK

TURRA IR T —7 L%B&D’CT?’IZX‘?E) G T RRAVNERREDTZDITT AN IR—F N ~VE AL TN Bl
gﬁ)}?}@i‘j—o J& /])I/&}“j—é um nE7 U774/1/75>M gf‘j—

ATYvF 1 [RV— (Policy) ] > [[RV—% % (Policy Elements) ] > [#& % (Results) ] IZBEEHIL £77,
RATvF 2 [FEGE (Authorization) | & BBH L | [FRFE~7 2~ 71 /L (Authorization Profiles) ] #7V>27 L %7,
2FvF 3 [EN(AdD) ] E27Vy 7L ET,

ATV 4 ROEHREANDLET,

» [4 A7 (Name) ]: Guest Redirect

= [WebUX ALk (Web Redirection) | Z4 2L, UF AV I NOREEEA RN : [ hAR vk (Hotspot) | 7=
I3 [FEH 7 Web FHGIE (Centralized Web Authentication) | (H S8 Gk F/IT AR A — FARDT7a—"Tfli ),




RELBTIAOEMA(F CIsCO.

* [ACL]:Z® ACL IZKXTFE/NLFTHEXBIL, WLC TRESHI-ARIE —ETA2LERHVES, [F2
rOUE AV 7D ACL D% EBLIONT 7 BADFFA] | DI TOREIZHEY Y, GUESTREDIRECT %fifi
HALET,

o B EE) T T4V R—2L ([Ry RAR Y R (Hotspot) ], [ H CL 88k (Self-Registration) |, F721% [AAR
H— (Sponsored) | Z IR L £7°,

2T7v7 5 [1%XE (Submit) ] 27Uy 7L ET,
YEALOREDFRYRRTRYE Ta7714ILDOH

Authorization Profiles > Guest Rediract
Authorization Profile

*Mame | Guest Redirect

Description [ Redirects MAB endpoints to guest portal

 Access Type |ACCESS_ACCEPT hd

¥ Common Tasks

‘Web Redirection (CWA, MDM, NSP, CPP)

Hot Spot | ACL [GUESTREDIRECT Value [ lotspot Guest Portal (default] =

¥ Attributes Details

Access Type = ACCESS_ACCEPT
cisco-av-pair = urkredirect-acl=GUES TREDIRECT
cisco-av-pair = urkredirect=https://ip:port/portal/ gateway?sessionld=SessionldValue&portal=18b73f40-5e4e-11e24-b905-005056bf2f0akaction=cwaltype=drw

26. BITOTFAILVEALIMADRYRRR Y TOT7AIL

ILTUoIx IVERD)FALIMDH

Autharization Profiles > Guest Redirect
Authorization Profile

™ Mame | Guest Redirect

Description | Redirects MAB endpoints to guest portal

* Access Type [ACCESS ACCEPT hd

* Common Tasks

Web Redirection (CWA, MDM, NSP, CPP)

Centralzed Web Auth »|  AcL [GUESTREDIRECT Value [ istered Guest Portal (default) + |

w Attributes Details

Access Type = ACCESS_ACCEPT
cisco-av-pair = urkredirect-ack=GUES TREDIRECT
Cisco-av-pair = urkredirect=https://ip:port/portal/gateway dval al=10b72310-5e4e-11e4-H90 bf2foagdaysToExpiny=valuegaction=cwa

X 27. ZEETOTFAIL:ILToovILEEDUEALYE

TORREZRATA=HDOBIETOTI7AILDER
ZOIETIL, 22—V /T RA A GRGES NI IR N — T VR ATEDIINC, G E T a7 7 AV ERR L £7,
T IR RERA T B2 OFRFET 07 7 ANV EAVERR T DI, RO FINAIZHENET,

ATYF 1 [RU— (Policy) | > [V —H 5 (Policy Elements) | > [#& 5% (Results) | IZBEEIL £7,
ATvF 2 [FEFE (Authorization) | & BEH L | [FRFE~7 2~ 7/ (Authorization Profiles) ] Z27V>27 L %7,
RTvF 3 [EM(Ad)] &7V 7 LET,

X 28 |29 X2, [T OFAE7 17 71 /L (New Authorization Profile) | B[ N F~SvE 7,




wl el )l
REVTICADEMH (AR CIISCIO

orization Profiles = New Authorization Profile

Authorization Profile

* Name | Guest Permit |

Description | Internst Access for Guests

¥ Access Type | ACCESS_ACCEPT o

Service Template [

¥ Common Tasks

[ web Authentication (Local Web Auth)

] Airespace ACL Name | quest-ac]

28. FROBITOT7AIL
ATYFT 4 HITRT IS, ROTEHEATILET,
* |45 (Name)]:Guest Permit
= [#BH (Description) | : 7 AN AL H— Kok T 7R
» [Airespace ACL 44 (Airespace ACL Name) ] #4121 . guest-acl & A JJ

20 ACL IZRCFE/ N T2 XAl WLC TOEZRICIEREIC—EHTH2LENHVET, 20 ACL 13,
[FZARDYE AV IR D ACL OREBLRT 7B ADEFFR] | O T TIT/ERFE A TT,

2T7v7 5 [1%X(E (Submit) ] 27Uy 7L ET,

TAN 7O ZARADOEER) S —DERL

FAN R—B ) ~YE AL T S BT DB R EE L — LV AVERR LT, 3EE L — VA ERR T AZ &I, (A E
T — I IERGES AL T RARA RO T N —F G T BIZ T 7 B A TEAL IR0 ET,

ATvF 1 [RU— (Policy) | > [#ZFE (Authorization) ] (ZFBEHL £3-,

RTYT 2 [T 74/ (Default) ] L—AATO [#5E (Edit) ] DREICHHRNZ 7 7L ET,
ATvT 3 FHAL—NEBED LRI ALET,

ATvT 4 20 | IRT I, ZNETOREIZED 2 DOH B —VEBILET,

Guest Permit GuestEndpoints Wireless_MAB Guest_Permit Edit | =
Guest Redirect Wireless_MAR Guest Redirect Edit | =
Default DenyAccess Edit | =

29. BBIIARUS— FHERIL—ILDEM

ATYT 5 POV AL TN V—VEAER L ET,

RAFYF 6  JL—/L D47 Guest Redirect

ATYFTT Wireless MAB DA . [Condition (5:14-) ] > [Compound Condition (¥ & 551F) | #8IRLF T,
ATvF 8 AL v 7 AL [FEHE (Standard) ] > [Guest Redirect] 38R L £9,

ATY79 [57 (Done)] #27Vv /L E7,




el ol ]l
RENT HERDRMAAK Lt

ATFYF 10 BlD/L—/L% Guest Permit /b—/L D FIZHFEALET,
ATYFT 11 L—)L D4 Hii: Guest Permit

ATY7 12 GuestEndpoint 7> Wireless MAB D54 IZEIRL F9,
Z2T7v7 13 [Guest Permit] 707 7 A /L2 R L £7,

ATvF 14 [527 (Done) ] 22V v 7L %9,

ATvFT 15 [fR7F (Save)] 22U/ LET,

A=A AUP Ry PARY M ICRIE T DIV T o)V IR—2n A58 AR DR —Z)V IAT DRET R

— PR VICRRSNET, AUP W T D7 e —TREISNDE, 7731 A7) GuestEndpoints [ 25K, fLlZ) 4
AV I RENDHZERLT 78AD 30 HREFFAISALE T, 30 Hi%. 7731 A1X GuestEndpoints 7 /L — 7)1 BIHES L, 20

Ta— 0 IRSIET,

ZO5 T UEFIER, RSB BE T 2O HDOFIETT,
FAR T I RARY SAR Y b R=S NV E R COSSEE L, TBRAMOTEREORE | OHE TAF v TEET,

H OB FEIIIAR Y — R—2 L2 L CODEEAIE, SOICRENMETT, RO B EBREBLI AR Y —
FAND T O — I ZVBRFRE I THE A TTZEN,

Part 2 — Installing and Configuring ISE on
VMware for WLC Guest Services

4 N
Configure Settings for
N - —> Self-Registration
Install Cisco Identity Optional
Services Engine on \ v
VMware 7 v
L Configure Settings for
Sponsored Guest Flows
Install Latest ISE Optional
Patches - i =
| (Setting Up a Well-known
Configure ISE for Guest Cec:‘t) :I::Z?te
Services T
Configure Basic Portal
Customization
Optional

. /

30. /S—k2:WLC ¥Rk H—EZXA®D VMware TD ISE DAV A= LB LVEERTE
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HEZRHIUVRR Y— SO 70— (2B H/ME
DT (=

FARDOOF—23 0 ER1 L -V DT

TRBORIER, B EBEBLOAE S — FADTa—E YK — OB IE T, FANIFY I —21CT 72 A
TR =LA BRIEL T, 7 A MV LSBT AR A — 235 A 1~ 2 B CE DI 528
BIETY, mr—var BREVRVE S, 7 A7 MSELV RIS A LS St A,

RN—=IVBIOAR Y — F—T7Talr—ar N 1 D THERASNAINTKESN TWAEE . FIEMEDT-DIZ,
FANBLORR A — 0 —a BRI 5720 DA T va i FRShEE A,

PST HfEl COBEADEEAIL. VAT LA TN WD Y L By — a2l c& 5720 [ AR P — F |
D7—ZHBRBRE ] DIHFE TAXT Y7 L TLIEEN,

TIHNNDY )8 alr—a OAFNIAE TEXETA, 2o —raid, T2 IRUART LI R RSN
W=D | HIBR T 2B IIHDFE A

/r—a BN SSID OFEAIIZHOWTIE, 2Hh52 707 LT, KRTARDOX IS HIEICT 7 BAL TLIZEN,
FANDO =g EAAN Y = B R E T AR IROFNEIZHENET,

RATYFT 1 [FANT 7B A(Guest Access) | > [F%7E (Settings) ] IZBEEIL £,
ATYF 2 [FAROEr— 3L SSID (Guest Locations and SSIDs) | & BBHL £,
RATv7T 3 3R T I, [F AR r— 3L SSID (Guest Locations and SSIDs) | X — U NFERINET,

~ Guest Locations and SSIDs Specify the locations where you want to allow guest users and the 5

Guest Locations

Use guest locations to determine a guest’s time zone
Sponsors associate a location with each guest account they create.

Location name:* Tima zone:*

| *| [ add

Location Mame « | Time Zone | Edit
O Boston (EST) ESTSEDT [ Dekete |
O San Jose America/Los_Angeles

3.
ATvF 4 ulr—alBRBIOIAL Y —0B ATILET, B ARAR (EST) T ESTSEDT %1 H,

Ty o Bonr—aiFoFERIILTRBEET,

AFvF 5 [BI(AdD) ] 227Uy o LET,
ATYF 6 [{#1F(Save) | &7V 7L E7,



http://www.cisco.com/c/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_chapter_01111.html#task_D9739B7DD17B430BA0B47B8FDAFC7CBA
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ZYonT—a EERTHESITR—2ILERE
ZOFHLGEMEN -0 —a BT 1203 R =2V ET DN ERHVET,

&7 74OV /B (PST M) 26 9 ALIE LWV Bid, ZOHIFIAF Yy T LTSN,

ATYFT 1 [FANT 7B A(Guest Access) | > [#% 7 (Configure) ] > [/ AR —%4 /1 (Guest Portals) ] IZFEEHIL £77,
ATYF 2 AL TR =L ERIRLET (B ERFEEIIAR P — FAF R—21),

ATYF 3 [R—HLOFEBLORT A =T OF%E (Portal Settings and Login page settings) | Z#707-7- A £ 7,
ATvT 4 TR T I, R—=URED [m/r—ar (Location) | (2, ER LTz —arpBNEivET,
ATYF 5 [EM(AAD)] %7V 7 LET,

RTYFT 6 [ (Submit) ] Z27Vw 7 LET,

Location

Guests can choose from these locations to set their time zone:

sanJose |

Boston (EST)

32. ¥Rk R—4)L:A5—ay
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AR — S ZARDOITA—IZRHERRTE (ER)

AR Y= FANE YR =T D120, RO FIENRVLETT, HEOBGKOAEHH T 25813 ENTE T LTNDT20,
ZOTavAEAFy 7 U, TBERIOFHEDORE | OEICBEIL TZE0,

AR — T I—TE=EBELET

WY A1 2 MBS 57>, ISE % Active Directory G 2281280 AR —Z 3 EL £, Active Directory &
AL TWDIEET, [Active Directory DAR Y — THYUVIDER | OIEETAX Y 7L TLESNY,

WERT 0 MARR T 21213, IROFNRICHENET,

ATv7 1 [E#E (Administration) ] > [ID % £ (Identity Management) ] > [ID (Identities) ] > [-=— (Users) ] DIEIZFE
#HLET,

ATvF 2 [BM(AdD) ] #27Vy 7 LET,

ATY7 3 [ARY— (Sponsor) ] Diff#E AL ET,

ATvF 4 [2—% 7 —7 (User Groups)] T[T TDOT IV F(ALL ACCOUNTS) (T 74/Lh) Z&IR L £,

RTF9F 5 [1%(Z (Submit) ] ZZV w7 LET,

ATYT 6 (AR Y — I —TFDuar—arDBRENTAFTY S LUET,

Active Directory D AR H— Fhoo DA

WD 2 SOEE, ZHEHDT AN TIRA VAT LR, AR — T )V—T DMFIET % Active Directory h— /3L S
WTCWBIGE T BT, ISE TERLIZ AR — T HT N (FIOE TIER) 2 HT5 T ETHY, 1o, b0
THT N AD A LIRWG AR, ZOBD AR Y — T A —FDalr—al OFRE | FTAF Yy TEET,
FEARIZDUNTIE, [ISE Configuration Guide oD I Active Directory as an External Identity Source | ZZ ML TS0,
Active Directory 7OAR Y — T HY MR T HIZIE, RO FNEIZHENET,

ATv7 1 [E# (Administration) ] > [ID % ¥ (Identity Management) ] > [#}5 ID >/ — A (External Identity Sources) ]
WZRBEILET,

ATvF 2 [Active Directory] ZERL £,

ATvF 3 X33 1TRT I, BI(AdD) 1 &2V LET,

= e
== System - Identity Management BB Network Resources £

Identity Source Seq|

Identities Groups

External Identity Sources Active Directo

[ Join Point Name

i

» [ Certificate Authentication Profile

33 IDDEE:SNERIDY—R

RATYT 4 PERARACNOARIEATILET,



http://www.cisco.com/c/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_chapter_01110.html#reference_2DED94723F2248B99730D5393E73AB56
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ATYT 5 AD RA(&BATILET,
ATF9F 6 [15(5 (Submit) ] &2V w7 LE T,

* Join Point Name | SecurityDemoloinPoint

* Active Directory Domain | securitydemo.net]

i | Cancel |

34. Active Directory

RATYFT T [ V—7(Groups) ] ¥ 7 &IV LET,

Connection Authentication Domains m

Edit | oAdd w Delete Group  Update SID Values

[] MNam Select Groups From Directory

[ ciscc.f?.{.;.rfi‘f R —— s s TV = Ty T E= A )

35. [4')L—F (Groups)] %27

AT9F 8  [BM(AdD)]EZVvI L, [T AL 7N DT )V—T7 % i%4R (Select Groups from Directory) ] Z3&RL E 7,
ATYT 9 TA—TERIRLIZL, X—V T [OK] 227y 7 L ET,
RATYF 10 X—T FEO [fR17 (Save) | 227Uy 7 LET,

Active Directory AFR>H— 4 JL—F All_Accounts DEXE

WROFINEIL, AR —FIIMEELEE LT N —T o AR Y — Z IV —F #5512 R LT, 206 T,
KA 2—Yafi L ET,

RATYFT 1 [FANT 7B A(Guest Access) | > [7% i (Configure) ] IZBEEIL £,
RATYFT 2 [AR W —7)L—7 (Sponsor Groups) ] > [ALL ACCOUNTS] 227Uy 7L %9,

36 [ R IOIT, [AR B —27 L —7 (Sponsor Group) | <—VNRRIINET,
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Sponsor Group

I Disable Sponsor Group

Sponsor group name:™ [ ALL_ACCOUNTS (defaul) |

Description: | Sponsors assigned to this group can manage all guest usd

i Members...E

Sponsor Group Members B
[ @
ALL_ACCOUNTS (default)

| demoAD:demo.localfUsers/Domain Users |

[

36. [RR>H—4 ' )L—F (Sponsor Group)] R—

ATwF 3 [A/3—(Member)] 227V 7L, X 37 1R T EHIZ, [BIRESN -2 —H 7 )L—7 (Selected User Groups) |
FEIRICR ALY 22— EBELFT,

7 -l
Select Sponsor Group Members x

Select the user groups or individual users who will be member of this Sponsor Group

Availble User Groups » Selected User Groups «

=) E==

[yemployee \ ALL_ACCOUNTS (defautt)
GROUP_ACCOUNTS (default) demoAD:demo.local/Users/Domain
= Users
GuestType_Contractor (defauft)

GuestType_Daily (default) o

GuestType_Weekly (default)

OWN_ACCOUNTS (default) 33

37. BRRsnfza—4 JIL—7

ATvF 4 [OK] %2V I LET,

AR — S IL—T0ar— a3 DEEE
AR —INT AN T H AR T DB, T HIELWE 2R ETHIENEE T, o/ ¥onr—ar %
FERTIUXLWEG AT, ZOEEAT Yy CEXET, ZNUNOEEE, Filinr—TarzBiLEd,

ATy 1 38 IR TINC, AR Y —=MEA T B —ar s, [FANRT 78 AT 50— a %8R (Select
the locations that guests will be visiting) | £ a7 HE8IRLET,
RATFYT 2 MEOROar—ar EEIRLET,

Create Guest Types at:
Guest Access = Configure > Guest Types

Select the locations that guests will be visiting

San Jose |

|Boston (EST)

38. [FRMTHUERT HO47— 3% R (Select the locations that guests will be visiting)] R4A>

ATV 3 N—UOF FHFETAIa— L, [IR1E (Save) | 2V LET,
ATv7 4 [FACD (Close) | &7V 7 LT,
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RENT HERDRMAAK Lt

ISE AR — R—%)LTD FQDN R—ZXADTHHADERTE

AR Y= N—=H N T 5D AR —X, AR, BRI BE . L E N FRR R HTTP 7213
HTTPS 2/ AL 2 ET LU CRYNT — D ZT I BEARATEXAIINC, — R T 7 "B CEFE4, R Ry — 213 ¥y
"D —27 T, F2IAF—F Y NIT 7 BAL TOhENER A,

KR 72 iR B2 E T ISE B HE Ul D AR Y — IR—Z VT 7B AT 5 I71EM 2 @0H0 £,

o [T b B (Manage Accounts) | R Z Y ZAUTE BLE T,
o AN—%L 7 AN URL: 20D URL [IAR P —|ZFFETEHDO T, AR =N A a7 v/ ~—7TE
FT: (T 74N

AR — T H R AR — R—& )LD URL 23322 BEID LET, fi:

http://sponsorportal.yourcompany.com

ISE AR Y — R—=2 Lty b7y 745103 IROFNAITHENET,

ATYF 1 [FANT 7 A(Guest Access)] > [7%7E (Configure) ] > [AAN>H—7R—%4 /L (Sponsor Portals) ] IZBEIL £,

RATYT 2 [T T7H/VPDAR A —7R—4 )L (default Sponsor portal) ] Z27V 73 25&, K 39 (R EIIT, [R—2 /L%
7€ (Portal Settings) ] ~A v NFR/RINET,

ATYT 3 [R—% L% E (Portal Settings) ] C. [FE2EA[R A1 4 (FQDN) (Fully Qualified Domain Name (FQDN)) |
v ar % [T T, I'sponsorportal.yourcompany.com | & A JJLET,

w Portal Settings

Fully gualified domain name (FQDN): | sponsor.securitydemo.net x |

39. R—AJLEXTE (Portal Settings)

RATYF 4 g B ETAIE— L, [fR1F(Save) | 227V LET,

Z® FQDN 723322 ISE IP 7 RLAITHER S D EHIZ, DNS ZHH 246 BRHVET, Tk,
sponsorportal.yourcompany.com 73 yourise.yourcompany.com Z7HA1 >89 % CNAME =AV7 A% 52 L CHEIBLTX
LD ERHVET,

FEARIZDUNTIE, [ISE 1.3 Portal User Guide oD [ Support Guest | DIHZS L TS0,
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wl el )l
REUTHERDRMA K Lkt U

B DEAZE D E (EF)

ZOHEDIE®IL, ISE 1.3 2 LU TEMRSNELT-, BEROFEHZEOREIZETAI—R 14U —7 7a— 3D LERS
AREMENHY ET,

ZOHETIL, FAN T 7B ZM DV AT L BB ST LM EITHY EE vy ZOFINAITAEE T, 528258
DHLET, =0 Web 7T W0 F AN AR — FTEHE R -2 WITHERLTIZG A1, ERRER EH2 %
FANDMEEDRNIINTT DT, BERORBRERIC L > TEAL SN ISE B —SHOREHEEM T2 L0 EZRHVET,

B S CIIZOHEE AN Y T T HE KR OER EIZHOWTIIE TLTWAED  [IRORTFY T | DB ET e 2 LA T
e

ZDOHARTHEIESINDH AT DFEH EE 5Z 2R —R 950 Z —L LU Tid SSL.com 3BV ET A, LRI TES
RUH—=RHVET,

B GEAEOX AT, AEAET AL — 2L TRRDA AT CTHIIND G A 3BV ET, SAN 74— /LRIZAIDB BN,
ZLDBPA . ZHUOSIHITEIWE DR L) FNHDORHDA L TA Web F¥ v Ml T IUTHER TXET, DR,
CN=7.¢—/VR}Z FQDN T, SAN 7 ¢—/LR{ZIZTA /LR A1—R & FQDN D 5% & Tt EA M BELEL TWODE B ET,

TANR I —REEEB L OREA B OFEMIZ ONTE, IRO~v=aT V&SR TS0,
e [ISE Administrator GuideJ: [ Wildcard Certificate Support in Cisco ISE |
e  Moving Packets D FLF: [ When SSL Certificates Go Wild |
e Aaron Woland @ Network World 7' 22" : [ Wildcard certificates and how to use with ISE |

ROFEEATHRY LT BFIEL, SAN TIAVKD—RRERE TS, SSL.com (Comodo D FAL) D=7 7 A =
Ia=b—ar il E (UCC) DR EFIZRLTVET,

AEEAEE R ERDIEREERER/A~D CSR DiX(E

ATv7 1 [EH (Administration) ] > [ A7 A (System) | > [FIEF & (Certificates) | > [FE] B4 25K (Certificate
Signing Requests) ] DIEIZBEL £,
RTYFT 2 K40 1R TEHC, CSR AT D0 OfEE A LET,



http://www.cisco.com/c/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_chapter_01000.html#ID126
http://movingpackets.net/2015/03/12/when-ssl-certificates-go-wild/?utm_content=buffer2c6ba&utm_medium=social&utm_source=twitter.com&utm_campaign=buffer
http://www.networkworld.com/article/2225032/infrastructure-management/what-are-wildcard-certificates-and-how-do-i-use-them-with-ciscos-ise.html
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Usage

Certificate(s) will be used for [portal -]

Allow Wildcard Certificates i

* Certfficate Group Tag [ Add New... ~| [ 5sLcomodaidcard

Subject

Common Name (CN) [ ise.securitydemo.net

Organizational Unit (OU) [ Cisco

City (L) [ Boxboro

|
|
Organization (0) [ sAMPG ‘
|
|

state (ST) [Ma

couny

Subject Alternative Name (SAN) £ [ DNS Name - | [Ise.securitydemo.net |

‘ DHS Name v‘ | = .securftydemo.net ‘

* Key Length [2p48 -
* Digest to Sign With [5HA 256 -

R e

40. FIRAZEERER

&5
= [REBAE® A& (Certificate(s) will be used for) ]: A8—%4 1 (Portal)
»  [UANKRI—ROFEHEZFFA] (Allow Wildcard Certificates) ]: 4~
»  [GEEZ V—T7 27 (Certificate Group Tag) |: [#THEMN (Add New) |: 44 AiiZ 5 & : ], SSLComodoWildcard

Subject
»  [3LE4 (Common name) |: yourdomain.com
= BTV OMO I arE A—FOMBRIIS U ERICESHRAET,
» [TV hORFEE4 (SAN) (Subject Alternative Name (SAN)) |=
SAN DNS 4 1 = yourise.yourcompany.com
SAN DNS 44 2 = *.yourcompany.com
= RKED2ODTA—NARNET TANAVIDERIILET,

ATYF 3 [Generate (ZE%) ] 227V 7L T CSR 4R L £, K41 1275912, CSR ARSI ET,

Successfully generated CSR(s)
Certificate Signing request(s) generated:
ise.securitydemo.net#Portal

Click Export to download CSR(s) or OK to return to list of CSR(s) screen

ok
T ————————————
41. EEICERSINTZ CSR

RAFvF 4 [TIRAR—b(Export)] &2V LTI 7 AVERGFLET,

RTYT 5 THRAN =T AXTIOT AN EREET,

Z797 6 [ BEGIN CERTIFICATE REQUEST---- 75 —---END CERTIFICATE REQUEST-—-] £ TOF~_TD
?%‘X]\%:ﬂ:"b‘]\/ij—o
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ATYFT 7 BIRLZ CA OFEHEZSRIZ, 20 CSR DNEEAL->TIZEN,
41 1%, SSL.com DR —H V&R LET,

Note: The Common Name (CN) field in your CSR must conform to the following rules:

* It MUST represent your fully-qualified domain name (i.e. submit.domain.com)

» O, it MUST represent the name of your server (i.e. localhost or bizserver)

* It CANNOT not represent an ip address (i.e. 58.123.123.123 or 127.0.0.1 - see deprecated
nnnnnn

commeon name field in csr is: ise.securitydemo.net

*CSR: [__.
centificate signing request [t
_use previous csr

c7gsRnat B
+GB0Q2YLSLF61L1p26/5tehRLEBXNIS+BgC/ 178
1 C

£yQyThRI0N5 1 KUGMSGILh-+XQG0EXTNI 38GBEE
L1tq59Ly8TsLTOFwYjy/e6bISudzIVudwiqEveF
RCWH¥Q90eBxX54ntd5K5 3pQEvUZqUi dDgIwIDAQA

)

*Server Software: T t ]
for Informational purposes only | ' OMCH!

Domains (prorated): (@ se.securitydemo.net.se
separated

e.
net ise.securitydemo.net

42. SSL.com MHR—4EIJL

ATvT 8 BAFLOHERELY U u—FLET,

B :CA LI~ T, BAMESERENE F AL TEEINIGARHVET, XU a— RSN T 7 AV EITE T A—
NOUH 7 7 AN DL zip 7 7ANVIER T, FHICEL SNIZFEAELE CA OXT VI BLAGEAENG TN TV E
9, ZHHDFEAET Cisco ISE DEHESNREEANT BN T AL ERHVET, T OXNVELFEAE, L—k CA
AERAE BX OO CA FEIHE GEY 285 8) &, 7747 VN 79U F 2BV CWbda—hL VAT MIURTFLE
T, ZNHDFEAEIIIR DA TA R —RLET,

EHESNEERAEANT ADIERAED A/ R—F

ZOH T, 7TAT bW — A HOBIEMEFSNDT- DI ERFEFE L A AR —F L £, ISE [J@fERF, 7747
M LT =GR ELES IV —MEAE B LSO REEAE (WEIDSC O 28R LET,

BT _XTOT NS F —THREFERAEDA L AN— /LN LE DT TIEHY A, FRIFEAZEIL L CA 2 HIgfE
NET, 72E20F SSL.com 2 95354 . SSL.com % Comodo @ FAZ CA 1272V % d, Comodo % AddTrust /L —h
CA O L CA TT, LIzW-T, ZOHITIE, —rEREIZMA T, 20 2 2O FAL CA OFEFAEL AR —RLET,

ZD 3 DOFEHEL T X TA R =T B0 IROFNEIZEVET,

ATv7 1 [EH (Administration) ] > [ A7 A (System) | > [FERA E (Certificates) | > [/ #8417 EPA 3 (Trusted
Certificates) ] DNEIZEEIL £7°,
ATYF 2 [A AR —FAmport) ] 7V LET,

= JL—} CA: AddTrustExternal CARoot.crt
* F{if CA:SSLcomDVCA 2.crt
» {iZ CA:USERTrustRSAAddTrustCA.crt
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ATv7 3

ATy 4

ATvT5
RATY7 6
RATYvI 7
ATv7 8

RATv79

ATv7 10

43 | R T IINT, [REBEANTIZHTHAGEB E4 1 78— (Import a new Certificate into the Certificate
Store) ] XAV MNERINET,

Import a new Certificate into the Certificate Store

* Certfficate File AddTrustExternalCARoot ert

Friendly Name | SSLComodoRootWiidcard

Trusted For: i
Trust for authentication within ISE

[ Trust for client authentication and Syslog

[ Trust for authentication of Cisco Services

[ validate Certficate Extansions

Description \ Root for SSL Comodo Wildcard

5o Jaem)

43, [EIAZEXRMT7IZHHIRIIBAZE S /> 7R—k (Import a new Certificate into the Certificate Store)] XA~

LIF OFREA &2 A R —h 951213, IRDOFIE (4 ~ 9) ITHEV T,

= )L'—b CA:AddTrustExternal CARoot.crt
*  TfL CA:SSLcomDVCA 2.crt
» AL CA:USERTrustRSAAddTrustCA.crt

[ (Browse) | #2727 LT, —b CA FEFAEAEIRLE7,

PPDRTWARTIEZ A LET,

CA [ZEo TREN TN —MERFZRIRLET,

[{E4E D H 1 (Trusted for) ] 7LD @ [ISE TOFRFEDT=DIZIFHH 7% (Trust for Authentication within
ISE) | 27Uy 7L %7,

FRE AN LET,

[2%1F (Submit) | 27Uy 7L ET,

FRERAD CA EAMNEEHABD/A1UK

ZIT, CAMBIRENTZT VXV BLATEFEHELE 2T, CA SEFAED AR =58 TLELTZ, IROFEIL. CA
DB LTZRE #E% ISE 2250 CSRICNAAURTHIETT, NALRTHIET, CSR DAERKIE SN FE &L

FELORT PMERRSILET

ATv7 1 [EH (Administration) ] > [ A7 A (System) ] > [fEH Z (Certificates) ] > [FIEH £ % 4, %K (Certificate
Signing Requests) ] DIEIZEEL £,

ATvF 2 BRAEROTUNEERLET,

ATv7 3 44 TR T IDIT, [REFAE D /N1 K (Bind Certificate) | 27Uy 7L E T,

4 View  EhExport ¥ Delete | Bind Certrﬁcaﬁ'

Friendly Name Certificate Su
ise#Portal#SSLComodoWildcard. Ch=ise.secur

44. FIBAED/NAUK
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ATvF 4  [BHE (Browse)] 7V 7L, CA BA A TEFEAELBINLET,

RTFYT 5 FEHEOTLVURIZEZSELET,

ATYFT 6 YTV IRD CN £33V 7V MBS D DNS LT ANV —RSLTFOT AZVAY (*) Z& T ik E4
INAVRTHITNE, [VAVR A —RFEHEOF AT (Allow Wildcard Certificates) | F=v 7Ry A% A4 AL ET,

RATYT T  FOMOF T a T HEICRESHET,

ATv7 8 45 | R XA [2415 (Submit) ] 227V w7 LT, CA B4 EFEHELZ A RLET,

Bind CA Signed Certificate

* Certificate File ise_securitydemo_netcrt

Friendly Name | wyildcardComodoSecurityDemoPortal

Allow Wildcard Certificates i

Validate Certificate Extensions []

Usage
| Portal: Use for portal

* Certficate Group Tag | WildcardComodo

oo M

45. ERFEHAED/NIUF

EHAR—FILELU EAP RELTHEMAY HALBAE DMK

COFIBIIMEETT, 2—Y 2/ ARN T 2REEDHT20 (—F|IH L TH CZ 4 GEHED A A— LOfEfE N
RENRLIRDET) R P F3kD dotlx Z7TF7AT 2 hA~DILIED T2 ISE OE R —Z )T 78 A3 AT BEAI O FEE
BEAMHT25813. WO TFNEICHENET, SAUREERZFATUI- %, iEEAZFHEREL C EHFEEFE 75
BB FET,

BHAR =2V B IO EAP 385E T I3 2RE F AR T DI TR DO FNEICENE T,

AT9F 1 [E# (Administration) ] > [Z A7 A (System) ] > [FIEFA # (Certificates) | > [ A7 AGEH E (System
Certificates) | DINAIZEEIL £7,
ATYF 2 X 46 \TRT I, FRICAV R —PLIZZEAE D SSLComodoWizard Z#wEL £,

System Certificateg.##For disaster recovery it is recommended to export certificate and private key pairs of all system ce

J E == Generate Seff signed Certificate | (g Import | (& Export | (€ Delete | [ ,° View |
Friendly Name Group Tag UsedBy | Issue d To Issued By

se
[[] Defauk sefsigned server certiica DefatPortsl  poral, purid sesecuritydemo.net _ise.securitydemo ne

| ssLComodowideard SsLComodoWidcard Q:’rg"" EAP Authentication, ise.securitydemo.net  SSL.com DV CA |

46. [ AT LEEBAZE (System Certificates)] XA

ATv7T 3 47 \ R T 89T [EAPDFRGEFR S OVE B (EAP Authentication and Admin) ] D7R 7 2% A AZ LT, fEH
FEOF T var wfELET,




wl el )l
REHTHLADHMA AR Lt

¥ EAP Authentication:
| Admin:
] pxGrid:
| Portal:

* Certificate Group Tag | 55 Comadowidcard

47. [fERAE (Usage)] RA>
2ATFvF 4 [E (Submit) ] 227V 7 LT,
ISE VA7 A FHEEILET,
ISE COBEMODIEAEDRENTE T LELT,

SFRAEOR EDOFEMIZ OV TIX, TISE 1.3 Administration GuideJ? [ Managing Certificates | DIHAZ L TTZE0N,

K=V TR DEEAEZEAT 5= DERE

BEAOFEHEDORENKE TLIZDO T, FOHFHELF AN IR—2 ) ZE0Y T F AN TS ALBETALEIHHE
NDIDNTTHMERHVET, ZOEE L, HELT-MOT R TOR—Z/THEBLF T, AR — RN—2 V2L
TWAIEAZOT 7y a Al AR A — R—2 LB T SNDT28 AR — IR—X V2T A0 HDFE A,

ATYT 5 ISE DEER—ZNVIIaT A LET,

ATYT 6 [ ANTZ7EA(Guest Access) | > [F%7E (Configure) ] > [ AR —4 /1 (Guest Portals) ] (ZFBEIL £,

ATVFT T ERT DT 7ANVIDSF AR R—4)L ([ ARk (Hotspot) ], [ H L8 $k (Self-Registered) ], F7-1% [AR
> %—(Sponsored) ) 7V 7 LET,

ATYF 8 481 TURT IO, BEFOFEAEIZ OWTORE FIE TR E LT [REFFES )L—7"% 7 (Certificate group
tag) ] % [R—Z /L i (Portal Settings) | <AL DRy T X7 A=a—nHRIRLET,

w Portal Settings

Certificate group tag: = RN EoNele e e
SS1L.ComodoWildcard

nfigure certifi
Admnls tlar > 5 sf m > Certificates > System Certificates

48. [[R—%JLE&TE (Portal Settings)] R4A>

ATYT 9 R—VOE EEEFTAZ—LL, [{R1F (Save) | 227 LET,

ATYF 10 [[FUR—FOT R COR—ZLOFEHEEE L L E 7%, (Do you want to change the certificate for all the
portals on the same port?) | &R RS 76, [OK] L THAATLE T,

RATYT 1 N—Vk EEIZH D [FALS (Close) | 227Uy LET,
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wl el )l
REVTICADEMH (AR CIISCIO :

R—BILDEFHGEHREZTAXDEE (EE)

ZOWETII, AN TR ROV AT DRSS T HVEIHD F A, 2T, FHTS AN R—Z LD IR 72 T 28~
AR F T a AT HEMBERD DD DEED FIETT,

FAN IRN—=H )Vl AR <A X T B0 RO FNEIZENET,

ATYF 1 [FANT 7 A(Guest Access) | 2 [ € (Configure) | & [/ AR —4/L (Guest Portals) ] 227V 27 LE7,
ATYF 2 FHLTCWDR—4)L ([ ARk (Hotspot) ], [ H 8 &% (Self-Registered) ], F7=i [AR P —
(Sponsored) |) 27V 7L, ZDOR—ZNVEFRELET,

AR IS, TIT AT /R =2 IR D I EN e F =y 7 D3 FR S ET

“— use to access the network

= Hotspot Guest Portal (default)
\ Guest Types Guests do not require username and passw

& JSpecty quest's access privieges 0 Used in 1 rules in the Authorization pq

49. RybRARYL F R R—2L

ATY7 3 50 (R T EOIT, R—V i B D [R— Y DI AL~ AKX (Page Customization) | ‘£ 7 ar a7V 7L
ivg—‘o

Portals Settings and Customization ) ) :
| Save || Close |
Portal Name: * Deascription:
| Hotspot Guest Portal {default) | ‘ Guests do not require username and password credentials to access the | Portal test URL Language File -
Portal Behavior and Flow Settings /% Portal Page Customization
Use these settings to specify the guest experience for (I}) Customize portal pages by applying a theme and
this portal. > spedifying field names and messages displayed to users. [%

50. [[R—RILDFREH LV HRE2TA X (Portals Settings and Customization)] R—

ISE 1.3 Ti&, L7z RN I RS v A AP IS INE T, OO EHEONEEZ T VHFA
LT BICHER TEE T, WA AR T 23T TIIRE#H L EEAN, TTIEI_—V 0k EiICH
Had NF— FERT R ANERZ R ENE T CEL LA THERLTESW, BEAESN CODMAIA D

T W EIRIRTHEL TEET,

ATvF 4 R—HANDT—~< hT7—%ETTHE, PR DR—=ENDT—<%F T 250, X 51 (TR T LI
[FH%& (Tweaks) | Z#fEHL CAAEERHLET,




RELGT I LADEM@A AN

atfren]es
CISCO.

Portal Theme | Default Blue theme | Tweaks.. | Advanced Customization... - View in | English hd %
+ Global Page Customizations "\

Images Text Elements &~ Footer Elements
Logo (Mobile) / [< X9 Banner title: | Hotspot Portal Footer Elements
Logo (Deskiop) ﬂ O Contact Contact Support (Link)

Bannerimage ... | I a O

K 51. R—CDHREAIAX T3>
ATYF 5 R—A LV THEATIOTCNF—%T v a— R T&ET,

DAY BT a O F IR I T VR T 40— VEREECEET, Fo, K —VICBE T2 L TEET,
R—VOEMERFENDA T v a it BRIV DRELR— LN DI T IELTRARVET, XV DS EES F/20H
o7 F AP CEET,

RN ~DEELEFRTHI=T L 2—0H60FT,

Hotspot Portal

Refresh Previews
o
i Ve Hoh o data e
ers, 3 nOt permtad. Hostng 3 web serer or any other o)

52. R—BIDHREITAX 2= FLEa2—

ATYT 6 AR I AZ~S AR T LIS, 3= L a—0h Flchdrd 7 a2 70v 7L T, FAZ T L

Fa— (=08 Pz AR —4%/v 57 AK URL L[EIL) ##eER L E9,

E A=Y EfIcH AR —EZ/NV TAN URL fEHL T, ZEDOIZI7A47 M T2, 22— 0MKER 955
RIpT7O—%TANTHIELTEET,

FARIM T T a— TIUY U4RUEAUET,

=Vl EFIZHS [FAUS (Close) | #27Uy 7L Ed (X 53 &),

ATvT 7
RATvT 8

Portals Settings and Customization

Portal Name: * Description:

[ Hotspot Guest Portal (default) | [ Guests do not require usemarme an

/ & (Ciose.

Language Fie ~

Portal test URL

d password credentials to access the

or and Flow Settings
ings to specify the guest experience for

53. R—2I R—CDAREITAXERE

FEARD I AR A XD FEDONTIL, BFFRE H AR DT Customize End-User Web Portals | DIEAZ SRR TZEW,

ISE 1.3 Zf& i L7~ Cisco Wireless Guest Access DA A=V NET LELIZ,
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wl el )l
REVTICADEMH (AR CIISCIO :

RDATYT

REA T ar OOV T, http://www.cisco.com/go/ise 1235 Cisco ISE D& R2S ML TIEE N,
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wl el )l
REVTICADEMH (AR CIISCIO :

f18% A: R4V FDERTE

AZAF DR ET 7ANDFIZIRITTRLUET,

hostname 3560CG

1

vlan 50

name GUEST

|

vlan 100

name Mgmt

1

interface GigabitEthernet0/1
switchport access vlan 100
switchport mode access

1

interface GigabitEthernet0/2
switchport access vlan 100
switchport mode access

1

interface GigabitEthernet0/3
switchport access vlan 50
switchport mode access

1

interface GigabitEthernet0/4
switchport access vlan 100
switchport mode access

1

interface GigabitEthernet0/5
switchport access vlan 100
switchport mode access

1

interface GigabitEthernet0/6
switchport access vlan 100
switchport mode access

1

interface GigabitEthernet0/7
switchport access vlan 90
switchport mode access

1

interface GigabitEthernet0/8
switchport access vlan 100
switchport mode access

1

interface GigabitEthernet0/9
switchport access vlan 100
switchport mode access

1

interface GigabitEthernet0/10
switchport trunk encapsulation dotlg
switchport mode trunk

1

interface V1an50

ip address 10.1.50.1 255.255.255.0
ip helper-address 10.1.100.10
1

interface V1anl00

ip address 10.1.100.1 255.255.25
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