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ZMDHA FTIL, Cisco Identity Services Engine (ISE) v b7 v 7 70455 L%EEFTL T Cisco ISE /N\— K
DIF7 TISATUOREBRBIDVREBEHRET DHEITOVWTEHBALFET, Cisco ISE # TiEX V=124
EMBT TIATVRITA VR P—ILVEHTREBENFETH, WEBT7ITSATUREBA VA ML (F
FIEBA A=) TABENELLIENHBYET, CONVY— A FESEEHE L THEATEE
Y. ROIET., BAEZEBZE-STHHALES,

YN TYT FAFTATDET

ISEIFREBTIICESIKFH LA VR ML TEIDBELNHYET, 1 VXA F=ILIZIE2 DDFIELAHY
*9,

o FIEL-ISEISOA A—CHhDT—rT 5
o FIE2-4A R =)L TOERFHEL, ARL—TFT 4T PRTLAELVISE7 T r—
SavEAUARAMILT S

Vmware DEREAEDEFMIZCDLNTIX, [Cisco Identity Services Engine Hardware Installation Guide] @
l'nstalling the Cisco ISE System Software on a VMware Virtual Machine] #ZHB L T =&Y,

FIBELE2AETTHE A VA= —HHHLET, 1 VA M—ILEZBRLTETTHAIIC. &Y
by T EATOTERTIHARENHYET,

FIE 1
Y TPV TERTTAIZIE. ROFIEEZEFTLET,
AFYF1 lse-l Py arvy—ilzasd4 o LET,

Please type “setup’ to configure the appliance
localhost login:

ATvF2 o4 7OV TbTsetup EAAL, By Ty T ERBLET,
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Enter hostname[]: ise

Enter 1P address[]: 10.1.100.21

Enter 1P default netmask[]: 255.255.255.0 Enter IP default gateway[]: 10.1.100.1 Enter default DNS
domain[]: demo.local Enter Primary nameserver[]: 10.1.100.10 Add/Edit another nameserver?Y/N : n
Enter Primary NTP server[time.nist.gov]: ntp.demo.local Add/Edit secondary NTP server?Y/N : n
Enter system timezone[UTC]: <return> Enter username[admin]: <return> Enter password: defaultlA
Enter password again: defaultlA Bringing up network interface...Pinging the gateway. ..

Pinging the primary nameserver ...

Do not use “Ctrl-C” from this point on...Appliance is configured

Installing applications...Installing ise ...

Generating configuration...

=== Initial Setup for Application: ise ===

Welcome to the ISE initial setup.The purpose of this setup is to provision the internal ISE
database.This setup is non-interactive, and will take roughly 15 minutes to complete.Please be
patient.

Running database cloning script. ..

Running database network config assistant tool.._Extracting ISE database content...

Starting ISE database processes...Restarting ISE database processes...Creating ISE M&T session
directory...Performing ISE database priming...

Generating configuration...Rebooting...

NAD— R R O—HBRMICIEE SN TULET AN, defaultlA D/SRXRT— FABEREL E T, &Y
7T EET LR, A VA M—IDBETTEETH IS DREMINY FET, RX F&HEDNS K
A VBICEITRTUINNXFEHERAT LI L ZH8HLET (LALBATEHYELEA) . D
ISE % Active Directory FA A VIZEMEEEIFETHNIE. KRR FEZE IS5 XFLUTICLTLEE
LY

ATYT3 Y bNTFYTHFAT7ATEETTDE, A VA M=ILHKRITL., RERICBEFHLET ., XD
A4y FavTrARERESND E. 1 VR M—IILIFETTI,

ise-1 login:

NTFIRLIFEDLYTT,

FIlE 2
Yy FPYT EETITBICIE. KOFIEEZEFTLET,
ATvFT4 Y FTYTRBIEEEShEILTUYYILEFERLTRYSAVLET,

VMOV Y— LAV B —T 1A REFRALTISECLIANDT7 YR ZE#H1TT5HZ 3. Secure Shell
(SSH) 7B b EFERTH LI TEET, MET IS4 T AT, DU T R—bFERLIEF—HKR—
FELUVETAZFEALTISECLIIZZYEATEET,

AFYF5  showrun EAALTEY F7y TEHEEZHERELES,
ATvT6 YRS KFYEHRELET,

ISEYRSKYIF, ISEIZZ7A4IILEIE—LEY. ISENL T 7AILEIE—LIYTHDIZERATES
TJ74IL A ML—UBTY, CAHDYRS MYIE, NYyFEAVPISEZ YT L—KEEDSESE
HIBEICERTEET, £f-. BEDNY I 7 TOERT. YR— b NV FILOERGEELTRETT,
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RORIZSEFEIFEFRIVRD M) DEEERLET .
F 1. ISEUKRDH) 447

ISE YRS YRIM 54T
CDROM FAHEY DH
FTP
HTTP FAEY DH
HTTPS FAHEY DH
NFS

AFYFT7 ISETFTPURTS L) ERET S

ATv78

ATy

ATv T

ise-1/admin# config t

Enter configuration commands, one per line.End with CNTL/Z. ise-1/admin(config)# repository myFTP
ise-1/admin(config-Repository)# url ftp ftp.demo.local/

ise-1/admin(config-Repository)# user anonymous password plain admin@demo.local
ise-1/admin(config-Repository)# end

ise-1/admin# copy running-config startup-config

Generating configuration... ise-1/admin#

show repository A< > FZEFEAL T, ISENURD Y LBIETEDHILEHRALET,
1 FTPH—N\DT4 LI M) YR MIRTRENFET,

ise-1/admin# show repository myFTP
<file list>
ise-1/admin#

2F: COYUTIERETIE, FTIPH—N\BNEEEPC LIZHY., FTIPIR—L Ta4LI FUIE

<local directory>:\Configs T9,

ATvF9

FZIDEEANHAEEL TLAH L ZHRLET,

AFvF 10 Network Time Protocol (NTP) 354 <) H—N\ABRFEIn=EHX. ISE N NERLKRED

FFETY,

ise-pap-1/admin# sho ntp

Primary NTP : ntp.demo.local unsynchronized

time server re-starting polling server every 64 s

remote refid st t when poll reach delay offset jitter

Warning: Output results may conflict during periods of changing synchronization.

ATYF 11 2. 3PRIZ. ISEIENTP 54T H—NEREAT BIET T, ZFREYRZIE, EOBA

Y—NERBALENETRLET,
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ise-pap-1/admin# sho ntp

Primary NTP : ntp.demo.local
synchronised to NTP server (128.107.220.1) at stratum 5 time correct to within 459 ms

polling server every 64 s

remote refid st t when poll reach delay offset jitter
127.127.1.0 .LOCL. 10 1 5 64 377 0.000 0.000 0.001
127.107.220.1 .LOCL. 4 u 1026 1026 377 0.478 -866.81 60.476

Warning: Output results may conflict during periods of changing synchronization.

FEONTPH—NEDORBIET CIZIF TGS EABHY FEFT, ISEAO—AIIL 2O v S ENLTNTP

H—N\ERIRTLH5DIC10 905 15 DBEEEEITAEES TN EAHY FT,

ATFYFT 12 ISEARA—AILIIVICRABILI-ERENDEES (TESE) . NTP BRI #EE L TLY
BWIEZEZEKRLET,

ise-pap-1/admin# show ntp
Primary NTP : ntp.demo.local synchronised to local net at stratum 11

time correct to within 10 ms polling server every 1024 s

remote refid stt when poll reach delay offset jitter
127.127.1.0 .LOCL. 10 1 5 64 377 0.000 0.000 0.001
127.127.220.1 .LOCL. 4 u 1026 1024 377 0.478 -866.61 60.476

Warning: Output results may conflict during periods of changing synchronization.

FENTPYU—NEDORBIET CIZIFITHONEWNS ERHY FET, ISENAA—AHIL YOV ZENLTNTP
Y—N\EEIRTZDIC10 905 15 PEFEETNRIEZRSLBENWIELNHY FT,
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ISE Web GUI 7ot X

=

#& T Cisco ISEWeb R—ZANA VA —T A RIZAT AT B EEITIE, BRIMA VA R—ILENTULVSEE
MSA o ANMEREINET, BFIOETEF-. HTTPS NEMLY R— r R ITSHFDOHEFERT Db
ENAHYET, RYZa1TF7ITHEATEEBYIZCiscolISE 4 > X F—JL L 1= . Cisco ISE Web X— X
A —TARIZATAVTEET,

ISE &M Web £y ar AT 5

AJAVLTISEEDWeb 2y 3 UZMIRT AICIE. ROFIEZETLET,
ATYF 1  HTITPHAEMLITSOY D02 KHERE. http:/ise.demo.local ZS5BLET,

¥ . CO URL IFHTOEDY > FILBRIZESOTVET, T59FIZ7 R T BIZIE. http/i<host
name>.<domain name> Z{#E A L £ 9, HTTPS AE®% T 5 D HIL. MozillaFirefox 2.6 & 9, H&X U
Microsoft Internet Explorer 8 & 9 TY,

tyd gk, X177 CiscolSE A4S A4 > R— hitps://ise.demo.local/ladmin [T Z A4 LY FahFE
EIR

ATvT 2 A4 R=UT, 2y b7y THICEELEZA—YEENRNRT—FEAALET,
AFvF3 [ATA4Y (Login) 120 UvHod5BE, R2IZRTKSIZCiscoISEDF Y ¥ aih— KFAR
TENFET,

Gl mires— |

ST
CISCO

| [dentity Services
| Engine

Username | |

Password

Problem logging In?

B1. ISEWeb Q41>
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ZDHA FTIXISEFIBAZEDERM A%, B/ (CA) A ISE [CEIBAEARITT DA%, TDIAEEZ ISE
[SA4A VR M—ILTBAEIZDNTEHBALET, CiscoISEDA VA —ILEIZ, T4 FOBEERIIHA
ENEREINET, BCELRIHEEFY Y TILOTERICIE+HS TT M, Cisco ISE ZEREBIBETHERAT
LIGEICIEHFEY BENDTEEEA, ISELDBELXZHRET DHICIE. TORENRIMEEDEDTHLHH.
ISEDEE (ISEOWeb A VA —T A REFRALIERELE) OHTHAHICEH ST, X509 FEEAE
LEBAERSAM F—UFHRELT, EXAMESIEEZENCTILELHY FT,

F BZIRSISFIBAEDREICIBOTEETYT, NTPEZY TITRELCE, BEIUVELWEETHSZ
EEHELTLESLY,

Cisco ISE MIERL - SEBAE L CA DIEFE

B EDF— 2T, SIAZEERMER SN DHIC, Fz—U2RZEEICA VR— T E2BEND

UES,

ATvF 1  Cisco Identity Services Engine ICR 4 4 > LT, [BIE (Administration)] # 7€ v Y LET,

ARTYT 2 AZa—N—OD[VATL (System) 1V 9 %FH 1)y LT, [FEAE (Certificates) ] Z:#EiR
Lij-c

‘th Identity Services Engine L L R Y =~ Administration

* System » Identity Management  » Network Resources » Device Portal Management  pxGrid Services » Feed Service » Pas:

Deployment  Licensing  ~Certificates  » Logging  » Maintenance  Upgrade  Backup & Restore  » Admin Access  » Settings

<]
- Certificate Management Certificate Signing Requests
Overview Generate Certificate Signing Requests (CSR)
System Certificates A Certificate Signing Requests (CSRs) must be sent to and signed by an external authority. Click "e:
authority. After a request has been signed, click "bind" to bind the reguest to the signed certificate is
Endpoint Certificates
Trusted Certificates S View  grExport | ) Delete Bind Certificate
OCSP Client Profile [] Friendly Name Certificate Subject
Certificate Signing Requests N

Certificate Periodic Check Settin...

BE2. FEBAZE (Certificates)

ATYFT 3 ENRRILHS[EEBAZERER (Certificate Signing Requests) ] ZEIRLET,
RATvT 4 [GIAZEEBLERDLER (Generate Certificate Signing Request) [/RZ &4 ) vy LET,
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Certificate Signing Request
Certificate types will require different extended key usages. The list below outlines which extended key usages are required for each certificate type:
ISE Identity Certificates:

Multi-Use (Admin, EAP. Portal, pxGrid) - Client and Server Authentication
Admin - Server Authentication

EAP Authentication - Server Authentication

Partal - Server Authentication

pxGrid - Client and Server Authentication

SAML - SAML Signing Certificate

s e s s

ISE Certificate Authority Certificates:

+ |SE Root CA - This is not a signing request, but an ability to generate a brand new Root CA certificate for the ISE CA functionality.

+ |SE Intermediate CA - This is an Intermediate CA Signing Request.

+ Renew ISE OCSP Responder Certificates - This is not a signing request, but an ability to renew the OCSP responder certificate that is signed by the
ISE Root CA/ISE Intermediate CA.

Usage

Certificate(s) will be used for |Multi-Use v | f4. You can use a single certificate for multiple services, but
" doing so is not a recommended practice. Rather, you

should obtain individual certificates specifically for each
service (for example, one certificate each for Guest
Portals, EAP, and pxGrid).

Allow Wildcard Certificates  [[] @

Node(s)

Generate CSR's for these Nodes:

Node CSR Friendly Name
ise1 ise1#MUlti-Use
Subject

Common Name (CN) | $FQDNS | i

Organizational Unit (OU) | |

Organization (O) | Cisco |

City (L) | |

State (ST) | |

Caun )

Subject Alternative Name (SAN) - | DNS Name =] [ise1.sec.ocal i

" Key Length |2048 i

* Digest to Sign With | SHA-256 hl

Certificate Policies |

|' Cancel |
H3. FFRAZEELERDER (Generate Certificate Signing Request Panel)

¥ : Subject Alternative Name (SAN) i3k~ « —JL FINMDNS%& . ZFE71=(%Common Name (CN) D 7 4+ —JL K
[z, ISE/ —FOFANEZEATWARLELRAHY EFT, VML Fh—FIIBAZEZFERAT S L3 TEET,

¥ : CiscoISETIE. &I (Admin) . 25F (EAP Authentication) . /R"—#%JL (Portal) LB ENEREY—E X
DR ATHAZEEAICIEET DA ENTEET, BHOY—EXTEH—OHRBIIHAZEEFES &£
BETI A, EREENHETT,

ATv75 Node(s) DIEE T, WEDISE/ —FIZFzvIEZANTET,

o >

Cisco Systems © 2016 IN—Y
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ZRTv7 6 Subjectd & USubject Alternative Name(SAN) ISEHIHEZ AN LET, [EEBAZDH4S (Certificate
Subject) 1 74 —JL FIZ$FODNSDEFICLTHEET,
AF9F 7 [EE (Submit) 1/REVESV YV LET,

Successfully generated CSR({s)

Certificate Signing request(s) generated:
isel#Multi-Use

Click Export to download CSR(s) or OK to return to list of CSR(s) screen

[ Export JIETH

4.

AFYFT8 [THRKR—Fb (Export) |U2H %YV LET,
ATYT9  pem T 7AW EHEIZT Y R TEIIEHICRELET,

CA JL—FEEBAEZESA Y A—FL. SERAEEZHKITT S

AFvF1 CAZSBELZET,
ATvF2 [CASIBAZE. FIBAZEF I —>. Ff=(XCRL 24> O— K (Download a CA certificate,
certificate chain,or CRF) & WS Y Vo EH vy LET,

X : Z 2 TIE Microsoft CA AL E9 ., LI=A > T, http://ad.cts.local/certsrv/ 5B L ET, X THEHA
ENBHCAICEST, FIAZERDFIRIFEL Y £9 ., Microsoft CA ZEHI H15HE (X, Internet Explorer
FERATDHELYRL—XIZHEENED Z LA >TLET,

Microsoft Active Directory Certificate Senices — cts-WIN-ADBERRISLER-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your
identity to people you communicate with aver the Web, sign and encrypt messages, and, depending upan the type of certificate you request,
perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to
view the status of a pending request.

For more information about Active Directary Certificate Services, see Active Directory Cerfificate Senvices Documentation.

Select a task:
Request a cerlificate

View the status of a pending certificate request
| Download a CA certificate,_cerfificate chain_or CRL

E5. CAZIBRZENSHrO—K

ATvF3  [CASIEAZEM A o> O— K (Download CA certificate) 122 v LE3,
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Microsoft Active Directory Certificate Services - cts-WIN-ADBERRISLER-CA

iy
Download a CA Certificate, Certificate Chain, or CRL

To trust cerificates issued from this cerification authority, install this CA certificate chain.

To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method.

CA certificate:

Current [cts-WIN-ADB6RRISLER-CA

Encoding method:

« DER
~ Base 64
Download CA certificate
Download CA cerificate chain
Download latest base CRL
Download latest delta CRL

B6. [FEBAE (Certificate)] & [T a—K A= (Encoding Method)] ##IRLET

RATVF4  CORREREINfz cor T7AIINE, T ERALOTWERICREFELET,

CiscoRRA M 759 F 4R : 774 JLICIE RootCert.cer % &, BIEDEZRIZFITET,

ATvF5 HALEEOD[F—L (Home)]Z#2JvoLET,
ATFvT6 [EIBAZHEERT S (Requesta certificate) 122 v o LET,

Microsoft Active Directory Certificate Services — cts-WIN-ADBGRRISLER-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a
certificate, you can verify your identity to people you communicate with over the Web, sign and encrypt
messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or
certificate revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Ceriificate Services
Documentation.

Select a task:

Request a ceriificate
View the status of a pending certificate request

Download a CA certificate, cerificate chain,or CRL

B7. FEAEEERT D

ATFYF 7 [FEAZEDEROFFMERT (Advanced certificate request) ]2 ') v o LET,
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Microsoft Active Directory Certificate Services — cts-WIN-ADBGRRISLER-CA

Request a Certificate

Select the certificate type:
User Certificate

Or, submit arfadvanced certificate request |

8. FIBAZMERDEEMELE (Advanced certificate request)

ATYFT8 [R—R64IT2a—KFCMCFEIEPKCS#10 77 A ILZERA L CIEBAEZEERZXET SH .
R—RX64TO—FPKCS#T 774 ILEZHERAL TEHRERZEET S (Submit a certificate
request by using a base-64-encoded CMC or PKCS #10 file, or submit a renewal request by using a
base-64-encoded PKCS #7 file) 1 & WS A T a v E&EIRLET,

Microsoft Active Directory Certificate Services — cts-WIN-ADB6RRISLER-CA

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options to:

Create and submit a request to this CA.
Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a renewal request by using a base-64-encoded|
PKCS #7 file.

B9. EEFAEZEDERA T avmER

ATYFT9 AERFLIIFEEDTIFANITA2ZFERALT, FIE2 TRELz pem 77/ LEREE

ERS
ATYFT 10 774 ILOAREREZRFARTL T, [RE (Edit) ][ E— (Copy) 1 %#&EIRLET,
—ioix]

—-—-—-BEGIN CERTIFICATE REQUEST-----MIICwjCCAa0CAQAWGDEWMEQGAJS
EST-—-—-

E10. FFEAEMOIE—

ATYF 11 FEBZEER®D pem 774 ILDODRNEE CA D42 FoD [REFHAER (Saved Request) | T+
ARy RIZBBYFITES, [BEAZEDT > T L— bk (Certificate Template) ] (& [Web H—
/N (Web Server) 1ICERET 2L ELHY ET,
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Microsoft Active Directory Certificate Services — cts-WIN-ADBERRISLER-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificat
generated by an external source (such as a Web server) in the Saved Request box.

Saved Request:

‘I

HOoWdVED] JkOdBnveeUzTXYaindQJdxe JEF,/HxeSE ﬂ -
Base-64-encoded |mliXVEEVrEXz=0ni 6L1UVEIPEkiLEMZogT7TanSm2: ‘
certificate request [42h6t5/gr4euWLFri4XvaMwayDgOGoK94kTZaDTn

(CMC or nnewtgd4i3h38vwtNeDICEMNggl 70JGUEBRthZe0k2
PKCS#10ar  |-———- END CERTIFICATE REQUEST-————
PKCS #T): | -
4| | 3
Certificate Tenpplates
|Weh Server j

Additional Attributes:

Attributes: e
L] »

E11. FEBAZEERDZEIE

RAFYF 12 Cisco ISE EEBA VA2 —T 14 AT, [EHE (Administration) ) > [ AT L (System) 1> {GE
BRE (Certificates) } > [{ERE SN T=FEBAZE (Trusted Certificates) ] EBELE T,
ATYF 13 [4 VR —*k (mport) 1%V vo LET,

‘Uuth Identity Services Engine Home  »ContextVisbity  » Operations  » Policy [t i

~System b |dentity Management  » Network Resources  » Device Portal Management  pxGrid Services b Feed Service

Deployment  Licensing  «Certificates  » Logging  » Maintenance  Upgrade  Backup & Restore  » Admin Access »

(<]
~ Certificate Management Trusted Certificates

Overview J Edit  JeImpart | @Export | M Delete O View
System Certificates [ Friendly Name « | Status Trusted F
Endpoint Certificates [ Baltimore CyberTrust Root Enabled Cisco Ser
" . n Endpoint
Trusted Certificates ) Cisco CA Manufacturing © Disabled Infrastrut
. . Endpoint
OCSP Client Profile O cisco Manufacturing CA SHA2 Enabled Infrastrus
i iani [ Cisco Root CA 2048 @ Disabled  CrdPOINE
Certificate Signing Requests Infrastrut
- - . ; Endpoint
Certificate Periodic Check Settin. .. O cisco Root CA M2 Enabled Infrastrus
[ DST Root CA X3 Certificate Authority Enabled Cisco Ser

» Certificate Authority
®12. EEBAEDAR—k

ATYF 14 FIE3DRATY T3 TRELZCAIL—IFEEEZSEBLET,
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RATYF 15 (95472 MEBEE L SyslogD{E4E (Trust for client authentication and Syslog) | &S F T v
IRy I ZAEFIRLTH L TREAENRFDOKRIET S (Validate Certificate Extensions) ] @
Fruv IRy REERLET,

‘dih \dentity Services Engine Home  » ContextVisbilty  » Operations  » Policy PRECLLL il  Work Centers

-~ System b ldentity Management  » Network Resaurces » Device Portal Management  pxGrid Services » Feed Service » PassivelD » Threat Centric NAC

Deployment  Licensing = Certificates  » Logging  » Maintenance  Upgrade  Backup & Restore  » Admin Access b Settings

(<]
~ Certificate Management Import a new Certificate into the Certificate Store
* Certificate File | Choose File ' Mo file chosen
Overview
System Certificates Friendly Name | Root Cert
Endpoint Certificates Trusted For: ;
Trusted Certificates Trust for authentication within [SE

OCSP Client Profile L
Trust for client authentication and Syslog

Certificate Signing Requests
Trust for authentication of Cisco Services

Certificate Periodic Check Settin. ..

» Certificate Authority Validate Certificate Extensions

Description |
B (ol

E13. EAP-TLS [Z&B{E%E

ATvF 16 [E{T (Submit) 1 &2 v o LET,

FLL\O—AILEERAE DA A —)L

CAJL— FIAEXEETE-DT., RICEBCELIHAEZS CARTOIHAEZICRMYB A, &7 LI-IIHE

FEHEXR (CSR) #HIBRLET,

AFvF 1 [EHE (Administration) ]> [ AT L (System) ]-> [REBAZE (Certificates) | > [(IBAZERE
3K (Certificate Signing Requests) ] IZ##A. FEITLCSRIZF T vV Z AN TH S [EERAZED /N
4 > F (Bind Certificate) 12 ') v LET,

‘el Identity Services Engine Home  » ContextVisblity  » Operations  » Policy [l

- System | » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services

Deployment  Licensing  =Certificates  » Logging  » Maintenance  Upgrade  Backup & Restore b,

<]
7 L Certificate Signing Requests
Overview Generate Certificate Signing Requests (CSR)
System Certificates A Certificate Signing Requests (CSRs) must be sent to and signed by :
authority. After a request has been signed, click "bind" to bind the requ
Endpoint Certificates
Trusted Certificates s View  glrExport | M Delete | Bind Certificate |
OCSP Client Profile [ Friendly Name 4 | Certificat
Certificate Signing Requests ise1#Multi-Use Ch=isel.

Certificate Perindic Cherk Settin

X14. SEBHED/NNAUF
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ARTYF2 CiscoISE RIZCAICKYRITINIGAAEEZSELET, [BE (Admin) ] B & U [EAPERIE
(EAP Authentication) ]DF Tz v IRy I R EEIRLET,
AFvF3  [EIE (Submit) 1ZHUVwH LET,

‘il Identity Services Engine Home  » ContextVisibilty — » Operations b Policy [ERFYEAITSIT

-Systemn | » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » PassivelD  » Threat Centric |
Deployment  Licensing  ~Certficates  » Logging  » Maintenance  Upgrade  Backup & Restore  » Admin Access b Seftings
—

(<]
~ Certificate Management Bind CA Signed Certificate

Overview * Certificate File = Choose File | No file chosen

System Certificates

Endpoint Certificates Friendly Name | ISE cert

Trusted Certificates . " - -
Validate Certificate Extensions i

OCSP Client Profile

Certificate Signing Requests
Usage

Certificate Periodic Check Settin...

V] : authent t P
} Certificate Authority Admin: Use certificate to authenticate the ISE Admin Portal

EAP Authentication: Use certificate for EAP protocols that use SSLITLS tunneling
O pxGrid: Use certificate for the pxGrid Controller
[ Portal: Use for portal

E( concel |
E15. CA ZEZMNEIAED/NAUROERE T
X : Cisco ISE—/NER LARR FBADFFLV-FIBAZZERER (CSR) R LA -1=15E (F=lE. RLCF
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