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External RADIUS Servers
RADIUS Server Sequences
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MAC Managers

2. DYL—TDFEHF—av

Cisco Systems © 2015




wl el )l
REVTICADEMH (AR CIISCIO .

2TFvT 3 ID I A—FEVERLET,

ZOHFITIL, ID 7 /V—7"% [Employee | 2\ D4 FIZLE T,
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"
Identity Grou,
o Identity Group
(- 4]
= i o *Name  Employee
¢"E = e
» 5 User identity Groups Description ‘ Default Employee User Group
* [ Endpoint Identity Groups m ‘ Reset |
Member Users
Usars Selected 0 | Tol2 6
Fadd v X Delete ~
Status « | Email Username First Name: Last Name
+ [ BEnabled 0 test
* O Benabled  test1
J

3. a—HIDIIL—T

Employee 7 IL—FD1—FDER

ATv7 1 [ (Administration) ] 2 [ID?D% #E (Identity Management) ] = [ID (Identities) ] = [==—¥ (Users) ]
DNEICEEIL £77,
ATvF 2 [BM(AAD) ] 227V LET,
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{ Network Aocess Users = test
Identities
¥ Network Access User
K )
G~ - = Name Etest |
5 Users 2 Status Enabled ~
[ Endpoints : -
| Latest Metwork Scan Results ) Email |
* Password

* Password | R |

* Re-Enter Password | [ |

¥ User Information

First Name | |

Last Name | |

» Account Options

Description | Cisco123 - engineering by avi - don't delete
Password Change [ | Change password on next login

* User Groups

|Ernpbyae

DR | Reset |
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ATvF 3 EFRICARTEMTET, ZofITiE, BRI Dotlx | EWVIOA RTEFEELE T,
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R4 >k (Internal Endpoints) ] & [PNi8—— (Internal Users) | Z3&R L F7°,

# Home Operations ¥  Poliey ¥ Administration v

<" System S Mdentity Management B Metwork Resources | ‘Web Ponal Management

Iderlities  Groups  Extemal ldentity Sources | Idenlity Source Sequences | Setfings

Identiy Source Sequences List = Dot
Identity Source Sequance

= ldentity Source Sequence

*Name [ popye
Deseriplian

= Certificate Based Authentication

[[] Select Certificate Authentication Prafile

* Authentication Search List

Acsel of icerity sources thal will be accessed in sequenca wnlil firs! authenlication suoceeds

Available Salected
Inbarnal Endpaints AD
Imerral Users

€,
<

* Advanced Search List Settings

Sedact the action 1o be pardormed il a seecled idantity store carnol ba accessed for authenlication
@ Do ot accass olbar slores in (ke segquence ard sel the “AuthenlicaticnStalus® attibule Lo "ProcessErroe®

(7 Treal as if the user was nol found and procead Lo the next slore in the sequencea

EXS | rese |
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TINAR R—FILDERTE

RATYT 1 THRARAR—ZVEANTT DI, [ EE (Administration) ] > [WebAN—4 /L4 1 (Web Portal
Management) | = [#% 7€ (Settings) | = [H 77 DT 731 A (My Devices) | 2 [ —#/L D&% E (Portal
Configuration) ] ZERL £,

’;‘: System %‘? Identity Management _
Deployment Identities htﬁ
ngs
Licensing Groups g
Certificates External Identity Sources O ]
_ _ | General
Logging Identity Source Sequences
Maintenance Settings [ Smnml‘
Admin Access [ web Portal Management
Settings Spansor Group Policy w | lh'ﬁ" DE""IEEE
i Network Resources Sponsor Groups o
Network Devices Settings i= Authentication Source
Metwork Device Groups poE=
External RADIUS Servers —_ Lﬂngua‘ge TEmplatE
i ;= Portal Configuration
SGA AAA Servers
NAC Managers [ ey

7. TINMRR—=EILDFES—L 3>

RATVT 2 TAARR=ZIINIT 7NV THNI>TOETR, [HDT SAR] DIR—F VB FLAL— A~
FTES =L T, AN TWAZ LA MR TTEENY,
2Fv7 3 [BIM(ADD)] #2Uv /L%,

My Devices Portal Settings

General
Enable My Devices Portal

Acceptable Use Policy
Enable the Acceptable Use Policy link  Reminder: If the AUP link is enabled, please set the AUP text on all the appropriate My Devices Portal language templates.

Device Management
* The maximum number of devices to register I:I (Valid Range 1 to 20)

Help Desk

Email Address | imbashir@cisca.com |

Phone Number | 4085264000

B | reset |
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ATv7 1 [ (Administration) ] = [ID% # (Identity Management) ] = [ID>— AJIJF- (Identity Source
Sequence) | ZB®INLE T,
2TFvF 2 [BIN(Add) ] Z7Vv s LET,

=% System Il 1dentity Management
Deployment Identities
Licensing Groups
Certificates External Identity Sources
Logging H Identity Source Sequences
Maintenance Settings
Admin Access [t web Portal Management
Settings Spansor Group Policy
i Metwork Resources Sponsor Groups
Metwork Devices Settings
Metwork Device Groups
External RADIUS Servers
RADIUS Server Sequences Identity Source Sequence
SGA AAA Servers
el Mo JEdt |efeadd | Ey0ouplicate | 3 Delete
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! Identities !

Groups External Identity Sources | |dentity Source Sequences | Settings

Identity Source Seguences List > MyDevices_Portal_Sequence

Identity Source Sequence

¥ Identity Source Sequence

" Name |MvDevic Portal Seguence

Description | a Byilt-in Identity Sequence For The My Devices Portal

¥ Certificate Based Authentication

[] Select Certificate Authentication Profile

¥ Authentication Search List

A set of identity sources that will be accessed in sequence until first authentication succeeds

Available Selected
Internal Endpoints AD1
Internal Users
()
(K

¥ Advanced Search List Settings

Select the action to be performed if a selected identity store cannot be accessed for authentication
() Do not access other stores in the sequence and set the "AuthenticationStatus” attribute to "ProcessError”

(®) Treat as if the user was not found and proceed to the next store in the sequence

Save Reset

10. IDV—RIEFEDHRTE

T A R—BIVIEF DERE

FAN IR—=Z IR =T ORGEHEH T 20T, 774V DT AR R—2)VIAFIZ Active Directory Z B 1952 &3
BEETT,

A R—2JVIEF DEEE

ATvF 1 [EF (Administration) ] 2 [ID% #E (Identity Management) ] = [ID>— AJI&F (Identity Source
Sequence) ] Z#INL £7,
ATY7 2 [Guest Portal Sequence] Z#FEL T,
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Logging Identity Source Sequences
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Settings Sponsor Group Policy
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Network Devices Settings
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External RADIUS Servers IdEﬂtltf Source SEQI.IEI'IEE
RADIUS Server Sequences
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NAC Managers JEdit | ofepdd  [yDuplicate | 3 Delete
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ATv7 3 [Guest Portal Sequence] (Z Active Directory ZiEBL £9,

Identity Source Sequenoces List > Guest_Portal _Sequence

Identity Source Sequence

* Identity Source Sequence

MName | giest Poctal_Sequence |

Description | s guilt-in Identity Sequence For The Guest Portal

* Certificate Based Authentication

[} Select Certificate Authertication Profile

* Authentication Search List

Aset of identity sources that will be accessed in sequence until first authentication succeads

Availabla Selacted
Internal Endpoints Internal Usars
AD1

* Advanced Search List Settings

Select the action to be performed if a selected identity store cannot be accessed for authentication
() Do not sccess other stores in the sequence and set the “AuthenticationStatus” attribute to “ProcessErmor”

() Treat as if the user was not found and proceed to the next store in the sequence
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Vamu R =ML T AR =TS VAT ALY TV Fad r A N T ae Ve S P — R a3
FLET,

D547V FREDa=V T RYS—DERL

ATV 1 AT T B TFVH s T T AVEERLET, [RU— (Policy) ] & [RV —Z 5 (Policy
Elements) ] = [/& 5% (Results) ] IZBEIL £,

ATwT 2 [/TA4T 7 aeYa=17 (Client Provisioning) ] = [V>/—A (Resources) ] Z7U> 7L E7,

ATv7 3 [BM(ADD)] #27Uv7LET,

o Results

[2) Authentication [ _,O]
[®] Authorization

[ Profiling @' E £
[® Posture

: * || Authenfication
&) Client Provisioning — i
¥ || Authorization
l;; Security Group Access

Egress Palicy * [ Profiing
Network Device Authorization » || Posture
 Policy Elements ~ [ Client Pravisioning

Dictionaries - .
i= Resourcesf:

Conditions

Results » || Security Group Access

13. 9547 hFOEYIZY JY—ADFES— 3>

RAT4T BTV AhUE TATFAILDLRIIEE

ATV 1 F_A—T 4 VAT LEEIRLET,
E: TR TOFN—FT 47 AT LKL T 1 DOV FVH s Fadr AV ERE TCxET, =77
L. ZORF2 AN THBLETD, TN —F 407 S AT AT LIC B AT ue Va= 7 HiEx s
ETHIELTEET,

ATYF 2 [#EKi¥ (7 (Connection Type) ] ELC [H R (Wired) ] £721% [V AT LA (Wireless) | Z#IRL E5,

RATYF 3 UAYLALAN AV hr—J DR EINES T, RFEDOVAYLASSID # ASILET,
ATy 4 [FFarsn s 7 bzl (Allowed Protocols) ] (2, ZZ CILIPEAP 23R L £,
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Mative Supplicant Profile = PEAP-MSCHAPv2

Native Supplicant Profile

“Name | PEAP-MSCHAPY2

PEAP-MSCHAPYVZ

Description

* Connection Type  [_] Wired

Wireless

*3SID [ BYOD-Datlx |

Security | WPA2 Enterprise v]

* Allowed Protocol | PEAP -]

¢ Optional Settings

Save Reset

14. 5470k TAEDa=Y YY—ADFES —ay

9S54AF: FAEDI=V S RS —(CPP) DERK

ZOFINETIE, i0S BEO Android T A AHDRAT 4T T VDR ETHIDDITAT s T ueva=r 7 R —

ZERRLET, EHIT, Windows 3L Mac OS X DHFYUH L MIxtT 5 CPP #{ERk T 5288 TXET,

27v7 1 Windows BLOMAC OS X OV FVH b 4P —RE2L 0 n—RLET,

ATvF 2[RV —(Policy)] — [RU—H5 (Policy Elements) | > [#& 5% (Results) ] 2 [/ 74T b7 rE Vs
=27 (Client Provisioning) ] = [V/—* (Resources) ] Zi®IRL F 7",

ATv7 3 LMo [BI(ADD)] &2V v 7 LET,
ATvF 4 [CiscotrhDT— xR —Z (Agent resources from Cisco site) ] Z IR L F 7,
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ZOBITIX, WinSPWizard 1.0.0.15 38T MacOsXSPWizard 1.0.0.999 Z &R L L 7=,
Download Remote Resources...
[ Name & | Type Version
[] MacOsxAgant4 9.0 652 MacOsXAgant 4.9.0652
[ MacOsXSPWizard 1.0.0.3 MacOsXSPWizard 1.0.03
[ MacOsXSPWizard 1.0.0.6 MacOsXSPWizard 1.0.06
[[] MacOsXSPWizard 1.0.0.7 MacOsXSPWizard 1007
[ MacOsXSPWizard 1.0.0.998 MacOsxXSPWizard 1.0.0.996
[ MacOsXSPWizard 1.0.0.989 MacOsXSPWizard 1.0.0.999
[] NACAgent 49027 MNACAgent 49027
[ NACAgent49.0.28 NACAgent 4.9.0.28
[T NACAgent 4.8.0.40 NACAgent 49.040
[] NativeSPProfile 1.0.0.0 NativeSPProfile 1.0.00
[ NativeSPProfile 1.0.0.1 NativeSPProfile 1.0.0.1
[ ] NativeSPProfile 1.0.0.2 NativeSPProfile 1.0.02
[ webAgent 4.9.0.13 WebAgent 49013
[ WebAgent 4.8.0.14 WebAgent 49014
[] WebAgent 4.8.0.22 WebAgent 49.022
[l WinSPWizard 1.0.0.12 WinSPWizard 1.0.0.12
15. RAT47 HTUAUk D4 —K A
RATYT 5 EEFOVTII N P REEIRLET,
Resources
JEdn  ofsAdd » [fyDuplcate | Y Delete
(] Name Type Varsion Last Update
[] MNACAgent4.9.037 NACAgent 449037 201200414 DE:38:31
] MacOsXAgent 48,0650 MacOs¥XAgeant 4.9.0.650 2012/04/14 06;38:37
[ CompllanceModule 3.5.528.2 ComplianceModule 34.6.8528.2 201200414 083841
[ ] wWebAgent 4.8.0.20 WebAgent 48020 2012004/14 DB 3848
[ MacDsXSPWizard 1,0.0,539 MacOsXSPWizard 1.0.0.854 2012/04/13 04:15:21
[ PEAP MNative Supplicani Profile Mot Applicable 2012M0412 23:21:35
[ winsPwizard 1.0.0.15 WinSPWizard 1.0.0.15 2012/04/18 00:568:10
[:| EAP_TLS Mative Supplicant Profile Mot Applicable 20120418 01:4507

16. RAT4T $TUhk 24 —FB

Apple i0S ADHS4F7 b FREDa=2F R —D R

ATYF 1 [RU—(Policy)] 2> [Z/T7A Tk 7rEYa=17 (Client Provisioning) ] Z &R L £,
AT9FT 2 HBO [T/ ar (Actions) ] = [HiBARU L —% LIZH A (Insert new Policy above) ] #27Vv 27L&,
ZAT97 3 AppleiOS CPP RV —AA1ERRKL £,

Rule Name

- |iCB

Identity Groups Operating Systems Other Conditions Results

| If| Any |and| Mac 05 All |and| Condition(s) |then| PEAP-MSCHAPY2 & Actions +

17. AppleiOS MUISAF7k TREDI=>S RY—
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ATvwF 4 Android CPP R — A ERRLET,

~ || android | [ Any |and | Android |and [ Condition(s) |then [ PEAP-MSCHAPY2 il Actions -

18. Android U347k FAEDI=2 Y RY—

RTFvF 5 (F7ar) :MAC OS X CPP RS —H1ERRLE,

| » [osx | 1] Any |and[ Mac osx |and | condition(s) |then [ MacOsXSPWizard 1.0.0.999 And PEAP-MSCHA. . 00 Actions *

19. OS X DHSAF7h FOEDI=VS R —

AFvT 6 (7 =) :Windows CPP RY S —Z1ERRLFT,

| = | [ windows | 7] Any |and [ windows... |and [ Condtion(s) < |then | WinSPWizard 1.0.0.21 And PEAP-MSCHAPv2 @ Adtons ~

20. Windows MY54F7>h FOES3=V 5 Ry —

7 : Windows & OS X ([ZIZIBIMOY T VB s TuaVa=F 7a77 A LnHOEd, 27V b heFEHE
D7 a= T HLTHITZOD Java N—ADT AP —R T, T 7T —hDO—# &L LT cisco.com 235X 72 —R T
XD

RIS —DETE
ZORESFIVATIE, VAT LA LAN 2 ha—F NI D ACL Z{ERRLET, 24T BYOD 47 Uh o MBI OEERED

Taeva=r 7 MIGERENTZ I TAT U NV AL T D722 % THEAL, 7 A AR T Ty 7Y AN B RS TN D5
BIERLET,

The Cisco Identity Services Engine IP address = 10.35.50.165
Internal Corporate Networks = 192.168.0.0, 172.16.0.0 (to redirect)

YFUhok FAEY3=> S ACL DRRE

ZOREYFVA T, VATV ALAN 2 hr—FWNIZ 1 D0 ACL Z{ERL £9°, Z4UL BYOD %7V b L UGERED
TueVa=r T HIGRINSNIZ I TAT NV AL IR T 572012, % CTHEHALET,

ATYF 1 [EX=2UT 1 (Security) ] > [77tAa hz—/ LY A (Access Control Lists) | (ZFEHL £,

ATYF 2 INSP-ACLJEWHOAFIOHT LY ACL 23BN £,
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K 1:9547>,% BYOD 720—A~YS ALY B=DT7HERX avka—/L YR+

Access Control Lists > Edit < Back Add New Rule

General

Access List Name NSP-ACL

Deny Counters a

Destination

Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction MNumber of Hits
0.0.0.0 0.0.0.0

1 Permit [ ! Any Any Any any  Outbound O B
0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

2 permit [ / 1ICMP Any Any Any  Inbound 0 [ -]
0.0.0.0 0.0.0.0
0.0.0.0 10.35.50.185

3 permit  / ! Any Any Any Any  Inbound ] [ ~]
0.0.0.0 255.255.255.255
0.0.0.0 0.0.0.0

4 permit [ / UpP Any DNS Any  Inbound 0 [ -]
0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

5 Permit [ ! upp Any DHCP Server Any  Inbound i} [ -]
0.0.0.0 0.0.0.0
0.0.0.0 192.168.0.0

& Deny ! ! Any any Any any  Inbound ] [ ~]
0.0.0.0 255.255.0.0
0.0.0.0 172.16.0.0

7 Deny ! ! Any Any Any Any  Inbound 0 =
0.0.0.0 255.240.0.0
0.0.0.0 10.0.0.0

8 Deny ! ! Any Any Any Any  Inbound ] [ ~]
0.0.0.0 255.0.0.0
0.0.0.0 0.0.0.0

9 Permit [ / Any Any Any Ay Any 0 [ -]
0.0.0.0 0.0.0.0

B 21.

RIZ.® 17 TD NSP-ACL [TDOUWVTERAALET,

N

H—I\DSISATIMNADTRTDT IMNIUR ST 90%HFRILET,

2. ’SITNLa—TFTAVT RIS, 54T UMDY —ISAD ICMP 428K bS50 9%HRILET (ChIZA T30 T,

3. Web R—%IL, HTYAVE BLVHEBRZEDOTOECI=V S JO—AIZ, 95AT7 VoY —N, 8LV ISE ADTRTD A/
DR NSO DEHFRILET,

4. ZBEIMRRAIC, 95AT UMDY —/NAD DNS 41/ UR SO0 9% HRILET,

5. IP PRLRAIZ. 9514 T UMDY —/NAD DHCP A /39K MSO4v 0% HRILET,

6. (ERUI—IZHLT)ISE NIFEALIRTB=HI2. 94T UMDY —N\ BEUBEIY—ZAADTRTDAUI/INIUR S
T4 EEEBELET,

7. (RERYI—IZIELT)ISE AYFALINTBEDIZ, 4S54T oY —N, BLUBEVY—ZAADTRTDAU/INIUR S
T4V EEELES,

8. (TERYI—IZIELTISE NS ALIRTB=0IZ, 94T oo Y—iIN BELKUBEIY—AADTRTDAUINIVUR LS
T4 IEEREBLET,

9. BRYDIS T vOEFTRTHAILET (FTav),
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TS5vH1 )X+ ACL DYERL
UAYL A LAN 2 h—FC, [BLACKLIST-ACL | WO & IO ACL Z1ERRL F97, ZiUuL, 77 v 7V ANMIBGFIN TS
T IRARZKLTCT 7B AEIRT 572012, 2 TRV —TEALET,

2: 7599 Rk ACL

Access Control Lists > Edit < Back Add New Rule
General
Access List Name BLACKLIST-ACL
Deny Counters 4]
Destination
Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction MNumber of Hits
0.0.0.0 0.0.0.0
1 Permit f ! Any Any Any Any  Outbound 0 B
0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0
2 permit / ICMP Any Any any  Inbound i [~
0.0.0.0 0.0.0.0
0.0.0.0 10.35.50.165
3 Permit  f / Any Any Any any  Inbound i [~
0.0.0.0 255.255.255.255
0.0.0.0 0.0.0.0
4 Permit  f / uUpP Any DNS any  Inbound ] [~
0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0
5 Deny / / Any Any Ay Any  Any 0 -]
0.0.0.0 0.0.0.0
22,

RIZ. X 18 M BLACKLIST-ACL [ZDW\TEBALE T,

HB—I\DSISATIMNADTRTDT IMNIUR ST 90%HFRILET,

FSTWNL 2—FAV T RBIZ, ISAT UMDY —INAD ICMP A28 UR FS5O495%HFRILET (ChidA T arT9),
TR Web iR—2)L R=DRIZ, 95AT oMo —/N BEWISE ADTARTDAUIINIUR b ST090%HFILET,
BHRMRRBIZ, 95AT Mo —/8AD DNS A2/ UK FS5T499%HFRILET,
BYDST190EFTRTEELET (A Tav),

AFYF 3 TUAYLALAN 2 ba—F T, INSP-ACL-Google | X\ )44 i ACL Z{ERL 3, 2L, Android
TNNA AT Va=r 7357010, TRV —CEHAINET,

o wh =
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3:Google 77+t X ACL

Access Control Lists > Edit

General

Access List Name MSP-ACL-Google

Deny Counters 0

Destination

Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction MNumber of Hits
0.0.0.0 10.35.50.165

1 Permit [/ ! Any Any Any Any Inbound 110 ﬂ
0.0.0.0 255.255.255.255
10.35.50.165 0.0.0.0

2 Permit [ ! Any Any Any Any QOutbound 114 [~]
255,255.255.255 0.0.0.0
0.0.0.0 10.0.0.0

3 Deny / / Any Any Any Any  Inbound 5 [+ ]
0.0.0.0 255.0.0.0
0.0.0.0 192.168.0.0

4 Deny ! / Any Any Any Any  Inbound 0 [~}
0.0.0.0 255.255.0.0
0.0.0.0 172.16.0.0

5 Deny / / Any Any Any Any  Inbound 0 [~]
0.0.0.0 255.240.0.0
0.0.0.0 171.71.181.0

& Deny ! / Any Any Any Any  Inbound 0 [~}
0.0.0.0 255.255.255.0
0.0.0.0 0.0.0.0

7 Permit / ! Any Any Any Any Any 3449 ﬂ
0.0.0.0 0.0.0.0

23.

RIZ, EEEDOED NSP-ACL-Google [IZDULTEREALET .

ISE ADFTRTDAVINIUR bS5 D49 0EHALET (COFIEEA T3> TE),

ISE DSDTARTDTIMAIUR bST4v 0% LET (COFIEEA TSIV TY),
TEOREBYITRICADTRTDAIINDOUR ST 0EEELET (RERID—IZIELTHRETEET),
TEORFHYITRICADTRTDAUIINIUR NS00I IBRLET (BERYO—IZIELTRETEET),
TEOREBYTRIMADTRTDAVIINDOUR FST9IFBELET (RERII—ICIELTHRETEET),
BYDITRTODRST1v0FHRILET (ZhIZ. Google Play I vt & IZHIBR SN FET A, Google Play HT =y FIBFTIZ
FOTEBIARMELHYET D TEIEL TS,

ERERBEIE. NS IILS a—T40FBIZICMP HEDTEEMT 5 EMTEET,

¥ :play.google.com D F% 7 A5 FIEDFEMIZ OV TIL, T8k B2 2R TLIEEW, BBEIZSEUT, M7 0
Va—T AT DIZODIZICMP 22 E DT BT 2T LN TEET,

ok wN =
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REERY S —DERSE

MBI —OWE

BETBIERIMFIZOVTLE 2—LET, ZHUIARV Y — DR EICE W TR THEALET, ZNHDE VMY R —ELEa—

LT, ARV —BEIESIV TRV RIETHTEL TWAZEE R L, L TH LRI — b SRTEHIIICLET,

ATYF 1 [RU— (Policy)] = [4:ff (Conditions) | > [FZFE (Authentication) | & [# & 44 (Compound
Conditions) ] 27Uy 7L %7,

Policy v EERSNGE G I Conditions

[ )
[2) Authentication Gr= = 8.
[#) Authorization ¥ | Authentication
BA Profiling ¥ ¥ Simple Conditions
B ¥ W Compound Conditions
I@d Posture “, Wired_MAB
[& client Provisioning . Wireless MAB
|;'d ) e, Wired_802.1X
=i Security Group Access 4, Wircless_802.1%
Egress Policy ., Switch_Local_Web_Authentication b
Metwork Device Authorization %, WLC_Web_Authentication E
v || Authorization
&% Policy Elements » £ profiing
Dictionaries » [ Posture
Conditions > b Guest
v || Common
Results

24. F.VAVLRIEEVNIIL RAYF Y E—RTORTARESNTULET,

ZAT97 2 [Wireless MAB] &V )4 FTOE A KA E 2—LE T,

“Radius:Service-Type Equals Call Check AND Radius:NAS-Port-Type Equals Wireless - IEEE 802.11"

X474V X MAB

Authentication Compound Condition List > Wireless_MAB

Authentication Compound Conditions

* Mame | Wireless_MAB |

Description

Condition Name Expression

| Radius:Service-Type () | | Equals v| [Call Check »|  AND

|Radius:NAS-Port-Typ() | | Equals = | | Wireless - I+ |

25.
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ZATvF 3 [Wired MAB|LVOZBTOEA AL E2—LET,

“Radius:Service-Type Equals Call Check AND Radius:NAS-Port-Type Equals Ethernet”

5 B#% MAB

Authentication Compound Condition List > Wired_MAB
Authentication Compound Conditions

* Name |'W'red MAB |

Description
Condition Name Expression
4 |Radius:5erviu&Type;' | | Equals v| | Call Check v| AND &,
[Radius:iNAS-PortTyp | [Equals  ~| [Ethemet | .
Save Reset

TIAILEDRYRNT—H THORAFERDIRET
ZOFINETIE, T7H5ND X T —7 TIRRIZHESIN TOWDBITOT BV EIZOW TR L £,

ATYFT 1 [RV— (Policy) ] > [RV—FE % (Policy Elements) ] = [#& % (Results) ] 227Uy 7L 9,
ATvF 2 [#EGE (Authentication) ] = [FF Al STV 57 bzl (Allowed Protocols) ] 2 [T 74 /V s % kT —2
7 72 A (Default Network Access)] 27V 7L %7,

K 6 T74Ib 2YNT—D THORADFTES— 3>

IR Administration v s

Results

|_—-,. Authentication [— P]
[®) Authorization
|4 Profiling @' E _E ':D?'
[2 Posture v [ Authentication
[& client Provisioning ~ ] Allowed Protocols
[= security Group Access {Cp Default Network Access T

Egress Policy

¥ | Authorization
Network Device Authorization

& Policy Elements > [l Profiing
Dictionaries » [ Posture
Conditions » [ Client Provisioning
Results ¥ || Security Group Access

F: OV ERENIRD AT — 2 ay DIz > TQNDBZEZfER L TEEW, ZiUE, FFrfshcnbd 7 ah=a
JUZDOWT, HEDPEHE LRI TNWDET 74/VE 2o hNT—0 T OB ADZ TV = I N 357280 T3, T 741
"OFAT P I MINE BRI TNVRNZE, BEORENRDAZY)— vayhe—HT D52 EaMRL TTEENY,
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7 T4 XY T—H THOER RYP—

Allowed Protocoks Services List = Default Network Access
Allowed Protocols

Nama | pafault Nebwerk Access

Descrintion | pyfaylt Allowed Protecs! Service

~ Allowed Protocols

[¥] Process Host Lookup
» [ Alow EAP-FAST
Authentication Protocols
» [ Allow PAPIASCI EAP-FAST Inner Methods
[ Allow EAP-MS-CHAP2
[ Detect PAP as Host Lookup [F Alow Password Change Retries [3 | (valid Range 1103)
O Asow GHAP @ Allow EAP-GTC
LI Alow MS-CHAPvI [ Allow Password Change  Retries (Valid Range 1t03)
O ASowMS-CH [ Alow EAP-TLS
+ [ Atow EAP-MDS ) UsePACs () Don'tUse PACS
[ Detect EAP-MDS5 a5 Host Lookup Tunnel PAG Tima To Live [0 | [Days -]
[¢] Alow EAP-TLS Proactive PAC update will ocour amar o of PAG Tima To Live has expired
I: Allow LEAP [¥1  Allow Anonymous In-Band PAC Provisianing
- [ Alow PEAP [#1  Allow Authenticated In-Band PAC Provisioning
[¥]  Server Retums Access Accept After Authenticated Provisioning
PEAP Inner Mathods || Accept Client Certificate For Provisioning
[ Allow EAP-MS-CHAPYZ [#]  Allow Maching Authentication
[ llow Password Chenge Retries 1| (Valid Ranga 0to 3) Machine PAC Time To Live [ | [wees [ -]
[  Allow EAP-GTC [¥1 Enable Stateless Session Resume
[7  mllow Password Change  Retries E| {valid Ranga 0 ta 3) Authorization PAC Time To Live | 4 | [Hows [-]%
[ Alow EAPTLS ] Enable EAF Chaining
. [ AbowEAP-FAST [71 Preferred EAP Protocel | LEAP

2] 26.
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ATvF 3
T AEBIORY > —ZLEDO FINE TR ESNET,

8 LRI —DERE

atfren]es
CISCO.

PRERY Y — DR EZXLE 2—LE T, IRODAZY—2ayMIV 7 7L A DO FERRARY Y — B a—

Authentication Policy
Define the Authentication Policy by selecting the protocols that ISE should use to communicate with the network devices, and the identity sources that it should use for authentication.
Policy Type (O Simple  (®) Rule-Based
« [[maB | :1F [ wired_MAB... { | allow protocols |Allowed Protocol : Default Networl) | and...
Default : Uuse | Dotlx &
i = || Dotix | +1f | wired_802.1X... <> | allow protocols | Allowed Protocol : Default Networl) | and... |4
Default : use | Dotlx b
Default Rule (If no match) : allow protocols | Allowed Protocol : Default Networl, | and use identity source : [ |nternal Users

n
P

‘éf Actions

42 Actions ~

OF  Actions ~

- Actions -

- Actions

27.

ATvT 4 MAB IZxT2R8FERY 2 —: 424 (Wired_ MAB OR Wireless MAB) ZiE 1L C<72&0,

X 9 MAC FBEE/ N1 /3R R1)S—

: » | [maB | -

Wired_MAB... | allow protocols | Allowed Protocol : Default Networs) | and...

-

¥ Add Al Conditions Below to Library |

Default Condition Name Expression

W | Wired_MAB o OR
| Wireless_MAB o

4o Actions -

-\éf Actions =

pe

Identity Source Details

Options
If authentication failed REJECT

If user not found CONTINUE
If process failed DROP
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lllllllll
CIsCO.

AT9FT 5 Dotlx (2T HFRAERY > —: Z4 (Wired_802.1X OR Wireless_802.1X) Z B JIL T7ZEWY,

X 10 802.1X R —

+ | [ Dot1x

| CIF | Wired_BOZ2.1X... allow protocols | Allowed Protocol @ Default Netwon and... o

! _Add All Conditions Below to Library

Default Condition Name Expression

¥ [Wired_B02.1X OR B,
# [wireless_802.1x @,

40f  Actions =

i Actions =

NarnF_iDo x_‘
Options
If authentication failed REJECT

If user not found REJECT
If process failed DROP

Identity Source Details x

ATFYT 6 T IV IDFREERIL —

1 T4 DEREERY S —

Default Rule (If no match)

: allow protocols |A||uwec| Protocol : Default Networ

| and use identity source : Internal Users

Identity 5c|urce| Internal Users |

Options

If authentication failed
If user not found

If process failed

Reject

-

Reject

-

Drop

-

Mote: For authentications using PEAP, LEAP, EAP-FAST or RADIUS MSCHAP
it is not possible to continue processing when authentication fails or user is not found.
If continue option is selected in these cases, requests will be rejected.

42 Actions -

28.

[CWAIEWSRRTORAIARYS—DEE
[ARY— (Policy) | = ["RV—Z5 (Policy Elements) ] = [## % (Results) | 27V 7L £ 9,

ATv7 1
ATvT 2
ATvT 3

[#F 7T (Authorization) | = [§F ] 7"~ 7 /L (Authorization Profiles) ] &R L £,
GEA(ADD) ] Z227Vy 27 LET,
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atfren]es
CISCO.

|4 Authentication
|®) Authorization

[ Profiling

|® Posture

[& client Provisiening

[; Security Group Access
Egress Policy
Network Device Authorization

& Policy Elements

Results
[ L]
= -

¥ | Authentication
- : Authorization
¥ [ Authorization Profiles £
(4 Blacklist_Access
Q Cisco IP_Phones
(& DenyAccess
(62 PermitAccess
2 WirelessCwA
&2 WirelessNsP
» [ Downloadable ACLs

=

| Iniine Posture Node Profiles

ATv7 4

Dictionaries ' P’“”W
¥ | Posture
Conditions ) .
¥ [ Client Provisioning
Results » [ Security Group Access
29. BETOTFAILDFES—Pay

[CWA | VIO RITOFR AT a7 7 A )V BINLE7,

Ha Web F8AE (CWA) 1d, T/ 3A 278 Web AR—4 /L LU THERE TE A EHIZL £9 (22 Tid, Cisco Identity
Services Engine) , H9: Web F2FE Tld. mac/dotlx DFRFEIZESTIZTAT U MILAY 2 ~v 7 hahE T,
Cisco Identity Services Engine X, Web U AL 27> aL aFATT DM ENHDHIEEH Ay T IR T T2 DFRRI7:
BMERLET, 7747 s AT —ar® MAC 7 RLA78 RADIUS H— M EH TR A (7272 LAt
DIYERF T AL TTRE) . B — TV E AL o ar BEEIRL Ay FIZ (MAB 2L C) AT —3ar %
FAILET A3, Web 1\774/775:1‘ BN~V EAVL TN BHIDDT 7 A VAR ELET,

Z—PRNF AN IR—F )~ d A F 58 FRBATEE (CoA) /L TAA Y F IR —ba U A4 B2 LR AIHEIC /R
UN %)ﬂ/l/ 1% 2 MAB wunﬁﬁ)%\éébjﬁT ISE IZ. #4125 Web ntu\nﬁnmﬁf%of;;&%ﬁifjbb\f LA
¥ 2 BIMEAE (@) VLAN OF[0Y TLREERIC) 2—PICE AT 220N TEE T, ActiveX 2R —RU M, 75

A7 PC

\ZIP 7R ZADFRFEIN 7L 22 SE 520 TEET,

il
CISCO  Identity Services

@ Home Operations v

Engine
Policy v  Administation v

v [ Authorization
~ [ Authorization Profles
@ Android
(G2 Biacdist_Access
2 cwa
& Cisco_IP_Phones
(@ DenyAccess
@ nse
(@ permitaccess
[ Dawnlozdable ACLs
» [ Iniine Posture Node Profiies
> (5 profiing
> [ Posture
+ [ Cllent Provisioning
» [ Security Group Access.

|5, Authentication @] Authorization [ Profiing [, Posture [, ClientProvisioning |, Security Group Access | 8, Policy Elements
Dictionaries Conditions Results
14 Authorization Profiles > CWA

Results
ion Profile

[ L]

e =E & fafame

Y Authantealty Description [ CyiA

* hccess Type [ ACCESS_ACCEPT [~]
« Common Tasks
(0 DACL Name
oA
] Vaice Domain Permission

& web Centralized

ACL | NSP-ACL

Redirect

Default | ~

O Auto Smart Port

O Filter-ID

w Advanced Attributes Settings

° [ [selectanitem o]

w Attributes Details

Access Type = ACCESS_ACCEPT
Airespace-ACL-Name = NSP-ACL

cisca-av-pair Hleﬂnecbal NSP-ACL

pair =

B | reser |

npf-sica-byod  admin  Logout  Feedback

30. CWA QRRARI7AI77/IL
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ATYF 5 [CWA_GooglePlay | L\ )4 HTDFR A 707 7 A Va8 £,

Android 7 A ATZOT a7 7 A VAL T, [Cisco Network Setup Assistant] 24 7> 0—R 3572912
Google Play ~D7 7t A% A[REICL £,

Authorization Profile

*Name [ cwA GooalePlav |

Description CWA

* Access Type | ACCESS_ACCEPT [ -]

¥ Common Tasks
("] DACL Narme
] VLAN

] Vioice Domain Permission

& Web Authentication Centralized v ACL | NSP-ACL-Google Redirect | Default | =

[ Auto Smart Port

[ Filter-ID

¥ Advanced Attributes Settings

Select an item

\
-
1

v

€

¥ Afttributes Details

Access Type = ACCESS_ACCEFT

Airespace-ACL-Name = NSP-ACL-Google

cisco-av=pair = url-redirect-acl=NSP-ACL-Google

cisco-av-pair = url-redirect=https://ip:port/guestportal/gateway?sessionld=SessionIdValuefaction=cwa

B [ Reset |

31. Google [C7HtRF B1=6HD Android i CWA 2RI JO774 )L

BRI AI77AIVIZEITER) O —FHEDLE 12—

ATYFT 1 [RU— (Policy) ] > [RV—% 5% (Policy Elements) ] = [#& % (Results) ] = [#F 7] (Authorization) ] >
[#F Rl 71774/ (Authorization Profiles) ] #27V> 27 L %79,
ATvF 2 [Blacklist Access] SV VOARIDT 07 7 AL ELE 2—LFET,
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Authorization Profiles = Blacklist_Access

Authorization Profile

* Name | Blacklist_Access |

Description | Profile For Blacklist.

* Access Type [ ACCESS_ACCEPT =]

v Common Tasks

) DACL Mame

[ VLAN

[ Voice Domain Permission
] Web Authentication

[ Auto Smart Port

[ Filter-ID

v Advanced Attributes Settings

|Ci5c{::l:i5tu—av—pair o | = |ur|—redirect=ht'tp5:,.f.fip:purtfrnydeﬁ’_; |

|Ci5c{::ci5cu-av-pair S | = |ur|—redirect—ad=ElLACKLIST—ACL o |

v Attributes Details

Access Type = ACCESS_ACCEPT
cisco-av-pair = url-redirect=https://ip: port/mydevices/blackhole.jsp
cisoo-av-pair = url-redirect-acl=BLACKLIST-ACL

| sve JEECH

32. JSyHYRRERITOI7AIL

B EL R EERE (Advanced Attributes Settings)

atfren]es
CISCO.

Cisco:cisco-av-pair = url-redirect=https://ip:port/mydevices/blackhole.jsp
Cisco:cisco-av-pair = url-redirect-acl=BLACKLIST-ACL

ATYT 3 INSPI LV FITOR A T a7 7 A /L ZBINLET,
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Authorization Profiles » NSP

Authorization Profile

Description |

* Access Type [ ACCESS_ACCEPT [~ ]

= Common Tasks

() DACL Name

) VLAN

() Vioice Domain Permission

® Web Authentication Supplicant Provisioning | ~ | ACL NSP-ACL

O Auto Smart Port

(] Filter-ID

SRR

¥ Advanced Attributes Settings

[select an item o=

« Aftributes Details

Access Type = ACCESS_ACCEPT

Airespace-ACL-Name = NSP-ACL

cisco-av-pair = url-redirect-acl=NSP-ACL

cisco-av-pair = url-redirect=https://ip: port/guestportal/gateway?sessionld=S5essionIdValue&action=nsp

B ( Recet |

33. RAT4T HTYAVr TOESIZUSRRTOTFAIL

EE Airespace ACL Name [ NsP-acL | %)79“/7L"C<7"fél/‘o
RTYFT 4 [NSP_Google | LWL FIDRR A7 07 7 A VAR LET,

Authorization Profile

*Name [ NSP Gooale |

Description ‘

* Access Type [ ACCESS_ACCEPT [~]

¥ Common Tasks

@ Web Authentication Supplicant Provisioning | ¥ | ACL MSP-ACL-Google

] Auto Smart Port
] Filter-ID

) Reauthentication
[T MACSec Policy

) NEAT

¥ Advanced Attributes Settings

Select an item v | = \ (™)

¥ Attributes Details

Access Type = ACCESS_ACCEPT

Airespace-ACL-Name = NSP-ACL-Google

cisco-av-pair = url-redirect-acl=NSP-ACL-Google

cisco-av-pair = url-redirect=https://ip:port/guestportal/gateway?sessionId=SessionIdValueBaction=nsp

DD [ Rest

34. NSP_Google ZEa]7O77 1L
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¥ . @ Airespace ACL Name NSP-ACL-Google | B2 LTSN

BRA[ARY S —mEM

RATYF 1 [RU—(Policy)] = [#F 7l (Authorization) ] 27V 7L E T,
ATwF 2 [HiHL—/L%& T2 A (Insert New Rule Below)] Z#27Uv 27L&,

12 FHFIL—ILDIEA

V= Administration

|4 Authentication
|8, Authorization

[4 Profiling

[’?‘. Posture

i E

[&d client Provisioning Insert Mew RIJ'E Abﬂ"l‘E

i Security Group

Access Insert New Rule Below §

Egress Policy

Network Device Duplicate Above

Buthorization

& Policy Elements Dupllcate E'Elﬂ"ﬂ'

Dictionaries

Conditions DE|EtE
35. EHRIL—ILDEA

ATYT 3 ROBERI—EBIMLET,

Black List Default = This is the Default Authorization rule for blacklisting the devices, it
could be customized as per company policy where devices could either be redirected to a
restricted web page or even not allowed to be on the network once blacklisted.

Profiled Cisco IP Phones = Default Authorization rule for Cisco IP Phones.

Corp_Owned = This Authorization Rule is added for devices which would by-pass BYOD supplicant
and certificate provisioning flows when they are classified as corporate assets “Corp_Assets”
and coming over Corporate Wireless SSID using 802.1x using protocol MSCHAPV2.
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Android_SingleSSID = This Authorization Rule is added for Android devices since they require to
download the Cisco Network Setup Assistant to complete the provisioning. The rule is specific to
Single SSID setup. Once the Android device hits the “Register” button during device
registration, ISE sends a Re-Auth COA to the controller. When the Android connects back to the
network the session ID remains same since COA issued from ISE was Ra-Auth and NOT Session
Terminate. ISE then applies the NSP Google permission to continue with the provisioning process

Android DualSSID = This Authorization Rule is added for Android devices since they require to
download the Cisco Network Setup Assistant to complete the provisioning. The rule is specific to
Dual SSID setup. Once the Android device hits the “Register” button during device registration,
ISE sends a Re-Auth COA to the controller. When the Android connects back to the network the
session ID remains same since COA issued from ISE was Ra-Auth and NOT Session Terminate. ISE
then applies the NSP Google permission to continue with the provisioning process

CWA = Authorization rule added for Central Web Authentication.

NSP = This Authorization Rule is added for devices which will go through the BYOD supplicant and
certificate provisioning flows when coming over Corporate Wireless SSID using 802.1lx using
protocol MSCHAPV2.

PERMIT = Devices which have completed BYOD Supplicant and Certificate provisioning, with a
certificate using EAP-TLS for authentication and coming over Corporate Wireless SSID will fall
under this Authorization Policy.

Default = Default Authorization Policy set as Deny Access.
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[ ~ & > \¢

Status Rule Name Conditions (identity groups and other conditions) Permissions

Wireless Black List Default 7 Blacklist AMD Wireless_802.1X then Blacklist_Access  Edit | -

Profiled Cisoo IP Phones [ Cisco-IP-Phone then Cisco_IP_Phones Edit | |

Corp_Owned I Corp_Assets /D [Wireless_802.1X AND Network then  PermitAccess Edit |
Access: AuthenticationMethod EQUALS MSCHAPV2

Android_SingleSSID [ (Wireless_802.1X AND Network Access: AuthenticationMethod EQUALS then  NSP_Google Edit | |
MSCHAPVZ AND Session:Device-05 EQUALS Android

Android_DualS5ID I (Wireless_MAB A/ND Session:Device-05 EQUALS Android then  CWA_GooglePlay  Edit | +|

CWA [ Wireless_MAB then  CWA Edit |

NSP I (Wireless_B02.1X AND Metwork Access:AuthenticationMethod EQUALS then MNSP Edit |
MSCHAPV2

PERMIT [ Wireless_B02.1X then  PermitAccess Edit | |

Default f no matches, then  DenyAccess Edit | =

36. BEIRYI—

@ FATHETLELE,

FEAERBLOYTVA R a7 s 07 ae Va=r 72 OW T LG LA 1L, [BYOD-
Using_Certificates_for_Differentiated_Access |00/~ — HARZZHRL TITEEWY,
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8% A: Android # & T Play.Google.Com

Android H7ZERLZ->TINHADH?

Android 7 /31 A%, i0S T 734 AR Windows HIEBNIHH LENHVE T, 23 2 DD Android T /3 ANFEST=L[FEIL TH
BHZEL—FTI M, Android OV 7V MBI OREAZEERETHUIT VI Faeya=s T o7 7 VEEHALRT
UL BN 2 RA T,

T 7 4/VETClE, Android T3 A X EDIH 72 —AHD T T VHAGRLER A, 77 UL, play.google.com 72 E DFHEH TS
App Store 73HDHEDTHAHZENMETY, ¥ 7V b s FueVa=r7 749 —K (SPW) 77 VaERAN 559 Cisco ISE %
RIETHIETIARETT M, = R2—H D Android 7 /3 A% 7% EL T, App Store DLHIZ Cisco ISE ZFHHTHILILTEE
A, LT223>T Windows, MAC, BLTVIOS E1HH 720 Android 7 /31 A1X, BYOD BXORAT 47 7V H k7 ae
Vam T ASBINTHIEDICA A — R AT I EATELIENLETT,

TrustSec DT AN (FEAE DA T Google Play 1% TCP 38X UDP AR —h 5228 ZfE 352 b0 EL, 7272, 2
TULTT AN GD TS TO Android 7/ A ADMERET HITIL+ D THBHVEEATLI, (27— OB ({15 C: 25
BEHAZS ) 12X, R—18880 & A — 7 L T oM EN LG ENHLHIEN DNV ELTZ, Android DFREICE>TIX, =K

2—PNRIA X —Fv b F721X[Play Store | DA T L al B ET DI EREINDHIZENHVET,

IR T Ak

Android 73> FA—ToFBrvbI—YEH TCP £&U UDP M7R—k
o 74.125.00/16 TCP/UDP:5228
Google Play #7723~ 173.194.0.0/16 TCP/UDP: 8889
e o 74.125.00/16 UDP:5228
A5 —FvhFTVay 173.194.0.0/16 TCP: ¥ RTDHR—F
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% B:BYOD 70—

atfren]es
CISCO.

-
—

DIATIE, i0S FBL Y Android 773 AT D BYOD 70— (2 DWW CRtBAL £,

iOS use-case

Employee

RegisteredDevices

HTTPS to the NSP Portal Device Registration

ISE sends CA certificate to endpoint for trust with OTA E _i .

User clicks register.

ISE sends Profile Service to iOS Device Device Enrollment

ionID

Encrypted Profile Service:
https:/ISE:8905/auth/OTAMobile Confi

CSR sent to ISE

. SCEP to MS Cert Authority

kN
E.- j Devi
&

Device Provisioning

Certificate sent to ISE

SAN

ISE sends Device Certificate to i0S Device .E’n

e

Signing Certificate + User Certificate:
Wi-Fi Profile with EAP-TLS configured

CSR sent to ISE SCEP to MS Cert Authority

=1

Certificate sent to ISE

ISE sends User Certificate to i0S Device CN

SSID = CTS-CORP
EAP-TLS

N = 74b:

/' User Certificate Issued

SAN = 00-0a-95-7f-de-06

Install Profile

Profile Service

Comama Device ervolmen chatenge.

More Details
Signing Cartificate
npi-sjca-byod.cisco.com

Profile Service

Device Enaliment
Encrypted Profile Service

ce Certificate Issued

054d0c7fec3Be6ddddcbf1

cB2|
= 00-0a-95-7f-de-06

. Proio mstaiies =

= Employee

oo
Signing Certificate
rot-sica-byod cieco com

Cerificates (3)

mmnu )
hm
Emmu
WiFi Network

! Wi (BY0D-Dotts)

37. i0S H& U Android T/34

AMAITMH BYOD 7A—
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atfren]es
CISCO.

NSP (Android use-case)

Employee

ﬁ 88ID = mo.pen / CWA CWA Redirect / Redirect ACL= CWA

Baatitar
User opens browser o sta

Redirect to ISE for CWA

CWA login
CWA login / Redirect to NSP Portal
User clicks Register
- CoAto % ___
Redirect browser to http://play.google.com (Session:DeviceOS=Android)
AccessRequest

Sample WLC ACL: NSP-ACL-Google
permit udp any any dns

e Permittcp any <ISE_PSN>

deny ip any <internal_network>

B NSP Redirect / Redirect ACL = ALLOW_GOOGLE

e

L[ [ ———————————— L) LT
cisco
WA Setup Assistant l ) User installs application and launches.

Redirect Discovery to ISE

App sends request to http:/lDFGIamh/dlscmerL_

permit tcp any 74.128.0.0 255.255.0.0
permit tcp any 173.194.0.0 255.255.0.0

deny ip any any

Device Registration

Download SPW

-

ISE sends Device BYOD Profile to Android Device fon
CSR sent to ISE M %_;:gm MS Cert Authority
i 1SEsends User Certficateto Androld Device e Cortiticate sent io iE
ssio-crscorereetts 2]
RUN state Access-Accept

Device Provisioning

# User Cert Issued

CN = Employee
SAN = 00-0a-95-7f-de-06

38. Android M {# Al
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1 C. &EZEH

Cisco TrustSec System

http://www.cisco.com/go/trustsec

http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns744/landing DesignZone TrustSec.html

-_— = » L

TINAREEHAF:

Cisco Identity Services Engine = — 77K

http://www.cisco.com/en/US/products/ps11640/products user guide list.html

Cisco I0S Y7 h7 =7 Cisco I0S XE Y7 h7 =7 BL Cisco NX-0OS V7 h7 =7 DFEMIZ OV TIE, kD URL 22 LT
TZEW,

Cisco Catalyst 2900 V—X AA T :
http://www.cisco.com/en/US/products/ps6406/products installation and configuration guides list.html

Cisco Catalyst 3000 > U—R ZA T :
http://www.cisco.com/en/US/products/ps7077/products installation _and configuration guides list.html

Cisco Catalyst 3000-X 'V —X AA T
http://www.cisco.com/en/US/products/ps10745/products installation and configuration guides _list.html

Cisco Catalyst 4500 > U—X ZAA T :
http://www.cisco.com/en/US/products/hw/switches/ps4324/products installation _and configuration guides_list.html

Cisco Catalyst 6500 > U—R ZAA T :

http://www.cisco.com/en/US/products/hw/switches/ps708/products_installation and configuration guides_list.html
Cisco ASR 1000 >V —X )L —4 :

http://www.cisco.com/en/US/products/ps9343/products installation and configuration guides list.html

Cisco Wireless LAN Controller:
http://www.cisco.com/en/US/docs/wireless/controller/7.0MR1/configuration/guide/wlc_cg70MR1.html
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