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3850 R/ Y FDH#R CIPL T

ZORREFNL, HrLV C3PL A # L T Cisco 3850 AT DHMRT 7 BA LA YRIAELRE T DT HEERL

TUWET, Cisco Catalyst 3850 (%, Hi—® Cisco IOS XE V7 Ny =T B RX—RELTE T T N7+ — L THBRBIUY

AXVADY —ERAEAREICT D, DAL BT I TIRA A F LT TITIT =T, A7 EDA

T —hT )V ALy F A —3— (SSO) IZFED<m rT P, ZOifliN Y QoS EF 2U7 1, Flexible NetFlow (FNF) 72 &

DL TR %ﬁw‘%ﬂ?/l"\’l/l Fo NI — T — AL AZEBLET, £ AE/T AL AOKEEEN B —D

Cisco I0S /71«7;7 AA—VITHESINTCNDT=D, Zy T — I N TENLDEEZ AN T D551, =—W
DRE ETTRREL 2T U B2 WY 7 = 7 OB E I CEE T, a~v R IA A2 —T7 oA A(CL) HFHLT

AT 53— R—R 1 DIZR25120 ARTA YLV A —EAOE BRI T 2T RALMEEHIHTX,

ZOFER, X T — I EHA L OB, % " —ZE O/ G, AT T AN 7 F R EED TCO DA EHL T

=FET,

I0S XR 231> AR—/L&}172 3850 TV A —DFRE~ R— Y v LA CEET D, TORF 2 A MIFLEL
T CIZEICH LV SCEA Y BT £, 72 ZORF2 A TIR, ARRICBEIET AR EICHOWTETHAL X,
HTUME SN I 2L OFE N B FT 23, FRHZEHE /2 DIL, 802.1X & MAB Z[AIFCFEITTHIENTE, 2D 2D
DRI DFRFET OB AL NBIZELTT DM ENRNETT, NBIZETTH5E 1, 802.1X FRFENN KL THOH T
W& MAB 1595288 RADIUS M ATRE TR WE A —E A T 7L — L TA o X —T (A
(R DHEFTRREF AD ACL Zli+ 520 T&xFER A, LHY — 7T 74— ATiE, 802.1X & MAB ZJIEIZ
FEATT D0, FFED MAB TV RIRA L MNIECONZIP TRV AZ RS T 52 ENTEERHATLIZ, 802.1X &
MAB % [RIFRFIZALER 528 T, =R A2 ME DHCP TEHID Y THND IP TR AL 0 IG T FEd, F7-
LAY — T TR TH—LTE, TAAAD Ry NI —7 T 72 R F8GERI D B THIR 5L/ 2 —T = A AT A
2747 ACL %1 i35 &, RADIUS Y— 303 CEX72 W IR T 57 /S A RITHR L TIEZ D ACL 336
INAT= . RADIUS V— 303 B 3ZE Al GBI 272 A £ Tl Denial of Service (DoS) AL E 9, —E R 771 —k
ZATHZET, RADIUS — BRI ARRERIGARE | FFEDRIFIC—HT DXV NI —F T 7B A%
B9 251D ACL A2 X2 —T A A TEET,

£ Gt

WO, AR =R "D BRI AT N R L E T, 22— I2E, ]EEE 2 —VLFAESE 22— O 2 fiE
NHVET, HEHEB 2 — 1L Active Directory 21 F L CRRGES AL, i AXEH = — WL ISE ONERT —H_X—R%
FERAL Cr— )V CRGESILE T, T, fEAEF 2 —VITIL 3850 Ay T OH—b R T 7L —MMEREE L
T VLAN 40 23804 CTHiET, 22Tl Cisco Identity Services Engine (ISE) N TOIEXE/2 Ml NFTH T /31 A
FFBHiAZ: (BYOD) R — 0N AT RIS —DFEHNZ DWW IR L AN, ZOREITE D L7 B ED
NR—=RATA ARV ET, ZORF2 A NClE, C3PL 530 H L7z 3850 AT OF X EHDRX—RAT7 A 7%
TEZDWTEITIALE T, VA YL R Ry hT—27TO 3850 MDEALF DD ISE §REIZ DOV TIE, ISE D%tk
FTHNTY— RX a2 A RS IRL TLIZEY,
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1.

aAvR—RUb
e Cisco ISE 1.2.0.899
e [0S XE /X—7=203.02.02.SE #3174 5 Cisco 3850
e AD/DNS/DHCP H— LU THERET D Microsoft Windows 2008

3850 R vF @D C3PL &% %E FIIE

ZOREHIE, BYOD AR AT ¥ THAA N2 E DG EIRT AT T 4T ARERED HAE 24375728, Cisco
3850 AT DFFEL ISE EMA T D H1EERLTOVET, ZORF 2 A MIGEE L6 TiX, 3512 3850 DAHRRT
TYEARERD C3PL a~ > RIAy A B —T oA A% E FIFCQuovEd,

DS5AR—ZADR)—EEE(CIPLYZEHRIZTS
T a3 Ry N —212i1E, LRI AR — RSN T 3RiFa~ o RB IR — a<w L RO LIRS ET L

V) Cisco [0S < RBREASINTWVET, ZNHD0HF LWL a< Rt Byt al @ity b —2 &V R—h45
Cisco Common Classification Policy Language (C3PL) Z/~E—RZHMIL7-Z TEUHEHTEET,

B BEFORIEYR—Vx I RBMEHESN TWBEEE, Znid C3PL Ui E ¥, TN LEFELLAR
WEEAIT. ZOFIEZ BT ARNCEIE~Y 2 — % I~ RAME I TR NI SRR T &,

ATFIT1 BLWAZANDF R S ar R ELET,

WDa<w L REEITUT, A~ R LWAZ AL TERLET,

3850#authentication display new-style

t 61

3850#authentication display new-style

Please note that while you can revert to legacy style
configuration at any time unless you have explicitly
entered new-style configuration, the following caveats
should be carefully read and understood.




RELBTIAOEMA(F CIsCO.

(1) If you save the config in this mode, it will be written
to NVRAM in NEW-style config, and if you subsequently
reload the router without reverting to legacy config and
saving that, you will no longer be able to revert.

(2) In this and legacy mode, Webauth is not IPv6-capable. It
will only become IPv6-capable once you have entered new-
style config manually, or have reloaded with config saved
in 'authentication display new' mode.

38504

IS L, CPL N—ADa<w Rz AN UIRDTARIE, VY — RIANDBREET—NIIRTIER TES
720ET, C3PL A~ RE AT LT &IC, BENERSNET, LY — E—RIZRE 72, authentication display
legacy = A )L CL72E0,

AAYFD HTTP —N\E_ET S

ATvF1

ATvF2

& ]

AAwF D DNS AL HFHELET,

Cisco IOS® VY7 =7 Tld, T /31 AD DNS KA A FEHICEFRL TEIRWE, GFIAEEZITH
AT —ZER L CTAVAN— T DN TEFHA, REATILET,

3850 (config) #ip domain-name example.com

W& AJILC, HTTPS TEH 5% —& AL £7,

3850 (config) #crypto key generate rsa general-keys modulus 2048

H:Web VX AL 7 MIZGEBAZEDO AR —H =T —NRALRWIDNZ, o— BV FEBAETIIRL, (EETE
LR M FATUAE A T AR L £9, 2O 22OV TR, ZORF 2 A M TILER
BALEHE A,

AAF O HITP — 2 H L E T,

HTTP/HTTPS OF v 7 F v EVF AL 7 e FATTDITIE. ALy TF O HTTP — G H T D05
HVET, WEAILET,

3850 (config) #ip http server
3850 (config) #ip http secure-server

AT YT 2 TH—%4 T DA ip http secure-server 2~ R & FATL72N N TLEEWN, i) T
v REFETTHE, PARXD/NSIRFEAEEZ AT BN EHBINICAKRLET, ZOFEAEEZFEH 5L,
HTTPS F7 7 4 7% VA AL b HEXICEELLRWEMEN A THRRIZ/RDET, AireOS 2312 A
r—/L &= WLC &5720 ., 3850 U —ADTA YL A TiX HTTPS ERDOVZ AL I R—hENE
TN, ZURBALMNIIF AL IR A Y F O A O BA A ELEETAIITROLNET,
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ATw 71 DRy FEIRHEEED HTTP BELUV HTTPS Z2ENZLET (AT 3V),

3850 (config) #ip http active-session-modules none
3850 (config) #ip http secure-active-session-modules none

FE:THIZEKY. 3850 DITAVLABREADEET7 X1+ THL NCS Prime Infrastructure SR E~NDEB 7 /R LEMIZHYET,

FIE1 2O—/\)L AAAORUKREERTET S

AT W T 1 TR RAYFDREL. BAl BXUT A T40T (AN EBRICLET,

T 74V TIL, Cisco AT D AAA V7 VAT AT /2> TWET, AAA VT VAT LGN T 5HiTE
VB < RIZIWT LR E THE A TEEEA, KEATILET,

3850 (config) #aaa new-model
3850 (config) #aaa session-id common

FE:COaATURIZEST AAA DFRYRT—) X2 Tq Y—EXNDRESNEIF—ERBIZIEA—HIL AT IV DORFEERT . ARUR D ERLE
REE)NEDIHYET, E#MIZ DL TIL, [Cisco 10S Security Configuration Guide]&SBL TS,

AT w7 2 802X MRBFEAREERHLET .

FREE ST 0T, 802.1X DFRFFERIZXI L TE D RADIUS V— DT )L —T % 4 203 Ao F TR T 5728
Lz‘g—(ﬁ—o

3850 (config) #faaa authentication dotlx default group radius

AT w73 802X DRAAREERLET

1%770 2 VC“{/IEEEL/fx_um quiJ( LJ:OT :1_‘47L/T/\4'}<0)7/KT/747‘4 (:L‘_“H_ZI//\XU NEY] uft%i) &

RADIUS P — R TRREETEDIDNTR0ET, UL, 770 T oo V2 TR+ T, A b M BT,

BANL, R RNT =T ~OT VT EANEBRICHF TSNS — W E LT AR ERRICHFRISNDT 7 'R L-L %
#9250 TT,

3850 (config) #aaa authorization network default group radius

AT T 4 802X DT H I T4 T AREERLET,

RADIUS 7 H T 47 2~y NIFEF A HTHY, ISE DL ORERBIZ VL ETT, :ﬂ%@&%ﬁ@z\”fﬁ

RADIUS H#—/3(Cisco ISE) I3 AL & —T = A AR U RN A L "D IEHE IR BEA T T2 3R A DI B E T,

THATT AT XIS Cisco ISE 1TRRAEEFR A OBELRIR CEEY A, TV T4 7 /Ny M
BAF o ar DESE, 79447 OB &I T A B R iRt L £,

3850 (config) #aaa accounting dotlx default start-stop group radius

AT w75 EEMA RADIUS 7HO T80 7y T—rE8RELET,
Cisco ISE 1%, E#IM72 RADIUS 77T 427 Ny he i LT, Xy kT —27 L TEDYyvar BT 7747
DEFICRS>TODENE BN CEET, ZOa~rRid, 15 52 L@ T v 75 — bk ELET,

3850 (config) #aaa accounting update periodic 15
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FIE2 45 AO—/\JLRADIUS aATUKREERTET S

RADIUS = O[22 7 a7 7747\ F =75 FEAZRELE T, ZOEE TlX, A>T 5 RADIUS
H—3(Cisco ISE) ICEH 72T ARGRFEAY B—V 2R E L ET, Ay TFIE— 050 RADIUS JSEZ %L
F9, KA =T NBEHDFET A, T— 3D B@L TOAZENDIUZEIWO T, FRIEN KR THEN T
7T,

RRANFS59T4RUSE 1.2 IZIF. B EDEU T CRIAEFIT2HENHYFET, C2TIE. TOHEEEFEAL T, RADIUS £—TF 7547 Avt—T%
HLET, FIBIZOVWTIE, CORF 1AV LDEREESEBLTGESLY,

AT w71 RADIUS 4 JL—TIZ Cisco ISE H—/\ZEMLET,

ZDOAT 7 Tl radius-test 7 AT b f#E LT, Cisco ISE DRV — P —E R /—FK (PSN) ZAA v F iR EIT
BEAILET, PSN Z&ICH#IK L £,

3850 (config) #iradius-server host 192.168.201.88 auth-port 1812 acct-port 1813 test username
radius-test idle-time 5 key ciscol23

EH—NE BEOTOCRATHRETBRAELIERAICMAT. 5 2121 ., BENHINEINFHHICREESNET, ISE DHLV/N—2av(C
[R5 IIFIEELZLN . ISE 1.2 BARBLUN CIECOETEETELAEESHYET . TOBEIL. COEZE 60 7L EITHEHLTEELY,

ATw T2 TYREHEHRELET,
Cisco ISE #—/3® RADIUS |tEE= 70T 7747 CF =07 THINCAA T R ESNELZ, RIT, —30
TIAT T RINEHET DIZDIAA T OO ZEFHELET, ZZTld, RADIUS — 30005 % 10
FORIFFREL . 2T ANE 3 [ERITLIZ 2 T — %7 v RE R IR E L £ 97, 30 #PLANIC Cisco ISE H—
ININDHENRISENELNIR NS ZOV— 3T yRERARSvET, £z, deadtime [T AA Y F R — 3%
TyRERZTHBZERLET, 22T 15 IR ELET,

3850 (configqg) #iradius-server dead-criteria time 10 tries 3
3850 (config) #radius-server deadtime 15

FBAAKICOVTIE, BAE—FOETHLGRALET,

AT w73 BAIEE(CoA)TEMIZLET,
BIDAT 7 Tlid, AT )50 RADIUS AvtE—TDE(E e E72% RADIUS —230D IP 7RV AZ EFRLELT-,
LML, RO I (I e — VLR EE—R D) BIOVANCFR A (RFC 3576) #{EA AT CTEX D — % E
ELFET,

3850 (config) #aaa server radius dynamic-author
3850 (config-locsvr-da-radius) #client 192.168.201.88 server-key ciscol23
3850 (config-locsvr-da-radius) #auth-type any

ATV T 4 RIS ARUF—EERE(VSAZEMILET,
3850 (configqg) #iradius-server attribute 6 on-for-login-auth
3850 (config) #iradius-server attribute 8 include-in-access-req
3850 (configqg) #iradius-server attribute 25 access-request include
3850 (config) #iradius-server attribute 31 mac format ietf upper-case
3850 (config) #iradius-server attribute 31 send nas-port-detail mac-only
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AT T 5 RAYFNEIZELWN U A—DTAANE RADIUS BERD S T4vo%EEETHLSIZL
EX I
%L DA A TFINIEED 1P TRUANREHEAT O TOET, LR w IS BLRIE DR EDA L H—
T AR LU TRAETAINCERETAHAILEAHELFT, ZOA X —T A AP 7RV A%, Cisco ISE X J—
I TFRAAF T2V TCERINIZIP TRV ARE—E T AMERHDE T,

Cisco DRRAL FSHTAR : XY T—HBBDRR FSHOTARELTIE. TRTOEBBIEICIL—TI\vY FET2EFERL. ZDIL—TN\v A 5—
TIARZEREDIL—T 424 TORANIZTRNEZAXLET,

3850 (config) #ip radius source-interface vlan 201

FIE3 O—AHIL7HERaAVbO—)LYARREO—HDIIL H—ERTFUTL—IEERET S

AA T DORFEDOHERE (URL UX AL N2 E) Tl m—h IR ESNT=T 7 A a2 ha—/L YA ACL) Z1# H
THUENHOET, MERSNZZNH0 ACL 121X, 3 <IEHSNDILDO L, BEADNR0%OEFEETHEHIN
RNEDORHNET, JDIE@ HIEEX, AlRE/R 9 X COEAETT M —EL TR T DI AA T2 UEfi L, #10
RUATONDAA Y TR EDEHAANEIMNAHZETT,

P—E R T T L —RMEL, 3850 AA v TF OFHERE T, ZAUL, ISE BA[ 707 7 AL L THET R, AL F EiC
— A VICELE T ET, 24U, C3PL AU NS W T T % VLAN, 4 Hifl% ACL, #(~—. BXW
URL VX AL RCFHNDOEEN T, Z2TIE, REFADE D RADIUS — "G EFERFE THLHL A1 802.1X
F72013 MAB BRAZ T 5720 SN —E R T 7 L —eu— L TERR L E T,

AT w7 1 Web BEEZ££S URLUFALVMTHEAT 51012, RO ACLZEBMLET,

3850 (config) #ip access-list extended REDIRECT-ACL

3850 (config-ext-nacl) #deny udp any host 192.168.201.72 eq 53
3850 (config-ext-nacl) ##deny udp any eq bootpc any eq bootps
3850 (config-ext-nacl) #deny ip any host 192.168.201.88

3850 (config-ext-nacl) #fpermit ip any any

AT w72 BEDRINAE—DTIARIZHTHMEAACL ELTHERET 1=, XD ACL ZEL
E3 I

3850 (config) #ip access-list extended DEFAULT-ACL

3850 (config-ext-nacl) #permit udp any host 192.168.201.72 eq 53
3850 (config-ext-nacl) #ipermit udp any eq bootpc any eq bootps
3850 (config-ext-nacl) #deny ip any any

AT w7 3 EDRADIUS H4—/N\HLEEREELIHEICFERT 20T, RO ACLZEEBMLET,

3850 (config) #ip access-list extended PERMIT-ANY
3850 (config-ext-nacl) #fpermit ip any any

AT w7 4 EDORADIUS H— N\ R ZEREELRIBSICHERT S80I, TCRITICALIEWLSZRIO XD
HS—ERFUIL—rEEMLET,

3850 (config) #iservice-template CRITICAL
3850 (config-service-template) #description Apply When none of the RADIUS servers are reachable
3850 (config-service-template) #access-group PERMIT-ANY
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FEH—ERTFUTL—ME A9 O0—Ka4E ACL(DACL) EEIL&ESIZ ISE Iz—iIcERBL CRAIBIZA Yo O—KTEETMN, LEOTVT
L—rDOEMIEED ISE /—RELFERAATEETRWNEEIERTHIETHY. DFEYH—ER FUTL—rEE4 I 0—RF5FEMNGLVH. ZIT
FO0—hiL B —EX FoTIL—rEERLTOET,

FlE4 F0—/\JL8021XaATURERTET S

AT w75 RAYFO 802X E#H A—/\JLIZERIZLET,
802.1X 227 0 — LA NI L Th ., EESITIZE D WLAN ROA L H —T7 oA A TH AT A N0 EH A
3850 (config) #dotlx system-auth-control
AT 7 6 AooO—FalgE ACLEZEMICL T, #eET BL512LET,
Ao —Ra[RET /A 2 ba— L UAR(dACL) 1. Cisco ISE EABREE ICRITAIEF I — 172\ A A =X
LT, dACL WAL F TIELHERE T DI, IRDIAZLTIP T A AD T X T a7 a—r S VAT
HULERHVET,

3850 (config) #ip device tracking
3E:Windows 7 Tl ENITT/NAZXHY ARP [CIEELLEVMEENHYET, ZDHBEIL. ip device tracking use SVI AU REFERATILENHYET

FIES HEHISRERET D

IS RIE., GRS —DT I3 & RITTEAEHEERLET, GRS —DT U3V EET
T5=0121F. FHEDTRTH true RIS D, WNT D true EFETTISN D, HAHWILVT b
true EEESNEL, DLWTNAOEEELET  FlEISRIL, HlER S —THEESNFZARIMNIED
WCEHMEiShE T,

FE:ZORLYFTCIPL AT DARURERATHDOHSEPDTOHBEIE AAvFDOREEHELLGVRYLH S — E—RITRNABWIEETT
2ENKRRSNET,

AT v 71 EDORADIUS H—NEFERATERMEEDFIHISRERELET

3850 (config) #iclass-map type control subscriber match-any AAA-DOWN
3850 (config-filter-control-classmap) #match result-type aaa-timeout

AT v T2 £yiar® 802X RIMN KB LI-HZEDFIHITREHRELET
3850 (config) #iclass-map type control subscriber match-all DOT1X-FAILED

3850 (config-filter-control-classmap) #imatch method dotlx
3850 (config-filter-control-classmap) #match result-type method dotlx authoritative

Cisco Systems © 2015 9R—
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FlE6 HEKR)—ZHRET S

AR —IE RSN ARV EEHIZRHIEL TR TLNERITT BT aVERELET . Ch
2. EEHISRE 1 DUEDTHILaVICEEMN T 1 DULED&IEKR)S— L—ILBAEENET,
RV — L=V CHRETEST VLAV BETDARUIDRALTIZIELTEBYET, HEHAR ) —
. —fBICIAZE D DRIES LUV YL avTOHY—ERDTIT47IbZFFHIEHL ., 103 —T A/ R
RAEnFET, RO, FIER)S—IZEETNDARUS IF5R, BLUVT I a0 OB FZEERLTVET,

4 Event N Class ) / Action \

authenticate via 802.1x

session-started

authentication via MAB

restrict

authenticate via 802.1x

violation

agent-found

activate service-template

EEER Tl authorize port

terminate 802.1x/MAB

authentication-failure

dot1x authoritative

A / /

CCTlE, BTIDETERLE=HIEIS R EERAL THEARY S —ZERL. RERICENE—ED A 42—
T/ RICERALET,
AT w71 TRTD 802.1X/MAB A B —D A RIZBERESNBHIEAR) S —E/ELET,

3850 (config-service-template) #policy-map type control subscriber DOT1X-DEFAULT

authenticate via MAB

AT v T2 wyla kBT I IVERELET,
WDOFREIZE ST, 802.1X & MAB #[RIFFIZEITTEXA IR0 ET,

3850 (config-event-control-policymap) #event session-started match-all

3850 (config-class-control-policymap) #10 class always do-all

3850 (config-action-control-policymap) #10 authenticate using dotlx priority 10
3850 (config-action-control-policymap) #20 authenticate using mab priority 20
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ATw 73 R)O—ERPEELEEEDT I AVERELET,
HERDIEAELEZESIT. ROBEIZLS>THEFEDO Y ar NEFOFFMFIN R A a3 SE T,

3850 (config-action-control-policymap) #event violation match-all
3850 (config-class-control-policymap) #10 class always do-all
3850 (config-action-control-policymap) #10 restrict

AT 9T 4 TURRAURTHT)AVID BRSNS E A1y FIE 802X ZEALTIVRRIV I E
FEELEIELFET

3850 (config-action-control-policymap) #event agent-found match-all
3850 (config-class-control-policymap) #10 class always do-all
3850 (config-action-control-policymap) #10 authenticate using dotlx

AT v 7 5 FERAAREL RADIUS H—/AOREF LR D KB A RE L >T 802.1X FREEA KK
LEB &I OVWT, ENISHT BT I aVERELET

ZHUL 2 DO IET, 10 HORBUT, FRAEE R A BE T 572812l T& 5 RADIUS H— 32MFAE
LRWEA T, ZOHATL, RIS —|{ZL>TICRITICAL | VIO A RTDE— /L —E R T T L—R AT 7T 4
7S, permit-all ACL &, L E ST THRIED VLAN 2358 HSVET, 2 D H ORKIE, 802.1X DOFBFEMNKHX
L7256 THY, ZO%HEIE MAB NEITSILET,

3850 (config-action-control-policymap) #event authentication-failure match-all
3850 (config-class-control-policymap) #10 class AAA-DOWN do-all

3850 (config-action-control-policymap) #10 authorize

3850 (config-action-control-policymap) #20 activate service-template CRITICAL
3850 (config-action-control-policymap) #30 terminate dotlx

3850 (config-action-control-policymap) #40 terminate mab

3850 (config-action-control-policymap) #20 class DOT1X-FAILED do-all

3850 (config-action-control-policymap)#10 authenticate using mab

F: TSRO MAC 7RLRIZXLTH ACCESS-ACCEPT %3159 $H R WebAuth AEASN 578, MAB DXRKIEFEELFEA, D=
o, ERDHFETIE MAB DEBARUNEEZELTOEE A,

FlE7 A3—TTAZX~DEI|EARY—0

ATV T 1 AV3—TA RQEHE KL THIER) O —EBALET,
3850 (config) #interface range gigabitEthernet 1/0/1 - 48
3850 (config-if-range) #description DOT1X Enabled Ports
3850 (config-if-range) #switchport mode access
3850 (config-if-range) #service-policy type control subscriber DOT1X-DEFAULT

AT T2 BUDAUA—TIARIZHED 802 IX REFEALET,

802.1X FRIEDLELDE AT CIPL JERUTH A TN TWETR, BlEfEL B —ER A4 0K o0 a<
RIMMABNZ A THMLERHET,
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3850 (config-if-range) #spanning-tree portfast

3850 (config-if-range) #authentication periodic

3850 (config-if-range) #authentication timer reauthenticate server
3850 (config-if-range) #mab

3850 (config-if-range) #ip access-group DEFAULT-ACL in

3850 (config-if-range) #access-session host-mode multi-auth

3850 (config-if-range) #no access-session closed

3850 (config-if-range) #dotlx timeout tx-period 10

3850 (config-if-range) #access-session port-control auto

3850 (config-if-range) #no shutdown
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3850 M &% 7E 5l

hostname 3850
1

aaa new-model
aaa session-id common
aaa authentication dotlx default group radius
aaa authorization network default group radius
aaa accounting dotlx default start-stop group radius
aaa accounting update periodic 15
1
aaa server radius dynamic-author
client 192.168.201.88 server-key Ciscol23
auth-type any
1
vlan 10
name USER
vlan 11
name VOICE
1
interface vlan 10
ip address 192.168.10.1
ip helper 192.168.201.72
ip helper 192.168.201.88
no shut
interface vlan 11
ip address 192.168.11.1
ip helper 192.168.201.72
ip helper 192.168.201.88
no shut
|
ip device tracking
1
ip domain-name example.com
|
crypto key generate rsa general-keys modulus 2048
1

dotlx system-auth-control

|

ip http serverw

ip http secure-server

ip http secure-active-session-modules none

ip http active-session-modules none

|

ip access-list extended DEFAULT-ACL

permit udp any host 192.168.201.72 eqg domain
permit udp any eq bootpc any eq bootps

deny ip any any

ip access-list extended PERMIT-ANY

permit ip any any

ip access-1list extended REDIRECT-ACL

deny udp any host 192.168.201.72 eq domain
deny udp any eq bootpc any eqg bootps

deny ip any host 192.168.201.88

permit ip any any

|

service-template CRITICAL

description Apply When none of the RADIUS servers are reachable
access-group PERMIT-ANY

|

class-map type control subscriber match-any AAA-DOWN
match result-type aaa-timeout

1

class-map type control subscriber match-all DOT1X-FAILED
match method dotlx

match result-type method dotlx authoritative

1
policy-map type control subscriber DOT1X-DEFAULT

event session-started match-all
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10 class always do-all
10 authenticate using dotlx priority 10
20 authenticate using mab priority 20
event violation match-all
10 class always do-all
10 restrict
event agent-found match-all
10 class always do-all
10 authenticate using dotlx
event authentication-failure match-all
10 class AAA-DOWN do-all
10 authorize
20 activate service-template CRITICAL
30 terminate dotlx
40 terminate mab
20 class DOT1X-FAILED do-all
10 authenticate using mab
|
ip radius source-interface V1an201
snmp-server community ciscol23 RO
radius-server attribute 6 on-for-login-auth
radius-server attribute 8 include-in-access-req
radius-server attribute 25 access-request include
radius-server attribute 31 MAC X ietf DOKILTF
radius-server attribute 31 send nas-port-detail mac-only
radius-server dead-criteria time 10 tries 3
radius-server host 192.168.201.88 auth-port 1812 acct-port 1813 test username radius-test idle-
time 5 key ciscol23
radius-server deadtime 15
|
interface GigabitEthernet x/y/z
description DOT1X Enabled Ports
switchport access vlan 30
switchport mode access
ip access—-group DEFAULT-ACL in
authentication periodic
authentication timer reauthenticate server
mab
dotlx pae authenticator
dotlx timeout tx-period 10
spanning-tree portfast
service-policy type control subscriber DOT1X-DEFAULT
access-session port-control auto
no shutdown
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ISE DERTE

ISE 1.2 TiL, —ERX 7o 7L — iR EL, TNEFRRIRFIC 3850 Ay F I A TEET, —ERXA 77—
ME, = RARA A 802.1X, MAB, WebAuth, F721% CoA TSIz OFR A D—EE L T T& 5 VLAN,
ACL, URL Y¥ AL 27K ACL 72 OFRAIOEEN T, b—E X 7 7L —NX, ISE 721 T, AfvF L Tua—
HIVCRIETHIELTEXET, ISE DY —E X T 7L —MREAO—H L CElShbExlc, O —E X T
VTR T FITHFIELR WAL, AT M ISE b —E R 7 7L —h e %Li% ZOEAEIX

10S 77y 74 —AL ISE EORNZEITSH dACL OEMEIZITUYET, ISE 73 3850 7\4’/3&&%/\?57‘@@;&%
X, —E 2 7o 7L —RISMIIEE L ER Ay ZORF2 AR TIL BYOD (2T AR — 2 oW CE L £
M, FEL7e D —E AT BYOD #H NI T HID DX EIZ OV TIX, BYOD O 7Y — ARSI TLIEE
W, ZHUZIE, CA = AEID V— A, BXOW T UL T aeva=r 7 R —DRENG FILET,

FIB1 7AToT4T14—4 2 REERTS

T AT DPOOBGEE R WIS T AT T 4T 4 2 — A ERLET, 2OV —7 AZL- T GE
Eﬁ%\ AD. ¥7- iWJ'B:Lb—VH— T“—&/\“—X%{ﬁﬁﬁ LT K _\]_/l)/]‘z))mu nﬁéhiﬁ‘
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ATw T 1 ISETSA<EB/—RIZAT A4V LET,

AT w7 2 [EE (Administration)] = [IDDEE (Identity Management)] = [IDY—XIIEF (Identity
Source Sequences)] [CFEEILET,

AT w73 [BMN(ADD)] E2VILET,

AT w7 4 TCAP_AD_Internal JEVWVSERID L —7 U REERBLET

6 B htkps: {192,168, 201,88 admin/#pageld=com_cisco_xmp_web_page_identity_source_seq [ | |v [l

izelZ

Identity Services Engine
¥ < /0> Home  Operations | ¥ Policy| v Administra

afe Systam £ Identity Management B Metwork Resources |24 Wb Portal Management = F
Identities Eroups External Identity Sources Identity Source Sequences Settings
Identity Source Sequences List = CAP_AD_Internal

Identity Source Sequence

¥ Identity Source Sequence

*Mame | cap_aD_internal

Description

¥ Certificate Based Authentication

Select Certificate Authentication Prafle [cap [ +]

¥ suthentication Search List

A set of identity sources that will be accessed in sequence until first authentication succeeds

Available Selected
Internal Endpoints AD1

Guest Users Internal Users
LOAP

AT v 75 [fR#E(Save) | &9V ILET,

FIE1 12— JIL—TEEBLTAI—HEEVLTS

ZORFITIL, FHA¥EE 2 —IXISE ONET — X _X—A% L CGRIES, /EEB 2 — W IIFEAEF-I1X AD
2—W ThTU N AL GRRESNET, seBEE 22—V HD ISE 2 —3 7 v —T7 % ElLET,
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AF w7 1 [ (Administration)] > DD & (Identity Management)] > [/ L—7 (Groups)] >
[1—HIDY JL—T (User Identity Groups) ] ICREEILE T,

AT w72 [BMAdD) ] E#2)vILET,
AT w73 JIL—FLELTIContractorlZ A AL, [(E(E (Submit) | 20w HILET,

AT v 7 4 [EHE(Administration)] > [IDDEHE (Identity Management) ] = [ID (Identities)] 2 [2—¥
(Users) IZBBEILET,

A7 w75 [BNAJD) ] E2)vILET,
A5 v 7 6 a—H&ELTlcontractor1 JZA AL, ISAT—KZAHALET,
AT w77 A—H 5 )L—FELT [Contractor] Z:&IRL . [3EFE (Submit) | #2)wILET,

Flg2 R)S—wvbaFHIZTS

BHAEILVISE 1.2 ORI — By MEREA ML CHEMERT AT T 474 NI —% B CTEET, ZORF A
FCIE. % WLAN I~ E L7952 DORY— By Bk L, KRV — By N THEREE 72 DR —2ERL
LFET, ZAUTEY, ISE DRV — A2 Lo TE & OfE HFH BN E D IR > — 203 FH S D7 DB REZ 720
Ex

AT w71 RYD— b BEEEBRNITT BI(E. [BE (Administration)] = [ X T L (System)] >
[E%5E (Settings)] > [RY—tzwh (Policy Sets)] [Z#BILET,
AT w7 2 (A% (Enabled)] Z:&RL T [#R7F (Save) | &0 vILET,

FEARYD— wybEBEEEMICLIZETISIY) E—RIZRTIHEIK. RS —EEBLETRENHYET . 1L, COMEEERDIZT L. DHR
Yo—MTIA I EDRY— wybZaE—ShFET,
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FIB3 RBEATOTI7AIESERET S

CCTIE.2DDEATAI7AIIVEERLET . 1 DBIXTEEDEA IO 74 IL T, EREFD TR

JACL DIINT I RHFRIHEZFDA 23— 7:41)%( AAYFIZT v alFEzT 2 DBDNRATOT774
L. BEEFI—VICHLTERSN., —BORARHESOY—ERX ToTL— Ty alEzT,
EBOTUTIL—MIISE ICEREBEESNST=6H. Z/(J?-liﬂ—*)]@:l. HRARICTOIL—FOREES
HUO—KRF3-HDRDEREZELEFT . Y —EXFUTIL—rDREEZRTRORESRELTKE
Y,

EAPolL

RADIUS: Access
EAP Username: contractorl

RADIUS: Access-Accept
AVP: service-name=Internet_VLAN_Template

3850: Can't find RADIUS: Access
TEMPLATE! PAP Username: Internet_VLAN_Template
AVP: download-request=service-template

RADIUS: Access-Accept
VLAN: 100
Reauthentication-Timer: 7200

Enforce

AT w7 1 [RYL—(Policy)] > [R)—EZK (Policy Elements)] > [§F 8] (Authorization)] > [§F
A1 0774 )L (Authorization Profiles) ] IZREILET

AT 7 2 BAAID)] EIVvIL, RDINSGA—E%IRELT Permit ACL BAI FAT7 A ILEVERK
LEY,

2R Permit_ ACL

—fRBIIE AR DACL £ (DACL Name)

DACL 4 (DACL Name) | PERMIT_ALL_TRAFFIC
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atfren]es
CISCO.

AT w7 3 [R#F(Save)| &0y ILET,

AT w7 4 [BMA) ] E9)vIL. RD/INTA—2%HEEL T Internet_VLAN_Template 7A774

IWEERLET,
&l Internet_ VLAN_Template
Y—ERX FUTL—F T
(Service Template)
—RRRIE AR VLAN
VLAN 40
RADIUS:zviara4L | 7200

72k (RADIUS:Session-
Timeout)

AT w75 R (Save) | E#V)vILET,

FiF4 RID—ZHRET D

A7 w71 [[RYP—(Policy)] 2[R —tvk (Policy Set)] IZ##ILE T,

AT T2 ERAVD [+] BBEY)vIL. [LFER (Create Above) ]| 9w LET,

|4 Policy Sets | |4 Profiling |7 Posture

Policy Sets

l Search policy names & descriptions.

P |

- [P L | X

Create Above _,ry of Policies

S ——— ¥ g oo [0 (=]
u Global Exceptions
Rules across entire deployment

Cisco Systems © 2015



AT w73 ZREIDOTIXJEL, RDNFGA—AFH/EL TR — EybEEELET,
Status Name Description Conditions
DOT1X Wired_802.1X
¥ Authentication Policy
Default Rule (If no :  Allow Protocols : Default Network Access and use : CAP AD Internal
match)
* Authorization Policy
Status Rule Name Conditions (identity groups and other conditions) Permissions
Employee AD1:ExternalGroups EQUALS PermitAccess
example.com/Users/Domain Users
Contractor Contractor Internet_VLAN_Template
Default DenyAccess

AT w7 4 [3£(E (Submit)| &9 wILET,

FIES5 RADIUS TRk Ayt—T%H S HESIZISEZRET S

W7 AN S ERIELC, B2 Y =SB EUSMI— SISRIR SIS syslog Ay — VB TEET, i
Hillx, BRDEMEA AT ISV TR — =R /=R LUV TIATTEET, M2 e d5200 T %
T FFEDBMHAA T B IOKRIET HEEE AL THEED 74N F 2 EHRTEET,
T LEDBIE 20 BEETIHIRT 5 EAHELET .
AT v T 1 ISETSARVER/—RIZATAULET,
AT w7 2 [EE (Administration)] > [ X T4 (System)] > [AF 24 (Logging) ] ICFBEILET .
AT v T 3 ERLOD [IRET (/LA (Collection Filters) | 9w LET,
ATy T 4 BERA2 LEO BMAJD) ] EHIVVILET,

%> System = £ Identity Management [ Network Resources  [t4 Web Portal Management  |L.) Feed Service
Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Collection Filter List > User Name

Collection Filters
* Attribute | User Name | i |

* Value| radius-test |
* Filter Type| Filter Failed -]

Logging
[i] Local Log Settings
[ii] Remote Logging Targets

m Logging Categories
[i] Message Catalog
[ii] Debug Log Configuration |Re—set\

[ii] Collection Filters
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atfren]es
CISCO.

AT w75 B (Attribute) ] FILE DY A=a—h5 [1—H 4% (User Name) | Z:&IRLET .
AT w7 6 [fl(Value)]IZlradius-testlEADLET .
AT T 7 [T4IWEB8ALTF (Filter Type)] FILE DY AZa—hid [T RTIq)LA (Filter All)] &KL

i‘a—o

AT v 7 8 [fR#E(Save) #0)vHLET,

FIIE 1

WEETNARZET S

AD RAAL > D—ERTéH% Windows PC 23555t 3 D&, ISE 1TE DT /SARERRAEL , A2 X —T 2 A A KL TRRA L
F9°, [show access-session interface | T~ REFHL T, A2 X —T 2 A A FOFRIEB L OB AERAREGECExET,

Server Policies:

Method status list:

Method
dotlx
mab
38504#
38504#

3850#show access-session interface GigabitEthernet 1/0/1 detail
Interface:

ITIF-ID:

MAC Address:

IPv6 Address:

IPv4 Address:
User-Name:

Status:

Domain:

Oper host mode:
Oper control dir:
Session timeout:
Common Session ID:
Acct Session ID:
Handle:

Current Policy:

GigabitEthernetl/0/1
0x106E04000000085
0016.d42e.e8ba

Unknown

192.168.30.100
host/winxp.example.com
Authorized

DATA

multi-auth

in

N/A
COA8CI9FEQ0000FB30B2FCOAA
0x00000FAA

0x23000003
DOT1X-DEFAULT

State
Authc Success
Authc Failed

Cisco Systems © 2015
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FiE 2

BAEET I NG LT S AR T HEISE (T —E R T L — L TEDT A 25
=T 2 A AR TR A LET,

BEEETNARERIT S

Server Policies:

Method status list:

Method
dotlx
mab
38504#
38504#

3850#show access-session interface GigabitEthernet 1/0/1 detail
Interface:

ITIF-ID:

MAC Address:

IPv6 Address:

IPv4 Address:
User-Name:

Status:

Domain:

Oper host mode:
Oper control dir:
Session timeout:
Timeout action:
Common Session ID:
Acct Session ID:
Handle:

Current Policy:

GigabitEthernetl/0/1
0x108F9C000000089
0016.d42e.e8ba

Unknown

192.168.40.100
contractorl

Authorized

DATA

multi-auth

in

7200s (server), Remaining: 7150s
Reauthenticate
COABCIO9FEO0000FB80OB3C89CO
0x00000FBO

0x92000007

DOT1X-DEFAULT

Template: Internet VLAN Template (priority 100)
Vlan Group:

Vlan: 40

State
Authc Success
Authc Failed

F72. 3850 73 ISE DT 7L —hOWEZZRLIZEEXIZ, lnternet. VLAN_Template | D—F 4 &R A~k

M ISE WTHAELET,

Time v Status Details

2014-01-16 14:55:18.062 @ g
2014-01-16 14:55:08.739 &
2014-01-16 14:55:08.725 &

Repeat
Count

0 contractorl

Identity Endpoint ID

atfren]es
CISCO.

Authorization Profiles

00:16:D4:2E:E8:BA
Internet_VLAN_Template

contractorl 00:16:D4:2E:E8:BA

Cisco Systems © 2015
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FIE 3 ISEAERTEALVEIZERIET S

T "I —7DAEIESC ISE /—R DX 7228~ ISE 2ME H TEARWIC T A AN L= 513, TCRITICAL |
LUVOLFTOR—T)L T — I EEEINE T, 2OT L —RMIE TRTO RV NI —7 T e RE T[T 5
ACL NEENTERY A F—T oA AT TIZHEASN TCWDAZT (7 ACL 1ZZ0 ACL ICEE#Z HIVET,

3850#show access-session interface GigabitEthernet 1/0/1 detail
Interface: GigabitEthernetl/0/1

Current Policy:

Local Policies:

IIF-ID: 0x108C30000000092
MAC Address: 0016.d42e.e8ba
IPv6 Address: Unknown
IPv4 Address: 192.168.30.107
User-Name: 0016d42ee8ba
Status: Authorized
Domain: UNKNOWN
Oper host mode: multi-auth
Oper control dir: in
Session timeout: N/A
Common Session ID: COA8CI9FEOOO0OOFC30F981C6E
Acct Session ID: 0x00000FC9
Handle: 0x43000010

DOT1X-DEFAULT

Template: CRITICAL (priority 150)

Filter-ID: PERMIT-ANY
Method status list:
Method State
dotlx Stopped
mab Stopped
38504
3850#

Cisco Systems © 2015
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3850 R/ Y FDH#R CIPL T

ZOERTEWNL HL C3PL 5 3CA FIL T Cisco 3850 AT OET 7 BA LAYRBIEEZHRTETHHEEZRL
TV &9, Cisco Catalyst 3850 {Z, Hi— Cisco IOS XE V7 Ny =T & R—RAELLIZT TV 74— LA THBRBI O
AV L ADY—EREATREICT D, WD RE N T IV T IRA AL TF L TG T =TT, AZT DA
T —hT )V ALy F A —3— (SSO) IZFED<m rT P, ZOifliN Y QoS EF 2U7 1, Flexible NetFlow (FNF) 72 &
DRk RE %ﬁ%ﬁ/vﬁﬂ/x FYRT =TT — AL RIZEBILET, o, BR/VA T AOKEHEN BH—D
CISCO 10S /7%&17 AA=VITHESNTCNDI=D, Ty T —I N TENLDEEEZ H N T 55810, =2—W
SRE FATRREL 2T U BN 7 = 7 OB CEE T, av R IAy A2 —T7 oA A(CLD) FHLT
{iﬁﬁa“%):r//wv =R 1 DIZ75T20, H/TAYL A S —E 2AOEEIZM B2 X T RA L M A TE,
ZOFRER, Xy NI — T ML DR, 2 "N — 7@ O G, A2 7 TANT T R E O TCO DIRHAE LB T
=FET,

I0S XR NAV AR—/LE4172 3850 TlIL T —DFBFE~Y R — Vv LA CEET N, ZORF2 A MIGEEL
T CIZEICH LV SCEA Y BT £, 72 ZORF2 A TIR, ARRICBEIET AR EICHOWTETHAL X,
LW ST ZIIZ ORI HV ET 23, FRICBAZE 2 DI1L, 802.1X & MAB % [F] Ff| Jﬂﬁfé’&ﬁif‘%\ D2
DI DRFET BB AZNAZFAT T DM BN TT, IIE ZHEATT DAL, 802.1X FRFENKLIL THH TR
W& MAB ZBEAT 5258 . RADIUS M ATRE T WA IC Y —E R T 7L — el L TA 2 —T oA A
KT DEATREF D ACL ZHlfT 5200 TEERE A, 1/77 U= 7Ty R 74— ATIL, 802.1X & MAB %JlEIC
FATT D20, FFED MAB U RRA L MIECNZIP TR A BS T 22ENMTEEHEATLI, 802.1X &
MAB #[RIFFIZALEE 52T, = RARA U ME DHCP TED Y THND IP TR AZH0Z G T, F7-.
VI — T IR T7 4 — AT, BRERIDBERETT NAAD R NT —7 T 7B REHIR T HI2DICA L F—T = A A
\ZAZT 47 ACL %1 3 %5&, RADIUS H—/ 323 H AIRE TR W HERE 357 SA AT L TZED ACL 28
1w HAINA7-0, RADIUS H— )3 2B A HEIZ72 5 F T Denial of Service (DoS) 3 AL E T, h—E A 577
L—Fe 8 AT 5ZL T, RADIUS =N EEARERGERE FFEOFRHFIC—ETHLEIIxy NI —r Tk
AEARAEF AR D ACL AL X —T7 A A TEXET,

EREHRE:

WO, TR =R DKL AT U N RLET, 2—FI2E, (EEB 2 — P EFAER 22— O 2 FiE
MBHVET, W B = —WIL Active Directory 2 L CERAESIL, sEAEH = — WL ISE ONFHT —FX—R%
FEAL Tr— L CRBRESIVE T, o, sEAES = — VI 3850 AT O —E R T 7L —MEREEEHL
T VLAN 40 23ED Y THhET, ZC“C IZ Cisco Identity Services Engine (ISE) N TOIEXFMENFTH T /34 A
FFHIAZ (BYOD) RV —RR AT ¥ R —DFEMI DWW TIFR L EHAD, ZOREXED L7 BED
R—=RATA ARV ET, ZORF2 A NClE, C3PL 3L H L7z 3850 AT OFMEEHDRX—RAT A 7%
EWZOWTIEFHHALET, YA VYL A Ry kT —27TD 3850 DEALZF DD ISE #R E 2OV TIE, ISE D5t
T HNTY— RF 2 AN SR TLIZEN,
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-

Employee g

Directory/DNS/
DHCP

Contractor

5

VLAN 201
VLAN ID Name
30 Employee
40 Contractor

FREND O R—Rk:

Cisco ISE 1.2.0.899
I0S XE /X—<3> 03.02.02.SE #3479 % Cisco 3850

AD/DNS/DHCP #—/3E L CH§RE T % Microsoft Windows 2008

3850 A/ vF M C3PL iRE FIE

DFEFNL. BYOD RN AT ¥ THAANREDEEIRT AT T 4T AR D B 243572 Cisco
3850 AA ﬁ“@.w FF% ISE A2 AR L CWVET, ZORF 2 A MIGEEHE LB Tl, 3212 3850 AT
TYEARERD C3PL a~ > RIAy A B —T oA A% E FIFCQovEd,

Flg4 H9SAR—RDOKRYL—EE(CIPL)FERIZT S

Ty al By N —2120E, AT AR — S CWeBREa v U RB LRI v — av RO LU o8l
V) Cisco [0S < RREASIINTWVET, ZNH0OH LW a~< Rt Byt al @il xy b —2 &2 R—h45
Cisco Common Classification Policy Language (C3PL) #/RE—RZHMILI2% TR c&EET,

FEBFEOEAIA—Ov ATUFNERSNTOSIEE. TN 53 C3PL BRITEBRENET . ChHNEELLWNES X, COFIEERRT 2RISR
F—Dv ATURAEREN TUOVENZEERERL TS,

ATw 71 FILWRESILDRTRA T IVERELET,
ROATURZEFTLT, BAATUREHLWLREAILTRRLET,

3850#authentication display new-style
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Hi S5

3850#authentication display new-style

Please note that while you can revert to legacy style
configuration at any time unless you have explicitly
entered new-style configuration, the following caveats
should be carefully read and understood.

(1) If you save the config in this mode, it will be written
to NVRAM in NEW-style config, and if you subsequently
reload the router without reverting to legacy config and
saving that, you will no longer be able to revert.

(2) In this and legacy mode, Webauth is not IPv6-capable. It
will only become IPvé6-capable once you have entered new-
style config manually, or have reloaded with config saved
in 'authentication display new' mode.

38504

EBHBICESL. CPLRA—RDITUREAALIBD & LAY — REAAILDBREE—FRICRT IENTELCAEYFET, CIPL AT UREASLLZ
EEIC BENKRTEINET, LHY— E—RIZETIZ(E, authentication display legacy Z A 1L TLE&0Y,

FlE5 RAYFOHTITP H—N\%HFTT S

AT S 1 RAYFDDNS KA HFHZELET,
Cisco IOS® Y7 Ry =7 Tld, T /3 AD DNS KA 4 ZFRNZERL TRV, GEAEE-IZE A —
ERRL CAV A= LT A2 N TEEE A, REATILET,

3850 (config) #ip domain-name example.com
AT w7 2 REAALT.HTTPS THEATHF—ZERKLET,

3850 (config) #icrypto key generate rsa general-keys modulus 2048

E:Web UL ALIMRIZEIBAZED R —HIS—AHELLWNESIZ, O—HLEBETIIAL, EETEARIAEIRITL-IHELFERTEILE
HRLET, COREYIIZDONTIX, CORFAVMTIEHBALEE A,

AT w3 RAYFOHTTP b—N\EEHIZLET,
HTTP/HTTPS OF 7 F ¥ EUX ALV e FATTHITIE, AT O HTTP H— "2 FNITHIMLENRHVET,
WaEANTILET,

3850 (config) #ip http server

3850 (config) #ip http secure-server

F:RTYT 2 TX—FERT BHIIC ip hitp secure-server AV RERITLIENTZEN, B IBF TATURERITT 5L RAYFHUNESHY
ARXDBREZEHNICERLET  COMAZEEERTLEHTTPS FS 74995 UA AL IRNT BEEIZEFELLLGVBENRETLRRAIZHY
FJ, Aire0S BNAVRAb—ILEhfz WLC EE%Y, 3850 V—XDTAVYLRATIL HTTPS ERDUA AL IS R—rENFETH, TURKRA
UMIYFALIMRIZRMyFDOBEERMAELEEITHLIITKROLNFET,
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AT w7 4 DR YFEIBHEEED HTTP BELUV HTTPS ZESNZLET (T 3>),

3850 (config) #ip http active-session-modules none
3850 (config) #ip http secure-active-session-modules none

FE:THIZEKY. 3850 DITAVLABREADEET7 X1+ T4 NCS Prime Infrastructure SR EANDEB 7 /R LEMIZHYET,

FIE6 S O—/\)L AAAORURERTET S

AT v T 5 POERARAYFDIRIL., Al BLUVT I T40T (AAA)ZEBEMIZLET .

T 7 4)VETIL, Cisco AT D AAA V7 VAT AT/ > TOET, AAA T VAT LGNNI LIRNE,
WETHEpa< NI b HTEEEA, REALET,

3850 (config) #aaa new-model
3850 (config) #aaa session-id common

FE:ZOATURIZES T AAA DRI =Y £F 2T H—EXNSRESNDIY—ER(O—HIL BT 1V DRBFELRT . BAF XA D ERE
BRLGE) NERICHEYET, FMIZ DL TIL, [Cisco I0S Security Configuration GuidelZZBL TS,

AT w7 6 802X DERIAAREERLET

FREE ST 0T, 802.1X DFRFFERIZXI L TE D RADIUS V— DT )L —T % 4 203 Ao F TR T 5728
Lz‘g—(ﬁ—o

3850 (config) #faaa authentication dotlx default group radius

AT w77 802X DABAIAREERLET .

2T 2 TYERRLTZZRGE T UL » T, 22—V /T NAADT AT T 4T 4 (=YL R AT — R £ 135 E) %

RADIUS H—/NCHGE CE DI ET . LinL, AR/ L 7o 2 VIZ A3 T BB AT b L E T

AN, XY NT =7 ~DT IR AN ERRCFF A SNDL— W ETT A RE | BRI AISNDT V'R LV
#THHDOTT,

3850 (config) #aaa authorization network default group radius

AT 7 8 802X DT H IV TA4VT AREERLET,

RADIUS 7 HD 747 2y MIFEEITA HTHY, ISE DL ORRIZLE T, :ﬂ%@&%ﬁ@ﬂfwh
RADIUS #—/X(Cisco ISE) 7§>4’/5'~7;:4’X~?31/]\ RAL D IERE/ IR RE AT TG AT St b E4,
THTT AT Ny IR G Cisco ISE 13RRFEEFR A DIRGE LR CEE A, TV T4 7 2Ny N
BAE Ry ary ODEEE 7747 ORISR A EICEE T A ARt L 7,

3850 (config) #aaa accounting dotlx default start-stop group radius

AT w79 EHEAML RADIUS PhooT400 7T T— 2R ELET,
Cisco ISE 1%, E#IM72 RADIUS 77T 427 Ny he i LT, Xy kT —27 L TEDYyvar BT 7747
DEFICRS>TODENE BN CEET, ZOa~rRid, 15 52 L@ T v 75 — bk ELET,

3850 (config) #aaa accounting update periodic 15
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FIE7 4~ O0—/\LRADIUS OTUREERTET D

RADIUS = O[22 7 a7 7747\ F =75 FEAZRELE T, ZOEE TlX, A>T 5 RADIUS
H—3(Cisco ISE) (2 E W 72T ARRIEAY B — V5L ELET, AT 1T — 30350 RADIUS i A5
F1, AT —IINEHDEE Ay b — BT ITA TR THLZERN D IUT LD T, FIEN I ThH %
nNcT+57T9,

RAFFF9T4RISE 1.2 [ZIE BEDFH T TREEIHITHHENHYET . CCTIE, TOHAEEFEAL T, RADIUS F—T 73547 Ayt—I%M
FILES , FIRISDOWTIE, COFFaAVFDREEZSRL TSN,

A7 w7 6 RADIUS 4" )L—TFIZ Cisco ISE H—/\ZEMLET,

ZDOAT 7 Tl radius-test 7 AT b f#E LT, Cisco ISE DRV — P —E R /—FK (PSN) ZAA v F iR EIT
BEAILET, PSN Z&ICH#IK L £,

3850 (config) #iradius-server host 192.168.201.88 auth-port 1812 acct-port 1813 test username
radius-test idle-time 5 key ciscol23

EH—NE BEOTOCRATHRETBRAELIERAICMAT. 5 2121 ., BENHINEINFHHICREESNET, ISE DHLV/N—2av(C
[R5 IIFIEELZLN . ISE 1.2 BARBLUN CIECOETEETELAEENHYET . TOBEIL. COEZE 60 77 LU EIZHEHLTEELY,

ATw T 7 TYREHERELET,
Cisco ISE #—/3® RADIUS |tEE= 70T 7747 CF =07 THINCAA T R ESNELZ, RIT, —30
TIAT T RINEHET DIZDIAA T OO ZEFHELET, ZZTld, RADIUS — 30005 % 10
FORIFFREL . 2T ANE 3 [ERITLIZ 2 T — %7 v RE R IR E L £ 97, 30 #PLANIC Cisco ISE H—
ININDHENRISENELNIR NS ZOV— 3T yRERARSvET, £z, deadtime [T AA Y F R — 3%
TyRERZTHBZERLET, 22T 15 IR ELET,

3850 (configqg) #iradius-server dead-criteria time 10 tries 3
3850 (config) #radius-server deadtime 15

BRI OVTIR, BAE—FOETHLGHALES,

AT w7 8 BAIEE (CoA)TEMIZLET,
AIDAT 7T, AT IHD RADIUS Ayt —U Dk g E72D RADIUS — 3D [P TRV A EFRLELT,
LML, RO I (TN e — LR ET—R D) BIDOY AN TR A ZE T (RFC 3576) {4 4T TEL Y — & E
EPEa

3850 (config) #aaa server radius dynamic-author
3850 (config-locsvr-da-radius) #client 192.168.201.88 server-key ciscol23
3850 (config-locsvr-da-radius) #auth-type any

AT T 9 R, AVE—EFEREVSAZEHILET,
3850 (config) #iradius-server attribute 6 on-for-login-auth
3850 (config) #iradius-server attribute 8 include-in-access-req
3850 (config) #iradius-server attribute 25 access-request include
3850 (config) #iradius-server attribute 31 mac format ietf upper-case

3850 (config) #iradius-server attribute 31 send nas-port-detail mac-only




el ol ]l
REBTHIRADEMA (KR CIISCIO

AT 710 RAYFNEICELWNAA—TIAZANS RADIUS ERD IS T4 v5EEETBHELEOIZL
EX I
%L DA A TFINIEED 1P TRUANREHEAT O TOET, LR w IS BLRIE DR EDA L H—
T AR LU TRAETAINCERETAHAILEAHELFT, ZOA X —T A AP 7RV A%, Cisco ISE X J—
I TFRAAF T2V TCERINIZIP TRV ARE—E T AMERHDE T,

Cisco DRRA+ FSHUTAR: RUbT—VEBDARS TSHTARELTIE, TRTOEBERITIL—T\v) FHTEERAL. ZOIL—T v 14—
TIARERED I —T 427 FALILIZTENEZAXLET,

3850 (config) #ip radius source-interface vlan 201

FIE8 O—AH/)L 7HERaAvrO—LYARREO—HIL H—ERTFUTL—IEERET S

AA T DORFEDOHERE (URL UX AL N2 E) Tl m—h IR ESNT=T 7 A a2 ha—/L YA ACL) Z1# H
THUENHOET, MERSNZZNH0 ACL 121X, 3 <IEHSNDILDO L, BEADNR0%OEFEETHEHIN
RNEDORHNET, JDIE@ HIEEX, AlRE/R 9 X COEAETT M —EL TR T DI AA T2 UEfi L, #10
RUATONDAA Y TR EDEHAANEIMNAHZETT,

P—E R T T L —RMEL, 3850 AA v TF OFHERE T, ZAUL, ISE BA[ 707 7 AL L THET R, AL F EiC
— A VICELE T ET, 24U, C3PL AU NS W T T % VLAN, 4 Hifl% ACL, #(~—. BXW
URL VX AL RCFHNDOEEN T, Z2TIE, REFADE D RADIUS — "G EFERFE THLHL A1 802.1X
F72013 MAB BRAZ T 5720 SN —E R T 7 L —eu— L TERR L E T,

AT w77 Web BBEEEHS URL YA ALY THERT B0 RO ACLZEBMLET
3850 (config) #ip access-list extended REDIRECT-ACL
3850 (config-ext-nacl) #deny udp any host 192.168.201.72 eq 53
3850 (config-ext-nacl) ##deny udp any eq bootpc any eq bootps
3850 (config-ext-nacl) #deny ip any host 192.168.201.88
3850 (config-ext-nacl) #fpermit ip any any

AT w7 8 BEDHNALEA—TA RIS HHEA ACL ELTHEAT 5701, RD ACL ZEBmL
F9,

3850 (config) #ip access-list extended DEFAULT-ACL

3850 (config-ext-nacl) #permit udp any host 192.168.201.72 eq 53
3850 (config-ext-nacl) #ipermit udp any eq bootpc any eq bootps
3850 (config-ext-nacl) #deny ip any any

AT w79 EDRADIUS H—/NEEIERGEGIGEEIERT 572012, RO ACLEEBMLET
3850 (config) #ip access-list extended PERMIT-ANY
3850 (config-ext-nacl) #fpermit ip any any

A7 w710 ED RADIUS H— N\ EEFEELISSICHERT S1=6HIZ, TCRITICALIEWSZRID X
DH—ERFUTL—rEEMLET,

3850 (config) #iservice-template CRITICAL
3850 (config-service-template) #description Apply When none of the RADIUS servers are reachable
3850 (config-service-template) #access-group PERMIT-ANY
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FEH—ERTFUTL—ME A9 O0—Ka4E ACL(DACL) EEIL&ESIZ ISE Iz—iIcERBL CRAIBIZA Yo O—KTEETMN, LEOTVT
L—rDOEMIEED ISE /—RELFERAATEETRWNEEIERTHIETHY. DFEYH—ER FUTL—rEE4 I 0—RF5FEMNGLVH. ZIT
FO0—hiL B —EX FoTIL—rEERLTOET,

FIE9 FO—/\L8021XaATURERTET S

AT w11 RAyFD 8021X &5 O—/\LIZEHIZLET .
802.1X %7 0 — LA ZIIZL Th, EBITIZE D WLAN oA F—7 = A A TH LT A N0 8 A,
3850 (config) #dotlx system-auth-control
AT w712 AHo0—RaRE ACL ZBXITL T, #EET B K3ITLET,
Ao a—REFET 78 A avba—L UARJACL) 1%, Cisco ISE 3 ABRBEIZISIT DI I — MR B725 A =X
LTT, dACL BAA T TIELHBERE T HITIE, IRDISZLTIP T HRAAD NI X 7 %/ a— ) UIH NS T
LR BHDET,
3850 (config) #ip device tracking
3 :Windows 7 Tl FNIZF/ AR ARP [SIEELEVMEE A HYET , TOBA(L. ip device tracking use SVI IR FEEAT ABENBYET .

FlE 10 FHEISREHRET D

HEOS AL, TR —DT I aVEaRTTHIEREERELES . HlHRIS—DT I3V ERT
T HEDOITIE FHDTRNTH true EFHEESN S, LT b true EFFEEND. HDLIELT D
true EFHESNLZL, DVWTHAEEERLET . HEIVSRIL, HEHR) S —THRESN-ANUMIED
WTEHliSnZET,

FE:CDRMYFTCIPLAMTDARUREERAT2DONSEDHTOHEE X RAVFDRELHELLGVRYLA L — E—FIZRNAENIEERT
BENRTEINET,

AT w7 3 EORADIUS Y—NLERATELWMEESDFIEHISRERELET,

3850 (config) #iclass-map type control subscriber match-any AAA-DOWN
3850 (config-filter-control-classmap) #match result-type aaa-timeout

AT w7 4 292300 802 1X BEMNKMLI-IZEDFIEITREHZRELET,
3850 (config) #iclass-map type control subscriber match-all DOT1X-FAILED

3850 (config-filter-control-classmap) #match method dotlx
3850 (config-filter-control-classmap) #imatch result-type method dotlx authoritative




wl el )l
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FIE 11 FEAKR ) —Z2HRET S

AR —IE RSN ARV EEHIZRHIEL TR TLNERITT BT aVERELET . Ch
2. &HEHISRE 1 DUEDTHILavVICEEM T 1 DULED&IEKR)S— L—ILBAEENET,
RV — L=V CHRETEST VL AVIE BETDARUIDALTIZIELTEBYET, HEHAR ) —
. —fBICIAZE D DRIES LV YL avTOY—ERDTIT47IbZFFHIHL ., 103 —T A/ R
RAEnFEd, RO, FIER)S—IZEETNDARUS, IF5R, BXUVT I a0 OBEFEERLTVET,

4 Event N Class ) / Action \

authenticate via 802.1x

session-started

authentication via MAB

restrict

authenticate via 802.1x

violation

agent-found

activate service-template

EEER Tl authorize port

terminate 802.1x/MAB

authentication-failure

dot1x authoritative

A / /

CCTIE, BIDIETHERL-GIEHISRAZEAL THER S —ZERL. RRICENE—ED/ 57—
T/ RISEALES
AT 9T 6 FATOH 8021X/MAB RFGA U A—T A RITHEAINSHIEAR) S —2HELET,

3850 (config-service-template) #policy-map type control subscriber DOT1X-DEFAULT

authenticate via MAB

ATv T 7 vyl a kBT I IVERELET,
WDOFREIZE ST, 802.1X & MAB #[RIFFIZEITTEXA IR0 ET,

3850 (config-event-control-policymap) #event session-started match-all

3850 (config-class-control-policymap) #10 class always do-all

3850 (config-action-control-policymap) #10 authenticate using dotlx priority 10
3850 (config-action-control-policymap) #20 authenticate using mab priority 20
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ATw 7 8 RY—ERNEELEBEDT I AVERELET,
HERNEELT-EASIT. ROBEICES>TEFEOBY ary BN FOFEHER SN ER AU M\ Z38aSh
\ij—o

3850 (config-action-control-policymap) #event violation match-all
3850 (config-class-control-policymap) #10 class always do-all
3850 (config-action-control-policymap) #10 restrict

AT w79 TURRAVRTHTYAVID EHENSE RAYFIE 802X E#ERALTIVRRAUbE
AL EIELFET

3850 (config-action-control-policymap) #fevent agent-found match-all
3850 (config-class-control-policymap) #10 class always do-all
3850 (config-action-control-policymap) #10 authenticate using dotlx

AT v 7 10 {FEATAEEL RADIUS H—/SAOAREF-(FEX D KBMNRERELE-T 802.1X FREEA L
BLI-BEDTHIIaVEHRELET,

THUE 2 DOERITYIET 10 H ORI, FBAEERA LT 270126 FIT&D RADIUS ¥ — S 337EAE
LWEE T, ZOHATEL, RV —IZL5TICRITICAL ) LV A RTOR— )V —E R T T U— R NRT 774
7{bEA0, permit-all ACL &L MBS UTHRRED VLAN 2 HSAVET, 2 D H ORI, 802.1X DFEFEN KK
L7eG B THY, ZO%ETE MAB BNEITINET,

3850 (config-action-control-policymap) #event authentication-failure match-all
3850 (config-class-control-policymap) #10 class AAA-DOWN do-all

3850 (config-action-control-policymap) #10 authorize

3850 (config-action-control-policymap) #20 activate service-template CRITICAL
3850 (config-action-control-policymap) #30 terminate dotlx

3850 (config-action-control-policymap) #40 terminate mab

3850 (config-action-control-policymap) #20 class DOT1X-FAILED do-all

3850 (config-action-control-policymap) #10 authenticate using mab

F:CCTIERMD MAC 7RLRITHLTH ACCESS-ACCEPT %3%{59 29 R WebAuth AMERAEN 78 MAB DRRIIFEELERE A, ZDF=
. LERDEETIE MAB DERBRARUMEEERELTOEE A,

FF12 13— A~D &R —DE A

AT 9T 3 AVE—TAADEREIH L THEAR) O —ZBRALES .
3850 (config) #interface range gigabitEthernet 1/0/1 - 48
3850 (config-if-range) #description DOT1X Enabled Ports
3850 (config-if-range) #switchport mode access

3850 (config-if-range) #iservice-policy type control subscriber DOT1X-DEFAULT
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AT w7 4 BYDAA—TARIZHED 802 IX RELEALET .
802.1X B ED L DER1E CIPL AU A EN TOET N, SlIEmEL T — A& o0 <o o=~
YNIEBNC AT S DM EDDET

3850 (config-if-range) #spanning-tree portfast

3850 (config-if-range) #authentication periodic

3850 (config-if-range) #authentication timer reauthenticate server
3850 (config-if-range) #mab

3850 (config-if-range) #ip access-group DEFAULT-ACL in

3850 (config-if-range) #access-session host-mode multi-auth

3850 (config-if-range) #no access-session closed

3850 (config-if-range) #dotlx timeout tx-period 10

3850 (config-if-range) #access-session port-control auto

3850 (config-if-range) #no shutdown
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3850 M &% 7E 5l

hostname 3850
1

aaa new-model
aaa session-id common
aaa authentication dotlx default group radius
aaa authorization network default group radius
aaa accounting dotlx default start-stop group radius
aaa accounting update periodic 15
1
aaa server radius dynamic-author
client 192.168.201.88 server-key Ciscol23
auth-type any
1
vlan 10
name USER
vlan 11
name VOICE
1
interface vlan 10
ip address 192.168.10.1
ip helper 192.168.201.72
ip helper 192.168.201.88
no shut
interface vlan 11
ip address 192.168.11.1
ip helper 192.168.201.72
ip helper 192.168.201.88
no shut
|
ip device tracking
1
ip domain-name example.com
|
crypto key generate rsa general-keys modulus 2048
1

dotlx system-auth-control

|

ip http serverw

ip http secure-server

ip http secure-active-session-modules none

ip http active-session-modules none

|

ip access-list extended DEFAULT-ACL

permit udp any host 192.168.201.72 eqg domain
permit udp any eq bootpc any eq bootps

deny ip any any

ip access-list extended PERMIT-ANY

permit ip any any

ip access-1list extended REDIRECT-ACL

deny udp any host 192.168.201.72 eq domain
deny udp any eq bootpc any eqg bootps

deny ip any host 192.168.201.88

permit ip any any

|

service-template CRITICAL

description Apply When none of the RADIUS servers are reachable
access-group PERMIT-ANY

|

class-map type control subscriber match-any AAA-DOWN
match result-type aaa-timeout

1

class-map type control subscriber match-all DOT1X-FAILED
match method dotlx

match result-type method dotlx authoritative

1
policy-map type control subscriber DOT1X-DEFAULT

event session-started match-all
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10 class always do-all
10 authenticate using dotlx priority 10
20 authenticate using mab priority 20
event violation match-all
10 class always do-all
10 restrict
event agent-found match-all
10 class always do-all
10 authenticate using dotlx
event authentication-failure match-all
10 class AAA-DOWN do-all
10 authorize
20 activate service-template CRITICAL
30 terminate dotlx
40 terminate mab
20 class DOT1X-FAILED do-all
10 authenticate using mab
|
ip radius source-interface V1an201
snmp-server community ciscol23 RO
radius-server attribute 6 on-for-login-auth
radius-server attribute 8 include-in-access-req
radius-server attribute 25 access-request include
radius-server attribute 31 mac format ietf upper-case
radius-server attribute 31 send nas-port-detail mac-only
radius-server dead-criteria time 10 tries 3
radius-server host 192.168.201.88 auth-port 1812 acct-port 1813 test username radius-test idle-
time 5 key ciscol23
radius-server deadtime 15
|
interface GigabitEthernet x/y/z
description DOT1X Enabled Ports
switchport access vlan 30
switchport mode access
ip access—-group DEFAULT-ACL in
authentication periodic
authentication timer reauthenticate server
mab
dotlx pae authenticator
dotlx timeout tx-period 10
spanning-tree portfast
service-policy type control subscriber DOT1X-DEFAULT
access-session port-control auto
no shutdown
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ISE DERTE

ISE 1.2 TiE, r—ERX 77— EL, TNEFRAIRFIZ 3850 AT @A TExET, —E AT 7L —
ME, U RARABIA 802.1X. MAB, WebAuth, £721% CoA TRRAFSNIZ% DR[O —F L L i i T&% VLAN,
ACL, URL VX AL 7k ACL 72 OB A OEENTY, —E R 77 L —hZ, ISE 7217 T AfvTF L Tr—
HICHRETHZEL TEET, ISE DY —E R T 7L —rRB e o—EL L CEESnsexic, 0V —v 2 7
VTV RAAL v F FIZHFEIELRWIGA TR, AT D ISE oD —E A 707 L — %H&ﬁ%Liﬂ“o ZOEAEIX

10S 7Zvh74—2.& ISE e@ﬁaﬁa:m% dACL OEIEIZELTVyET, ISE 73 3850 7\4’y%k%ﬁé\¢57‘:&>®;&ﬁ
X, —bE 2 7o 7L —RISMIIEE L ER Ay ZORF 2 AR TIL BYOD (2T AR — 2 oW TCE L £1
D3, B LoD —E AT BYOD AW DO DR EIZOVTIEL, BYOD DY — HARZZBLTLEE
UV ZAUZIE, CA =N AR ID V—A BIOWW T U B T aeva=r 7 R —OREN G ENET,

FB13 7AToT4T4 — 2V REERTS

ZZ T, 24/9:75 E‘wnu nE%*%ﬂﬁTéT/fT/T%T% /‘_‘b‘/xé_)'ﬂzﬁkbi‘j—o ZD /_&/XG;J:OVC EE
Eﬁi AD., E j:lji]J—K:L—*lj‘ T“—&/\_Z%{ﬁﬁﬁ L TR j—/l)/]‘b)uu nﬁéhiﬁq
AT w7 6 ISETSARER/—RIZATA(ULET,
A7 w7 7 [EE (Administration)] = [IDD & (Identity Management)] = [IDY—XIER (Identity
Source Sequences)] ICBEILET,
AT w7 8 [BM(AA) ]| #2)vILET,
AT w79 TCAP_AD_Internal IEWVSRBID Y —4 2 REERLET
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(— B htkps: {192, 168, 201,88 admin/#pageld=com_tisco_xmp_web_page_identity_source_seq c | ,E"’ [T

isel
mimn ;
Identity Services Engine
5c0 ¥ e {0 Home  Operations |v  Policy| v Administra

c;?;v Systern féﬁ Identity Managerent i Metwiork Resources |28 Wb Portal Management = F

Identities Eroups External Identity Sources Identity Source Sequences Settings

Identity Source Sequences List = CAP_AD_Internal
Identity Source Sequence

¥ Identity Source Sequence

*Mame | Cap_aD_internal

Description

¥ Certificate Based Authentication

Select Certificate Authentication Prafle [cap [ +]

v suthentication Search List

A set of identity sources thatwill be accessed in sequence until first authentication succeeds

Available Selected
Internal Endpoints AD1

Guest Users Internal Users
LDAP

AT w7 10 [fRTE(Save) | 9y ILET,

FIE14 21— JIL—TEEHLTA—HZEVHTS

ZOBITIE, FHAREE 2 —VIT ISE OWNET —F_—A% i L CEREESHL, ¥R 2 —WITEEAEEZIT AD
22— ThHT N AL GRRESNE T, sa AEAS 22—V HD ISE 2—% 7V —T7 % ElLE7,

A7 w7 8 [EE (Administration)] = [IDD & (Identity Management)] =2 [ JL—F (Groups)] 2>
[1—HIDS IL—TF (User Identity Groups)] IZ#8&ILE T,

A7 79 [BIMAJD)]EIVYILET,

AT w710 JIL—F%& &L T ContractoriZ A AL, [3E{E (Submit) | Z2UvHILET,

AT w7 11 [EHE (Administration)] 2 [IDD & (Identity Management)] = [ID(Identities)] =
[2—H (Users)] IZBBILET

AT w712 [BMADD) ] #2)vHoLET,
AT w713 a—H¥LELTlcontractor1 1ZA AL NRT—KZAHLET,
AT w7 14 21— 45 )L—FELT [Contractor] &KL . [3%1E (Submit) | #H2)vHILET,
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FE 15 RS — EyrEBRIZTS

BHE LV ISE 1.2 ORI — By MEREA ML CHEMERT AT o T 474 NI —% B CTEET, ZORF A
FCIE. % WLAN I~ E L7952 DORY— By Bk L, KRV — By "N THEREE 72 DR) > —2ERL
LFET, ZAUTLY, ISE DRV — 42 Lo TE & OfE HFH BN E D IR S — 2036 FH S D7 DB REZ 720
*7,

AT w7 3 RY— b BEEEBRNIZT BI(E. [BE (Administration)] = [ X T L (System)] >
[E% 7€ (Settings)] = [R')—tvk (Policy Sets)] IZ#88ILET .

AT v 7 4 [B%(Enabled)] Z:&RL T [#R7F (Save) | &0 vILET,

FEiARY — wybEBEEEMICLIZETISIY) E—RIZRTIHEIK. RUS—EEBLETRENHYET . 1L, COMEEERDIZT L. MEHR
Yo—MTIAIWEDRY— wybZaE—ShFET,

FlIE16 BRI TOT7AILERET S

CCTIE. 2 DDBAITOT7AIINEERLET . 1 DBILEEDERATOT74/IL T, RO RLIEIC

dACL DIIWNT IR Z#ZDA 32— 714ZFFH AAYFIZTvalEzT 2 DEDRATOT74
L. BEEEI—HICHLTERSN, —EORAEHEESO Y —EX ToTL— Ty alFzd,
EEDOTUTL—HMIXISEIZERESNST=8. Z*f/?‘ld:r*)]d)l HEIERICTUOIL—FDABRES
Y O—KRF3=0ODRMDEREZZELES ., F—EXTUIL—FDIBEERTRORESRELTLS
(AW

3850 ISE

EAPolL

RADIUS: Access
EAP Username: contractorl

RADIUS: Access-Accept
AVP: service-name=Internet_VLAN_Template

3850: Can't find RADIUS: Access
TEMPLATE! PAP Username: Internet_VLAN_Template
AVP: download-request=service-template

RADIUS: Access-Accept
VLAN: 100
Reauthentication-Timer: 7200

Enforce

AT w7 6 [R)—(Policy)] > [R)—E (Policy Elements)] = [#F8] (Authorization)] = [5F
"] FO774 )L (Authorization Profiles) | (Z#8&ILE T,




wl el )l
REUTHHRDRMA K AList

AT w7 7 BMADD] EDYvIL RDINFGA—EFEIEFELT Permit_ACL FRRITAT7A ILEERL
LEY,

E21] Permit_ACL

—RRERY DACL % (DACL Name)

DACL # (DACL Name) PERMIT_ALL_TRAFFIC

A7 v T 8 [fR#E(Save)| &9 LET .
AT w79 [BMAD) ] EFI)vIL. RD/INTA—E%HEL T Internet_VLAN_Template 7A77 4
IWEERLEY,

EA:] Internet VLAN_Template

HY—ER FUTL—k T
(Service Template)

—RREVIEERY VLAN

VLAN 40

RADIUS:tvia>24 L | 7200
77k (RADIUS:Session-
Timeout)

AT w710 [{R7E (Save)| &9y HoLET .

FIE17 R)—ZHRET S

AT w75 [R)—(Policy)] > [[R—tvhk (Policy Set) | IZBBEILET,
ATvT 6 ERAD [+] BB5EY)vIL. [EFER (Create Above)| &9 ILET,

|4 Policy Sets | |.£) Profiling |7 Posture

Policy Sets

l Search policy names & descriptions. Peol ]
& [ fp L X
Create Above

-..ary of Policies
S ———— 1 o 1o [0 [=]

n Global Exceptions
Rules across entire deployment
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REUTHHRDRMA K Lkt U

AT w77 BHEIEIDOTIXIEL, RDNFA—REBEL TR — wyrEERLET,

Status Name Description Conditions
DOT1X Wired_802.1X

¥ Authentication Policy

Default Rule (If no :  Allow Protocols : Default Network Access and use : CAP AD Internal
match)

* Authorization Policy

Status Rule Name Conditions (identity groups and other conditions) Permissions

Employee AD1:ExternalGroups EQUALS PermitAccess
example.com/Users/Domain Users

Contractor Contractor Internet_VLAN_Template

Default DenyAccess

AT w7 8 [3£(E (Submit)| &9 wILET,

| 18 RADIUS TRk Ayt—T# I T AESIZISEZERTET S

WEET ANEEFEL T, BE=FV T = "BIUSN T — NITEFE S5 syslog Ay E—T 2l CEES, M
HiliL, BeDBHELATITHEADNTRI — =R )—R LYV TERITTEET, M2 5288 TEE
T FEEDRBMAAT BLORICT DAL THEEBO 7 V22 EFRTEET,

FRETAIILEOHIT 20 BETICHIRY Do EEHELES,

AT YT 9 ISETSARVER/—RIZATAULET,

AT v 7 10 [EHE (Administration)] > [~ AT, (System)] > [AF 24 (Logging) | IZBEELET
AT w711 ERAL2D URET1)LA (Collection Filters) | &9y I LET,

AT w712 BARAVLEEHOD BN (ADD) ]| EI)vILET,

=%s System | il Identity Management [ Network Resources |24 Web Portal Management  |L., Feed Service

Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Collection Filter List > User Name

Logging

[5] Local Log Settings Collection Filters

* Attribute | User Name B2
* Value| radius-test |

* Filter Type| Filter Failed -]

[ii] Remote Logging Targets

[ii] Logging Categories
[ii] Message Catalog _
[ii] Debug Log Configuration |Re—set\

[ii] Collection Filters
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AT v 7 13 B (Attribute) ] FILE Y A=a—h5 [2—H % (User Name) | #BIRLE T,
A7 v 7 14 [fE (Value)]IZlradius-testlEAALET .

AT T 15 [F4IE84 7 (Filter Type) | TILE I A=a—Mhib [TRTI«ILA (Filter All)] &R
LES,

AT v 7 16 [fR#E(Save) #2)voLET,

FIE 19 EXETNAREFTELT D

AD KA D—ERTéH% Windows PC 2385t 3D & ISE 1LE DT /A A% 7
*9°, [show access-session interface | 2~ RZ2HHL T, /> X —T = A A EDFR

LA H =T AAIKL CRATL
FR IR A EREMGECTEXET,

Server Policies:

Method status list:

Method
dotlx
mab
38504#
38504#

3850#show access-session interface GigabitEthernet 1/0/1 detail
Interface:

ITIF-ID:

MAC Address:

IPv6 Address:

IPv4 Address:
User-Name:

Status:

Domain:

Oper host mode:
Oper control dir:
Session timeout:
Common Session ID:
Acct Session ID:
Handle:

Current Policy:

GigabitEthernetl/0/1
0x106E04000000085
0016.d42e.e8ba

Unknown

192.168.30.100
host/winxp.example.com
Authorized

DATA

multi-auth

in

N/A
COA8CI9FEQ0000FB30B2FCOAA
0x00000FAA

0x23000003
DOT1X-DEFAULT

State
Authc Success
Authc Failed
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FE 20 FFREXET/N\(RERT S

BAEET I NG LT S AR T HEISE (T —E R T L — L TEDT A 25
=T 2 A AR TR A LET,

Server Policies:

Method status list:

Method
dotlx
mab
38504#
38504#

3850#show access-session interface GigabitEthernet 1/0/1 detail
Interface:

ITIF-ID:

MAC Address:

IPv6 Address:

IPv4 Address:
User-Name:

Status:

Domain:

Oper host mode:
Oper control dir:
Session timeout:
Timeout action:
Common Session ID:
Acct Session ID:
Handle:

Current Policy:

GigabitEthernetl/0/1
0x108F9C000000089
0016.d42e.e8ba

Unknown

192.168.40.100
contractorl

Authorized

DATA

multi-auth

in

7200s (server), Remaining:
Reauthenticate
COABCIO9FEO0000FB80OB3C89CO
0x00000FBO

0x92000007

DOT1X-DEFAULT

7150s

Template: Internet VLAN Template (priority 100)
Vlan Group:

Vlan: 40

State
Authc Success
Authc Failed

F72. 3850 73 ISE DT 7L —hOWEZZRLIZEEXIZ, lnternet. VLAN_Template | D—F 4 &R A~k

M ISE WTHAELET,

Time v Status Details

2014-01-16 14:55:18.062 @ g
2014-01-16 14:55:08.739 &
2014-01-16 14:55:08.725 &

Repeat
Count

0 contractorl

Identity Endpoint ID

atfren]es
CISCO.

Authorization Profiles

00:16:D4:2E:E8:BA
Internet_VLAN_Template

contractorl 00:16:D4:2E:E8:BA

Cisco Systems © 2015
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atfren]es
CISCO.

F|IE 21 ISE AMERTEALVEIZERIT S

T "I —7DAEIESC ISE /—R DX 7228~ ISE 2ME H TEARWIC T A AN L= 513, TCRITICAL |
LUVOLFTOR—T)L T — I EEEINE T, 2OT L —RMIE TRTO RV NI —7 T e RE T[T 5
ACL NEENTERY A F—T oA AT TIZHEASN TCWDAZT (7 ACL 1ZZ0 ACL ICEE#Z HIVET,

3850#show access-session interface GigabitEthernet 1/0/1 detail
Interface: GigabitEthernetl/0/1

IIF-ID: 0x108C30000000092
MAC Address: 0016.d42e.e8ba
IPv6 Address: Unknown
IPv4 Address: 192.168.30.107
User-Name: 0016d42ee8ba
Status: Authorized
Domain: UNKNOWN
Oper host mode: multi-auth
Oper control dir: in
Session timeout: N/A
Common Session ID: COA8CI9FEOOO0OOFC30F981C6E
Acct Session ID: 0x00000FC9
Handle: 0x43000010

Current Policy:

Local Policies:

DOT1X-DEFAULT

Template: CRITICAL (priority 150)

Filter-ID: PERMIT-ANY
Method status list:
Method State
dotlx Stopped
mab Stopped
38504
3850#

Cisco Systems © 2015
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Cisco 74V L X LAN avrO—S5 MDA HERE

WDIETIE, Cisco® VAL A LAN =t hz—F (WLC) DI EICHOW T LET, bR e, 1+
RTOEABREE CHEHATEDLRAN T I T4 AL TIRESITEY, EOEAFATZIRINL TH, EADEDEL
et —BLTEHTEET,

Cisco WLC D #IHAEE

JAYL A LAN A bO—5DT =, RS TEITS
WDOFINETIZ, Cisco VAL A LAN 2 ha—F DR EICHOWTHBALET,

ATvF 4 WLC Oy —)L R—MNIEERLET, IROREES LT, WLC D7 —h AN v T E2ITWET,

(Cisco Controller)

Welcome to the Cisco Wizard Configuration Tool
Use the '-' character to backup

Would you like to terminate autoinstall? [yes]:yes
AUTO-INSTALL: process terminated -- no configuration loaded

System Name [Cisco 91:e2:64] (31 characters max):

Enter Administrative User Name (24 characters max): admin
Enter Administrative Password (3 to 24 characters): **x*xxx*x
Re-enter Administrative Password HER
Service Interface IP Address Configuration [static] [DHCP]:dhcp
Enable Link Aggregation (LAG) [yes][NO]: no

Management Interface IP Address: 10.1.60.2

Management Interface Netmask: 255.255.255.0

Management Interface Default Router: 10.1.60.1

Management Interface VLAN Identifier (0 = untagged): O
Management Interface Port Num [l to 8]: 1

Management Interface DHCP Server IP Address: 10.1.100.100
Virtual Gateway IP Address: 192.0.2.1

Mobility/RF Group Name: cts.local

Network Name (SSID): CTS-CORP

Configure DHCP Bridging Mode [yes] [NO]: no

Allow Static IP Addresses [YES][no]l: no

Configure a RADIUS Server now? [YES][no]: no

Warning! The default WLAN security policy requires a RADIUS server.

Please see documentation for more details.

Enter Country Code list (enter 'help' for a list of countries) [US]:us

Enable 802.11b Network [YES][no]: yes
Enable 802.1la Network [YES][no]: yes
Enable 802.11g Network [YES][no]: yes
Enable Auto-RF [YES] [no]: yes

Configure a NTP server now? [YES][no]: yes




wl el )l
REUTHHRDRMA K AList

Enter the NTP server's IP address: 10.1.100.100
Enter a polling interval between 3600 and 604800 secs: 3600

Configuration correct? If yes, system will save it and reset. [yes][NO]: yes

RN P55 4 & Cisco WLC DRI —R 7oA TRL 2% 192.0.2.1 ITRETHZEAHERLES, =
T, KA F—2L AT A (DNS) TwoE L 7 END 58BN A4 (FQDN) ZfE L7-FEL—
TR IP IZTHULERHVET, 2D FQDN/IP 7R A%, CA IZX-> CTAEMSNZZFHEIEINT 54
ERHVET, ZHUTEYD, =—F0 WLC ORIES — = A2V F AL 7RSI X TREEZFH T
ZFH A (untrusted certificate) | D =T — K RIN72<720FET,

ATFvT 5 WLC IZHHmSNT-AR— DALY FR—F R ELET,

Disable interface GigabitEthernet2/46
description WLC-5500 connection
ip address 10.1.60.1 255.255.255.0

T

Cisco WLC @) DHCP Z7A¥%>

ATFYF 1 Cisco WLC IE, 774 /L hC Dynamic Host Configuration Protocol (DHCP) B3k % 7 13 42X ICi% ES T
%77, Cisco ISE (XU RARA LN EMEIZ T 0T 7 AV 75 DT DI RINA L )60 DHCP N7 17 % F|
LTCW5720, ZOMREZ BN T HZ LA HELEL £9°, DHCP 7'y 47 ar a2 G iiaRIEEOFHICL T,
Cisco WLC @ DHCP BMHENEHINET, TOFER, =V RRA MBI T 0T 7 AV 7§ DO LD EH E
et RDOIET,

ZAFvF2 [hr—F (Controller) ] 2 [###l (Advanced)] = [DHCP] (ZEL £,

ATwF 3 [DHCPZ ¥k & HMZ 1% (Enable DHCP Proxy) | 47 v ar a4 7IcLET (X 1),

Controller DHCP Parameters
General
Inventory Enable DHCP Proxy O h
Interfaces DHCP Option 82 Remote Id field format | AP-MAC
Interface Groups DHCP Timeout (5 - 120 seconds) 120 |
Multicast

-

Internal DHCP Server

-

Mobility Management
Ports
b NTP
» CDP
b IPVE

¥ Advanced
DHCP ——

Master Controller Mode

2. Cisco WLC @ DHCP FOx  #&%1td 5
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WLC @) SNMP #5255 %

Cisco ISE |%, VA YL A Ry NI — V| ZHHe SN T= T A A% 3859572, Simple Network Management Protocol
(SNMP) Zffi LT WLC IZHFEDJEMZ 7 =YL £, ZZTIE, Z7UF % Cisco ISE O SNMP A3=2=7 4 23X E
LET,

ZAFvF 1 B (Management) ] > [SNMP] > [—##% (General) ] IZBEIL . SNMPV2 D7 107 7 AU 7 NG N2> TWNDHE

LERMEERLET (X 2),
afva]e
CISCO MONITOR CONTRO WIRELESS SECU=IT™ M
Management SNMP System Summary
Summary Marmne ICisco_91:92:64
v *—
‘ Location I
SHMP ¥3 Users Contact |
Communities
Trap Receivers Systern Description .
Trap Controls Cisco Controller
Trap Logs
System Qbject ID
HTTP-HTTPS 1.3.61.4.1.9.1.1069
Telnet-S5H SMMP Port Number 161
Serial Port Trap Port Number Jiez
Local Management SHMP w1 Mode IDisabIe 'I
Users
SHMP vZc Mode IEnahIe YI *——
User Sessions
SHMP +3 Mode IEnahIe vI
} Logs
& Wia Wienloce

3. Cisco WLC ® SNMP D& E

ATYF 2 [232=7 ¢ (Communities) ] 7V 7L, % 1 DfEEHHL TH LTI =T & /ERRLET,
ATYF3 FETLEDL [#EM (Apply) | 227Uy 7 LET,

£ 1. SNMP I32=F(Z&EMT 20 01E
B 1% (Attribute)  f

[AS2=T4% RO

(Community Name)]

[IP7FLR(IP 10.1.100.0

Address)]

IP<XY 255.255.255.0

[79tRX E—F [BeAEYE A (Read only)]

(Access Mode)]

AT—HRR [B5%1 (Enable)]
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lllllllll
CIsCO.

Cisco ISE % RADIUS H—/\ELTHERATAEIICWLC Z2ERET S

Cisco WLC [Z. Cisco ISE % RADIUS Y— LU TEHLET, IROFNETIX. Cisco ISE % RADIUS H—/3¢1L T

EH 358912 Cisco WLC X ET A7 BRI OWCIBILET,

AT w71 WLC @ GUIIZF7ZtAL. [t3F 2T+ (Security)] > [RADIUS] > [F2EE (Authentication)] IZ#8

ﬁbi‘d-o

AT w7 2 [FEHIEE ID %47 (Call Station ID Type)] & [ AT L MAC 7KL & (System MAC Address)] IZ

RELFT (R 3),

1 Cisco WLC ® RADIUS H—/ DB F

MONITOR  WLANs  CONTROLLER  WIRELESS  SECURITY

1aiaGEMENT

Port IPSec

Security RADIUS Authentication Servers
- AAA . T
P Call station 0 Type 2 [System MAC Addressie| €
» RADILS
Authentication < U5E AES KEY WE3R [T 0 Giona for FIPS customers and requires a key wr.
Accounting .
Fallback MAC Delimiter Hyphen k3
P TACACSH
LDar Network User Management Server Index Server Address
Local Net Users
MAC Filtering
Disabled Client:
User Lagin Pal
AP Policies
Passwors d Policies 1, Calf Station ID Type will be applicable only for non 802, Lx authentication only,
» Local EAP

COMMANDS  HELF  EEEDBACK

-ap compliant RADIUS server, )

Admin Status

4. Cisco WLC @ RADIUS H—/\®

ATvF 4 [#EH (Apply)] 227Uy 7L %,

BEa—]

axX ;&

B RARAURD IP TRV ATIHRK MAC TRV RZK(ETHE, 77y A) 7 —E 2RI E
STz Cisco ISE ARV — H—ER ) —R|Zik[EE15 RADIUS /37y b2 D MAC 7R A& fRHL

THEOTDDBEEERSG TEXAIIITDET,

ATYF5 5 B [HH.. (New...)] Z#7U» 7L T, HLV RADIUS ZiE— ZBIMLE3 (K 4),

FRRE — O EL R 2 I HERLET,
RADIUS FBEEH—/\DEEE
B 1% (Attribute) [l

RADIUS
x® 2.

[B—NAOTYIR(EBEIE |1
fiI) (Server Index (Priority))]

Secret)]

H—/\D IP PFL R 10.1.100.3
[ EWEFER R (Shared ASCII
Secret Format)]

[ B % # (Shared Cisco123

Cisco Systems © 2015
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atfren]es
CISCO.

B 1% (Attribute) fi&
[F— v 7 (Key Wrap)] (#+2)
HaEsS 1812

Status)

H—/\ XT—4R X (Server

[B %) (Enabled) (#2)]

[RFC 3576 MHHR—h
(Support for RFC 3576)]

[B %) (Enabled) (#2)]

timeout)

H—/\ BAL LTI (Server

2%

[RybD—H 21—
(Network User)]

[B%h (Enabled) (7+2)]

T

[E %) (Enabled) (#2)]

IPsec

(#2)

Server Index (Priority)
Server IP Address
Shared Secret Format
Shared Secret
Confirm Shared Secret
Key Wrap

Port Numnber

Server Status

Support for RFC 3576
Server Timeout
MNetwork User
Management

IPSec

2 RADIUS Y —/\DERE

MONITOR  WlAMs  COMNTROLLER.  WIRELESS  SECURITY  MAMAGEMENT COMMAMNDS HELP  EEEDBACK

RADIUS Authentication Servers > New

2 -

ASCII «

[ (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
1512
Enabled «
Enabled «
2 seconds
Enable
Enable
= Enable

5. RADIUS H—/ DB F

Cisco Systems © 2015
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lllllllll
CIsCO.

ZATvF 6 [ (Apply) ] BEO [3RE DERAF (Save Configuration) ] 27Uy 7 L E7,
AFYT T [THUT 427 (Accounting) ] > [HiHH... New...) ] &2V 7 LT, ¥ 51273 X2 RADIUS 7 HY T4

P EBMLET,

RADIUS 7HhHU T 47 H—r30D

& 3. RADIUS 7HhOo T4y H—INDEFE
& 4 (Attribute)

REER I ERRLET,

[

[H—/\ AT VIR (BFIERL)
(Server Index (Priority))]

1

H—/\D IP 7RLR 10.1.100.3
[HEFZ 2K (Shared Secret | ASCII
Format)]

HEH T B (Shared Secret) Cisco123
HREs 1813

H—/\ T—42 X (Server
Status)

[B%1 (Enabled) ()]

H—/\ BAL LTIk (Server
timeout)

30 #

[y kT —% 2—4 (Network
User)]

[ %1 (Enabled) (4)]

IPSec

(F2)

Cisco Systems © 2015
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MOMNITOR  WlANs  CONTROLLER  WIRELESS — SECURITY  MAMNAGEMENMT  COMMAMDS  HELP  FEEDBACK

RADIUS Authentication Servers > Edit

Server Index 1

Server Address 10.1.,100.3
Shared Secret Format ASCIT
Shared Secret [T

Confirm Shared Secret [T

Key Wrap [ (Designed for FIPS custormers and requires a key wrap compliant RADIUS server)
Fort Murnber 131z

Terver Status Enabled -
Support for RFC 3576 Enabled =
Zerver Timeout z seconds
Metwark User Enable
Management Enable
IPSec [T]  Enable

6. RADIUS 7hooT40T —I\DHRE

ATwF8 [ (Apply) ] BEO [%EDRAT (Save Configuration) ] 27V 7L E 7,
RADIUS I#4—JL/\9 AT 23V DERTE

7' F4~<Y RADIUS H— N (It / NSV —N AT w7 2% OH—3) |4, Cisco WLC O — " Tho e
RARENFET, 774~ b= "DIRE LR bE, av ha—TIRIZT 7747 70300 77— Q FHIZ

INSW— R (T I REFFOY— ) ([T T, arhe—F13, 771~V RADIUS H— )3 [EHEL TG
BAREIZ IR B EZ DY — N 2T 4 — W T T DI ESIVTNDD, I FTHE/2 N7 77— G
TN — T =N 7T HINTERESITCORNWRY 2O T v =5 & i HL

ESr N

AFvFT 1 [EF2UT 1 (Security) ] & [AAA] © [RADIUS] 2 [74—/L 3y 7 (Fallback) | IZBEIL £47,
AFYF 2 [74—/y7F—F (Fallback Mode) ] % [7 277 47 (Active) | IZRELET,

B [T 7747 (Active) ] #1445 & . Cisco WLC 1Z RADIUS 7 u—7 Ayt — % LT, i Af
RE7R/ N7 T 7 = NI B RV MBSENBNL 2 R D — " A~DE IR EFATL, T 7T T e~v—0S
NI —RIE L TAANRAST=ENEIDE L ET, I be—TF13, T _XTDOT 7717 72 RADIUS
ZRIZH LT, IET 7T 47 70T _RTCOY— "G LET, [73v 7 (Passive) | Z1&IR 5L, Cisco
WLC (IR0 T a—7 Ay —U% 310, fEHRTREZR Ny 7 7 o7 =B LRV MBS
NENL 22— S~DEIFEFAITLET, 2 ba—J1%, LIESKORMET /T 47 72§ X TOH— %
AL . 7% T RADIUS Ay E—Y OFEENLEIT o7 LXITHAITLET,




wl el )l
RENT HERDRMAAK LM

AFYF 3 [2—H4 (Username) | 12, FET 7T 47 H— Tu—T THEENDLHTEZATILET,
ATYFT 4 [B(Sec.)] 74—/LRIZ, BROMEZASILET,

CORRIE, /Ay T E—FTOITIT4TRM. BLUVT U747 T—FTOTO—THifRE
LTOEKREFLET , AGEOEBEIL 180 ~ 3600 # T, T74/LMEIX 300 # T,

RRAFv PERAVMAD Airespace ACL Z4ERLT 5

Z—PFRRY NI =2 T HE . E D2 —FITRANIRIZIRIBITRVES, ZOBPETIE, Cisco ISE 127 27X
4% Cisco Network Access Control (NAC) 7 7 TIAT L ADT— = FBO DNS LT 7 4w 7721 23Rl LET,
Cisco ISE AR ATF XY HEHLT A REAE 52—V 25 E 3 HE, RADIUS GBI AT (CoA) L T — Y0
FRERES, 22—V Ou— Wl L7277 B AN = — IRt SV E 3, BIFED WLC 134 8ifF&D ACL 721 %
PR—FT 572, WLC D ACL ZFHHIEFRTHMLERNHNET,

J)Exfi TZD ACL ZRAF ¥ DU AL MNHIZEFRLET 2, 2O ACL IIRAT ¥ 3 H 02255 HE—RIcE
1ITIHrFETHEHASNEY A,

B:UAYLALAN 2 ha—7D ACL 1%, LAY 3 BLOLAY 4 TRUS —Zi# AL E T, Airespace ACL I3, #x
K64 fHDON—VEPR—RL, Ao F—T 2 A AN Fl2 T —FHEAL Tl AT ET,
ATFYFT 1 WLC 25, [EF 2T 1 (Security) ] > [7 7 &BA=a hrr—/ LU Ak (Access Control Lists) | (ZREEI L £3, [

(New)] #2727 LET,
ATvF2 6 12 RTIHIZ. ACL 4 &L T ACL-AGENT-REDIRECT #ffi FHL ¥,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY ! NACTENT  COMMANDS
Security Access Control Lists > New
v AAA
General Access Control List ACL-AGENT-REDIRECT R
v RADIUS Name
Authentication ACL Type Q1IPv4 1PV6
Accounting
Fallback
» TACACS+
LDAP
Local Net Users
MAC Filtering
Disabled Clients
User Login Policies
AP Policies
Password Policies
» Local EAP
» Priority Order
) Certificate
v Access Control Lists =
Access Control Lists
CPU Access Control Lists

7. Cisco WLC ~D#LLY ACL BN

Bz —W yrvail@ IS ACL X, WLC THANZERSILTWDMERHNE T, Cisco ISE DFE A 71
T AVTHEASND4ETEL. WLC O ACL 4 L TEREIC—E T A0 ENHET,




wl el )l
REVTICADEMH (AR CIISCIO .

Z2FvF3 X 717 F 5T, [ACL-AGENT-REDIRECT] ACL 22V Z7 L%,

NI
cISCO MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HE
Security Access Control Lists
v AAA
General Enable Counters
» RADIUS

Authentication Name Type

Accounting ACL-AGENT-REDIRECT +— IPv4 [~
Fallback
P TACACS+
LOAP
Local Net Users

8. Cisco WLC @ ACL ~ADJL—ILDEHD

ATy 4 [HLVIL— L OB (Add New Rule) ] #27V> 7L 3, X 10 (R EEHHALE T,
AFvF 5 Ay TR GE A (Apply) 1 227Uy 7 L, IROIL—IL DT [HiLLvL—/L DB (Add New Rule) | % B4R
LET,

Security Access Control Lists > Edit
¥ AAA
General General
+ RADIUS
Authentication Access List Name ACL-AGENT-REDIRECT
Accounting
Fallback Deny Counters o
» TACACS+
LDAP Destination
Il s (e Seq Action Source IPf/Mask IP/Mask Protocol Source Port  Dest Port DSCP Direction Number of Hits
MAC Filtering . 0.0.0.0 / 0.0.00 /
Tt G 1 Permit 0.0.00 0.0.00 ICMP Any Any Any  Any [i} [ ~]
User Login Policies 0.0.0.0 /  0.0.0.0 /
AP Policies 2 Permit upp DNS Any Any  Any o u
g 0.0.0.0 0.0.0.0
Password Policies
5 P it 0.0.0.0 / 0.0.00 / uDP A DNS A A o (-]
ermi n n n
» Local EAP = 0.0.0.0 0.0.0.0 Y ¥ ¥
¥ Priority Order 0.0.0.0 /  10.1.100.3 /
4 Permit 0.0.0.0 255.255.255.255 TCP Any B443 Any  Inbound [} [ -]
b Certificate — —
< P i 10.1.100.3 / 0.0.00 / Tcp 8443 A A Outb d 0 u
ermi n n utboun
¥ Access Control Lists = = 255.255.255.255  0.0.0.0 Y Y
Access Control Lists 0.0.0.0 / 10.1.100.3 /
CPU Access Contrel Lists & Permit TCP Any 8905 Any  Inbound ] u
0.0.0.0 255.255.255.255
FlexConnect ACLs
2 P it 10.1.100.3 / 0.0.00 / Tcp 8905 A A Outb d 0 (-]
tect ermi n n utboun
[ SR L - 255.255.255.255  0.0.0.0 Y Y
Policies
8 . it 0.0.0.0 / 10.1.100.3 / UDP A 8905 A Inbound o u
ermi n n nboun
» Web Auth - 0.0.0.0 255.255.255.255 v Y
10.1.100.3 / 0.0.00 /
IO 9 Permit ucp 8905 Any Any  Outbound 0O u
255.255.255.255 0.0.0.0
¥ Advanced
0.0.0.0 /10.1.100.3 /
10  Permit TCP Any 8909 Any  Inbound 1] u
0.0.0.0 255.255.255.255
10.1.100.3 /  0.0.00 /
11  Permit TCP 8509 Any Any  Outbound O [ -]
255.255.255.255 0.0.0.0
0.0.0.0 / 10.1.100.3 /
12  Permit uDP Any 8909 Any  Inbound o ﬂ
0.0.0.0 255.255.255.255
10.1.100.3 /0.0.00 /
13 Permit ucp 8909 Any Any  Outbound 0O u
255.255.255.255 0.0.0.0

9. ACL-AGENT-REDIRECT 7¥V+tX JXk




wl el )l
RELTHRORMA K Lt

AFYFT 6 ACL NIELRESN TWDILZHERLET,
B 0TAT VIR TVRAF FIREE (WLC TEHESN TS POSTURE REQ) DA, WLC DT 74 /L hDOEET
!X DHCP/DNS DA DT XTDORTT7 (73T w7 SiFE T, (Cisco ISE D=2 15 Zi5 ud-redirect-acl AV
AT TR ENS) PRE-POSTURE ACL 37747 M A S, 7747 > ME ACL THRIZEF TS CWBY
V= AFICBIETEET,
TRTDIST1v%EH R 9 5 Airespace ACL Z:EINT %
T _RTCONT T4V &FF [T DT 72 A VAMIER L ET,
ATFYFT 1 [RAF ¥ 7HAANHAD Airespace ACL Z1ER T2 | OFNEICHEST ACL Z1ERL £,

% 412, WLC ® ACL-ALLOW O EZRLET,

#F4. TAVYLRXLAN avbO—50 ACL-ALLOW DERE

ACL-ALLOW

&R (Sequence) 1

*)— A (Source) £E (Any)

B ST % (Any)

ZBka)L (Protocol) | {EE (Any)

DSCP £2 (Any)
7 Al (Direction) £E (Any)
1R1E EF ] (Permit)

HEBBFUS RN VLAN ADEIKAVA—Tz A REERKT S

ZITIEL IAYL A RN — 2 D 2 5D FLHF—E X £y D (SSID) A1ERLE T, 1 DIIREEB AT, H9
1 DX AN TY, % SSID IHERIDENI AL Z—T 2 AR~ 7 TEET, IROFNATIL, Cisco WLC D
)AL —T A RENER T D7 BRI OWTIRBILE T,




wl el )l
REVTICADEMH (AR o1l

ATYyF1 WLC @ GUI 25, [ ha—F (Controller) | = [ 4% —7 =A A (Interfaces) | \{ZEEIL . [HTH (New)] 2 27VU> 7L
£ (X9,
Nim
CIsSCo MOMNITOR  WLANS  COMNTROLLER  WIRELESS — SECURITY  MAMAGEMENT  COMMANDS  HELP  FEEDBACK
Controller Interfaces

General

Inventory Interface Name ¥LAN Identifier IP Address Interface Type Dynamic AP Management

EInterfm:Es‘ *_ mana germen t untagged 10.1.60.2 Static Enabled

Interface Groups =~ Service port MNAA 0.00.0 Static Mot Supported

Multicast wirtual MNAA 1111 Static Mot Supported

Mlotnrk Rontoc

10. Cisco WLC ~D B2 —T T4/ ADEM

AFvF 2 FSIORTHEEEHALC, [#H (Apply) ] #2707 LET,
F5 WNEEROHNAUI—TIAREERTS
B4 (Attribute) &

[AU3—T( R4 Employee
(Interface Name)]

[VLAN ID] 10

ATYF3 K OIRTHENEBA L X —T =AAHIIATILET,
%£6. HEERADEFHALEI—TIAADEKTE

&1 (Attribute) &
R—+&ES 1

[VLAN ID] 10

[IP7RLZ(IP 10.1.10.2

Address)]

vk < X2 (Netmask) | 255.255.255.0

F—koxzA 10.1.10.1
DHCP 10.1.100.100

ATvF 4 FIEZIR LT, F AN OB AL H—T 2 A ZAZAERLET (£ 7T BLU 8 Z5 M),




RELBTIAOEMA(F CIsCO.

R7. TANAOEBHAEI—TAREERT D
B 1% (Attribute) [l

[A 8—TTAR4% 5 b
(Interface Name)]

[VLAN ID] 20

#£8. HTRNADHMAA—TILADKE
B4 (Attribute) E

R—+&ES 1

[VLAN ID] 20

[IP7RLR(IP 10.1.20.2
Address)]

Tvh<R%Y (Netmask) | 255.255.255.0

K—kryzA 10.1.20.1

DHCP 10.1.100.100

ATvF 5 BREELRFLET (X 10),

cisco MOMITOR  WiANs COWTROLLER WIRELESS SECURITY MANAGEMEMT COMMANDS HELP  EEEDBACK
Controller Interfaces
General
Inventory Interface Name YLAN Identifier IP Address Interface Type Dynamic AP Management
TS ——p cmolovee 10 10.1.10.2 Dynamic Disabled -]
Interface Group e, 1955t 20 10.1.20.2 Dynamic Disabled [+]
Multicast management untagged 101.60.2 Static Enabled
Network Routes service-port Wi 0.0.0.0 Static Not Supported
b Internal DHCP Server wirtual MF A 11141 Static Not Supported

M. A E—DTIA ADREEHEDRT S
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atfren]es
CISCO.

802X BLUH L Web FREE SSID DB
ftEBFD 802.1X WLAN ZiEBind 3

Wz, w727 4% E T SSID 7% EE L. RADIUS —/ LU TEFRIH/= Cisco ISE 1215 802.1X #RGiF%

HMMLET,

ATvF1 WLC 5, [WLAN(WLANs)] = [WLAN ID] (2B @hL C, 7 —h AN v/ CEFESNTZ SSID # A HL 9, #r
L\ SSID #7E# T 541X, [WLAN (WLANS) | > [FrHERK (Create New) | > [F1T7(Go) | &2V 7 LET

(X 11),

cisco
WLANs
- WLANS
WLANS
» Advanced

MONITOR  WLANs  ZLTROLLER  WIRELESS — SECURITY  MANAGEMENT  COMMANDS HELP  EEEDBACK

WLANs

Current Filter:  Mone [Change Filter] [&lear Filter] [Grestein =] [Go| <

7 WLANID Type Profile Name WLAN SSID Admin Status Security Policies

M1 sy CTS-CORP CTS-CORP Enabled [wPaz][Auth{s0z.1x)] -]

12. 802.1X WLAN MiEfn

ATYF2 WLAN iRED [—#% (General) | #7 DftzHELET (X 12),

WLANs > Edit 'CTS-CORP"

General

Profile Name CTS-CORP

Type WLAMN

SSID CTS-CORP

Status ¥ Enabled

Security Policies [wPAZ][Auth{802.1X)]

Radio Policy all - the Employee
Interface/Interface

Group(G) Im
Multicast Wlan Feature ™ Enabled
Broadcast 51D ¥ Enabled

h rity | QoS | Advanced |

{Modifications done under security tab will appear after applying the changes.)

Map the SSID to
VLAN

&
il

13. 802.1X WLAN O [—#& (General)] 27 ®
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atfren]es
CISCO.

ATF9F 3 [EX2UT 1 (Security) ] > [LA¥2 (Layer 2) ] #7 DA R DI ELET (K 13),

WLANs > Edit 'CTS-CORP'

. General | Security | Wanced |
Layer 2 | h ARA Servers |

Layer 2 Security & | WPA+WPAZ =]
[T 20mac Filtering

WPA+WPAZ Parameters

WPA Policy r
WPaZ Policy v
WPA&Z Encryption V¥ nEs ™ TkIp
Auth Key Mgt | 021 =]

14. 802.1X WLAN DL A¥ 2 X2 )T1DK

ZATFvF 4 [EX2UT 1 (Security) ] 2 [AAAY— N (AAA Servers) | # 7 DIEA RO IO ELET (K 14),

WLANs > Edit 'CTS-CORP'

| General | Security I! Advanced |

| Layer 2 | Layer 3 | ALR Servers | <4

Select AAA servers below to override use of default servers on this WLAN

Radius Servers

Radius Server Overwrite interface | Enabled

Authentication Servers Accounting Servers

W Enabled ¥ Enabled
Server 1 = [1Pi10.1.100.3, Porti181z | FIP:10.1.100.3, Porti1613 <]
Server 2 I Maone ;I I Mone ;I
Server 3 | Mone ;I | Mone ;I

15. 802.1X WLAN ® RADIUS H—/\DIvELY
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wl el )l
RENT HERDRMAAK Lt

AFYF 5 [FEM (Advanced) | # 7 Dz EL £ (X 15),

WLANs > Edit 'CTS-CORP'

 General | Security | QoS | Advanced |

Allow AAA Override ™ Enabled ism— DHCP
Coverage Hole Detection (¥ Enabled DHCP Server [ Override
Enable Session Timeout 1800
Session Timeout (secs) DHCP Addr. Assignment @] Required

Aironet IE ¥Enabled Management Frame Protection (MFP)
Diagnostic Channel |_|Enabled
Override Interface ACL  IPv4 | None 3 |IPv6 | None + MFP Client Protection 2 | Optional  # |
P2P Blocking Action | Disabled G DTIM Period (in beacon intervals)
Client Exclusion 2 60

@]Enabled Timeout Value (secs) CHEEEI 0 =2y, !
Maximum Allowed Clients 0 B02.11bfg/n (1 - 255) |1
£ 1 a NAC
Static 1P Tunnefing = Iﬂ MAC State | Radius NAC * | h

Wi-Fi Direct Clients Policy | Disabled | )
Load Balancing and Band Select

Maximum Allowed Clients 200

Per AP Radio Client Load Balancing |
Off Channel Scanning Defer Client Band Select Z ]
Scan Defer Priority 0123 4567 Passive Client
oooo @ @ @ O Passive Client =
Scan Defer Time(msecs) 100 Voice
FlexConnect Media Session Snooping | Enabled
FlexConnect Local - Re-anchor Roamed Voice Clients || Enabled
T |_| Enabled B
SUIENE S KTS based CAC Policy [ Enabled
FlexConnect Local Auth 12 Enabled Client Profiling
Learn Client IP Address 2 /| Enabled DHCP Profiling .ﬁ # Enabled

16. 802.1X WLAN DEiz%

1% : CoA %1 3 5121%. RADIUS NAC OFREDNMLETT, ZHIFTZOEBECTCERL I, WLC IZUX A7k
N —EAH B (VS) ZEEL THURAF ¥ TEAASS ACL ZHEEIT 5 L5912 Cisco ISE R ETAHETITA
720 ER A,

ATv7 6 [EH (Apply)] #27U» 7L C WLAN O EERFLET,

DAL AR Web BBEERADA—F> SSID 8095
ZOFNETIL, Y Web FHFE(CWA) A SSID #5% &3 AFNEICOWTtBAL £9,

HE: UYL AF 9 Web RFEDOH R —MZ, Cisco VA YL ALAN 2 ha—F VY7 T N—Tg2 7.2 IBETO
KR REETY, B—H/L Web FRAEDER EIZ- DV T, [Cisco TrustSec 2.0 Design and Implementation Guide,]

(http://www.cisco.com/en/US/docs/solutions/Enterprise/Security/TrustSec_2.0/trustsec 2.0 _dig.pdf) Z#Z ML T2

S,

ZTvF1 WLC @ GUI /5, [WLAN(WLANs) | = [H#1ERK (Create New) ] 2 [E47T (Go) ] IZBEIL £,

ATvF2 EKIOfEEAIL, DEA (Apply) ] &7V 7 LET,




RELGT IV LADEM@AAF

atfren]es
CISCO.

9. &9 R Web BEIAD SSID DT
B 1% (Attribute) [l

0774 )L 4 (Profile Name) | CTS-GUEST-CWA

SSID CTS-GUEST-CWA

ATYF 3 WLAN iRED [—#% (General) ] #7 Dz &L £ (X 16),

WLANs > Edit 'CTS-GUEST-CWA'

General M Qos | Advanced |

Profile Marmne CTS-GUEST-CWA

Type WLAM

551D CTS-GUEST-CWa

Status [C] Enabled

Security Policies [WPAZ][Auth{B02.1X})]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy all -

Interface/Interface

Group(G) guest M Map SSID to the
Multicast Wlan Feature  [] Enabled Guest VLAN
Broadcast 51D Enabled

17. F—7> SSID O [—fi% (General)] #7 DX E

ATYF 4 [EX=2UT 1 (Security)] D [L A2 (Layer 2)] #7 Dfaa% ELET (X 17),

WLANSs > Edit 'CTS-GUEST-CWA'

. General | Security m Advanced |

Layer 2 w | ARA SEervers |

Layer 2 Security 8 None -

BMAC Filtering *—

18. CWA Z#{ER9 54— SSID DL A% 2 X2 T1 D&
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atfren]es
CISCO.

ATFYF 5 [EX2UT 1 (Security) ] #7 D [AAAHY— X (AAA Servers) | DfEEHELET (X 18),

WLANSs > Edit

'CTS-GUEST-CWA'

[ General I Security h Advanced |

 Layer 2 | Layer 3 | AAA Servers |‘———

Select AAA servers below to override use of default servers on this WLAN

Radius Servers

Radius Server Overwrite interface [ |Enabled Serverl  Mone w
Authentication Servers Accounting Servers Server 2 None w
Enabled * Enabled ‘_ Server 3 Mone w

Server 1 IP:10.1.100.3, Port: 1512 - IP:10.1.100.3, Port:15813 -
Server 2 None ~ Mone -
Server 3 None « Mone -

LDAP Servers

19. CWA #{Ef3 54 —F> SSID ® RADIUS H—/iDTvELY

ATFwF 6 [FEHl (Advanced) | %7 Ofiz % ELE7 (1% 19),

WLANSs > Edit 'CTS-GUEST"

~ General | Security | QoS | Advanced |

Per AP Radic

Off Channel Scanning Defer

Scan Defer Priority

0123 4567

Client Load Balancing O

Client Band Select Z O

Passive Client

Allow AAA Override @ Enabled f— DHCP
Coverage Hole Detection (¥ Enabled DHCP Server [] Override
Enable Session Timeout /1800

Session Timeout (secs) DHCP Addr. Assignment || Required
Aironet IE MEnabled Management Frame Protection (MFP)
Diagnostic Channel [_|Enabled

. . 4 : -
Override Interface ACL  IPv4 | None ¢ |IPv6 | None * MFP Client Protection 2 | Optional  * |
P2P Blocking Action | Disabled 2 DTIM Period (in beacon intervals)
o ]
Client Exclusion = [gEnabled —
Timeout Value (secs) HOZA =l 2SS 1
Maximum Allowed Clients o | 802.11bfg/n (1 - 255) [1 |
8
B NAC
Static IP Tunneling 12 ["JEnabled e —
NAC State | Radius NAC
Wi-Fi Direct Clients Policy | Disabled =
Load Balancing and Band Select

Maximum Allowed Clients | 200 |

O000¥¥d0 Passive Client O
Scan Defer Time(msecs) | 100 | Voice
FlexConnect Media Session Snooping | Enabled
FlexConnect Local N Re-anchor Roamed Veice Clients [ | Enabled
oL 3 || Enabled -
Switching < KTS based CAC Palicy | Enabled
FlexConnect Local Auth 12 Enabled Client Profiling
Learn Client IP Address 2 /| Enabled DHCP Profiling ﬁ ™ Enabled
20. CWA ##ER9 54— SSID OFEMRTE
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RELBTIAOEMA(F CIsCO.

HEAAA P —A"DORMZEMA TELINTT D720, [AAAFT —/S—T 1K (AAA Override) | Z AT T HIENE
ETY,

ATYFTT WLC OREZRIELET,

DAY L AFREEIZB89 5 Cisco ISE DERE
DAVLABEEREZITANSLSIZ Cisco ISEZHELEFT

Cisco WLC D EEARR EN5E T LELT-, KIZ, Cisco WLC 2260 RADIUS Bk A 4L 425 1512 Cisco ISE iR E
LET,

RATvF 1 [ISE Base Configurations: ISE Bootstrapping How-To Guide \.5¢>7C, Cisco WLC % F NI —2 TR A T34
ALLT Cisco ISE (Z:BMLET,

ATFvF 2 CiscoISE T, [/RU— (Policy) ] > [&7lF (Authentication) ] (ZFEEHL £,

ATYF 3 MAB /L—/L D IF £EREBAL, [T747 V554418195 (Add Condition from Library) ] 38R L £9
(20),

Authentication Policy

Define the Authentication Policy by selecting the protocols that ISE should use to communicate with the network devices, and the identity sources that it should use for authentication.
Palicy Type O Simple (8 Rule-Based

N
« [MeB |+ 1 [ iwirec_mag an. (f} allow protocols [allowed Protocol : Default NetwiD | and.. i Actions ~
- | Dotix | LI a Add 2l Conditions Below ta Library {é} Actions
Condition Mame Expression _
. =2
Default Rule: (If no match) sl g Wired_MAE 3 AND OF actions

ad
Add attributefvalue

Add Condition from Library <+
Delate

21. ISE EEIIL—ILADEHEDEM

ATFvF 4 [0 (Select Condition) ] Ry 7 X7 A= a—b | [#4 44 (Compound Condition) ] =
[Wireless MAB] Z2RL £9° (X 21).,

alvaln
CISCO  Identity Services Engine ise admin Logout Feedbhk

©9 Task Navigator + €3

A Home Operatons v Policy v Administration v

|5 Authentication | [g] Authorization  [4] Profiing  [T) Posture  [i5) Client Provisioning ) Security Group Access . Policy Elements

Authentication Policy

Define the Authentication Policy by Selecting the protocols that ISE should use to communicate With the network devices, and the identity sources that it should use for authentication.
policy Type O Simple (@ Rule-Based

B - [ms <If [ wired MABOR .. < | allow protocols [Alowed Protocol : Default Networ®) | nd.. § Actions
. .1f | [B) Add Al Conditions Below to Library % Ao~
Condition Name Expression A—
B : al i & .
7] Default Rule (If no match) Wi O] = . & Adions
Select Condition | OR [°R
Compound Condition
© Wired_MAB
o Wired B02.1X

U Wircless_B02.1%
8 Switch_Local_Web. Authentication
§ WLC_Web_Authentication

U Wircless_MAB ‘__

22, FREEIL—ILA~D Wireless_ MAB &4 0:E N

AFvF5 DotlX /L—/vD IF % EBAL, [7A47 7V b5M4% B9 % (Add Condition from Library) | &%
LT,




wl el )l
REVTICADEMH (AR CIISCIO .

ATFYT 6 [ (Select Condition) ] Ry 7 Z 7 A= a—b | [#HA 44 (Compound Condition) ] =2
[Wireless 802.1X] 38R L £9 (X1 22),

Compound Condition
Hmim

€ISCO  Identity Services Engine [ p]

ise-nodel  admin  Logout

# Home Operatons v Policy v Administration = E hd 0 Task Mavigator =

= o Wired_MaE
|2} Authentication |#, suthorization |4 Profiing | Posture Hroup Access & Policy Elements
o Wired_802.1%
o Wireless_802,1% *_
Authentication Policy
W Switch_Local_web_authentication
Define the Authentication Policy by selecting the protocols that 1SE should use to gt 7 the identity sources that it should use for authentication.
W WLC_weh_Authentication
poiicy Type (O Smple (8 Rule-Based
W Wired_802.1%_PEAP
i = | 11f [ wired_maB. & Wired_802,1%_TEST sfault Netwe) | andh. ) G Actions -
4 o Wired_g02.1%_BUG 4 _
H I i 3 2| and... o i
i@ v [Dotix | Wired_802.1x .. = g AwonTest sFault Hetwi) » D Actions v
Default Rule (If no match) ol B 2dd 4l Conditins O Actions v
Condition Name L
¥ | wired_802. 1X f AKD by

WY | Wireless_B02.1¥ c E! ;| A condition to rnatch an B0271% based authentication requ 5-u"?,3- .

23. REEIL—ILAD Wireless_802.1X &M BN

ATYFT REERGFLET,

Cisco ISE 23U AV L A R "I —IMB3AE 307~ RADIUS Bk 25217 ANAUE( S TEXE L7, Cisco ISE IX, 7
AY VL ADE(E TEH D RADIUS FoRAZZLT-E X2, FBGE 7 B RV A SNDMEID R L E 9, EH ., 7
T FINVID I NT—7 F 7 a Tk, Cisco ISE THR—hENDT R TCORBGET B L3 FF Al & E 9, Cisco
ISE DIRDAT 7 Tl F5ESNTZ ID ANT EZREL T, ZE L7V T o Uy )V EfREL E97,
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atfren]es
CISCO.

Apple @ Captive Network Assistant (CNA)

Apple 1X, ¥ 7747 R —HNVNFIET DL AR YN —2 T EAERZIZT 5 10S OMEEZHEALELZ, =
DOEFETIL, VAV A X hT =T ~DEEHGIZB T2 Web BREZXETHILICE > TR T T 4T R—HLDIF

xR L., FOER% http://www.apple.com/library/test/success.html |Z#526 1L £9°,

WWEESZELTIEGEIL. A X —RyNIT 7 BATEA LR e &, 2L EOBMEI IV ESHDEE A, INE T
Lol 81 A F—% N TV BARITY T T 47 R—H Lo TT a3 RaEi ., CNA 23512

77UV e ABEEL CTEHY 4 RY TOR—ZV a7/ (28R LET,

ISE %7747 IR—H )L ~DIFX AL ZEIZ, CNA DS A5 580835V ET, WLC S—var 7.2 T, &

LTI P 2FRLIRNEINTT D CLI A~ RANBEIISVELTZ,

CNAZNAINRTBESICWLC ZRTETH:
X TTF4T AR CLIZERI=FS

ATFYT1 WLC DawrRIAy Ao X —T ARl A LET,
ATVT2 X TTAT SRR av  REAICLET,

> config network web-auth captive-bypass enable

ATYFT3 2 he—TDORELRFLET,

> save config

ATVFT 4 ZOBEFEEAEATHIZIE, 2 e —S 52 HiEE T ANERHYET,

> reset system in 00:01:01
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http://www.apple.com/library/test/success.html

wl el )l
REVTICADEMH (AR CIISCIO .

I8 A SEEH

Cisco TrustSec AT L :

http://www.cisco.com/go/trustsec

http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns744/landing DesignZone TrustSec.html

TINARBTEHAE:

Cisco Identity Services Engine User Guides:
http://www.cisco.com/en/US/products/ps11640/products user guide list.html

Cisco [0S Y7k =7, Cisco I0S XE Y7h =7 | BJ N Cisco NX-0OS V7 "7 =7 DLV —ZADFERIZ DUV T,
KD URL &ML TTES0Y,

Cisco Catalyst 2900 >'U—R AL F DL H:
http://www.cisco.com/en/US/products/ps6406/products installation _and configuration guides_list.html

Cisco Catalyst 3000 >'V—R AT DA :
http://www.cisco.com/en/US/products/ps7077/products installation and configuration guides list.html

Cisco Catalyst 3000-X 'V —X 2T D4
http://www.cisco.com/en/US/products/ps10745/products installation and configuration guides list.html

Cisco Catalyst 4500 > 'U—R AL F DL H:
http://www.cisco.com/en/US/products/hw/switches/ps4324/products installation and configuration guides
list.html

Cisco Catalyst 6500 > U—R ZAF DIGE:
http://www.cisco.com/en/US/products/hw/switches/ps708/products installation and configuration quides i
st.html

Cisco ASR 1000 >V —X )L —HZDIGH
http://www.cisco.com/en/US/products/ps9343/products installation and configuration guides list.html

Cisco VA YL A LAN 22 ha—J D4
http://www.cisco.com/en/US/docs/wireless/controller/7.2/configuration/quide/cq.html



http://www.cisco.com/go/trustsec
http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns744/landing_DesignZone_TrustSec.html
http://www.cisco.com/en/US/products/ps11640/products_user_guide_list.html
http://www.cisco.com/en/US/products/ps6406/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps7077/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps10745/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/hw/switches/ps4324/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/hw/switches/ps4324/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps9343/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/docs/wireless/controller/7.2/configuration/guide/cg.html
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